
Tomcat8.exe

pingtunnel.exe

1.exe

① Hijacked Tomcat

④ Lateral Movement

Code Injection

UNICORN: 33K nodes
NodLink: 350+ nodes② Leave Backdoor

frpc.exe –c c.ini

echo <executable 
code> > 402.jsp

404.jsp

402.jsp

explorer.exe

…

③ Reverse Proxy
ipconfig

tasklist

netstat

⑤ Collection


