
wmiprvse.exe

Proxy.exe

① Hijacked Windows WMI

Code Injection

UNICORN: 63K nodes
NodLink: 900+ nodes

…

Tomcat.exe

sqlc.exe

⑤ Scheduled Task

sqlc.ini

WinUpdate

③ Reverse Proxy

④ Self-replication

② Remote Execution


