
sqlservr.exe

fpc.exe
① Hijacked SQL Server

Code Injection

UNICORN: 10K nodes
NodLink: 80+ nodes② Leave Backdoor

echo <executable 
code> >111.jsp

…

ping whoami netstat

⑤ Collection

certutil.exe scvhost.exe

tomcat_log.exe

⑥ Intranet Blasting

result.txt

③ Trojan Download

④ Reverse Proxy


