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Abstract. The reasons for attacks on content management systems are consid-
ered. Frequent attack scenarios for obtaining unauthorized access are investi-
gated. The method for assessing the probability of a successful attack on a con-
tent management system is proposed. Described method uses the attack tree,
audit results, source code analysis results, and statistical data. Combinations of
basic events for high probability of successful attack are defined. The differ-
ences of the proposed method from existing methods of security assessment are
shown.
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1 Introduction

1.1  Motivation

Demand for modern organizations to provide information in order to increase sales or
provide services implies the creation of information resources on the Internet. Content
management systems are often used to create sites [1].

Content management system (CMS) is software that allows to edit web pages and
to create websites based on them. Examples of such systems are Wordpress, Joomla
and others. Similar systems have found application in education, for example,
MOODLE — a management system for learning content. Such systems have become
widely known due to ease of use, the number of installations can be measured in mil-
lions of copies. A particular feature of such systems is the modular architecture,
which makes it possible to manage the functionality of the site by installing the neces-
sary modules. A critical vulnerability in the module can endanger all sites that use this
module, so attackers can hack many of these sites in the same scenario [2]. The grow-
ing popularity of content management systems makes them an interesting target for
intruders. Among the features of using content management systems in the aspect of
information security are the following:

— High prevalence and a large community of users, which can detect vulnerabilities
before attackers and pass information to system developers for the release of the
patch.

16



— Regular updates of the kernel and system modules, in which previously discovered
vulnerabilities can be eliminated but it may contain new vulnerabilities.

— Not all site administrators install updates. One of the reasons for this is the possible
incompatibility of the kernel and the new version of the module or the incompati-
bility of the modules with each other.

— A wide range of applications is due to the diverse functionality of the modules that
can be installed. Any developer can create his own module and make it available
for installation to the entire community. It is not known what vulnerabilities this
module can contain.

— The use of content management systems in electronic business also attracts intrud-
ers. Hacking an online store, an attacker gets access to information that he can sell
to a competing online store. Having cracked the online exchanger of electronic
money, an attacker can access the accounts of various payment systems and trans-
fer money to arbitrary accounts.

Thus, content management systems provide a wide field for information security ac-
tivities [3].

1.2  Related Works Analysis

To investigate attack scenarios of web applications, it is suggested to use attack tree
analysis. The method of analysis of trees (failures, attacks) is applied in such spheres
as aviation, nuclear industry, military industry, etc. In the field of information tech-
nology, attack trees can be used to visualize possible ways of attacking various com-
ponents of a computer system. In [4] the attack tree was used to analyze attacks in the
corporate network. The proposed method was based on system log files analysis. In
source [5] attack-defense tree based security assessment method for vehicular ad hoc
network was described. The analysis of attack trees has found application in the rapid-
ly developing Internet-of-Things area. In the paper [6] an approach to characterizing
malicious and unintentional insider threats on the Internet-of-Things was presented.
An example of the attack tree was provided in [7] to access the victim's email. In [8]
security issues specific to web applications, possible causes of attacks and their con-
sequences were discussed. As the information was provided in text form, rather than
in graphic form, the visibility of such information was lower. The proposed approach
is to apply a known method of analysis to real-world scenarios of web application
attacks.

1.3  Goal

Understanding attack scenarios allows to apply the necessary methods for protecting a
web application. The results of the web audit give understanding of how much the
administrator takes care of the security of his account. Analyzing the source code,
unlike testing for black box penetration, allows to detect much more possible vulnera-
bilities. Statistics provides information about how often specific attack scenarios have
been successful. Proceeding from the foregoing, the problem of determining the prob-
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ability of a successful attack P based on investigation of possible attack scenarios,
audit results, source code analysis and statistical data arises.

P = f (scenarios, audit, src, stats) Q)

Based on research, a method for assessing the probability of the successful attack of a
particular site is developing. Conducting either an audit or a penetration testing can’t
answer this question, because penetration testing does not cover the problem of non-
compliance with security policies, and the audit does not cover the vulnerabilities of
the source code. Combining the results of these processes can give a more objective
assessment, because the attacks are covered, which can be successful not only be-
cause of the exploitation of the vulnerabilities but also because of the violation of
security policies.

2 Investigation of Possible Attack Scenarios

First, you need to determine the main event and investigate possible attack scenarios.

The main event is a successful web application attack. A successful attack involves
gaining unauthorized access to functions that are only available to the administrator
from the control panel. The attack options are divided into groups and are presented
below:

— attacks with password stealing;
— attacks with the brute force of password;
— attacks on vulnerabilities in the content management system.

A fragment of the tree that displays the main event and three ways to achieve it is
shown in the Fig. 1.

Access to Control Panel

A
/7 OR™,
AN
Find out the login and Create new account with Authorization Bvbass
password privileges yP

of the current
administrator

Fig. 1. Fragment of attack tree with main event

The event "Find out the login and password of the current administrator” means at-
tacking with stealing or selecting a password, i.e. the attacker recognized the adminis-
trator credentials. Events "Create new account with privileges" and "Authorization
Bypass" are based on the exploitation of vulnerabilities in the content management
system.
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Attacks with password stealing. The presence of critical vulnerabilities in the
content management system increases the likelihood of a successful attack, but in
some cases, attackers do not use these vulnerabilities. This is due to the fact that there
are several ways to find out the administrator's login and password. For example, an
attacker can spy on them while authorizing, being close to the administrator. They can
be read on a sticker that lies under the keyboard or is attached to the monitor. They
can be intercepted with an unencrypted connection or kidnapped from a mailbox.
Most of the above options can be implemented due to a low level of knowledge of the
user in the field of information security. To reduce the likelihood of successful use of
these scenarios, the requirements of the security policy that prohibit the storage of the
password in clear form on digital and non-digital media must be observed.

Attacks with the brute force of a password. An important element of the security
policy is the complexity of the password, the prohibition of the use of dictionary
passwords, the need for periodic password changes, the prohibition of re-use of pass-
words, the prohibition of the use of the same passwords on different sites. Attackers
can try to crack a password, the harder the password, the less likely the successful
cracking password. Using the same password on different sites can have negative
consequences — compromising the database of one site reveals the credentials of users
who may be the same on another site.

A tree fragment that depicts how to compromise credentials is shown in Figure 2.

Find out the login and password
of the current administrator
i

OR
A
Login and password are Bruteforce Recover
stolen attack password using
a known hash
i 'y ! %
OR .
/ AND AND

S x
Credentials are Credentials are Attacker has a Attacker has a Get username
stolen from stolen qurmg dictionary that dictionary that and password
storage transmission over includes the includes the hash from the

b unencrypied required login required database
channel password .
g kS AND
'y
Credentials are . :
Credentials are stolen from e- :;:S:?:I:: :;2 Vﬁ;;z;‘;ﬂ"ﬁ“;l:’a‘?e DB vulnerabilities
i exploitation
stolen from PC mail or any digital storage inerabities a

cloud storage

Fig. 2. Ways of compromising credentials

Attacks on vulnerabilities in the content management system. Defects of the pro-
gram code allow attackers to penetrate into those parts of the content management
system, which should be accessible only to the administrator. There are several clas-
ses of vulnerabilities that allow performing administrative functions, among them the
following can be distinguished:
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— incorrect processing of access rights to objects;
— enabling the remote file;
— running arbitrary code.

Some vulnerabilities can be part of a complex hacking scenario. For example, invalid
sanitization of input data allowed to change the logic of the query to the database,
there was a compromise of the login and hash of the password. The next step is to
crack a password for a known hash — this is another way to get the administrator
password.

The content management system may contain vulnerabilities that allow to bypass
the authorization mechanism and to gain access to administrator functions. It is diffi-
cult to distinguish common cases, so experts will need to assess the possibility of
existence of such vulnerabilities in the system under investigation. The tree fragment
for the "Authorization Bypass" event is shown in Figure 3.

‘ Authorization Bypass ‘
A

/ AND",
T

Authorization Bypass
vulnerabilities are found
in CMS

Authorization Bypass
vulnerabilities exploitation

Fig. 3. Fragment tree for the "Authorization Bypass" event

Some vulnerabilities can allow to raise the level of a regular user to an administrator
or add a new administrator to the database directly. There are cases when an attacker
becomes aware of data to connect to the database (user name and password of the
database user). If it is possible to connect directly to the database or access to a web-
based database management interface is present, an attacker will be able to access the
database and make changes. The creation of a new administrator by an attacker is
shown in Figure 4.
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Create new account
with privileges
A

OR ™
LA N
Add new account sltr.‘a%r::f:\jz:r
with all privileges privileges
A A
OR ™ 4
R, AND
5 | .
Add new account Add new account “Increase to ‘Increase to
with privileges using wﬁth privileges administrator” admlnlstrallgr
vulnerabilities d\r‘;aclllyl;lo the vulnerabilities are v:lxn;;:?tt;\tl;gﬁs
alepase found in CMS
/ AND L
i AND
“Register as “Register as -~ -
administrator” administrator” Credentials for_ Attacker can connect
vulnerabilities are vulnerabilities databasekconnecllon to database
found in CMS exploitation are known

Fig. 4. Ways to create a new administrator by an attacker

Trees were chosen because of their representativeness and the ability to use quantita-
tive and qualitative values to determine the probabilities of basic events.

It cannot be said that all possible scenarios were shown above, since some of them
can be partially combined, some are unique to specific content management systems.
The constructed tree does not take into account the possibility of using two-factor
authentication for access to the control panel. It is also assumed that there is no pro-
tection against brute force of logins and passwords.

3 Determining the Probability of Obtaining Unauthorized
Access

The next step is to parameterize the attack tree. The sources of the parameters are web
audit data, statistical data, and source code analysis results. To determine the proba-
bility of each initial event, rules should be established, through which the results of
audit and penetration testing [9] are converted into parameters of the created tree.
Because there is no representative sample of the occurrence of events of attacks on
certain components of the system, and it is practically impossible to determine the
numerical values of probability, therefore it is proposed to use three levels for as-
sessment — low, medium, high. The probability of events combined by the AND oper-
ation is determined by the minimum probability value, for the OR operation the max-
imum value is selected, that is:

P(AAND B) = min(P(A), P(B)) (2)

P(AORB) = max(P(A), P(B)) 3
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Let’s consider the definition of probabilities of events associated with the stealing of
credentials. The first event is "Credentials are stolen from PC". A low level is as-
signed by the expert, provided that the credentials are not stored on the computer (in
documents, in the browser, etc.). The middle level is assigned if the login and pass-
word are stored in the file without the appropriate notations explaining the purpose of
these credentials. A high level is assigned when storing credentials in the browser, or
in documents explaining to which system these credentials belong.

In the process of audit, it is need to check the complexity of the used passwords
and verify that commonly used logins are not being used. To assess the complexity of
the password, existing services can be used, for example, www.passwordmeter.com.
An example of password protection policies is shown in [10].

To determine the probability of events associated with the presence and possibility
of exploiting vulnerabilities in the system under consideration, an integrated approach
can be applied. It consists in that, first of all, the system should be checked for known
vulnerabilities. For some vulnerabilities, exploits can be found in open access. At the
next stage, penetration testing [11] can be performed using various tools [12]. But the
best way [13] to find vulnerabilities in the code is to analyze the source code.

Similar rules can be developed for each initial event.

Define the parameter sets for the high probability of the occurrence of the main
event. As a result of the construction of the tree, there were 16 basic events at the
bottom level, from the probability of which the probability of occurrence of the main
event depends. In Table 1 high probability is denoted by the symbol "1", the symbol
"*" denotes values that do not affect the result of calculations. In some cases, the
probability of the main event is determined by the probability of only one basic event.
This is due to the fact that OR elements dominate in the constructed tree, in particular,
in the upper part of the tree.

Table 1. The values of the probabilities of basic events with a high probability of the main
event

Attacker has a dictionary that includes the

required password
“Register as administrator” vulnerabilities

are found in CMS
“Register as administrator” vulnerabilities

exploitation
“Increase to administrator” vulnerabilities

are found in CMS
“Increase to administrator” vulnerabilities

Credentials for database connection are
exploitation

Authorization Bypass vulnerabilities
known

Authorization Bypass vulnerabilities are
exploitation

Appropriate DB vulnerabilities are found
found in CMS

Attacker has dictionary that includes the
in CMS
2 | %] % DB vulnerabilities exploitation

Credentials are stolen during transmission
required login

Credentials are stolen from e-mail or any
over unencrypted channel

cloud storage
Credentials are stolen from non digital

storage
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Credentials are stolen from PC
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Using the Table 1, combinations of events that are highly likely to lead to a suc-
cessful attack of the web application can be identified.

For high, medium and low levels, membership functions based on statistics can be
described. Let's assume that with a low probability of 10 attacks, success was from 0
to 3 attacks inclusive, with a medium probability from 4 to 7 attacks were successful,
with a high probability 8 or more attacks were successful. Thus, it is possible to de-
fine a linguistic variable [14] with the name x = " probability of successful attack".
The universal set is U = [0,10]; the term-set is T = {"low", "medium", "high"} with
such membership functions (u € U):

Hiow (u) =

Hpigh (U) =

(u-95Y)

1+—L 5 J

6

(4)

®)

(6)

Formulas 4-6 use a generalized bell-shaped function [15], which is based on three
parameters. A graphical representation of the membership functions described above

is shown in Figure 5.

MEDIUM

HIGH

00 02 04 06 08 10

Attacks

Fig. 5. Graphical representation of membership functions
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This approach allows to assess how easily unauthorized access to the administrator
functions of a particular web application can be obtained. A set of activities aimed at
researching the source code and compliance with security policies, allows to deter-
mine the probabilities of the basic events of the constructed tree.

The difference from the existing methods of assessing the security of a web appli-
cation, examples of which are given in [16, 17], is the following:

— Binding to real attack scenarios. This gives maximum proximity to the actions of
an attacker when attacking a web application.

— Use of audit results. This allows you to consider attack scenarios that are not asso-
ciated with the vulnerabilities of the target system.

— Lack of binding to detected vulnerabilities. When assessing the probability of a
successful attack, known vulnerabilities (from bases such as NVD) are not taken
into account, but experts can take into account the number and criticality of vulner-
abilities in assessing the probabilities of basic events.

The disadvantage of this approach is the cost of conducting web audit and researching
the source code.

4 Conclusions and Future Work

The aim of the research, which consists in investigating attack scenarios on the web
application and determining the probability of a successful attack, was achieved by
constructing and analyzing the attack tree. The research was based on the assumption
that only the most common attack scenarios [18] are collected in the tree, and it is
impossible to predict all attack scenarios that can be exploited by intruders.

The direction of further research is related to the identification of the most danger-
ous attacks and the creation of a method for selecting countermeasures.
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