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Abstract. eHealth is a complex system that will be gradually introduced in
Ukraine over next several years . It is very efficient system that brings a lot of
possibilities in the future. But there are a lot of potential problems in deploy-
ment of such protected systems. One of the most common problem is the cy-
bersecurity provision. Cybersecurity is one of the key problems of modern so-
ciety. Quickest detection of attacks on computer networks is the basis for suc-
cessful operation of various spheres. This paper deals with the problem of dis-
tributed denial of service (DDoS) attacks detection procedure synthesis based
on Neyman-Pearson criterion with a fixed sample size. The prerequisite for the
synthesis of such procedure was the experimental study of the statistical char-
acteristics of traffic consumption in the absence and presence of DDoS attack.
The suitability of proposed procedure is confirmed both experimentally and by
simulation.
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Changepoint, Distributed Denial Of Service Attack.

1 Introduction

1.1  Problem of DoS attacks

At the end of January 2018, the global media agency We Are Social and the developer
of the platform for managing social networks HootSuite presented a report according to
which more than four billion people around the world use the Internet. The number of
Internet users by the end of 2018 amounted to 4.021 billion (53% of the world’s popu-
lation), which is 7% more compared to the same period in 2017 [1].

If in 2015 43% of the world population (3.2 billion people) had access to the network
(in 1995 this figure was 1%), then by 2020 the Internet will be available for 60% [2].
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The number of sensors and devices connected to the Internet of Things in the world
in 2018 will be 21 billion, and by 2022 will exceed 50 billion, according to a study by
Juniper Research [3].

At the same time, the global network is becoming increasingly dangerous, as it be-
comes more and more easier to organize all categories of cyberattacks on the most pop-
ular resources as well as on critical infrastructure. One of the most common attacks is
threat realization directed to the denial of service (Denial of Service, DoS) [4].

The most common methods of DoS attacks are SYN-DDoS, TCP-DDoS, HTTP-
DDoS. Also popular attacks are strong UDP attacks with amplification, which came into
use a few years ago, but still remain relevant due to the ease of implementation, and the
ability to provide tremendous power.

They are increasingly organized to block the operation of individual sites and entire
information systems. With the increasing the number of devices connected to the Internet
network (IoE concept — Internet of everything [5]), the threat from distributed DoS at-
tacks (DDoS) is growing. They arise from the bot-nets — networks that consist of infected
devices that are able to generate queries aimed at exhausting the resources of network
devices or entire information networks.

The point of the DDoS attack is that there is a scarce resource in the victim’s network
infrastructure, the depletion of which causes a denial of service.

The most well-known recent attacks were aimed at exhausting the bandwidth of the
site’s connection to the Internet.

However, the development of broadband access technologies and cloud computing
complicate this task. But, to all appearances, the intruders are not intimidated by the
difficulties, and they are trying to organize more and more powerful attacks. In the
spring of this year, the infrastructure of one cloud provider was attacked with a capacity
of 400 Gbit / s, but more large-scale shares are possible as well [6]. In these conditions
for providers, owners of information systems and simple users, it is important to deter-
mine the occurrence of the above attacks in a timely manner, and then counteract them.

1.2 DoS attacks in e-Health concept

"Electronic health” (eHealth) is a complex system that will be gradually introduced over
several years. In the future, the eHealth system will enable everyone to quickly get their
medical information, and to doctors - to correctly diagnose with a view of a coherent
picture of the patient's health.

In Ukraine, the system will consist of a central component (CBC). It will be respon-
sible for centralized storage and processing of information - and medical information
systems (MIS), which hospitals and clinics can choose on the market and establish them-
selves.

Because eHealth systems are based on the use of public network solutions (mobile
networks, computer networks, Internet), all the problems that may arise in them will
affect and affect the work of the system as a whole. DoS attacks because of their sim-
plicity of implementation can become widespread in these systems. At the same time,
denial of access can be both a cause of both banal economic losses and even human
casualties. Therefore, protection from this type of attack and their early detection is a
very urgent task of the introduction of eHealth systems.



2 Modern Literature Analysis

Where automated means of attack are used, automated security measures can always be
developed. In particular, some manufacturers produce special devices that can block un-
productive requests. For example, such devices are in the arsenal of following compa-
nies: Cisco [7], Arbor Networks [8], CloudShield [9] and other vendors. Such solutions
filter the spurious traffic at high speeds and designed primarily for providers — they
should be installed not in the front of the corporate site, but as close to the source of
unproductive requests.

According to the document of the National Institute of Standards and Technology
(NIST, USA) SP800-94 [10], and the latest research of cybersecurity experts, intrusion
detection and prevention system (IDPS) is the best way to detect DoS attacks, because
IDPS is based on the method of detecting anomalies (Anomaly-Based Detection) and a
method of network monitoring (Network Behavior Analysis, NBA) [11].

The task of DoS attacks detection (in this case, it is reduced to the task of classifying
data) can be effectively solved using artificial neural networks. The advantage of this
method is the ability to detect an attack without knowing specific signatures. However,
there are also disadvantages — a large number of false signals in case of unpredictable
network activity, along with time spent for the learning the system, during which char-
acteristics of normal behavior are determined [12]. In [13] structural model for detecting
slow DoS attacks proposed. In [14] are considered the issues of error reduction and early
detection of DDoS-attacks by statistical methods taking into account seasonality; effec-
tive allocation of periods of seasonality.

For each of the above methods, the main parameters for analysis can be [14]: number
of requests for a certain period; receipt of requests speed; number of requests from a
particular source or from a particular network; number of requests to a specific destina-
tion (for a web server this is a specific script); time between requests and other various
network activity parameters. In general, the presence of DDoS attack leads to a change
in the structure of the consumed traffic. In other words, the stationarity of observed pro-
cess is disturbed. Therefore, the problem of intrusions detection can be considered as
problem of quickest changepoint detection. The theory of changepoint detection was
described in [15-17]. In addition, in [17] the authors gave an example of the application
of CUSUM and Shiryaev-Roberts procedures for detection of network anomalies. Paper
[18] presents five methods for changepoint detection: density-estimation-based change-
point detection, density-ratio-estimation-based changepoint detection, clustering-based
changepoint detection, hybrid changepoint detection. Authors showed that hybrid
method performs best for different types of changepoints.

Another example of CUSUM algorithm to detect cloud DDoS flooding attacks was
considered in [19]. Detection accuracy for different traffic flows for this method varies
within 76-100 %. Comparison between two of the most promising anomaly detection
methods (CUSUM-based and entropy-based) was presented in [20]. In [21] authors de-
clared that additional to CUSUM entropy approach improves detection efficiency and
detects attacks with high probability and low false alarms.

Papers [22, 23] deals with DDoS attack detection using artificial intelligence tech-
niques. According to [23] accuracy for this method of intrusions detection is about 94%.
Paper [24] concentrates on computer tool with complete environment of network and
attacks on the network with detection of the attacks using simulation. This research can
be used to improve the efficiency of attack detection. Also the analysis of the up-to-date



literature shows that there are other methods for intrusions detection, such as those dis-
cussed in [25; 26].

3 Problem statement

The practice of computer networks using shows that quickest detection of intrusions is
the basis for successful operation of various industries. Fulfilled literature analysis al-
lows us to conclude that sufficient attention is paid to the questions of detecting attacks
on computer networks. There are also a large number of detection algorithms. However,
the efficiency of attacks detection procedures can still be increased.

In the general case, the efficiency measure can be considered as a function of the
following form

Ef = f(t;,D,P,,U,C/ A),

where A is a set of algorithms for statistical data processing, t; is a time interval from

the moment of the beginning of the attack to the moment of its detection, D is a proba-
bility of correct detection, P, is a probability of false alarm, U is a computational

requirements for the correct operation of the detection algorithm, C is function of pen-
alties due to late detection of an attack or false detection.

The function f (-) must establish such dependence that its maximum should be equal
one if probability of correct detection is one and t; — 0. If D -0, P, increases, and
ty increases, the function f(-) must decrease to zero.

The purpose of this paper is the synthesis of such algorithm for detection of attacks
on computer networks, in which the maximum efficiency measure is provided for the
given requirements on the parameters D, P, , t; and U . In other words, it is necessary

to provide

Ef =sup(0<Ef <1VA:t, <t;,D>D",P, <Py},

where ty, D°, P, are requirements on the parameters.

It should also be noted that the basis for the synthesis of the algorithm for detecting
attacks will be the experimental study described below. The analysis of the detection
algorithm will also be performed by statistical modeling.

4 Experimental Study

In this research study the following network was designed (Fig. 1). This network consists
of four laptops, server-laptop, router and switch.
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Fig. 1. Network architecture.
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To analyze the traffic, the Wireshark program was used.

After starting to capture traffic, Wireshark captures network packets in real time and
displays them in the user interface window. The example of packet transfer time series
in the local network during 5 minutes in case of information presence without DDoS

attacks is shown in the Fig. 2.
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Fig. 2. Analysis of network traffic during 5 minutes without DDoS attacks.

Let’s consider the simulation procedure for a possible DDoS attack on the server. To
do this, we will ping our server from four laptops at the same time, thereby simulating a
ping flood attack. The DDoS attack is carried out in such way: we pass the packet of 32
bytes to the server and receive an average response of 20 ms TTL (time to live). In the
general case we sent 118 packages from each attacking laptop.

The example of packet transfer time series in the local network during 6 minutes in
case of DDoS attacks presence is shown in the Fig. 3. On the graph we can see increasing
in the number of packets per second, which means the beginning of the attack, and the
decrease in the number of packets, that signs the end of the attack.
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Fig. 3. Analysis of network traffic during 6 minutes in case of DDoS attacks presence.

5 Detection procedure synthesis

Synthesis of the procedure for attacks detection we can perform on the basis of Neyman-
Pearson criterion. In this case, we assume that the sample has a fixed size n.

The initial data for the analysis are the results of measurements of the traffic packets
per second x; obtained using Wireshark program. We suppose that x; is a random var-
iable with independent values described by an identical probability density function
(PDF) in case of attacks absence. In order to determine the nature of the probability
density function for x;, we use the results of an experimental study. An example of an
experimentally obtained PDF for the case of five minutes of traffic monitoring without
attacks is shown in the Fig. 4.

Mean quantity of traffic packets per second is equal to 2.71. Let’s check the hypoth-
esis about the exponential distribution of random variable x;. To do this we use chi-

square test.
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Fig. 4. Experimentally obtained PDF of traffic packets per second in case of attacks absence.

During calculation the last four intervals were combined into one. So, following
value was calculated

X2 =10.236,



and this value is less than threshold value thh =11.341, so the hypothesis about expo-

nential PDF is accepted with a significance level equal to 0.01.
Accordingly, the probability density function of traffic packets per second for con-
sidered example is the following

fo(x) = 0.369e 3% h(x),
where h(x) is Heaviside step function.

An example of experimentally obtained PDF for the case of two minutes of DDoS
attacks is shown in the Fig. 5.

)

| NN |

o 10 20 30 40 50
Packets per second

Fig. 5. Experimentally obtained PDF of traffic packets per second in case of attacks presence.

To determine the nature of PDF in the Fig. 5, the following assumption was made.
In the case of attack from a single computer, the traffic flow PDF is exponential. In our
experiment, an attack was carried out from four computers. Therefore, the experimen-
tally obtained PDF can be represented as a sum of four exponentially distributed random
variables. Such PDF is described by chi-square distribution. For this particular case one
attack was characterized by exponential distribution with parameter A = 0.462. So, PDF
in the Fig. 5 can be described by following equation

f,(X) =7.563-10x%e 24 n(x) .
Let’s check how experimental data coincide with PDF f;(x) . According to chi-
square test we can obtain

%2 =10.403,
and this value is less than threshold value 3 =11.341, so the hypothesis about PDF

f1(X) type is accepted with a significance level equal to 0.01.
According to Neyman-Pearson criterion we can write the likelihood ratio

®(x;/H,)

D(x /Hp) '

where @(x; /H,) is a likelihood function for alternative H, (there is DDoS attack in
the traffic flow); ®(x;/H,) is a likelihood function for hypothesis H,, (the traffic flow
doesn’t contain DDOS attack).

A(X;,n, k,A) =



Likelihood functions can be represented as

0 H) =T T flx /Hy),

i=1

n
@(x; /Hy) =H fo(Xi /Hy) .
i=1
According to obtained experimental results we can write

fo(% /Ho) =Ae™ for Vie[L,n],
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where ) is a parameter of exponential PDF of traffic flow without attacks, k is a time
moment when the attacks begin.
Then
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It should be noted that the statistics 6; correspond to the so-called CUSUM algo-

rithm. In addition, to avoid the uncertainty of the logarithmic function in the decisive
statistics, all zero packets measurements were replaced by ones.



Decision-making scheme was accepted as follows. Each sample of the decisive sta-
tistics 0; is compared with the threshold V . The threshold was calculated by statistical

modeling in such a way that to provide a given probability of correct detection D ata
certain level of DDoS attacks intensity. The decision about DDoS attack presence is
taken at decisive statistics first exceeding the threshold. If 6; >V, then we make deci-

sion about DDoS attack detection and otherwise about its absence.

6 Detection procedure analysis

To assess the accuracy of DDoS attacks detection, let’s perform an analysis of consid-
ered procedure. Fig. 6 presents the realization of decisive statistic for data shown in Fig.
3.
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Fig. 6. Realization of decisive statistic in case of DDoS attacks presence.

As can be seen in the Fig. 6, the decisive statistics 6; exceed the threshold V. There-

fore, we make the correct decision about the presence of DDoS attack in the traffic flow.
In addition max(0;) corresponds to time moment of attack beginning.

It should be noted that the analysis of such procedures with further estimation of
unknown parameters was considered by the authors in [27; 28].

To construct the operating characteristic, the simulation was used. The obtained de-
pendence of probability of correct detection of intrusions on the quantity of attacking
computers is shown in the Fig. 7.
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Fig. 7. The dependence of probability of correct detection of intrusions on the quantity of attack-
ing computers.

Conclusion

eHealth is a complex system that will be gradually introduced over several years. It is
very efficient project that will bring a lot of possibilities in the future. But there are a lot
of potential problems in development and deployment of such high-level protected sys-
tems. One of the most common problem is the huge amount of DoS attacks in the Inter-
net. DoS attacks can damage servers, storages etc. That’s why it is very important to
develop novel methods of Traffic Monitoring for DDoS Attacks Detection in e-Health
systems and networks.

The problem of synthesis and analysis of the procedure for DDoS attacks detection
was considered in this paper. The synthesis of the detection procedure was carried out
on the basis of Neyman-Pearson criterion. The analysis was performed by simulation.
The proposed procedure for attacks detection can be considered as a type of CUSUM
algorithm. Maximum of decisive statistic corresponds to time moment of attack begin-
ning.

The simulation results showed that the detection procedure has high accuracy at low
computational capability. In the considered example, the probability of correct detection
is 0.95 in case of attacks from four computers and approximately 1 in case of attacks
from five computers and probability of false alarm B, — 0. The requirements for t
can be provided by using online calculations in the moving window by selecting the
appropriate sample size.

The results of the research study can be used for various computer network systems
security against DDoS attacks.
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