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Abstract

This paper presents the design of an experimental study and plan for
the conduction of a live study with the participants of the REFSQ2019
conference. The study aims to evaluate the effect of learning styles
on risk model comprehensibility throughout a controlled experiment.
We combine the baseline experiment designed and conducted by one
of the authors to assess the comprehensibility of graphical and tabular
security risk models with the questionnaires proposed by Soloman and
Felder to measure learning style of people. This study will contribute
to the state-of-the-art by looking into the effect of learning styles on
the communication of security requirements to the stakeholders and
whether an appropriate modelling notation type would help to improve
risk model comprehensibility.

1 Introduction

There are different learning styles (LSs) among people that could affect how they are susceptible to visual
or natural language representations. Having a good match between the LS of the decision maker and the
representation could lead to a better understanding of information communicated with that person. This topic
is essential for security and software engineering field as the outcomes of security risk assessment have to be
communicated mostly with people without a security background and have to be easy to understand (e.g.
decision makers at the strategy level).

Although several empirical studies were conducted in requirements inspection to investigate the LSs of indi-
vidual inspectors, there is not yet enough evidence regarding the effect of LSs on the comprehensibility of risk
modeling notations.
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The motivation to conduct the study is twofold. Firstly, we are eager to replicate an experiment (conducted
by the first author), with the purpose of investigating the effect of LSs, factor that had not been considered
in the baseline experiment [8]. Moreover, as that experiment involved undergraduate students, the setting of
the replication within REFSQ would be ideal for involving participants from industry and senior researchers
from the academia. Secondly, we would like to corroborate whether a theory from Cognitive psychology [5]
that individuals “have different strengths and preferences in the ways they take in and process information”
is applicable in the context of security risk analysis. This theory was initially proposed to understand LSs in
the context of engineering education. The context of our study is similar to Felder and Silverman’s theory [6]
as stakeholders have to learn information documented in security risk models. Also, we would be able to get
a better understanding on the need of matching person characteristics (e.g. cognitive styles, skills) and job
task requirements. According to Sims [12], having such matching should increase personal satisfaction and job
performance as well as organizational effectiveness.

2 Study Design
2.1 Goal and Research questions

Based on the Goal Question Metric template by Basili [1], we define the goal of our study as follows:

Our experiment aims to analyze risk model in graphical and tabular representations for the purpose of
assessing the effect of LSs on model comprehensibility with respect to the extraction correct information
about security risks from the viewpoint of the decision-maker in the context of industrial practitioners and
researchers attending REFSQ 2019 conference.

From this goal, we derive the following research question:
RQ1 What is the effect of LSs on the comprehensibility of risk models?
Correspondingly, we define our alternative experimental hypothesis:

Hla: The participants using a representation that matches their LS will have a better level of comprehension
of information in risk model comparing to the participants that does not have match between LS and risk
modeling notation.

2.2 Type of study

To investigate this research problem, we propose to conduct a controlled experiment.

2.3 Relevance of study for research and/or for practice

The results of the proposed study have potential interest to both industrial practitioners and researchers. First of
all, it is relevant to industrial practice as it aims at investigating the applicability of Index Learning Style (ILS)
[13] to profile decision-makers and the effect of LS on the understanding different security risk modeling notations.
The outcomes could potentially lead to recommendations on how to choose an appropriate representation for
better security requirements communication. From an academic perspective, this study could show another
critical direction in the assessment of modeling notations. It might be the case that the notation designers must
take into account stakeholders’ LSs. We are going to find out if this is an essential factor for the design of
notations.

2.4 Variables and Metrics

We identified two type of variables:
1. Response variables: Level of comprehensibility.
2. Factors:

e Learning style (LS), which will be measured using the ILS [13]. The ILS is an online questionnaire that
contains 44 questions across four LS dimensions (Sensing/Intuitive, Visual/Verbal, Active/Reflective,
Sequential/Global).



Table 1: Experimental Design

Group Part 1 Part 2
Group 1 | OB + Tabular HCN + Graphical
Group 2 | OB + Graphical HCN + Tabular
Group 3 | HCN + Tabular OB + Graphical
Group 4 | HCN + Graphical | OB + Tabular

e Modeling notation, which will be two types: graphical based on CORAS language, and tabular based
on NIST 800-30 standard.

e Online Banking (OB) and Health Care Network (HCN) application scenarios are used to control the
possible learning effect between experiment parts.

2.5 DPopulation of interest

The intended subjects of our study are industrial practitioners and researchers who play the role of decision
makers. No prior background in security or requirements modeling is needed. Working experience of at least 2
years is required.

The possible benefits to the participants are that they will have a chance to learn two different notations
for representing security requirements. They will also get an idea what information present in security risk models
and information about their own ILS. The latter can be shared with the participants after the completion of the
experiment in order not to bias the data collection process.

2.6 Study design

The goal of our study is to investigate if there is a synergy between LSs and representation types and what is
its effect on the level of comprehension of risk models. Therefore, we chose a within-subject design where the
participants complete the comprehension task using both risk modeling notations for two different application
scenarios (OB and HCN). This experimental design will allow us to compare the level of comprehension of both
types of modeling notations by participants with different LSs. To control the effect of scenarios and modeling
notations, we will randomly assign participants to one of four treatment groups described in Table 1.

2.7 Instrumentation

To collect information about participants demographics and background we will ask questions regarding their
age, gender, level of English, education degree, working experience, working domain, if they have any experience
in security and privacy. We will also ask them to self-evaluate their level of expertise in the relevant areas like
requirements engineering, security and privacy technologies and regulations, graphical modeling languages, risk
assessment, and application scenario domains.

To identify the LSs of participants, we will use ILS questionnaire [13]. This questionnaire was also used to
study the effect of LS on the inspections of requirements artifacts [7] and software [2].

To measure the level of comprehension of risk models, we will use the comprehension questions developed by
one of the authors of this proposal and used in her previous studies on risk model comprehensibility [8, 10]. The
comprehension task will have six questions about information represented in the model. The questions between
two parts of the experiment will be similar regarding the cognitive task to be done and expected response.

The risk models of OB and HCN scenarios were developed with the help of the authors of CORAS language
and based on realistic application scenarios developed in collaboration with industrial partners.

2.8 Experimental Procedure

To participate in the experiment, the participants will need to use their laptops. The experimental procedure is
the following:

10 min Introduction: An introductory briefing to explain participants the high-level goal of the study, task, and
what they can expect during the experiment.

3-5 min Informed consent: The participants should read the study informed consent and provide their agreement
to participate in the experiment.



Table 2: Statistical Test Selection

Comparison Type Interval/Ratio (Normality is | Interval/Ratio (Normality is not
assumed) assumed), Ordinal

2 paired groups Paired t-test Wilcoxon test

2 unpaired groups Unpaired t-test Mann-Whitney test

3+ matched groups Repeated-measures ANOVA Friedman test

3+ unmatched groups | ANOVA Kruskal-Wallis test

10-15 min Pre-task: The pre-task questionnaire will collect demographic and background information about partici-
pants and profile them based on the ILS. After this questionnaire, the participants will be randomly assigned
to one of four groups presented in Table 1.

5-7 min Training Part 1: The participants will have to watch a short video tutorial about the notation that they
were assigned and application scenario.

22 min Application Part 1: The participants had to review the appointed risk model and answer six compre-
hension questions. Participants have 20 minutes to complete the task after which they were automatically
advanced to the next page. An image of corresponding risk models will be built in on the top of the task
page and protected from downloading or opening in another tab in the browser. The tutorial on notation
and scenario are provided at the beginning of the task and can be downloaded. After finishing the task,
participants fill in a post-task questionnaire.

5 min Training Part 2: The participants will have to watch another video tutorial about the second notation
and another application scenario.

22 min Application Part 2: The participants have to complete similar task as in part 1 but using another notation
and application scenario. After finishing the task, participants fill in a post-task questionnaire.

In total the experiment will take up to 90 minutes.

Evaluation: After getting the results, researchers check the responses and mark correct and wrong answers
to each comprehension question based on the predefined list of correct responses.

3 Plan of Data collection and analysis

Based on the metrics and instruments used in the experiment, we plan to collect the following data: i) de-
mographics and background data; ii) participants profiles based on ILS; iii) responses to the comprehensibility
questions; and iv) responses to post-task questionnaires. For the research hypotheses testing we will use two-way
ANOVA or permutation test for two-way ANOVA in case the assumptions of the ANOVA are violated for our
samples. To investigate the effect of particular LSs on the level of comprehensibility we select appropriate test
based on Table 2 (a short version of Table 37.1 from [11, Chap. 37]). We will also control the effect of co-founding
factors (e.g., participants’ background, level of English, etc.) on the results in order to be sure that the observed
effect is due to the treatments.

4 Threats to the validity and Ethical issues

This section discusses the new threats that were not discussed in the baseline experiment reported in [9].

4.1 Construct validity

It refers to how well the ILS questionnaire measures the learning style of an individual. As we used an instrument
empirically validated [5], this threat is mitigated. The ILS will be automatically calculated and reported once
the participant completes the experiment.

4.2 Internal validity

The causal relation between the type of learning style and the different notations used for representing risk models
could threat internal validity. We mitigated it by adopting a within-subject design and asking participants to
complete comprehensibility task with both types of risk models.



4.3 External validity

It refers to the extent to which the results of a study can be generalized to other settings. In our live study,
the heterogeneity of subjects (e.g., participants background and experience) would contribute to the external
validity of our research. However, this heterogeneity could also bring greater variability in measures affecting
the conclusion validity. To reduce this threat, we consider involving only participants with at least 2 years of
working experience.

4.4 Ethical issues

The experiment will be implemented using one of existing survey platform (e.g., Qualtrics) and, at the first
page, the participants will have to read information about the experiment and privacy statement and give their
consent to participate in the study. The participation in the study will be anonymous and volunteer. Therefore,
no harm to the participants is present.

5 Publicity and dissemination plan

To make our study public and attract more potential participants we plan to use the social networks of
REFSQ2019 (e.g., Twitter, Facebook) and mailing lists. We will ask organizers to help with spreading in-
formation about our study, e.g., by including the flyer about the study in the REFSQ2019 participant’s package.

The summary of preliminary results will be communicated with attendees in the form of a short presentation
on the last day of the conference. The final results and its discussion will be published as a research paper and
submitted to one of the appropriate venues either a conference (e.g., ER, ESEM, MODELS, REFSQ, CAISE)
or journal (e.g. Journal of Systems and Software).
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