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Abstract

Nowadays, manufacturing companies are eager to access insights from advanced analytics,
without requiring them to have specialized IT workforce or data science advanced skills.
Most of current solutions lack of easy-to-use advanced data preparation, production reporting
and advanced analytics and prediction. Thanks to the increase in the use of sensors, actuators
and instruments, European manufacturing lines collect a huge amount of data during the
manufacturing process, which is very valuable for the improvement of quality in
manufacturing, but analyzing huge amounts of data on a daily basis, requires heavy statistical
and technology training and support, making them not accessible for SMEs. The European
i4Q Project, aims at providing an loT-based Reliable Industrial Data Services (RIDS), a
complete suite consisting of 22 14Q Solutions, able to manage the huge amount of industrial
data coming from cheap cost-effective, smart, and small size interconnected factory devices
for supporting manufacturing online monitoring and control. This paper will present a set of
i4Q services, for data integration and fusion, data analytics and data distribution. Such
services, will be responsible for the execution of Al workloads (including at the edge),
enabling the dynamic deployment industrial scenarios based on a cloud/edge architecture.
Monitoring at various levels is provided in i4Q through scalable tools and the collected data,
is used for a variety of activities including resource monitoring and management, workload
assignment, smart alerting, predictive failure and model (re)training.
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1. Introduction

The European manufacturing sector key challenge, is to transform cost-based competitive
advantages into those that rely on sustainable, high-value-added production. An important lever to
address this challenge is to enable companies to achieve superior product quality with highly efficient,
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smart production processes. This approach creates new challenges, though, because of the many,
highly heterogeneous, and intensely interconnected manufacturing resources and their digital
counterparts. A successful smart factory needs to manage data-related processes along the entire data
life cycle, including data collection, storage, distribution, analysis, use, and deletion, to ensure high
data quality at all times. This includes processes related to i) the design, deployment, and use of
hardware and software; ii) the planning, implementation, and monitoring of intra-organizational
procedures; and iii) the inter-organizational practices in the value chain. The comprehensive quality
control of all important factors is an effective measure against unfit, erroneous, unintelligible, or
otherwise unreliable data.

Since the third Industrial Revolution, which was characterised by the emergence of the digital
information age, that manufacturers all over the world are embracing the notion of convergence of the
digital and physical worlds [1]. Mainly due to this convergence and to technological advances
achieved throughout the last two decades, manufacturing-related data is being generated at
exponentially growing rates [2]. Still, there are few manufacturing sectors that truly capitalize on such
amount of collected data, by extracting meaningful insights for supporting improvements on their
businesses, processes and products [3]. Recently, the application of Data Analytics to manufacturing
data has been presented as a solution for the issue of capitalizing on ever-growing manufacturing data
[4]. Manufacturing Data Analytics can be defined as the process of finding useful information from
analysing manufacturing-generated raw data, whether for decision-making support or for optimisation
of business and production processes, among other objectives [5]. [6] present the main objectives for
applying Big Data Analytics (BDA) in smart manufacturing. It is envisioned that future BDA
applications will be able to assist enterprise managers to learn everything about what they did today
and to predict what they will do tomorrow. This future vision is based on a taxonomy of data analytics
approaches for manufacturing, which entails four types of analytics processes: descriptive, diagnostic,
predictive and prescriptive analytics [2, 7]. Both descriptive and diagnostic analytics methods are
reactive while predictive and prescriptive analytics approaches are proactive. Descriptive analytics is
an exploratory analysis of historical data to tell what happened. During this stage, most of data mining
and statistical methods can be used to reveal the data characteristics, recognise patterns and identify
relationships of data objects. Diagnostic analytics is a deeper look at data to attempt to understand the
causes of events and behaviours. The diagnostic analysis of machines and other equipment can help to
identify the possible faults and predict the failures to reduce the machine down-times. Predictive
analytics mainly utilises historical data to anticipate the trends of data (i.e., what will occur in the
future). Finally, prescriptive analytics extends the results of descriptive, diagnostic and predictive
analytics to make the right decisions in order to achieve predicted outcomes. The prescriptive
methods typically include simulation, decision-making, optimisation and reinforcement learning
algorithms. Although the three first types of data analytics are not new research trends, the fourth,
prescriptive analytics, is seen as a future challenge in Manufacturing Data Analytics [2, 7], and is
closely linked to simulation (digital twins) and optimisation.

Data analytics is a wide term that encompasses many methodologies and procedures. It is hard to
define a specific time of appearance, since there are different processes included in the term, however
data analytics is a field quite old, e.g., Pearson’s correlation coefficient has been introduced since
1920s, and widely exploited. Data analytics have already reached a high level of maturity and the
constantly increasing need for data driven solutions, may lead to further advancements in tools and
algorithms. Regarding the maturity of data analytics in the manufacturing sector, an empirical study
of 2017, that researched 100 manufacturing companies, located mainly in Germany and Switzerland,
found that in most companies the amount of data that was exploited, was quite smaller that the
available amount of data. The problem for this focuses mainly on the processing step of the data and
on the information extraction [8].

Considering the data landscape in the manufacturing industry, the 14Q [9] project is focusing on
the prescriptive analytics challenge, which entails several smaller challenges, such as close-loop
integration between data analytics and simulation processes (in order to bring simulation and digital
twin models the closest to reality as possible and to capitalize on the insights gathered from such
models) [3] and by leveraging data analytics workloads between edge and cloud computing (so as to
implement an hybrid cloud/edge computing scheme, to not only exploit the strength of cloud



computing to process the complicated tasks but also harness the benefit of edge computing in short
latency, consequently obtaining the better performance) [7].

This paper is organized as follows: section 1, gives an introductory overview on the quality
assurance in the manufacturing sector and data analytics as driver; section 2 provides the concept for
manufacturing data analytics for manufacturing quality assurance, and also a description of the
services pool, finally, section 3 provides the concluding remarks and points out future work, and
section 4 gives the acknowledgements to the i4Q consortium.

2. Concept

The aim of 14Q project is at turning data into information and actionable insights. Ways to achieve
this are to move analysis workloads close to the data sources, thus contributing to the reduction of the
Big Data challenge, in addition to helping with security / privacy aspects, while maintaining a low
latency response time which may be crucial for example in production facilities, as well as feeding
such insights to the end consumer, via smart monitoring and alerting mechanisms or through the
integration with digital twins and other simulation models.

The objective of the i4Q data analytics core services, is to tackle the analysis of manufacturing
data by combining simulation and real data, while employing data fusion techniques to help with the
final analysis task. In addition, this set of services will handle Al Model Life-Cycle Management,
from a central cloud to an edge-based environment, in order to support the distribution, deployment,
and monitoring of Al models. This way, Microservice applications will be able to use manufacturing
data processing services, data streams and Al models in an efficient way, scaling up resources in a
transparent way. One of the 14Q goals is to design and build a set of management tools for cloud/edge
lifecycle of manufacturing related AI models.

Summarizing, the main objectives for the data analytics for manufacturing quality assurance
services, can be described as follows:

* To develop services for data integration and fusion, so that higher level services can process it

in an efficient way

* To implement data analytics services for categorisation and classifications of manufacturing

data and derive actionable insights.

* To design and deploy a scalable policy-based Model Distribution from cloud to edge

* To develop modules for Al workload placement and deployment on the edge

* To develop an efficient monitoring and predictive alerting platform in manufacturing

* To develop Manufacturing Digital Simulation Models, such as Digital Twins, enabling virtual

validation /visualization and productivity optimization using pre-existing and real time data
from different factory levels.

Figure 1 depicts a conceptualization of the services for manufacturing data analytics for
manufacturing quality assurance. The objective of these set of services, is to achieve the objectives
previously identified. The set of services are divided grouped into the following categories: (i) “Data
Integration and Transformation Services”, responsible for preparing manufacturing data, so that
microservice applications can process it in an efficient way; (ii) “Manufacturing Data Analysis for
Quality Qualification Services”, responsible for implementing several incremental algorithms (i.e.
operating on data streams with fast incremental updates) suitable for analytic processing of high-
speed data streams; (iii) “Al Workload and Model Distribution and Deployment from Cloud to Edge
Services”, addressing the management of Al-based workloads in a hybrid cloud edge manufacturing
environment; (iv) “Smart Manufacturing Monitoring and Alerting Services”, addressing the
development of scalable monitoring tools designed for the manufacturing edge environment; and (v)
“Manufacturing Digital Simulation Models Services”, aiming to control the full traceability and
enabling partners to streamline and digitalize the entire production process. A more detailed overview
of each service categories, is provided in the following sub-sections.
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Figure 1: i4Q Manufacturing Data Analytics for Manufacturing Quality Assurance

2.1. Data integration and transformation services

The Data Integration and Transformation solution (i4Q"'") will be responsible for reading and

preparing manufacturing data for further analysis. The solution will be server-based and will contain
micro-services that will import, prepare and export the data to other i4Q solutions.

In more detail, i4Q°"" will be able to read manufacturing data, mostly coming from sensors,
whether they are stored in a database or they are real-time streaming. The data will go through some
cleaning and filtering functions and afterwards they will be pre-processed according to the needs of
other solutions. The pre-processing stage includes the application of some suitable transformation
services, like Fast Fourier Transformation (FFT) and Wavelet Packet Decomposition, and feature
extraction, which is quite important in sensor data analysis. Another function of this solution will be
the harmonization of heterogeneous data, in terms of timestamps’ visualizations or in data format.
Special attention will be given on the function of fusion that will combine data from heterogeneous
sensors using sophisticated methods. Fusion intends to maximize the usage of the obtained
informatioln from the sensors and therefore improve the performance of the prediction algorithms
that will be later applied on these data.

The current solution will interact with and be useful to all the solutions related to data analysis. It
will be implemented in the early stages of the project’s architecture and will provide datasets ready
for further analysis. The micro-services comprising the solution will be written in Python language
and i4Q""" solution will be implemented as a function in the Big data analytics Suite.

2.2. Manufacturing data analysis for quality qualification

Data analytics for quality qualification, aims to tackle the analysis of manufacturing data by
combining simulation and real data, while employing data fusion techniques to help with the final
analysis task. In addition, it will handle AI Model Life-Cycle Management, from a central cloud to an
edge-based environment, in order to support the distribution, deployment, and monitoring of Al
models. This way, Microservice applications will be able to use manufacturing data processing
services, data streams and Al models in an efficient way, scaling up resources in a transparent way.
One of the goals, is to design and build a set of management tools for cloud/edge lifecycle of
manufacturing related AI models. Currently the manufacturing environment is heterogeneous and
dynamic, including nodes with different characteristics.

These services will implement specialized analytic functions on top of the data infrastructure from
“Data Integration and Transformation”. In particular, the goal is to implement several incremental



algorithms (i.e. operating on data streams with fast incremental updates) suitable for analytic
processing of high-speed data streams. The core functions to be implemented are related to clustering,
regression, classification, anomaly detection, temporal correlation — the corresponding incremental
versions of these algorithms are known from the literature but are typically not available as a part of
database systems. The services are decomposed into the following categories as described below:

Data analytics services (i4QDA) is defined as a system whose main functions are the provision of
Data Analytics services, supported by the integration of several state-of-the-art tools, methods, and
libraries, ranging from Big Data Processing and Analytics to Machine Learning, Data Mining and
Deep Learning. The services will be provisioned through two main channels: i) Open Application
Programming Interfaces (APIs) like RESTFul-based, pub-sub, socket-based for the collection of the
necessary data to execute the selected services and for the provision of results coming from the Data
Analytics services, or ii) Deployment bundles with the necessary tools, methods, and libraries to
deploy and run the selected services on premises or on cloud environments.

Big Data Analytics (i4QBDA)is defined as a system whose main function is to deliver on-
demand deployment bundles that are easily configurable, deployable, and executed. This Suite will be
able to provide custom-built deployment bundles that can contain all the necessary tools, methods,
libraries, and code to deploy and run the selected Data Analytics tasks in a panoply of environments,
from centralized, distributed on-premises or Cloud. This solution will be supported by
containerization technologies such as Kubernetes or Docker.

Analytics Dashboard (i4QAD) is defined as a system whose main function is to provide visual
analytics tools and methods to the i4Q project. The i4Q Analytics Dashboard can be used via a Web
Application or through the provision of a deployment bundle that can be deployed on premises or on
the cloud, and will be based on state-of-the-art visual analytics tools, such as Apache Superset,
Grafana or Jupyter Notebooks.

2.3. Al workload and model distribution and deployment from cloud to
edge

A hierarchical Cloud/edge architecture provides efficient and flexible management of edge
workloads, to gain from the advantages of the edge environment. Edge technology enables several
desirable characteristics for a smarter factory scenario, such as low latency, enhanced security and
privacy, reduced network bandwidth utilization, and a fist line of defense in a big data architecture
(data reduction, by keeping data local and not necessarily transmitting all data to the cloud). The edge
service provides such capabilities by distributing Al workloads and models to edge nodes, enabling
processing at the edge, taking advantage of the associated low latency for enabling faster reaction to
data in real-time.

Two complementary services are envisioned to tackle the lifecycle of Al workloads and the
underlying models they use, to run adequately in an edge environment

Knowledgeable deployment and execution of Al workloads on an edge-computing environment is
required to efficiently operate on the edge. Proper placement and deployment services are required to
take advantage of the edge environment. This component shall enable workloads to execute
efficiently on the edge, including placement and deployment services. The edge service provides
interfaces and capabilities to run different Al workloads on different devices; primarily edge devices.
For Al at the edge automated workload management is essential to address scale and dynamic
heterogeneity of workloads. Placement, deployment, execution and monitoring cycles shall optimize
Al workloads operation on the edge. Target deployment environments may be very heterogeneous
and dynamic; thus, deployment needs to take a variety of criteria into consideration. Re-deployment
of the entire workload or the adaptation of the underlying model may be required while the workload
is running.

A second service provides infrastructure for managing Al-based models in a hybrid cloud edge-
manufacturing environment, addressing scalability requirements. A policy-based distribution
mechanism is envisioned to ease the distribution task by enabling the specification of rules for eligible
targets in a simplified manner. The edge environment presents several challenges for model lifecycle



management, such as scale, constrained resources, and disconnected mode. Both services shall be
Integrated and coordinated to ensure workloads and their AI models meet at the edge.

2.4. Smart manufacturing monitoring and alerting

The infrastructure monitoring solution (i4QIM) incorporates an ensemble of monitoring tools and
predictive failure alerting mechanisms, aiming to provide efficient alerts when a problem is detected.
i4QIM monitors manufacturing lines and processes by tracking and analyzing industrial sensor
signals. It also monitors the real-time analysis results derived by other i4Q solutions to provide
feedback about machines’ optimal functionality. i4QIM rely on state-of-the-art ML algorithms to
detect or predict imminent problems in manufacturing lines. Specifically, light gradient boosting
machine is applied for classification tasks, while recurrent neural networks are applied for regression
tasks [10, 11]. In every case, specific thresholds determine the occurrence a problem and if certain
conditions hold an alert is triggered on-the-fly.

A principal advantage of i4QIM is its ability to suggest in time a possible solution to an underlying
problem. This purpose is served by exploiting advanced statistical techniques, as well. Specifically,
Pearson correlation and Granger causality analysis are applied on sensor signals to infer which
parameters influence the most the dependent variable. This crucial latent information is then fed into
ML algorithms to estimate a forthcoming failure of a machine. An example could be that of tool wear
detection in CNC machining industries, where cutting parameters are analyzed, the most influencing
ones are detected, and i4QIM estimates the presence of tool wear. If tool wear has begun, an alert is
triggered. i4QIM analysis results are provided to i4QLRT solution to reconfigure optimally machine
parameters, and to take corrective actions if a problem is detected.

This real-time intelligent mechanism reveals latent failure patterns, which are usually not
detectable by humans. Consequently, machine malfunctions, permanent damages, and frequent
manufacturing operations interruptions (i.e., machine stops) can be efficiently prevented. That is, the
production rate is increased, while cost is reduced.

2.5. Manufacturing digital simulation models

The Digital Twin solution i4Q"" allows industrial companies to achieve a connected 3D
production simulation, with a digital twin for manufacturing enabling virtual validation/visualization
and productivity optimization using pre-existing and/or simulated data and data from different factory
levels (small cell to entire factory). Thus, the user of i4Q"" is able to launch simulations of the
manufacturing asset/plant based on, on one hand production/machine data and on the other hand, the
digital twin obtaining results that are visualized in a 3D environment and other data visualization
formats such as graphs or tables.

In this sense i4Q"" provides a virtual representation and contextualization of all the assets present
in a manufacturing line. The virtual representations of the different physical devices are accessible
through APIs, creating a framework of consistent interoperability that allows the building of the
digital twins in a more focused digital twin domain, and reducing the complexity of IoT deployments.
For that purpose, data-driven approaches are used exploiting the capabilities of machine learning
algorithms [12]. Additionally, when virtual sensors are to be obtained, physics-based models are
developed and included in the Digital Twin. An industrial model exchange standard is used for
facilitating the integration of models with monitoring algorithms [13], protecting the model
intellectual property, and making the framework independent from the modelling source. Each Digital
Twin developed allows calls to perform simulations that can be managed through REST APIs.

Thanks to these simulations, the machine owner or manufacturer, or a system operator could test
several different scenarios and decisions on optimum parameters assessed in advance, especially
when used in conjunction with other solutions that help the exploitation of the results, with different
purposes like optimize operations or predict failures [14].

3. Conclusions



This paper provides an overview about how i4Q project is addressing data analytics for
manufacturing quality assurance. More specifically, i4Q Project aims to provide a solution consisting
of IoT-based Reliable Industrial Data Services (RIDS), which will be a complete package consisting
of 22 i4Q Solutions. These solutions will be able to manage the huge amount of industrial data
coming from cheap cost-effective, smart, and small size interconnected factory devices for supporting
manufacturing online monitoring and control. The i4Q concept addressing data analytics for
manufacturing quality assurance, is grouped into five capabilities around data management: “Data
Integration and Transformation”, “Manufacturing Data Analysis for Quality Qualification”, “Al
Workload and Model Distribution and Deployment from Cloud to Edge”, “Smart Manufacturing
Monitoring and Alerting”, and “Manufacturing Digital Simulation Models”.

14Q concept will be validated in pre-defined use cases. Six Pilots are envisioned for the validation
of 14Q services, namely; Pilot 1: Smart Quality in CNC Machining, Pilot 2: Diagnostics and IoT
Services, Pilot 3: White Goods Product Quality, Pilot 4: Aeronautics and Aerospace Metal Parts
Quality, Pilot 5: Advanced In-line Inspection for incoming Prime Matter Quality Control, Pilot 6:
Automatic Advanced Inspection of Automotive Plastic Parts. It is clear that the selected pilots
represent different industrial sectors and activities, such as white goods, wood equipment, metal
machining, ceramics pressing, plastic injection, metal equipment.

Future work should be focused upon ways to improve the proposed concept by considering a wider
range of applications/services of data analytics in product lifecycle for sustainable production and
cyber-physical systems. In addition, other key technologies related to smart manufacturing should
also be investigated. With the support of cloud technology and IoT, cloud manufacturing can
transform various manufacturing resources into services so that end users can request services on
demand in a convenient pay-as-you-go manner. Moreover, cyber-physical systems integration into
cloud manufacturing enables remote monitoring and execution of manufacturing operations. Thus,
physical machinery and virtualized services are implemented to support manufacturing activities and
decision-making. The networked manufacturing services allow for smart decision making through a
collaborative and intelligent full sharing and circulation of manufacturing capabilities and services.
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