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Abstract. To make effective use of distributed information, it is desirable to al-
low coordination and collaboration among various information sources. This pa-
per deals with clustering data emanating from different sites. The process of clus-
tering consists of three steps: find the (local) clusters of data at each site; find
(higher) clusters from the union of the distributed data sets at the central site; and
finally compute the associations between the two sets of clusters. The approach
aims at discovering the hidden structure of a multi-source data and assigning un-
seen data points coming from a site to the right higher cluster without any need to
access their feature values. The proposed approach is evaluated experimentally.

1 Introduction

Due to advances in communications technology, the number of distributed information
sources accessible to a seeker has grown rapidly. To make effective use of this informa-
tion, it is desirable to allow coordination and collaboration among various sources. This
is especially relevant in public administration for instance. But, because the society is
becoming more and more dependent on information, new constraints such as individual
privacy and corporate confidentiality arise. Such notions and others such as efficiency
have been thoroughly discussed in the knowledge discovery literature [2][5][7][8]. Clus-
tering offers an opportunity to deal with various constraints in an appropriate way. It al-
lows categorizing objects (e.g customers) and understanding the correlation of sources
(e.g. services provided by institutions) where objects emanate from. In this context, the
term correlation stands for collaboration. Each data set emanating from a site provides
just a piece of information about the customer and the task of a central site (where data
is gathered) is then to take advantage from the whole distributed knowledge. However,
the central site must take care of the privacy of data coming from a given site. An insti-
tution’s data must not be disclosed to other institutions. The present work deals with the
problem of clustering distributed data emanating from different sites. It aims at finding
the contribution of each individual data set in building clusters from the union of the
data sets taken as a whole. To take into account the constraints mentioned earlier, an
intermediate solution is suggested. In fact, the idea is to communicate a sample of data
only after agreement upon the privacy between the central site and the distributed sites.
Once gathered from different sites, the data have to be formatted to come up with a
single data set. Thus issues related to the structure and the data points have to be taken
care of at the central site [3]. Here, the data sets are simply merged together so that the
structure of the resulting data set consists of features coming from individual data sets.
Actually we need the data from distributed sites just for a preliminary phase, that to
compute the contribution of each individual data set in defining the output which is a
set of higher clusters at the level of the central site.
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2 Clustering approach

To compute the level of contribution of each data set in building the clusters at the
central site on one hand and to be able to categorize new data points coming from dis-
tributed data without having access to the values of their features on the other hand,
we proceed in three steps as follows: (a) the first step consists of building clusters C};
(called local clusters) in each data set, (b) Then, clusters K; (called higher or global
clusters) are built from the data set resulting from the union of individual data sets
at the central site (In this work, the standard fuzzy C-Means (FCM) [1] algorithm is
applied for clustering data) and (c) after generating clusters at both levels, the aim is
then to discover the type of relationship between local and higher clusters. Figure (1a)
visualizes the three steps. While the first two steps are easily performed, the last one
needs more investigation and development. Being an issue of mapping, the association
between the local and higher clusters is modelled using a learning mechanism. The idea
is not only to compute associations between local and higher clusters (i.e., the contri-
bution of each individual data set in the clustering results at the higher level) but also
for assigning unseen data points in the future without the need to access their feature
values. Thus two phases are required: a training phase and an operational phase. The
first phase allows finding the associations. In the second phase, clustering unseen data
points using the associations computed is performed. The learning process is based on
the gradient descent algorithm whose details are discussed below. Based on the idea
provided in [6] the relationship between clusters can occur in two forms; namely ab-
straction and specialization. If the number of clusters in the higher level is smaller than
that of the lower level, we have an abstraction (or aggregation) case, otherwise it is a
specialization case. In a different context, Pedrycz [6] used fuzzy Boolean operators to
handle the relationship between clusters. A cluster is simply a fuzzy granule (set) whose
elements are the data points represented by their membership grades. This idea will be
adopted here, but with further developments. In the case of abstraction higher, clusters
are realized as a union of local clusters, while in the case of specialization, a higher
cluster is the conjunction (overlap) of local clusters. Note that the membership grades
of data points to clusters come in the form of the partition matrix. Hence, it is easy to
apply fuzzy operations (union ”or”” and conjunction “and”) to compute the membership
grade of data points to the higher clusters. In the sequel, each of these two options is
discussed.

2.1 Abstraction and Specialization

Higher clusters are constructed by means of a union of local clusters. However, simple
union cannot reflect the whole association because a higher cluster might be the result of
the union of local clusters with some additional information denoted by W. Therefore,
a higher cluster is represented as:

Kj:(C’l/\wl)\/(Cg/\w2)\/---\/(CN/\wN) (D)

where the additional information is expressed by means of another fuzzy operation
which is the fuzzy “and”. Of course, the fuzzy ”or” and “and” can be generalized to
fuzzy t- and s-norms(see Fig. 1b). Now, clusters look as nodes and associations as con-
nections with weights, we might be interested to look at the problem of finding those
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(a) Association local- (b) Simple abstraction (c) Simple specialization
higher clusters

Fig. 1. Relationship between Local and global clusters

connection weights. Hence, a connectionist approach can be applied. In fact, we have
a special neural network that consists of two layers where the output nodes are an OR-
like nodes. The basis function is therefore the fuzzy OR. An output node is expressed
as: N
y= S wTx;

i=1
where, x; is the input, w; is the connection weight, .S is the s-norm, and 7 is the t-norm.
Having this architecture, we can develop a learning algorithm that finds the connection
weights W. If we consider that the input is the set of vectors corresponding to the mem-
bership degrees of the patterns to local clusters, the output will be the set of vectors cor-
responding to the membership degrees of the patterns to the higher clusters. To find the
weights the gradient descent method is applied. If we consider probabilistic norms [4],
and develop the gradient descent method to find the weights, we get the learning rule:

wi™ = + 2mal(? — yP)(1 - Ry) 2)

N
where: R; = _g_wiT:rf, T(a,b) = ab, S(a,b) =a+b—ab
i#]

On the other hand, specialization is the operation by which two clusters are joined
by an ’and’ operator. The operation of ’and’ing clusters leads to more specific clus-
ters with shared knowledge. The association between local and higher clusters can be
viewed as in Figure 1c. Following the same steps as in the abstraction operation, the
learning algorithm will rely on the learning rule:

w§t+1) _ w§t) + 277Qj(t§‘) _ yf)(l _ zﬁ?) 3)
N

where that: Qj= gﬁ’_w,;Sa:f
i#]

3 Evaluation

To evaluate the approach a real-world data set about breast cancer! is used. It consists

of 8 features. The data set D.S which consists of 8 features will be divided into 2 data

! Detailed description can be found in http://www.ics.uci.edu/ mlearn/MLRepository.html
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sets DS1(f1,f2.f3,f4), and DSs(f5,fs.f7.fs). For the evaluation purpose, we assume
that each data set is coming from a site. A set of 300 data points of D.S are used to train
the associator. The learning parameters, namely the number of iterations and learning
rate 7 (see Eq.2), are assigned the values 2000, and 0.005 respectively from results of
a preliminary experiment. The associator was evaluted using a testing sample of data
points (grey part in Figure 1a). We used a sample of 150 data points of the breast data
to test the efficiency of the associator for both cases of abstraction and specialization.
Concerning abstraction, the number of points correctly assigned is 146, hence a success
rate of 97.33%. For the specialization case, the number of association successes is 141,
i.e., a success rate of 94%. It is noticeable that the approach provides a high assignment
accuracy for both abstraction and specialization cases. In fact, it is able to assign unseen
data points to the right higher cluster. The central site gets just the membership degrees
of new data points and will be able in the future to assign them to clusters using the
associator. This means that the distributed sites communicate to the central site only the
partition matrix resulting from the clustering process performed locally. Raw data will
not be needed any more. Hence, the data confidentiality is preserved.

4 Conclusion

The approach presented here suggests the use of clustering for distributed data to deal
with the constraints of confidentiality and privacy. An associator is computed allowing
to infer the contribution strength of individual data sets in bearing the semantic content
of all data gathered at the central site. Further investigations are required to general-
ize the finding. For instance, the data used here is a heterogeneous one, i.e., individual
data sets have different structure (features) and hence their merger is straightforward.
It sounds very interesting to make the approach applicable to (partially or fully) homo-
geneous data where a subset of features are common to some (or to all) individual data
sets and this will be assessed in the future.
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