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Organisation

ECRYPT csa

e Organised by the ECRYPT-CSA o eOLA IRy
project

e Submission server developed by

CryptoExperts CXPCRTS

WE INNOVATE TO SECURE YOUR BUSINESS

e Submission server hosted by TU

Eindhoven , o
Technische Universiteit
e Eindhoven
University of Technology



White-box crypto

Obfuscation for crypto e ——

key ciphertext configuration ciphertext

Implementations I

Should at least be secure

against key extraction . _D_ i V
Every published scheme 11! |wBe
broken B i
I e— i
Big trend in the industry g N
(mobile payment, DRM, ...) T I
plairtext plairitext

Deployed implementations
based on secret technologies

(picture source: http://www.whiteboxcrypto.com/)




White-box contest

Following an open discussion at the WhibOx workshop (co-
located with CHES & CRYPTO 2016)

Goal: confront designers and attackers of practical white-box
crypto

Designers can submit WB AES implementations st:
* C source code at most 50MB
* Executable at most 20MB
* Use at most 20MB of RAM

* Runin at most 1sc

Attackers can try to recover the keys of submitted implem.



»

Contest rules 0 smmein

J

« AWB implem. gets Q points as long as it stays
unbroken

° nnew '@ on day n (quadratic growth)

 When a WB implem. with g ‘@ IS broken:
» the attacker gets g .« - points (with max rule)

¢ the Q score of the implem. starts to decrease
symmetrically down to 0

e the designer of the implem. gets g ’Q points



Strawberry scores over time
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Strawberry scores over time

Everything was
broken in the end!
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Strawberry scores over time

Outstanding

winner
Everything was
broken in the end!

No implementation got more
than 14 before 08/20
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Strawberry scores over time

Outstanding

winner A
Everything was
broken in the end!

No implementation got more  gayeral challeng'

than 1% before 08/20
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Number of breaks over time
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Slack activity

20772 messages + 615 files exchanged
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Challenges were broken

times on average

#Breaks

Most broken

39
37

20

18
16

14
13

12

wizardly_shannon

angry_meitner

hopeful_liskov
quirky_keller

elegant_sinoussi

#tBreaks

Least broken

stupefied_varahamihira

mystifying_galileo
silly_feynman
priceless_stallman
relaxed_allen
musing_lalande
compassionate_albattani
smart_ardinghelli
angry_jones
nervous_montalcini

famous_stonebraker
practical_cori

eloquent_indiana

sad_goldstine
bright_morse

festive_jennings
modest_clarke
zealous_ardinghelli
determined_goldwasser
nostalgic_noether
vigilant_heyrovsky

relaxed_brown
hungry_clarke
vibrant_goldberg

jolly_davinci
competent_agnesi
adoring_poitras




Challenges were broken

times on average

#Breaks

Most broken

39
37

20

18
16

14
13

12

wizardly_shannon

angry_meitner

hopeful_liskov
quirky_keller

elegant_sinoussi

#Breaks Least broken

stupefied_varahamihira

famous_stonebraker
practical_cori

eloquent_indiana

festive_jennings
modest_clarke
zealous_ardinghelli
determined_goldwasser
nostalgic_noether
vigilant_heyrovsky

mystifying_galileo
silly_feynman
priceless_stallman
relaxed_allen

5 musing_lalande
compassionate_albattani
smart_ardinghelli
angry_jones
nervous_montalcini

3 sad_goldst-lll;\'e-rd (11 days / 66 w@)
«Oright_morse

relaxed_brown
) hungry_clarke
vibrant_goldberg

12 ddys / 78%)

jolly_davinci
1 | competent_agnesli !

radoring_poltra

Winner (28 days / 4064 )



Strawberry scoreboard

Rank Strawberries
¢ id$ < Name < Peak « User
#1 777 W adoring_poitras 406 @ cryptolux
#2 815 competent_agnesi 78 @ grothendieck
#3 753 W Dbright_morse 66 @ sebastien-riou
#4 877 M vibrant_goldberg 55 @ chaes

#5 845 [l hungry_clarke 36 @ teamd

{1



Strawberry scoreboard

Rank Strawberries
S d< ¢ Name ¢ Peak « User

#1777 B
Winners:
#2 815 Alex Biryukov
Alekseil Udovenko
#3 753 M bright_ (U. Luxembourg) ¥bastien-riou

#4 877 W vibrant_goldberg 55 @ chaes

#5 845 [l hungry_clarke 36 @ teamd

{I



Strawberry scoreboard

Rank Strawberries
S d< ¢ Name ¢ Peak « User

#1 777 W adoring_poitras 406 @ cryptolux

grothendieck

#2 815 competent_agnesd

Still
anonymous

#3 753 M Dbright_md
#4 877 M vibrant_goldberg

#5 845 [ hungry_clarke 36 @ teamd

L]



Rank

#1

#4

#5

Strawberry scoreboard

ids =
777
815
753

877

845

Strawberries
Name ¢ Peak « User
adoring_poitras 406 @ cryptolux
competent_agnesi 78 @ grothendieck
bright_morse 66 @ sebastien-riou

Brent Carmer, Tancréde Lepoint,

Alex Malozemoff, Mariana Raykova
(10 with degraded parameters)

4k



Banana scoreboard

Rank & User ~ Bananas -
#1 team_cryptoexperts 406
#2 cryptolux 78
#3 You! 20 W
=i Team Megaloblastt 44

#5 jean_onche 28



Rank

#1

#2

#3

#4

#5

team_cryptoexpert

Banana scoreboard

User ¢ Bananas -

406 o

cryptolux Winners:
Louis Goubin, Pascal Paillier,
You! Matthieu Rivain, Junwei Wang ,
(CryptoExperts)

Team Megalol

jean_onche 28



Rank

#1

#2

Banana scoreboard

¢ User

Louis /
Matthi

¢ Bananas -

We didn’t cheat!

We didn’t host the server
Sources on GitHub
Junwel’s presentation next

White-paper coming soon




Banana scoreboard

Rank < User < Bananas i

#1 team_cryptoexpe 406 o

#9 Alex Biryukov 78 la
Aleksei Udovenko

#3 (U. Luxembourg) 55 @

#4 Team Megaloblastt 44 o

#5 jean_onche 28



Banana scoreboard

Rank < User ¢ Bananas -
#1 team_cryptoexperts 406 ‘o
#2 cryptolux 78 Lo

#3 Still
anonymous
.

.




Reveal Secrets in Adoring Poitras

A victory of reverse engineering and cryptanalysis over challenge 777

Louis Goubin'*  Pascal Paillier
Matthieu Rivain'  Junwei Wang??3

LCryptoExperts
2University of Luxembourg
3University of Paris 8

*University of Versailles-St-Quentin-en-Yvelines

CHES 2017, Rump Session, Taipei

0 M UNIVERSITE ECRYPT
CrypToCxperTs S M HREs RSN




Downloading and Compiling the Code
Cleaning the Code

De-Virtualization

From Bitwise Program to Boolean Circuits

Boolean Circuits Minimization

Data Dependency Analysis

Algebraic Analysis

CEXPERTS
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Downloading and Compiling the code Code

= Browsers stuck at loading it...

= Editors are broken by it...

u Some compilers (e.g., llvm) keep compiling and reporting
warnings...

J 11:55 PM
777 broke my editor @

S 5:14 AM
So was my compiler.

4 =
CRYPTOEXPERTS "
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1 u Cleaning the Code
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Untidy Code

More than 1k functions

void xSnEq(uint JMs\Lp, uint KtFY, uint vz1zq) {if(nIlajqq()==IFWBUN(UMNsVLP, KtFY)) EWwwon(vz1Zq);}
vold qRGCRs

(uint EwREsc, uint Cl0JY.

if(Brza()==
i SNGXJY(uint CnnyTFv, uint ilRoIt, (KIKFgI+iLRoIt)&47985])<<XTqV
g NUiPyD(uint hFqel0, wint jvXpt) {;

\ndo g
int QRFOf, wint CoCil, ujj au)qu m V‘mm‘ weaT) | 17393716006OR [ (KIKfgI+alPxnn

void UfJtwb(uint i uin RTALp, uint ur. (MX) Wesorv | RIKFg s Sol-KIKfG.0262143]"=00GoRv [ (KIKfQI+ISRfdIp)&262143]>>ufYFM.
vint dLIT(uint RoudUC, "uint TSCaTl) {return naGnRvUﬁi?lnu ]\qscw!r\(RauDUC*(KIngI«H) TSCaTl);}

void WnCuwS(uint AkUith, uint xtva) {xkpRp[AkUifh]=xKUuIdu(xtva);}

uint cknl(uint 2xWn, uint dydwdcg) {return ooGoRv[(ZxWVn+dydwdcg) |196983];}

uint mGxgNy(uint cdiq, wvint alLEjS) {return TzXsSE(cdiq+(kIKfgI>>18),aLEjS);}

void gTdkkbX(uint 01ModrC, uint TuIgIX) {xkpRp[0IModrCl=WugR(TuIqIX);} Ox 3-’-—[—;{—

void TDSWL(uint WYaRFxG, uint wiixx) {VDPRWO=00GORV [WYaRFXG]&wNxx;}

void puBLD(uint XBzm, uint aZGhLR) {xpJQT(XBzm, Puix[aZGhLR]);}

uint MpfN(uint ghpctSg, uint UeGuxVS) {return npLEFT(ghpctSg+(kIKfgI<<18),UeGvxVs);}

void zsBU(uint NcIBw, uint OMQBXqa, uint AyolFz, uint BixtvX) {uint dyfS=(00GoRv[(KIKfgI+AyoLF. &767143 BXtVX)&1; 00GoRY [ (KIKF
void (NuU(uint UtbajEs, uint VKT0YZ) {00GoRv[(KIKfgI+UtDajEs) |113092]=~00GoRv [ (KIKfgI+VKTOYZ)&64

void ZAPuRa(uint mafifh, uint GziW) {ooGoRv[(kIKfgI+mafifh)~128149]= naGnRv[(((~nnﬁnkv[(k1kfglfﬁziw)|14111 1) |16981) <<1)+437+((((-
void eoYLqcs(uint GAULGs, uint xVRz, uint bTUAfhW) {if(jQdGL()==MpfN(GAULGS, xVRz)) Ioez(bTUAThW)

void gHail(uint Efriz, uint HIaOVm, uint xkAxD1j) {00GoRv[(KIKFQT+EfrHz)&262143]=(~00GoRy [(KT¥+ +maovm)&/6714a]»%/)&(uuGuRv[(
void bqlseRP(umt ik, Ju - Jonnes g 2Procly) {ooGoRv [ (KIKfal+ktkq)~ 168r48]‘noGnRv[1 3@‘\5) 196972] | 00GoRv [ (KIKfgI+al
voTY kIngI+eTGI)&

—3 qot used
uint dnEmK(uint WAdV, umr A’dJ] {return oﬂGaRv[(HAﬂV-*ZchJ)&lbl]M]

Loid x(HfHe(umt I)(X
void QiIxo(uint KledyCW, uint 1RjmjY) {luDBCin(KLedyCW,xKUuIdu(1RjmjY-kIKfgI));}
void koP1BY(uint wamxCeW) {kIKfgI = wamXCeW;

void BNGSNQH(uint efUsN, uint qSia) {ooGoRv[(KIKfgI+efUsN)|211401]=~00GoRv [(KIKfgI+qSia)~129545]<<25;}

void zUwYmHS(uint MnjIKkh, uint 1Zviw) {00GoRv [(KIKfgI+MnjIKh)|230698]=~00GORY [ (KIKFQL+1ZWNw)§2614571>>9;}

void TUNC(uint DAPHv, uint chineV, uint xTaz) {nnGnkv[(kInghnqu)&zbuu] (00GoRv [ (KIKfgI+cHneV)&262143]<<23)"(~00GoRv [ (KIKfgT

{10Gabwi(hrRro, INaSm(VEyy-kIKfg

floid dzjbPv(uint YinT, uint J<T4) {00GoRV[(KIKTgT-YFnT &7?/1~3]»~qu0va(KIngIﬂKTw)&?ﬁ?MﬂD
Focpns. Tt

void qDYiTO(uint muxr\/L, uint LXTNT}) (nnGnRv[(kIngIvaerVL)&zz)bb/]-»vnn V[(KIngI'LXTNT])\22Ubb/]<<8;)
void secLu(uint mztvI, uint FzToak) {xkpRp[mztvI]=GCHMT(FzTgaE);}

void kPPK() {KIKfgI=WwFbVF();}

void WGtDY(uint va0lh, uint iITiKxA) {xkpRp[vqOlh)=ruPEw(iITiKxA);}

void fPHPXLP(uint SLQUID, umt ZubEP, wint ZiQz) {00GORV[(KIKfgI+SteOs™ d

um! BL1PPTU) (VDpr unGuRv[Ixbe B
RV 1431 |00GoRv [ (kIKfgT+mez!

uint SCxKC(uint TPOFf, ui, {return 0oGoRv [ (TPOFf+McQb)&1941
void mPQHeVs(uint uh.mm, uint yxiD, uint GAgXclT) {if(jQdGL()==hvD’ 4¢
uint feTzo() {return fCnyDK((KIngl<<lﬁl+1394,(VDpr(J))D)ri(VD R

void MOAi(uint YeHpb, uint yuiqcAh) {VDpRWO=00GoRV [YeHpb] |yuiqcAh; s
void vGqupMu(uint fcHT) {kIKfgI iy
Iqu;}

IH. cate

feHT
void wnaEGIa(uint a0jFaul, umt DdwxIaU) {0oGoRv [(kIKfgI+a0jFaul)&262143]
void QKeWSB() i
€o1d xtwXtz(uint oMN, uint zl1uxy) {00GoRV [(KIKTOL+LoTKN)62621431=~00G0RY [ (KIKToL+zMuxy)6262143]
ToYTOTTt

oYmerTT tRTRTOT

CRYPTOCXPCRTS



Readability Processing

Duplicate / redundancy / unused codes elimination
Functions / variables renaming

Constants rewriting

Code combination
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Readability Processing

Duplicate / redundancy / unused codes elimination
Functions / variables renaming

Constants rewriting

Code combination

Only 20 functions are remaining

void
void
void
void
void

void
uint
uint
void
void
void

void
void

void

copy(uint KLedyCW, uint 1RjmjY) {int_arr[(a+KLedyCW) & @x3ffff] = int_arr[IRimjY & 0x3fff];}

encode(uint owhj0, uint nlBgxn) {assign(owhjO, in_ptr(n1Bgxnl);}

decode(uint hFqeI0, uint jvxpt) {out_ptr[hFqeI0l=int_arr[(a+jvXpt)&ox3ffffl;}

rshift_xor(uint HcCOL, wint ISRTdIp, uint ufYFMX) { int_arr[HcCOL&OX3fTTf]~=1&(int_arr[(a+ISRfdIp)&ox37Tf1>>ufYFMX); /*prir
Ishift_xor(uint NclBw, wint OMOBXqa, uint AyolFz) { uint dyfS=(int_arr[(a+AyoLFz)&0x3fff])&1;int_arr[(a+NcIBw)&ax3ffffl =dy

expand_bit(uint SteQlD, wint ZubEP, uint ZiQz) {int_arr[(a+5teQ1D)&ox3ffff]=—((int_arr[(a+ZubEP)&0x3ffff]>>ZiQz)&1);}

lookupl(uint AKBKig) {return int_arr[(a+AKBKig)&ax3ffff];}
lookup2 (uint WAdV, uint Zcvdl) {return int arr[(WAdV+ZchJl&@x3(H(] ¥

assign(uint UbEJi, uint UmwjUh0) {int_arr[(a+UbEJi)&ax37fff]=UmwjUh0;}
assign_a(uint wEOkx) {a = wEOkx;}

assign_b(uint fnmgxL) {b=int_arr[fnmgxL]&0x0777f;}

update_a() {a=lookup2(1592,mix(b)); printf("slu\n",a);}

update_b() {b=0x7fff&lookup2(522,mix(b));}

mistery(uint wixea, uint QBGXUN) {uint t = (~int_arr[(a+QBGXUN)&0x3TTTf]1)&0x7TfT; assign(wlxea, lookup2(2979,mix(t)));}

// bitwise operation

void
void
void
void

xor(uint ofHmwk, uint KCZu, uint MtCA) {int_arr[(a+oEHmwk)&0x377f]=int_arr[(a+KCZu)&0x3ff ] int_arr[(a+MtCA)&OX3FFFf];}
and(uint bmmFp, uint UNFg, uint PqCtzYz) {uint t = int_arr[(a+UNFg)&ox3fffflaint_arr[(a+PqCtZYZ)&0x3F11];}

or(uint eTGI, uint udoXFs, uint mezPNN) {int_arr[(a+eTGI)&0x37fff]l=int_arr[(a+udoXFs)&ox3ffff]|int_arr[(a+mezPNN)&ox3f11f];]
not(uint YnT, wint JKTw) {int_arr[(a+YfnT)&ox3ffffl=vint_arrl(a+IKTw)&0x3ffff1;}

// jump

void
void

goto_f(uint LKhoC) {pc = bop + LKhOC;}
jump_if(uint Dbv0, uint F1eFNIf, uint LeHf) { if(lookup2(2979,mix(b)

lookup2 (Dbv0, FleFNIf) || count >= 64) {printf("sd

=)
CRYPTOEXPERTS "
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2 . De.Virtualization

=]
(=]
CRYPTOEXPERTS "



Universal Turing Machine

2262 uint kIKfgI, VDpRwo;

2263 uchar *Jqcadl;

2264 uchar #xkpRp, *Puix;

2265 uchar #sutlnu;

2266 uchar #unYAQ;

2267 const char pDeoW[] = "ASEAIS}ER&y0: eK+Iétli+i28P&< UpgeAa] " < ORI ZEERt tHYAVVYDK, OFIa+K_GRax — EEDeLf
2268 uint looGoRv|[sizeof (pDeoW)/sizeof (uint)]
2269 char JGNNVl[] "\0\"\0\0\0\0\9\0\0X\0\0\0\0\09\0\0\0\0\0\9\0mBP\Q\B\O\U\O\OE

ha NNV

= klspCVy;
klspCVy + sizeof(JGNNvi)/sizeof(uchar);

while (JgcadL < sutlnu) {
uchar eMmr = *JqcadlL++;
if (eMmr

p278 [void (¥QiEb)();

P279 |QiEb = (void«)funcptrs[+JqcadL++]; A7)

D280 |uint *AnezsV = (uintx)JqcadL; = U | M ( RA5F)
281 Pacadl += eMmrss;

FZEZ

283

284

285

286 = (void«)funcptrs[*JqcadL++];

uint *AnezsV = (uintsx)JqcadL;
JqcadL += eMmrsé;
QiEb(AnezsV[0]);

}

void AES_128_encrypt(uchar XzptiF) {

329 for(kIKfgI = 0; KIKfgI < sueof(\ooGon\)/sueof(umt) KIKfgI++) [00GORV|[KIKfgI] = gBXWIKIKfgI];
330 xkpRp = OLjd;
Puix = xzptiF;

if (sxzeuf(klspCVy))

=)
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Universal Turing Machine (2

2262 uint kIKfgI, VDpRwo;
2263 uchar *Jqcadl;
2264 uchar #xkpRp, *Puix;
2265 uchar s#sutlnu;
2266 uchar #unYAQ;
2267 const char pDeoW[] =
2268 uint jooGoRv|[sizeof (pDeoW)/sizeof(uint)];
2269 char JGNNVI.[] -\O\H\O\U\O\E\D\U\O

unVAO = KlspCVy;

sutlnu = klspCVy + sizeof(JGNNvi)/sizeof(uchar);

JgcadL = klspCVy;

while (JgcadL < sutlnu) {

uchar eMmr = *JqcadlL++;
{

= (void+)funcptrs[+JqcadL++];
uint *AnezsV = (uintx)Jqcadl;
gcadL += eMmr#;

else if (eMmr == 1) {
void (*QiEb)(uint);
QiEb = (void«)funcptrs[+JgcadL++];
uint xAnezsV = (uintx)Jqcadl;
JgcadL += eMmr+g;

QiEb(AnezsV[0]);

}

void AES_128_encrypt(uchar *xzptiF) {

£330 xkpRp = OLjd;

Puix = xzptiF;

if (sizeof(klspCVy))
@ (s

a‘}&yd:exﬂauii+aiépé<'[Jpg-ixé]'~a%ittavKKﬂﬁé':},/G)ax EPiif
ISOHISUBISOHNACACACAACAACAAA AN EES\OP\0\ 0\ 0\ 0\0\0F

= UTM(RASP)

p329 for(kIKfgI = 0; KIKfgI < 51zeof([noGon\)/sueof(ulnt) KIKfgI++) [00GORV/[KIKfgI] = gBXWIKIKfgIl;

=)
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Universal Turing Machine (3)

2262 ux‘nt ~a .
2263 uchar FJycadts Ye |gtev—s
2264 uchar *xkpRp, *Puix;\9 3

(e-2*)
2265 uchar s#sutlnu;
2266 uchar +unYAQ; ﬁm& K A l\/)
2267 har pDeoW[] = "ASFIISMES&Y0: eksTialie28Pec upg- 1"+ OOIOR Gt tEAVM DK, ORiaK_GAax  EERLLf

[sizeof(p Deow)/slzeaf(ulnt) ¥,
O S VAU

2271 void all () { PYo ﬂ Y am
2272 unYAQ = klspCVy;
2273 sutlnu = klspCVy + sizeof(JGNNvi)/sizeof(uchar);
2274 JqcadL = klspCVy;
2275 while (JgcadL < sutlnu) {
2276 uchar eMmr = xJqcadl++;
{

2277 if (eMmr
2278 void (*QiEb)();
2279 QiEb = (voidk)funcptrs [+xJqcadl++];
2280 uint xAnezsV = (uintx)JqcadL;
2281 JqcadL += eMmrs8;
2282 QiEb();

}

2284 else if (eMmr == 1) {
2285 void (*QiEb)(uint);
2286 QiEb = (void*)funcptrs[xJqcadl++];
2287 uint xAnezsV = (uintk)JqcadlL;
2288 JqcadL += eMmrkg;
2289 QiEb(AnezsV[0]);

}

2291 ==

}
2328 void AES_128_encrypt(uchar *0Ljd, uchar #xzptiF) {
2329 for(kIKfgI = 0; KIKfgI < sizeof (lpoGoRv)/sizeof (uint); kIKfgI++) [00GORV|[KIKfgI] = gBXWIKIKfgI];
2330 xkpRp = OLjd;
2331 Puix = xzptiF;
2332 if (sizeof(klspCVy))
2333 alLl();
2334 else
233581%17/8¢C):
2336 }
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De-virtualization - Simulate the UTM

else if (eMmr == 3) {
void (*QiEb)(uint, wint, wuint);
QiEb = (voidk)funcptrs [xpc++];
uint ¥AnezsV = (uintx)pc;
1Eb(Anestll AnezsV[1], AnezsV[2]);
ifdef 51
prmtf(“?sﬂs (%d,%d, %d) ;\n", flist [x(pc-1-eMmr=5) ], AnezsV[0], AnezsV[1], An@

}

else if (eMmr == 4) {
void (*QiEb)(uint, wvint, wint, uint);
QiEb = (voidk)funcptrs [xpc++];
uint xAnezsV = (uintx)pc;

=g v
/~Qifh(AnezsV (0], AnezsV[1], AnezsVI21. AnezsVI[31)L
ifdef —_

TIMtATE- — —
print f("%8s (%d,%d,%d,%d) ;\n", flist [x(pc—1-eMmr+8) ], AnezsV[0],AnezsV[1],AnezsV[2],AnezsV([3]);

wvdendif
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De-virtualization - Simulate the UTM

else if (eMmr == 3) {
void (*QiEb)(uint, wint, wint);
QiEb = (voidk)funcptrs [xpc++];
uint ¥AnezsV = (uintx)pc;
1Eb(Anestll AnezsV[1], AnezsV[2]);
ifdef 51
pmntf("?sﬂs (%d,%d,%d) ;\n", flist [*(pc—1-eMmr=3)1,AnezsV[0],AnezsV[1], An@

3

else if (eMmr == 4) {
void (*QiEb)(uint, wint, wint, wint);
QiEb = (voidk)funcptrs [xpc++];
uint xAnezsV = (uintx)pc;

= T Ty v
/~QiEb(AnezsV(0], AnersV[1], AnezsVI?l. AnezsV(31)
ifdef —_

TIUtATE - —
printf("%8s(%d,%d,%d,%d);\n", flist [*(pc-1-eMmr*&)], AnezsV[0],AnezsV[1],AnezsV[2],AnezsV[3]);
\gendif —

We get a bitwise-based program (600k operations).
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Outline

3 = From Bitwise Program to Boolean Circuits
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Bitwise-based program

Input: plaintext bits (by, by, - - - , biog)
Output: ciphertext bits (c1, ¢a, -+ - , c128)

for i = 1 to 128 do
tladdry ;] < Obb;bib; - - - b; > expand b; to unsigned long integer (64 bits)
for j = 1 to 64 do
tladdr ; + j * 212] « t[addr, ]
end for
end for

BITwISEOPERATIONLOOP1 > loop for 64 times
BirrwisEOPERATIONLOOP2

BirwisEOPERATIONLOOP2573

for i = 1 to 129 do
tladdrs ;] < v; > v; € GF(2) is a constant
for j = 1 to 64 do
tmp < tladdry ; +j * 2?1 tladdrs ; 4 j * 212]
tladdrs ;] < t[addrs ;]® PARITY(tmp) > PARITY computes the number of 1-bit modulo 2
end for
end for

BITWISEOPERATIONLOOP2574
BITWISEOPERATIONLOOP2582
for i =1 to 128 do

¢ + tladdrg ;]
end for

=
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64 (loop length) * 64 (number of bits in a unsigned long
integer) independent AES computations operated in boolean
circuits

3 out of 64*64 are the real and identical AES computations
(e.g., bit 42 of loop 26)

Hence, the bitwsie-based program can be simplified as a
boolean circuits with 600k gates (XOR, AND, OR, NOT).
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Outline

4 » Boolean Circuits Minimization
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Constant variable detection and propagation

Dead code elimination

Deduplication

“Potential” pseudorandomness detection and removal

Repeat the above steps until no more constant / duplicate /
" potential” pseudorandomness can be detected

Finally, the circuits is reduced to 280k boolean gates (53% smaller)
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5 u Data Dependency Analysis
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Data Dependency Graph (DDG)

0,
(=]
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DDG of the Circuits (First 5%)

20
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First Round Computation of AES

MixColumns
SubBytes

21 go
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Clustering)
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Extracting the Branches

o
~



Outline

6 u Algebraic Analysis

23
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Assumption

Each of the green "branch” corresponds to an individual S-Box
computation in the first round of AES, the t-bit output

(s1,2, -+ ,st) of which is a linear encoding of a real S-Box output
bit.

24 go
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Output Bits of A Branch

Bits in a branch (530)
S-Box output bits (34)

25
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Solve a Systems of Linear Equations

s ] [ Tsmox(x() @ K]
s§2) 552) . 5537 1 ,2 _ SBox(x?) @ k)[/]

: . . : azs4 n AN
s{”) s§”) e 5§Z)a 1 | ass SBOX(X( - ol

If n>35-+8+ A, Pr[“k # k* has a solution”]< 2.

26 DDD
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Results

e~ LinearBreak [data]

key-6x8
key=0x10

key=0x20

key=0x30

key=0x40

key=0x50

key=0x60

key=0xT0

key-0x80

key-0x30

key=-0xa0

key=0xbo

key=6xcO

Lirininine 2 26 - oxcf 1
Lirrtinn 2 -1 - exef
Lirrtiinn 2 22 - exef
Lirntiinn 2 -3 - exef
Lirntininn 2 - 4 - oxef
Lirntininn 2 -5 - oxef
Linntininn 2 - 6 - oxef
Lirntinine 2 27 - excf ot
key=0xdo

key=-6xe0

key-0xfo

27
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Thank you!
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