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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e  Connect the equipment into an outlet on a circuit different from that to which the receiver

is connected.
e  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two

conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may cause

undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

NOTE: THE MANUFACTURER IS NOT RESPONSIBLE FOR ANY RADIO OR TV
INTERFERENCE CAUSED BY UNAUTHORIZED MODIFICATIONS TO THIS EQUIPMENT.
SUCH MODIFICATIONS COULD VOID THE USER'S AUTHORITY TO OPERATE THE
EQUIPMENT.

FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operating in conjunction with
any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to only
Mobile Configurations. The antennas used for this transmitter must be installed to provide a
separation distance of at least 20 cm from all persons and must not be co-located or operating in
conjunction with any other antenna or transmitter.”



CE Mark Warning

430,

This is a class B product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.

National restrictions

This device is intended for home and office use in all EU countries (and other countries following
the EU directive 1999/5/EC) without any limitation except for the countries mentioned below:

Country Restriction

Reason/remark

Bulgaria None

General authorization required for outdoor use and

public service

Outdoor use limited to 10
France mW e.i.r.p. within the band

2454-2483.5 MHz

Military Radiolocation use. Refarming of the 2.4 GHz
band has been ongoing in recent years to allow current

relaxed regulation. Full implementation planned 2012

If used outside of own premises, general authorization is

Italy None

required

General authorization required for network and service
Luxembourg None

supply(not for spectrum)

This subsection does not apply for the geographical area
Norway Implemented

within a radius of 20 km from the centre of Ny-Alesund

Russian Federation  None

Only for indoor applications

Note: Please don’t use the product outdoors in France.
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WAP220N

Package Contents

The following items should be found in your package:
>  WAP220N

> Power Adapter

» Ethernet Cable

> 2 x 5dB detachable antenna

& Note:

If any of the listed items are damaged or missing, please contact your distributor.
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Chapter 1. Introduction
Thank you for choosing the WAP220N.

1.1 Overview

The WAP220N integrates 4-port Switch, Firewall, NAT-Router and Wireless AP. This AP delivers
exceptional range and speed, which can fully meet the need of Small Office/Home Office (SOHO)
networks and users that demand higher networking performance.

Incredible Speed P

The WAP220N provides up to 300M wireless connection with other 802.11n wireless clients. The
speed makes it ideal for handling multiple data streams at the same time ensuring your network
stability. It is compatible with all IEEE 802.11g and IEEE 802.11b products.

Multiple Security Protections ’

The multiple protection measures include SSID broadcast control and wireless LAN 64/128-bit
WEP encryption, Wi-Fi protected Access (WPA2- PSK, WPA- PSK), as well as advanced Firewall
protections. The WAP220N provides complete data privacy.

Flexible Access Control '

The WAP220N provides flexible access control for parents and network administrators to establish
restricted access policies for children or staff members. It also supports Virtual Server and DMZ host.
The network administrators can manage and monitor the network in real time with the remote

management function.

Simple Installation ’

Since the AP/Router functions are compatible with virtually all the major operating systems, it is
easy to manage and operate. The Quick Setup Wizard is supported and detailed step by step
instructions are in this user guide. If you choose to use the AP as a router, please look through the

user guide to know all the router’s functions.
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1.2 Main Features

> |IEEE 802.11n wireless technology to provide a wireless data rate of up to 300Mbps.

» One 10/100M Auto-Negotiation RJ45 WAN port, four 10/100M Auto-Negotiation RJ45 LAN
ports, supporting Auto MDI/MDIX.

> Provides WPA/WPA2, WPA-PSK/WPA2-PSK authentication, TKIP/AES encryption security.

» Shares data and Internet access for users, supporting Dynamic IP/Static IP/PPPoE Internet

access.
>  Supports Virtual Server, Special Application and DMZ host.
»  Supports UPnP, Dynamic DNS, Static Routing.
> Provides Automatic-connection and Scheduled Connection to the Internet on specified times.
» Connects Internet on demand and disconnects from the Internet when idle for PPPoE.
> Built-in NAT and DHCP server supporting static IP address distribution.
» Supports Stateful Packet Inspection.
»  Supports VPN Passthrough.
» Supports Parental Control and Access Control.
» Provides 64/128-bit WEP encryption security and wireless LAN ACL (Access Control List).
>  Supports Flow Statistics.

»  Supports firmware upgrade and Web management.
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1.3 Panel Layout

1.3.1 The Front Panel

The Access Point’s LEDs and the WPS/Reset Button are located on the side panel (View from left
to right).

Name Status Indication
PWR Off Power !s off.
On Power is on.
SYS On Push the Reset button
WLAN Off The Wireless function is disabled or not active
Flashing The Wireless active
Off There is no device linked to the corresponding port.
WAN, on There is a device linked to the corresponding port but
1,2,3,4 (LAN) there is no activity.
Flashing There is an active device linked to the corresponding port.
A wireless device is connected to the network by WPS
Slow Flash : . . :
function. This process will last for about 2 minutes.
A wireless device has been successfully added to the
WPS On network by WPS function. The LED will light up for about
2 minutes.
. A wireless device failed to be added to the network by
Quick Flash ,
WPS function.
Table 1-1  The LEDs Description
&= Note:

1. After the device has been successfully added to the network by the WPS function, the WPS
LED will light up for about 2 minutes and then turn off.

2. Toreset the AP, press the Reset Button and hold for more than five seconds.

1.3.2 The Rear Panel

0

ﬁ:___J[LuJ|L____Ii

LR L1 13y

a [

Figure 1-2 Rear Panel sketch

-4-
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The following parts are located on the rear panel (View from left to right).

> POWER: The Power socket is where you will connect the power adapter. Please use the
power adapter provided with the WAP220N.

»  WAN: The WAN port is where you will connect the DSL/cable Modem, or Ethernet.
> 1,2,3,4 (LAN): Ports (1, 2, 3, and 4) to connect the unit to the local PC(s).

> Wireless antenna: To receive and transmit the wireless data.
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Chapter 2. Connecting the Access Point

2.1 System Requirements

> Broadband Internet Access Service (DSL/Cable/Ethernet)

»> One DSL/Cable Modem that has an RJ45 connector (which is not necessary if the Router is

connected directly to the Ethernet.)
> PCs with a working Ethernet Adapter and an Ethernet cable with RJ45 connectors
»  TCP/IP protocol on each PC

>  Web browser, such as Microsoft Internet Explorer, Mozilla Firefox or Apple Safari

2.2 Installation Environment Requirements

> Place the AP in a well-ventilated place away from any heater or heating vent
> Avoid direct irradiation of any strong light (such as sunlight)

> Keep at least 2 inches (5 cm) of clear space around the AP

»  Operating Temperature: 001~500]

>  Operating Humidity: 10%~90%RH, Non-condensing
2.3 Connecting the Access Point

Before installing the AP/Router, make sure your PC is connected to the Internet through the
broadband service successfully. If there are any problems, please contact your ISP. Install the
AP/Router according to the following steps. Don't forget to pull out the power plug and keep your

hands dry.
1. Turn the power off on your PC, Cable/DSL Modem, and the AP.

2. Locate an optimum location for the AP. The best place is usually at the center of your wireless

network environment.
3. Adjust the direction of the antenna. Normally, upright is a good direction.

4. Connect the PC(s) and each Switch/Hub in your LAN to the LAN Ports on the AP, shown in
Figure 2-1. (If you have the wireless NIC and want to use the wireless function, you can skip

this step.)
5. Connect the DSL/Cable Modem to the WAN port on the AP/Router, shown in Figure 2-1.
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6. Connect the power adapter to the power socket on the AP/Router, and the other end into an

electrical outlet. Press the power switch, and then the AP will start to work.

7. Turn the power on for your PC and Cable/DSL Modem.

SwilchiHub ¥ at™ . | .i

| | = :'

Figure 2-1 Hardware Installation of the WAP220N
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Chapter 3. Quick Installation Guide

This chapter will show you how to configure the basic functions of your WAP220N using Quick

Setup Wizard within minutes.

3.1 TCPI/IP Configuration

The default IP address for the WAP220N is 192.168.2.1 (Subnet Mask is 255.255.255.0). These

values can be changed to your preference.

Connect the local PC to any of the AP’s LAN ports. You can configure the IP address for your PC
with the following options.

» Configure the IP address manually

1) Set up the TCP/IP Protocol for your PC. If you need instructions as to how to do this,
please refer to Appendix B: Configuring the PC.

2) Configure the network parameters. The IP address is 192.168.2.xxx ("xxx" represents
any number from 2 to 254), Subnet Mask is 255.255.255.0, and Gateway is 192.168.2.1
(The AP's default IP address).

» Obtain an IP address automatically

1) Set up the TCP/IP Protocol in "Obtain an IP address automatically" mode on your PC.
If you need instructions as to how to do this, please refer to Appendix B: Configuring the
PC.

2) The built-in DHCP server will assign an IP address for the PC.

Now, you can run the Ping command in the command prompt to verify the network connection
between your PC and the AP. The following example is in Windows XP OS.

Open a command prompt, and type ping 192.168.2.1, and then press Enter.

» If the result displayed is similar to the Figure 3-1, it means the connection between your PC

and the AP has been established well.



G WINOW S e ystem ] Tiomd sxe - ﬂl“l

Figure 3-1 Success result of Ping command

» If the result displayed is similar to the Figure 3-2, it means the connection between your PC
and the AP has failed.

o0 iYW IREOW s yniem ] Nesd sxe = ﬂlxl

Figure 3-2 Failure result of Ping command

To check the connection follow these steps:
1. Is the connection between your PC and the AP correct?

& Note:

The 1/2/3/4 LEDs of LAN ports which you link to on the AP and LEDs on your PC's adapter should
be lit.

2. Is the TCP/IP configuration for your PC correct?

& Note:

The AP's IP address is 192.168.2.1. Your PC's IP address must be within the range of 192.168.2.2
~192.168.2.254.
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3.2 Quick Installation Guide

With a Web-based utility, it is easy to configure and manage WAP220N. The Web-based utility can
be used on any Windows, Macintosh or UNIX OS with a Web browser, such as Microsoft Internet

Explorer, Mozilla Firefox or Apple Safari.

1. To access the configuration utility, open a web-browser and type in the default address
http://192.168.2.1 in the address field of the browser.

| hupnsziaeaa =

Figure 3-3 Logging into the WAP220N

A login window may pop up; leave the User Name and Password blank. Then click OK or

press Enter.

2. After successfully logging in, click the Quick Setup menu to quickly configure your device.

Setup Wizard

The setup wizacd will guide yom o confizure access point for ficst tire, Flease follow the setop wizacd
step by step,

Welcome to Setop Wizaed.
The Wizard will guide you the throngh following steps, Begin by clicking on MNext.

Setp Opermtion Mode
Cheoose vour Tine Zone
Semup LAN Interdface
Setup WAN Time Zone
Wircless LAN Setting
Wireless Security Setting

P i

Mest=

Figure 3-4 Quick Setup

-10 -
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3. Click Next, and then Operation Mode page will appear, shown in Figure 3-5.

Operation Mode

You can setup different modes to LAN and WLAN interface for NAT and bridzing function.

@ Router: Inn this mode, the device will provide internet connection with an
ADSL Cable modem connected through the WAN port of the unit. The
WAN port supports PPPOE, DHCP client, PPTP client, L2TP client or
static [P. NAT (Network Address Translation) will be enabled for all
devices connected through the LAN ports for access to the WAN,

AP Inn this mode, all Ethernet LAN potts and wireless connections are
bridged together. The firewall, NAT and WAN related functions will
not be supported.

Wireless ISP:  (WISP) In this mode, the wireless interface is used to connect to an
I5F's access point. This allows a broadband connection to a Wireless
ISP. AU L AN ports are bridged together and NAT will be enabled for
the Ethernet ports for access to the WISP. To enable thiz mode the
wireless interface must be set to client mode first and connected to the
ISP's AP in Site-Survey page. The connection tvpe can be setup in the

WAN page with PPPOE, DHCP client, PPTP clisnt, L2TP client or static

P
I,

Inn this mode, the device extends the wireless coverage from a main Wi-

Eepeater:
FiRouter. All Ethemet ports and the wireless interface are bridged
together. WAT, firewall and WAN related functions would be disabled.
Client: I1 this mode, the product allows devices connected through its LAN

potts to joirl an existing wireless network. Any devices like Internet
TV, video game hardware. priniters or PC's can that are wired to the
product would now gain witeless access seamlessly through the AP in
chient mode. NAT, fitewall and WAN related functions would not be
supported in this mode.

| Apply | | Reset |

Figure 3-5 Quick Setup - WAN Connection Type

The device provides three standard ways (Gateway, Bridge and Wireless ISP) to connect to
the Internet. It's recommended that you make use of the Gateway function. If you are sure of

what kind of connection type your ISP provides, select the type and click Next.

You can select the type of NTP server and click Next to go on configuring as shown in Figure
3-6.

Time Zone Sething
"o can madntain the systemn time b synechronizing with 4 poblis tine server ower the Intemet,

Enable MTF client npdate
Antomatically Adjust Daylight Saving

Time Zone Select -
NTP sexver :

| Cancel ||{{Back || Nexb}l

Figure 3-6 Quick Setup - Time Zone Setting

-1 -
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4. Confirm the IP address for your device and click Next to continue configuration.

LAN Interface Setup

This page is vaed o configure the pasmetes for locs] area netwock which connects to the LAN port of
wonr Arress Point, Here vou sy change the seting for [P addeesss, subnet mask, DHCE, et

IP Address: 192.168.2.1
Sabnet Mask: 2552552550

| Cancel ||<<Eack || Nea{t>>|

Figure 3-7 Quick Setup - LAN Interface Setting

5. If you select Gateway, the device provides six connection types for your ISP provides. Make

sure the cable is securely plugged into the WAN port before continuing.
a) If the connection type is PPPoOE, then select it from drop down menu as shown below.
Enter the User Name and Password provided by your ISP, and click Next.

WAN Interface Setup

This pageis nsed o conflgure the pammeters for Intemet network which conmects o the WAN port of
yomr e Point, Here von ey change the access method to statie IP, DHCF, FPPoE, FETF ar
LITP by click the itemn value of W AN Access type,

WAM Access Type: FFFoE -

User Hame:

Password:

| Cancel ||<:<Back || Mextz

Figure 3-8 Quick Setup - WAN Interface Setting

> User Name/Password - Enter the User Name and Password provideded by your ISP.
These fields are case sensitive. If you have difficulty with this process, please contact

your ISP.

-12 -
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b) If the connection type detected is DHCP Client, the next screen will appear as shown in
Figure 3-9. You can then proceed with the wireless configuration.

WAN Interface Setup

This page is nsed to confizure the pararneters for Internet network which connects o the WAN port of
your Acress Point, Hers yon may change the access roethod o static IP, DHCF, FFPoE, PFTFE or
LITF b click the itern value of WAN Arcess type,

WAM Access Type: DHCF Client «

| Canrel ||<<Back || Na:{t>>|

Figure 3-9 Quick Setup - DHCP
c) If the connection type detected is Static IP, the next screen will appear as shown in
Figure 3-10.

WAN Interface Setup

This page is nsed o oonfigure the parmeters for ntemet network which conmects to the WAN port of
your Arcess Point, Here vou may change the ancess method to static I, DHCP, FPPCE, PPTF or
L2TP by click the item value of WAN Acoress type,

WAN Access Type: Static P -
IP Address: 0000

Subnet Mask: 0000

Default Gateway: 0000

DNS :

| Caneel ||<<_Eack || Mext=

Figure 3-10 Quick Setup - Static IP

> IP Address - This is the WAN IP address as seen by external users on the Internet

(including your ISP). Enter the IP address into the field.

> Subnet Mask - The Subnet Mask is used for the WAN IP address, usually
255.255.255.0.

> Default Gateway - Enter the gateway IP address into the box if required.

> Primary DNS - Enter the DNS Server IP address into the box if required.

-13 -
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Click Next to continue, the Wireless settings page will appear as shown in Figure 3-11.

Wireless Basic Settings

Thia pags 1 wed ta canfipurs tha paassie focwmibe LAY dimis shech soy camesi B v Acoma Pami. Bas vauaay
shones sueho encrepaon sevnes s el 0 oEalang narvak parenn

Disile ¥ieraders LA™ bvnrface

ot UMTED KHGEoM [=]
Band 2.4 Gz B+ G+ =]
Wicds AP - Ml AP

TNetwork Type

LA ATH 110 &P
Chamel Width A0z _:
Conrol Sidebmd: | Upger [=]

Chamel Mumber: 1 =

Broadcms 55100 | Erabled =]
TN

Dot Rte fuky =
sssooated Lhents Show Acive Chinis

Eaakla Mar Cloms [Single Etbarant Cliees)
Enakle Unireres] Bepranrr Mods jAcsmg a3 AF and oo senaltasecaly)

55D of Exeended Eninrfacs:
Acply Charges Fleast

Figure 3-11 Quick Setup — Wireless
Band: Keep the default setting: 2.4GHz (B+G+N). If you want to use a specific protocol,
please use the drop down menu to select it.

Mode: This field determines the wireless mode which the WAP220N works on.

Network Type: Keep the default setting: Infrastructure. If you want to use another
operation mode, please use the drop down menu to select it.

SSID: Create a unique and easy way to remember the name of your wireless network.
You can also keep default settings without the device being affected.
Channel Width - Select any channel width from the pull-down list. The default setting is

automatic therefore it can adjust the channel width for your clients automatically.

Channel Number- This field determines which operating frequency will be used. The
default channel is set to Auto allowing the WAP220N to choose the best channel
automatically. It is not necessary to change the wireless channel unless you notice

interference problems with another nearby access point.

-14 -
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Set your security preference then click the Finished button.

Wireless Security: Recommend to choose WPA-PSK/WPA2-PSK and enter a Security Key
using ASCII characters between 8 and 63 characters or 64 hexadecimal characters in the

PSK Password filed. For advanced settings, please refer to Section 4.6: “Wireless”.

> WPA-PSK/WPA2-PSK - Select WPA based on pre-shared passphrase.
e PSK Password - You can enter ASCII or Hexadecimal characters.

For ASCII, the key can be made up of any numbers from 0 to 9 and any letters from

A to Z, the length should be between 8 and 63 characters.

For Hexadecimal, the key can be made up of any numbers 0 to 9 and letters Ato F,

the length should be between 8 and 64 characters.

Please note the key is case sensitive, therefore the upper and lower case keys will
affect the outcome. It is highly recommended to write down the key and all related

wireless security settings.

Wireless Security Setup

This page allows o setup the wirless secodty, Tum cn WEF or WPA by using Encyyption Eeys
oonld prevent any unauthorized access o your Wireless netwodk,

Enceyption: 1Mons v

Figure 3-12 Quick Setup - Finish

-15-



Chapter 4. Configuring the Router
This chapter will show each Web page's key functions and configuration.

4.1 Login

After successfully logging in, you will see the seven main menus on the left hand-side of the

Web-based utility. On the right, there are corresponding explanations and instructions.

*¥ Site contents:
: Setup Wizard
Operation Mode

M TCP/IP Settings
B Firewall

.. Management

Figure 4-1 the main menu

The detailed explanations for each Web page’s key function are listed below.

4.2 Status

The Status page provides the current status information about the Router. All information is

read-only.

-16 -



Select Langnage: English |Z|
Uptime Oday:0h:6m:35=
Firmware Version v232.al

Build Time Tue Feb 7 13:33:23 C5T 2012
Wireless Configuration

Mode AP

Band 2.4 GHz (BHG+IN)
S5ID ETK 1ln AP
Channel Number 11

Encryption Disabled

BSSID 00:c0:ca:68:22:3d
Associated Clients 0

Attain IP Protocol Fized IP

IP Address 192.1682.1
Subnet Mask 2332332330
Default Gateway 19216821
DHCP Server Enabled

MAC Address 00:cl:ca:68:e2:3b
WAN Configuration

Attain IP Protocol Getting IF from DHCP server...
IP Address 0000

Subnet Mask 0,000

Default Gateway 0,000

MAC Address 00:c0-ca:68:e2:5¢c

4.3 Quick Setup

Figure 4-2 Router Status

Please refer to Section 3.2: "Quick Installation Guide".

4.4 WPS

This section will help guide you into adding a new wireless device to an existing network quickly

with the WPS (Wi-Fi Protect Setup) function.

a) Choose WPS from the Security menu in the next screen (shown in Figure 4-3 ).

-17 -
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Wi-Fi1 Protected Setup

This page allows you to change the setting for WES (Wi-Fi Protected Setup), Using this fieatre conld 1et
wonr wireless client amtornically syncronize its seting and connert to the Access Point in a moinute without
any hassle,

[l Disable WPS
(e Cngs ) [

WPE States: @ Confizured UnCrnfignred
[ Feset to UnConfizumed ]
Self-PIN Humber: LI5ATRG
Push Button Configuration:
Client PIN Namber:
Current Eey Info:
Authenticaton  Facypion Ky
Cpen Mone Hi&

Figure 4-3 WPS
> WPS Status - Configure or Unconfigure the WPS function here.
>  Self-PIN Number - The current value of the Router's PIN is displayed here.

> Push Button Configuration — Push this button to synchronize the Router and your Wi-Fi

adapter
> Client PIN Number — To synchronize the Wi-Fi adapter by entering adapter’s PIN.
b) To add a new device:

If the wireless adapter supports Wi-Fi Protected Setup (WPS), you can establish a wireless
connection between the wireless adapter and Router using either Push Button Configuration (PBC)
method or PIN method.

& Note:

To build a successful connection by WPS, you should also do the corresponding configuration of
the new device for WPS function.

Configuring a new device, please follow the steps below.

Step 1: Press PBC button from the Wireless LAN Utility then the Wi-Fi Protected Setup — PBC
method will pop up and wait for an authentication.

-18 -
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RERS TR 110 US8 Wirpless LAN LSy WI-Fi Prefecied Seieg - FAC @ciBod
Pafrauh{E]  Madeld] Sboutif| e y PR
S T MhyCowguier Benevd | Poole | dxsdeble ek | 5ihm | Sttia | W o seam [ | T i Wl
g Pt ATLA LS
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Step 2: Press Start PBC button on your Router for authentication.

Start PBC successfully!

You have to run Wi-Fi Protected Setup in client within 2 minutes.

Step 3: Wait for a minute then you'll discover your wifi adapter is connected to WAP220N
automatically.
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4.5 TCPI/IP Settings

*= Site contents:
Setup Wizard
Operation Mode

| Wire
=

B LAN Interface
B WAN Interface
B Firewall
QoS
-l Management

Figure 4-5 The Network Menu
There are two submenus under the TCP/IP Settings menu (shown in Figure 4-5): LAN Interface,
and WAN Interface. Click any of them, and you will be able to configure the corresponding
function.

4.5.1 LAN

Choose menu “TCP/IP Settings — LAN”, to configure the IP parameters of the LAN on the
screen as shown below.

LAN Interface Setup

This page i5 vsed to configure the pamrastes for lors] asa network Which connects 10 the LAN port of
vour Arcess Point, Here vou may changze the seting for [P addesss, subnet mask, DHCP, ete.,

IP Address: 162.168.2.1

Subnet Mask: 25525525500

Default Gateway: 0.0.00

DHCP: Server

DHCP Client Range: 1lfs2lm - 192163220 [ ShowClent |
DHCP Lease Time: 430 (1 ~ 10080 mines)

Static DHCP: [ SetSwicDHCF |

Domain Mame: Realiek

802.1d Spanning Tree:  Disabled ~
Clone MAC Address: 000000000000

Aprly Changss | | Reset]
Figure 4-6 LAN Interface
> IP Address - Enter the IP address of your Router or reset it in dotted-decimal notation
(factory default: 192.168.2.1).

> Subnet Mask - An address code that determines the size of the network. Normally used,
255.255.255.0 as the subnet mask.
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& Note:

1.
2.

If you change the IP Address of LAN, you must use the new IP Address to log into the Router.

If the new LAN IP Address you set is not in the same subnet, the IP Address pool of the DHCP
server will change accordingly at the same time, while the Virtual Server and DMZ Host will
not take effect until they have been re-configured.

Default Gateway - Enter the gateway IP address in dotted-decimal notation provided by your

system administrator.
DHCP - Select Disabled, Client or Server in different operation mode for WAP220N

DHCP Client Range - Fillin the start IP address and end IP address to allocate a range of IP
addresses; client with DHCP function set will be assigned an IP address automatically.

Show Client — Press open to active the DHCP Client Table window that shows the active
clients with their assigned IP address, MAC address and time expired information. [Server

mode only]
DHCP Lease Time — Amount of time the IP address is leased for.

Set Static DHCP - Manual setup Static DHCP IP address for specific MAC address. [Server

mode only]
Domain Name - Assign Domain Name and dispatch to DHCP clients [optional]

802.1d Spanning Tree - Enable or disable the IEEE 802.1d Spanning Tree function from

pull-down menu.

Clone MAC Address - Fillin the MAC address for the MAC address to be cloned.
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4.5.2 WAN Interface

Choose menu “TCP/IP Settings — WAN”, you can configure the IP parameters of the WAN on

the screen shown below.

VV VYV VY

\4

This page is used to configura the parametersfor Internet accesswhich connectsto the WAN
paort of your Access Point. Here you may change the access method to static [P, DHCP, PPPQE, or
L2ZTP by clicking on the item value for the WAN sccesstype.

WAN Access Type: Static: TP -

IP Address: 172111
Subnet Mask: 255.255.255.0
Default Gateway: 17211254
MTU Size: 1500 (14001500 bytes)
DNS 1:
DNS 2:
DNS 3:

Clone MAC Address: 000000000000
Enable nPHNP
/| Enable IGMP Proxy
Enable Ping Access on WAN
Enable Web Server Access on WAN
/| Enable IPsec pass throngh on VPN connection
/| Enable PFTP pass throngh on VPN connection
¥| Enable L2TP pass throngh on VPN connection
Enable IPvé pass through on VPN connection

Figure 4-7 WAN - Static IP

Clone MAC Address - Fillin the MAC address for the MAC address to be cloned

Enable uPNP - Click the checkbox to enable uPNP function.

Enable IGMP Proxy - Click the checkbox to enable IGMP proxy

Enable Ping Access on WAN - Click the checkbox to enable WAN IGMP response.

Enable Web server Access on WAN - Click the checkbox to enable web configuration from
Enable IPsec pass through on VPN connection - Click the checkbox to enable IPSec
packet pass through

Enable PPTP pass through on VPN connection - Click the checkbox to enable PPTP
packet pass through

Enable L2TP pass through on VPN connection - Click the checkbox to enable L2TP packet
pass through

If your ISP provides a static or fixed IP Address, Subnet Mask, Gateway and DNS setting,

select Static IP. The Static IP settings page will appear, shown in Figure 4-7.
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> IP Address - Enter the IP address in dotted-decimal notation provided by your ISP.

> Subnet Mask - Enter the subnet Mask in dotted-decimal notation provided by your ISP,
usually 255.255.255.0.

> Default Gateway - (Optional) Enter the gateway IP address in dotted-decimal notation

provided by your ISP.

> MTU Size - The normal MTU (Maximum Transmission Unit) value for most Ethernet
networks is 1500 Bytes. It is not recommended that you change the default MTU Size
unless required by your ISP.

> DNS 1/DNS 2/DNS 3 - (Optional) Enter one or two DNS addresses in dotted-decimal
notation provided by your ISP.

Click the Apply Changes button to save your settings.

If your ISP provides the DHCP service, please choose DHCP Client type, and the Router will

automatically get IP parameters from your ISP (shown in Figure 4-8).

This page is used to configure the parameters for Internet accesswhich connects to the WAN
port of your Access Point. Here you may change the access method to static [P, DHCP, PPPoE, or
LZTP by clicking on the item value for the WAN accesstype.

WAN Access Type: DHCF Client -

Host Mame:
MTU Size: 1452 (14001492 ytes)
Attain DNS Antomatically

@ Set DNS Manually
DMS 1:
DHNS 2:
DHNS 3:

Figure 4-8 WAN — Dynamic IP
Host Name — Enter the host name provided by your ISP, default value is blank.

MTU Size - The normal MTU (Maximum Transmission Unit) value for most Ethernet networks
is 1500 Bytes. It is not recommended that you change the default MTU Size unless required

by your ISP.
Attain DNS Automatically — Receives DNS address automatically from the ISP.

Set DNS Manually - If your ISP gives you one or two DNS addresses, select Set DNS
Manually and enter the primary and secondary addresses into the correct fields. Otherwise,

the DNS servers will be assigned dynamically from your ISP.

-23-



WAP220N

& Note:

If you find an error message on the website after entering the DNS addresses, it is likely that
your DNS server has been set up improperly. You should contact your ISP to get DNS server
addresses.

If your ISP provides a PPPoE connection, select PPPoE option and enter the following
parameters (Figure 4-9):

WAN Interface Setup

This page is used to configure the parameters for Internet accesswhich connectsto the WAN
port of your Access Paint. Here you may change the access methaod to static IP, DHCP, PEPoE, ar
L2TP by clicking on the item value for the WAN accesstype.

Connection Type: Comtinncns -
Idle Time: {1-1000 rovinutes)
MTU Size: 1452 (1360- 1452 bivtes)

9 Attain DNS Auntomatically
Set DNS Manually
DMS 1:
DMS 2:
DMS 3:

Figure 4-9 WAN - PPPoE
User Name/Password - Enter the User Name and Password provided by your ISP. These

fields are case-sensitive.

Service Name - The service name should not be configured unless you are sure it is
necessary for your ISP. In most cases, leaving these fields blank.

Connection Type

e Continuous — Continuous connection type means to setup the connection through
PPPoE protocol whenever this WLAN Broadband Router is powered on.

e Connect on Demand - In this mode, the Internet connection can be terminated
automatically after a specified inactivity period (Max Idle Time) and be re-established

when you attempt to access the Internet again.

e Manual - You can click the Connect/Disconnect button to connect/disconnect
immediately. This mode also supports the Max Idle Time function as Connect on
Demand mode. The Internet connection can be disconnected automatically after a
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specified inactivity period and re-established when you attempt to access the Internet

again.

Caution: Sometimes the connection cannot be terminated although you specify a time
to Max Idle Time because some applications are visiting the Internet continually in the
background.
Idle Time - If you want your Internet connection to be active constantly, please enter “0” in the
Max Idle Time field. Otherwise, enter the number of minutes you want to have elapsed before
your Internet access disconnects.

MTU Size - The default MTU size is “1480” bytes. It is not recommended that you change the
default MTU Size unless required by your ISP.

Attain DNS Automatically — Receives DNS address automatically from the ISP.

Set DNS Manually - If your ISP gives you one or two DNS address, select Set DNS
Manually and enter the primary and secondary addresses into the correct fields. Otherwise,
the DNS servers will be assigned dynamically from your ISP.

&= Note:
If you find an error on the website after entering the DNS addresses, it is likely that your DNS
server has been set up improperly. You should contact your ISP to get DNS server

addresses.
Click the Apply Changes button to save your settings.

If your ISP provides PPTP connection, please select PPTP option and enter the following

parameters (Figure 4-11):

WARN Interface Setup

THIP e | L b e e e g o LBt B s o i e A

gan ol e Reokm Vanr Hene pBd Py CREE L RITLEFRERIE S N b Sl T EH o

LETH i cheg 58 1he iown skt Foruam Al e

WAH Aiossd Tips FFIF
I Acddicesa 1TELLY
Eabmes Muck: Hiiadn

Emrwer P Adiree 1L

Viter B
Pazawond:

Tomasction Type [ TTEERY

i Time: £ B i |
HTU Zige LU [T M )

[T - — Foqrint MPFTC Conprmasn

& Anga DT A stcesasically
Set TR Blsmally

OHE L:

DBE 1

bz 1

Figure 4-11 L2TP Settings
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> User Name/Password - Enter the User Name and Password provided by your ISP. These

fields are case-sensitive.

> Dynamic IP/ Static IP - Choose either as you are given by your ISP and enter the ISP’s IP

address or the domain name.

If you choose static IP, enter the domain name and enter the DNS assigned by your ISP. Click

the Save button.

Click the Connect button to connect immediately. Click the Disconnect button to disconnect
immediately.

»> Connection Type —

® Connect on Demand - You can configure the Router to disconnect from your Internet
connection after a specified period of inactivity (Max Idle Time). If your Internet
connection has been terminated due to inactivity, Connect on Demand enables the
Router to automatically re-establish your connection as soon as you attempt to access
the Internet again. If you wish to activate Connect on Demand, check the radio button.
If you want your Internet connection to remain active at all times, enter “0” in the Max
Idle Time field. Otherwise, enter the number of minutes you want to have elapsed before

your Internet connection terminates.

® Continuous - Connect automatically after the Router is disconnected. To use this option,
check the radio button.

® Connect Manually - You can configure the Router to connect or disconnect manually.
After a specified period of inactivity (Max Idle Time), the Router will disconnect from
your Internet connection. You will not be able to re-establish your connection
automatically when attempting to access the Internet again. To use this option, click the
radio button. If you want your Internet connection to remain active at all times, enter "0"
in the Max Idle Time field. Otherwise, enter the number in minutes that you wish to have
the Internet connecting last unless a new link is requested.

Caution: Sometimes the connection cannot be disconnected although you specify a time to Max

Idle Time because some applications are visiting the Internet continually in the background.

Click the Save button to save your settings.
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5. If your ISP provides L2TP connection, please select L2TP option. Enter the following

parameters (Figure 4-12):

WAN Interface Setup

This page is used to configure the parameters for internet access which connectsto the WAN
port of your Access Point. Here you may change the sccess method to static IP, DHCP, PPPoE, or
L2TP by clicking on the item value for the WAMN access type.

WAN Access Type: L2TP -

IP Address: 172112

Subnet Mask: 2552552550

Server IP Address: 172111

User Namne:

Password:

Connection Type: Continuous -

Hdle Time: : {1-1000 remstes)
MTU Size: 1460 (1400-1460 bytes)

9 Attain DNS Aatomatically
| Set DME Mannally

DNS 1:

DNS 2.

DNS 3:

Figure 4-12 L2TP Settings

> User Name/Password - Enter the User Name and Password provided by your ISP. These
fields are case-sensitive.

> Dynamic IP/ Static IP - Choose either as you are given by your ISP. Click the Connect button

to connect immediately. Click the Disconnect button to disconnect immediately.
> Connection Type —

® Connect on Demand - You can configure the Router to disconnect from your Internet
connection after a specified period of inactivity (Max Idle Time). If your Internet
connection has been terminated due to inactivity, Connect on Demand enables the
Router to automatically re-establish your connection as soon as you attempt to access
the Internet again. If you wish to activate Connect on Demand, check the radio button.
If you want your Internet connection to remain active at all times, enter 0 in the Max Idle
Time field. Otherwise, enter the number of minutes you want to have elapsed before

your Internet connection terminates.
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Continuous - Connect automatically after the Router is disconnected. To use this option,
check the radio button.

Connect Manually - You can configure the Router to connect or disconnect manually.
After a specified period of inactivity (Max Idle Time), the Router will disconnect from
your Internet connection, and you will not be able to re-establish your connection
automatically when attempting to access the Internet again. To use this option, check the
radio button. If you want your Internet connection to remain active at all times, enter "0"
in the Max Idle Time field. Otherwise, enter the number of minutes that you wish to have
the Internet connecting last unless a new link is requested.

Caution: Sometimes the connection cannot be disconnected although you specify a time to Max

Idle Time, because some applications are visiting the Internet continually in the background.

Click the Save button to save your settings.
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4.6 Wireless

| Basic Settings
| Advanced Settings
| Security

| WDS settings
| Site Survey

| WPS

| Schedule

Figure 4-15 Wireless menu

There are eight submenus under the Wireless menu (shown in Figure 4-15): Basic Settings,
Advanced Settings, Security, Access Control, WDS Setting, Site Survey, WPS, and

Schedule. Click any of them, and you will be able to configure the corresponding function.

4.6.1 Basic Settings

Choose menu “Wireless — Basic Settings”, you can configure the basic settings for the
wireless network on this page.

Wireless Basic Settings
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Band - Select the desired protocol. The default setting is 2.4GHz (B+G+N).

2.4GHz (B) - Select if all of your wireless clients are 802.11b.

2.4GHZ (G) - Select if all of your wireless clients are 802.11g.

2.4GHz (N) - Select if all of your wireless clients are 802.11n.

2.4GHz (B+G) - Select if you are using both 802.11b and 802.11g wireless clients.
2.4GHz (G+N) - Select if you are using both 802.11g and 802.11n wireless clients.
2.4GHz (B+G+N) — Select if you are using a mix of 802.11b, 11g, and 11n wireless clients.

Mode - Select the desired wireless mode. WAP220N offers AP, Client, WDS, and AP + WDS.
When 802.11g mode is selected, only 802.11g wireless stations can connect to the Router.
When 802.11n mode is selected, only 802.11n wireless stations can connect to the AP. It is
strongly recommended that you set the Mode to 2.4GHz (B+G+N) and all of 802.11b,

802.11g, and 802.11n wireless stations can connect to the Router.

Network Type - After network mode is selected to “Client” set network type as
infrastructure or Ad-Hoc.

SSID - Enter a value of up to 32 characters. The same name of SSID (Service Set Identification)
must be assigned to all wireless devices in your network. Considering your wireless network

security.

Channel width - Select the channel width from the pull-down list. The default setting is
40MHz.

& Note:

If 2.4GHz (B), 2.4GHz (G), or 2.4GHz (B+G) is selected in the Mode field, the Channel
Width selecting field will disappear and the value will become 20M, which is unable to be

changed.
Control Sideband - Select the sideband with upper or lower for channel width 40MHz.

Channel Number- This field determines which operating frequency will be used. The default
channel is CH11. You can set to Auto where the AP will choose the best channel
automatically, it is not necessary to change the wireless channel unless you notice
interference problems with another nearby access point.

Broadcast SSID - When wireless clients survey the local area for wireless networks to

associate with, they will detect the SSID broadcast by the Router. If you select Enable for
Broadcast SSID then Router will broadcast its name (SSID) on the air.

WMM - Click on Enable or Disable Wireless Multimedia (WMM).

Data Rate - Select transmission data rate from pull-down menu. Data rate can be auto
select, 1M to 54Mbps or MCS. The default option is AUTO.
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> Associate Clients - Click Show Active Clients button to open Active Wireless Client Table

that shows the MAC address, transmit-packet, receive-packet and transmission-rate for

each associated wireless client.

> Enable Mac Clone (Single Ethernet Client) — Copy your system’s NIC MAC address as

wireless client's MAC address, this function only works if Client mode is selected.

> Enable Universal Repeater Mode - Check to enable Universal Repeater Mode where
Router acts as AP and client simultaneously in this mode).

>  SSID for Extended Interface — Assign a SSID when Universal Repeater Mode is enabled.

4.6.2 Advanced Settings

Choose menu “Wireless — Security”, you can configure the security settings of your wireless

network.

Wireless Advanced Settings

These settings are only for rore technically advanced vsers who have a sufficient knowledge about
wircless LAN, These setings should not be changed unless you know what effect the changes will have

on your Acress Point,

Fragment Threshold:
RTS Threshold:
Beacon Interval:
Preamble Type:
1APP:

Protection:
Agrregation:

Short GI:

WLAN Partition:
STBC:

20/40MHz Coexist:
RF Qutput Power:

246 (256-2346)
a7 {02347
10 (20-1024 mms)
® Long Preamble  © Short Preamble
® Enhled O Disabled
Ensbled @ Disabled
® Enakled O Disabled
® Engbled  © Disabled

Enabled @ Disabled
Enabled @ Disabled
Enabled @ Disabled
@) 100% 0% 0% 5% 15%

(sG] (P

» Fragmentation Threshold - This value is the maximum size determining whether packets will

be fragmented. Setting the Fragmentation Threshold too low may result in poor network
performance due to excessive packets, 2346 is the recommended default setting.

» RTS Threshold - Here you can specify the RTS (Request to Send) Threshold. If the packet is
larger than the specified RTS Threshold size, the Router will send RTS frames to a particular

receiving station and negotiate the sending of a data frame. The default value is 2346.
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> Beacon Interval - Enter a value between 20-1000 milliseconds for the Beacon Interval. The

beacons are the packets sent by the Router to synchronize a wireless network. Beacon

Interval value determines the time interval of the beacons. The default value is 100.

4.6.3 Security
Choose menu “Wireless — Security”, you can configure the security settings of your wireless

network.

There are four wireless security modes supported by the Router: WEP (Wired Equivalent Privacy),
WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi Protected Access 2), WPA-Mixed (Pre-Shared Key
or Enterprise).

Wireless Security Setup

This page allows you setup the wireless security. Tum on WEP or WPA by using Encryption Keys
could prevent any unauthonzed access to your wireless network.

Select SSID: | Root AP - RTK 11n AP |Z| [ Apply Changes ] [ Reset ]

Encryption: Disable IZ|

802.1x Authentication: | \WEP
WPRA-Mixed

Figure 4-18 Wireless Security
> Disable - If you do not want to use wireless security, check this radio button. It's strongly
recommended to choose one of the following modes to enable security.
» WEP - |t is based on the IEEE 802.11 standard. If you check this radio button, you will find a
notice in red as shown in Figure 4-19.

Wireless Security Setup

This pags allorew you sweup the wshos sesunty. Tum oo WEE ar WEA by uang Encrphian K
could prevemi mry mnanthenred xoce o vaos sworkes reseood

Select 2540 Roob &P - BT 11p Fp-r_l Agply Charges Fpnpi

Eacrypiion: YER =

BIL1x Aarbemrcaten

Ratksarcation Ot Tyanem  Fhawd Key & Ay
Fow Leith EABL |
K Firist Hiz [10 charactars] | =
Encrypiien ke
Figure 4-19
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802.1x Authentication — Check to enable 802.1x authentication via RADIUS server.

Authentication - You can choose the type for the WEP security on the pull-down list. The
default setting is Auto, which can select Shared Key or Open System authentication type
automatically based on the wireless station's capability and request.

Key Length - You can select the WEP key length (64-bit, or 128-bit) for encryption.

64-bit - You can enter 10 hexadecimal digits (any combination of 0-9, a-f, A-F, zero key is
not recommended) or 5 ASCII characters.

128-bit - You can enter 26 hexadecimal digits (any combination of 0-9, a-f, A-F, zero key is
not recommended) or 13 ASCII characters.

& Note:

If you do not set the key, the wireless security function will still be disabled even if you have
selected Shared Key as Authentication Type.

Key Format - Hexadecimal and ASCII formats are provided here. Hexadecimal format
stands for any combination of hexadecimal digits (0-9, a-f, A-F) in the specified length.

ASCII format stands for any combination of keyboard characters in the specified length.

Encryption Key - Select which of the four keys will be used and enter the matching WEP
key you have created. Make sure these values are identical on all the wireless stations in

your network.

Radius Server IP Address - Enter the IP address of the Radius server, if 802.1x

Authentication is selected.

Radius Server Port - Enter the port number of the Radius server, if 802.1x Authentication
is selected.

Radius Server Password - Enter the password for the Radius server, if 802.1x

Authentication is selected.

Be sure to click the Apply Changes button to save your settings on this page
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» WPA - It's the WPA authentication type based on pre-shared passphrase or RADIUS server.

Wireless Security Setup

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys
could prevent any unauthorized access to your wireless network.

Select SSID: | Root AP - RTK 11n AP E | Apply Changes | | Reset |

Encryption: WPA |Z|
Authentication Mode: Enterprise (RADIUS) @ Personal (Pre-Shared
Key)
WPA Cipher Suite: TKIP V| AES
Pre-
Shared Key Format: Passphrase E|
Pre-Shared Key:
Figure 4-20

e Authentication Mode - You can choose either Enterprise (RADIUS) or Personal
(Pre-Shared Key). The default setting is Personal (Pre-Share Key), it's a passphrase
between 8 and 63 characters. Enterprise (RADIUS), is an authentication via RADIUS

server.

e WPA Cipher Suite - When WPA is set as the Authentication Type, you can select TKIP or
AES or AUTO if both encryptions are checked.

¢ Pre-Shared Key Format - You can enter chose either Passphrase (8 ~ 63 characters) or
HEX(64 Characters).

¢ Pre-Shared Key - Enter the matching WEP key you created. Make sure these values are

identical on all the wireless stations in your network.

e Radius Server IP Address - Enter the IP address of the Radius server, if Enterprise
(RADIUS) is selected.

¢ Radius Server Port - Enter the port number of the Radius server, if Enterprise (RADIUS)
is selected.

e Radius Server Password - Enter the password for the Radius server, if Enterprise
(RADIUS) is selected.

Be sure to click the Apply Changes button to save your settings on this page.
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» WPA2 - Authentication type based on pre-shared passphrase or RADIUS server.

Wireless Security Setup

Thiz page allows you setup the wirelass seeurity. Tum on WEP or WPA by using Eneryption Keys
could prevent any unauthorized access to your wireless network.

Select S5ID: | Root AP - RTK 11n AP E | Apply Changes | | Reset |

Encrvption: WPA2 E
Authentication Modes Enterprise (RADIUS) '@ Personal (Pre-Shared
Eeay)
WPAZ2 Cipher Suite: TKIP V| AES
Pre-
Shared Key Format: Passphrase IZ|
Pre-Shared Key:
Figure 4-21

o Authentication Mode - You can choose either Enterprise (RADIUS) or Personal
(Pre-Shared Key). The default setting is Personal (Pre-Share Key), it's a passphrase
between 8 and 63 characters. Enterprise (RADIUS), is an authentication via RADIUS

server.

e WPA2 Cipher Suite - When WPA2 is set as the Authentication Type, you can select TKIP
or AES or AUTO if both encryption is checked..

¢ Pre-Shared Key Format - You can enter either Passphrase (8 ~ 63 characters) or HEX
(64 Characters).

¢ Pre-Shared Key - Enter the matching WEP key that you've create. Make sure these values

are identical on all the wireless stations in your network.

¢ Radius Server IP Address - Enter the IP address of the Radius server, if Enterprise
(RADIUS) is selected.

¢ Radius Server Port - Enter the port number of the Radius server, if Enterprise (RADIUS)
is selected.

¢ Radius Server Password - Enter the password for the Radius server, if Enterprise
(RADIUS) is selected.

Be sure to click the Apply Changes button to save your settings on this page.
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» WPA-Mixed - Authentication type based on pre-shared passphrase or RADIUS server.

Wireless Security Setup

This page allows you setup the wireless security. Tum on WEP or WPA by using Encryption Keys
could prevent any unauthorized access to vour wireless network.

Select SSID: | Root AP - RTK 11n AP E | Apply Changes | | Reset |

Encryption: WPA-Mixed |Z|
Authentication Mode: Enterprise (RADIUS) '@ Personal (Pre-Shared
Key)
WPA Cipher Suite: TKIP V] AES
WPAZ Cipher Suite: TKIP V] AES
Pre-
Shared Key Format: Passphrase El
Pre-Shared Key:
Figure 4-22

e Authentication Mode - You can choose either Enterprise (RADIUS) or Personal
(Pre-Shared Key). The default setting is Personal (Pre-Share Key), it is a passphrase
between 8 and 63 characters. Enterprise (RADIUS) is an authentication via RADIUS

server.

e WPA Cipher Suite - When WPA is set as the Authentication Type, you can select either
TKIP or AES as Encryption.

¢ WPA2 Cipher Suite - When WPAZ2 is set as the Authentication Type, you can select either
TKIP or AES as Encryption.

¢ Pre-Shared Key Format - You can enter either Passphrase (8 ~ 63 characters) or HEX
(64 Characters).

e Pre-Shared Key - Enter the matching WEP key that you have create. Make sure these

values are identical on all the wireless stations in your network.

e Radius Server IP Address - Enter the IP address of the Radius server, if Enterprise
(RADIUS) is selected.

¢ Radius Server Port - Enter the port number of the Radius server, if Enterprise (RADIUS)

is selected.

e Radius Server Password - Enter the password for the Radius server, if Enterprise
(RADIUS) is selected.

Be sure to click the Apply Changes button to save your settings on this page.
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4.6.4 Access Control

Choose menu “Wireless — Access Control”, you can control the wireless access by configuring
the Wireless Access Control function, shown in Figure 4-23.

Wireless Access Control

I wom choose 'allowed Listed!, only those clients wheose wircless MAC addresses are in the acvess
oomtral list will be able 4o connert 4o vomr Access Point, When Deny Listed' 1s selerted, these wirsless
clients ¢m the list will net be able o oonnect the Aocess Point,

Wireless Access Control Mode:  Disable M

MAC Address: Cominent:

(A o) (]

Current Access Control List:

[ Ubocdies ] G ] Sl
[Rest]

Figure 4-23 Wireless Access Control

To allow wireless users by MAC Address, click Allow Listed, or prohibited wireless users by MAC
Address by click Deny Listed. The default setting is Disable.

>

>

MAC Address - The wireless station's MAC address that you want to filter.
Comment - A simple description of the wireless station.
Be sure to click the Apply Changes button to save your settings on this page

Current Access Control List - Displays the registered clients that are allowed to link to this
WLAN Broadband Router.
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4.6.5 WDS Settings

Choose menu “Wireless — WDS Settings”, you can configure the advanced settings of your

wireless network.

WDS Settings

Wirgless Distribartion Systern nses wireless media to cororomnicate with other APs, like the Bthemet
does, Todeo this, yom must set these AFs in the same chanmel and set MAC address of other AFs which
e, Want o corronnicate with in the table and then enable the WDS,

Enable WD3

MAC Address:
Data Rate:
Cominent:

Current WDS AP List:

Figure 4-24 Wireless Advanced
To add wireless AP by MAC Address, click Enable WDS.

» MAC Address - The wireless station's MAC address that you want to add.

> Data Rate - Select transmission data rate from the drop down menu. Data rate can be
auto-selected, 1Mbps to 54Mbps or MCS.

> Set Security - There are two wireless security modes supported by the WDS: WEP (Wired
Equivalent Privacy), and WPA2 (Wi-Fi Protected Access 2).

WDS Security Setup

This page allows you. setop the wircless securlty for WDLS, When enabled, ¥ou rmust make sure each
WIS device has adopted the sarne encrvption algorithm and Eey,

Encryption: Meone -
WEP Key Format:

WEP Eey:

Pre-Shared Eey Format:

Pre-Shared Eey:

[ Apply Changss | | Reset|

® Encryption — Use drop down menu to configure WDS security, you can select it from
None, WEP 64-bits, WEP 128-bits, or WPA2 (AES).
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WEP Key Format — Hexadecimal and ASCII formats are provided here. Hexadecimal
format stands for any combination of hexadecimal digits (0-9, a-f, A-F) in the specified
length. ASCII format stands for any combination of keyboard characters in the specified
length. 64-bit - You can enter 10 hexadecimal digits (any combination of 0-9, a-f, A-F,
zero key is not promoted) or 5 ASCII characters. 128-bit - You can enter 26 hexadecimal
digits (any combination of 0-9, a-f, A-F, zero key is not promoted) or 13 ASCII
characters.

Encryption Key - Select which of the four keys will be used and enter the matching WEP
key that you create. Make sure these values are identical on all wireless stations in your
WDS network

Pre-Shared Key Format - You can enter chose either Passphrase (8 ~ 63 characters)
or HEX(64 Characters).

Pre-Shared Key - Enter the matching WEP key that you create. Make sure these values

are identical on all wireless stations in your WDS network

Comment - A simple description of the wireless station.

Be sure to click the Apply Changes button to save your settings on this page

Current WDS AP List - Displays the registered APs that are allowed to link to this WLAN

Broadband Router.
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4.6.6 Site Survey

Choose menu “Wireless — Site Survey”, you scan and connect nearby APs when operate at

client mode.

Wireless Site Survey

This page pioeides vood o som the wipdess perwadd 1T sy &eeess Foind of TBES is fomid, v oould chaods 1o
oatfecl ir manaly when chent dede i enatvked

S Survey
| 1 | 1 | WPs. |
LA B |¢I':-:|l1-l-|_"ﬂ-:-:-£ [1@-a| ap |rar:au':-'.u_ »
| . PoK

> SSID(to be WDS) - The SSID of the AP your Router is going to connect to as a client. You
can also use the search function to select the SSID to join.

> BSSID(to be WDS) - The BSSID of the AP your Router is going to connect to as a client.
You can also use the search function to select the BSSID to join.

»> Channel - This field displayed operating frequency of the AP your Router is going to connect

to as a client.
> Type — Type of the AP your Router is going to connect to as a client, AP or AD-HOC.
>  Encryption — Shows encryption type of the AP your Router is going to connect to as a client.

>  Signal — Shows the signal strength of the AP your Router is going to connect to as a client.
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4.6.7 WPS

Choose menu “Wireless — WPS”, where you to add a new wireless device to an existing

network quickly.

Wi-F1 Protected Setup

This page allows wou to chanze the seting for WES (Wi-Fi Protected Setup), Uksing this festore could et
wonr Wirless client antornically synoronize it setting and connect o the Access Polnt in a roimte withont
any hassle,

Disable WPS

[ ApplyChingss | | Reset|

Self-PIN Mumber: 27559789
PIN Configuration: | Start PIN |
Push Button Configuration: | Start PRC |

>  Self-PIN Number - The current value of the Router's PIN is displayed here.
> PIN Configuration - You will need to enter Self-PIN Number into adapter’s configuration
utility or on the adapter itself. Press the Start PIN button on the router and on the adapter.

Note: You will have two minutes to push the PIN button on the router and device(s) you want
to connect.

> Push Button Configuration - You will need an adapter that supports it via a utility or on the
adapter itself. Press the Start PBC button on the router and on the adapter.

Note: You will have two minutes to push the PIN button on the router and device(s) you want
to connect.
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4.6.8 Schedule

Choose menu “Wireless — Schedule”, time period allowed for the PC controlled to access the

Internet.

Wireless Schedule

This page allows you setop the wirsless schedule mule, Please do not forzet to conflzure system time before enable this feature,

[T Enable Wireless Schedule

Sun -

Sun
Sun
Sun
Sun
Sun
Sun
Sun
Sun

S

-

-

-

(hour)
(hour)
{hour)
(hour)
(hour)
(howur)
(hour)
(hour)
(hour)
(hour)

Figure 4-25 Schedule

{rnin)
(1nin)
(i}
{rnin)
{rnin)
{rnin)
(1nin)
{rnin)
(1nin)

(1nin)
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4.7 Firewall

| Port Filtering
| IP Filtering
| MAC Filtering

| Port Forwarding
| URL Filtering

| DMZ

| VLAN

Figure 4-26 The Firewall menu

There are seven submenus under the Firewall menu (shown in Figure 4-26), Port Filtering, IP
Filtering, MAC Filtering, Port Forwarding, URL Filtering, DMZ, and VLAN. Click any of them,

and you will be able to configure the corresponding function.

4.7.1 Port Filtering

Choose menu “Firewall — Port Filtering”, you can control the wireless access by configuring
the Port Filtering function as shown in Figure 4-27.

Port Filtering

Entries in this table are vsed o mstict certain types of data packets froma vour local netaork w0 Intemet
thromgh the Gateway, Use of such fillers can be helpful in secoring or resticting swonr local netwodds,

Enable Port Filtering

Port Range: - Protocol: Commment:

(oG ) (o]

Current Filter Table:
- PotRmge  Prowcdl  Commeat  Select
Reset
Figure 4-27 Port Filtering
> Enable Port Filtering — Check to Enable port filtering feature.

> Port Range / Protocol / Comment - Specify the port range from start-port to end-port and
put your comment to remind you why you have restriction on these ports. You can restricted
TCP, UDP, or both protocol.

Be sure to click the Apply Changes button to save your settings on this page
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4.7.2 IP Filtering

Choose menu “Firewall — IP Filtering”, you can control the wireless access by configuring the
IP Filtering function as shown in Figure 4-28.

IP Filtering

Entries in this takle ame nsed to mstict certain types of data packets fromn your local network to Intemet
theggh the Gateway, Use of such files can be helpful in secming or mestricting your local networ,

[T Enable IP Filtering

Loal IP Address: Protocol: Comment:

(Ao G | [Fee]

Current Filter Table:

| LalPAWes  Poool  Comme S

Figure 4-28 IP Filtering
> Enable IP Filtering — Check to Enable IP filtering feature.

> Local IP Address / Protocol / Comment - Specify the local IP address that you wish to put
restriction and mark your comment to remind you why you have restriction on this IP address.
You can restrict the traffic from TCP, UDP, or both protocol.

Be sure to click the Apply Changes button to save your settings on this page

4.7.3 MAC Filtering

Choose menu “Firewall — MAC Filtering”, you can control the wireless access by configuring
the MAC Filtering function as shown in Figure 4-29.

MAC Filtering

Entries in this table are nsed to estict cerain types of data packets fror vour local network o Intemet
threngh the Gateway, Use of such filters can be helpful in securing or restricting vour local network,

[] Enable MAC Filtering

MAC Address: Comment:
Current Filter Table:
. MACAddess  Commest  Select

Figure 4-29 MAC Filtering
> Enable MAC Filtering — Check to Enable MAC filtering feature.
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> MAC Address - The wireless station's MAC address that you want to filter.

Be sure to click the Apply Changes button to save your settings on this page.

4.7.4 Port Forwarding

Choose menu “Firewall — Port Forwarding”, you can redirect the network traffic by configuring
the Port Forwarding function as shown in Figure 4-30.

Port Forwarding

Entries in this tahle allow you to autornatically redivert corrnon network servines 0 a sperific maching behind the
NAT firewall, These settings are only neressary if von wish to host some sort of server like a web server or oail
servier on the private local network behind vour Gateway's NAT firewall,

Enable Port Forwarding
IF Address: Protocol: Port Range: - Comment:

i

Corrent Port Forwarding Table:

 Local P Address  Protocol  PortRange  Commeat  Select

Reset |
Figure 4-30 MAC Filtering

> Enable Port Forwarding — Check to Enable port forwarding feature.
> IP Address — Forward data packets to specific IP address in your local area network.
> Protocol - The protocol used for forwarding data packets, either TCP or UDP, or BOTH

> Port Range - The port range used by the remote system when it responds to the forwarding

request. A response using one of these ports will be forwarded to the PC that triggered this
rule.

Be sure to click the Apply Changes button to save your settings on this page.

-45-



WAP220N

4.7.5 URL Filtering

Choose menu “Firewall — URL Filtering”, you can restrict user to access specific web page by

configuring the URL Filtering function as shown in Figure 4-31.
URL Filtering

UEL filter is vsed to deny LAN vsers from accessing the intemet, Block those URLs which contain
kevrwaords listed below,

Enable URL Filtering
URL Address:

Apply Changes |ﬁ|

Current Filter Table:

. URLAddss | Selet
Reset]
Figure 4-31 URL Filtering
> Enable URL Filtering — Check to Enable URL filtering feature.

> URL Address - The address that you want to restrict user to access.

Be sure to click the Apply Changes button to save your settings on this page.

4.7.6 DMZ

Choose menu “Firewall — DMZ”, you can view and configure DMZ host in the screen as shown
in Figure 4-32. The DMZ host feature allows one local host to be exposed to the Internet for a
special-purpose service such as Internet gaming or videoconferencing. DMZ host forwards all the
ports at the same time. Any PC whose port is being forwarded must have its DHCP client function
disabled and should have a new static IP Address assigned to it because its IP Address may be
changed when using the DHCP function.

DMZ

& Demilitirized Zone is nsed 0 provide Infemet services without sacrificing vnanthorized acoess to it
loval private netarody, Typically, the DMZ host contaings devices accessible o Infemet twaffie, such as
Web (HTTE ) servers, FTF servers, SMTF e-madl) servers and DIS servers,

Enable DMZ

DMZ Host IP Address:

[ Lpply Changes ] |Rtset|

Figure 4-32 DMZ

To assign a computer or server to be a DMZ server:
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1. Check the Enable DMZ checkbox.
2. Enter the IP Address of a local host in the DMZ Host IP Address field.

3. Click the Apply Changes button.

& Note:

After you set the DMZ host, the firewall related to the host will not work.

4.7.7 VLAN

Choose menu “Firewall — VLAN’, if you want to configure the Guest and Internal networks on

VLAN, the switch you are using must support VLAN. As a prerequisite step, configure a port on the
switch for handling VLAN tagged packets as described in the IEEE802.1Q standard, and enable

this field as shown in Figure 4-33.

VLAN Settings

Entries in below table e vsed w0 oonfiz vlan setings, VLANS are created, 10 poovide the segmentation servioes
traditionally provided by ronters, VLAMS address Bssves such as scalability, secuxdty, and netyrork manaztroent,

[T Enable VLAN

Ethernet Portl

Ethernet Port2

Ethernet Port?

Ethernet Portd

Wireless 1 Primnary AP
Wireless 1 Virtnal AFL
Wireless | Virtnal AF2
Wireless 1 Virtual AF3
Wireless 1 Virtual AF4

Ethernet Ports

[ | (e

LAN
LAN
LAN

WA

Figure 4-33 VLAN

> Be sure to click the Apply Changes button to save your settings on this page.
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QoS

Entries in this table irnprove our onling gaming experdence by enswing that vour game taffic is puodtized cver
cther network traffi, such as FTP or Web,

Enable Qof

Automatic Uplink Speed
Manmnal Uplink Speed (Ebps):

Auntomnatic Downlink Speed
Manunal Downlink Speed (Ebps):

QoS Raule Setting:

Address Type: P MAC
Local IP Address: -
MAC Address:

Mode:

Uplink Bandwidth (Ebps):

Downlink Bandwidth (Kbps):

Comment:

[ pply Chinges || Reoet

Figure 4-34 The QoS menu

4.9 Management

Time Zone Setting

Denial-of-Semvice
Log

Upgrade Firmware
Save/Reload Setting

Figure 4-35 The Management menu

There are nine submenus under the Management menu as shown in Figure 4-35: Status, Statists,
DDNS, Time Zone Setting, Denial-of-Service, Log, Upgrade Firmware, Save/Reload Setting,

and Password. Click any of them, and you will be able to configure the corresponding function.
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4.9.1 Status

Choose menu “Management — Status”, display the current status of WAP220N as shown in

Figure 4-39.

4.9.2 Statistics

Select Language: English [=]
Uptime Oday:0h:13m:32s
Firmware Version v232al

Build Time Tue Feb 7 15:53:23 CST 2012
Mode AP

Band 24 GHz (BHG+N)
SSID RTK 1ln AP
Channel Number 11

Encryption Disabled

BSSID 00:c0:ca:f8:e2:3d
Associated Clients 0

TCP/IP Configuration

Attain IP Protocol Fixed [P

IP Address 192.1682.1
Subnet Mask 2532532350
Default Gateway 192.1682.1
DHCP Server Enabled

MAC Address 00:clecadle23b
'WAN Configuration

Attain IP Protocol Getting IP from DHCP server...
IP Address 0.0.0.0

Subnet Mask 0.0.0.0

Default Gateway 0.0.00

MAC Address

00:c0:ca:68:e2:3¢

Figure 4-35 Status

Choose menu “Management — Statistics”, you can view the network traffic on the Router as

shown in Figure 4-36.

Statistics
This page shows the packet counters for tamsmnission and moeption eearding to Wirtless and Ethemet
networks,
) Set Favkeps 128374
Wiceless LAN :
Recesved Fackets 48342
Seunt Fackets 424
Ethermet LAN -
Recesved Fackets 5884
Seat Packets 0
Ethermet WAN :
Recatved Fackes 0
Brfresh

Figure 4-36 Advanced Security
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4.9.3 DDNS
Choose menu “Management -> DDNS”, you can configure the Dynamic DNS function.

The Router offers the DDNS (Dynamic Domain Name System) feature, which allows the hosting of
a website, FTP server, or e-mail server with a fixed domain name (named by yourself) and a
dynamic IP address, and then your friends can connect to your server by entering your domain
name no matter what your IP address is. Before using this feature, you need to sign up for DDNS

service providers such as www.dyndns.org, or TZO. The Dynamic DNS client service provider will

give you a password or key.

If the dynamic DNS Service Provider your select is www.dyndns.org, the page will appear as

shown in Figure 4-41.

Dynamic DNS Setting

Diymarnic DMS is a service, that provides sou with & valid, wnehanging, intemet domnain namne (an URL)
o g0 with that (possibly everchanging) [P-address,

¥| Enable DDNS

Service Provider :  DynDNE -
Domain Mame - hostdyndns orz
User Name/Email:

Password Eey-

e
For T20, you can fave g 30 days frog teal fore or mangge o T20 accornt g controf panel
For DyalNS, you can create your DyeDINE aocowat fee

=

Figure 4-41 Dyndns.org DDNS Settings

To set up for DDNS, follow these instructions:

1. Type the User Name for your DDNS account.
2. Type the Password for your DDNS account.
3. Type the Domain Name you received from dynamic DNS service provider here.

4. Click the Apply Change button to log in to the DDNS service.
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4.9.4 Time Zone Setting

Choose menu “Management — Time Zone Settings”, you can configure the time on the

following screen.

Time Zone Setting

Vou o e e e e by nschoonog ek 8 pobbc oo sepver over He brienes.

Carstes Thns : %r Lu f| ““I!- ["IJ* I'Ir” ™™ 11 - 14
[ o Commprder T |
Timn Zoun Sninc (IR THE0 ¥

] Haahde HTP cliret upsdair
Asomancally Sdpasi Darkeh Sariag
HTV zereer =

(Wil [F e

[Pl Ty | [Feox| [TFofimh |

Figure 4-42 Time settings

» Current Time — Type in the current time into the blanks or click “Copy Computer Time” to get

the current time from computer.

> Time Zone Select — select the time zone.

> Enable NTP client update — click to enable the NTP client update.

& Note:

1. This setting will be used for some time-based functions such as firewall. You must specify your

time zone once you log in to the WAP220N successfully, otherwise, these functions will not

take effect.

Internet.

The time will be lost if the WAP220N is turned off.
The WAP220N will obtain GMT automatically from Internet if it has already connected to
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4.9.5 Denial-of-Service

DoS Protection will take effect only when the Enable DoS Preventation in “Management — DoS”

is enabled as shown in Figure 4-43.

Denial of Service

(Doi)smcki

Enable DoS Provention

‘Whole 3ystem Flood: 3TN Packets/Sacond
Whole 3ystem Flood: FIN Packets/Second
Whole 3ystem Flood: UDF Packets/Second
Whole 3ystem Flood: ICMP Packets/Second
Por-3ource IF Flood: 3TN Packets/Sacond
Par-3ource IP Flood: FIN Packets/Socond
Par-3ource IF Flood: TDP Packets/Sacond
Por-3ourca IF Flood: ICMP Packets/Second
TCP/UDF Port3can Sensitivity
ICMF 3murf
IF Land
IF Spoof
IP ToarDrop
PingOfDeath
TCF 3can
TCP 3ynWithData
TUDF Bomb
UDF EchoChargen

[ Sekctall | [ Clearall |
Enable Source IF Blocking Block tima (sac)

ol Coanges

Figure 4-43 DoS
Denial of Service protection. Check the Enable or Disable button to enable or disable the DoS

protection function. Only when it is enabled, will the flood filters be enabled.
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49.6 Log
Choose menu “Management —Log”, you can view the logs of the WAP220N.

System Log
This page can be used to st wemote log server and show the system log,
Enable Log

system all wireless Dof

Enable Remote Log Log Server IP Address:

(Refrsh | [ Cear |
Figure 4-44 System Log
» System all — Display all the log file on the Router .
> Wireless — Display just the wireless log on the Router.
> DoS - Display just Denial-of-Service log on the Router.
> Enable Remote Log - Click to enable remote log service.

> Log Server IP Address — Please enter the IP address to store your log file when Enable

Remote Log is enabled.
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4.9.7 Upgrade Firmware
Choose menu “Management — Upgrade Firmware”, you can update the latest version of

firmware for the Router on the following screen.

Upgrade Firmware

This page allows won npgmde the Access Point fimoware o new version, Flease note, do not power off
the desice during the npload becanse it may crash the svsenn.

Firmware Version: ¥2.5.1 (3GJUSE+LNA
Select File: [ Browse. |

Figure 4-45 Firmware Upgrade

» Firmware Version - This displays the current firmware version.

To upgrade the Router's firmware, follow these instructions below:

1. Download a more recent firmware upgrade file from our website.

2. Type the path and file name of the update file into the File field. Or click the Browse button to

locate the update file.

3. Click the Upgrade button.

& Note:

1. New firmware versions are posted at our website and can be downloaded for free. There is no
need to upgrade the firmware unless the new firmware has a new feature you want to use.
However, when experiencing problems caused by the Router rather than the configuration,

you can try to upgrade the firmware.

2. When you upgrade the Router's firmware, you may lose its current configurations, so before
upgrading the firmware please write down some of your customized settings to avoid losing

important settings.

3. Do not turn off the Router or press the Reset button while the firmware is being upgraded,

otherwise, the Router may be damaged.

4. The Router will reboot after the upgrading has been finished.
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4.9.8 Save/Reload Setting

Choose menu “Management — Save/Reload Setting”, you can save the current configuration

of the Router as a backup file and restore the configuration via a backup file as shown in Figure

4-46.
Save/Reload Settings

This page allows vom save comeent setings 0 a file or mload the setings from the file which was saved
previcmsly, Besides, wou conld, meset the cwpent configuration o factory defanlt,

Save Settings to File: Save.,,

Load Settings from File: [ Browse. [ Upload |

Reset Settings to Default:

Figure 4-46 Backup & Restore Configuration
» Click the Save button to save all configuration settings as a backup file in your local computer.

» To upgrade the Router's configuration, follow these instructions.
e Click the Browse... button to locate the update file for the Router, or enter the exact path

to the Setting file in the text box.
e Click the Upload button.

» Click the Reset button restore the configurations of the Router to factory defaults.
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4.9.9 Password

Choose menu “Management — Password”, you can change the factory default user name and
password of the Router in the next screen as shown in Figure 4-47.
Password Setup

This page is nsed to set the amoount to aness the web server of Access Point, Empty nser name and
password will disakle the protection,

User Mame:

New Password:

Confirmed Password:

[ ApplyChangss | | Reset |

Figure 4-47 Password

It is strongly recommended that you should change the factory default user name and password of
the Router, because all users who try to access the Router's Web-based utility or Quick Setup will

be prompted for the Router's default user name and password.
Click the Apply Change button when finished.

Click the Reset button to clear all.
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Appendix A: FAQ

1. How do I configure the Router to access the Internet by ADSL users?

1)

2)

First, configure the ADSL Modem configured in RFC1483 bridge model.

Connect the Ethernet cable from your ADSL Modem to the WAN port on the Router. The
telephone cord plugs into the Line port of the ADSL Modem.

Log in to the Router, click the “TCP/IP Settings” menu on the left of your browser, and
click "WAN" submenu. On the WAN page, select “PPPoE” for WAN Connection Type.
Type user name in the “User Name” field and password in the “Password” field, finish by

clicking Connect.

WAN

WAN Connection Type: | PPPoE/Russia PPPoE v

PPPoE Connection:
User Name: username
Password: [ TITTTITT]

Figure A-1 PPPoE Connection Type

2. How do | configure the Router to access the Internet by Ethernet users?

1)

Log in to the Router, click the “TCP/IP Settings” menu on the left of your browser, and
click "WAN" submenu. On the WAN page, select “DHCP Client” for "WAN Connection
Type", finish by clicking Save.

3. The wireless stations cannot connect to the Router.

Make sure the "Enable Wireless Router Radio" is checked.
Make sure that the wireless stations' SSID accord with the Router's SSID.

Make sure the wireless stations have right KEY for encryption when the Router is

encrypted.

If the wireless connection is ready, but you can’t access the Router, check the IP Address

of your wireless stations.
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Appendix B: Configuring the PC

In this section, we’ll introduce how to install and configure the TCP/IP correctly in Windows XP.
First make sure your Ethernet Adapter is working, refer to the adapter’s manual if necessary.

1. Configure TCP/IP component

1) On the Windows taskbar, click the Start button, and then click Control Panel.

2) Click the Network and Internet Connections icon, and then click on the Network
Connections tab in the appearing window.

3) Right click the icon that showed below, select Properties on the prompt page.

LAN or High-Speed Internet

Disable
Status
Repair

Bridge Connections

Create Shortout
[elete

Rename

Figure B-1
4) In the prompt page that showed below, double click on the Internet Protocol (TCP/IP).

L Local Area Connection Properties 2 x|

General | Authentication I Advanced |

Connect using:

I H8 Realtek RTLA139 Family PCI Fast Etk

This connection uses the following items:

E Qo5 Packet Scheduler ]

S AEGIS Protocol (IEEE 802.1x) v3.4.3.0

Internet Pratacol [TCPAP) I
-
| |
Install... Wrinstall | Properties |
— Description

Transmission Control Pratacol/interet Protocal. The default
wide area network. protocol that provides communication
across diverse interconnected networks.

' Show icon in notification area when connected
[V Matify me when this connection has limited or no connectivity

Ok | Cancel

Figure B-2
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5) The following TCP/IP Properties window will display and the IP Address tab is open on

this window by default.
Now you have two ways to configure the TCP/IP protocol below:
> Setting IP address automatically

Select Obtain an IP address automatically, Choose Obtain DNS server automatically, as
shown in the Figure below:

Internet Protocol {TCP/IP} Properties x|

General I &lternate Configuration I

“'ou can get 1P sethings aszigned automatically if wour netwark, supparks
thiz capability. Othenwise, vou need to ask your network. administrator for
the appropriate [P sethings.

¥ Obtain an IP address automatically

—" Ize the following IP address:
P address: I

Subret mazk: |

Wefault gatewam I

% i0btain DMS server address automaticalle

—{ Use the following DNS server addresses:

Ereferred DHE semver: I

Slternate DHE semvern I

Advanced... |
0K I Cancel |

Figure B-3
& Note: For Windows 98 OS or earlier, the PC and Router may need to be restarted.

» Setting IP address manually

Select Use the following IP address radio button. And the following items available.

2 If the Router's LAN IP address is 192.168.2.1, specify the IP address as 192.168.2.x (x is
from 2 to 254), and the Subnet mask as 255.255.255.0.

3  Type the Router’'s LAN IP address (the default IP is 192.168.2.1) into the Default gateway
field.

4  Select Use the following DNS server addresses. In the Preferred DNS Server field you
can enter the same value as the Default gateway or type the local DNS server IP address.
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Internet Protocol {TCP/IP) Propetties [ llil

General

You canget IP settings azzigned automatically i vour netwark, supports
thiz capability. Othensize, pou need to azk pour etwork adminiztrator for
the appropriate [P zettings.

£~ Obtain an IP address automatically

= Uge the following 1P addrass:

IF address: I 192 168 . 2 . 241
Subnet mask: I 286 255 28R . 0
Diefault gateway: 192 168, 2 . 1

£ [btain DS serveraddress altomatically
—i{% |Jze the following DMNS server addiesses:
Preferred DMNS server: I 202 . 96 . 134 . 133

Alternate OMS zerver I

Sdvanced... |
0K I Cancel I

Figure B-4

Now, click OK to keep your settings.
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Appendix C: Specifications

General
Standards IEEE 802.3, 802.3u, 802.11b, 802.11g, 802.11n
Protocols TCP/IP, PPPoE, DHCP, ICMP, NAT, SNTP
Ports One 10/100M Auto-Negotiation WAN RJ45 port, Four 10/100M
Auto-Negotiation LAN RJ45 ports supporting Auto MDI/MDIX
10BASE-T: UTP category 3, 4, 5 cable (maximum 100m)
EIA/TIA-568 100Q STP (maximum 100m)
Cabling Type
100BASE-TX: UTP category 5, 5e cable (maximum 100m)
EIA/TIA-568 100Q STP (maximum 100m)
LEDs PWR, SYS, WLAN, WAN, LAN (1-4), WPS
Safety & Emissions FCC, CE
Wireless
Frequency Band 2.4~2.4835GHz
11n: up to 300Mbps (Automatic)
Radio Data Rate 11g: 54/48/36/24/18/12/9/6M (Automatic)
11b: 11/5.5/2/AM (Automatic)
Channels 1~13
Frequency Expansion | DSSS(Direct Sequence Spread Spectrum)
Modulation DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
Security WEP/WPA/WPA2/WPA2-PSK/WPA-PSK
130M: -68dBm@10% PER
108M: -68dBm@10% PER;
e 54M: -68dBm@10% PER
Sensitivity @PER 11M: -85dBm@8% PER;
6M: -88dBm@10% PER
1M: -90dBm@8% PER
Antenna Gain 5dBi
Environmental and Physical
Operating: 0C~50C
Temperature.
Storage: -10°C~70C
. Operating:  10% - 90% RH, Non-condensing
Humidity !
Storage: 5% - 90% RH, Non-condensing
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Appendix D: Glossary

802.11b - The 802.11b standard specifies a wireless networking at 11 Mbps using
direct-sequence spread-spectrum (DSSS) technology and operating in the unlicensed radio
spectrum at 2.4GHz, and WEP encryption for security. 802.11b networks are also referred to
as Wi-Fi networks.

802.11g - specification for wireless networking at 54 Mbps using direct-sequence
spread-spectrum (DSSS) technology, using OFDM modulation and operating in the
unlicensed radio spectrum at 2.4GHz, and backward compatibility with IEEE 802.11b devices,
and WEP encryption for security.

802.11n is an amendment which improves upon the previous 802.11 standards by
adding multiple-input multiple-output antennas (MIMO). 802.11n operates on both the
2.4 GHz and the lesser used 5 GHz bands. Support for 5 GHz bands is optional. It operates at
a maximum net data rate from 54 Mbit/s to 600 Mbit/s

DDNS (Dynamic Domain Name System) - The capability of assigning a fixed host and domain

name to a dynamic Internet IP Address.

DHCP (Dynamic Host Configuration Protocol) - A protocol that automatically configure the
TCP/IP parameters for the all the PC(s) that are connected to a DHCP server.

DMZ (Demilitarized Zone) - A Demilitarized Zone allows one local host to be exposed to the

Internet for a special-purpose service such as Internet gaming or videoconferencing.

DNS (Domain Name System) — An Internet Service that translates the names of websites into

IP addresses.
Domain Name - A descriptive name for an address or group of addresses on the Internet.

DSL (Digital Subscriber Line) - A technology that allows data to be sent or received over
existing traditional phone lines.

ISP (Internet Service Provider) - A company that provides access to the Internet.

MTU (Maximum Transmission Unit) - The size in bytes of the largest packet that can be

transmitted.

NAT (Network Address Translation) - NAT technology translates IP addresses of a local area
network to a different IP address for the Internet.

PPPoE (Point to Point Protocol over Ethernet) - PPPoE is a protocol for connecting remote

hosts to the Internet over an always-on connection by simulating a dial-up connection.

SSID - A Service Set Identification is a thirty-two character (maximum) alphanumeric key

identifying a wireless local area network. For the wireless devices in a network to
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communicate with each other, all devices must be configured with the same SSID. This is
typically the configuration parameter for a wireless PC card. It corresponds to the ESSID in

the wireless Access Point and to the wireless network name.

WEP (Wired Equivalent Privacy) - A data privacy mechanism based on a 64-bit or 128-bit or
152-bit shared key algorithm, as described in the IEEE 802.11 standard.

Wi-Fi - A trade name for the 802.11b wireless networking standard, given by the Wireless
Ethernet Compatibility Alliance (WECA, see http://www.wi-fi.net), an industry standards group

promoting interoperability among 802.11b devices.

WLAN (Wireless Local Area Network) - A group of computers and associated devices
communicate with each other wirelessly, which network serving users are limited in a local

area.
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