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Chapter 1 Web Management

The WS6028 or Access Controller / AC is managed using the build in web gui.
This section will cover the process of getting connected to the device.

1.1 Configuration Preparation

To configure the AC, we recommend a stand-alone pc and a direct connection to the
device.

1.1.1 AC Management through Web

Configure the AC by using a PC configured to be in the same subnet.
The default IP address of AC is 192.168.1.1 and the subnet mask is 255.255.255.0.

The steps of creating the network connection are as below:
Step 1: setting up the environment:

N\

Connect with cables

&
Fig 1-1 Web Management Configuration Environment
As shown above, the Ethernet port for the PC is connected with the AC’s Ethernet Port 1 by a
network cable

Step 2: Setting the network connection (for example with Windows XP system):
After connecting successfully, please click the <Start> button, select <Control Panel>,
Double-click <Network and Dial-up Connections>, then double-click <Local Area

Connection>, it will show<Local Area Connection Status> window, as shown in Fig 1-2.

11
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Local Area Connection Staktus: 1 2 x|

General I

— Connection

Statuz; Connected
Druration: 1 dap 21:18:47
Speed: 1000 Mbpz

— Bctivity
Sent. =— %;;;_ Received

Packets: 1102533 I 1,093,105

Properties Dizable |

Cloze I

Fig 1-2 Local Area Connection Status

(1) Click the <Properties> button to enter the < Local Area Connection Properties>
window, as shown in Fig 1-3.

Local Area Connection Properties 1B 2x]
General l Sharing |

Connect using:

BB Realtek RTLE139(4) PCI Fast Ethernet Adapter

Components checked are uzed by this connection:
v g Client for kicrozoft Metworks
v EJ. File and Printer Sharing for Microsoft Metworks
W1 Intemet Protocal [TCRARP)

[rstall... | rinstall Properties

Diezcription

Allows vour computer to access resources on a Microzaoft
netiork.

W Show ican in taskbar when connected

(] Cancel

Fig 1-3 Local Area Connection Properties

1-2
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(2) Select “Internet Protocol (TCP/IP)”, and then click the <Properties> button to enter the
“Internet Protocol (TCP/IP) Properties” window. Select the “Use the following IP address”
button, input the IP address (between 192.168.1.2~192.168.1.254) and the subnet mask
(255.255.255.0), then click the <OK> button to finish the operation.

Internet Protocol (TCP/IP} Properties B ﬂﬂ

General |

“ou can aet |P zettings assigned automatically if pour netwark supports
thiz capability. Othenvize, vou need to ask vour nebwork administrator for
the appropriate [P settings.

™ Obtain an IP address automatically

—* |Jge the following |P address:

P address: 192 183 . 1 . 2

Subriet mask: | 255 .255 255 . O

Drefault gateway: I

£ [htain DHE semwver addiess automatically

—i{% |ze the tollowing DMS server addiesses:

Preferred DNS zerver: l

Alternate DNS server. I

Advanced... I
k. I Cancel |

Fig 1-4 Internet Protocol (TCP/IP) Properties

Step 3: Use the PING command to ensure the connection status between PC and
AC.Click the <Start> button and select <Run>, as shown in Fig 1-5.

OO 2

=l Tywpe the name of a program, falder, document, or
1 Internet resource, and Windows will open it for wou.

Open: || ;l

2k Zancel | Browse. .. |

Fig 1-5 Run dialog box
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Input “CMD”, and click the <OK> button. Then input “ping 192.168.1.1” (IP address
for AC) and press the <enter> button. If the output result shows the reply from the AC, it
means that the network is connected. As shown in Fig 1-6, otherwise please check the
network connection.

C:\¥INDO¥S\systemn3i2\cand. exe

C:“Documents and Settings“Administrator’>ping 192.168.1.1
Pinging 1922.168._.1.1 with 32 bhytes of data:

Reply from 192 _168._1.1: bytes=32 timed<ims TTL=128
Reply from 192_.168.1.1: bytes=32 timedims TTL=128
Reply from 122.168.1.1: bytes=32 time<ims TIL=128

Ping statistics for 192.168.1.1:

Packets: Sent = 3. Heceived = 3, Lost = B (B8x loss).
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms,. Average = Bmns

C:“Documents and Settings“Administrator>

Fig 1-6 Dialog box for command lines

1.2 Web Interface Introduction

1.2.1 Login AC Switch

Run the Web browser; use the default IP address of 192.168.1.1 in the address bar,
and press the <Enter> key to enter the login page for AC, as shown in Fig 1-7. Input the
user name and password (the default user name for the first time: admin, password:
admin), click the <Login> button or press the <Enter> key to enter into the Web
configuration page.
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W56028

Usemame!

Password ‘ |

Copyright (C) 2001-2014 by AMER

http://www.amer.com

Fig 1-7 Logon page layout

1.2.2 Web Interface Introduction

Enter the Web configuration interface after successful logging in the AC. The
“dashboard” will be enabled as default. The basic information of the current AC and the
managed AP status will be shown in the dashboard. The detailed introduction of the
dashboard can be viewed in chapter 2 of this manual.

On the top, is the main menu of each function module. Click the corresponding menu
to configure the wireless or wired functions.

@ o
Dazhboard
i Fysiem Info [~ i Murnpged AP
Hiame WISEOTE MAL Addreis . Saftwars
Location I add Profil Statu
IF Address 19216811 (*)Peer Managed e * version i
MALC Addreis o0-03-0f-3-4f-ee
System LUptime O weeks, I days, @ haurs, I minukes 0 oy @
Maximum Managed 4P 32 =
SN GOSWE 11 IESOS240000 "-'“"'P:“' ME:_"LT:::;
L T i
b T Y O WA hittme: § e smier.oam

Charvice trfa =]
Managed APy Q
Authenticated CHents a

Fig 1-8 Web configuration page layout
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1.2.3 Menu Introduction

The following is a breakdown of the Options in the web gui, and there sub menus.

Menu Page
Dashboard

Fast config

System

config

Network
AP Group

management

Security

authentication

Discovery

Provisioning

WLAN WIDS

configuration | security

Captive
Portal
Config push
AP image upgrade
Load balance
Advanced Data transfer
config Time limit policy
Organization unique identifier
(Oulh
Trap and syslog
AC
AP
Monitor Wireless
client
RF scan

Management | Switch basic | Login user configuration

configuration | Login user authentication

method configuration

Login user security IP

management

1-6
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Basic configuration

Save current

running-configuration

SNMP authentication

SNMP management

SNMP Community managers

configuration | Configure snmp manager

security IP

SNMP statistics
SSH Switch on-off SSH
management | SSH management
Firmware TFTP service
upgrade FTP service

Telnet server state

Telnet server
Max numbers of Telnet access
configuration
connection

Debug command

show clock

show cpu usage

show memory usage

Maintenance

show flash
and

show running-config
debugging

show switchport interface
command

show tcp

show udp

show telnet login

show version

1.2.4 AC Web Exiting Function

Click the <Logout> button on the upper-right corner of the page to exit to the login

page.
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Chapter 2 Dashboard

The dashboard includes four parts; system info, managed access point, device info

and the support info.

2.1 System Info

The system info for the wireless AC is as below:

L

System Info (€]
Name W56028
IP Address 192.168.1.1
MAC Address 00-03-0f-3f-4f-ee
System Uptime 0 weeks, 0 days, 0 hours, 3 minutes
Maximum Managed APs 32

GOSWE3I10ES08840020
Version 7.0.3.5(R0035.0097)

The information in the figure is:

* Name: the name of AC

= |P address: the URL address of accessing the AC is 192.168.1.1

» MAC address: the mac address of AC is 00-03-0f-11-20-50

= System uptime: the normal running time: 1day, 4 hours and 2 minutes
=  Maximum managed APs: 16

=  S/N: 111111

= \Version: 7.0.3.5 (R0035.0088)

. (=

: click this icon to refresh the current module.

2.2 Managed Access Point

The managed access point shows the AP information including the MAC address,

location, IP address, profile, software version, status, configuration status and age of AP.

I'l'l Mamaped Arces Poist
WAL Address
*)-Feer Manage
[ rEy NP ]

Lecation IF Address Frofile Software Vergion Stalug  Configuration Slatus Age
10004 1-Defailt 2.0.3.39 mancgad sucoeds D 200200201

241
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» MAC address: the mac address of AP

= Location: show the location of AP.

= |P address: the address of AP.

= Profile: the profile that the AP belongs to

» Software version: the version of AP.

= Status: the current management status of AP.

= Configuration status: show the current configuration status of AP.
= Age: the management AP age.

Click the MAC address of AP to jump to the detailed AP list page of the monitor page.

2.3 Device Info

There are two points: Display the total numbers of the managed APs and

authenticated clients in cluster.

&1 Device Info [}

Managed APs 1
Authenticated Clients 1

2.4 Support
This section provides the company’s name, phone number and the website as below:
;' » Suppart =
" Company Amer Networks
Hotline 8e8-001-9971

WWW  http: / f'www.amer.com
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Chapter 3 Fast Config

Click “WLAN configuration->Fast Config” to configure the WLAN function quickly,
including WLAN managed IP address, AP groups and the basic network configuration;.
This configuration will then be sent to all connect AC in the network.

Notice: This fast config is used for the simple configuration or a quick start wizard. If

the AC has any previous configuration on it, it will be replaced with the fast config.
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3.1 IP Config

To configure the management IP address for the AC. Input the wireless IP address to
be configured in the box and click the “submit” button. The input IP address will be

configured as the wireless IP address.
IP Config
Wireless IP Address 192.168.1.254 {Loopback 1 IP address)

3.2 AP Group Config

The AP group config can add and update the ID and hardware type of the AP in the
group.

Example: Input 17 in the ID box, select 17- WAP33DC, Indoor Dual Radio a/n, b/g/n
as the corresponding AP hardware type; and then click “add” to add them into the table.
Click “submit” to submit them to AC.

Notice: Click the “submit” button, and the configuration will be applied on the AC. Any

modifications will be lost if the submit button is not selected.
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AF Group Configuration

Groyp IT i1 w1024 &P Hardware Type 0 - Any = Add
Growp 1D
HA
I 42 - WAREEDC{RS), indocr Dual Rsdio ain, bigl
25 - WAFEENICRS), Indoor Dual Rsdio an, bigh
26 - WAP4ADC, indoar Dual Radio ainfac, bigin
Hetwork Configuration a0 - WAR4EDC, Indoar Dual Radia ainfac, bigin

3.3 Network Config

The network config will setup and configure the 1% SSID for all connected AP, within

the same group ID.

3.3.1 SSID

The SSID represents the service set identifier, used to name a wireless network. The
SSID can divide one large WLAN into subnets which authentication; and only the user
who knows the password can enter into the corresponding subnet. It can previent

unwanted users or access on the network.

Example: Input the name of the network in the SSID box, such as Network1 and

select “none” for security; click “submit” to complete the network configuration.

Network Config
$sID Network1|
Security @None OWEP CWPA/WPAZ

3.3.2 Security

The security option in the network configuration can configure the access control for
the SSID. The methods of authentication include: static WEP, WEP 802.1X, WPA/WPA2
Personal and WPA/WPA2 Enterprise.

3.3.2.1 WEP Mode

Choose WEP through the security option for the network config. Under WEP, there
are two kinds of authentication methods, WEP and WEP 802.1X. Static WEP, is same
process as the configuration of “WLAN configuration->Network Config” and it is shown in
more detail in chapter 5 networks.

Select the “WEP IEEE802.1X” to fast configure a radius server setup.

Example: Configure RADIUS as RadiusServer and input the authentication host
address and accounting host address: 192.168.1.100. Configure the shared RADIUS
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server key as test and click “submit” to complete the WEP 802.1X configuration.

Notice: Only the RADIUS authentication and accounting server without any
configuration can be configured in the fast config. If they have already been configured,
they cannot be deleted or modified in the fast config. The RADIUS configuration is viewed
in chapter 7 security authentication configuration.

Network Config

SsSiD Network1

Security CNone ©WEP OWPA/WPA2
O 5tatic WEP @ WEP IEEEB02.1x

Radius Config

Radius Group Name RadiusServer

Radius Authentication Host Address 192.168.1.100

Radius Accounting Host Address 192.168.1.100

Radius Server Key testl
3.3.2.2 WPA/WPA2

Select the WPA/WPA2 option to configure the WPA/WPA2 authentication. There are
two kinds of authentication methods, WPA personal and WPA enterprise.

The configuration of WPA personal is same as the “WLAN configuration->WPA
personal” and it is shown in more detail in chapter 5 networks.

The configuration of WPA enterprise is same as WEP 802.1X. Select the “WPA
enterprise” button to set the configuration.

Example: Configure RADIUS as RadiusServer and input the authentication host
address and accounting host address: 192.168.1.100. Configure the shared RADIUS
server key as test and click “submit” to complete the WPA enterprise configuration.

Notice: Only the RADIUS authentication and accounting server without any
configuration can be configured in the fast config. If they have already been configured,
they cannot be deleted or modified in the fast config. The RADIUS configuration is viewed

in chapter 7 security authentication configuration.
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Chapter 4 System Config

Click “WLAN configuration->System config” to view the system config page. In this

section, the parameters under the WLAN global mode can be configured.

e
e P
Tl
LB Rl el Monitor Management Wired Configuration

System Configuration

Fast Configuration ¥ 2

System Configuration Enace

SR Auts IP Assign Mode o
IPed Addre 192, 165,150, 199

AP Group Managoment
IPwé Address Heone

Security Authenticatson
AF duthentication Mode MAL:

Dizcovary
AF Yadidation Method Local = Configure AP Databese on AP Group Meregement Page

Provisionang

WIDE Sacurity Radius Authentication Server Defauit-RaDilS-Server

Radius Accounting Mods
Chent-0n5 Glshal Made

Captive Portal

Advanced Configurstion

Country Code A - Canada L
Pesr Grougp ID ! (1-Z3%
Chuster Priomty | [0-255)

4.1 WLAN Enable

Select the option for “WLAN enable” to enable the WLAN function. The WLAN service
of the AC only can be used after select this option; if unchecked, all WLAN function on the
AC will be disabled and the WLAN service will be stopped.

System Config
Wlan Enable

4.2 Auto IP Assigh Mode

Select the option for “Auto IP Assign Mode” to make the WLAN function of the AC
select its IPv4 address automatically from a DHCP server.

When enabled the automatic assignment function will appoint an IP address for the
WLAN automatically. The basis is: if there are any loopback interfaces on AC, choose the
IP address of the interface with the minimum loopback index number as the address for
the WLAN function. If there are any L3 interfaces, choose the minimum IP address for the
L3 interfaces as the address for the WLAN function.

Auto IP Assign Mode
IP Address 192.2.2.2
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Uncheck this box to disable the auto IP assign mode. Then configure a static IP
address manually for the WLAN IP address of AC. When configuring the static IP, the
address of any existed loopback or L3 interfaces should be used, otherwise, it may not
be effective and the WLAN function won’t work normally.

Auto IP Assign Mode O
AC Static IP Address 17.16.1.10
IP Address 17.16.1.10

4.3 AP Authentication Mode

There are 3 modes of AP authentication. The MAC address mode is the default.

AP Authentication Mode :AE v
AP Validation Method

“None” means the automatic registration authentication mode. The AP database is
not required to be added manually into the AC, it will join a cluster when the AC or AP
discovers the other side.

“‘MAC” means the MAC address authentication mode. The ap database needs to be

entered manually, and then an AP can join the cluster.

“Password” means the password authentication mode. After the connection is made

between the AP and the AC, they can both join the cluster using the password
authentication.

4.4 AP Validation Method

With the “MAC” option for the AP authentication mode, the AP validation method must
be configured. This option allows the AP to use local authentication or RADIUS server
authentication for the AP authentication.

The local authentication is the default. The authentication method can be changed to
RADIUS server authentication by selecting the parameter to be “radius”.

AP Authentication Mode Mac v
AP Validation Method Local v
Radius Authentication Server Redive _  FRADIUS-Serve

Selecting “Radius” for the AP authentication method, the user needs to choose a
server name from the RADIUS server group list (it should be configured first and it is
shown in chapter 7 security authentication), and the authentication request will be sent to
the selected RADIUS server.
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AP Authentication Mode MAC v
AP Validation Method Radins v | Config Radius Server

4.5 Radius Authentication Server

Configure the radius authentication server by entering the server name below:

Radius Authentication Server radius

4.6 Radius Accounting Mode

Select the single box to enable the radius accounting function as below:

Radius Accounting Mode

4.7 Radius Accounting Server

Configure the radius accounting server by entering the server name as below:

Radius Accounting Server radius

4.8 Client-QoS Global Mode

Select this option to enable the global client-QoS function of AC.

The Client-QoS Global Mode is divided into global on-off and current network on-off.
Both of them should be enabled, to allow the clients associated with this network,
configured ACL, DiffServ, and any rate limit of down/up can be used.

Client-QoS Global Mode '

4.9 Country Code

This drop-down box is used to configure the country code of the AC and AP.
The configured country code must match the country that the device is installed in.

Country Code CA - Canada -
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4.10 Peer Group ID

The Peer Group ID can be configured through this text box. The ACs with the same
Group ID can make up a WLAN cluster and they can transmit information to each other.
The ACs with different Group ID cannot communicate with each other.

The default peer group ID is 1 and the range is from 1 to 255.

Peer Group ID 1 (1-255)

4.11 Cluster Priority

The Cluster Priority for the AC can be configured in this section. The larger the
value, the higher the priority and the AC can be selected as the master Controller. When
changing the priority of one AC in cluster, it will trigger the new selection of a master
Controller.

The default cluster priority is 1 and the range is from 0 to 255.

Cluster Priority 1 (0-255)
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Chapter 5 Networks

5.1 Configure Network ID

16 network ID’s are created by default. The user can choose to select the default

networks, or create a new network ID.
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Click WLAN configuration -> Configuration and choose a network, for example,
modify the ssid of network8 as shown below:
Modify - Managed SSID 8
NetworkID* : (1~1024)
SSID wlan|

5.2 Configure Authentication Mode

The network includes multiple kinds of authentication modes as shown below:

Authentication Mode Ko il

Static WEP

vLAN WEF S02. 1x
WEA Fer=zonal
MAC Authentication Mode

WPA Enterprise

(1~4094)

5.2.1 Authentication Mode of Open

None means that the authentication mode is open. The corresponding command is
security mode none; it states that a user name or password is not required.
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5.2.2 Authentication Mode of Static WEP

Static WEP means that the authentication mode is security mode static-wep. When
connect to the network, the wep key is needed for association. The WEP authentication
mode includes open system and shared key. The WEP key type includes ASCII and HEX.
The length includes 64 and 128.

Example: Configure the authentication as open system, the WEP key type is ASCII,
the length is 64 and the WEP key is 12345 as below:

Authentication Mode Static WEF  |»
Authentication ©Open S5ystem O 5hared Key
WEP Key Type ®ASCI  OHEX
WEP Key Length (bits) ®e4 O128
WEP Keys Characters required:5
® 1 12345
O 2
O 3
O 4
5.2.3 WEP 802.1x

The WEP 802.1x corresponds to the command of “security mode wep-dot1x”. This
authentication mode needs the WEP authentication of a radius server. The radius server
configuration is viewed in the radius authentication server configuration in “security”. The
WEP 802.1x can also configure the radius accounting server and the configuration is
viewed in the radius accounting server configuration in “security”.

Example: Configure the radius authentication server as the configured wlan1 and
configure the radius accounting server as the configured wlan2. The accounting update
interval, bcast key refresh rate and the session key refresh rate adopt the default WEP

80.21x authentication as below:
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Authentication Mode WEP 802. 1x v| Config Radius Server

Radius Authentication Server wlan1

Radius Accounting Mode

Radius Accounting Server wlan?|

Accounting Update Interval 300 (60~3600)

Bcast Key Refresh Rate 300 (0~B6400)

Session Key Refresh Rate 0 (30~86400, 0-Disable)

Click the “OK” to save the configuration.

5.2.4 WPA Personal

WPA personal corresponds to the configuration of a network using this security
method. Users require the password for associating when connect to the network. There
are three modes of WPA, WPA2 and WPA/WPA2 in the WPA personal authentication and
there are two WPA ciphers of TKIP and CCMP.

Example: Configure the WPA version as WPA/WPA2 and the WPA cipher as CCMP,
WPA key is 12345678, the bcast key refresh rate adopts the default WPA personal
authentication mode. Input 12345678 for association when the client connects to this

network.

Authentication Mode HPA Persomal |+

WPA Versions HPA/RPAZ v

WPA Ciphers CCHE hd

WPA Key 12345678

Bcast Key Refresh Rate 300 (0~86400)

Click the “OK” to save the configuration.

5.2.5 WPA Enterprise

WPA Enterprise corresponds to the configuration of a network using this security
method. It authenticates and accounts using the radius server. The WPA version and
cipher in WPA enterprise is the same with the WPA version and cipher in WPA personal;
the difference is that in WPA enterprise, the radius server authentication is used. Before
the radius server authentication, user can pre-authenticate. Click “pre-authentication”
button to enable it. When the client connects, they authenticate through a user name and

password configured on the radius server.
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Example: Configure the radius authentication server as wlan1, and configure the
radius accounting server as wlan2 (the detailed configuration is viewed in the security
configuration). The WPA version is WPA/WPA2, WPA cipher is CCMP, the bcast key
refresh rate and the session key refresh rate are the default WPA enterprise

authentication mode.

Authentication Mode WEA Enterprize |v| Config Radius Server
WPA Versions HEA/EAZ |

WPA Ciphers EEME hd

Radius Authentication Server wlan1

Radius Accounting Mode

Radius Accounting Server wlan2

Accounting Update Interval 300 (60~3600)
Pre-Authentication Mode

Pre-Authentication Limit 0 (0~192)
Bcast Key Refresh Rate 300 (0~B6400)
Session Key Refresh Rate 0 (30~86400, 0-Disable)

Click the “OK” to save the configuration.

5.3 Configure VLAN

Input the VLAN ID in the VLAN box and then bind it to the network. It is the data VLAN

that the client uses.

VLAN 40 (1~4094)

5.4 Mac Authentication

Click the MAC authentication on-off to enable the MAC authentication. The MAC
authentication controls the clients to access the network through configuring the black and
white list. The black and white list configuration is viewed in the chapter of “WIDS

security”.

MAC Authentication Mode i Config Black and White List
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5.5 Enable Dist-tunnel Mode

Click the dist-tunnel mode on-off button to enable it as below:

Dist-tunnel Mode v

5.6 Client QoS

The client QoS controls the rate and access of the client through the network. There
are three options: 1. Client QoS bandwidth limit up and down; 2. Client QoS access
control up and down; 3. Client QoS DiffServ policy up and down.

Enable the global on-off of client QoS first before using this option. In WLAN
configuration->system config, choose the “client-QoS global mode” and apply to enable
the global on-off as below:

Q‘/ amerm .

Dashboard [WUNNIKeI il Monitor Management  Wired Configuration

System Configuration

Fast Configuration

'WLAN Enabl
System Configuration nable .
— Auto IP Assign Mode
IPv4 Address 192.168.150.199
AP Group Management
- —  — — — | IPv6 Address None
‘Security Authentication
AP Authentication Mode MAC -
Discovery
. . AP Validation Method Local ~ Configure AP Database on AP Group Management Page
Provisioning
WIDS Security Radius Authentication Server Default-RADIUS-Server
Captive Portal Radius Accounting Mode 0
Client-QoS Global Med:
Advanced Configuration ient-Qo$ Global Mode “
Country Code CA - Canada -
Peer Group ID 1 (1-255)
Cluster Priority 1 (0-259)

After selecting the client QoS option under the global mode, select the appropriate
QOS option. Choose the bandwidth limit up option and input the value to configure it; and
use the same for the bandwidth limit down. Click the client QoS access control up/down
button, and the configured ACL can be chosen from the drop-down box (ACL
configuration is viewed in the CLI Switch Manual). Choose the client QoS DiffServ policy
up/down button, the configured DiffServ policies can be selected (DiffServ configuration is
viewed in the CLI Switch Manual) After configuration, click “OK” to complete the QoS

configuration.
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Client QoS Mode ¥l
Bandwidth Limit Up 0 (0~4194303 Kbps, 0-Disable)
Bandwidth Limit Down 0 (0~4194303 Kbps, 0-Disable)

Client QoS Access Control Up nene s
Client QoS Access Control Down ™™ _
Client QoS DiffServ Policy Up nome |V
Client QoS DiffServ Policy Down [
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Chapter 6 AP Management

AP group is used to manage all connected AP. Multiple APs can be added into one

AP group for easer management. Click WLAN configuration->AP management to enter
into the AP management page.

AP G ouigrs

&F # iF gimy
] eoun Hars Hurdwars Typa
e 1 .

6.1 Add/Modify/Delete AP Group

The “new”, “modify” and “delete” buttons can modify the existing AP groups.

Example:

1. Click “new” button and input the ID of 2, and then click “OK” to complete the creation.
2. Click “modify” on the right of AP group 2 to modify it.

3. Select the AP group 2 and click “delete” button to delete this AP group (the AP group 1

cannot be deleted).
AP Group

This table list all AP groups, and basic information of them. Click "New" to creat more AP group, click "Modify” to change existed

AP. Click "Copy” to copy the configuration to a new AP group.Click "Apply” to apply the information to all APs in the AP group.
O ID Group Name

Hardware Type Operation
1 Default 0 - Any Modify Copy Apply
[0 2 Default 0 - Any Modify Copy Apply

New

6.1.1 Normal Attribute

Click “new” or “modify” to open the attribute page of the existing AP group.

Example: input the ID as 2, input the group name as group2; select the hardware

type as 17, select the load balance to disable. And then click “OK” button to complete the

configuration.
e

Siperal & Hribasn

1]

Jrpua Hesa

=grdepry Tezs

Lead Babirce Temzoe
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Hardware type: is the AP model type. The configured hardware type should be same
as the actual AP; different hardware types include dual radio and single radio. The
hardware type of 0 is the default value; it means that there is no corresponding AP. The
creation of load balance template can be viewed in chapter 14. The load balance template

is bound to profile2.

6.1.2 AP Config

User can add, modify or delete the AP’s currently listed in the AP group. When
configuring the AP group, all connected AP will be configured. This configuration is instant
and will be immediately submitted to all AC’s without clicking “OK”.

Example:

1. Input the MAC address of AP in the AP MAC box: 00-03-0f-33-33-33; select the channel
as Auto; input the power as 0 (power of 0 means to adjust power automatically). And then
click “add” to complete it.

AP Config: operate do not need click ok

802.11b/g/nO 2 - 80Z2.11a/n

AP MAC|00-03-0f-33-33-33 | Radio1: Channel =0 ~| Power |0 (0-100%) Radio2: Channel =t | Power |¢ (0-100%) Add
AP MAC Radio1: Channel é ver Radiol: Channel Power  Operation
3
00-03-0f-11-11-11 Auto ! Auto 0 Modify Delete
00-03-0f-22-22-22 6 : 149 100 Modify Delete
3
1
1
1

2. Click “modify” on the right of the AP to modify it. The MAC address cannot be modified;
the channel and power can be modified. Modify the channel to be 6 and modify the power

to be 100. Click “submit” to complete it.

AP Config: operate do not need click ok

AP MAC Radiol: Channel®  ~|Power |0 (0-100%) RadioZ: Channel1s ~|Power 100 (0-100%) Submit
AP MAC Radio1: Channel Power Radio2: Channel Power Operation
00-03-0f-22-22-22 6 0 149 100 Modify Delete

3. Click the “delete” button on the right of the AP to delete it.

6.1.3 Radio

The Radio configures the radio settings for the AP group. The Radio, VAP, QoS on
the page is configured per Radio. Select the hardware type to dual radio and the different
radio types can be selected. Switching the radio selection will cause any information not
saved to be lost.

Example: Select a single box to enable the radio and select the radio mode as IEEE
802.11b/g/n, select the RF scan mode as Active, configure the radio channel bandwidth as
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20MHz, and select the supported radio rates. Click “OK” to submit the configuration. The

created or modified AP group will be seen.

® 1-802.11b/g/nC 2 - B02.11a/n
Radio:

Enable

Radio Mode IEEE SO2 11b/efm v

RF Scan Mode @ Active © Sentry

Radio Channel Bandwidth 20 M

Supported Channels 1 2 3 4 5 6 7 8 9 10 11 12 13
Auto Eligible OO 0O O O oo o o o
Rate Sets (Mbps) 1 2 55 6 9 11 12 18 24 36 48 54
Basic O O O O o oo -
Supported

= Radio mode: user can select IEEE 802.11b/g/n, IEEE 802.11b/g, 2.4GHz IEEE
802.11n, IEEE802.11b or IEEE 802.11g in radio 1; and user can select |IEEE
802.11a/n, IEEE 802.11a or 5GHz IEEE 802.11n in radio 2.

= RF scan mode: includes Active and Sentry two modes.

= Radio channel bandwidth: according to the different radio modes, there are three
modes of 20MHz, 40MHz and 20/40MHz can be selected.

= Auto eligible: shows the channel that can join the auto adjustment.

= Rate sets (Mbps): Select the basic and supported rates through the checkboxes.

6.1.4 VAP

The VAP or Virtual Access Point configures the network SSID’s used by all the APs in
a group.

Select the VAP which needs to be enabled and select the network name. Click “edit”
to configure the network and more information can be viewed in chapter 5 networks.

Example: Select the second and third VAP and select the created network name,

and then click “OK”, the AP group will be created or modified successfully.
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Vap

Status Network

1 - Hetworkl v| Edit
2 - Managed 5510 2 v | Edit
3 - Managed 5510 3 v | Edit

O

O

O

O

O

O

O

O

O

O

O

O

O

= VAP: It is the abbreviation of the virtual AP or AP. There are 16 VAPs under one
radio, they corresponds to the network 1-16 in numerical order.

6.1.5 QoS

Configure QoS for the AC and the default values are set according to standard
practices.

Example: select the template of custom and select the single box of WMM mode.
Each of the EDCA parameters is configured as the default value. Click “OK” to submit the
QoS configuration.

Qos

Template Custom v

AP EDCA Parameters

Queue AIFS(1 to 15) cwhMin {(msecs) cwMax (msecs) Max. Burst {microsecs){0 to 999900)
Data 0 (Voice) 1 E T v 1500
Data 1 (Video) 1 1% 15« 3000
Data 2 (Best Effort) |3 15 6 v 0
Data 3 (Background) 7 15 v 1023 0
WMM Mode
Station EDCA Parameters
Queue AIFS(1 to 15) cwMin {msecs) cwMax (msecs) TXOP Limit (32 microsecs){0 to 65535)
Data 0 (Voice) 2 3 v T v 47
Data 1 (Video) 2 T 15 v 94
Data 2 (Best Effort) |3 15 v 1023 0
Data 3 (Background) |7 15 v 1023 v

0

= Template: user can select a pre-made template, factory default or voice. Only
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when the custom is selected, can the EDCA parameters be configured.

= AP EDCA parameters: user can input values or select the drop-down boxes to
configure the different AP EDCA parameters.

=  WMM mode: user can select the single box or not to enable or disable the WMM
QoS function.

= Station EDCA parameters: user can input values or select the drop-down boxes to
configure the different station EDCA parameters.

6.1.6 TSPEC

TSPEC or Traffic Specifications configures the TSPEC parameters of the AP group.
This includes both characteristics and Quality of Service expectations for traffic flow.

Example: Modify the TSPEC mode to be “enable” and modify the voice ACM mode
and video ACM mode to be “enable”. Input the limit and timeout as the default values and

click “OK” to complete the configuration.

TSPEC

TSPEC Mode Ensble o

Voice ACM Mode Frable v

Video ACM Mode o

Voice ACM Limit (%) 20 (0 to 70)

Video ACM Limit (%) 15 (0 to 70)

Roam Reserve Limit (%) 5 (0 to 70)

AP Inactivity Timeout (secs) 30 (0 to 120,0 - Disable)
STA Inactivity Timeout (secs) 30 (0 to 120,0 - Disable)
Legacy WMM Oueue Map Mode Dizdble v

6.2 Copy AP Group

A new AP group can be created or modified simply by copying.

Example:
1. Click “new” button to create the AP group. Input the ID as 5 and click “copy” on the right
of AP group 1. The AP group 5 will be created and its configuration wil be the same as AP

group 1.
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O B Goup Hame Harchware Type Operstion

0l 1 Defaut Q- Ay tetty Cogny gy
L5 Defa 17 - WIWFIADCIR4. 5, Irdoor Dual Radio adn, bi'gin sty Cogy Apphy
Bl

Horral Attribate

o —

Hardware Type [0 ey

Load Bafance Termplate eV ] (]

08 | Canosl

2. Click “modify” on the right of AP group 5 to modify this AP group. Click “copy” on the

right of AP group 1. The AP group 5 will be modified and its configuration is the same as
AP group 1.

O 0 Group Hame IHarcteare Type Operation

El 1 Default - Aevy ety Cogny Apgy

O 5 Defaut 17 - WAPTIDCIR4, 51, tndaor Dusl Radio a/n, bigin paceie Copr Apgly

Bl

Mormal Atkribarte

[ 5 |

Hardware Type [0 ey

Load Bafance Termplate eV ] (]

O, | Canosl

6.3 Apply AP Group

Click the “apply” button on the right of the AP group to send the configuration to the
APs. After configured the AP groups, the user must click “apply” to send all configuration
changes to the APs.

Example: click the “apply” button on the right of AP group 5 to send the configuration
to all the APs in AP group 5.

AP Groups

This table lists basic informmation for al AP grous. Chck "Mew” to create mone &P grous or didk “Wodiy” 1o dharge settings for existing &P grougs. Qidk “Copy’”
AP group Cidk Aol o apply the information ba all AP in the 4P group.

O Ib Group Mame Herdware Type Operation

O 1 Defaur 0~ Ay Socily Copy Sk

0 7 Defau 17 - WIFLSOCIR. 51, Inchor Duai Radha a/n, bvigin Mockly Copy Sgrh

[J 5 Defair 17 - WEP1IDC|R4. 5], Incloar Dol Padio a/n, big/n Moy Copy Sopky

Hewy
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Chapter 7 Security Authentication

Security authentication module includes radius configuration and LDAP configuration.
The radius configuration includes global configuration, radius authentication server
configuration, radius accounting server configuration, radius group manage and radius
configuration.

7.1 Radius Configuration

7.1.1 Global Configuration

Before using the radius authentication and accounting service, configure an
accounting server and an authentication server first. The server configuration is viewed in
the next section. After configured the accounting and authentication servers, select the
radius authentication status box to enable the radius function; it corresponds to the
command of “aaa enable”. Select the radius accounting status box to enable the radius
accounting function; it corresponds to the command of “aaa-accounting enable”.
Configure the key in the radius key box and it corresponds to the command of
“radius-server key’. The key must be the same as the one of the radius server for
authentication. Configure the address which is used alternately between AC and radius in
the radius NAS IPV4 and radius source IPV4 boxes. The configuration of NAS IP
corresponds to the command of “radius nas-ipv4” and the radius source IPV4
corresponds to the command of “radius source-ipv4”.

Example: Enable the radius authentication and accounting server and configure the
radius key as test. The NAS IPV4 and source IPV4 are both 10.0.0.250:

Radius Configuration
Global Configuration

Radius Authentication Status

Radius Accounting Status

Radius Key test
Radius NAS IPV4 10.0.0.250
Radius Source IPV4 10.0.0.250

After configured, click “submit” to same the configuration.
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7.1.2 Radius Authentication Server

Configuration

The radius authentication configuration corresponds to the command of
“radius-server authentication host” and it can configure the address of the authentication
server.

Example: Configure the server IP address as 10.0.0.15. The server port can be left
blank, and it will use the default value. Select the primary authentication server as below:

Radius Authentication Server Configuration

¥ Radius Authentication Server Configuration Authentication Server Port{optional) Primary Authentication Server

Server IP Address [10.0.0.15 suthentication Server Port (optional)  Primary Authentication Server

Click “add” to complete it as below:

Radius Authentication Server Configuration

O Radius Authentication Server Configuration Authentication Server Port{optional) Primary Authentication Server
=} 10.0.0.15 1812 yes
server IP Address authentication Server Port [optional]  Primary Authentication Server O Delete

The default authentication server port is 1812. If removing a server, select it first and
then click “delete”. Before deleted the last authentication server, the radius authentication
server must be disabled first. Click “submit” to save the configuration.

7.1.3 Radius Accounting Server Configuration

The radius accounting configuration corresponds to the command of “radius-server
accounting host” and it can configure the address of the accounting server.

Example: Configure the accounting server IP as 1.2.3.4. The server port can be left
blank, and it will use the default value. Select the primary accounting server as below:

Radius Accounting Server Configuration

[F] Radius Accounting Server Sonfiguration Accounting Server Port{optional) Primary Accounting Server

sccounting Server 1P |1.2.3.4 sccounting Server Port (optional)  Primary Accounting Server

Click “add” to complete it as below:

Radius Accounting Server Configuration

] Radius Accounting Server Sonfiguration Accounting Server Port(optional) Primary Accounting Server

a 1.2.3.4 1813 Wes

The default accounting server port is 1813. If removing the accounting server, select it
first and then click “delete”. Before deleted the last accounting server, the radius
accounting server must be disabled first. Click “submit” to save the configuration.

Accounting Server 1P Accounting Server Port (optional]  Primary Accounting Server [

7.1.4 Radius Group Manage

The radius group manage corresponds to the command of “aaa group server radius”.

7-2



Basic Management Configuration Chapter 7 Security Authentication

It can configure multiple radius groups.
Example: Configure two radius groups of wlan1 and wlan2. Input the group name in
the radius group name box and click “add” to complete it as below:

Radius Group Manage

] Radius Group Name
] wlan1
] wlan2

7.1.5 Radius Configuration

Radius configuration will bind the radius server address to the radius group. Multiple
radius addresses can be bound to each group name but each radius address only can be
bound to one radius group.

Example: Bind the 10.0.0.15 server to wlan1 and bind 1.2.3.4 server to wlan2.
Choose the configured radius group in the radius group names and choose the server
address in the radius server IP drop-down box. Click “add” to complete it.

Radius Configuration

O Radius Group Name Radius Server IP
O wlan1 10.0.0.15
O wlan2 1.2.3.4

After configured, click “submit” to save the configuration.

7.2 LDAP Configuration

LDAP configuration corresponds to the command of “ldap server + subsequent
configuration” and it is mainly used as the portal authentication server and user
management server. The main configuration items include server IP address, server port,
basic DN, user attribute, user object type, authentication mode and filter condition. The
server IP address is the LDAP server IP address, the server port is the LDAP server port
and the default port is 389. The basic DN is the base DN that a user wants to find on the
LDAP server. The user attribute is the user attribute on a LDAP server. The user object
type is the type of the LDAP server. The authentication mode includes simple and
anonymous authentication; the simple authentication needs the user name and password.
The filter condition is the additional condition for configuring user authentication.

Example: Configure the LDAP server 1 and its address is 192.168.1.10, the port is
389, DN is abcd, the user attribute is cn, the user object type is abc, the authentication
mode is the simple authentication, the user name is wlan, the password is 123456, and
the filter condition is inetUserStatus=Active.
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LDAP Configuration
[0 ID Server IP Address  Server Port Basic DN User Attribute  User Object Type  Authentication Mode Filter Condition  Operation

Hew

D 1 (1~8)
Server [P Address 192.168.1.10

Server Port 389 [1~65535)
Basic DN abed

User Attribute cn

User Object Type abc

Authentication Mode luthentication %

User Mame wilan [1~54]
Password 123456 [1~32)
Filter Condition inetUserstatus=Active

Click “OK” to confirm it, the configuration will be saved as below:

LDAP Configuration

O IDServer IP Address Server Port Basic DN User Attribute User Object Type Authentication Mode  Filter Condition Operation
O 1 192.188.1.10 389 de=den cn abc Authentication inetUserStatus=Active  Modify

After configured, select the “modify” on the right to modify the configured LDAP server.
To delete the configured LDAP server select the “delete” button.
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Chapter 8 Discovery

8.1 L3/IP Discovery

8.1.1 Enable/Disable L3/IP Discovery

Click the WLAN configuration->Discovery->L3/IP discovery, and then click “enable”

and select the “submit” button. To disable the feature, uncheck the enable box.
L3/IP Discovery

Enable

[F] IP Address

8.1.2 Add IP of L3/IP Discovery

Add in the IP address in the IP address box and click “add” to include it in the
discovery list.

IP Address 10.0.0.1 Add| | Delete |

8.1.3 Delete IP Address from L3/IP Discovery List

Select the IP address which needs to be deleted, and click the “delete” button and

confirm it. The IP address will then be deleted.

O IP Address

O 10.0.0.1

10.0.0.2

IP Address |Add | | Delete |

8.2 L2/VLAN Discovery

8.2.1 Enable L2/VLAN Discovery

Click the WLAN configuration>Discovery=>L2/VLAN discovery, and then click

“enable” and select the “submit” button.
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L2/VLAN Discovery

Enable

8.2.2 Add VLAN of L2/VLAN Discovery

Add the VLAN id in the VLAN box and click “add” to include it in the discovery list.

O VLAN

VLAN 1ﬂ| ‘Add‘ ‘ Delete ‘

8.2.3 Delete VLAN from L2/VLAN Discovery List

Select the VLAN which needs to be deleted, and click the “delete” button and confirm

it. The VLAN will then be deleted.

O VLAN
O 10 -

O 20 - VLAN0020

VLAN |Add | | Delete |
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Chapter 9 Provisioning

Click “WLAN configuration->provisioning” to enter into the provisioning page.
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AP provisioning specifies the AP provisioning options which can be controlled from
the AC. It can provision an AP which was added into the cluster and it can also provision
an AP which is not added in the cluster (AP provisioning). Appoint an AC for an AP on the

Controller, the certificate that they need to authenticate will be transmitted in the cluster

automatically.

Example: Click “modify” button of the AP which needs provisioning and choose the
new primary IP address and new backup IP address; and then click “submit” to complete it.
Choose the AP which needs provisioning and click “deploy”.

Notice: the AP with successful provisioning can be associated with the AC after

restarting.
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AP Provisioning
*-Only unmanaged APs can be deleted.

Unmanaged AP Reprovisioning Mode @
[0 MAC Address(*)-Managed IP Address Primary IP AddressBackup IP Address New Primary IP Address New Backup IP AddressStatu:
O* 00-03-0f-26-17-¢0 50.1.1.1  20.1.1.1 20.1.1.1 Succe
Modify

MAC Address 00-03-0f-26-17-c0

IP Address 50.1.1.1

Primary IP Address 20.1.1.1

Backup IP Address

New Primary IP Address 20.1.1.1 |»

New Backup IP Address nene (v

9.2 Switch Provisioning

Switch provisioning adds the AC controller into the cluster. This AC needs to get the
certificate of all other ACs in the cluster; and every AC in the cluster also needs to get the
certificate of all corresponding AC’s.

Example:

1. Choose the switch provisioning and click “submit” to enable this function.
Switch Provisioning

Switch Provisioning

2. Input 20.2.2.2 (the IP address of the AC which needs to be added in to the cluster)
in the switch IP address box of the switch certificate request and click “start’. The

certificate request will start. Click “refresh” to view the status.
Switch Certificate Request

Switch IP Address

Switch Certificate Request Status

3. Input 20.2.2.2 (the IP address of the AC which needs to be added in to the cluster)
in the switch IP address box of the switch provisioning and click “start’. The provisioning
will start. Click “refresh” to view the status.

Switch Provisioning

Switch IP Address 20.2.2.2

Switch Provisioning Status

Requested, Refresh

9.3 Mutual Authentication

The mutual authentication can be enabled to avoid an unknown device joining the

cluster. This function will only allow a device with a valid certificate to authenticate and join
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the cluster by issuing the X.509 certificate.
Example:

1. Choose “network mutual authentication mode” on-off and click “submit” to enable
this mode. Click the “refresh” button to view the status of the last network mutual
authentication.

Mutual Authentication

When AC or AP has added to the wlan, Mutual authentication offer sucerity.
Network Mutual

Authentication Mode
Network Mutual Authentication Status In progress

2. Click “start” button of regenerate X.509 certificate to start regenerating the

certificate. Click “refresh” button to view the process of the AC authentication
regeneration.

Notice: The certificate is only produced one time; the status will turn back to the “not
started” status after it has been created.
Regenerate X.509

Certificate

Regenerate X.509 Certificate Status
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Chapter 10 WIDS Security

Click WLAN Security->WIDS security to enter into the WIDS security configuration

page which including 3 sections: AP configuration, client Configuration and a black/white

list. Every module occupies one separate section and they can be used to configure the

WIDS AP configuration, WIDS client configuration and black/white list.
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Click AP configuration->WIDS AP configuration to choose enable or disable to the

available options listed below.
AP Configuration
WIDS &P Configuration

Administrator configured rogue AP Enable

Managed SSID from a fake managed AP

Fake managed 4P on an invalid channel [Dimanae ]

Invalid SSID from a managed AP

Standalone AP with unexpected configuration [pizanie v

AP De-Authentication Attack Lifetime(seconds) {60 ta 3600)

Rogue Detected Trap Interval (seconds) {60 0 3500,0 - Disable)

Wired Network Detection Interval (seconds) [1 to 3600,0 - Disable)

Managed SSID from an unknown AP [pizanle v
AP without an $SID
Managed SSID detected with incorrect security [picaute ]
AP is operating on an illegal channel
Unexpected WDS device detected on network [vicante |
AP De-Authentication Attack
OUI Database Mode [Fom |
Unmanaged AP detected on wired network [izsuie ]

= Administrator configured rogue AP—enables the rogue AP detection configured

by the administrator.

= Managed SSID from a fake managed AP—enables/disables the illegal Vendor

filed detection in Beacon frame.

= Fake managed AP on an invalid channel—enables/disables the detection that the
Beacon frame of the managed AP is received from the invalid channel.
= Invalid SSID from a managed AP—enables/disables the detection of managed AP

sending the invalid SSID.

= Standalone AP with unexpected configuration—enables/disables the detection of

standalone AP with unexpected configuration.

= AP de-authentication attack lifetime

(seconds)—configures the AP

de-authentication attack lifetime and the default value is 600 seconds.
= Rogue detected trap interval (seconds)—the default value is 300s.
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=  Wired network detection interval (seconds)—configures the shortest waiting
interval of every detection and the default value is 60s.

= Managed SSID from an unknown AP—enables/disables the detection of the illegal
AP imitating the lawful SSID.

= AP without an SSID—enables/disables the detection that no SSID field in Beacon
frame.

= Managed SSDI detected with incorrect security—enables/disables the detection
that AP uses the incorrect security authentication mode.

= AP is operating on an illegal channel—enables/disables the detection that the
Beacon frame of managed AP is received on the illegal channel.

= Unexpected WDS device detected on network—enables/disables the detection of
an AP that is working in the WDS mode.

= AP de-authentication attack—enables/disables the rogue AP mitigation function.

= OUI database mode—configures the OUl database mode used in OUI legality
detection.

= Unmanaged AP detected on wired network—enables/disables the detection of the
unmanaged AP accessing the wired network.

10.2 Client Configuration

Select the client configuration->WIDS client configuration page to configure this
section as listed below.

Knowm Client Database Lookup Method = Knowm Client Database Radius Server Hame

Rogue Detected Trap Interval(seconds) 60 10 3600,0 - Disable) De-Authentication Requests Threshold Interval (reconds) 110 3600

Authentication Requests Threshold Interval Greconds) ko 110 3600

1 0 3600}

{1 to 3600}

De-Authentication Requests Threshold Value

Authentication Requests Threshold value 10 Probe Requests Threshold interval Geconds) ko

Probe Requests Threshold Value 120 Association Requests Threshold Interval {seconds)

Arrociation Requerts Threthold valus 10 g {110 3600}

19 (1 o ¥%¥39) 5 [SRCRE ]

Dymamic BlackList Mede s ¥ Dynamic BlackList Life Time(econd:) 160 10 3600}

= Not present in OUI database test—enables/disables the OUI legality detection.

= Configured authentication rate test—enables/disables the authentication requests
frame flood attacks detection.

= Configured de-authentication requests rate test—enables/disables the
de-authentication requests frame flood attacks detection.

= Configured disassociation rate test—enables/disables the disassociation requests
frame flood attacks detection.

= Authentication with unknown AP test—enables/disables the detection of lawful
client associating with an unknown AP.

= Known client database lookup method—configures the method of the known client
database lookup and it includes two methods of local and radius.

= Dynamic blacklist mode—enables/disables the dynamic blacklist function.

10-2



Basic Management Configuration Chapter 10 WIDS Security

= Not present in known client database test—enables/disables the detection of the
Known Client Database judging illegal.

= Configured probe requests rate test—enables/disables the probe requests frame
flood attacks detection.

= Configured association rate test—enables/disables the association requests
frame flood attacks detection.

= Maximum authentication failures test—enables/disables detection of the
maximum failed authentication.

= Client threat mitigation—enables/disables the Known Client protection function.

10.3 Known Client

Select the known client configuration page to configure the MAC authentication mode

and add, delete or modify the black and white list.
Known Client

MAC Authentication Mode hiterlist v

0O MAC Description Authentication Action Operation
O 00-0d-0a-30-9a-6a Global Action Modify
MAC

Description

Authentication Action Slobal Action v | Add  Delete

10.3.1 MAC Authentication Mode

Select the known client->MAC authentication mode to choose the white or black list

as the MAC authentication mode of known client.

MAC Authentication Mode ILadirlint w Ip_.

Configure the MAC authentication mode as black-list and click “submit” to complete it.

MAC Authentication Mode MhiteTist

Configure the MAC authentication mode as white-list and click “submit” to complete it.

10.3.2 Black/white List Configuration

Select the black/white list configuration page to input the client MAC, description,

authentication action and click “add” to complete the configuration.

MAC 00-00-00-00-00-01
Description abed
Authentication Action Global Action v | Add  Delete
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=  MAC—client mac

= Description—the client description information

= Authentication action—includes global action, grant and deny. When the

authentication action is configured as grant or deny, the client will be granted or
denied no matter the authentication mode. Only when the action is configured as
global action, the MAC authentication mode will be effective, it will be denied in the
black-list, but will be granted in the white-list.

Example:

1. Input the client MAC as 00-00-00-00-00-01 and input the description as abcd.
Choose the authentication action as grant and click the “add” button to complete the
configuration;

2. Select the added black or white list and click “delete” button to complete the client
deletion. Select the single box of MAC and click “delete” to delete all the clients
information of the current page;

3. Click “modify” of 00-00-00-00-00-01 to modify the client description, authentication

action. Click “submit” to apply it. The MAC address itself cannot be modified.
Known Client

MAC Authentication Mode Mg .. Shanlt '_
MAC Description Authentication Action Dperation
000 - 00+ 00- 01 abed Global Action Madify

MAC

Duscription acd

Authentication Action Frast v Submit Delete
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Chapter 11 Captive Portal

Click WLAN configuration -> Captive Portal to enable the Captive Portal configuration

page.
E: e wivin e Loofiguraton  Logout

Captive Poital Giobal Conlfguration

Erabis ]

Cmratieal Hahe Trmbierd

Trwitzin Pieopory B Dhalbivs

st abion Thom alansral FovE gl Rt

M el MATHI R Rl Wdeinal e '|..l|- | e, (Hliey

S Haee e =l I e s

e W
o R
o s AT
v Erp . et i
F sz Pegouros Dorriguraiion

1 Peew Resancs O Snrcy P e Levmramar. P Warm Leogrs O
T s D : Jii-Eh
e B Eeek e v T W 1100
L a0 A I—fﬁl‘h T (L ke RREEE iy

11.1 Global Configuration

Select the single box to enable the captive portal function in global mode; cancel it to
disable this function. This function includes the captive portal function on AC and AP.

Enable Captive Portal
CP Global Operational Status Enabled

11.2 Captive Portal Authentication Type

Captive Portal authentication type includes external portal and internal portal. Click
“internal” or “external” to choose the captive portal authentication type as below:

Captive Portal Authentication Type ©External  Clnternal

11.3 Portal Server Configuration

Portal server configuration can add or delete the portal server name, IP address, port
and the server key.
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Server name—the name of the appointed portal server

IP address—the IP address of the Portal server

Port—the port which is monitored when the Portal Server receives the packet. It
needs to be configured according to the actual monitored port. The monitored port
of DCSM is 50100 and it is 2000 for the CITY-HOT portal server monitored port.
Server key—configures the portal server authentication key.

Example:
1. Configure the portal server name as wlan_portal, input the IP address as

192.168.10.2, and the port is 8080, the server key is test. Click “add” to complete the
configuration.
2. Select the portal server which needs to be deleted and click “delete”.
Server Name wilan-portal
IP Address 192.168.10.2
Port 8080 (0-65535)
Server Key test
3. Click “modify” on the right of the portal server of wlan_portal to modify the IP address,
port and server key. The server name cannot be modified.
O  Server Name IP Address Port Server Key Operation
O wlan-portal 192.168.10.2 8080 test Modify

Server Name

IP Address

Port

192.168.10.2

8080 (0-65535)

Server Key test

11.4

Free Resource Configuration

Free-resource function is used to control the access of the resource in the captive
portal module. By configuring this rule, it allows a specific client to access a specific

network resource directly without the portal authentication.

Free Resource ID--Free Resource rule number, the range is from 1 to 32.

Source IP/Mask length—the source IP address field in the rule and the length of
its mask

Destination IP/Mask length-- the destination IP address field in the rule and the
length of its mask

Example:
1. Input the Free Resource ID as 1, fill in the source IP/Mask length as 192.168.1.100/24

and

fill in the destination IP/Mask length as 10.1.1.0/32. Click “add” to complete the

configuration.
2. Select the Free Resource rule which needs to be deleted and click “delete”.

Free Resource ID 1 (1-32)
Source |IP /Mask Length 192.168.1.100/24
Destination IP /Mask Length 10.1.1.1/32
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3. Click “modify” on the right of the Free Resource ID to modify the source IP/Mask
length and the destination IP/Mask length. The Free Resource ID cannot be modified.

O Free Resource ID Source IP/Mask Length Destination IP/Mask Length Operation

O o1 192.168.1.100/24 10.1.1.1/32 Modify
Free Resource ID {1-32)
Source IPfMask Length 192.168.1.100/24

Destination IP /Mask Length 10.1.1.1/32

11.5 MAC Portal Configuration

The MAC Portal function is used for specific users on the network. The administrator
can configure these users to allow them to connect using only a MAC address. This
process allows the user to skip the authentication portal.

Click Captive Portal->MAC Portal configuration to add or delete the MAC address of
the MAC Portal user.

Example:
1. Input the MAC Portal user MAC as 20-7c-8f-7¢c-8f-64 and click “add” to complete it.
2. Select the MAC portal user MAC which needs to be deleted and click “delete” to

complete it.
MAC Partal Liser Mac 107857 064 || Add || Delete |
O MAC Portal User Mac
O 00-00-00-00-00-01
MAC Portal User Mac 00-00-00-00-00-04

11.6 Portal Instance Configuration

= Instance ID—configures the Captive Portal ID, the range is from 1 to 10 and the
system supports 10 CP configurations max.

= instance name—appoint a CP name

= Enable—To enable the CP page

= Enable Mac-Portal—To enable the Mac compatible CP

= Protocol mode—the protocol mode that the CP supports, it includes HTTP and
HTTPS.

= Authentication method—it includes two methods of the authentication based on
MAC and the authentication based on MAC and IP.

= Additional HTTP port—configures the additional http port, it does not include 80
and 443. 0 is the default value and it means that there is no additional HTTP port
and it adopts the default 80 port.

= Auth mode—configures the authentication mode that the CP supports and it
includes RADIUS, LDAP and NONE.

= Radius auth server—appoints the radius authentication server which will be used.

= Radius accounting server-- appoints the radius accounting server which will be
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used.

Radius accounting update interval (secs)—configures the updating interval of the
radius accounting.

IPv4 Portal server—appoints the IPv4 portal server which will be used.

IPv6 Portal server-- appoints the IPv6 portal server which will be used. The IPv6
portal server cannot be configured on web currently.

Free Resource—binds the free-resource rule for the CP.

Idle timeout (secs)—the idle timeout of CP. 0 is the default value and it means that
there is no time limitation.

Session timeout (secs)—the session timeout of CP. 86400 is the default value and
0 means that there is no session limitation.

Max up bandwidth (bytes/sec)—configures the max up bandwidth of the user. The
default value is 0 and it means that there is no bandwidth limitation.

Max down bandwidth (bytes/sec)—configures the max down bandwidth of the
user. The default value is 0 and it means that there is no bandwidth limitation.
Max transmit bytes—configures the max bytes that the user allows sending. The
default value is 0 and it means that there is no byte limitation.

Max receive bytes—configures the max bytes that the user allows receiving. The
default value is 0 and it means that there is no byte limitation.

Max total bytes—configures the max bytes that the user allows sending and
receiving. The default value is 0 and it means that there is no byte limitation.
Listen packet port—configures the port which is listened when portal server
receives the packet.

Example:
Click “add” button and input the CP ID, CP name. Enable the captive portal
configuration and choose the authentication mode, etc. Click “OK” to complete the

1.

creation.

Click the “modify” of wlan_CP to modify its configuration.

Choose the added CP and click “delete” button to delete it.
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I CP Hame CP Mode Protocol Mode Yerification Operation
1 wilan £P Enable HTTPS BaADILS Hadify
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Chapter 12 Config Push

Click “WLAN configuration->advanced config->config push” to enter into the config
push page which includes two modules: config push and config push option. The other
AC'’s in the cluster will be listed here. You can select which AC to push the configuration to,

and set the different options for each.

12.1 Config Push

The module of config push shows the IP address of an AC in the cluster. One AC can
be chosen to run the “config push”; or all the ACs in the current cluster can run the “all

push”.

ConfigPush | | AllPush
The IP addr in the figure means the peer switch; the configuration can be pushed to
these two switches.
If there is no other switch in the cluster, the “IP addr” bar is empty. This function will

only work with more than 1 AC.
Config Push
IpAddr

ConfigPush | | AllPush

12.2 Config Push Option

Used to configure the configuration transferred by the config push option. Every
option is hidden by default. Click “config push option” to open it and click “hide push

option” to auto hide the options.

Config Push Option

After selecting the “config push option”, click each option button and select “enable”

or “disable”.

121



Basic Management Configuration Chapter 12 Config Push

Config Push Option

Global Enable v
Discovery Dizable
Channel/Power Enable v
AP Database Enable w
AP Profile Enable v
Known Client Enable v
Captive Protal Enable v
Radius Client Enatle v
QoS Acl Enable +
QoS Diffserv Enatle v
WDS Group Enable v
Device Location Enable v

Click “submit” and the configuration will be saved.
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Chapter 13 AP Image Upgrading

13.1 AP Image Auto Upgrade

The automatic upgrading can load the AP firmware version to the flash of the AC.
When another AP is connected and discovers the new firmware version, it will download
the new file.

Configure the AP image auto upgrade:

1. Choose AP auto upgrade mode and click “submit” to start the AP image auto

upgrade:
AP Image Auto Upgrade

AP Auto Upgrade Mode v Submit

2. Choose AP image type as below:
AP Image Type 1

When view the table for hardware type supported by Image type, click the following

content to view it:

The Table for AP Hardware Type Supported by Image Type

3 Add the AP Image URL.
Add the AP image URL in the box as below:

AP Image URL(flash: /file name)  flash:/upgrade_2_0_3|| Add | | Delete |

Click “add” as below:

¥ AP Image Type AP Image URL Operation
O 1 flash: fupgrade_2_0_3_39.tar Modify

Click “modify” to modify the AP image URL; to remove it, click on the delete button.
4. Click “integrated AP image availability table” list to view the configured AP image.

13.2 AP Manual Upgrade Configuration

The AP manual upgrade configuration means the process of updating the firmware is
done by the user. The ability to select and upgrade a specific AP is available here.

1. Add the AP Image URL to start the configuration as below:

13-1



Basic Management Configuration Chapter 13 AP Image Upgrading

AP Manual Upgrade Configuration
O AP Image Type AP Image URL Operation

s

Click the “add” and the options will be listed below:

Hew
AP Image Type !l
Server Type LG4

FTP username
FTP password
Server Address
File Path

File Name

l OK H Cancel ‘

Click “AP Image Type” box to choose the image type; user can choose FTP or TFTP

for the “server type”. The configuration of choosing FTP server is shown below:

New

AP Image Type e

Server Type FIF |

FTP username admin

FTP password 111111

Server Address 10.0.0.115

File Path

File Name R4_R5_2_0_3_39.tar

l OK H Cancel I

The FTP username and password should be correct; the file name and the server
address should also be verified. Enter the file location into the file path and include the
filename with .tar.

1 AP Image Type AP Image URL Operation
01 ftp: //admin:111111@10.0.0.115/ 7 79XX_R4_R5_2_0_3_39.tar Modify

The configuration of choosing TFTP server is shown below:
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New

AP Image Type !

Server Type TEIY |34

Server Address 10.0.0.115

File Path

File Name R4 R5 2 0 3 39.tar

Configure the server address and file name. If the file is in the server root directory, it
cannot be written. If it is not in the root directory, the file name should be entered and click

“OK” to complete this configuration.

AP Manual Upgrade Configuration

[1 AP Image Type AP Image URL Operation
01 tftp://10.0.0.115//R4_R5_2_0_3_39.tar Modify

If user wants to delete or modify a configured AP image URL, select it and then click
“delete” or “modify” to modify it.

2. After configured the AP Image URL, configure the group size and image download
type as below:

Group Size(1 to 48) 1

Image Download Type all images [

Managed AP
00-03-0f-03-66-00

Start Manual Upgrade ‘ l Abort Manual Upgrade

= Group: it means the number of AP in each upgrading
= Image downloaded type: upgrade the AP with the specific img type each time. The
img type includes none, 1~5 and all images.
The “none” means to upgrade only one AP; the “all images” means to upgrade all the
types of image; other options means to upgrade the specific type of image.

3. Click “start manual upgrade” button to start the AP upgrading; click “abort manual
upgrade” to stop it.
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4. After upgrading, show the AP upgrading status as below:

Global 5tatus Code Transfer In Progress

Download Count 1

Success Count 0

Failure Count 0

Abort Count 0

Managed AP Location Status Software Version
00-03-0f-03-66-00 Code Transfer In Progress 2.0.3.42

After upgrading, it will show the successes upgrading as below:

Succed
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Chapter 14 Load Balance

Click “WLAN configuration->advanced config->load balance” to open up the load

balance configuration page.

14.1 Create Template

The load balance template 1 exists and it is disabled by default. It cannot be removed,
it can only be modified.

There is the “new” button on the bottom left corner on the page. Click it to configure
the new load balance template. The new ID cannot be the same as the existing ID:

Hew

D 2 (1-16)
Load-balance Mode O Disable ession CTraffic
Session Window 15 {1-256)
Session Threshold 4 (1-8)
Traffic Window{Mbps) 60 {1-100)
Traffic Threshold{iMbps) 20 {(1-100)
Load-balance Denial Threshold 3 v

The load balance includes “session” and “traffic”. These two modes correspond to the
two parameters in this section.

The session mode allows the AC to limit users based on the number of users
currently connected. Traffic mode allows the AC to limit user connections based on the
current bandwidth usage.

“load-balance denial threshold” means the number of times the AP can refuse a client
before receiving its association request.

The AC will decide to allow the client association according to the number of the
clients in the current WLAN system, it will also monitor the load on the radio interface of
the local AP. When the load exceeds the maximum value, it will send a trap to the network
management device. The AC can control the number of clients according to the total
number when they connect, it can also release the clients when it discovers these clients
exceed the maximum value.

14.2 AP Profile Associated Load Balance Template

After creating the load balance template, it needs to be added to the AP profile, and
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issue the configuration to the AP.
Click “WLAN configuration->AP Group Management” to find the group ID (AP profile)
which needs to be bound to the load balance template, and click the “modify” button.
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Find the “load balance template” in the modification page and choose the template ID
created before from the drop-down list; save the modification.

After modified, click “apply” on the right of that group ID to issue the parameters to
one or more APs which use this group ID.

14.3 Delete Load Balance Template

Choose one or more templates from the list in the load balance page and click
“delete” button.

A template which is in use by an AP group cannot be deleted. Please release the
association with AP in the “AP management” page first; and then delete it.

Template 1 cannot be deleted.
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Chapter 15 Time Limit Policy

The time limit policy is used to configure the user on-line time including network time
limit configuration and radio time limit configuration. The network time limit configuration is
based on the network and it limits clients access to the network by disabling VAP. The
radio time limit configuration is under the radio and it limits clients to access the network
by disabling the radio. These two policies both include the cyclical policy and UTC policy.
The cyclical policy is used to configure the time of one day or the week, for example, stop
the network access from xx : xx to xx : xx. The UTC policy is used to configure the detailed
date, for example, allow or stop the network access from xx : Xx on xx xx, XXxx to XX : Xx
0N XX XX, XXXX.

15.1 Network TimeLimit Configuration

Click the network ID and choose to configure the timelimit policy under the network
which needs to be accessed, configure the start and end time of the cyclical policy. In the
“weekday”, user can choose “every day’ or the detailed weekday. After configured, the
network cannot be accessed every day or on that weekday. In the UTC policy, the start
and end time should be configured as the detailed time. The network status includes “up”
and “down”, it means to enable or disable the VAP that the network corresponds to in this
time.

Example:

Configure the network 1 to limit the network access from 8:00-18:00 every day.

Network TimeLimit Configuration

Network ID !~ = b

¥ Start Time End Time Weekday Network Status

Cyclical Policy:

Start Time  8:00 End Time [18:00 Weekday Everslay |v| Add

Click “add” to complete it.

ol Start Time End Time Weekday Network Status
0 08:00 18:00 EveryDay Down
Example:
Configure the network?2 to access the network from 9:00 on May 13, 2013 to 18:00 on
May 18, 2013.
UTC Policy:
Start Time  2013-5-13 9:00 End Time |2013-5-18 18:00 Network Status (%> [v]Add
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Click “add” to complete it.

Network ID |1~ =d _

0O  Start Time End Time Weekday Network Status

0 2013-05-13 09:00 2013-05-18 18:00 Up

Cyclical Policy:

Start Time End Time Weekday Ereryley [v|Add
UTC Policy:

Start Time End Time Network Status [2e [v] Add

Choose the configured policy and click “delete” button to delete the policy.

15.2 Radio TimeLimit Configuration

Click “AP group ID” to choose to configure the policy under this AP group. Click “radio
ID” to choose the radio which needs to be configured. The cyclical policy configuration
means to disable this radio for limiting the network access in this time. When configuring
the UTC policy, the user can choose “up” or “down” for the radio status. This will enable or
disable the radio.

Example:
Configure a policy to turn off radio 1 under the profile 1 from 8:00 to 12:00 every

Monday.
Radio TimeLimit Configuration
AP Group ID 1 - Default | Radio ID L - 802 Libfgin [v
¥ Start Time End Time Weekday Radio Status
Cyclical Policy:
Start Time 8:00 End Time 12:00| Weekday EversDey v Add

Click “add” to complete it.

Radio TimeLimit Configuration
1 - 802 11b/g/n v

AP Group ID L= Defodlt | Radio ID
¥ Start Time End Time Weekday Radio Status
O 08:00 12:00 EveryDay Down
Example:

Configure the radio 1 status under the profile1 as “up” from 8:00 on May 13, 2013 to
8:00 on May 14, 2013.

UTC Policy:
Start Time 2013-5-13 8:00 End Time 2013-5-14 8:00 Radio Status [z Tv]Add

Click “add” to complete it.
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Radio TimeLimit Configuration

AP Group ID 1 - Defeult | Radio ID 1o a2 dlb/ela v

O  Start Time End Time Weekday Radio Status

0O 2013-05-13 08:00 2014-05-14 08:00 Up

Cyclical Policy:

Start Time End Time Weekday  [freods (v|Add

UTC Policy:

Start Time End Time Radio Status [low [+]Add

Choose the configured policy and click “delete” button to delete the policy.
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Chapter 16 Organization Unique
Identifier (OUI)

16.1 Add OUI

Click WLAN configuration>advanced config>OUI; add the OUI value in the box and
the format is xx-xx-xx. Add the OUI description in the second box and click “add” button

as below:
oul

O 0OUl Value OUI Description

OUI Value OUI Description Add

16.2 Delete OUI

Click WLAN configuration>WLAN advanced config=>OUI; select the OUIl which

needs to be deleted and click “delete” button as below:

o
(| CLA Ve 10U Deescripptiion
a 00-00-01 ran

0 o000 off e

Ol Vol | ot Desaription | et
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Chapter 17 Trap and Syslog

Click “WLAN configuration->advanced config->trap and syslog” to enter into the trap

and syslog configuration page for the SNMP and syslog configuration.

17.1 SNMP Traps

Before enabled SNMP trap, configure the SNMP management to enable the on-off
function.

In the tab of management->SNMP configuration->SNMP management, select “open”
for the SNMP agent state and click “apply” to enable the SNMP management on-off.

SHMP management

SHMP Agent state Open W
EMOM state Cloze w
Trap state Close w
SecurityIP state Cloze w

17.1.1 Wireless Global Traps

In the section of SNMP trap configuration, select to enable the wireless global traps

on or off.

Wireless SNMP Trap Configuration

Attention: config related service in [Management]-[SNMP configuration].

Wireless Global Traps Ensble v
Wireless Status Traps Dizeble (v, Wireless Attack Traps Dissble v
AP Failure Traps Disable v AP State Change Traps il 3
Client Failure Traps Dirable v Client State Change Traps Dissble v
Peer Switch Traps Disable [ RF Scan Traps Disable w
Rogue AP Traps Dizebls ¥ TSPEC Traps Dizabls v
WIDS Status Traps Disable +

Click “submit” to save the configuration. Each wireless trap will be effective only after
the wireless global traps on-off is enabled. You can view the configuration on the network

management tab.
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17.1.2 Captive Portal

Enable the captive portal global traps before enabled the rest of the options.

Captive Portal Global Traps Ensble v
Client Authentication Failure Traps Enehle |9 Client Connection Traps Enatle v
Client Disconnection Traps Ensble |4 Client Database Full Traps Enatle v

After configured, select “submit” to save the configuration. You can view the traps

information on the network management tab.

17.2 Syslog Configuration

View the syslog information on the server through the syslog configuration section.

17.2.1 Wireless Syslog Configuration

In the following wireless syslog configuration, select to enable or disable the wireless

syslog on-off:
Wireless Syslog Configuration
AP Failure Syslogs Disable |5 AP State Change Syslogs Disable (4
Client Failure Syslogs Disable | Client State Change Syslogs Di=able v
Peer Switch Sysloas Disable |5 Rogue AP Syslogs Disable (4
TSPEC Syslogs Dizable | WIDS Status Syslogs Disable [
Wireless Status Syslogs Disable |5 Wireless Attack Syslogs Disable ¥

After configured, select “submit’ to save the configuration. You can view the

configured wireless syslog on the syslog server section..

17.2.2 Captive Portal Syslog Configuration

In the captive portal syslog configuration, select to enable or disable each option of

the captive portal syslog.
Captive Portal Syslog Configuration
Client Authentication Failure Syslogs Disable (4 Client Connection Syslogs Disable (4

Client Database Full Syslogs Disable Client Disconnection Syslogs Disable (3

After configured, select “submit” to save the configuration. You can view the enabled

captive portal syslog on the syslog server section.
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Chapter 18 Monitor

Click “monitor” to view the AC, AP, wireless client and the RF scan.
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18.1 AC

Click monitor->AC to enter into the AC monitoring page to monitor the cluster,

status/statistics.

18.1.1 Cluster

Click monitor->AC to enter into the AC monitoring page to view the cluster information
including AC operational status, cluster controller, basic information, global statistics,
distributed tunnel statistics, TSPEC status and TSPEC statistics.
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Wireless Global Status/Statistics

AC Operational Status

Peer Switch Number

Cluster Controller

Total AP
Managed AP

Discovered AP

Connection Failed AP

Maximum Managed AP in

Peer Group

Rogue AP
Standalone AP

Unknown AP

Maximum Pre-
authentication History
Entries

Maximum Roam History
Entries

AP Provisioning Count

RRM Channel Load
History Entries

WLAN Bytes Transmitted

WLAN Bytes Received

WLAN Bytes Transmit
Dropped

WLAN Bytes Receive
Dropped

Distributed Tunnel
Packets Transmitted

Distributed Tunnel
Clients

TSPEC Status

Total Voice Traffic
Streams

Total Video Traffic
Streams

TSPEC Statistics
Access Category
Total TSPEC Packets
Received

Total TSPEC Packets
Transmitted

Total TSPEC Bytes
Received

Total TSPEC Bytes
Transmitted

Total TSPECs Accepted
Total TSPECs Rejected
Total Roaming TSPECs
Accepted

Total Traffic Stream
Roaming Clients

Enable
0

Yes

125
500

500

360

692
140330004

Voice

IP Address

Cluster Controller IP
Address

Total Clients
Authenticated Clients

Maximum Associated
Clients

Rogue AP Mitigation
Count

Rogue AP Mitization
Limit
Detected Clients

Maximum Detected
Clients

WLAN Utilization

Total Pre-
authentication History
Entries

Total Roam History
Entries

Maximum AP
Provisioning Entries

Maximum Channel Load
History Entries

WLAN Packets
Transmitted

WLAN Packets Received

WLAN Packets Transmit
Dropped

WLAN Packets Receive
Dropped

Distributed Tunnel
Roamed Clients

Distributed Tunnel
Client Denials

Total Traffic Stream
Clients

Total Traffic Stream
Roaming Clients

Video
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18.1.1.1 AC Operational Status

The wireless global status in cluster includes AC operational status, IP address and

peer switch number. The IP address is the wireless IP address as below:
Wireless Global Status/Statistics
AC Operational Status Enable IP Address 20.1.1.1

Peer Switch Number 0

18.1.1.2 Cluster Controller

= Cluster controller—shows “yes” or “no”. Yes: means that the local AC is the cluster
controller; no: it means that the local AC is not the cluster controller.

= Cluster controller IP address—the wireless address of the cluster controller.

Cluster Controller No Cluster Controller IP
Address

18.1.1.3 Local AC Information

The AC information includes total AP, managed AP, discovered AP, connection failed
AP and maximum managed AP in peer group etc. it also includes total clients,
authenticated clients, detected clients and WLAN utilization, etc. The detailed information

is listed below:

Total AP 1 Total Clients 0

Managed AP 1 Authenticated Clients 0

Discovered AP 0 M?)amum Associated 3960
Clients

Connection Failed AP 0 D Sl i A0 0
Count

Maximum Managed AP in 132 Rogue AP Mitigation 16

Peer Group Limit

Rogue AP 0 Detected Clients 606

Standalone AP 0 M?)ﬂmum Detected 7920
Clients

Unknown AP 125 WLAN Utilization 0%

Maximum Pre- 500 Total Pre- 0

authentication History authentication History

Entries Entries

Maximum Roam History 500 Total Roam History 0

Entries Entries

AP Provisioning Count 1 Ma)(lfn-u m-AP . 264
Provisioning Entries

RRM Channel Load 0 Maximum Channel Load 100

History Entries History Entries
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18.1.1.4 Global Statistics

The global statistics of the local AC is shown below:

WLAN Bytes Transmitted 8202406 WLAN Packets 73457
Transmitted

WLAN Bytes Received 269004689 WLAN Packets Received 816577

WLAN Bytes Transmit 442659080 WLAN Packets Transmit 81658

Dropped Dropped

WLAN Bytes Receive 0 WLAN Packets Receive 0

Dropped Dropped

18.1.1.5 Distributed Tunnel Statistics

The distributed tunnel statistics of the local AC is shown below:

Distributed Tunnel 0 Distributed Tunnel 0
Packets Transmitted Roamed Clients
Distributed Tunnel 0 Distributed Tunnel 0
Clients Client Denials

18.1.1.6 TSPEC Status

The TSPEC status of the AC is shown below:

TSPEC Status

Total Voice Traffic 0 Total Traffic Stream 0
Streams Clients

Total Video Traffic 0 Total Traffic Stream 0
Streams Roaming Clients

18.1.1.7 TSPEC Statistics

The TSPEC statistics of the AC is shown below:
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TSPEC Statistics
Access Category

Total TSPEC Packets
Received

Total TSPEC Packets
Transmitted

Total TSPEC Bytes
Received

Total TSPEC Bytes
Transmitted

Total TSPECs Accepted
Total TSPECs Rejected

Total Roaming TSPECs
Accepted

Total Traffic Stream
Roaming Clients

Voice

Video

18.1.2 Each AC Status/Statistics

Click monitor->AC to enter into the AC monitoring page to view each AC

status/statistics including AC selection list, basic AC information, AC statistics, TSPEC

status and TSPEC statistics.
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Each AC Status/Statistics

200111
Total AP Count 1 Total Clients 0
Managed AP 1 Authenticated Clients 0
Discovered AP 0 IP Address 20.1.1.1
Connection Failed AP 0 Cluster Priority 1
Maximum Managed AP 2 Distributed Tunnel Clients 0
WLAN Utilization 0% AP Image Download Mode Integrated, Independent
WLAN Bytes Transmitted 360 WLAN Packets Transmitted 1
WLAN Bytes Received 692 WLAN Packets Received 2
WLAN Bytes Transmit 140330004 WLAN Packets Transmit 108301
Dropped Dropped

q 0 WLAN Packets Receive 0
WLAN Bytes Receive Dropped Dropped
TSPEC Status
Total Voice Traffic Streams 0 Total Traffic Stream Clients 0

Total Traffic $tream Roaming 0

Total Video Traffic Streams )
Clients

TSPEC Statistics

Access Category Voice Video
Total TSPEC Packets 0 0
Received

Total TSPEC Packets 0 0
Transmitted

Total TSPEC Bytes 0 0
Received

Total TSPEC Bytes 0 0
Transmitted

Total TSPECs Accepted 0 0
Total TSPECs Rejected 0 0
Total Roaming TSPECs 0 0
Accepted

Total Roaming TSPECs 0 0
Rejected

18.1.2.1 AC Selection List

In the AC IP address selection list, choose the IP address to view the corresponding
AC status/statistics shown below:
Each AC Status/Statistics

20.1. 1.1+

18.1.2.2 Basic AC Information

The basic AC information includes total AP count, managed AP, discovered AP,

connection failed AP, maximum managed AP, total clients, cluster priority, AP image
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download mode and WLAN utilization. as shown below:

Total AP Count 1 Total Clients 0

Managed AP 1 Authenticated Clients 0

Discovered AP 0 IP Address 20.1.1.1

Connection Failed AP 0 Cluster Priority 1

Maximum Managed AP 2 Distributed Tunnel Clients 0

WLAN Utilization 0% AP Image Download Mode Integrated, Independent

18.1.2.3 AC Statistics

The AC statistics is shown below:

WLAN Bytes Transmitted 360 WLAN Packets Transmitted 1
WLAN Bytes Received 692 WLAN Packets Received 2
WLAN Bytes Transmit 140330004 WLAN Packets Transmit 108301
Dropped Dropped
. 0 WLAN Packets Receive 0
WLAN Bytes Receive Dropped Dropped
18.1.2.4 TSPEC Status
The TSPEC status is shown below:
TSPEC Status
Total Voice Traffic Streams 0 Total Traffic Stream Clients 0

Total Traffic Stream Roaming 0
Clients

Total Video Traffic Streams

18.1.2.5 TSPEC Statistics

The TSPEC statistics is as below:
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TSPEC Statistics
Access Category

Total TSPEC Packets
Received

Total TSPEC Packets
Transmitted

Total TSPEC Bytes
Received

Total TSPEC Bytes
Transmitted

Total TSPECs Accepted
Total TSPECs Rejected

Total Roaming T5PECs
Accepted

Total Roaming TS5PECs
Rejected

18.2 AP

Voice

Video

Click monitor->AP to enter into the AP monitoring page to monitor the basic AP

information, details, and the failed authentication AP list. You can also delete a failed

managed AP.

AP
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18.2.1 Basic AP Information

The basic AP information includes MAC address (*)-Peer managed, location, IP

address, AP group, software version, status, configuration status and age as shown

below:
AP

[0 MAC Address(*)-Peer Managed LocationIP Address

00-03-0f-20-80-40
[1 00-03-0f-28-51-8c

AP Group Software VersionStatus Configuration Status Age

192.168.100.12 - Default2.0.3.39 Managed Success 0d:00:00:02
192.168.100.21 - Default1.0.1.42 Failed Not Start 0d:22:15:55
| viewDetail || Delete || Delete All | Refresh |

18-8



Basic Management Configuration

Chapter 18 Monitor

Example:

1. Select the failed managed AP and click “delete” to delete the failed managed AP.

2. Select the “MAC address (*)-Peer managed” and click “delete” to delete all the

failed managed APs.

18.2.2 AP Detail

Click the “view detail” of the monitor->AP page to view the AP detail which includes
managed AP status, radio detail, neighbor APs, neighbor clients, VAP, VAP TSPEC and

distributed tunneling status. Click “view detail” again or click “cancel” button to quit the AP

detail page.

18.2.2.1 Managed AP Status

In the managed AP MAC address selection list, choose the MAC address and view

the corresponding AP status detail. The managed AP status includes IP address,

managing AC, status, configuration status, authenticated clients, CPU usage and TSPEC

status etc. It is shown below:
Managed AP Status

Managed AP Status

00-03-0f-1e-58-60

IP Address 50.1.1.1

IP Subnet Mask 255.255.255.0
Status Managed
Software Version 2.0.3.42

Code Download Status Not Started
Configuration Status Success
Vendor ID AMER NETWORKS
Hardware Type WAP33DC Indoor Dual Radio a/n, b/g/n
Serial Number

CPU Type AR9344-533

CPU Usage(%-30s) "
Memory Size Total(KB) 112672
TSPEC Status

Type Voice
Number of Active Traffic Streams 0
Number of Traffic Stream Clients 0

Number of Traffic S$tream Roaming Clients 0

Managing AC

AC MAC Address

AC IP Address

AP Group

Discovery Reason
Protocol Version
Authenticated Clients
System Up Time

Age

CPU Usage(%-5s5)

CPU Usage(%-5min)
Memory Size Used(KB)

Video
0
0
0

Local Switch
00-03-0f-00-10-00
20.1.1.1

1 - Default

AC IP Configured
2

1

1d:19:11:27
0d:00:00:00

9

10

23820

In the AP MAC address list, choose the corresponding MAC address and click the

“reset” button, a pop-up box will appear, click “Yes” to complete the resetting

¥indows Internet Explorer @

configuration.

?r)f Are wou sure to reset this managed AP?
-

[ ¥es | [ Caticel
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18.2.2.2 Radio Detail

Radio detail includes supported channels, channel, authenticated clients, channel
bandwidth, fixed channel indicator, fixed power indicator, manual channel adjustment
status, manual power adjustment status, WLAN utilization (%), total neighbors and
TSPEC status etc.

Click radio selection button and choose Radio1 and Radio 2 to monitor their status as
shown below:

O 1-off ® 2-B02.11a/n

Radio 1 detail is as below:

@ 1-802.11bfg/n O 2-802.11a/n

Radio Detail

Supported Channels 1,2,3, 4,56, 7,8 %10, 11,12, 13

Channel 11 Authenticated Clients o

Channel Bandwidth 20 MHz Transmit Power 100

Fixed Channel Indicator no Fixed Power Indicator no

Manual Channel Adjustment Status Mot Started Manual Power Adjustment Status Mot Started
WLAN Utilization(%) Q Total Neighbors 3z

Radio Resource Measurement Enable

TSPEC Status

Access Category Woice Wideno
Operational Status Dizable Disable
Number of Active Traffic Streams 0 o
Number of Traffic Stream Clients 0 o
Number of Traffic Stream Roaming Clients 0 o]
Medium Time Admitted o o]
Medium Time Unallocated ] o
Medium Time Roaming Unallocated Q ]

Radio 2 detail is as below:

© 1-802.11b/ g/ ni 2-802.11a/n

Radio Detail

Supported Channels 149, 157

Channel 157 Authenticated Clients 0
Channel Bandwidth 40 MHz Transmit Power 100
Fixed Channel Indicator no Fixed Power Indicator no
Manual Channel Adjustment Status Mot Started Manual Power Adjustment Status Mot Started
WLAN Utilization(%) [ Total Neighbors ki
Radio Resource Measurement Enable

TSPEC Status

Access Category Woice Wideo

Operational Status Dizable Disable

Number of Active Traffic Streams 0 o

Number of Traffic Stream Clients 0 o

Number of Traffic $tream Roaming Clients 0 4]

Medium Time Admitted ] o

Medium Time Unallocated o o]

Medium Time Roaming Unallocated o o]

18.2.2.3 Neighbor APs

AP can detect the surrounding RF real-time including neighboring APs and

neighboring clients. The neighboring APs’ information is as shown below:
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Neighbor APs

Neighbor AP MAC SSID RSSI Status Age

00-03-0f-03-66-10 nd 16 Unknown 0d:22:20:01

00-03-0f-08-09-50 affirm_auto_test7? 7 Unknown 0d:00:15:18

00-03-0f-10-30-50 test_xuwf 3 Unknown 0d:00:35:04

Q0-03-0f-10-30-51 test_xuwf N Unknown 0d:00:04:51

00-03-0f-10-30-52 xuwf1003 32 Unknawn 0d:00:15:18

9 9 9 9

18.2.2.4 Neighbor Clients

12 3

Neighbor AP MAC—detected AP MAC
SSID—SSID of AP network

RSSI—received signal strength indication of AP

The neighbor clients’ information is as shown below:

Neighbor Clients
Neighbor Client MAC
00-0d-0a-30-93-2d
00-0d-0a-30-99-ee
00-0d-0a-30-93-26
00-0d-03-30-33-6a
00-0d-33-13-30-1a

18.2.2.5 VAP

RSSI Channel

13 157
3 157
[} 157
41 157
7 157

1

Discovery Reason

RF

RF

RF

Assoc Managed AP, RF
RF

234

Status—includes Managed, Standalone (fat AP), Unknown and Rogue.

Age

0d:00:00:27
0d:00:15:18
0d:00:03:12
0d:22:20:01
0d:01:08:29

VAP detail includes VAP ID, VAP mode, BSSID, SSID and client authentications as

shown below:

VAP

VAP ID VAP Mode
0 Enable

1 Dizable

2 Dizable

3 Disable

4 Disable

BSSID

00-03-0f-20-80-50
00-03-0f-20-80-51
00-03-0f-20-80-52
00-03-0-20-80-53
00-03-0f-20-80-54

18.2.2.6 VAP TSPEC

SSID

hfx-net?
hfx-netz
hfx-net3
hfy-netd
Managed SSID 6

1234

Client Authentications

0

o oo o

Choose the VAP ID in the selection list to view the corresponding TSPEC status of
VAP as shown below:

VAP TSPEC

WAP ID[0_»

TSPEC Status

Type

Operational Status

Number of Active Traffic Streams
Number of Traffic $tream Clients

Yoice
Dizable
Q

Q

Number of Traffic Stream Roaming Clients 0

Medium Time Admitted
Medium Time Unallocated

Medium Time Roaming Unallocated

0
()
]
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18.2.2.7 Distributed Tunneling Status

Distributed tunneling status includes clients using AP as home, multicast replication,
clients using AP as associate, VLAN with max multicast replication and distributed tunnels

(including Home AP terminal and Association AP terminal).

Distributed Tunneling Status

Clients using AP as Home 0 Multicast Replications 0
Clients using AP as Associate 0 VYLAN with Max Multicast Replications 0
Distributed Tunnels o

18.2.3 Failure AP List

The failure AP list is used to show the failed authentication AP details. If the AC is the
cluster controller, the failed authentication AP information of other AC in the cluster will

also be shown. To distinguish, there is a “*” before the failed authentication of an AP.

Failure AP List
O MAC Address(*)-Peer Managed IP Address Last Failure Type hge
a 00-03-0f-20-80-40 192.168.100.1 No Database Entry 0d:00:00:23

[ petete & | [ sanage ][ Refresn |

Click “delete all” button to delete all failed APs from the list.

Select the failure AP list and click “managed” button. There will be a pop up box, click
“OK” and this AP will be configured as the effective managed AP with the default profile;
and it will be managed the next time the ac discovers it. .

18.3 Wireless Client

Click monitor->Wireless Client to configure the associated and detected clients’

information.
oy bpi 17 e Lepd
S Syl reeni s S - P [T ol Py pra— [ [, [—

P ] =R T ey

Dard vl § Fewd |
BAL AXEH ERp mgny L b T Mg DM L L Lo e

18.3.1 Associated Client List

The associated client list shows the information of the associated clients including:
= MAC address: Show the client's MAC address (MAC address shown with a *
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represent the address of the associated client on the peer switch).
= Detected IP address: Show the IP address of the client.
= NETBIOS name: the name of the client under the NETBIOS protocol
= SSID: It means the network name.
= BSSID: It is the MAC address of the associated VAP.
= AC IP address: Itis the IP address of the managed AC.
= Channel: the channel that the client communicates with the AP
= State: It means the current authentication state of the client.
= Network time: It is the interval from the client connecting to the network to current.

Click “view detail” button to view the associated clients’ details which are shown in the
next section. Click “disassociate” button to disassociate the current selected client; click
“disassociate all” to disassociate all the clients. Click “refresh” button to refresh the list.

Example: Select the client which needs to be disassociated and click “disassociate”

and then click “refresh” button. The client will be disassociated.

Associated Client List
MAC Address Detected .
(*)-Peer Associated IP AddressNetBIos Name  SSID BSSID AC IP AddressChannelState Network Time

O 24-ab-81-6f-df-d8  100.1.1.5 luty_web 00-03-0f-1e-58-6020.1.1.1 1 Authenticated 0d:00:00:23

ViewDetail H Disassociate H Disassociate All ” Refresh l

18.3.2 Associated Client Detail

Click “view detail” button to view the associated clients’ details. Choose the client in
the drop-down list and then click “view detail”. Click “cancel” button below to close the
detail.

18.3.2.1 Associated Client Status

Click the MAC address drop-down box and choose one client. It will show the

associated client status including the basic information as below:
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Associated Client Detail
Associated Client Status
MAC Address: m8-44-T8-85-51-b3 «

SSID web Associating AC Local Switch
BSSID 00-03-0f-1e-58-60 AC MAC Address 00-03-0f-00-10-00
AP Mac Address 00-03-0f-1e-58-60 AC IP Address 20.1.1.1
State Authenticated Location
Channel 6 Radio 1-802.11b/g/n
User Hame WLAN 1
Inactive Period 0d:00:00:00 Transmit Data Rate 58 Mbps
Time Since Entry Last Updated 0d:00:00:05 Network Time 1d:20:51:16
Dot11n Capable Yes STBC Capable No

Detected
NetBIOS Name 2B2ADE26D32 IP Address 50.1.1.4

Tunnel IP Address

Disassociate

Click “disassociate” button to disassociate the client.

18.3.2.2 Associated Client’s QoS Status

If the network that the client associated with is using QoS, the client’'s QoS status can
be viewed as seen below:

Associated Client's QoS Status
@Actual ORADIUS (Cached)

Client QoS Operational Status enable
Bandwidth Limit Down 0
Bandwidth Limit Up 0
Access Control Down 0
Access Control Up 1

Diffserv Policy Down
Diffserv Policy Up

18.3.2.3 Associated Client’s Neighbor AP Status

The associated client’s neighbor AP is the neighbor AP that the client scan detected.

As below, this process only scans the AP associated with the controller and does not scan

any other AP:

Associated Client's Neighbor AP Status

AP MAC Address Location Radio Discovery Reason
00-03-0f-03-66-00 2-802.11a/n Assoc Managed AP

18.3.3 Detected Client List

The detected client includes the client associated with AP and the scanned client.

The detected client list is as shown below:
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Detected Client List

Ooooood

MAC Address

00-04-23-96-6b-92
00-08-ca-c7-fd-f9
00-0d-0a-30-99-2d
00-0d-0a-30-99-ee
00-0d-0a-30-9a-26

Client Name

Client Status Age Create Time
Detected 0d:00:10:08 0d:00:20:02
Detected 0d:00:21:08 0d:00:21:41
Detected 0d:00:00:13 0d:00:32:08
Detected 0d:00:00:13 0d:00:32:08
Detected 0d:00:00:13 0d:00:31:35
123456782 10 Next
Acknowledge All Rogues H Refresh ‘

l ViewDetail “ Delete H Delete All H Acknowledge “

Choose one client and click “view detail” button to view the client detail status.

Choose one client and click “delete” button to delete this client; click “delete all’ button to

delete all the detected clients, the associated clients will not be deleted. Choose the rogue

client and click “acknowledge” button to clear this rogue client; click “acknowledge all

rogues” to clear all the rogue clients.

18.3.4 Detected Client Detail

Click “view detail” button in the above figure to view the detected client detail.

18.3.4.1 Detected Client Status

Choose the client in the MAC address drop-down box and it will show the detected

client status as below:

MAC Address: 00-04-23-98-5b-92 [+
Detected Client Status

MAC Address

Client Status
Authentication Status

00-04-23-96-6b-92
Detected

Mot Authenticated
Threat Detection Not Detected
Threat Mitigation Status Not Done

Time Since Entry Last Updated 0d:00:20:27

Time Since Entry Create 0d:00:52:56
Client Name

R5SI 15

Signal -80

Noise -95

Probe Req Recorded 0

Probe Collection Interval 0d:00:00:04
Highest Probes Detected 2

Channel 2

Assoc Collection Interval 0d:00:00:04

Assoc Msgs Recorded 0

OQUI Description Intel Corporation

Auth Msgs Recorded 0

Auth Collection Interval 0d:00:00:04
Highest Auth Msgs 0

De-Auth Msgs Recorded 0

De-Auth Collection Interval 0d:00:00:04
Highest De-Auth Mszs 0
Authentication Failures 0

Probes Detected 0
Broadcast BSSID Probes 0
Broadcast 551D Probes 0

Specific BSSID Probes 0

Specific SSID Probes 0

Last Hon-Broadcast BSSID
Last Hon-Broadcast SSID
Threat Mitigation Sent 0d:00:00:00
DisAssoc Collection Interval 0d:00:00:04
DisAssoc Msgs Recorded 0

00-00-00-00-00-00

If this client is rogue, click “acknowledge” button to clear this client.

18-15



Basic Management Configuration Chapter 18 Monitor

18.3.4.2 WIDS Client’s Rogue Classification

For the selected clients, the WIDS client’s rogue classification can show the rogue

classification status of this client as listed below:
WIDS Client's Rogue Classification

Test Description Condition Reporting Ra dioTeSt Test Time Since Time Since
Detected MAC Address Config ResultFirst Report Last Report
Client not in Known Client Database false 00-00-00-00-00-000 Disable 0d:01:07:16 0d:01:07:16
Client exceeds configured rate for auth msgs  false 00-03-0f-03-66-00 1 Enable 0d:01:07:16 0d:00:20:27
Client exceeds configured rate for probe msgs false 00-03-0f-03-66-00 1 Enable 0d:01:07:16 0d:00:20:27
Client exceeds configured rate for de-auth msgs false 00-03-0f-03-66-00 1 Enable 0d:01:07:16 0d:00:20:27
Client exceeds max failing authentications false 00-03-0f-03-66-00 1 Enable 0d:01:07:16 0d:00:20:27
WIDS Client's Rogue Classification
Test Description Condition Reporting Radio Test Test Time Since Time Since
Detected MAC Address Config ResultFirst Report Last Report
Known client authenticated with unknown AP false 00-00-00-00-00-000 Disable 0d:01:07:16 0d:01:07:16
Client OUI not in the OUI Database false 00-00-00-00-00-000 Disable 0d:01:07:16 0d:01:07:16
Client exceeds configured rate for assoc msgs  false 00-03-0f-03-66-00 1 Enable 0d:01:07:16 0d:00:20:27
Client exceeds configured rate for disAssoc msgs false 00-03-0f-03-66-00 1 Enable 0d:01:07:16 0d:00:20:27
112

= Test description: detail WIDS client’s rogue classification
= Condition detected: “false” means that this item does not meet the rogue detection

condition; “true” means that this rogue detection is determined and it is the rogue
client.

= Reporting MAC address: It means the AP which reports the information. If the mac
address is O for all digits, it means that no AP reports the test item of this client.

18.3.4.3 Detected Client’s Pre-authentication History

If the detected client has the authentication history, it can show the information as
listed below:

Detected Client's Pre-Authentication History
MAC Address AP MAC Address VAP MAC Address SSID Time Since Event User Name Pre-Authentication Status

18.3.4.4 Detected Client’s Triangulation

Detected Client's Triangulation

Sentry MAC Address Radio RSSI(%) Sienal Strength (dBm) Noise Level (dBm) Age
Mo Sentry  c0-cb-38-3e-1a-6d 2 59 -36 -95 0d:00:00:23
Mo Sentry  c0-cb-38-3e-1a-6d 1 28 -67 -95 0d:00:00:23

18.3.4.5 Detected Client’s Roam History
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The detected client’s roam history can show the roam history of the client which is
being associated or which had been associated but no longer connected. The following

figure show the roam history of the client whose mac is c0-cb-38-3e-1a-6d:

Detected Client's Roam History

MAC Address AP MAC Address VAP MAC Address SSID Age
¢0-ch-38-3e-1a-6d 00-03-0f-03-66-00 1 00-03-0f-03-66-00 nd  Roaming  0d:00:00:42

Clean History

= The AP MAC is the one of the current AP that the client roams to.

18.4 RF Scan

Click monitor->RF scan to enter into the RF scan page. It includes AP RF scan status

and client dynamic blacklist.

18.4.1 AP RF Scan Status

AP RF scan status shows all the APs’ information as shown below:

AP RF Scan Status

[ MAC Address SSID Physical Mode Channel Status Age

[ 00-01-7a-fé-c4-c0 test open 802.11b/g 11 Unknown 0d:00:03:49
0 00-01-7a-f6-c4-c2 wlan_test_wpa2 802.11b/g 11 Unknown 0d:00:30:12
O 00-01-7a-f7-04-40 jiayy 802.11b/g 6 Unknown 0d:00:25:49
O 00-01-7a-f7-0a-40 test_open 802.11b/g 11 Unknown 0d:05:47:32
0 00-01-7a-f7-0a-42 wlan_test_wpa2 802.11b/g 11 Unknown 0d:06:05:05

I ViewDetail H Delete All H Manage H Refresh l

AP RF scan status list describes all the APs’ status in the wireless network and the
AP monitors the RF environment including client and AP information. It will send the

monitored information periodicity to the associated AC.
= MAC address: the MAC address of the scanned AP.

= SSID: the network SSID sent by the scanned AP.

= Physical mode: the radio mode that the scanned AP works in.

= Channel: the channel that the scanned AP works on.

= Status: the status of the scanned AP including unknown, managed and rogue.

= Age: the interval from the last scanning to current.

Click “view detail” to view the RF scan status of one AP. Click “delete all” to delete all
the scanned APs. Click “manage” to add the selected AP into the AP database. Click
“refresh” to refresh the scan information.

18.4.2 AP RF Scan Detail
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Click “view detail” in the AP RF scan status to open the detail information.

18.4.2.1 AP RF Scan Status

Choose the AP in the “AP RF Scan Detail” drop-down box and view the detail
information.
AP RF Scan Detail

00-01-Ta~fB-cd=c0 +

AP RF Scan Status

MAC Address 00-01-7a-f6-c4-c0 B3SID 00-01-7a-f6-c4-¢0
5sID test open Physical Mode 802.11b/g
Channel 11 Security Mode Open

Status Unknown 802.11n Mode Support

Initial Status Unknown Beacon Interval (msecs) 100

Transmit Rate 1 Mbps Highest Supported Rate 144.4 Mbps

WIDS Rogue AP Mitigation Not Required Peer Managed AP Peer managed
Age 0d:00:03:49 Ad hoc Hetwork Mot Ad Hoc
Discovered Age 3d:21:28:10 OUl Description

= MAC address: the MAC address of the scanned AP.

= BSSID: the mac of the associated VAP.

= Physical mode: the 802.11 mode that the AP uses.

= Channel: the channel that the AP transmits on.

= Security mode: includes open, wep and wpa.

=  WIDS rogue AP mitigation: if the enable the mitigation has been enabled for the
rogue AP.

= Age: the interval from the last scanning and reporting to current AC.

= Ad hoc network: whether it is ad hoc network.

= Discovered age: the interval from the first scanning to current AC.

= OUI description: the name of the AP’s company.

18.4.2.2 AP Triangulation Status

AP triangulation status shows the neighbor AP information for AP location. The
location information includes 3 radios which are not in sentry mode and 3 radios which are

in sentry mode. The AP triangulation status is as shown below:

AP Triangulation Status
Sentry MAC Address Radio  RSSI(%) Signal Strength {dBm) Noise Level {dBm)
No Sentry 00-01-7a-f6-c4-cl 1 52 -43 -95

18.4.2.3 WIDS AP Rogue Classification

The scanned AP can judge if the AP is a rogue AP through WIDS. The rogue

classification is as shown below:
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WIDS AP Rogue Classification

Status Unknown
Test Description Condition Detected Reporting MAC Address Radio Test Config Test Result Time Since First Report Time Since Last Report
Administrator configured rogue AP false 00-00-00-00-00-00 0 Enable 0d:00:00:00 0d:00:00:00
Managed 5510 from an unknown AP false 00-00-00-00-00-00 0 Disable 0d:00:00:00 0d:00:00:00
Managed SSI0 from a fake managed AP false 00-00-00-00-00-00 0 Disable 0d:00:00:00 0d4:00:00:00
AP without an 5510 false 00-00-00-00-00-00 0 Disable 04:00:00:00 0d:00:00:00
Fake managed AP on an invalid channel false 00-00-00-00-00-00 0 Disable 0d:00:00:00 0d:00:00:00
123
WIDS AP Rogue Classification
Status Unknown
Test Description Condition Detected Reporting MAC Address Radio Test Config Test Result Time Since First Report Time Since Last Report
Managed 5510 detected with incorrect security false 00-00-00-00-00-00 0 Disable 04:00:00:00 0d:00:00:00
Invalid 551D from @ managed AP false 00-00-00-00-00-00 Q Disable 0d:00:00:00 04:00:00:00
AP is operating on an illegal channel false 00-00-00-00-00-00 0 Disable 0d:00:00:00 0d:00:00:00
Standalone AP with unexpected configuration false 00-00-00-00-00-00 0 Disable 0d4:00:00:00 0d:00:00:00
Unexpected WDS device detected on network false 00-00-00-00-00-00 0 Disable 0d:00:00:00 0d:00:00:00
123
WIDS AP Rogue Classification
Status Unknown
Test Description Condition Detected Reporting MAC Address Radio Test Config Test Result Time Since First Report Time Since Last Report
Unmanaged AP detected on wired netwaork false Q0-00-00-00-00-00 0 Disable 0c:00:00:00 0c:00:00:00
Administrator configured rogue SSID false 00-00-00-00-00-00 0 Disable 0d:00:00:00 0d:00:00:00
123

If any of the above conditions are shown as true, then the scanned AP is considered

to be a rogue AP.

18.4.3 Client Dynamic Blacklist

The wireless RF can report the client as a dynamic blacklist through the dynamic

blacklist conditions. The scanned dynamic blacklist is as shown below:

Client Dynamic Blacklist
[ MAC Address Life Time(seconds) Time Since Last Report Rogue Classification
[ 00-27-19-ad-a8-75 300 0d:00:00:00 Client exceeds configured rate for probe msgs

[ Delete | [ Delote Al | [ Refresh |

Click “delete” to delete the selected client; click “delete all” to delete the entire client

dynamic blacklist.
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Chapter 19 Management

19.1 Basic Configuration

Click management->switch basic configuration to configure the username and
password, user authentication method, user security IP, clock, switch name and exec
timeout; user can save the current configuration.

Login user configuration

Switch basic configuration Login user authentication method configuration

SNMP configuration Login user security IP management
55H management Basic configuration

Firmware update Save current running-configuration
Telnet server configuration

Maintenance and debugging command

19.1.1 Login Username and Password
Configuration

Click management->switch basic configuration->login username and password
configuration to add or delete the user information.

Example: Create a user whose name and password are both admin and set its
priority to 15.

Login username and password canfiguration
User adnin |
Password |""' ||:|En|:rﬁ,rpted text

Priority
Dperation

Click “apply” and the added user information will be shown as below:
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Login username and password canfiguration

User admin

Password |eesss ClEncrypted text
Priority 15

Operation || Eemove
Apply

= Username—the appointed username

= Password—configures the appointed password

= Encrypted text—selects if show the input password

=  Priority—only the user whose priority is 15 can log in the WEB management page
=  Operation—includes “add” ot “delete”

19.1.2 Login User Authentication Method

Configuration

Click management->switch basic configuration->login user authentication method
configuration to configure the VTY (the login methods of Telnet and ssh), Web, Console
methods; and configure the login user authentication method and priority.

The login methods include console, VTY (including Telnet and ssh) and Web. The
authentication method must be one of local, radius and tacacs. Local means to use the
local database for authentication; tacacs means to use the Tacacs+ remote authentication
server for authentication; radius means to use the radius remote authentication server for
authentication. There is no need to authenticate using the console method; the

authentication methods of VTY and Web use local authentication as default.

Login user authentication method configuration
Login method Console
Authentication methodl
Authentication methodz2 Web
suthentication method3 None | w
Authentication method4 Hone | w

Example: Configure a user with the radius remote authentication server for
authentication usign Telnet and ssh.

Note: The corresponding user authentication method can be configured for Console,
VTY and Web respectively. The authentication method can be selected using any

combination of local, radius and tacacs. When using ths combination authentication
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methods, the priority of the first authentication method is highest and it goes in
descending order. If the authentication method with higher priority passed, the user will be

allowed to log in directly and the following authentication methods will be ignored.

Login user authentication method configuration
Login methad Tt w
Authentication methodl Radius
Authentication method2 Local w
Authentication method3 Tacacs
Authentication method4 Ldap »

19.1.3 Login User Security IP Set

Click management->switch basic configuration->login user security IP set to

configure the security IP address that a Telnet or HTTP user can access the AC from.

Before setting the security Ip address, a user can access the AC from any location.
Once this setting has been enabled, a user must log in from the specified subnet only. 32
security IP addresses can be configuring on the switch.

Login user Security IP Set

Security IP address

Cperation 4dd w
Apply

Example: Configure 192.168.1.21 as the security IP address and click “apply” to
complete the configuration.

Login user Security IP Set

Security IP address 182, 168, 1. 21

Cperation 4dd w

19.1.4 Basic Configuration

Click management->switch basic configuration->basic configuration to configure the
clock, switch name and exec timeout.

1. Basic clock configuration—configures the system date and time.
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Example: User configures the HH:MM:SS as 10:00:00 and configures the
YYYY.MM.DD as 2013.05.25. Click “apply” to complete the configuration.

Basic clock configuration
HH: MM 55 10:00:00
YL WML DD 2013.08.25

2. Configure exec timeout

Example: Configure the exec timeout as 6 minutes and 6 seconds and then click
“apply” to complete the configuration.

Configure exec timeout

Timeout{minute} i
Timeout{second) £
Cperation Configuration w

3. Switch name configuration

Example: Configure the switch name as “Switch” and click “apply” to complete the
configuration.

Switch name configuration

Switch name zwitch

Cperation Configuration w

19.1.5 Save Current Running-configuration

Click management->switch basic configuration->save current running-configuration
to save the current configuration.

1. Save current running-configuration—click “apply” to save the current configuration as
below:

Sawve current running-configuration

There will be a pop up message after saving successfully:

Save current running-configuration succeed

2. Save current configuration before reboot?—select “yes” or “no” to decide if to save the
configuration. Click “apply” to make it effective and restart the switch.
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Sawve current configuration before reboot?

[ apply |

3. Reboot with the default configuration—click “apply” to clear all the current
configurations in the switch and restart the switch.

Reboot with the default configuration

19.2 SNMP Configuration

Click management->SNMP configuration to configure the SNMP function. Notice:
enable the SNMP function first before you configure it.

Switch basic configuration SNMP authentication
SNMP configuration SNMP management
SSH management Community managers

Firmware update Configure snmp manager security IP

Telnet server configuration SNMP statistics

Maintenance and debugging command

19.2.1 SNMP Authentication

Click management->SNMP configuration->SNMP authentication to configure the
SNMPV3 options, including users, groups, views and SNMP engine id configuration as
below:

Switeh basic configuration SNMP authentication Users

SNMP configuration SNMP management Groups

SSH management Community managers Views

Firmware update Configure snmp manager security IP  SNMP engineid configuration

Telnet server configuration SNMP statistics

Maintenance and debugging command

19.2.1.1 Users

Click management->SNMP configuration->SNMP authentication->users to add or

delete the SNMPvV3 users.
= SNMP username—the user name, it includes 1 to 32 characters.

=  SNMP group—the group name that the user belongs too.
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Security level—the encryption level of the current user: noAuthNoPriv means no
authentication and no privacy; AuthNoPriv means authentication but no privacy;
AuthPriv means authentication and privacy.

Authentication protocol—configures the used algorithm: MD5 or SHA.

Authentication password—the authentication password of the current user, its length
is 8 to 32 characters.

Privacy protocol—uses the DES for packet privacy. Only when the security level is
selected as AuthPriv, this item can be configured.

Operation—add or delete

Example: input the SNMP username as tester, input the SNMP group as UserGroup,

select the security level as authPriv, select the authentication protocol as MD5, input the

authentication password as hellohello, select the privacy protocol as DES, select the

operation as add. Click “apply” to add the user of tester into the usergroup of UserGroup.

Its security level is with privacy, it uses the HMAC md5 and its password is hellohello as

below:

SHMP username tester

SHMP group UzerGroup
Security level authPriv w
Authentication protocaol:  |[MD5
Authentication password: |hellchella
Privacy protocal: DES
AuthPriv Password: 1234 =t =t

Ipw4 access control list acl-ipwd

Ipwh access control list acl-ipwA
Dperation Ldd w

19.2.1.2 Groups

Click management->SNMP configuration->SNMP authentication->groups to add or

delete the SNMPv3 groups.

=  SNMP group—the user group name of SNMP, it includes 1 to 32 characters.
= Security level—the security level of the group: noAuthNoPriv means no authentication
and no privacy; AuthNoPriv means authentication but no privacy; AuthPriv means

authentication and privacy.

= Read SNMP view—configures the SNMP view name with the read permission.
= Write SNMP view—configures the SNMP view name with the write permission.
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= Notify SNMP view—configures the SNMP view name with the notify permission.
= Operation—add or delete

Example: input the SNMP group as UserGroup, select the security level as authPriv,
input max in the three SNMP views, select the operation as add. Click “apply” to complete
the group creation as below:

Groups
SMMP group UzerGroup
Security level authPriv w

Read SHMP view max
Write SHMP view |max
Motify SHMP view |max

Cperation 4dd w

19.2.1.3 Views

Click management->SNMP configuration->SNMP authentication->views to add or
delete the SNMPv3 views.
< SNMP view—configures the view name; it includes 1 to 32 characters.
OID—the OID or the corresponding node name, it includes 1 to 255 characters.
Type—configures the “include/exclude” for this OID.
Operation—add or delete.

9 9 9

Example: input the SNMP view as max, input the OID as 1.3.6.1.4.1.6339, select the
type as “Include”, and select the operation as add. Click “apply” to complete the view
creation as below:

SHMP wiew Max

oI 1.3.6.1.4. 1, 6338
Type: Include +
Cperation 4dd v

19.2.1.4 SNMP Engine id Configuration

Click management->SNMP configuration->SNMP authentication-> SNMP engine id

configuration to configure the engine id.
= Engine id—the engine id, it includes 1 to 32 hex characters.
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= Operation—configuration or default

Example: input the Engine id as 18c30125fa and select the operation as

configuration. Click “apply” to complete the engine ID of 31386333303132356661 as
below:

SHMP engineid configuration

Engineid 18c30125fa
Cperation Configuration
Engineid
31386333303132356661

19.2.2 SNMP Management

Click management->SNMP configuration->SNMP management to configure the
SNMP Agent state, RMON state, Trap state and SecuritylP state.

Example: select the SNMP agent state as open; select the RMON state as open;
select the Trap state as open and select the securitylP state as close. Click “apply” to
complete the configuration as below:

SHMP management

SHNMP Agent state Open  w
EMOMN state Open  »
Trap state Open  w
SecurityIP state Cloze w

=  SNMP Agent state—open/close the SNMP agent function of the switch.

= RMON state—open/close the RMON function of the switch.

= Trap state—open/close the function that the device receives the Trap information.

= SecuritylP state—open/close the security IP address checking function of the NMS
management station.

19.2.3 Community Managers

Click management->SNMP configuration->community managers to configure the
community string and TRAP manager.

1. Community managers—configure the community string and access priority.
=  Community string (1 to 255 characters)—configures the community string.

= Access priority—includes “read only” and “read and write”.

Example: configure the community string as public; select the access priority as “read
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only”. Click “apply” to complete the configuration as below:

Community managers

Community string |public
Access priority Read only w

Cperation 4dd w

2. Trap manager configuration
Click management->SNMP configuration->community managers to configure the

community string and the IP address which receives the SNMP trap message.
= Trap receiver—the IP address which receives the trap message

=  Community string (1 to 255 characters)}—Used to receive the trap message.

Example: configure the Trap receiver as 192.168.100.100; configure the community

string as trap. Click “apply” to complete the configuration as below:

TRAP manager configuration

Trap receiver 192, 168. 100. 100
Community string |trap

Yersion 1w

Security level

Cperation Add w

19.2.4 Configure SNMP Manager Security IP

Click management->SNMP configuration->configure snmp manager security IP to

configure the security IP which is allowed to access the switch.
= Security IP address—the security IP address of NMS

Example: configure the security IP address as 10.1.1.10 and click “apply” to
complete the configuration as below:

Configure snmp manager security IP

Security IP address |10.1.1.10

Cperation Ldd w

19.2.5 SNMP Statistics

19-9



Basic Management Configuration Chapter 19 Management

Click management->SNMP configuration->SNMP statistics to show the feedback

information.

Information feedback window
W3G0024# show snmp
0 SMNMP packets input

0 Bad SHWMP werszion errors

0 Unknown compmunity name
0 Illegal operation for community namwe supplied
0 Encoding errors
0 Number of requested wvariables
0 Nurber of altered wariables
0 Get-regquest PDUs
0 Get-next PDU=s
0 SJet-request FPDUs
175 SNMP packets output
0 Too khig errors (Max packet size 1500)
0 Mo such nsatne errors
0 Bad waluez errors
0 General errors
0 Get-response FPDUs
175 SNMP trap PDUs

19.3 SSH Management

Click management->SSH management to configure the SSH function.
Notice: enable the SSH option before configuring it.

Switch basic configuration
SNMP configuration Switch on-off 55H

SSH management 55H management

Firmware update
Telnet server configuration

Maintenance and debugging command

19.3.1 Switch on-off SSH

Click management->SSH management->switch on-off SSH to enable or disable the
SSH function.

Switch on-off 55

Switch on-off SSH

19.3.2 SSH Management

Click management->SSH management->SSH management to configure the SSH
timeout management, SSH reauthentication management and create an SSH RSA key.
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S5H timeout management

|SSH timeout | |

|Dperati|:|r'| ”Cl:unfiguraticun v|
|

SSH timeout management—configures the SSH timeout management, the range is

from 10 to 600 seconds and the default value is 180s.

S5H reauthentication management

|55H reauthentication | |

|Dperati|:|n "Ccunfigura'tiu:un v|
|

SSH reauthentication management—configures the SSH reauthentication

management, the range is from 1 to 10 and the default value is 3.

Create SSH RSA key

|SSH RSA key | 1024 |

|

Rsa key—the algorithm for the host key, the range is from 768 to 2048 and the default
value is 1024.

19.4 Firmware Update

Click manage->firmware update to configure the firmware update by using TFTP
service or FTP service as below:

Switch basic configuration
SNMP configuration

$SH management TFTP service

Firmware update FTP service

Telnet server configuration

Maintenance and debugging command
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Switch basic configuraticn

SNMP configuration

SSH management TFTP service  TFTP client service

Firmware update FTP service TFTP server service

Telnet server configuraticon

Maintenance and debugging command

Switch basic configuration

SNMP configuration

SSH management TFTP service

Firmware update FTP service FTP client service
Telnet server configuration FTP server service

Maintenance and debugging command

1 TFTP service includes:
= TFTP client service—Used to configure the TFTP client.

= TFTP server service—Used to configure the TFTP server.

2 FTP service includes:
= FTP client service—Used to configure the FTP client.

= FTP server service—Used to configure the FTP server.

19.4.1 TFTP Client Service

Click manage->firmware update->TFTP service->TFTP client service to enter into the
configuration page as below:

TFTP client service

|Seruer IP addrESSI

|L|:u:al file name | |

|SErﬁ.rer file name | |

|Clperati|:|n type |D|:|1.'ml|:|ad w
|Tran5mi55i|:|r'| t}rpelbinary v

| (arply]

= Server IP address—the IP address of the server

= Local file name—destination file name, the range is from 1 to 100 characters.

= Server file name—source file name, the range is from 1 to 100 characters.

= Operation type—includes upload and download.

= Transmission type--"ascii” means to use ASCII to transmit the file; “binary” means to
use the binary to transmit the file.

19-12



Basic Management Configuration Chapter 19 Management

Example: get the system file whose local file name is nos.img and server file name is
nos.img from the IP address of 10.1.1.10 of the TFTP server. The configuration is as

below. Please click “apply” to make it effective.

TFTP client service
Server IP address (10.1.1.10

Local file name noz. img
Server file name |nos. img
Cperation type Download

Transmission type|binary s

19.4.2 TFTP Server Service

Click manage->firmware update->TFTP service->TFTP server service to enter into

the configuration page as below:

TFTP service
state

TFTPTimeout a00

Open W

TFTPRetransmit times ||5

Cperation Configuration w

= TFTP Service state—the server state which includes OPEN and CLOSE.
=  TFTP timeout—the timeout
=  TFTP retransmit times—the times of retransmission
Example: open the TFTP service state and configure the fit TFTP timeout and TFTP

retransmit times. Click “apply” to make it effective as below:

TFTP service
state

TFTPTimeout a00

Open W

TFTPRetransmit times ||5

Cperation Configuration w

1913



Basic Management Configuration Chapter 19 Management

19.4.3 FTP Client Service

Click manage->firmware update->FTP service->FTP client service to enter into the

configuration page as below:

FTP client service

Server [P address

Iiser name

Password

Local file name

Server file name

Cperation type Dovnload

Transmission type|binary w
Apply

= Server IP address—the IP address of the server

= User name—the user name, the range is from 1 to 100 characters.

= Password—the appointed password, the range is from 1 to 100 characters.

= Local file name—destination file name, the range is from 1 to 100 characters.

= Server file name—source file name, the range is from 1 to 100 characters.

= Operation type—includes upload and download.

= Transmission type--"ascii” means to use ASCII to transmit the file; “binary” means to
use the binary to transmit the file.

Example: get the system file whose local file name is nos.img and server file name is
nos.img from the IP address of 10.1.1.1 of the FTP server. The configuration is as below.
The FTP user name is admin and password is admin. Please click “apply” to make it

effective.

FTP client servi
Server IP address |10.1.1.1

ser name admin
Password admin
Local file name nos. img

Server file name | nos. img
Operation type Dovnload

Transmission type|binary w
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19.4.4 FTP Server Service

Click manage->firmware update->FTP service->FTP server service to enter into the
configuration page. It includes FTP server service and FTP user name and password
setting.

The options in FTP server service is shown below:
= FTP Service state—the server state which includes OPEN and CLOSE.
= FTP timeout—the timeout, the range is from 5 to 3600 seconds.
= Operation—includes configuration and default

The options in FTP user name and password setting is shown below:
= User name—the user name, the range is from 1 to 32 characters.

= Password—the appointed password, the range is from 1 to 16 characters.

= State—the password showing includes plain text and encrypted text. The plain text
means that the input content will be shown; the encrypted text means that the input
content will not be shown directly.

= Operation—includes add and delete

Example 1: configure the FTP service state as open and configure the FTP timeout

as 600s. Click “apply” to complete the configuration.

FTP service state Open
FTPTimeout a00
Cperation Configuration

Example 2: input the user name as switch and input the password as switch,
configure the state as plain text and select add for operation type. Click “apply” to

complete the configuration. The configuration of the new user will be effective.

FTP user name and passward setting
Lser name switch

Passwaord switch

State Plain text w
Dperation type 4dd w
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19.5 Telnet Server Configuration

Click management->Telnet server configuration to configure the Telnet server state
and max numbers of telnet access connection.

Switch basic configuration

SNMP configuration

55H management

Firmware update Telnet server state

Telnet server configuration Max numbers of telnet access connection

Maintenance and debugging command

19.5.1 Telnet Server State

Click management->Telnet server configuration->Telnet server state to configure it.
Example: select the Telnet server state as “open” and click “apply” to start the Telnet
server as below:

Telnet server state

19.5.2 Max Numbers of Telnet Access
Connection

Click management->Telnet server configuration->max numbers of Telnet access
connection to configure it.

Example: configure the Telnet access connection number as 10 and click “apply” to
complete the configuration.

Telnet access connection number

Cperation |Canigura‘tiu:un v|

19.6 Maintenance and Debugging Command

Click management-> maintenance and debugging command to enter into the
configuration page.
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Switch basic configuration Debug command

SNMP configuration show clock

55H management show cpu usage

Firmware update show memory usage

Telnet server configuration showr flash

Maintenance and debugging command

show running-config
show switchport interface
show tcp

show udp

show telnet login

show version

The content includes:

= Debug command—the connection status of the tested switch

= show clock—shows the current time

= show cpu usage—shows the CPU usage information under the current running status

= show memory usage—shows the memory usage information under the current
running status

= show flash—shows the FLASH file information

= show running-config—shows the current parameters configuration

= show switchport interface—shows the property of the VLAN interface

= show tcp—shows the TCP which is connected to the switch currently

= show udp—shows the UDP which is connected to the switch currently

= show telnet login—shows the client information which is connected to the switch

= show version—shows the system version information of the switch

19.6.1 Debug Command

Click management->maintenance and debugging command->debug command to
enter into the configuration page as below and configure the basic host configuration,
PING and traceroute.

basic configuration configures the mapping between the switch and the IP address.

Example: configure the host name as switch, configure the IP address as 200.121.1.1
and click “apply” to complete the configuration as below:
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Basic host configuratian

Host name switch

IP address 20001210141
Cperation Ldd ~

PING

The options are below:
= Host name-name of the host

= |P address-the destination IP address
Example: input the IP address as 192.168.1.80 and click “apply” to complete the
configuration as below:

PIMNG

Host name switch

IP address 182, 163. 1. 80

Traceroute
The options are below:
= |P address-the destination IP address
= Host name-name of the host
= Hops—max hops that can pass
= timeout—timeout of the packet

Traceroute

IP address 200.121.1.1
Host name switch
Hops 1

Timeout 100

19.6.2 Others

The other configurations in “maintenance and debugging command” are just “show”
commands. Click on each configuration node to get the corresponding information (they
will not be listed one by one).

Example:

1. Show the clock as below:

Information feedback window

Current time is Sat May 25 12:558:13 2013
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2. Show the CPU usage information under the current status as below:

Information feedb: rindow
W3E002# show cpu usage

Last 5 second CPUT IDLE: S0%
Last 30 second CPU IDLE: S0%
Last 5 minute CPUT IDLE: S0%
From running CPU IDLE: S0O%

3. Show the memory usage information under the current status as below:

Information feedhb:

W3G002#show memory usage
The memory total 512 ME , free 193597440 bytes , usage is 63.94%

4. Show the FLASH file as below:

Information feedbac

—rwx 10.0K 1014 . cfg

—EK 45 123.1ic

—EWx 256 bhoot . conf

—rwx 255 hootip.conf
—-rwx 245 dhl0z4.pem
—EWH 156 dh512 . pem

- WX 15.3K fzhill.cfg
—rux 5.EK hanfx.cfg

—EWX 45 license.lic
—rwx 12.9H1 nos. img

—rwx 502 . 9K nos. img.ecc
—rwx =4 portal-locale.cfog
—-rwx 5.2K startup-20110619 .cfg
—rwx 4.2K startup.cfg

- WX a wlan. pem

—rux 245 w=2dhl0Z 4. pem
—EWH 156 wsdh512 . pem
—rwx 925 wssli_Ccert.pem
—rux 887 wasli kevy.pem
—rwx 6.5K zhangfank.cfog
—rwx 11.3K zhangpengi.cfy
Drive : flash:

Jize:Z6.5M Used:13.5M Avaliable:13.0M Use:51%
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