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There’s no blueprint for SaaS

Your code \l\'\_‘__




Composing SaaS from patterns

Management h q Application A 4 Tenancy
 Metrics e |solation ° Identlty
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Parameters

 Domain requirements
«—— * Business goals

« Time to market

» Legacy considerations
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The two halves of SaaS

Application plane

Control plane
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» Multi-tenant environment
» Home for all tenant functionality
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» Operates and manages all tenants
« Home to all shared services



A multi-tenant application vs. a SaaS service
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Describing SaaS environments

Silo

-

Web app
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Web app
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Tenant 1

Tenant 2
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Control plane patterns
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Onboarding orchestration
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User management
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Tenant managementJ
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|dentity provider

» User pool
o Admin user
e Custom claims
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Isolation policies

e Resource access
* Roles
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Provisioning

(Y1l
EER

Billing provider




Tenant-aware identity
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Access token

ID token
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HTTP Header

Authorization: Bearer <Token>




Tenant-aware identity flow

Authorize
library

Init identity settings | 4 T

Auth (user pool)

@ L Code
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- - tenant1.example.com

el Code «—>JWT
Tenant identity

Wl - 2 2 settings
Tenant
FIGEIE: management

« Origin — company
 User pool mapping
 App ID
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Hybrid identity model

Tenant 1 R
Resolve authentication
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configuration
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Multi-Region identity
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Billing configuration and instrumentation
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SaaS application
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Tenant activity >
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Billable events
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Metrics instrumentation and aggregation
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System event
Ingest Warehouse Visualize
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Amazon AWS Amazon Kinesis Amazon Amazon
CloudWatch EEY Data Firehose Redshift QuickSight
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Application metric event 7 a '
e Performance N s a/ \
« Consumption Logstash Elasticsearch Kibana
« Usage/activity
« Composite/domain
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Working with the open source community

LEVERAGE OPEN SOURCE WITH OUR MANAGED OBSERVABILITY SERVICES
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Application plane integration
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Application plane patterns
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Coarse-grained full stack silo
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Amazon EKS compute silo: Cluster per tenant

Ingress controller
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EKS compute pool
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Full-stack serverless silo and pool
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Resource-based silo and pool deployment

Tenant 1 Tenant 2

Order Order
microservice microservice

K 3

Pool

Siloed compute and
pooled storage

Product
microservice
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Pool

Pooled compute and
pooled storage
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Tenant isolation
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Deployment-driven resource isolation (silo)

Silo with Amazon EC2
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Runtime enforced isolation

Tenant 2 Tenant 3
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accessing resources
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Item-level isolation with Amazon DynamoDB

DynamoDB table

93529-94
24411-01
76235-92
95419-37
38314-99
24598-72

{
||S_id||: 1] ||’
"Effect": "Allow",
"Action": [
"dynamodb:GetItem",
"dynamodb:BatchGetItem", ,
"dynamodb :Query", Partition key [ SKU
"dynamodb:DescribeTable" Tenant
1’ T Tenant2
Resource": [
"arn:aws:dynamodb: [region] :table/Order" Tenant
1, Tenant3
condition : { —
g Tenant
¥
¥
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Multi-tenant microservice libraries

JWT l l JWT
Product service Order service
AXNANAN  ANANANANAN
JWT l l JWT
( )

Amazon
Q‘“ CloudWatch

: log(tenantld)
Logging manager >

Identity token : reqordMetric(tenant|d)
manager Metrics manager >

Amazon
Q CloudWatch

JWT— tenantld

Token vending getTenantCreds(tenantld) — AWS Identity
machine > @'— and Access
Management

L Layer

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N1



Data partitioning

Silo model Pool model
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Data partitioning with Amazon RDS

Silo model Pool model
; ;

Tenant 1 Tenant 2 Tenant 1 Tenant 2
Tenant 939301

lé ;l lé ;I Tenant2 i 194193

v ¥ Tenant1 539294
Tenant2 490023

Amazon RDS Amazon RDS

Separate instance/database per tenant One database with tenant-indexed data
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Data partitioning with Amazon S3
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4 )

Tenant 1 Tenant 2

! i
g ©

Prefix per tenant

Tag per tenant
4 A

‘-.‘ ®
o' =

- J

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

0 @
() ()
Tenant 1 Tenant 2
\my-bucket\tenant1 \my-bucket\tenant2
\§ Y,
Access point per tenant
4 I
s G
() ()
Tenant 1 Tenant 2
$ $

\_

access point

access point

Tenant1 A N Tenant2
O0o) — — \BOo

y




Domain-driven data partitioning

Partitioning and isolation strategy should be decided on a service-by-service basis

Order microservice h d Product microservice h i Ratings microservice
LLTEET 1T 11 LATEET 1T 11 LLTEET 1T 11
A
RDS & meen Recant e

R V4 R V4 R 4 , , : ,
( ) ( ) ( ) TenantID SKU Cost .
zgu zgu ng

Tenant1 939301 12.39

Tenant 1 Tenant2 TenantN All tenants Tenant1 Tenant2
(silo) (pool)

Tenant2 194193 7.83

- J - J

Database per tenant (silo) Shared database for all tenants (pool) Mixed mode - silo and pool models
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Takeaways

« There's no universal SaaS blueprint

« Multi-tenancy does not require shared infrastructure

« Control plane services are essential to SaaS agility and innovation
« Each AWS stack/service may require a unique approach

« Silo and pool can be applied at the resource/microservice level

. Tiering, performance, and noisy neighbor will shape how and where
you apply these patterns

« Find the combination of patterns that best matches your needs



Learn in-demand AWS Cloud skills

‘.@.l AWS Skill Builder . & AWS Certifications

Access 500+ free digital courses Earn an industry-recognized

and Learning Plans credential

Explore resources with a variety Receive Foundational,

of skill levels and 16+ languages Associate, Professional,

to meet your learning needs and Specialty certifications

Deepen your skills with digital Join the AWS Certified community
learning on demand and get exclusive benefits
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Train now exam guides
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Thank you!

Alex Pulver
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