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ABSTRACT

Reliability at massive scale is one of the biggest challenges we
face at Amazon.com, one of the largest e-commerce operations in
the world: even the slightest outage has significant financial
consequences and impacts customer trust. The Amazon.com
platform, which provides services for many web sites worldwide,

is implemented on top of an infrastiucture of tens of thousands of

servers and metwork components located in many datacenter
around the world. At this scale. small and large components fail
continuously and the way persistent state is managed in the face
of these failures drives the reliability and scalability of the
software systems.

This paper presents the design and implementation of Dynamo. a
highly available key-value storage system that some of Amazon’s
core services use to provide an “always-on™ experience. To
achieve this level of availability. Dynamo sacrifices consistency
under certain failure scenarios. It makes extensive use of object
versioning and application-assisted conflict resolution in a manner
that provides a novel interface for developers to use.

One of the lessons our organization has leamed from operating
Amazon’s platform is that the reliability and scalability of a
system is dependent on how its application state is managed.
Amazon uses a highly decentralized. loosely coupled. service
oriented architecture consisting of hundreds of services. In this
environment there is a particular need for storage technologies
that are always available. For example. customers should be able
to view and add items to their shopping cart even if dis e
failing. network routes are flapping. or data centers are being
destroyed by tornados. Therefore, the service responsible for
managing shopping carts requires that it can always write to and
read from its data store, and that its data needs to be available
across multiple data centers

Dealing with failures in an infrastructure comprised of millions of
components is our standard mode of operation: there are always a
small but significant number of server and network components
that are failing at any given time. As such Amazon's software
systems need to be constructed in a manner that treats failure
handling as the normal case without impacting availability or
performance
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« Perl
— Net::Amazon::DynamoDB
« Erlang
— wagerlabs/ddb
« https://github.com/wagerlabs/ddb
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Id=2 Id=1 Id =3

Name = Andy Name = Jim Name = Kim

Dept = Engg Dept = Ops AZ-3

Partition 1 Partition 2 m=== Partition N 22 amazon

ervices



Partation-Sort Table
TIFSAIUF—ETBRTEBTES

Partation +

nNnNsd

(I =51 X LERH D)

[El—dDPartation Key TDF—5 Dl MR I D=8 (CSort KeyHhiE
Partation Key®ZX(C _EPR(L78LY (Local Secondary IndexesZz {# ks

Partition 1 Partition 2 Partition 3
. ‘00 .
00:0 54 55 AQ: 00 FF:o0
Customer# = 2 Customer# =1 Customer# = 3
Order# = 10 Order# = 10 Order# = 10
Item = Pen Item = Toy Item = Book

Customer# = 2
Order# = 11
Item = Shoes

|

Partation (2) = 48

Customer# =1
Order# = 11
Item = Boots

Partation (1) = 7B

Customer# = 3
Order# = 11
Item = Paper

Partation (3) = CD

(
)

\
V7
Q-
c3™

by

] azon
vices

epser



Attributes(c DWT

— Partation. Sort(Ci%Z9 DAttributesLIIMIEIFRIICTEZR I DINE(LRLY

— L O— REITAttributesh A fiL\ T > CTHRIRERLY
[ TS5 UF—BlIrDAttributeld

FHEERDOVE(ITE < puthF (i
ELEEDZRINTED

Partation Table

/) =
Wl

ltem

BN

Partatiogf Key

Attribltel
(Number)

ltem

Partatiop Key

Attribttel
(Number)

Attribute3
(Binary)

[tem

AttribGtel

Partatiop Key

Attribute2
(Number) (String)

_/

—

Partation-Range Table

Partation Key [~} SortKey
[tens - /
ttributel Attfibute2
(Number) (String)
Partation Key |=| SortKey |
lten . , -
ttributel Attribute2 Attribute3
(Number) (String) (Binary)
Partation Key [= SortKey
Ite . _
ttributel Attribute2
(Number) (String)

Ne—




JSONHR—

b

« JSON( JavaScript Object Notation)J #—<w b
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{
"person_id" : 123,
"last_name" : "Barr",
"first_name" : "Jeff",
"current_city" : "Tokyo",
"next_haircut" :
{
"year" : 2014,
"month" : 10,
"day" : 30
Y
"children" :
[ "SIB", "ASB", "CGB", "BGB", "GTB" ]
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{
"current_city": {
IISII: |IT0ky0ll
b
"first_name": {
IISII: "Jeff"
b
"last_name": {
IISII: |IBarrll
b
"next_haircut": {
IlMIl: {
lldayll: {
IINII: |I30ll
b
"month": {
IINII: llloll
b
"year": {
IINII: |I2014|I
}
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¥ Item {6}
v children List [5]
0 String: SJB
1 String : ASB
2 String : CGB
3 String : BGB
4 String : GTB
current_city String : Tokyo
first_name String : Jeff
last_name String : Barr
v next_haircut Map {3}
day Number: 30
month Number: 10
year Number: 2014
person_id Number: 123
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“children": [
"SJB",
"ASB",
"CGB".
"BGR",
"GTB"
1,
“current_city": "Tokyo",
"first_name": "Jeff",
"last_name": "Barr",
"next_haircut™: {
"day": 30,
"month": 10,
"year": 2014

“person_id": 123
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« Java, JavaScript, Ruby, .NET, PHP
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®DynamoDB Tl&. 1 DDO/\—F1 > 3> (i UT. &K 3,000 &
DEFRIHAFHF I T4 —1 2w hFEIZ(E 1,000 BEDEEIAHF1 /N
ST -1y hZADITEND,
RCUfor reads n WCUfor writes

3000 RCU 1000 WCU

# of Partitions =
(for throughput)
QE—D/\—Fa0>3>(ClE. $1106GB DT —FZFREFEIND
Table Size in GB
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Table size = 8 GB, RCUs = 5000, WCUs = 500

« Z)L—Twhk : :
# of Partitions = 3333’;?{’] -+ 1022”;;& =2.17=3
(for throughput)
« AL —2B40X
. 8 GB
# of Partitions = e 0.8=1
(for size)

+ REWVEDSZERA
# of Partitions = MAX(1 ¢, sizel 3 for throughput) = 3

(total)
RCUEWCU Dl (T —(C& ) C— RCUs per partition = 5000/3 = 1666.67
FT O (CENY TSNS » WCUs per partition = 500/3 = 166.67
Data/partition = 8/3 = 2.66 GB
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AR O ERDOBEME L. & <E> <E{> S <E{>
IN—F 23> (CFvISFTan x/4 x/4 2x/4 x/4
N,

Allocate=NTL\E, MAXZIBZ D

ENZFTA I 2MBMEND TOES5 S RL— T e




CapacityZERD;F=EIR

Parition1l Partition2 Parition3 Partition4

Fr )T ZRmST EE(E/\—

423 IS (C. &)\—
Table T4 232DFvIET 1 NED
DTEE !
<Z:> % :: E : E : Paritionl Partition2 Parition3 Partition4

UtDUtDQﬂ—F4>5M®7:> e

F7 )T MMEVVIRERICIR B, x/4 x/4 x/4 x/4
HRELTCFVISFAIS—% e

UV IULVRRE(ICTR D, J ) JOe>3> rAL=Jy LR on




Burst Capacity
DynamoDB(&/\—F 4 > 3> EDF v/ DD5. FIHESNRR
Mo lenzBE300pETUT—-T
JOEZ 3> REBRIE/IN—A NS T4 v OZUIBRTDzHICFIATD
KLU CWZFv /IS T o ZfE
1600 A / JIN—X bF+7 )5 : 3008
(1200 x 300 = 3600 CU)

1200 -

800

Capacity Units

400

EONIEN D EF /ST 0 DZER
5

0
Time

Provisioned ess=Consumed




Burst Capacity CIIAR+DRIEEEH D

J\—X b+ )SF 30088
(1200 x 300 = 3600 CU)

1600 | %
£ 1200 - -/ . , - > %
g 800 -

° BBUIZUITRN

400

0
Time

Provisioned ess==Consumed e= eAttempted

{

b\
{

!

=
mw
w'm

wl
=Q
3

U
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Local Secondary Index (LSI)

+ Sort keyBUMT DIABRBREIT SkeyZBIF DT ENTES
 Partition keyHh\[@E—7T. MBDI7A T LS DIRZRDZED(CFIH

.« IRTDER (F—TJILEADTYVIR) DAFHIA %, &)\
2 2F—C2E(C 10 GB (CHIRR

Table Al A3 A4 A5
L)

Al A3
(PK) (Sort)

KEYS_ONLY

LSIs Al A4 A3

n (PK) (Sort) (projected) INCLUDE A3
Al A5 A3 A4 ALL
(PK) | (Sort) (projected) (projected)
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LSIFIAG : BRDRIES

DX bO%R5%EH
Table
PK Sort Key DIAHD
ARB NG Hwh—
XEB fEF BBk
;| =BB Hwh—
LSI
PK Sort Key DIRHD
yN: i Hwh— NG
ARB Hwh— =B
XEB EFEK EF

KEBE AVDRIZEDRER(S
A TEN D> TULDB ? H'7T
DF—TJ )L CIFHS O]

KEBE ADH Y h—kiE
(5 ? MLSI CHEZR O] HE

QueryZz{EF SDFETKREPE
IDRIEFEEEEBHND
LD ? KEBE AUISAIZEED
DDOIENND ? BEA
DFT—IIZESETHE

ReJHE
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Global Secondary Index (GSI)
« Partition KeyEEDROD 78D

» Partition KeyZ £/c W THRRZITDIZHDA 27V IR

Al A3 A4 A5
Table (PK)
o KEYS_ONLY
(table key)

A5 A4 Al A3
(PK) ' (Sort) (table key) (projected)

A4 A5 Al
- (PK) | (Sort) (table key)

GSls

INCLUDE A3

(projected)
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GSIFIAY : 2FRIZEY R bDRFER

Table

PK Sort DIAHD
BB N Hwh—
BB =8B BBk

E f8F F-X
GSI ¥wvE>JHA

PK Sort

IREB BB

=B KEB

EF fEF

GSI DidD S DIRZEA

PK Sort WRE
Hwh— XEB NG
FFEK AEB =EpB
F—X Ee f6F

INBRE ADRIZE (T
hWBd? EE>
5lE&E<YVvE>TH
GSI CHRZER]gE

T _ATCKEfETAN
FETSAEENDT
LB AIFEEN LD ?
INDIEHYD b\bdﬂﬁ
R FHGSI CHRX= 0] gE
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GSIDEFHIO—

Client

2. 3E[EEAUpdate
(in progress)

Secondary
Index

GSICIEZT—IL&F B UI=R)IL—Tw AT OES 3> UCHIAY

DIz ﬁﬁ%&aum




LSI/GSIZ{ESRDERR

o LSI/GSIMERITZH. RIL—Tv M ML —2FEZENM T
B2L9D

o« BICATVIORDIEMEZINITIBERDIFEESTAHF IR ML
AT

e LHAVAFTYVIORICHELSMKIFITDLDRT—TILEEETICR
BEOITHNIEL. —ERDBTEHZH/mERWWHNZHERL THD

DIPNRS —
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BERT—JIVNEEICOVWTDARL—>3 >

o FWV—BM4ZFFo/cReadAXRL —2 3>

GetItem. Query. Scan(C(&Consistent Read&E WD AT 3> %#IEEIT D ENTE.
CNZEFY D& ReadUTTIT R MeRITERD KD BRIICHKINL TLD I X TDWrite
DOT X MHIRBRENTZHEERENIERSD, Read Capacity UnitzZBED2{EEE I 2D TR,

« Conditional Write

[F—(CYYFITBLI-RAFELIES/URNDTZ5] W [COENOOLE/UT
227251 EVLWSRMHMIESESITAH/EHRNTED

. FilterRIC &k BHERDEIA

Query F£7zld ScanTl&. BE(CIRUTIAILIREIEEL C. IRESNTZHERZRDIAD
CEMNTES

Query. Scan® 1 MBDO#IBR(Z T « LR DEARICERE. /e, JHESNDdFv /(2
T4y bEITAIILYRZIBE LR TERU

,l’l'l
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BERT—IJ IVEEICOVWTDARL—>3 >

« UpdateltemI(C BT DAttribute\NDIE/E

« Attribute(C3 LU C. UpdateltemTPut. Add. Delete& U\S3f&EFEDEE
YEN B]EE
Put : AttributeZ38E UTcIE T EH
Add : Attribute S’ NumberZ/iR5E UE/SIZH. SetBRRs5zntzy MMIxd
L TIEZIENNT D
Delete : H&ZAttributeZHIBR T B

« Atomic Counter

o  FEOAAAZFIBITBCEICK DT, Atomicl D> A —%FKIRITBC
EETED

(
)

o=

..‘

w! .‘
\ V]
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Data Modeling
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1:1UL—>3> orF— - /)NU1—8&
» Partition keyZ{E> =5 —TJ )L FE 1= (LGSI

« GetItem H'‘BatchGetltem APIZ=Z{EFE

f5: UserIDY°EmailSEB xRz I Di5E

Users Table

Partition key | Attributes

Userld = bob | Email = bob@gmail.com, JoinDate = 2011-11-15
Userld = fred | Email = fred@yahoo.com, JoinDate = 2011-12-01

Users-email-GSI

Partition key

Attributes

Email = bob@gmail.com

Userld = bob, JoinDate = 2011-11-15

Email = fred@yahoo.com

Userld = fred, JoinDate = 2011-12-01

amazon
webservices


mailto:bob@gmail.com
mailto:fred@yahoo.com

1:N UL —>3> or iFE3&R

- Partition key &Sort key Z{E>T=7—T )L,
GSI

e Query APIZ{E>C7tX

N[l
[

Partition Key

4§IJ: 11' == . User-Games
Userld = bob

Attributes

HighScore = 10500, ScoreDate = 2011-10-20
Userld = fred HlghScore = 12000, ScoreDate = 2012-01-10
Userld = bob HighScore = 20000, ScoreDate = 2012-02-12
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N:MUL—>3>

- table & GSI Z{®F U CPartition key &Sort
key DEZRE A1 WF U TENE

« Query API Z

LN CO7 oA

Bl 11— ERDT—LZTLAL,
15— LATEHROTLAYV7—NNT—-LZ LTS

iﬁ — User-Games-Table

Game-Users-GSI

Partition Key
Userld = bob

Userld = fred
Userld = bob

Sort key Partition Key Sort key
Gameld = Gamel
Gameld = Game2
Gameld = Game3

_ _NINg
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Time Series Tables

Events table 2015 June

Event id LIS E I Attributel ...
(Partition (Sort key)

ke

Events table 2015 Ma

Event id LITNGESET I Attributel ...
(Partition (Sort key)

Current table

1S

Older tables Events_table_2015_April
Event id I el Attributel ...
(Partition (Sort key)

Events table 2015 March
Event id LN el Attributel ...
(Partition (Sort key)

Attribute N

Attribute N

Attribute N

Attribute N

Ry R—4 & O—)L RF — S BEES B
| Py I UEO— L RE— S Es3N

RCU = 10000

WCU = 10000

RCU = 1000
WCU =100

RCU =100
WCU =10

RCU =10
WCU =1

Hot data

Cold data

_ _NINg
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Large Items
Filters vs Indexes
M:N modeling — Inbox & Sent Items

_ _NiNg
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Messages App

SELECT *

FROM Messages

WHERE Sender ='David'
LIMIT 50

ORDER BY Date DESC

SELECT *

FROM Messages

WHERE Recipient='David'
LIMIT 50

ORDER BY Date DESC

_ s
fiEramazon
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KINDFT—IHYRTE

Partition key Sort key
/jé Messages Table /
David 2014-10-02 Bob
... 48 more messages for David ...
David 2014-10-03  Alice
Alice 2014-09-28 Bob
Alice 2014-10-01 Carol

\

SELECT *

FROM Messages

WHERE Recipient='David'
LIMIT 50

ORDER BY Date DESC

__ 50 items x Y15 256 KB

/

(Many more messages)

N\

ARSERAYVE—ZIRT 1 —%Z
A
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PITV-IXMDHE

1rcu Lreaa
50;¢0ms X 2565 X X ————— =[1600xy
T KB 2e.c.reads
_ : \
\11:7 [A
/ AT ATAA \ EREAKDDSHHAY

1EIDREIVWVEDEICEKD T §|§B’ﬁ§(:1Rcu
HESN3 7157 L3 HE
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(RecipientZindex,
Message A5 T —4 % t&HH)

2. BatchGetltem Messages: 1600 RCU

RKEWT—HZERIITERE

BE(CKENTA T LEFOKLDICHL

(50 sequential items at 128 bytes)
1. Query Inbox-GSI: 1 RCU

(50 separate items at 256 KB)

i== [nbox-GSlI

N
/

David 2014-10-02  Bob Hil... afed
David 2014-10-03  Alice RE: The... 3kf8
Alice 2014-09-28 Bob FW: Ok... 9d2b
Alice 2014-10-01  Carol Hil... ct7r

,l’l'l
I amazon
web
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Inbox GSI

Index(CJE—79 3|
L
F
Details Indexes Monitoring Alarm Setup
Global Secondary Indexes
(— o~
Ind R
neex Hash Key St Projected Attributes
Name Key
Inbox Recipient Date Msgld, Recipient,
(String) (String) Date, Subject, Sender
- J

EfkZcana

L1
fiEFamazon
w



ST AHNE Z B

PutItem
{
MsgId: 123,
-~/ Body: .,
NN Recipient: Steve,
David Sender: David,

Date: 2014-10-23,
\ |

Messages
Global secondary Table

index

,l’l'l
I amazon
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Outbox GSI

Details Indexes Monitoring Alarm Setup

Global Secondary Indexes

Ind R

M Hash Key ange Projected Attributes

Name Key

Outbox Sender Date Msgld, Recipient,
(String) (String) Date, Subject, Sender

SELECT ¥

FROM Messages

WHERE Sender ='David'
LIMIT 50

ORDER BY Date DESC “uir amazon




Messaging app

Global secondary
index

Messages
Table

Outbox
Global secondary
index

isiramazon
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« TTL
« Auto Scaling
- DynamoDB Accelerator (DAX)
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TTL (Time To Live)

o« KK

: DEynamopB ® Time To Live (TTL) TlE. . F—JILD
IBEOBEZNEARAIN, T —FR—XNSBE(CHIBR
CEDRHVAM IV ETEREEKD

- JOEDI N EXRIL—T v hMERT I ER
<. BEEEDRWT YDA —FEREERFIX
NS E D

- ENRIER L TIRHE

« BIfF - IO —J)LICERTE A BE

- DynamoDB Streams & DO FHTIEE
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TTL (Time To Live)

. TTLBHC U

VEEERTEL
S3(CT BT
5T 1 o

o EBEARDE(LES
a7 Ty IR
N CEVEE
S —AARDH

\

TTL OBEZE X

TILiE. T—7ILOBEEEHERINICT2HEDY LAY Y TERETIMETT, Y1 LAYV TiE. 7—7ILOEE
DODEMELTRIBRENHDXT, COREMEE. BEEIRY /B TIORET— YR TRThERD FtA, Y1ALR
U IHAREYNICES E HETREBRNY 2SO RTeTr—JILhslBREhEd,

S —

0 TIL OBEMERTARTDN—F 1 ¥ a VICEREN B X TICRX 1 READ2BEHBDET. T
OFF2avhETTHETR. TILEEET SR TEFEA. T—TUHSERRT -1
FbhiWLSI, TRTOBENELWI EERBLTIEZ W,

DynamoDB Ak U—14 ) RERG A TR HBAA—J O b U —LHBRERMICHR > TWET
TILOFLEa1—

TIL 28T BHlIC. FLE2—%Z2RfTL. COT—TLTTIL AR > IBRICHBRENZEEOHEEET S
CEEHEEULET,

FLE21—OR{T  JLE21—F3EBOHEBER (17 4]:( 38 4] UTC+9

Fryiil

,l’l'l
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TTLOD{L%EF>

Putltem Check & Delete

Backgroud Job

SessionData

UserName|Sessionld |CreationTime [ExpirationTime (TTL)
userl aaaaa 1461931200 1461938400
user?2 bbbb 1461920400 [1461927600

amazon

webservices



TTL (Time To Live)

o TTLIZUNIXTime TsRE I DHEARETINICIRD T
HEENHIBR - FeAHHED HERIR < IRBERTITEN,

: Ef;)ﬁ(48ﬂ§|aaﬁﬁ|]ﬂﬁ?éf_€ﬁm\5 (REF2A> REC
5

« TDA. AHRDEFICHIEYINOEDZEYS L
IRWKDICT BICIEQuery=FIHIT BN 7T
f{ITT D o )LFUNIEBNNE
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Auto Scaling
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>300% increase from baseline

ur

>200% increase from baseline

T’J e \Nrites

ﬂ e Reads

it o~
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Auto Scaling

Auto Scalingf& L

-l

Auto Scaling B%h

JILNFZ—= RTWCU. RCU. GSIICH T RREZE
g
MEEY—TY MEAZXRE LR, TRZRTEI DT
IR A ROV —)L. CLU. SDKTOIRENTIEE
FAA (TR

EARBFIRND ?

SETEENLS BSLMED TLVEehZE#HERI L Twceu,
RCUZESTE U CULNTEEEN SHERAR
FIVo—23>hsnU oI MUIEUTH
FN(CEE=ZHILK

UOT X MR IERICEENICEEZHE/I\LUT
1R = HiRk

JARA MOV =)L SR ESNIIRRET
BIEN ] EE

amazon

webservices



Auto Scaling Dl E

Amazon
CloudWatch

o

EE: UpdateTable ° .Iﬁ

. (6
Dyljrzﬁi‘glgDB Application
Auto
Scaling




Auto Scaling
° Erﬂbi(c_jb\_c

—L@t?@t@h@%%€uﬁﬁégtt%k%® SEOHT
T U EREE S L LS5, GSIBEEICT 3NMER

(L_jéb\fdt }:'_E:E)__[

Auto Scaling
@ FHHPAHF I
VT4 —
=4y NMERE 70 %
FOEYaz—vdaEnkBIMF vty 5 s Bl

TA—
FOEYVaz-vIEnkBRF vV 100 1z=whk
FA—
BEUHREESO—NILEAVSY
A 2Ty AICER

O BEAHBFTNIT o
O HHMD ERUHRE
70 %
5 1=whk
100 a=whk

@ RCHEEETO—NILELAVS
A>Ty ACHEA
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Auto Scaling

TRS=1E
— Auto Scalingh\EE# 9 2 BRI (ICEENILA T DERTIEIRL,
EC2CAuto ScalingZz{>2d®dD & [Elfk,

— ﬁaqFaE_IH’JTdX/ 1O TT DICTITRICEHEIT T BDAXEENDTET
—FFIOF vz EZiERE

— J:Lf%lil%&@tﬁﬁ(iﬂb\73“?07“‘5@%51(3%7&%?(—EI9IEI
— BRI O ETERSH THESR
« https://aws.amazon.com/jp/blogs/news/new-auto-scaling-
for-amazon-dynamodb/

s
Illl amazon
websel


https://aws.amazon.com/jp/blogs/news/new-auto-scaling-for-amazon-dynamodb/

DynamoDB Accelerator (DAX)

amazon
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DynamoDB Accelerator (DAX)

D@@ -

YourBApplications

I

e

DynamoDBEAccelerator

I

DynamoDB

Lk
HE

TIWNIR— RO OEAAN: U—>3 > NTYILFAZER N D
FrvIaBROLTVT—>3> BEROI T AIILA—/\—1
ExITINFZ— RTER

DynamoDB APIE#: IRTT(DSDK & BiEMZR > TLVDDTI— RDK
o EESTEIHENE

Write-through: 51 EX)L—TF v v 1% FREF

Flexible: £k < 7DynamoDBMD T — 7 J AR (X it

Scalable: R X10./ — RETDRT =)L MG

Manageability: Amazon CloudWatch, Tagging for DynamoDB, AWS Console
TR E EDEEE T E

Security: Amazon VPC, AWS IAM, AWS CloudTrail, AWS Organizations (X
&

g

amazon

webservices



High Availability

7~

DAX
SDK
WAZON VPC

DynamoDB




DynamoDB API compatible

y

0.’
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Q: How easy is it to add in- A: Comment out the this code and

memory caching with DAX?

public stat

class myApp {
oid main(String[] args) throws Exception {

AmazonDynamoDBClient client = new AmazonDynamoDBClient();
String daxEndpoint =

ClientConfig daxConfig
AmazonDaxClient client

new ClientConfig().withCredentialsProvider(new ProfileCredentialsProvider()).withEndpoints(daxEndpoint);
new ClusterDaxClient(daxConfig);

myTests tests = new myTests();
tests.setup();

DynamoDB dynamoDB = new DynamoDB(client);
Table table = dynamoDB.getTable( D)k

tests.getItemTest(table, , tests.yearArray, tests.titleArray);

amazon
webservices



DAX is API compatible with DynamoDB

Read APIs: Getltem, BatchGetltem, Query, Scan

Modify APIs: Putltem, Updateltem, Deleteltem,
BatchWriteltem

Control Blane APIs: H7Rk— M (CreateTable,
DeleteTable, etc.)

_ _NINg
ffErramazon
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DAX has two caches

Item Cache {Getltem, Putltem}

key, value

Query Cache {query, scan}

guery text, result set




Write-through

amazon 8/22/2017

webservices Slides not intended for redistribution
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DynamoDB Accelerator (DAX): Reads

t., Getltem Q @ @ t.c Returnitem

YourRApplications

I

-

DynamoDB®\ccelerator

I

t.; Getltem | . ‘

DynamoDB

t., Cache Miss t_, Populate cache

L
ffErramazon
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DynamoDB Accelerator (DAX): Reads

t., Getltem Q @ @ t_.; Returnitem

YourRApplications

I

-

DynamoDB®\ccelerator

I

t., Cache Hit

DynamoDB

L
ffErramazon
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DynamoDB Accelerator (DAX): Write-through

t., Putltem Q @ @ t., Returnitem

YourRApplications

I

-

DynamoDB®\ccelerator

I

t., Write | . ‘

DynamoDB

t_; Populate cache

L
ffErramazon
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DynamoDB Accelerator (DAX): Read after Write

t., Getltem Q @ @ t_.; Returnitem

YourRApplications

I

-

DynamoDB®\ccelerator

I

t., Cache Hit

DynamoDB

L
ffErramazon

8 webservices



Flexible

amazon 8/22/2017
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DynamoDB Accelerator (DAX): Flexible

One-to-One One-to-Many Many-to-One

@ ® 0U9@

Your@pplication Your@pplication Yourpplications

DynamoDBM@\ccelerator DynamoDB@\ccelerator DynamoDBR\ccelerator

DynamoDB DynamoDB DynamoDB

Many-to-Many

SO

YourRpplications

I

-

DynamoDB@\ccelerator

]

DynamoDB

_ _NINg
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Scalable

amazon 8/22/2017
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Scaling DAX

Scale-up Scale-out

|.;, b &

(up to 10 replicas)
(15.25 GiB to 244 GiB)
Scale Up Scale Out




Manageability

amazon 8/22/2017
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—

AWS Management
Console

~”

Amazon
CloudWatch

Cost-based
Tagging
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Cache Eviction

‘ ?
Time-to-live (TTL) Least Recently Used (LRU) Write-through
eviction




Security

amazon 8/22/2017

webservices
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AWS
CloudTrail

IAM

\_ VPCsubnet
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Use Case #1: Unpredictable spikes

Read Capacity Show| 1d The Past Day | [« » X

2K

1EK

1.4K

1.2K

1K

0.BK

06K

04K

0.2K

T : T . T - T : T - T - T -
15:00 18:00 2100 Wed 19 03:00 06:00 05:00 m

. 0.09K Avg: 0L19K (aws.dynamadb.consumed_read_capacity_units ... {tablename:medium b

. 1.6K Avg: 1.6K aws.dynamodb.provisioned_read_capacity_units  {tablename:medium b

mazon

8 webservices



Customer Use Case #2: Speed

Response times in microseconds

amazon
webservices



Use Cases

Write-Through Cache App

Write-Around Cache App

DAX DynamoDB

j'l'l
I amazon
web

services



{ihte

TOT N 7499 (BRE) (ap—northeast—1)

dax.r3.large 0.322 USD
dax.r3.xlarge 0.644 USD
dax.r3.2xlarge 1.289 USD
dax.r3.4xlarge 2.577 USD
dax.r3.8xlarge 5.154 USD

amazon
webservices



= F=E A

» 1H7EJava SDK only, fISEBXIGIESE.,

* US East (Northern Virginia). EU (lreland).
US West (Oregon). Asia Pacific (Tokyo). US
West (Northern California) 0D5 D Dithigy, T #l)

O] BE

* |Instances: r30Dd>

amazon
webservices



Agenda

 DynamoDB Streams
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DynamoDB Streams?
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What is DynamoDB Streams? &5

» DynamoDBI(ZiThN /BN, 5%)? HIPRDZE =

EREZHRFLEDIZUAlEE

- BFE 24 FRIUAICZEDT—TILDFT—F (T3]
UTITONIEEEDA NI —LAINTICT7IT
AHJgE, 24EfERBEUIEA N —LAFT—5 (3.
TDR. BESND

» DynamoDB Streams OB=(IEHFHH(CEE

—
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DynamoDB Streams®DIIEE{R:IE

BIEMTONZIBE (A>T —H(E. 2 UY 7/1’ XENd.
BFED/I\WS 2AF— (XU TITONEEE(E. IEUWIEFRTEIS
I\ aF—NERDIFSF. ZMEULIERFE(FERDIEFT
DynamoDB Streams|C ARSI D = EHds D
Bl) 5 —ILDI\AXDAT7ZRFLTWVWBT—TIL
> —JI)ILOZIEBMMERIDT L —17—DiR-1 > e T OIEE(CELT

® JL—V—1 :100 h1> MMTEE

@ JL—17—2 :50 R1> MNIEE

@ TL—v—1 : 125 RA> MNIEE
OERIFIEUIER (TJL—177— 1) [CHITBREERDT, DK 'O&“(L@b‘%
RENDd, CNICKD, BITL—V—D8EHD/\A X J7ZBETE B,

3 DDEFI N THIEUWVWEF TERRSND EFRSRVN (DNOKLDE
T QL DHICKRRSNDIRE) « BERTL -V —DL - RICHTDE
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DynamoDB Streamsh*5®DixAHHD
« DynamoDB SDK. CLIT?KCL(Kinesis Client

« DynamoDB =—27)LMDWrite”7
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DynamoDB Streams®{EL\ k10O
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View types

B¥rE#ER (Name = John, Destination = Mars)
=(Name = John, Destination = Pluto)

View Type Destination
EWNAX—= E%ﬁﬁ']@ﬁ*& Name = John, Destination = Mars
FTUWA A== - BB DGR Name = John, Destination = Pluto
FIHAAXA—=> Name = John, Destination = Mars

Name = John, Destination = Pluto
F—0OH Name = John
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DynamoDB Streams API

A
ListStreams IBTED7 N> ROIY Rik1 > hDRA kU — AFEihF
(A BUJ—/ARN) DYUXR hZIRT,
DescribeStream IEESNIEA MY — ADFHIBIEIREIRT,

AR —LDIREDIREE, 2DV UY -
(ARN) . EDZ v — RO BXUENICHILT D
DynamoDBDFT — T )LE SV A b — AICEHT 2 1FHkR%Z IR

a—

GetShardlterator S —RAFL—FDUEZIRT, >v—RDECHS
T — I ZGHBROIEVNEIEET DIEHICHERT D, 15
L =S TERHEHVIRA > MOTRIOMNRA > b FEFRX S
U — ARDFFEDINA > N ZIETE T Do

GetRecords EBESNESvv— RAMNSDA NI —A-LO— RZIRT,
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DynamoDB Streams FIFRIE
(2017/8/9@RRU—>32)

« StreamsDHEEZB3NL T DD (LR

- BH&AIDORead ) I X b~ 250543
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DynamoDB Streams and
Amazon Kinesis Client Library

Partition 1 | KCL
Shard 1 " Worker
Partition 2
R KCL
DynamoDB Shard 2 Worker
DSAT> N E— Partition3 | | NE—_p
7 ) —,3> i Shard 3 o kel
Partition 4 Worker
Shard 4 KCL
Partition 5 ™ Worker
>_ Streams Amazon Kinesis Client

Library Application

L
v
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KCL(Kinesis Client Library)

 Kinesis API Z{ELVENTWL\DHFER
(. DynamoDB Streams Z G (CF

] HE

o Amazon Kinesis 1> —J T 14 A%
E#&9 D DynamoDB Streams

Adapter Zf&

19 D&

7T —

>3 >°C Amazon Kinesis 5177~
NS5 (KCL) =EARAUT
DynamoDB Streams (C 7771z X AJ4E

Kinesis Client Libra

DynamoDB Client
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DynamoDB Triggers

gy E

DynamoDB + AWS Lambda= DynamoDB Triggers
° AWS I—ambda AWS Account

¢ 0S. v/ EFTA4FA>T . i
SOEERE M {7

* S3. Kinesis. SNSZF COD- -":-“-“; a :..-"-'-,:
N> MR TTCI—HN i FIE
AR LUZOd—K (Node.js. 5
Java) ZZE1T

- A—Y7TUNSDEHY
FERIEAFON U

. Role




DynamoDB Triggers 1—X5—X

« DynamoDBADEZTIAH(CIHUTHEF TV OZ UDDEIT—TIL
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DynamoDB Triggers F#IHEE

« AWS Lambda BEZRICx I B O X Melgh&
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DynamoDB Cross-region Replication

Asia Pacific (Tokyo)
5 . @&
% DynamoDB Stream |

|
€ — @

US East (N. Virginia) Cross-Region Replication EU (Ireland) Replica
Library

_ g
fiEFamazon
eeeeeeeeeeeee



DynamoDB Cross-region Replication1—Xo—2X
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DynamoDB Cross-region Library
A=—T 2V —=RXERDTHED. HMBTHMFIHAHT]EE
https://github.com/awslabs/dynamodb-cross-region-library

awslabs / dynamodb-cross-region-library

A library to facilitate cross-region replication with Amazon DynamoDB Streams.

10 commits

1 branch 2 releases

Q&) erench:master - dynamodb-cross-region-library / +

Remove ingress ports from default security group

¥l schwar authored 8 days ago
I cloud-formation

B dynamodb-connectors

B dynamodb-replication-coordin...

I dynamodb-replication-server
B dynamodb-table-copy-client

B dynamodb-table-copy-nanny
I dynamodb-table-copy-utilities

B .gitignore

latest commit ebbde6927d @-

Remove ingress ports from default security group

S3 Regionalization fix for Elastic Beanstalk deployment; Reduce polli...
S3 Regionalization fix for Elastic Beanstalk deployment; Reduce polli...

S3 Regionalization fix for Elastic Beanstalk deployment; Reduce polli...

Release 1.0.0 of DynamoDB Cross-region Replication Library

S3 Regionalization fix for Elastic Beanstalk deployment; Reduce polli...

adding bin directory to dynamodb-table-copy-utilities

Release 1.0.0 of DynamoDB Cross-region Replication Library

@ Watch~ 30

3 contributors

8 days ago
12 days ago
12 days ago
12 days ago
13 days ago
12 days ago

8 days ago

13 days ago

*Star 62 YFork 10

<> Code

@ Issues 4
1 Pull requests o
4~ Pulse

lsh Graphs

HTTPS clone URL
https://github.com/: [Ed

You can clone with HTTPS, SSH,
or Subversion. @

[& Clone in Desktop

<> Download ZIP

8 webservices


https://github.com/awslabs/dynamodb-cross-region-library

DynamoDB Cross-region Replication

DynamoDB Cross-region LibraryZ B3\ C. CloudFormationft;

DynamoDB®D RF1 X > b
http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Streams.CrossRegionRepl.Walkthrough.Step2.html

Amazon DynamoDB English v .
<. . Did this page help you? Yes | No | Tell us about it...
wwawsdocumentation Developer Guide (API Version 2012-08-10)

AWS Documentation » Amazon DynamoDB » Developer Guide » Capturing Table Activity with DynamoDB Streams » Cross-Region « Previous Next »
Replication Using DynamoDB Streams » Walkthrough: Setting Up Replication Using the Cross Region Replication Console » Step 2:
e e

Documentation - This Guide

= Step 2: Launch an AWS CloudFormation Stack
P What Is Amazon DynamoDB?
. i In this step, you will use the AWS Management Console to launch an AWS CloudFormation stack from a prewritten template. When you launch the stack, itcalls AWS
4 g:ﬁ;‘l'ggn?tg‘es and Loading Elastic Beanstalk, which in turn launches the Replication Coordinator and the DynamoDB Connector in to Amazon EC2 Container Service. The following resources are also
created:

P Using the AWS SDK
sing the S « An Amazon EC2 security group to control access to Amazon ECS instances.

P Working with Tables . . . .
- Ity.
) An Auto Scaling group to automatically adjust Amazon ECS capacity
Working with Items
+ Two Amazon SQS queues—one for processing Replication Coordinator events, and a "dead letter" queue for messages that can't be processed.
» Query and Scan

P Improving Data Access with + Amazon CloudWatch alarms and metrics for these resources.

Secondary Indexes * An AWS Identity and Access Management role that assigns privileges to the DynamoDB Replication Coordinator.

Best Practices
Important
bl ing Table Activity with P " P A . . N
g;ﬁ;urggga aslzriar?slw ¥ wit Do not delete individual components used by cross region replication. If you do, your replication environment will not function correctly.
P Walkthrough: DynamoD8 If you want to remove cross region replication entirely, see (Optional) Step 5: Clean Up.
Streams Low-Level APT To launch the AWS CloudFormation stack

P Using the DynamoDB
Streams Kinesis Adapter to
Process Stream Records

1. Click the following link to view the AWS CloudFormation template:

View Template

~"When you are ready to

¥ Cross-Region Replication

Using DynamoDB Streams aunch the stack, click this button:

¥ walkthrough: Setting Up
Replication Using the
Cross Region Replication

Console ~0n the Select Template page, click Next.

webservices


http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Streams.CrossRegionRepl.Walkthrough.Step2.html

DynamoDB Cross-region Replication

AWS Region

o — -, @
= !E ﬂ!ﬁ;ﬁ;ﬂ;y 1 FEREREEHDAWS CloudFormation 24w & L&)
P TNHTTT I BDICHI209HD D, 1EIRR D DigfE

AWS CloudFormation 5w (&, AWS Elastic BeanstalkZz{EH L T

A
| <

o (1 | . N
Y — B = Amazon EC2>FFHH—EXZ (ZXYECS) I
e ER e '\ - LU —>3>-0—F « %—%—&EDynamoDBD IR 5 % L&l
o; = 3 LIUS—Sa3 O —TEERTBICE JO0AU—S3>2LTUS—
--. KGL Checkpait :/3 \/j \/\J_) l/%*ljm
— )4 LTUS—23> 0-FAR—F—(d AFT—IR. TOMDI—3
AWS Region / AWS|Region \ AWS Region \/t‘\o) l/j IJ jjj___ j‘) l/%ﬁ@%\grcﬁ?/\‘to) IJ \J_Z% %IJ D %t
— © (o h COIREE. BT IBEXETICERRIODHND
[l | 1 [ |
e — - 5 DynamoDBMDIx4(E. DynamoDBOHPTIYRSY—FT—TILEDR ~
= = = U— LD DEHT — I EFHHED. IR
o ez | 6 DynamoDBOIRIHE. LTUHE (H2E]) =S
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DynamoDB Cross-region Replication

CloudFormation1>Y — JLIAH S
CloudFormation Cl&. RXFwvD sick | -
B IREHRD AT

Name DynamoDBReplicationCoordinator

Template

Atemplate is a JSON-formatted text file that describes your stack’s resources and their properties. AWS CloudFormation stores the stack’s template in an

2595 (FoTL—KC T
KO TCEEFIITDAWSIUY — X =
v ~Ds :L.\*l]_\) (C % B & 'f—.l- ) T —

C. Nextz ' Jw DU TR B

https://dynamodb-cross-region s3.amazonaws.com/dyna
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DynamoDB Cross-region Replication

I‘l AWS ~ Services ~ Edit Jeff Bamr ~

RIE, INSA=HFEFEZAN | e

Specify Parameters

AT IEQDA ORI R |

Specify Parameters

N Specify values or use the default values for the parameters that are associated with your AWS CloudFormation template. Learn more
Review

FATEZATN
(BN (CZEDFRFTTAILK et (555 S

7_ d: (3:3») EcsClusterSize 1 Masimum size and ini ,

Parameters

Ecsinstance Type t1.micro 1= EC2 instance type for Elastic Contal use cat
MetadataTableMame 1 ata tal
MetadataTableRegion us-east-1 ; he regicn of the metadata table
SQSDeadLetterUrl
] ally x
SQsurl
a automatical

Cancel Previous m

amazon
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DynamoDB Cross-region Replication

LU —>3>. 77 )%
LI, EQLEDASA>
DconfigskTE/R—=

(CloudFormationT>J L — &
MBURLBERREND) (CT7D
TRITBIENEEKDIEICIRD.
LU —2 3> )—T%
ek (N RXAF—F—T )L, I/
jIJ jjj— j)l/n }:'_E) L/

1T

DynamoDE Replication

Replication Groups

Hame Type

ﬂ Note: No Replication Grq

You have not créatéd a replca
Create button in the above to g

Step 1: Create Replication Group
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DynamoDB Cross-region Replication FIBElE
DynamoDB Cross-region ReplicationZF|B 9 B(CH D e T FEEDORENRELE

DynamoDBDOL T U4 —>g>fecapOESa =T asnNizX)L—
v I\ (Egl_aj'&u}uafl_aj') EBA:UI/DOUHT 7)|/0)Z I\l/_‘

Bl&

U—/azﬁT SEnXE

—J)LEOEEAZ##1E I D=8 DynamoDB X kU — /A5 0D
T S DaRdrIAFH
LU —23>7TU0—230%Z/RA NI DeHCTOETI T
SOENIEEC2 A RIS AARAIADERIE. #BIRUEET1> X
7/_5%7&47’&4\/7\9\/7\7&#\7\ NUTWBU—>3 2 (CRKD>TE
P\
{7")’7—}3 SHBOHIIIN> RZ2EFKT D SQS +1—UIT X

XFULWRIEEFET-—EXAREZER
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AWS Mobile SDK& 2-Tier 7 —F5F0F v
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AWS Mobile SDK

JO0RT3SY NIA—LA
— Android, Fire OS, i0S, Unity ZH/R— k

U
-

B DERE
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2-Tier 7—FF7 IO Fv &3 ?

BT —)\—(EC2)ZHAET(C. 517> b 5iERE AWS OB —EXZFIRAT 3.

R 7—F5IOFv

<> @ /
/ -
@ '/

Web DB
;h BEFAPI

— F{R1FAPI

J\wWF

2-Tier 7—FF IO Fv

- Azon Cognito
® \ . OG

Amazon DynamoDB AWS Lambda
(7 —91&%F) (O>w )

NS ‘%
Y LI . Amazon SNS Mpbile Push
A2 1))

e
fiEFamazon

8 webservices



Amazon DynamoDB Connector

Object Mapper

High Scores
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Amazon DynamoDB Streams

AWS Lambda &EEULED.,. KCL D—hH—TUEI IR E

DynamoDBADEETIAHICIG U THEF v I%Z UBIT—TIILOERT v = 1@ %& =

TIBDRE, VAT T7FeFSFH,

E)INAILTTV

>

o s

. ‘“ﬂﬂﬂﬂﬂ J 2. Event Trigger

Amazon DynamoDB
Streams

¢

3. {hynE
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Amazon SNS
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aeEEfR(ICloudWatch™T(1/2)

BHABF P INOT 4 — (1w b/ -5 B DOTFE) (i ) Z0Ov kL&At Read JITAK (A9 V k) BEABF PO TF— (22w M- 5 SEOFEY) (i ]
1
1'2:’ FOEY sy 7 EhicEsn M Get “Zf FOCYZY Y SN MER
0.75 BEVIGT A 0rs M Scan 075 BF YT A —
0.5 ERENERHARF /LT 05 m Ty 0.5 ERENEWERARF ¢ /12T
0.25 + —DFg 0.25 Wl Batch Get 0.25 + —DFg
0 0 0
8/2 8/2 8/2 8/2 8/2 82
06:00 06:30 06:00 06:30 06:00 06:30
A0y kIbEht- Write JO9TA R (ho2 k) Get DL+ F2o— (S UHY Put DL F2— (= U ATUDLAFw— (S U Scan D LA F22— (= Ui
1 = Put 1 10 1 1
0.75 0.75 15 m— 0.75 075
o =3
0.5 0.5 5 0.5 0.5
| HkR
025 0.25 2.5 025 0.25
M| Batch Write
0 0 0 0 0
8/2 82 8/2 8/2 8/2 82 82 82 8/2 82
06:00 08:30 06:00 08:30 06:00 06:30 06:00 06:30 06:00 06:30
qA=tf=TF5— (H k) (i ] EEFrvINERULELE. (VYR Get Records (17> k) (i ]
1 1 1
0.75 075 0.75
0.5 0.5 05
025 025 0.25
0 0 0
8/2 82 8/2 82 8/2 a/2
06:00 06:30 06:00 06:30 06:00 06:30
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aEEZfR(ICloudWatch™©(2/2)

e CloudWatch CEEfR C=E B8
— A FF VI ST o — — Query L1722 —
« JHE SN TULVBRead Capacity Unit — Scan DL 157> —
- A0v dMlenfzReadUOJI AN - 3—HTS—

« Capacity OverCIS—=ZiRUZ  _ &M4F 1w /IhEEq
| ki
| ReadJT LA . RAFBIAHORIE, TS5 T M

- ETAHFVI/I ST A — CldConditionalCheckFailedException

« SHESIN TUL\BWrite Capacity Unit ZZITEDTULD
— AOv NlEenizwWrite VO X~ - GetRecord

« Capacity OvercIS—ZiR Uz  DynamoDB Streams C@dGet Records

Write U O T R ~& DT MR

— GetDL1M7>2>—
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F—ADI\VIOFPYvI, LITUD
« DynamoDB®D#EET(IRDBD K S (CRRlEmZE ED T/\WwO77w T

9D EVNDSHEEFIRHENTULRWA, FROWVW DHDSET
=D\ OT7vT, LTUNERFEIDZENTED

1. DynamoDB StreamsZ U \/zCross Region Replication
Bk L/zCross-region RepricationzAUL\T. LU BD%&EVER. —BFHI(C
LU —23>%Stops @D ETPITR/I\wW 77w %518
2. AWS Data PipelineZz{#E>fc7—5/)\w O 7v T
- BloU—=3> BE—U—=23>0ODynamoDBOF—J)LICLTCOE—.
ER U Tz AttributeDAD I E—, 3EIR U 2 AttributedDddDIncremental 3
E—D>3TzETIDENAEE
3. Amazon Elastic MapReduceZ{E>/fzJE—
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T—ARERIIR—S A RISV —-IT

« T—J)LIC3 UTTSCANYPQUERY. PutltemZz~>x—=
A RODYV-INDBEITIDZIENTED

Explore Table: Audience2

List Tables Browse Items Item Details

) scan @ Query | Ge News ttem [[3 1€ < 1to1ofilozdeditems & 2]

Hash Key (Audienceld) : | equalio [=] |1
Range Key (Timestamp) : | greater than [=] |2[]13-[J1-[]1 00:00:00

ndex quernes are not avallable in console at this ime. See Secondary Indexes for more information.
Audienceld Timestamp Action
<41 "2013-10-01 00:00:00" "Login"
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DynamoDB Local

« FHFE/TAMHDOY )L

- SETIFHFEPT A NZE T DHICERDDYnamoDBDFT—J )L Z/EDEN D D
2. CNICIX"BRBEETD". "BNRTA MRIBZENGZW', "AT51>TH
ETERW'RREDEEN DD,

- ZOY-IVEFHITDITLECKD. HEPLCIZEIDERICITSISENTED

« JARJ7A)LTIRME=N. O—AILICA A M=ILUTEMNT
ENTED(EJava7ll L)

- DynamoDB Streams¥t#FHr]&E
« 1T INXR—Z(DynamoDB JavaScript Shell)dUIEFIFATIEE

» HLETAPIOHKEENZBIRL CTLWDSTA MY —I)LIRDTARET
(FAA LR

« JOEZa>X)L—Tv MEIBIRESNTULVRLVDTERE
- FEHA(Z http://bit.ly/1d9fN5c =08
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« AWS U5 R —EXE

SRI5E

— http://aws.amazon.com/jp/aws-jp-introduction/

FO¥ o RE:

Amazon 53

Amazon Glacier

Amazon Route 53
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Re:Generate

Amazon Simple Storage

Service (53)
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