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Abstract—This work considers two-hop wireless networks in
the presence of eavesdroppers with unknown channels and
locations, and proposes a new transmission protocol with flexible
relay selection to achieve secure and reliable communication in
such networks. For a two-hop network with n system nodes, the
new protocol first identifies the £ (1 < k < n) relay candidate
nodes with the best links to both source and destination and then
randomly selects one among them for message relay, such that a
flexible tradeoff between eavesdropper tolerance capability and
load-balance capability can be controlled by a proper setting of
parameter k. Theoretical analysis is further provided to help
us understand the eavesdropper tolerance capability of the new
protocol. While previous works mainly focus on exploring the
asymptotic behavior and scaling law results for infinitely large
networks, this paper considers a more practical network with
finite number of system nodes, and provides a theoretical analysis
to determine the exact results on the number of eavesdroppers
one network can tolerate when the new protocol is adopted to
ensure a desired performance in terms of the maximum allowed
secrecy outage probability and transmission outage probability.

[. INTRODUCTION

The flexible and self-configuring wireless ad hoc networks
hold great promises for a lot critical applications, like the
battlefield networks, emergency networks, disaster recovery
networks, etc., while the consideration of secrecy (and also
reliability) in such networks is of great importance for ensuring
the high confidentiality requirements of these applications.
Two-hop wireless networks, where each packet travels at most
two hops (source-relay-destination) to reach its destination,
have been a class of basic and important networking scenarios
[1]. Since the two-hop wireless network serve as the basic
building blocks for general multi-hop network system, the
study of secure information transmission in such networks
lays the foundation for secure information exchange in general
multi-hop network system.

The secure transmission protocols based on traditional cryp-
tography can hardly achieve everlasting secrecy, because the
adversary can record the transmitted messages and try any way
to break them later [2]. The physical layer secrecy framework,
where a degraded signal at an eavesdropper is always ensured
such that the original data can be hardly recovered regardless
of how the signal is processed at the eavesdropper, has been
regarded as a promising approach to provide everlasting and
thus a strong form of security [3][4][5]. This paper focuses
on the issue of applying physical layer method to guarantee
secure and reliable information transmission in the basic two-

hop wireless networks in the presence of eavesdroppers of
unknown channels and locations.

Based on idea of optimal relay selection for information
transmission and relay cooperation for artificial noise genera-
tion, some transmission protocols have been proposed recently
in [6][7][8] to implement secure information transmission in
a two-hop wireless network with eavesdroppers of unknown
channels and locations. Although these protocols are attractive
in the sense they have very good eavesdropper tolerance
capability, they may suffer from severe load-balance problem.
This is because that the channel state is relatively constant
during a fixed time period, while these protocols always select
the optimal system node with the best link condition to both
source and destination as information relay, which will result
in a severe load distribution problem and thus a quick node
energy depletion of the selected optimal relay node. It is
notable that the load-balance issue is of great importance for
wireless networks [9][10], in particular for energy-constrained
wireless networks (like wireless sensor networks). To address
the load-balance issue, Y. Shen et al. proposed a random
relay selection protocol [11][12], in which the relay node is
always randomly selected from all the system nodes. Such
protocol can guarantee the best load balance property and it is
more suitable for large scale wireless networks with stringent
energy consumption constraint, but it is not efficient enough
in resisting against eavesdroppers.

To keep the advantages of available transmission protocols
while avoiding their limitations, this paper explores a more
flexible relay selection scheme for secure (and also reliable)
information transmission such that a desired trade off between
load-balance capability and eavesdropper tolerance capability
can be initiated. The main contributions of this paper as are
follows:

o By extending the available transmission protocols, this
paper proposes a new transmission protocol for secure
and reliable information transmission in two-hop relay
wireless networks. For a two-hop network with n system
nodes, the protocol first identifies the £ (1 < k < n)
relay candidate nodes with the best links to both source
and destination and then randomly selects one among
them as message relay, such that a flexible tradeoff
between eavesdropper tolerance capability and load bal-
ance capability can be controlled by a proper setting of
parameter k. Such protocol covers the available ones as
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Fig. 1. System scenario: Source S wishes to communicate securely with
destination D with the assistance of finite relays R1, Ra, -+, Rn (n=5 in
the figure) in the presence of passive eavesdroppers E1, Ea, -+, By (Mm=5

in the figure). Cooperative relay scheme is used in the two-hop transmission.

special cases, like the ones with optimal relay selection
(k = 1) [6][7][8] and the ones with random relay
selection (k = n)[11][12].

o While the previous theoretical performance analysis for
secure transmission protocols mainly focuses on explor-
ing the asymptotic behavior and scaling law results for
infinitely large networks, this paper provides theoretical
analysis for a more practical and finite network to de-
termine the exact number of eavesdroppers the network
can tolerate when the new protocol is adopted to ensure
a desired performance in terms of the maximum allowed
secrecy outage probability and transmission outage prob-
ability.

The remainder of this paper is organized as follows. Section

II first introduces the system models and then presents the
new secure transmission protocol. Section III provides the
theoretical performance analysis for the new protocol, and
Section IV concludes this paper.

II. SYSTEM MODELS AND TRANSMISSION PROTOCOL
A. Network Model

The two-hop wireless network scenario considered in this
paper is illustrated in Fig.1, where a source node S wishes
to communicate securely with its destination node D with the
help of multiple relay nodes R;, Ro, ---, R,. Also present
in the environment are m eavesdroppers Fq, FEs, ---, Fp,
of unknown channels and locations. The relay nodes and
eavesdroppers are independent and also uniformly distributed
in the network.

B. Transmission Model

Consider the transmission from a transmitter A to a receiver
B, and denote the i*" symbol transmitted by node A by
ng) . We assume that all nodes transmit with the same power
E and path-loss between all pairs of nodes is identical and
independent. We denote the frequency-nonselective multi-path
fading from A to B by ha g. Under the condition that all
nodes in a group of nodes, R, are generating noises, the 7"
signal received at node B from node A, denoted by yi(B), is
determined as:

y,EB) = hA,B\/EstA) + Z hA].7B\/ESx§A"') +n§B),
AJ’ER

The multi-path fading h 4 p is assumed to follow a Rayleigh
distribution, which remains constant during the transmission
of each packet. Then, |h4 p |2 is exponentially distributed, and

without loss of generality, we assume that F {|h A, Bﬂ = 1.

The noise ng ) at receiver B is assumed to be i.i.d complex

Gaussian random variables with mean Ny. The SINR Cy4 p
from A to B is then given by

By |hapl?
2
ZAjeR E8|hAj,B| + No/2

For a legitimate node and an eavesdropper, we use two sepa-
rate SINR thresholds vz and g to define the minimum SINR
required to recover the transmitted messages for legitimate
nodes and eavesdroppers, respectively. Therefore, a system
node (the selected relay or destination) is able to decode a
packet if and only if its received SINR is greater than ~g,
whereas each eavesdropper try to achieve target SINR v to
recover the transmitted message.
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C. Transmission Protocol

For secure transmission in two-hop relay networks, available
protocols adopt either optimal or random relay selection,
which significantly limit their flexibility in trade-off control
between eavesdropper tolerance capability and load balance
capability. To address such limitation, we extend available
protocols and proposal a more flexible relay selection scheme,
where the k£ (1 < k < n) relay candidate nodes with the best
links to both source and destination are first identified and one
among them is then randomly selected as message relay.

The proposed new protocol works as follows.

1) Channel measurement: The source S and destination D
broadcast a pilot signal to allow each relay to measure
the channels from S and D to itself. The relays, which
receive the pilot signal, can accurately calculate hs g,
and hp g;,j =1,2,---,n.

2) Candidate relay selection: The relays with the first k&
largest min (|hs,g,|?, |hp,g,|*) ,j = 1,2,--- ,n form
the candidate relay set.

3) Relay selection: The relay, indexed by j*, is selected
randomly from candidate relay set. Using the same
method as Step 1, each of the other relays R;,j =
1,2,---,n,j # j* in network can determine hpg; r,. .

4) Message transmission from source S to the selected
relay R;-: The source S transmits the messages to R;-.
Concurrently, the relay nodes in cooperative relay node
set R, consists of cooperative nodes with the first ¢
small |hg; .. |% j=1,2,---,n,j # j*, transmit noise
to generate interference at eavesdroppers.

5) Message transmission from the selected relay R;- to
destination D: Similar to the Step 4, the relay R;-
transmits the messages to destination D. Concurrently,
the relay nodes in cooperative relay node set Ro,
consists of cooperative nodes with the first ¢ small
\hr, p*,j = 1,2,---,n,j # j*, transmit noise to
generate interference at eavesdroppers.




Remark I: In the new protocol, the larger the value of £, the
better the load balance among relays at the cost of a weaker
eavesdropper tolerance capability, and vice versa. Thus, a
tradeoff between eavesdropper resistance capability and load-
balance capability among relays can be flexibly controlled by
a proper setting of k. It is also notable that the new protocol
covers the available ones as special cases, like the ones with
optimal relay selection (K = 1) [6][7][8] and the ones with
random relay selection (k = n)[11][12].

Remark 2: The parameter ¢ involved in the proposed pro-
tocol serves as the threshold on the number of noise gener-
ating nodes. Notice that a too large ¢ may disable legitimate
transmission, while a too small ¢ may not be sufficient for
interrupting all eavesdroppers. Thus, the parameter ¢ should be
set properly to ensure both secrecy requirement and reliability
requirement.

III. THEORETICAL PERFORMANCE ANALYSIS

The previous theoretical performance analysis on secure
transmission protocols mainly focus on exploring the scaling
law results as network size tends to infinite [6][7][8]. However,
the actual performance in terms of the exact number of
eavesdroppers one finite network can tolerate is of great
interest for network designers. This section first defines the
transmission outage and secrecy outage adopted in this paper
to depict transmission reliability and transmission secrecy, and
then provides theoretical analysis to determine the numbers of
eavesdroppers a network can tolerate based on the proposed
protocol.

A. Transmission Outage and Secrecy Outage

For a transmission from the source S to destination D, we
call transmission outage happens if D can not decode the
transmitted packet, i.e., D received the packet with SINR less
than the predefined threshold vz. We define the transmission
outage probability, denoted by P(SZ;), as the probability that
transmission outage from S to D happens. For a predefined
upper bound €; on PO(Z;), we call the communication between
S and D is reliable if P\7) < &,.

Regarding the secrecy outage, we call secrecy outage hap-
pens for a transmission from S to D if at least one eaves-
dropper can recover the transmitted packets during the process
of this two-hop transmission, i.e., at least one eavesdropper
received the packet with SINR larger than the predefined
threshold vz. We define the secrecy outage probability, de-
noted by P(Eft) , as the probability that secrecy outage happens
during the transmission from S to D. For a predefined upper
bound ¢, on P we call the communication between S and
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D is secure if Po(ft) <es.

B. Eavesdropper Tolerance Capability Analysis

The parameter ¢ involved in the proposed protocol deter-
mines whether the relay and destination can receive the mes-
sages successfully and whether sufficient noise is generated to
suppress eavesdroppers. For the analysis of the proposed pro-
tocol, we first determine the range for the parameter ¢ to ensure

both secrecy requirement and reliability requirement, based on
which we then analyze the number of eavesdroppers a network
can be tolerate by applying the protocol. There exist two
constants 71 and 7, which satisfies |hR].,R].* 2 <, R; € Ry
and |hR_,-,D|2 < TQ,R]' € Ro.

To determine the eavesdropper tolerance capability in terms
of the number of eavesdroppers one network can tolerate based
on the new protocol, we first establish the following two
lemmas regarding some basic properties of P(gt), P(Sft and
7, which will help us to derive the main result in Theorem 1.

Lemma 1: Consider the network scenario of Fig 1 with
equal path-loss between all pairs of nodes, under the new
transmission protocol the transmission outage probability Po(gt)
and secrecy outage probability Po(ft) there satisfy the following
conditions:

(S) 1 t 1 ¢ :
< . .
Pout 2m ( 1 ~ ) |:TTL < 1 v > ] (2)

where W = ¢~ 27rt max{r, 72}

Due to space limitation here, the proof of this lemma is
provided in [13].

Lemma 2: Consider the network scenario of Fig 1 with e%ual
path-loss between all pairs of nodes, to ensure both Pgt <
¢ and P(ES) < &4 under the new transmission protocol, the

ut
parameter 7 must satisfy the following conditions:

N log (71_\7{_—65)

log (1 + &)
and
og <[(L’gj) (1+hvi=g)| - 1)
r<

2vg max{T, T2}

|-] is the floor function.

Due to space limitation here, the proof of this lemma is
provided in [13].

Based on the results of Lemma 2, we now can establish
the following theorem regarding the eavesdropper tolerance
capability of the new transmission protocol.

Theorem 1. Consider the network scenario of Fig 1 with
equal path-loss between all pairs of nodes. To guarantee

P(Ef,} < & and Po(ft) < &5 under the new transmission



protocol, the number of eavesdroppers m the network can
tolerate satisfies the following condition:

m<(1-vV1-g4)¢

here
1
,1og([(L§J)(1+km)] k 71)
¢ = (1 + 'YE) 29 max{71,72}
Proof:

From Lemma 2, we know that to ensure the reliability
requirement we need

- —10%({(&) (1+k\/1_75t)}% _1>

2vgp max{7y, T2}

A3)

and to ensure the secrecy requirement, we need

1 t
() s1-vic= @)

By letting ¢ take its maximum value, Substituting (3) into
(4), we get the following bound

1—v1—¢4
m< —————
1
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<
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that is

m< (1-vV1—-gg)s

here
1
_log([(ng)(1+km):| k _1)
s=(14+vg) 2y max{71,727

|
Remark 3: By setting k = n, the result of Theorem 1 is
reduced to that of the protocol with random relay selection
[11][12]. The result in Theorem 1 indicates that smaller the
value of parameter £ (and thus a worse load-balance), the
more eavesdroppers the network can tolerate, and vice versa.
Thus, a flexible tradeoff between load-balance capability and
eavesdropper tolerance can be controlled by a proper setting
of relay candidate set size k.

IV. CONCLUSION

This paper extended the available secure transmission pro-
tocols for two-hop relay wireless networks and proposed a
new one with more flexible relay selection, which enables a
tradeoff between eavesdropper tolerance capability and load
balance capability to be made for different wireless network
scenarios and applications. For a practical network that has
finite number of system nodes and adopts the new protocol
for secure and reliable information transmission, theoretical
analysis was also provided to show the relationship between
the eavesdropper tolerance capability in terms of the maximum
number of eavesdroppers the network can tolerate and other
important network parameters, like the maximum allowed
secrecy outage probability and transmission outage probability,
the number of system nodes, the size of relay candidate set,
and the minimum SINR required to recover the transmitted
messages for legitimate nodes and eavesdroppers, respectively.
We envision that the work in this paper will be helpful for the
study of secure information transmission in general multi-hop
wireless networks.
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