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Abstract

MySQL Shell is an advanced client and code editor for MySQL. This document describes the core features of MySQL
Shell. In addition to the provided SQL functionality, similar to mysql , MySQL Shell provides scripting capabilities for
JavaScript and Python and includes APIs for working with MySQL. X DevAPI enables you to work with both relational
and document data, see Using MySQL as a Document Store. AdminAPI enables you to work with InnoDB Cluster,
InnoDB ClusterSet, and InnoDB ReplicaSet.

MySQL Shell 8.0 is highly recommended for use with MySQL Server 8.0 and 5.7. Please upgrade to MySQL Shell
8.0. If you have not yet installed MySQL Shell, download it from the download site.

For notes detailing the changes in each release, see the MySQL Shell Release Notes.

For help with using MySQL, please visit the MySQL Forums, where you can discuss your issues with other MySQL
users.

Licensing information.  This product may include third-party software, used under license. If you are using a
Commercial release of MySQL Shell, see MySQL Shell Commercial License Information User Manual for licensing
information, including licensing information relating to third-party software that may be included in this Commercial
release. If you are using a Community release of MySQL Shell, see MySQL Shell Community License Information
User Manual for licensing information, including licensing information relating to third-party software that may be
included in this Community release.
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Chapter 1 MySQL Shell Features

Important

A MySQL Shell is updated frequently with fixes and new features. It is strongly
recommended that you always use the most recent version available. The latest
version of MySQL Shell can be used with any version of MySQL 5.7 or 8.0.

The following features are available in MySQL Shell.

Supported Languages

MySQL Shell processes code written in JavaScript, Python and SQL. Any executed code is processed as
one of these languages, based on the language that is currently active. There are also specific MySQL
Shell commands, prefixed with \ , which enable you to configure MySQL Shell regardless of the currently
selected language. For more information see Section 3.1, “MySQL Shell Commands”.

From version 8.0.18, MySQL Shell uses Python 3, rather than Python 2.7. For platforms that include a
system supported installation of Python 3, MySQL Shell uses the most recent version available, with a
minimum supported version of Python 3.6. For platforms where Python 3 is not included or is not at the
minimum supported version, MySQL Shell bundles Python 3.7.7 up to MySQL Shell 8.0.25, and Python
3.9.5 from MySQL Shell 8.0.26. MySQL Shell maintains code compatibility with Python 2.6 and Python 2.7,
so if you require one of these older versions, you can build MySQL Shell from source using the appropriate
Python version.

As of 8.0.32, MySQL Shell bundles Python 3.10.8 for platforms where Python 3 is not included or is not at
the minimum supported version.

Note

S This is true for all builds except Oracle Linux 7, which bundles Python 3.9.15

Interactive Code Execution

MySQL Shell provides an interactive code execution mode, where you type code at the MySQL Shell
prompt and each entered statement is processed, with the result of the processing printed onscreen.
Unicode text input is supported if the terminal in use supports it. Color terminals are supported.

Multiple-line code can be written using a command, enabling MySQL Shell to cache multiple lines and then
execute them as a single statement. For more information see Multiple-line Support.

Batch Code Execution

In addition to the interactive execution of code, MySQL Shell can also take code from different sources and
process it. This method of processing code in a noninteractive way is called Batch Execution.

As batch execution mode is intended for script processing of a single language, it is limited to having
minimal non-formatted output and disabling the execution of commands. To avoid these limitations, use
the - - i nt er act i ve command-line option, which tells MySQL Shell to execute the input as if it were an
interactive session. In this mode the input is processed line by line just as if each line were typed in an
interactive session. For more information see Section 5.6, “Batch Code Execution”.




Supported APls

Supported APIs

MySQL Shell includes the following APls implemented in JavaScript and Python which you can use to
develop code that interacts with MySQL.

1. AdminAPI enables you to administer MySQL instances, using them to create InnoDB Cluster, InnoDB
ClusterSet, and InnoDB ReplicaSet deployments, and integrating MySQL Router.

< InnoDB Cluster provides an integrated solution for high availability and scalability using InnoDB
based MySQL databases. InnoDB Cluster is an alternative solution for using Group Replication,
without requiring advanced MySQL expertise. See Chapter 7, MySQL InnoDB Cluster.

< InnoDB ClusterSet provides disaster tolerance for Chapter 7, MySQL InnoDB Cluster deployments
by linking a primary InnoDB Cluster with one or more replicas of itself in alternate locations. See
Chapter 8, MySQL InnoDB ClusterSet.

< InnoDB ReplicaSet enables you to administer a set of MySQL instances running asynchronous
GTID-based replication. See Chapter 9, MySQL InnoDB ReplicaSet.

AdminAPI also provides operations to configure users for MySQL Router, to make integration

with InnoDB Cluster, InnoDB ClusterSet, and InnoDB ReplicaSet as simple as possible. For more

information on AdminAPI, see Chapter 6, MySQL AdminAPI.

2. X DevAPI enables developers to work with both relational and document data when MySQL Shell is
connected to a MySQL server using the X Protocol. For more information, see Using MySQL as a
Document Store. For documentation on the concepts and usage of X DevAPI, see X DevAPI User
Guide.

X Protocol Support

MySQL Shell is designed to provide an integrated command-line client for all MySQL products which
support X Protocol. The development features of MySQL Shell are designed for sessions using the X
Protocol. MySQL Shell can also connect to MySQL Servers that do not support the X Protocol using the
classic MySQL protocol. A minimal set of features from the X DevAPI are available for sessions created
using the classic MySQL protocol.

Extensions

You can define extensions to the base functionality of MySQL Shell in the form of reports and extension
objects. Reports and extension objects can be created using JavaScript or Python, and can be used
regardless of the active MySQL Shell language. You can persist reports and extension objects in plugins
that are loaded automatically when MySQL Shell starts. MySQL Shell has several built-in reports ready to
use. See Chapter 10, Extending MySQL Shell for more information.

Utilities
MySQL Shell includes the following utilities for working with MySQL.:

» An upgrade checker utility to verify whether MySQL server instances are ready for upgrade. Use
util.checkFor Server Upgrade() to access the upgrade checker.

» A JSON import utility to import JSON documents to a MySQL Server collection or table. Use
util.inportJSON() to access the import utility.

» A parallel table import utility that splits up a single data file and uses multiple threads to load the chunks
into a MySQL table.



https://dev.mysql.com/doc/refman/8.0/en/document-store.html
https://dev.mysql.com/doc/refman/8.0/en/document-store.html
https://dev.mysql.com/doc/x-devapi-userguide/en/
https://dev.mysql.com/doc/x-devapi-userguide/en/

API Command Line Integration

See Chapter 11, MySQL Shell Utilities for more information.

APl Command Line Integration

MySQL Shell exposes much of its functionality using an APl command syntax that enables you to easily
integrate mysql sh with other tools. For example you can create bash scripts which administer an InnoDB
Cluster with this functionality. Use the nysqgl sh [options] -- shell _object object nethod

[ met hod_ar gunent s] syntax to pass operations directly to MySQL Shell global objects, bypassing the
REPL interface. See Section 5.8, “API Command Line Integration”.

Output Formats

MySQL Shell can return results in table, tabbed, or vertical format, or as JSON output. To help integrate
MySQL Shell with external tools, you can activate JSON wrapping for all output when you start MySQL
Shell from the command line. For more information see Section 5.7, “Output Formats”.

Logging and Debug

MySQL Shell can log information about the execution process at your chosen level of detail. Logging
information can be sent to any combination of an application log file, an additional viewable destination,
and the console. For more information see Chapter 12, MySQL Shell Logging and Debug.

Global Session

In MySQL Shell, connections to MySQL Server instances are handled by a session object. When you
make the first connection to a MySQL Server instance, which can be done either while starting MySQL
Shell or afterwards, a MySQL Shell global object named sessi on is created to represent this connection.
This session is known as the global session because it can be used in all of the MySQL Shell execution
modes. In SQL mode the global session is used for executing statements, and in JavaScript mode and
Python mode it is available through an object named sessi on. You can create further session objects
using functions available in the nysql x and nysql JavaScript and Python modules, and you can set
one of these session objects as the sessi on global object so you can use it in any mode. For more
information, see Section 4.2, “MySQL Shell Sessions”.







Chapter 2 Installing MySQL Shell

Table of Contents

2.1 Installing MySQL Shell on Microsoft WINAOWS ...........ooiiuiiii e
2.2 Installing MySQL Shell ON LINUX ....ieuniiieii et e et e e et e e et e e et e e e e eenns
2.3 Installing MySQL Shell 0N MACOS ... i ettt e e e eanns

This section describes how to download, install, and start MySQL Shell, which is an interactive JavaScript,
Python, or SQL interface supporting development and administration for MySQL Server. MySQL Shell is a
component that you can install separately.

MySQL Shell supports X Protocol and enables you to use X DevAPI in JavaScript or Python to develop
applications that communicate with a MySQL Server functioning as a document store. For information
about using MySQL as a document store, see Using MySQL as a Document Store.

Important
MySQL Shell, make sure you have the Visual C++ Redistributable for Visual Studio

2015 (available at the Microsoft Download Center) installed on your Windows

A For the Community and Commercial versions of MySQL Shell: Before installing
system.

Requirements
MySQL Shell is available on Microsoft Windows, Linux, and macOS for 64-bit platforms.
Important

A It is recommended that you always use the most recent version available. The latest
version of MySQL Shell can be used with any version of MySQL 5.7 or 8.0.

2.1 Installing MySQL Shell on Microsoft Windows

To install MySQL Shell on Microsoft Windows using the MSI Installer, do the following:

1. Download the Windows (x86, 64-bit), MSI Installer package from http://dev.mysqgl.com/downloads/
shell/.

2. When prompted, click Run.

3. Follow the steps in the Setup Wizard.

2.2 Installing MySQL Shell on Linux

Note
@ Installation packages for MySQL Shell are available only for a limited number of
Linux distributions, and only for 64-bit systems.

For supported Linux distributions, the easiest way to install MySQL Shell on Linux is to use the MySQL
APT repository or MySQL Yum repository. For systems not using the MySQL repositories, MySQL Shell
can also be downloaded and installed directly.
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Installing MySQL Shell with the MySQL APT Repository

For Linux distributions supported by the MySQL APT repository, follow one of the paths below:

« If you do not yet have the MySQL APT repository as a software repository on your system, do the
following:

« Follow the steps given in Adding the MySQL APT Repository, paying special attention to the following:

« During the installation of the configuration package, when asked in the dialogue box to configure the
repository, make sure you choose MySQL 8.0 as the release series you want.

» Make sure you do not skip the step for updating package information for the MySQL APT repository:
sudo apt-get update
* Install MySQL Shell with this command:
sudo apt-get install nysql-shel
« If you already have the MySQL APT repository as a software repository on your system, do the following:
* Update package information for the MySQL APT repository:
sudo apt-get update
« Update the MySQL APT repository configuration package with the following command:
sudo apt-get install nysql-apt-config

When asked in the dialogue box to configure the repository, make sure you choose MySQL 8.0 as the
release series you want.

« Install MySQL Shell with this command:

sudo apt-get install nysqgl-shel

Installing MySQL Shell with the MySQL Yum Repository

For Linux distributions supported by the MySQL Yum repository, follow these steps to install MySQL Shell:
» Do one of the following:

« If you already have the MySQL Yum repository as a software repository on your system and the
repository was configured with the new release package mysql 80- conmuni ty-r el ease.

« If you already have the MySQL Yum repository as a software repository on your system but have
configured the repository with the old release package nmysql - conmuni ty-r el ease, it is easiest
to install MySQL Shell by first reconfiguring the MySQL Yum repository with the new nmysql 80-
communi ty-r el ease package. To do so, you need to remove your old release package first, with
the following command :

sudo yum renove nysql - conmuni ty-rel ease

For dnf-enabled systems, do this instead:

sudo dnf erase nysqgl -conmmunity-rel ease
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Then, follow the steps given in Adding the MySQL Yum Repository to install the new release package,
mysql 80- communi ty-rel ease.

« If you do not yet have the MySQL Yum repository as a software repository on your system, follow the
steps given in Adding the MySQL Yum Repository.

* Install MySQL Shell with this command:

sudo yuminstall mysql-shel
For dnf-enabled systems, do this instead:

sudo dnf install mysql-shel

Installing MySQL Shell from Direct Downloads from the MySQL Developer
Zone

RPM, Debian, and source packages for installing MySQL Shell are also available for download at
Download MySQL Shell.

2.3 Installing MySQL Shell on macOS

To install MySQL Shell on macOS, do the following:

1. Download the package from http://dev.mysql.com/downloads/shell/.
2. Double-click the downloaded DMG to mount it. Finder opens.

3. Double-click the . pkg file shown in the Finder window.

4. Follow the steps in the installation wizard.

5. When the installer finishes, eject the DMG. (It can be deleted.)
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Chapter 3 Using MySQL Shell Commands

3.1 MySQL Shell COMMANGS .....oouuiiiiiiiiiee ittt e et e et e e e et e e e e ra e e e eba s

This section describes the commands which configure MySQL Shell from the interactive code editor. The
commands enable you to control the MySQL Shell regardless of the current language being used. For
example you can get online help, connect to servers, change the current language being used, run reports,
use utilities, and so on. These commands are sometimes similar to the MySQL Shell settings which can be
configured using the nysqgl sh command options, see Appendix A, MySQL Shell Command Reference.

3.1 MySQL Shell Commands

MySQL Shell provides commands which enable you to modify the execution environment of the code
editor, for example to configure the active programming language or a MySQL Server connection. The
following table lists the commands that are available regardless of the currently selected language. As
commands need to be available independent of the execution mode, they start with an escape sequence,

the \ character.

Command Alias/Shortcut Description

\ hel p \hor\? Print help about MySQL Shell, or
search the online help.

\quit \gor\exit Exit MySQL Shell.

\ In SQL mode, begin multiple-
line mode. Code is cached and
executed when an empty line is
entered.

\'status \'s Show the current MySQL Shell
status.

\js Switch execution mode to
JavaScript.

\ py Switch execution mode to Python.

\ sql Switch execution mode to SQL.

\ connect \c Connect to a MySQL instance.

\ reconnect Reconnect to the same MySQL
instance.

\ di sconnect Disconnect the global session.

\use \u Specify the schema to use.

\'source \'. orsour ce (no backslash) Execute a script file using the
active language.

\ war ni ngs \W Show any warnings generated by
a statement.

\ nowar ni ngs \'w Do not show any warnings

generated by a statement.




Help Command

Help Command

Command

Alias/Shortcut

Description

\ history

View and edit command line
history.

\rehash

Manually update the autocomplete
name cache.

\option

Query and change MySQL Shell
configuration options.

\ show

Run the specified report using the
provided options and arguments.

\'wat ch

Run the specified report using the
provided options and arguments,
and refresh the results at regular
intervals.

\edit

\e

Open a command in the default
system editor then present it in
MySQL Shell.

\ pager

\ P

Configure the pager which MySQL
Shell uses to display text.

\ nopager

Disable any pager which MySQL
Shell was configured to use.

\ system

\!

Run the specified operating
system command and display the
results in MySQL Shell.

The \ hel p command can be used with or without a parameter. When used without a parameter a general
help message is printed including information about the available MySQL Shell commands, global objects

and main help categories.

When used with a parameter, the parameter is used to search the available help based on the mode which
the MySQL Shell is currently running in. The parameter can be a word, a command, an API function, or

part of an SQL statement. The following categories exist:

* Adm nAPI - details the dba global object and the AdminAPI, which enables you to work with InnoDB
Cluster, InnoDB ClusterSet, and InnoDB ReplicaSet.

e X DevAPI - details the nysql x module as well as the capabilities of the X DevAPI, which enable you to
work with MySQL as a Document Store

» Shel | Conmands - provides details about the available built-in MySQL Shell commands.

» Shel | API - contains information about the shel | and uti | global objects, as well as the mysq|l

module that enables executing SQL on MySQL Servers.

e SQL Synt ax - entry point to retrieve syntax help on SQL statements.

To search for help on a topic, for example an API function, use the function name as a patt ern. You
can use the wildcard characters ? to match any single character and * to match multiple characters in a
search. The wildcard characters can be used one or more times in the pattern. The following namespaces
can also be used when searching for help:
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Connect, Reconnect, and Disconnect Commands

+ dba for AdminAPI

* nysql x for X DevAPI

e nysql for ShellAPI for classic MySQL protocol

» shel | for other ShellAPI classes: Shel | , Sys, Opti ons

e commands for MySQL Shell commands

e cmdl i ne for the nysql sh command interface

For example to search for help on a topic, issue \ hel p pattern and:
» use x devapi to search for help on the X DevAPI

« use \ ¢ to search for help on the MySQL Shell \ connect command

» use get Cl ust er ordba. get C ust er to search for help on the AdminAPI dba. get Cl uster ()
operation

» use Tabl e or mysql x. Tabl e to search for help on the X DevAPI Tabl e class

* when MySQL Shell is running in JavaScript mode, use i sVi ew, Tabl e. i sVi ewor
nysql x. Tabl e. i sVi ewto search for help on the i sVi ew function of the Tabl e object

« when MySQL Shell is running in Python mode, use i s_vi ew, Tabl e. i s_vi ewor
nysql x. Tabl e. i s_vi ewto search for help on the i sVi ewfunction of the Tabl e object

» when MySQL Shell is running in SQL mode, if a global session to a MySQL server exists SQL help is
displayed. For an overview use sql synt ax as the search pattern.

Depending on the search pattern provided, one or more results could be found. If only one help topic
contains the search pattern in its title, that help topic is displayed. If multiple topic titles match the pattern
but one is an exact match, that help topic is displayed, followed by a list of the other topics with pattern
matches in their titles. If no exact match is identified, a list of topics with pattern matches in their titles is
displayed. If a list of topics is returned, you can select a topic to view from the list by entering the command
again with an extended search pattern that matches the title of the relevant topic.

Connect, Reconnect, and Disconnect Commands

The \ connect command is used to connect to a MySQL Server. See Section 4.3, “MySQL Shell
Connections”.

For example:
\ connect root @ ocal host: 3306
If a password is required you are prompted for it.

Use the - - mysql x (- - nx) option to create a session using the X Protocol to connect to MySQL server
instance. For example:

\ connect --mysqgl x root @ ocal host : 33060

Use the - - nysgl (- - nt) option to create a ClassicSession, enabling you to use classic MySQL protocol to
issue SQL directly on a server. For example:

\ connect --mysqgl root @ ocal host: 3306

11



Status Command

The use of a single dash with the short form options (that is, - mx and - nt) is deprecated from version
8.0.13 of MySQL Shell.

Use the - - ssh option (available from MySQL Shell 8.0.28) to create or reuse an SSH tunnel that provides
an encrypted connection to the MySQL server instance. The use of AdminAPl commands is not supported
over connections made from MySQL Shell using SSH tunneling. Supply the URI for connection to the SSH
server in the format [ user @ host nane[ : port], followed by the MySQL instance URI, for example:

\connect --ssh root @98.51. 100. 4: 2222 root @ ocal host: 3306

When you use the - - ssh option, the port for connection to the MySQL server instance must be specified
in the MySQL instance URI.

An SSH tunnel set up using the \ connect command must use the default SSH configuration file

and identity file. For instructions to set these and further information on SSH tunnel connections from
MySQL Shell, see Section 4.3.6, “Using an SSH Tunnel”. You can set up an SSH tunnel using the

shel | . connect () method or on the command line to get additional setup options. Once established, an
SSH tunnel can be shared between connections to the same host from the same user connecting from the
same instance, whatever setup method was originally used.

The \ r econnect command is specified without any parameters or options. If the connection to the server
is lost, you can use the \ r econnect command, which makes MySQL Shell try several reconnection
attempts for the session using the existing connection parameters. If those attempts are unsuccessful, you
can make a fresh connection using the \ connect command and specifying the connection parameters.

The \ di sconnect command, available from MySQL Shell 8.0.22, is also specified without any
parameters or options. The command disconnects MySQL Shell's global session (the session represented
by the sessi on global object) from the currently connected MySQL server instance, so that you can close
the connection but still continue to use MySQL Shell.

If the connection to the server is lost, you can use the \ r econnect command, which makes MySQL
Shell try several reconnection attempts for the session using the existing connection parameters. If
those attempts are unsuccessful, you can make a fresh connection using the \ connect command and
specifying the connection parameters.

Status Command

The \ st at us command displays information about the current global connection. This includes
information about the server connected to, the character set in use, uptime, and so on.

Source Command

The \ sour ce command or its alias \ . can be used in MySQL Shell's interactive mode to execute code
from a script file at a given path. For example:

\'source /tnp/nydata. sql

You can execute either SQL, JavaScript or Python code. The code in the file is executed using the active
language, so to process SQL code the MySQL Shell must be in SQL mode.

language than the currently selected execution mode language could lead to

Warning
O As the code is executed using the active language, executing a script in a different
unexpected results.

From MySQL Shell 8.0.19, for compatibility with the nysql client, in SQL mode only, you can execute
code from a script file using the sour ce command with no backslash and an optional SQL delimiter.
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sour ce or the alias \ . (which does not use an SQL delimiter) can be used both in MySQL Shell's
interactive mode for SQL, to execute a script directly, and in a file of SQL code processed in batch mode,
to execute a further script from within the file. So with MySQL Shell in SQL mode, you could now execute
the scriptin the / t np/ nydat a. sql file from either interactive mode or batch mode using any of these
three commands:

source /tnp/ nydat a. sql
source /tnp/ nydata. sq
\. /tnp/nydata.sq

The command \ sour ce /tnp/ nydat a. sql is also valid, but in interactive mode only.

In interactive mode, the \ sour ce,\. or sour ce command itself is added to the MySQL Shell history, but
the contents of the executed script file are not added to the history.

Use Command

The \ use command enables you to choose which schema is active, for example:

\use schema_nane

The \ use command requires a global development session to be active. The \ use command sets the
current schema to the specified schenma_nane and updates the db variable to the object that represents
the selected schema.

History Command

The \ hi st ory command lists the commands you have issued previously in MySQL Shell. Issuing
\ hi st ory shows history entries in the order that they were issued with their history entry number, which
can be used with the \ hi story del ete entry_nunber command.

The \ hi st or y command provides the following options:
» Use\ hi story save to save the history manually.
* Use\history del ete entrynunber to delete the individual history entry with the given number.

e Use\history delete firstnunber-I|astnunber to delete history entries within the range of the
given entry numbers. If | ast nunber goes past the last found history entry number, history entries are
deleted up to and including the last entry.

 Use\history del ete nunber- to delete the history entries from nunber up to and including the
last entry.

« Use\history del ete -nunber to delete the specified number of history entries starting with the last
entry and working back. For example, \ hi st ory del et e - 10 deletes the last 10 history entries.

e Use\history cl ear to delete the entire history.

The history is not saved between sessions by default, so when you exit MySQL Shell the history of what
you issued during the current session is lost. If you want to keep the history across sessions, enable the
MySQL Shell hi st ory. aut oSave option. For more information, see Section 5.5, “Code History”.

Rehash Command

When you have disabled the autocomplete name cache feature, use the \ r ehash command to manually
update the cache. For example, after you load a new schema by issuing the \ use schena command,
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issue \ r ehash to update the autocomplete name cache. After this autocomplete is aware of the names
used in the database, and you can autocomplete text such as table names and so on. See Section 5.3,
“Code Autocompletion”.

Option Command

The \ opt i on command enables you to query and change MySQL Shell configuration options in all
modes. You can use the \ opt i on command to list the configuration options that have been set and show
how their value was last changed. You can also use it to set and unset options, either for the session, or
persistently in the MySQL Shell configuration file. For instructions and a list of the configuration options,
see Section 13.4, “Configuring MySQL Shell Options”.

Pager Commands

You can configure MySQL Shell to use an external pager to read long onscreen output, such as the online
help or the results of SQL queries. See Section 4.6, “Using a Pager”.

Show and Watch Commands

The \ show command runs the named report, which can be either a built-in MySQL Shell report or a user-
defined report that has been registered with MySQL Shell. You can specify the standard options for the
command, and any options or additional arguments that the report supports. The \ wat ch command runs a
report in the same way as the \ show command, but then refreshes the results at regular intervals until you
cancel the command using Ctrl + C. For instructions, see Section 10.1.5, “Running MySQL Shell Reports”.

Edit Command

The\ edit (\ €) command opens a command in the default system editor for editing, then presents
the edited command in MySQL Shell for execution. The command can also be invoked using the key
combination Ctrl-X Ctrl-E. For details, see Section 5.4, “Editing Code”.

System Command

The \ syst em(\ ! ) command runs the operating system command that you specify as an argument to the
command, then displays the output from the command in MySQL Shell. MySQL Shell returns an error if it
was unable to execute the command. The output from the command is returned as given by the operating
system, and is not processed by MySQL Shell's JSON wrapping function or by any external pager tool that
you have specified to display output.

14



Chapter 4 Getting Started with MySQL Shell

Table of Contents

4.1 Starting MySQL Shell .....couiiiiii e e e e e e a e 15
4.2 MYSQL Shell SESSIONS ...cuuiiiiiiii et e e r e e e e et e e e e aan 15
4.2.1 Creating the Sessi on Global Object While Starting MySQL Shell .............cccoocoi i, 17
4.2.2 Creating the Sessi on Global Object After Starting MySQL Shell .............coovviiiiiiiivineennnn, 18
4.2.3 Scripting Sessions in JavaScript and Python Mode ............covvviiiiiiniii e 18
4.3 MYSQL Shell CONNECHIONS .. ..uuiiiiiiei e e e e e e et e e e e e et e et e e ea e e et aeeanneeeneees 20
4.3.1 Connecting using Individual Parameters ............cievuiiiiiiiiie e e 22
4.3.2 Connecting using login-path and Options FileS .........coiiiiiiiii e 23
4.3.3 Connecting using Unix Sockets and Windows Named Pipes .........c.cccevvviiiiiiiiiiiii i, 25
4.3.4 Using Encrypted CONNECHONS .....ccuuiiiiiiieiiee e e et e e e e e e e e e e e e e e e et e e eaneeeenees 26
4.3.5 Using LDAP and Kerberos AuthentiCation .............cooovuieiiiiiiiiiiiii e 27
4.3.6 USING @N SSH TUNNEI ...ccuiii e e e e e e e e eanas 30
4.3.7 Using CompresSed CONNECHIONS ......uuiiieieiiiieiiee e ee e e e e e e e e e e et e e e e e e e e e e eanaeeanaeeeen 33
4.4 Pluggable PasSWOIT SEOIE ......iciuuieii e e et e e e e e s e e e e e e et s et e e et e et e e e e e et s eaanaeeenaeeaen 36
4.4.1 Pluggable Password Configuration OPtioNS ..........cvuuuiiiiiiiiii e e e e e e 37
4.4.2 Working With Credentials ..........ooveuiiiiiiiei e e e e e e e e e e e e ee 38
4.5 MySQL Shell GIobal ObJECES ....vvviiiii e e e e e e e et e e e eeees 39
T £ T T T =T [ 39
4.7 Cloud Service CONfIQUIALION .........uuiiii et e e e e e e e e e e e e e e et e e e e e et e eeenneeaneees 40
4.7.1 Oracle Cloud Infrastructure ODJECt StOrage ........ceeviiiiiieiiie e 40
4.7.2 S3-COMPALIDIE StOTAQE ....ievniei e e e 41
R A U | (T =1 (o] o ] (o] =T [ 43

This section describes how to get started with MySQL Shell, explaining how to connect to a MySQL server
instance, and how to choose a session type.

Important

A It is recommended that you always use the most recent version available. The latest
version of MySQL Shell can be used with any version of MySQL 5.7 or 8.0.

4.1 Starting MySQL Shell

When MySQL Shell is installed you have the nmysgl sh command available. Open a terminal window
(command prompt on Windows) and start MySQL Shell by issuing:

> nysql sh

This opens MySQL Shell without connecting to a server, by default in JavaScript mode. You change mode
using the\ sqgl , \ py, and \ j s commands.

4.2 MySQL Shell Sessions

In MySQL Shell, connections to MySQL Server instances are handled by a session object. The following
types of session object are available:

» Sessi on: Use this session object type for new application development to communicate with MySQL
Server instances where X Protocol is available. X Protocol offers the best integration with MySQL
Server. For X Protocol to be available, X Plugin must be installed and enabled on the MySQL Server
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instance, which it is by default from MySQL 8.0. In MySQL 5.7, X Plugin must be installed manually. See
X Plugin for details. X Plugin listens to the port specified by nysql x_por t, which defaults to 33060, so
specify this port with connections using a Sessi on.

» Cl assi cSessi on: Use this session object type to interact with MySQL Server instances that do not
have X Protocol available. This object is intended for running SQL against servers using classic MySQL
protocol. The development API available for this kind of session is very limited. For example, there
are none of the X DevAPI CRUD operations, no collection handling, and binding is not supported. For
development, prefer Sessi on objects whenever possible.

Important

A Cl assi cSessi on is specific to MySQL Shell and cannot be used with other
implementations of X DevAPlI, such as MySQL Connectors.

When you make the first connection to a MySQL Server instance, which can be done either while starting
MySQL Shell or afterwards, a MySQL Shell global object named sessi on is created to represent this
connection. This particular session object is global because once created, it can be used in all of the
MySQL Shell execution modes: SQL mode, JavaScript mode, and Python mode. The connection it
represents is therefore referred to as the global session. The variable sessi on holds a reference to this
session object, and can be used in MySQL Shell in JavaScript mode and Python mode to work with the
connection.

The sessi on global object can be either the Sessi on type of session object or the Cl assi cSessi on
type of session object, according to the protocol you select when making the connection to a MySQL
Server instance. You can choose the protocol, and therefore the session object type, using a command
option, or specify it as part of the connection data that you provide. To see information about the current
global session, issue:

nysql-js []> session
<Cl assi cSessi on: user @xanpl e. com 3330>

When the global session is connected, this shows the session object type and the address of the MySQL
Server instance to which the global session is connected.

If you choose a protocol explicitly or indicate it implicitly when making a connection, MySQL Shell tries to
create the connection using that protocol, and returns an error if this fails. If your connection parameters
do not indicate the protocol, MySQL Shell first tries to make the connection using X Protocol (returning
the Sessi on type of session object), and if this fails, tries to make the connection using classic MySQL
protocol (returning the Cl assi cSessi on type of session object).

To verify the results of your connection attempt, use MySQL Shell's \ st at us command or the

shel | . st at us() method. These display the connection protocol and other information about the
connection represented by the sessi on global object, or return “Not Connected” if the sessi on global
object is not connected to a MySQL server. For example:

nysqgl-js []> shell.status()
MySQL Shell version 8.0.18

Sessi on type: X Protocol

Connection |d: 198

Current schenma:

Current user: user @xanpl e. com

SSL: Ci pher in use: TLS AES 256_GCM SHA384 TLSv1.3
Using delimter: ;

Server version: 8.0.18 WySQ. Community Server - GPL

Pr ot ocol versi on: X Prot ocol

Client library: 8.0.18
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Creating the Sessi on Global Object While Starting MySQL Shell

Connecti on: TCP/ | P

TCP port: 33060

Server characterset: ut f 8nmb4

Schema char act er set : ut f 8nmb4

Client characterset: ut f 8mb4

Conn. characterset: ut f 8nmb4

Conpr essi on: Enabl ed (zstd)

Upt i ne: 31 min 42.0000 sec

Threads: 8 Questions: 2622 Slow queries: 0 Opens: 298 Flush tables: 3 Open tables: 217 Queries per s

This section focuses on explaining the session objects that represent connections to MySQL Server
instances, and the sessi on global object. For full instructions and examples for each of the ways
mentioned in this section to connect to MySQL Server instances, and the other options that are available
for the connections, see Section 4.3, “MySQL Shell Connections”.

4.2.1 Creating the Sessi on Global Object While Starting MySQL Shell

When you start MySQL Shell from the command line, you can specify connection parameters using
separate command options for each value, such as the user name, host, and port. For instructions and
examples to start MySQL Shell and connect to a MySQL Server instance in this way, see Section 4.3.1,
“Connecting using Individual Parameters”. When you use this connection method, you can add one of
these options to choose the type of session object to create at startup to be the sessi on global object:

* --nysql x (- - nx) creates a Sessi on object, which connects to the MySQL Server instance using X
Protocol.

e --nysql (--nt)creates a Cl assi cSessi on object, which connects to the MySQL Server instance
using classic MySQL protocol.

For example, this command starts MySQL Shell and establishes an X Protocol connection to a local
MySQL Server instance listening at port 33060:

$> nysql sh --nysqgl x -u user -h |ocal host -P 33060

If you are starting MySQL Shell in SQL mode, the - - sql x and - - sql ¢ options include a choice of
session object type, so you can specify one of these instead to make MySQL Shell use X Protocol or
classic MySQL protocol for the connection. For a reference for all the mysql sh command line options, see
Section A.1, “mysqlsh — The MySQL Shell”.

As an alternative to specifying the connection parameters using individual options, you can specify them
using a URI-like connection string. You can pass in this string when you start MySQL Shell from the
command line, with or without using the optional - - uri command option. When you use this connection
method, you can include the schene element at the start of the URI-like connection string to select the
type of session object to create. mysql x creates a Sessi on object using X Protocol, or nysql creates a
Cl assi cSessi on object using classic MySQL protocol. For example, either of these commands uses a
URI-like connection string to start MySQL Shell and create a classic MySQL protocol connection to a local
MySQL Server instance listening at port 3306:

$> nysql sh --uri nysqgl://user @ ocal host: 3306
$> nysql sh nysql ://user @ ocal host : 3306

You can also specify the connection protocol as an option rather than as part of the URI-like connection
string, for example:

$> nysql sh --nysql --uri user @ ocal host: 3306

For instructions and examples to connect to a MySQL Server instance in this way, see Connecting to the
Server Using URI-Like Strings or Key-Value Pairs.
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You may omit the connection protocol and let MySQL Shell automatically detect it based on your

other connection parameters. For example, if you specify port 33060 and there is no option stating the
connection protocol, MySQL Shell attempts to make the connection using X Protocol. If your connection
parameters do not indicate the protocol, MySQL Shell first tries to make the connection using X Protocol,
and if this fails, tries to make the connection using classic MySQL protocol.

4.2.2 Creating the Sessi on Global Object After Starting MySQL Shell

If you started MySQL Shell without connecting to a MySQL Server instance, you can use MySQL Shell's
\ connect command or the shel | . connect () method to initiate a connection and create the sessi on
global object. Alternatively, the shel | . get Sessi on() method returns the sessi on global object.

MySQL Shell's\ connect command is used with a URI-like connection string, as described above and in
Connecting to the Server Using URI-Like Strings or Key-Value Pairs. You can include the schene element
at the start of the URI-like connection string to select the type of session object to create, for example:

nysql -j s> \connect nysql x://user @ ocal host: 33060

Alternatively, you can omit the schene element and use the command's - - nysql x (- - mx) option to
create a Sessi on object using X Protocol, or - - mysql (- - nt) to create a Cl assi cSessi on object using
classic MySQL protocol. For example:

nysql -j s> \connect --nysql x user @ ocal host: 33060

The shel | . connect () method can be used in MySQL Shell as an alternative to the \ connect
command to create the sessi on global object. This connection method can use a URI-like connection
string, with the selected protocol specified as the schene element. For example:

nysql -j s> shel | . connect (' nysql x: // user @ ocal host : 33060' )

With the shel | . connect () method, you can also specify the connection parameters using key-value
pairs, supplied as a JSON object in JavaScript or as a dictionary in Python. The selected protocol (mysql x
or nysql ) is specified as the value for the schene key. For example:

nmysql -j s> shel | . connect ( {schene: ' nysqgl x', user:'user', host:'local host', port: 33060} )

For instructions and examples to connect to a MySQL Server instance in these ways, see Connecting to
the Server Using URI-Like Strings or Key-Value Pairs.

You may omit the connection protocol and let MySQL Shell automatically detect it based on your other
connection parameters, such as specifying the default port for the protocol. To verify the protocol that was
used for a connection, use MySQL Shell's\ st at us command or the shel | . st at us() method.

If you use the \ connect command or the shel | . connect () method to create a new connection when
the sessi on global object already exists (either created during startup or afterwards), MySQL Shell closes
the existing connection represented by the sessi on global object. This is the case even if you assign

the new session object created by the shel | . connect () method to a different variable. The value of

the sessi on global object (referenced by the sessi on variable) is still updated with the new connection
details. If you want to have multiple concurrent connections available, create these using the alternative
functions described in Section 4.2.3, “Scripting Sessions in JavaScript and Python Mode”.

4.2.3 Scripting Sessions in JavaScript and Python Mode

You can use functions available in JavaScript and Python mode to create multiple session objects of
your chosen types and assign them to variables. These session objects let you establish and manage
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concurrent connections to work with multiple MySQL Server instances, or with the same instance in
multiple ways, from a single MySQL Shell instance.

Functions to create session objects are available in the nysql x and nysql JavaScript and Python
modules. These modules must be imported before use, which is done automatically when MySQL Shell
is used in interactive mode. The function nmysql x. get Sessi on() opens an X Protocol connection to a
MySQL Server instance using the specified connection data, and returns a Sessi on object to represent
the connection. The functions nmysql . get Cl assi cSessi on() and nysql . get Sessi on() opena
classic MySQL protocol connection to a MySQL Server instance using the specified connection data,
and return a Cl assi cSessi on object to represent the connection. With these functions, the connection

protocol that MySQL Shell uses is built into the function rather than being selected using a separate option,

so you must choose the appropriate function to match the correct protocol for the port.

From MySQL Shell 8.0.20, MySQL Shell provides its own openSessi on() method in the shel | global

object, which can be used in either JavaScript or Python mode. shel | . openSessi on() works with both
X Protocol and classic MySQL protocol. You specify the connection protocol as part of the connection data,
or let MySQL Shell automatically detect it based on your other connection parameters (such as the default

port number for the protocol).

The connection data for all these functions can be specified as a URI-like connection string, or as

a dictionary of key-value pairs. You can access the returned session object using the variable to
which you assign it. This example shows how to open a classic MySQL protocol connection using the
nmysqgl . get Cl assi cSessi on() function, which returns a Cl assi cSessi on object to represent the
connection:

nysql -j s> var sl = nysqgl.getC assi cSessi on(' user @ ocal host: 3306', 'password');
nysql -j s> sl
<C assi cSessi on: user @ ocal host : 3306>

This example shows how to use shel | . openSessi on() in Python mode to open an X Protocol
connection with compression required for the connection. A Sessi on object is returned:

nysql -py> s2 = shel |l . open_session(' nysql x://user @ ocal host : 33060?conpr essi on=required', 'password')

mysql - py> s2
<Sessi on: user @ ocal host : 33060>

Session objects that you create in JavaScript mode using these functions can only be used in JavaScript

mode, and the same happens if the session object is created in Python mode. You cannot create multiple

session objects in SQL mode. Although you can only reference session objects using their assigned
variables in the mode where you created them, you can use the shel | . set Sessi on() method in any
mode to set as the sessi on global object a session object that you have created and assigned to a
variable. For example:

mysql -j s> var s3 = nysql x. get Sessi on(' user @ ocal host: 33060', ' password');
nmysql -j s> s3

<Sessi on: user @ ocal host : 33060>

mysql -j s> shel | . set Sessi on(s3);

<Sessi on: user @ ocal host : 33060>

mysql -j s> sessi on

<Sessi on: user @ ocal host : 33060>

nmysql -j s> shel | . status();

MySQL Shell version 8.0.18

Sessi on type: X Protocol
Connection |d: 5

Current schenma:

Current user: user @ ocal host
TCP port: 33060

19



MySQL Shell Connections

The session object s3 is now available using the sessi on global object, so the X Protocol connection it
represents can be accessed from any of MySQL Shell's modes: SQL mode, JavaScript mode, and Python
mode. Details of this connection can also now be displayed using the shel | . st at us() method, which
only displays the details for the connection represented by the sessi on global object. If the MySQL Shell
instance has one or more open connections but none of them are set as the sessi on global object, the
shel | . st at us() method returns “Not Connected”.

A session object that you set using shel | . set Sessi on() replaces any existing session object that was
set as the sessi on global object. If the replaced session object was originally created and assigned to

a variable using one of the nysql x or nysql functions or shel | . openSessi on(), it still exists and

its connection remains open. You can continue to use this connection in the MySQL Shell mode where

it was originally created, and you can make it into the sessi on global object again at any time using

shel | . set Sessi on() . If the replaced session object was created with the shel | . connect () method
and assigned to a variable, the same is true. If the replaced session object was created while starting
MySQL Shell, or using the \ connect command, or using the shel | . connect () method but without
assigning it to a variable, its connection is closed, and you must recreate the session object if you want to
use it again.

4.3 MySQL Shell Connections

MySQL Shell can connect to MySQL Server using both X Protocol and classic MySQL protocol. You can
specify the MySQL server instance to which MySQL Shell connects globally in the following ways:

* When you start MySQL Shell, using the command parameters. See Section 4.3.1, “Connecting using
Individual Parameters”.

* When MySQL Shell is running, using the \ connect i nst ance command. See Section 3.1, “MySQL
Shell Commands”.

* When running in Python or JavaScript mode, using the shel | . connect () method.

These methods of connecting to a MySQL server instance create the global session, which is a
connection that can be used in all of the MySQL Shell execution modes: SQL mode, JavaScript mode,
and Python mode. A MySQL Shell global object named sessi on represents this connection, and

the variable sessi on holds a reference to it. You can also create multiple additional session objects

that represent other connections to MySQL server instances, by using the shel | . openSessi on(),
nysgl x. get Sessi on(), nysql . get Sessi on(), ormysql . get C assi cSessi on() function.

These connections can be used in the modes where you created them, and one of them at a time can be
assigned as MySQL Shell's global session so it can be used in all modes. For an explanation of session
objects, how to operate on the global session, and how to create and manage multiple connections from a
MySQL Shell instance, see Section 4.2, “MySQL Shell Sessions”.

All these different ways of connecting to a MySQL server instance support specifying the connection as
follows:

» Parameters specified with a URI-like string use a syntax such as myuser @xanpl e. com 3306/ nai n-
schena. For the full syntax, see Connecting Using URI-Like Connection Strings.

» Parameters specified with key-value pairs use a syntax such as { user: ' myuser',
host: ' exanpl e.com , port: 3306, schenm:' nain-schenma'}. These key-value pairs are
supplied in language-natural constructs for the implementation. For example, you can supply connection
parameters using key-value pairs as a JSON object in JavaScript, or as a dictionary in Python. For the
full syntax, see Connecting Using Key-Value Pairs.
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See Connecting to the Server Using URI-Like Strings or Key-Value Pairs for more information.
Important

A Regardless of how you choose to connect it is important to understand how
passwords are handled by MySQL Shell. By default connections are assumed to
require a password. The password (which has a maximum length of 128 characters)
is requested at the login prompt, and can be stored using Section 4.4, “Pluggable
Password Store”. If the user specified has a passwordless account, which is
insecure and not recommended, or if socket peer-credential authentication is in use
(for example when using Unix socket connections), you must explicitly specify that
no password is provided and the password prompt is not required. To do this, use
one of the following methods:

« If you are connecting using a URI-like connection string, place a : after the user
in the string but do not specify a password after it.

« If you are connecting using key-value pairs, provide an empty string using ' '
after the passwor d key.

 If you are connecting using individual parameters, either specify the - - no-
passwor d option, or specify the - - passwor d= option with an empty value.

If you do not specify parameters for a connection the following defaults are used:
» user defaults to the current system user name.
* host defaultsto| ocal host .

e port defaults to the X Plugin port 33060 when using an X Protocol connection, and port 3306 when
using a classic MySQL protocol connection.

To configure the connection timeout use the connect - t i neout connection parameter. The value of
connect - ti meout must be a non-negative integer that defines a time frame in milliseconds. The timeout
default value is 10000 milliseconds, or 10 seconds. For example:

/| Decrease the tinmeout to 2 seconds.
nmysql -j s> \connect user @xanpl e. conconnect -t i meout =2000
Il Increase the tinmeout to 20 seconds
nmysql -j s> \connect user @xanpl e. con?connect -ti meout =20000

To disable the timeout set the value of connect -t i neout to 0, meaning that the client waits until the
underlying socket times out, which is platform dependent.

Certain operations that open many connections to servers can take a long time to execute when one or
more servers are unreachable, for example, the shel | . connect () command. The connection timeout
may not provide enough time for a response.

From MySQL Shell 8.0.28, you can use the MySQL Shell configuration option connect Ti neout to set the
default connection timeout for any session not using AdminAPI.

Instead of a TCP connection, you can connect using a Unix socket file or a Windows named pipe. For
instructions, see Section 4.3.3, “Connecting using Unix Sockets and Windows Named Pipes”.

If the MySQL server instance supports encrypted connections, you can enable and configure the
connection to use encryption. For instructions, see Section 4.3.4, “Using Encrypted Connections”.
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From MySQL Shell 8.0.27, the use of LDAP and Kerberos authentication is supported for classic MySQL
protocol connections. For instructions to use these, see Section 4.3.5, “Using LDAP and Kerberos
Authentication”.

From MySQL Shell 8.0.28, MySQL Shell supports SSH tunneling to connect to MySQL server instances.
For instructions, see Section 4.3.6, “Using an SSH Tunnel”.

You can also request that the connection uses compression for all data sent between the MySQL Shell and
the MySQL server instance. For instructions, see Section 4.3.7, “Using Compressed Connections”.

If the connection to the server is lost, you can use the \ r econnect command, which makes MySQL
Shell try several reconnection attempts for the current global session using the existing connection
parameters. The \ r econnect command is specified without any parameters or options. If those attempts
are unsuccessful, you can make a fresh connection using the \ connect command and specifying the
connection parameters.

4.3.1 Connecting using Individual Parameters

In addition to specifying connection parameters using a connection string, it is also possible to define the
connection data when starting MySQL Shell using separate command parameters for each value. For a full
reference of MySQL Shell command options see Section A.1, “mysqlsh — The MySQL Shell”.

Use the following connection related parameters:
e --user (-u)val ue

e --host (-h)val ue

e --port (-P)val ue

* --schema or - - dat abase (- D) val ue

e --socket (-9

The command options behave similarly to the options used with the mysql client described at Connecting
to the MySQL Server Using Command Options.

Use the following command options to control whether and how a password is provided for the connection:

» --passwor d=passwor d (- ppasswor d) with a value supplies a password (up to 128 characters) to be
used for the connection. With the long form - - passwor d=, you must use an equal sign and not a space
between the option and its value. With the short form - p, there must be no space between the option
and its value. If a space is used in either case, the value is not interpreted as a password and might be
interpreted as another connection parameter.

Specifying a password on the command line should be considered insecure. See End-User Guidelines
for Password Security. You can use an option file to avoid giving the password on the command line.

e --passwor d with no value and no equal sign, or - p without a value, requests the password prompt.

* --no-password, or - - passwor d= with an empty value, specifies that the user is connecting without
a password. When connecting to the server, if the user has a passwordless account, which is insecure
and not recommended, or if socket peer-credential authentication is in use (for Unix socket connections),
you must use one of these methods to explicitly specify that no password is provided and the password
prompt is not required.

e --passwordl, - - passwor d2, and - - passwor d3, available from MySQL Shell 8.0.28, are the
passwords for accounts that require multifactor authentication. You can supply up to three passwords.
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The options work in the same way as the --password option, and --passwordl is treated as equivalent
to that option. These options are available from MySQL Shell 8.0.28, where they are only supported for
classic MySQL protocol connections made using command-line arguments.

When parameters are specified in multiple ways, for example using both the - - uri option and specifying
individual parameters such as - - user, the following rules apply:

« If an argument is specified more than once the value of the last appearance is used.

« If both individual connection arguments and - - ur i are specified, the value of - - uri is taken as the
base and the values of the individual arguments override the specific component from the base URI-like
string.

For example to override user from the URI-like string:

$> nysql sh --uri user @ocal host: 33065 --user otheruser

Connections from MySQL Shell to a server can be encrypted, and can be compressed, if you request
these features and the server supports them. For instructions to establish an encrypted connection, see
Section 4.3.4, “Using Encrypted Connections”. For instructions to establish a compressed connection, see
Section 4.3.7, “Using Compressed Connections”.

The following examples show how to use command parameters to specify connections. Attempt to
establish an X Protocol connection with a specified user at port 33065:

$> nysql sh --nysql x -u user -h |ocal host -P 33065

Attempt to establish a classic MySQL protocol connection with a specified user, requesting compression
for the connection:

$> nysql sh --nysqgl -u user -h local host -C
4.3.2 Connecting using login-path and Options Files

As of MySQL Shell 8.0.32, MySQL login paths and option files are supported. The following MySQL
command line options are supported at the start of the command line:

e --print-defaults

* --no-defaults

o --defaults-file

o --defaults-extra-file

e --defaul ts-group-suffix
* --login-path

MySQL Shell reads a section in the MySQL configuration file, [ mysql sh], which contains the MySQL
Shell command line options.

MySQL Shell also reads the [ cl i ent] section of the MySQL configuration file.

Note
@ Some [ cl i ent] options are not supported by MySQL Shell, such as | ocal -
i nfil e, and some options have the same name in both, but take different
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values, such asthe [ cl i ent] option - - conpr ess and the [ mysql sh] option
conpr ess=val ue.

MySQL Shell returns a specific error for such options, specifying the name of the
option and the error.

For information on option file locations, order of precedence on Windows and Linux platforms, and option
syntax, see Using Option Files. For information on login-path, see - - | ogi n- pat h.

For example, if you define the following in your options file, c: \ my. i ni for example:

[mysql sh]

sql

[client]

host =l ocal host
user =user 1l

port =3306
dat abase=saki | a

These options set the following:

* sql : the default MySQL Shell mode, SQL.

* host =l ocal host : defines the host as localhost.

» user =user 1: defines the user as userl.

» port =3306: defines the connection port as 3306.

+ dat abase=saki | a: defines the default schema as sakila.

Run nysql sh without any connection string:
> nysql sh
MySQL Shell 8.0.32-conmerci al
Copyright (c) 2016, 2022, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its affiliates.
O her nanes nmay be trademarks of their respective owners.
Type '\help' or "\?" for help; "\quit' to exit.
Creating a O assic session to 'root @ocal host: 3306/ sakil a'
Fet chi ng gl obal nanes, object nanes from sakila  for auto-conpletion... Press ~C to stop.
Your MySQL connection id is 93
Server version: 8.0.31-conmercial MySQ. Enterprise Server - Commerci al

Default schenmm set to “sakila'.
| ocal host: 3306 ssl sakila SQ >

Note
@ Options defined on the command line override all other values.

The order of precedence for MySQL Shell:
e Command line arguments

* Login path
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» Option files

» Persisted Shell options

4.3.3 Connecting using Unix Sockets and Windows Named Pipes

On Unix, MySQL Shell connections default to using Unix sockets when the following conditions are met:
» A TCP port is not specified.

* A host name is not specified or it is equal to | ocal host .

* The - - socket or - S option is specified, with or without a path to a socket file.

If you specify - - socket with no value and no equal sign, or - S without a value, the default Unix socket file
for the protocol is used. If you specify a path to an alternative Unix socket file, that socket file is used.

If a host name is specified but it is not | ocal host , a TCP connection is established instead. In this case, if
a TCP port is not specified the default value of 3306 is used.

On Windows, for MySQL Shell connections using classic MySQL protocol, if you specify the host name as
a period (.), MySQL Shell connects using a named pipe.

* If you are connecting using a URI-like connection string, specify user @
« If you are connecting using key-value pairs, specify { "host": "."}
« If you are connecting using individual parameters, specify - - host =. or-h .

By default, the pipe name My SQL is used. You can specify an alternative named pipe using the - - socket
option or as part of the URI-like connection string.

In URI-like strings, the path to a Unix socket file or Windows named pipe must be encoded, using either
percent encoding or by surrounding the path with parentheses. Parentheses eliminate the need to percent
encode characters such as the / directory separator character. If the path to a Unix socket file is included
in a URI-like string as part of the query string, the leading slash must be percent encoded, but if it replaces
the host name, the leading slash must not be percent encoded, as shown in the following examples:

nysql -j s> \connect user @ ocal host ?socket =%2Ft np%2Fnysql . sock
nysql -j s> \connect user @ ocal host ?socket =(/t np/ mysql . sock)
nysql -j s> \connect user @t np%2Fnysql . sock

nysql -j s> \connect user @/t np/ nysql . sock)

On Windows only, the named pipe must be prepended with the characters \ \ . \ as well as being either
encoded using percent encoding or surrounded with parentheses, as shown in the following examples:

(\\.\ naned: pi pe)
\\. \ naned%3Api pe

Important

A On Windows, if one or more MySQL Shell sessions are connected to a MySQL
Server instance using a named pipe and you need to shut down the server, you
must first close the MySQL Shell sessions. Sessions that are still connected in
this way can cause the server to hang during the shutdown procedure. If this
does happen, exit MySQL Shell and the server will continue with the shutdown
procedure.

25



Using Encrypted Connections

For more information on connecting with Unix socket files and Windows named pipes, see Connecting to
the MySQL Server Using Command Options and Connecting to the Server Using URI-Like Strings or Key-
Value Pairs.

4.3.4 Using Encrypted Connections

Using encrypted connections is possible when connecting to a TLS (sometimes referred to as SSL)
enabled MySQL server. Much of the configuration of MySQL Shell is based on the options used by MySQL
server, see Using Encrypted Connections for more information.

To configure an encrypted connection at startup of MySQL Shell, use the following command options:

e --ssl : Deprecated, to be removed in a future version. Use - - ss| - node. This option enables or
disables encrypted connections.

» --ssl -node : This option specifies the desired security state of the connection to the server.

* --ssl-ca=fil e_nane: The path to a file in PEM format that contains a list of trusted SSL Certificate
Authorities.

e --ssl-capat h=di r _nane: The path to a directory that contains trusted SSL Certificate Authority
certificates in PEM format.

e --ssl-cert=file_nane: The name of the SSL certificate file in PEM format to use for establishing an
encrypted connection.

» --ssl-ci pher =nane: The name of the SSL cipher to use for establishing an encrypted connection.

* --ssl-key=fil e_nane: The name of the SSL key file in PEM format to use for establishing an
encrypted connection.

» --ssl-crl =nane: The path to a file containing certificate revocation lists in PEM format.

e --ssl-crl pat h=di r _nane: The path to a directory that contains files containing certificate revocation
lists in PEM format.

e --tls-ciphersuites=suites: The TLS cipher suites permitted for encrypted connections,
specified as a colon separated list of TLS cipher suite names. For example - -t | s-
ci phersui tes=TLS DHE PSK W TH_AES 128 GCM SHA256: TLS CHACHA20_ POLY1305_SHA256.
Added in version 8.0.18.

» --tls-version=version: The TLS protocols permitted for encrypted connections, specified as a
comma separated list. For example - -t | s-ver si on=TLSv1. 2, TLSv1. 3.

From MySQL 8.0.28, the TLSv1 and TLSv1.1 protocols are not supported by MySQL Server, and
MySQL Shell cannot make a TLS/SSL connection with the protocol set to TLSv1 or TLSv1.1. If you
attempt to make a connection using TLS/SSL from any version of MySQL Shell to a MySQL Server
instance at 8.0.28 or above, and you specify the TLSv1 or TLSv1.1 protocol using the- -t | s- ver si on
option, you will see the following results:

e For TCP connections, the connection fails, and an error is returned to MySQL Shell.

» For socket connections, if - - ssl - node is set to REQUI RED, the connection fails. If - - ss| - node is
not set to REQUI RED, the connection is made but with TLS/SSL disabled.

The TLSv1 and TLSv1.1 protocols were deprecated from MySQL 8.0.26. For background, refer to the
IETF memo Deprecating TLSv1.0 and TLSv1.1. Make connections between MySQL Shell and MySQL
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Server using the more-secure TLSv1.2 and TLSv1.3 protocols. TLSv1.3 requires that both the MySQL
server and the client application be compiled with OpenSSL 1.1.1 or higher. For more information on the
support for TLS protocol versions in MySQL Server releases, see Removal of Support for the TLSv1 and
TLSv1.1 Protocols.

Alternatively, the SSL options can be encoded as part of a URI-like connection string as part of the query
element. The available SSL options are the same as those listed above, but written without the preceding
hyphens. For example, ssl - ca is the equivalent of - - ssl - ca.

Paths specified in a URI-like string must be percent encoded, for example:

ssl user @27. 0. 0. 1?ssl - ca¥8D%2Fr oot %2Fcl i ent cert %2Fca- cert . pen?26ssl - cer t ¥%8DY2Fr o\
ot %2Fcl i entcert 9%2Fcl i ent-cert. pen@6ssl| - key¥8D¥2Fr oot %2Fcl i ent cert %2Fcl i ent - key
. pem

See Connecting to the Server Using URI-Like Strings or Key-Value Pairs for more information.

To establish an encrypted connection for a scripting session in JavaScript or Python mode, set the SSL
information in the connect i onDat a dictionary. For example:

nysql -j s> var sessi on=nysql x. get Sessi on({host: 'l ocal host",
user: 'root',
password: ‘' password',
ssl _ca: "path_to_ca_file",
ssl _cert: "path_to_cert_file",
ssl _key: "path_to_key file"});

Sessions created using nysql x. get Sessi on(), mysql . get Sessi on(), or

nysql . get Cl assi cSessi on() use ssl - nnde=REQUI RED as the default if no ssl - node is provided,
and neither ssl - ca nor ssl - capat h is provided. If no ssl - node is provided and any of ssl - ca or ssl -
capat h is provided, created sessions default to ss| - node=VERI FY_CA.

See Connecting Using Key-Value Pairs for more information.

4.3.5 Using LDAP and Kerberos Authentication

MySQL Enterprise Edition supports authentication methods that enable MySQL Server to use LDAP
(Lightweight Directory Access Protocol), LDAP with Kerberos, or native Kerberos to authenticate MySQL
users. MySQL Shell 8.0.27 supports both LDAP and Kerberos authentication for classic MySQL protocol
connections. This functionality is not supported for X Protocol connections.

The sections that follow describe how to enable connections to MySQL server using LDAP and Kerberos
authentication. It is assumed that the server is running with the server-side plugin enabled and that the
client-side plugin is available on the client host.

» Simple LDAP Authentication
» SASL-Based LDAP Authentication
» GSSAPI/Kerberos Authentication Through LDAP SASL

» Kerberos Authentication
Simple LDAP Authentication

MySQL and LDAP work together to fetch user, credential, and group information. For an overview of the
simple LDAP authentication process, see How LDAP Authentication of MySQL Users Works. To use
simple LDAP authentication with MySQL Shell, the following conditions must be satisfied:
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» A user account must be created on the MySQL server that is set up to communicate with the LDAP
server. The MySQL user must be identified with the aut henti cati on_| dap_si npl e server-side
plugin and optionally the LDAP user distinguished name (DN). For example:

CREATE USER ' admi n' @1 ocal host'
| DENTI FI ED W TH aut henti cati on_| dap_si npl e
BY ' ui d=admi n, ou=Peopl e, dc=ny- donai n, dc=com ;

The BY clause in this example indicates which LDAP entry the MySQL account authenticates against.
Specific attributes of the DN may vary depending on the LDAP server.

» MySQL Shell uses the client-side nysql _cl ear passwor d plugin, which sends the password to the
server as cleartext. No password hashing or encryption is used, so a secure connection (using SSL or
sockets) between the MySQL Shell and server is required. For more information, see Section 4.3.4,
“Using Encrypted Connections” or Section 4.3.3, “Connecting using Unix Sockets and Windows Named
Pipes”.

* To minimize the security risk, the mysql _cl ear _passwor d plugin must be enabled explicitly by
setting the value of the - - aut h- net hod command-line option to cl ear _t ext _passwor d on a secure
connection. For example, the following command permits you to establish a global session for the user
created in the previous example:

$> nysqgl sh adm n@ ocal host : 3308 - - aut h- net hod=cl ear _t ext _password
Pl ease provide the password for 'adm n@ ocal host: 3308' : admi n_password (adm n LDAP passwor d)

Note
@ You can also set the environment variable,

LI BWSQL_ENABLE_CLEARTEXT PLUG N, and enable the

nysql _cl ear _passwor d plugin for all client connections. However, this method
is inherently insecure and is not recommended for any scenario other than
testing. For more information, see Client-Side Cleartext Pluggable Authentication.

SASL-Based LDAP Authentication

MySQL Server is able to accept connections from users defined outside the MySQL grant tables in
LDAP directories. The client-side and server-side SASL LDAP plugins use SASL messages for secure
transmission of credentials within the LDAP protocol (see Using LDAP Pluggable Authentication).

For SASL-based authentication, the MySQL user must be identified with the
aut henti cation_I dap_sasl server-side plugin and optionally an LDAP entry the MySQL account
authenticates against. For example:

CREATE USER ' sammy' @ ocal host'
| DENTI FI ED W TH aut henti cati on_| dap_sasl
BY ' ui d=sammy_| dap, ou=Peopl e, dc=ny- donzi n, dc=coni ;

The aut henti cation_| dap_sasl cli ent client-side plugin ships with the MySQL Server packages
rather than being built into the | i bnysqgl cl i ent client library. MySQL Shell provides the persistent
connection option shel | . opti ons. mysql Pl ugi nDi r that enables you to define where the required
plugin is located. Alternatively, you can override the persistent setting by specifying a path with the non-
persistent command-line option - - nysql - pl ugi n- di r . For example, the following command permits you
to establish a global session on a Linux host for the user created in the previous example:

$> nysql sh sammy @ ocal host : 3308 --nysql -pl ugi n-di r="/usr/local /nysql/lib/plugin"
Pl ease provide the password for 'sammy@ ocal host: 3308': sammy_password (sanmy_| dap LDAP password)

For additional usage examples, see LDAP Authentication with Proxying and LDAP Authentication Group
Preference and Mapping Specification.
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GSSAPI/Kerberos Authentication Through LDAP SASL

MySQL Shell also supports Kerberos authentication through LDAP SASL. Using the Generic Security
Service Application Program Interface (GSSAPI) security abstraction interface, a connection of this type
authenticates to Kerberos to obtain service credentials, then uses those credentials in turn to enable
secure access to other services. GSSAPI/Kerberos is supported as an LDAP authentication method for
MySQL servers and MySQL Shell on Linux only.

A GSSAPI library and Kerberos services must be available to MySQL Server for the connection to
succeed. See The GSSAPI/Kerberos Authentication Method for server-side configuration information.

The following general example creates proxy user named | ucy @ASQL. LOCAL that assumes the
privileges of the proxied user named pr oxi ed_kr b_usr . It presumes the realm domain MYSQL. LOCAL is
configured in the / et ¢/ kr b5. conf Kerberos configuration file.

lucy@MYSQL.LOCAL' is quoted as a single value for LDAP Kerberos

Note
@ The user part of the account name includes the principal domain, so
authentication.

CREATE USER ' | ucy@aSQ.. LOCAL'
| DENTI FI ED W TH aut henti cati on_| dap_sasl
BY ' #krb_gr p=proxi ed_krb_user';
CREATE USER ' proxi ed_krb_user';
GRANT ALL PRI VI LEGES ON ny_db.* TO ' proxi ed_krb_user"'
GRANT PROXY on ' proxied_krb_user' TO 'l ucy@WSQ. LOCAL';

The following command permits you to establish a global session on a Linux host for the user created in
the previous example. You must specify the location of the server's plugin directory, either as the persistent
shel | . options. nysql Pl ugi nDi r connection option or as a non-persistent command option, for
example:

$> nysql sh | ucy%0MYSQL. LOCAL: passwor d@ ocal host : 3308/ ny_db
--mysql - pl ugi n-dir="/usr/local /nysqgl /li b/ plugin"

In this example, percent encoding (%610) replaces the reserved @character in the

principal name and passwor d is the value set for the MySQL Server variable

aut henti cation_| dap_sasl _bind _root pwd. For the list of server variables related to Kerberos
authentication through LDAP SASL, see Configure the Server-Side SASL LDAP Authentication Plugin for
GSSAPI/Kerberos.

Prior to invoking MySQL Shell, you can obtain and cache a ticket-granting ticket from the key distribution
center independently of MySQL. In this case, invoke MySQL Shell without specifying a user-name or
password option:

$> nysql sh | ocal host: 3308/ ny_db --aut h- net hod=aut henti cati on_| dap_sasl _cl i ent
--nysql - pl ugi n-di r="/usr/| ocal / nysql /1i b/ pl ugi n"

Specifying the - - aut h- net hod=aut henti cati on_| dap_sasl _cli ent option is mandatory when
user credentials are omitted.

Kerberos Authentication

MySQL Shell is capable of establishing connections for accounts that use the

aut henti cati on_ker ber os server-side authentication plugin, provided that the correct Kerberos tickets
are available or can be obtained from Kerberos. As of MySQL Enterprise Edition 8.0.27, that capability is
available on hosts running Linux and Windows (version 8.0.26 supports Linux only). For detailed setup
information, see Kerberos Pluggable Authentication.
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Kerberos authentication can combine the user name (for example, | ucy) and the realm domain specified
in the user account (for example, MYSQL. LOCAL) to construct the user principal name (UPN), such as

| ucy@aSQL. LOCAL. To create a MySQL account that corresponds to the UPN | ucy @WSQL. LOCAL,
use this statement:

CREATE USER ' | ucy
| DENTI FI ED W TH aut henti cati on_ker ber os
BY ' MYSQL. LOCAL'

The client-side plugin uses the UPN and password to obtain a ticket-granting ticket (TGT), uses the TGT to
obtain a MySQL service ticket (ST), and uses the ST to authenticate to the MySQL server.

The following command permits you to establish a global session on a Linux host for the user created in
the previous example. You must specify the location of the server's plugin directory, either as the persistent
shel | . opti ons. nysql Pl ugi nDi r connection option or as a non-persistent command option, for
example:

$> nmysql sh lucy: 3308 --nysql -plugin-dir="/usr/local/nysqgl/lib/plugin"
Pl ease provide the password for 'lucy@ ocal host:3308': UPN password

Prior to invoking MySQL Shell, you can obtain and cache a TGT from the key distribution center
independently of MySQL. In this case, invoke MySQL Shell without specifying a user-name or password
option:

$> nysql sh | ocal host: 3308 --aut h-net hod=aut henti cati on_kerberos_cl i ent
--nmysql - pl ugi n-dir="/usr/l ocal /nysqgl /i b/ plugin"

Specifying the - - aut h- net hod=aut henti cati on_ker beros_cl i ent option is mandatory when user
credentials are omitted.

4.3.6 Using an SSH Tunnel

From release 8.0.28, MySQL Shell supports SSH tunneling for connections to MySQL server instances.
An SSH tunnel lets unencrypted traffic pass over an encrypted connection, and enables authorized remote
access to servers that are protected from outside connections by a firewall.

The use of AdminAPI commands is not supported over connections made from MySQL Shell using SSH
tunneling, with the exception of the commands to deploy, start, stop, kill, and delete sandbox instances
(dba. depl oySandboxl nst ance, dba. st art SandboxI| nst ance, dba. st opSandbox| nst ance,
dba. ki | I SandboxI| nst ance, and dba. del et eSandbox| nst ance). The sandbox commands are
always executed locally to the MySQL Shell instance.

Once established, an SSH tunnel can be shared between connections to the same host from

the same user connecting from the same remote server instance. The MySQL Shell function

shel |l . I'i st SshConnecti ons() lists the currently connected and active SSH tunnels from the MySQL
Shell session, with the URI of the SSH server and of the connected MySQL server instance. If you specify
the same SSH connection details, MySQL Shell automatically reuses the existing tunnel.

You can select the SSH configuration file and identity file (private key) that are used for the connection.
When you set up an SSH tunnel, MySQL Shell selects an SSH configuration file in the following order of
priority:

1. An SSH configuration file that you specify as a connection option.

2. An SSH configuration file that you set as a default using the MySQL Shell configuration option
ssh. confi gFi | e. For instructions to set this option, see Section 13.4, “Configuring MySQL Shell
Options”.
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3. The standard SSH configuration file ~/ . ssh/ confi g.

The known hosts file is read from the default location (~/ . ssh/ known_host s) unless a different
configuration is set in the SSH configuration file.

For the identity file (private key), you can specify a custom file with the ssh-i dentity-fil e option at
connection time. There is no option to set a custom default for the identity file. If you do not specify one, the
SSH library uses the following sequence of authentication attempts until one succeeds:

1. If an SSH agent is in use, authentication is attempted with the identity files configured there if available.

2. If an identity file is specified for the target host in the SSH configuration file, authentication is attempted

using that file.

3. If neither of those options is available or the authentication attempt fails, authentication is attempted
using the standard private key file in the SSH configuration folder (~/ . ssh/ i d_r sa).

The default buffer size for data transfer through the SSH tunnel is 10240 bytes. You can change this by
setting the MySQL Shell configuration option ssh. buf f er Si ze. For instructions to set this option, see
Section 13.4, “Configuring MySQL Shell Options”.

SSH tunneling is available when you use any of the MySQL Shell connection methods - the
shel | . connect () method, mysql sh command parameters, or the \ connect MySQL Shell command.

shel | . connect ()

When you use the shel | . connect () method to connect while
MySQL Shell is running, you can specify a URI for connection to
the SSH server, or use key-value pairs for the connection data. The
following options are available with this method:

* ssh: The URI for connection to the SSH server. The URI format is
[user @host[:port].

e uri: The URI for the MySQL server instance that is to be accessed
through the SSH tunnel. The URI formatis [ schene: / /]
[ user @ host : port. Do not use the base connection parameters
(schene, user, host, port) to specify the MySQL server
connection for SSH tunneling, just use this option. The port must be
specified.

« ssh- passwor d: The password for the connection to the SSH server.

e ssh-config-fil e: An SSH configuration file for the connection to
the SSH server.

e ssh-identity-fil e:Anidentity file to use for the connection to the
SSH server.

e ssh-identity-pass: The passphrase for the identity file specified
by the ssh-identity-fil e option.

These options are also available when you use the

shel | . openSessi on() method, which works in the same way

as shel | . connect () but creates and returns a sessi on object,
rather than setting it as the global session for MySQL Shell. For full
instructions to use this connection method and the other options that are
available, see Connecting to the Server Using URI-Like Strings or Key-
Value Pairs.
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nysgl sh command parameters When you connect using command-line options while MySQL is starting
up, you can specify a URI for connection to the SSH server. The
following options are available with this method:

¢ --ssh: The URI for connection to the SSH server. The URI format
is[user @ host [ : port].When you use this option, the port for
connection to the MySQL server instance must be specified in the
MySQL instance URI.

e --ssh-config-file: An SSH configuration file for the connection
to the SSH server. If you specify this option with an empty
value, the custom default SSH configuration file specified by - -
ssh. confi gFi | eisignored, and the ~/ . ssh/ confi g file is used
instead.

e --ssh-identity-fil e:Anidentity file to use for the connection to
the SSH server.

For full instructions to use this connection method and the other options
that are available, see Section 4.3.1, “Connecting using Individual

Parameters”.
\ connect MySQL Shell When you connect using the \ connect command while MySQL Shell
command is running, you can specify a URI for connection to the SSH server.

There are no additional options for the SSH connection, so you must
use the default identity file ~/ . ssh/ i d_r sa, and the default SSH
configuration file, which can be either the standard file ~/ . ssh/ confi g
or a custom default that you set using the MySQL Shell configuration
option ssh. confi gFi | e (see Section 13.4, “Configuring MySQL Shell
Options”).

To get additional setup options you can create an SSH tunnel using
the shel | . connect () method or on the command line while MySQL
Shell is starting, and then reuse it with the \ connect command.
When you are in a MySQL Shell session, you can view the currently
connected SSH tunnels using the shel | . | i st SshConnecti ons()
command.

MySQL Shell's Secret Store can store passwords and passphrases for connection to the SSH server

and for the identity file, to be automatically retrieved for future connections. If you provide a password or
passphrase in the connection options it is used instead of any password that is stored in the Secret Store.
Note that although there are options to allow it, specifying an explicit password in the connection data is
insecure and not recommended. MySQL Shell prompts for a password interactively when one is required,
either for the connection to the SSH server or for the identity file. For example:

nysql -j s> shel | . connect ({uri:"nysql://root:sandbox@92. 0. 2. 3: 3306",
> ssh: "root @98. 51. 100. 4: 2222", "ssh-identity-file":"/home/hanna/.ssh/config_pw'})
Creating a Classic session to 'root@92.0. 2. 3: 3306’
Openi ng SSH tunnel to 198.51.100. 4: 2222. ..
Pl ease provide key passphrase for /hone/ hanna/.ssh/config_pw **xxxxxxx
Save password for 'file:/hone/hannal/.ssh/config_pw ?
[Yles/[N o/ Ne[v] er (default No): y
Fet chi ng schema nanes for autoconpletion... Press ~C to stop.
Your MySQL connection id is 7869
Server version: 8.0.28 MySQ. Conmunity Server - GPL
No default schema sel ected; type \use <schema> to set one.
<Cl assi cSessi on: root @92. 0. 2. 3: 3306>
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4.3.7 Using Compressed Connections

From MySQL Shell 8.0.14, you can request compression for MySQL Shell connections that use classic
MySQL protocol, and, from MySQL Shell 8.0.20, also for MySQL Shell connections that use X Protocol.
When compression is requested for a session, if the server supports compression and can agree a
compression algorithm with MySQL Shell, all information sent between the client and the server is
compressed. Compression is also applied if requested to connections used by a MySQL Shell utility, such
as the upgrade checker utility.

For X Protocol connections, the default is that compression is requested, and uncompressed connections
are allowed if the negotiations for a compressed connection do not succeed. For classic MySQL protocol
connections, the default is that compression is disabled. After the connection has been made, the MySQL
Shell\ st at us command shows whether or not compression is in use for a session. The command
displays a Conpr essi on: line that says Di sabl ed or Enabl ed to indicate whether the connection is
compressed. If compression is enabled, the compression algorithm in use is also displayed.

You can set the def aul t Conpr ess MySQL Shell configuration option to request compression for every
global session. Because the default for X Protocol connections is that compression is requested where the
MySQL Shell release supports this, this configuration option only has an effect for classic MySQL protocol
connections.

For more information on how connection compression operates for X Protocol connections, see
Connection Compression with X Plugin. For more information on how connection compression operates for
classic MySQL protocol connections, and on the compression settings and capabilities of a MySQL Server
instance, see Connection Compression Control.

4.3.7.1 Compression Control For MySQL Shell 8.0.20 And Later

From MySQL Shell 8.0.20, for X Protocol connections and classic MySQL protocol connections, whenever
you create a session object to manage a connection to a MySQL Server instance, you can specify whether
compression is required, preferred, or disabled for that connection.

* requi r ed requests a compressed connection from the server, and the connection fails if the server
does not support compression or cannot agree with MySQL Shell on a compression protocol.

» preferredrequests a compressed connection from the server, and falls back to an uncompressed
connection if the server does not support compression or cannot agree with MySQL Shell on a
compression protocol. This is the default for X Protocol connections.

» di sabl ed requests an uncompressed connection, and the connection fails if the server only permits
compressed connections. This is the default for classic MySQL protocol connections.

From MySQL Shell 8.0.20, you can also choose which compression algorithms are allowed for the
connection. By default, MySQL Shell proposes the zlib, LZ4, and zstd algorithms to the server for X
Protocol connections, and the zlib and zstd algorithms for classic MySQL protocol connections (which

do not support the LZ4 algorithm). You can specify any combination of these algorithms. The order in
which you specify the compression algorithms is the order of preference in which MySQL Shell proposes
them, but the server might not be influenced by this preference, depending on the protocol and the server
configuration.

Specifying any compression algorithm or combination of them automatically requests compression for the
connection, so you can do that instead of using a separate parameter to specify whether compression is
required, preferred, or disabled. With this method of connection compression control, you indicate whether
compression is required or preferred by adding the option unconpr essed (which allows uncompressed
connections) to the list of compression algorithms. If you do include unconpr essed, compression is
preferred, and if you do not include it, compression is required. You can also pass in unconpr essed on
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its own to specify that compression is disabled. If you specify in a separate parameter that compression
is required, preferred, or disabled, this takes precedence over using unconpr essed in the list of
compression algorithms.

You can also specify a numeric compression level for the connection, which applies to any compression
algorithm for X Protocol connections, or to the zstd algorithm only on classic MySQL protocol connections.
For X Protocol connections, if the specified compression level is not acceptable to the server for the
algorithm that is eventually selected, the server chooses an appropriate setting according to the behaviors
listed in Connection Compression with X Plugin. For example, if MySQL Shell requests a compression
level of 7 for the zlib algorithm, and the server's nysql x_defl ate_nmax_client _conpression_| evel
system variable (which limits the maximum compression level for deflate, or zlib, compression) is set to the
default of 5, the server uses the highest permitted compression level of 5.

If the MySQL server instance does not support connection compression for the protocol (which is the
case before MySQL 8.0.19 for X Protocol connections), or if it supports connection compression but does
not support specifying connection algorithms and a compression level, MySQL Shell establishes the
connection without specifying the unsupported parameters.

To request compression for a connection from MySQL Shell 8.0.20, use one of the following methods:

« If you are starting MySQL Shell from the command line and specifying connection parameters using
separate command options, use the - - conpr ess (- C) option, specifying whether compression is
required, preferred, or disabled for the connection. For example:

$> nysql sh --nmysql x -u user -h local host -C required

The - - conpr ess (- C) option is compatible with earlier releases of MySQL Shell (back to MySQL
8.0.14) and still accepts the boolean settings from those releases. From MySQL Shell 8.0.20, if you
specify just - - conpr ess (- C) without a parameter, compression is required for the connection.

The above example for an X Protocol connection proposes the zlib, LZ4, and zstd algorithms to the
server in that order of preference. If you prefer an alternative combination of compression algorithms,
you can specify this by using the - - conpr essi on- al gori t his option to specify a string with a
comma-separated list of permitted algorithms. For X Protocol connections, you can use zl i b, | z4, and
zst d in any combination and order of preference. For classic MySQL protocol connections, you can use
zl i b and zst d in any combination and order of preference. The following example for a classic MySQL
protocol connection allows only the zstd algorithm:

$> nysql sh --nmysqgl -u user -h local host -C preferred --conpression-al gorithns=zstd

You can also use just - - conpr essi on- al gori t hns without the - - conpr ess (- C) option to
request compression. In this case, add unconpr essed to the list of algorithms if you want to allow
uncompressed connections, or omit it if you do not want to allow them. This style of connection
compression control is compatible with other MySQL clients such as nysql and nmysql bi nl og. The
following example for a classic MySQL protocol connection has the same effect as the example above
where pr ef err ed is specified as a separate option, that is, to propose compression with the zstd
algorithm but fall back to an uncompressed connection:

$> nysql sh --nysqgl -u user -h |ocal host --conpression-algorithnms=zstd, unconpressed

You can configure the compression level using the - - conpr essi on-1 evel or--zstd-

conpressi on- | evel options, which are validated for classic MySQL protocol connections, but not

for X Protocol connections. - - conpr essi on- | evel specifies an integer for the compression level

for any algorithm for X Protocol connections, or for the zstd algorithm only on classic MySQL protocol
connections. - - zst d- conpr essi on- | evel specifies an integer from 1 to 22 for the compression level
for the zstd algorithm, and is compatible with other MySQL clients such as nmysqgl and nysql bi nl og.
For example, these connection parameters for an X Protocol connection specify that compression is
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required for the global session and must use the LZ4 or zstd algorithm, with a requested compression
level of 5:

$> nysql sh --nmysql x -u user -h local host -C required --conpression-al gorithnms=lz4,zstd --conpression-I|ev

« If you are using a URI-like connection string to specify connection parameters, either from the
command line, or with MySQL Shell's\ connect command, or with the shel | . connect (),
shel | . openSessi on(), nmysqgl x. get Sessi on(), nysql . get Sessi on(), or
nysql . get Cl assi cSessi on() function, use the conpr essi on parameter in the query string to
specify whether compression is required, preferred, or disabled. For example:

nmysql -j s> \connect user @xanpl e. con?conpr essi on=preferred

$> nysql sh nysql x: // user @ ocal host : 33060?conpr essi on=di sabl ed

Select compression algorithms using the conpr essi on- al gori t hns parameter, and a compression
level using the conpr essi on- | evel parameter, as for the command line options. (There is no
zstd-specific compression level parameter for a URI-like connection string.) You can also use the
conpr essi on-al gorit hns parameter without the conpr essi on parameter, including or omitting
the unconpr essed option to allow or disallow uncompressed connections. For example, both these
sets of connection parameters specify that compression is preferred but uncompressed connections are
allowed, the zlib and zstd algorithms are acceptable, and a compression level of 4 should be used:

nysqgl -j s> \connect user @xanpl e. com 33060?conpr essi on=pr ef er r ed&conpr essi on- al gori t hms=zl i b, zst d&conpr es

nmysql -j s> \connect user @xanpl e. com 33060?conpr essi on-al gorithns=zlib, zstd, unconpr essed&conpr essi on-1 eve

* If you are using key-value pairs to specify connection parameters, either with MySQL Shell's \ connect
command or with the shel | . connect (), shel | . openSessi on(), nysql x. get Sessi on(),
nysql . get Sessi on(), ormysqgl . get Cl assi cSessi on() function, use the conpr essi on
parameter in the dictionary of options to specify whether compression is required, preferred, or disabled.
For example:

nysql -j s> var sl=nysql x. get Sessi on({host: 'l ocal host',
user: 'root'
password: ‘' password’
conpression: 'required'});

Select compression algorithms using the conpr essi on- al gori t hns parameter, and a compression
level using the conpr essi on- | evel parameter, as for the command line and URI-like connection
string methods. (There is no zstd-specific compression level parameter for key-value pairs.) You can
also use the conpr essi on- al gori t hns parameter without the conpr essi on parameter, including or
omitting the unconpr essed option to allow or disallow uncompressed connections.

4.3.7.2 Compression Control For MySQL Shell 8.0.14 Through 8.0.19

In releases from MySQL Shell 8.0.14 through 8.0.19, compression can be requested only for connections
that use classic MySQL protocol. The default is that compression is not requested. Compression in these
releases uses the zlib compression algorithm. You cannot require compression in these releases, so if
compression is not supported by the server, the session falls back to an uncompressed connection.

In these MySQL Shell releases, compression control is limited to enabling (by specifying t r ue) or
disabling (by specifying f al se) compression for a connection. If you use a MySQL Shell release with this
compression control to connect to a server instance at MySQL 8.0.18 or later, where client requests for
compression algorithms are supported, enabling compression is equivalent to proposing the algorithm set
zl i b,unconpr essed.

MySQL Shell cannot request compression in releases before 8.0.14.
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To request compression for a connection in MySQL Shell 8.0.14 through 8.0.19, use one of the following
methods:

* If you are starting MySQL Shell from the command line and specifying connection parameters using
separate command options, use the - - conpr ess (- C) option, for example:

$> nysql sh --nysql -u user -h |ocal host -C

« If you are using a URI-like connection string to specify connection parameters, either from the command
line, or with MySQL Shell's\ connect command, or with the shel | . connect () method, use the
conpr essi on=t r ue parameter in the query string:

nmysql -j s> \connect user @xanpl e. con?conpr essi on=tr ue

$> nysql sh mysql : // user @ ocal host : 3306?conpr essi on=t r ue

* If you are using key-value pairs to specify connection parameters, either with MySQL Shell's \ connect
command or with the nysql . get Cl assi cSessi on() method, use the conpr essi on parameter in
the dictionary of options:

nysql -j s> var sl=nysql.get Cl assi cSession({host: 'l ocal host',
user: 'root',
password: ' password',
conpression: 'true'});

4.4 Pluggable Password Store

To make working with MySQL Shell more fluent and secure you can persist the password for a server
connection using a secret store, such as a keychain. You enter the password for a connection interactively
and it is stored with the server URL as credentials for the connection. For example:

nysql -j s> \connect user @ocal host: 3310

Creating a session to 'user@ocal host: 3310'

Pl ease provi de the password for 'user@ocal host: 3310"; ***x***x*

Save password for 'user @ocal host:3310'? [Y]es/[N o/ Ne[v]er (default No): y

Once the password for a server URL is stored, whenever MySQL Shell opens a session it retrieves the
password from the configured Secret Store Helper to log in to the server without having to enter the
password interactively. The same holds for a script executed by MySQL Shell. If no Secret Store Helper is
configured the password is requested interactively.

Important

A MySQL Shell only persists the server URL and password through the means of a
Secret Store and does not persist the password on its own.

Passwords are only persisted when they are entered manually. If a password is
provided using either a server URI-like connection string or at the command line
when running nysql sh it is not persisted.

The maximum password length that is accepted for connecting to MySQL Shell is
128 characters.

MySQL Shell provides built-in support for the following Secret Stores:

* MySQL login-path, which is available on all platforms supported by the MySQL server. It is provided
by the MySQL configuration utility mysql _confi g_edi t or which offers persistent storage. See
mysql_config_editor — MySQL Configuration Utility. In releases before MySQL Shell 8.0.30,
nmysql _confi g _editor isavailable as long as the MySQL client package is installed on the system.
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From MySQL Shell 8.0.30, Linux builds of MySQL Shell bundle mysqgl confi g_edit or so thatthe
functionality can be used if the MySQL client package is not installed on the system.

» macOS keychain, see here.
» Windows API, see here.

When MySQL Shell is running in interactive mode, password retrieval is performed whenever a new
session is initiated and the user is going to be prompted for a password. Before prompting, the Secret
Store Helper is queried for a password using the session's URL. If a match is found this password is used
to open the session. If the retrieved password is invalid, a message is added to the log, the password is
erased from the Secret Store and MySQL Shell prompts you for a password.

If MySQL Shell is running in noninteractive mode (for example - - no- wi zar d was used), password
retrieval is performed the same way as in interactive mode. But in this case, if a valid password is not
found by the Secret Store Helper, MySQL Shell tries to open a session without a password.

The password for a server URL can be stored whenever a successful connection to a MySQL
server is made and the password was not retrieved by the Secret Store Helper. The decision
to store the password is made based on the cr edent i al St or e. savePasswor ds and
credenti al St ore. excl udeFi | t er s described here.

Automatic password storage and retrieval is performed when:

* nysql sh is invoked with any connection options, when establishing the first session
 you use the built-in \ connect command

» you use the shel | . connect () method

» you use any AdminAPI methods that require a connection

4.4.1 Pluggable Password Configuration Options

To configure the pluggable password store, use the shel | . opt i ons interface, see Section 13.4,
“Configuring MySQL Shell Options” . The following options configure the pluggable password store.

shell.options.credentialStore.helper ="l ogi n- pat h"

A string which specifies the Secret Store Helper used to store and retrieve the passwords. By default, this
option is set to a special value def aul t which identifies the default helper on the current platform. Can be
set to any of the values returned by shel | . | i st Credenti al Hel per s() method. If this value is set to
invalid value or an unknown Helper, an exception is raised. If an invalid value is detected during the startup
of mysqgl sh, an error is displayed and storage and retrieval of passwords is disabled. To disable automatic
storage and retrieval of passwords, set this option to the special value <di sabl ed>, for example by
issuing:

shel | . options. set ("credential Store. hel per", "<disabl ed>")

When this option is disabled, usage of all of the credential store MySQL Shell methods discussed here
results in an exception.

shell.options.credentialStore.savePasswords = "val ue"
A string which controls automatic storage of passwords. Valid values are:

e al ways - passwords are always stored, unless they are already available in the Secret Store or server
URL matches cr edenti al St ore. excl udeFi | t er s value.
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e never - passwords are not stored.

» pronpt -ininteractive mode, if the server URL does not match the value of
shel | . credential Store. excl udeFi |l ters, you are prompted if the password should be stored.
The possible answers are yes to save this password, no to not save this password, never to not save
this password and to add the URL to cr edent i al St or e. excl udeFi | t er s. The modified value of
credenti al St ore. excl udeFi | t er s is not persisted, meaning it is in effect only until MySQL Shell is
restarted. If MySQL Shell is running in noninteractive mode (for example the - - no- wi zar d option was
used), the credent i al St or e. savePasswor ds option is always never .

The default value for this option is pr onpt .
shell.options.credentialStore.excludeFilters = ["* @ryser ver. com *"];

A list of strings specifying which server URLs should be excluded from automatic storage of passwords.
Each string can be either an explicit URL or a glob pattern. If a server URL which is about to be stored
matches any of the strings in this options, it is not stored. The valid wildcard characters are: * which
matches any number of any characters, and ? which matches a single character.

The default value for this option is an empty list.

4.4.2 Working with Credentials

The following functions enable you to work with the Pluggable Password store. You can list the available
Secret Store Helpers, as well as list, store, and retrieve credentials.

var list = shell.listCredentialHelpers();

Returns a list of strings, where each string is a name of a Secret Store Helper available on the current
platform. The special values def aul t and <di sabl ed> are not in the list, but are valid values for the
credenti al St ore. hel per option.

shell.storeCredential(ur | [, passwor d]);

Stores given credentials using the current Secret Store Helper (cr edent i al St or e. hel per).
Throws an error if the store operation fails, for example if the current helper is invalid. If the URL
is already in the Secret Store, it is overwritten. This method ignores the current value of the
credenti al St ore. savePasswor ds and credenti al St ore. excl udeFi | t er s options. If a
password is not provided, MySQL Shell prompts for one.

shell.deleteCredential(url);
Deletes the credentials for the given URL using the current Secret Store Helper
(credenti al St ore. hel per). Throws an error if the delete operation fails, for example the current helper
is invalid or there is no credential for the given URL.

shell.deleteAllCredentials();

Deletes all credentials managed by the current Secret Store Helper (cr edent i al St or e. hel per).
Throws an error if the delete operation fails, for example the current Helper is invalid.

var list = shell.listCredentials();

Returns a list of all URLs of credentials stored by the current Secret Store Helper
(credenti al Store. hel per).
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4.5 MySQL Shell Global Objects

MySQL Shell includes a humber of built-in global objects that exist in both JavaScript and Python modes.
The built-in MySQL Shell global objects are as follows:

sessi on is available when a global session is established, and represents the global session.

dba provides access to InnoDB Cluster, InnoDB ClusterSet, and InnoDB ReplicaSet administration
functions using the AdminAPI. See Chapter 6, MySQL AdminAPI.

cl ust er represents an InnoDB Cluster. Only populated if the - - cl ust er option was provided when
MySQL Shell was started.

r s represents an InnoDB ReplicaSet (added in version 8.0.20). Only populated if the - - r epl i caset
option was provided when MySQL Shell was started.

db is available when the global session was established using an X Protocol connection with a default
database specified, and represents that schema.

shel | provides access to various MySQL Shell functions, for example:

e shel | . opti ons provides functions to set and unset MySQL Shell preferences. See Section 13.4,
“Configuring MySQL Shell Options”.

e shel | . report s provides built-in or user-defined MySQL Shell reports as functions, with the name of
the report as the function. See Section 10.1, “Reporting with MySQL Shell”.

uti | provides various MySQL Shell tools, including the upgrade checker utility, the JSON import utility,
and the parallel table import utility. See Chapter 11, MySQL Shell Utilities.

Important

and must not be used, for example, as names of variables. If you assign one of
the global variables you override the above functionality, and to restore it you must

A The names of the MySQL Shell global objects are reserved as global variables
restart MySQL Shell.

You can also create your own extension objects and register them as additional MySQL Shell global
objects to make them available in a global context. For instructions to do this, see Section 10.2, “Adding
Extension Objects to MySQL Shell".

4.6 Usi

ng a Pager

You can configure MySQL Shell to use an external pager tool such as | ess or nor e. Once a pager
is configured, it is used by MySQL Shell to display the text from the online help or the results of SQL
operations. Use the following configuration possibilities:

» Configure the shel | . opti ons[ pager] = "" MySQL Shell option, a string which specifies the

external command that displays the paged output. This string can optionally contain command line
arguments which are passed to the external pager command. Correctness of the new value is not
checked. An empty string disables the pager.

Default value: empty string.

Configure the PAGER environment variable, which overrides the default value of
shel | . options["pager"] option. If shel | . opti ons[ " pager"] was persisted, it takes
precedence over the PAGER environment variable.
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The PAGER environment variable is commonly used on Unix systems in the same context as expected
by MySQL Shell, conflicts are not possible.

» Configure the - - pager MySQL Shell option, which overrides the initial value of
shel | . opti ons["pager"] option even if it was persisted and PAGER environment variable is
configured.

* Usethe\pager | \P conmand MySQL Shell command to set the value of shel | .options["pager"]
option. If called with no arguments, restores the initial value of shel | . opti ons[ " pager"] option
(the one MySQL Shell had at startup. Strings can be marked with " characters or not. For example, to
configure the pager:

e pass in no command or an empty string to restore the initial pager
e pass in nor e to configure MySQL Shell to use the nor e command as the pager

e passinnore -10 to configure MySQL Shell to use the nor e command as the pager with the option
-10

The MySQL Shell output that is passed to the external pager tool is forwarded with no filtering. If MySQL
Shell is using a prompt with color (see Section 13.3, “Customizing the Prompt”), the output contains ANSI
escape sequences. Some pagers might not interpret these escape sequences by default, such as | ess,
for which interpretation can be enabled using the - R option. nor e does interpret ANSI escape sequences
by default.

4.7 Cloud Service Configuration

MySQL Shell supports exporting of MySQL data to cloud service storage and import of that data from cloud
storage to a MySQL instance. The following cloud services are supported:

e Section 4.7.1, “Oracle Cloud Infrastructure Object Storage”
e Section 4.7.2, “S3-compatible Storage”
» Section 4.7.3, “Azure Blob Storage”

For information on exporting MySQL data to cloud storage, see Section 11.5, “Instance Dump Ultility,
Schema Dump Utility, and Table Dump Utility”. For information on importing MySQL data from cloud
storage, see Section 11.6, “Dump Loading Utility”.

For information on using MySQL Shell with HeatWave Service, see HeatWave Service Documentation.

4.7.1 Oracle Cloud Infrastructure Object Storage

MySQL Shell uses the parameters defined in the OCI CLI configuration file, conf i g, to connect to the
Object Storage service. For more information on this file, see SDK and CLI Configuration

MySQL Shell requires the following parameters in the configuration file:
» user: OCID of the user.

» fingerprint:generated fingerprint of the user's public key.

» tenancy: OCID of the user's tenancy.

e regi on: An Oracle Cloud Infrastructure region.
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e key fil e: Full path and filename of the user's public key.

The following is an example of a configuration file:

[defaul t]
user =oci d1. user. ocl. . al phanuneri cstring
fingerprint=08:23:60:....:ff:22:dd: 55: 20

t enancy=oci d1. t enancy. ocl. . al phanuneri cstring
regi on=us- ashburn-1
key_fil e=/ home/ User nanme/ . oci / oci _api _key. pem

If you have installed and configured the OCI CLI, MySQL Shell reads the connection parameters from the

default location, . oci / , automatically. To use an alternate configuration, do so from the command line,
using the relevant override options.

4.7.2 S3-compatible Storage
MySQL Shell S3 support has been tested against the following S3-compatible storage services:
* Amazon Web Services S3
See Amazon Simple Storage Service Documentation for more information.
» Oracle Cloud Infrastructure Object Storage
See Amazon S3 Compatibility API for more information.
MySQL Shell supports configuring AWS credentials in environment variables and in configuration files.
» Configuration Parameter Precedence
» Environment Variables

» Configuration Files
Configuration Parameter Precedence

Configuration parameters are used in order of precedence:

1. Option. For example, s3Pr of i | e takes precedence over the environment variable AWS_PROFI LE, and

the default profile in the configuration file.

2. Environment variable. For example, the environment variable AWS_SHARED CREDENTI ALS FI LE
takes precedence over the default location of the cr edent i al s file, ~/ . aws/ credenti al s.

3. DEFAULT environment variable, if it exists. For example, the environment variable AWS_REG ON and
the environment variable AW5 DEFAULT REGQ ON.

4. Parameter defined in a configuration file.

5. AWS default values.

For example, for the AWS region, in order of precedence:
1. s3Regi on option.

2. AW5_REG ON environment variable.
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3. AW5 DEFAULT_ REGQ ON environment variable.

4. Region defined in the configuration file.

5. The default value of us- east - 1.

AWS credentials are read in the following order of precedence:

1. Environment variables, if the s3Pr of i | e option is not defined.
2. Credentials file, for the specified profile.

3. credential process, as defined in the config file. This configuration type contains an external
command which retrieves or generates AWS authentication credentials and writes them to st dout .

4. Config file, for the specified profile.

Environment Variables
For information on AWS environment variables, see Environment variables to configure the AWS CLI
You can define the following AWS S3-specific environment variables:

 AWS_ PROFI LE: Specifies the name of the profile to use. This can be the name of a profile in a
credentials or config file, or the value def aul t to use the default profile. This environment variable
overrides the [ def aul t] profile named in the configuration file. You can override this environment
variable with the - - s3Pr of i | e option.

 AW5S_SHARED CREDENTI ALS_FI LE: The location of the file used to store access keys. Such as
~/ . aws/ credenti al s.

» AWS_CONFI G_FI LE: The location of the file used to store configuration profiles. Such as ~/ . aws/
config.

« AWS_REG ON: Specifies the AWS Region to send the request to. This value overrides the
AWS_ DEFAULT_REG ON environment variable and the pr of i | e defined in the configuration file.

e AWS DEFAULT REG ON: Specifies the AWS Region to send the request to. This value is overridden by
the - - s3Regi on option and the AWS_REG ON environment variable, if specified.

» AWS_ACCESS KEY | D: Specifies an AWS access key associated with an IAM user or role.

« AWS SECRET_ACCESS KEY: Specifies the secret key associated with the access key. This variable
overrides the aws_secret _access_key defined in the profile.

« AWS_ SESSI ON_TOKEN: Specifies the session token value required if you are using temporary security
credentials. This variable overrides the aws_sessi on_t oken defined in the profile.

Configuration Files
MySQL Shell requires the following parameters in one or more configuration files:

» aws_access_key i d: specifies the access key associated with the user. If not present, an exception is
thrown.

e aws_secret _access_key: specifies the secret key associated with the access key. If not present, an
exception is thrown.
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e aws_sessi on_t oken: specifies the session token required if you are using temporary security
credentials. If not present, it is not used to authenticate the user.

» regi on: specifies the cloud service region. If not present, the default value of us- east - 1 is used.

» credential _process: (as of 8.0.33) This configuration type contains an external command which
retrieves or generates AWS authentication credentials and writes them to st dout .

Note
@ credenti al _process can only be defined in the conf i g file.

For more information, see the following:

* AWS Credentials Process

* AWS Configuration and Credential Options

* AWS Sourcing credentials with an external process

If you have installed and configured the AWS CLI, MySQL Shell reads the connection parameters from the
default location, . aws/ , automatically. To use an alternate configuration, do so from the command line,
using the relevant override options.

If you are using Oracle Cloud Infrastructure's S3 compatibility API, see Creating a Customer Secret Key for
information on creating the credentials required.

Note

@ By default, the AWS CLI creates two configuration files, conf i g, which stores
parameters such as region and output format, and cr edent i al s, which stores
access keys and session tokens. It is also possible to place all configuration
parameters in a single file, conf i g. For more information, see AWS Configuration
and authentication settings . However, if you have defined access key and secret
access keys in both files, those defined in the cr edent i al s file take precedence.

The following example shows a default pair of AWS CLI configuration files:

/ hone/ . aws/ credenti al s

[defaul t]

aws_access_key_id = AKI AGAV. .. ...
aws_secret _access_key = XHRY579I.....

/ hone/ . aws/ confi g

[defaul t]
region = us-west-1
out put = json

4.7.3 Azure Blob Storage

The Azure configuration values are evaluated in the following order of precedence:

» Option. See the Azure-specific sections of Chapter 11, MySQL Shell Utilities for the applicable options.
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» Environment variable. See Environment Variables.
» Configuration file. See Configuration Files.
For more detailed information on Microsoft Azure CLI configuration, see the Azure CLI documentation.

Note

S If you intend to use SAS Tokens, they must provide the following:
¢ Access to the target container.
* Read, Write, and List permissions for dump and export operations.

* Read and List permissions for load and import operations.

Environment Variables

Azure connection settings can be read from the following environment variables:

* AZURE STORAGE_ACCOUNT: The default storage account name.

AZURE_STORAGE_KEY: The default storage key.

AZURE_STORAGE_CONNECTI ON_STRI NG The default connection string. If this is defined,
AZURE_STORAGE_ACCOUNT and AZURE_STORAGE_KEY are ignored.

AZURE STORAGE SAS TOKEN: The default SAS token.

If an SAS token is defined, it is used for the authentication, any defined account key is ignored.

Configuration Files

If you use the Azure config file, you must add one or more of the following parameters to the [ st or age]
section of the file:

e connection_string: The default connection string. If this is defined, account and key are ignored.
e account : The default storage account name.

» key: The default access key.

» sas_t oken: The default SAS token.

If an SAS token is defined, it is used for the authentication, any defined account key is ignored.

For more information, see Microsoft Azure CLI configuration values and environment variables.
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This section explains how code execution works in MySQL Shell.

5.1 Active Language

MySQL Shell can execute SQL, JavaScript or Python code, but only one language can be active at a time.
The active mode determines how the executed statements are processed:

« If using SQL mode, statements are processed as SQL which means they are sent to the MySQL server
for execution.

« If using JavaScript mode, statements are processed as JavaScript code.

« If using Python mode, statements are processed as Python code.

Note

@ From version 8.0.18, MySQL Shell uses Python 3. For platforms that include a
system supported installation of Python 3, MySQL Shell uses the most recent
version available, with a minimum supported version of Python 3.4.3. For platforms
where Python 3 is not included, MySQL Shell bundles Python 3.7.4. MySQL Shell
maintains code compatibility with Python 2.6 and Python 2.7, so if you require
one of these older versions, you can build MySQL Shell from source using the
appropriate Python version.

When running MySQL Shell in interactive mode, activate a specific language by entering the commands:
\'sqgl,\js,\py.

When running MySQL Shell in batch mode, activate a specific language by passing any of these
command-line options: - - | s, - - py or - - sql . The default mode if none is specified is JavaScript.

Use MySQL Shell to execute the content of the file code. sql as SQL.
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$> nysql sh --sqgl < code. sql
Use MySQL Shell to execute the content of the file code. j s as JavaScript code.
$> nysql sh < code.js

Use MySQL Shell to execute the content of the file code. py as Python code.

$> nysql sh --py < code. py

From MySQL Shell 8.0.16, you can execute single SQL statements while another language is active, by
entering the \ sgql command immediately followed by the SQL statement. For example:

nysql -py> \sqgl select * fromsakila.actor limt 3;

The SQL statement does not need any additional quoting, and the statement delimiter is optional. The
command only accepts a single SQL query on a single line. With this format, MySQL Shell does not switch
mode as it would if you entered the \ sql command. After the SQL statement has been executed, MySQL
Shell remains in JavaScript or Python mode.

From MySQL Shell 8.0.18, you can execute operating system commands while any language is active, by
entering the \ syst emor \ ! command immediately followed by the command to execute. For example:

nysql - py> \system echo Hello from MySQ. Shel | !

MySQL Shell displays the output from the operating system command, or returns an error if it was unable
to execute the command.

5.2 Interactive Code Execution

The default mode of MySQL Shell provides interactive execution of database operations that you type at
the command prompt. These operations can be written in JavaScript, Python or SQL depending on the
current Section 5.1, “Active Language”. When executed, the results of the operation are displayed on-
screen.

As with any other language interpreter, MySQL Shell is very strict regarding syntax. For example, the
following JavaScript snippet opens a session to a MySQL server, then reads and prints the documents in a
collection:

var nySession = nysql x. get Sessi on(' user: pwd@ ocal host');
var result = nySession.get Schema(' world_x').getCollection('countryinfo').find().execute();
var record = result.fetchOne();
whi | e(record){
print(record);
record = result.fetchOne();

}

As seen above, the call to f i nd() is followed by the execut e() function. CRUD database commands
are only actually executed on the MySQL Server when execut e() is called. However, when working with
MySQL Shell interactively, execut e() is implicitly called whenever you press Ret ur n on a statement.
Then the results of the operation are fetched and displayed on-screen. The rules for when you need to call
execut e() or not are as follows:

* When using MySQL Shell in this way, calling execut e() becomes optional on:
e Col | ection. add()

e Collection.find()
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e Col | ection.renove()
e Col l ection.nodify()
e Table.insert()
e Tabl e. sel ect ()
e Tabl e. del et e()
e Tabl e. updat e()

» Automatic execution is disabled if the object is assigned to a variable. In such a case calling execut e()
is mandatory to perform the operation.

* When a line is processed and the function returns any of the available Resul t objects, the information
contained in the Result object is automatically displayed on screen. The functions that return a Result
object include:

e The SQL execution and CRUD operations (listed above)
¢ Transaction handling and drop functions of the session objects in both mysqgl and nysql x modules: -
e startTransaction()
e commit ()
e rol | back()
e dropSchema()
e dropCol | ection()
e Cl assi cSession. runSgl ()

Based on the above rules, the statements needed in the MySQL Shell in interactive mode to establish a
session, query, and print the documents in a collection are as follows:

nysql -j s> var nmySessi on = nysql x. get Sessi on(' user: pwd@ ocal host ') ;
nysql -j s> nySessi on. get Schema(' worl d_x").getCol |l ection('countryinfo').find();

No call to execut e() is needed and the Result object is automatically printed.

Multiple-line Support

It is possible to specify statements over multiple lines. When in Python or JavaScript mode, multiple-
line mode is automatically enabled when a block of statements starts like in function definitions, if/then
statements, for loops, and so on. In SQL mode multiple line mode starts when the command \ is issued.

Once multiple-line mode is started, the subsequently entered statements are cached.
For example:

nysql -sqgl > \
. Create procedure get_actors()
begi n
sel ect first_nanme from sakil a. actor;
. end
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to execute single SQL statements while another language is active. The command

Note
@ You cannot use multiple-line mode when you use the \ sql command with a query
only accepts a single SQL query on a single line.

5.3 Code Autocompletion

MySQL Shell supports autocompletion of text preceding the cursor by pressing the Tab key. The

Section 3.1, “MySQL Shell Commands” can be autocompleted in any of the language modes. For example
typing \ con and pressing the Tab key autocompletes to \ connect . Autocompletion is available for SQL,
JavaScript, and Python language keywords depending on the current Section 5.1, “Active Language”.

Autocompletion supports the following text objects:

* In SQL mode, autocompletion is aware of schema names, table names, column names of the current
active schema.

* In JavaScript and Python modes autocompletion is aware of object members, for example:
« global object names such as sessi on, db, dba, shel | , mysql , mysql x, and so on.

* members of global objects such as sessi on. connect (), dba. confi gurelLocal | nstance(),
and so on.

global user defined variables

chained object property references such as shel | . opti ons. ver bose.
¢ chained X DevAPI method calls such as col . fi nd().where().execute().fetchOne().
By default autocompletion is enabled, to change this behavior see Configuring Autocompletion.

Once you activate autocompletion, if the text preceding the cursor has exactly one possible match, the
text is automatically completed. If autocompletion finds multiple possible matches, it beeps or flashes the
terminal. If the Tab key is pressed again, a list of the possible completions is displayed. If no match is
found then no autocompletion happens.

e Autocompleting SQL
» Autocompleting JavaScript and Python

» Configuring Autocompletion

Autocompleting SQL

In SQL mode, context-aware autocompletion completes any word with relevant completions. As of MySQL
Shell 8.0.31, the following can be autocompleted:

* Schemas
* Tables
* Views

e Columns
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 Stored procedures
* Functions

e Triggers

* Events

e Engines

» User-defined functions
* Runtime functions
 Log file groups

» User variables

e System variables
e Tablespaces

» Users

» Character sets

» Collations

e Plugins

If you connect to a MySQL instance but do not select a schema, autocompletion is available for global
objects, charsets, engines, schemas and so on. For example on a default MySQL installation, USE
suggests the names of all schemas detected unless one or more relevant characters from the schema
name are provided:

SQL > use
informati on_schema nysql perfornmance_schema sys

If a schema is selected, additional schema information is loaded and available for autocompletion (tables,
events, and so on). If you switch from one schema to another, the objects loaded from the previous
schema are still available for autocompletion. However, any new object added during the session will not
be available for autocompletion until the \ r ehash command is run.

To fetch a list of suggestions or complete a partial word from the selected schema, enter the initial
fragment and press the Tab button twice. For example:

1. Atthe SQL prompt, enter the following fragment: SE.
2. Press the Tab key twice.

The following suggestions are displayed below your input:

SET SELECT

3. Atthe SQL prompt, enter the following fragment: SEL.

4. Press the Tab key twice.
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The fragment autocompletes to SELECT.

If there are many possible results, you are prompted to display the results or not. For example:

Di splay all 118 possibilities? (y or n)

SQL Autocompletion API

The autocompletion API is exposed to developers through the following functions:

» JavaScript: shel | . aut oConpl et eSql (st at enent, opti ons)

e Python: shel | . auto_conpl ete_sql (statenment, options)

statement: "st ri ng"

A partial SQL statement for autocompletion.

These return feasible candidates for the autocompletion.

Options:

serverVersion: "stri ng"

sglMode: "st ri ng"

statementOffset: nunber

uppercaseKeywords: [true|false]

filtered: [true|false]

Required. Server grammar version. This takes the format
major.minor.patch. ser ver Ver si on: " 8. 0. 31", for example.

Required. The SQL Mode to use. A

comma-separated string, sql Mode:

" STRI CT_TRANS_TABLES, NO_ENG NE_SUBSTI TUTI ON', for
example. For more information, see Server SQL Modes.

Optional. The zero-based offset position of the caret in the statement.
Default value is the length of the statement.

Default t r ue. Whether the returned keywords are in upper case.

Default t r ue. Whether explicit candidate names returned in the result
should be filtered using the prefix which is being auto-completed.

This function returns a dictionary describing candidates for statement autocompletion using the following

syntax:

{

"context": {
"prefix": string,

"qualifier": list of strings,
"references": list of dictionaries,
"l abel s": list of strings,

Jic

"keywords": |ist of strings,

"functions": list of strings,

"candi dates": |ist of strings,

}

» cont ext : the context of the autocomplete operation.

» prefi x: the fragment being autocompleted.

e qualifier: presentifa qualified name is available.

For example:
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e SELECT s:the prefixis' s', no qualifier is present.

SELECT schenml. t:the prefixis't', the qualifieris[' schemal'].

SELECT schenal. tabl el. c: the prefixis ' ¢’ , the qualifieris[' schemal' ,"'tablel'].
e SELECT schenml. tabl el. col uml FR: the prefixis' FR , no qualifier is present.
» ref erences: references detected in the statement.
e schena: name of the schema.
« t abl e: name of the table referenced in the statement.
» al i as: alias of the table.
* | abel s: labels in labelled blocks.
» keywor ds: candidate keyword suggestions.
e functi ons: candidate MySQL library (runtime) functions whose names are also keywords.
« candi dat es: lists one or more of the supported candidates. Schemas, tables, views, and so on.

For example:

JS > shel |l . aut oConpl et eSqgl ("sel ect * from ",{serverVersion: "8.0.30", sql Mbde: "STRI CT_TRANS TA
{

"candi dates": [
"schemas",
"t abl es",
"vi ews"

Il

"context": {
"prefix": ""

b

"functions": [
"JSON TABLE()"

]

"keywords": [
" DUAL" .
" LATERAL"

Autocompleting JavaScript and Python

In both JavaScript and Python modes, the string to be completed is determined from right to left, beginning
at the current cursor position when Tab is pressed. Contents inside method calls are ignored, but must

be syntactically correct. This means that strings, comments and nested method calls must all be properly
closed and balanced. This allows chained methods to be handled properly. For example, when you are
issuing:

print(db. user.select().where("user in ('foo', '"bar')").e

Pressing the Tab key would cause autocompletion to try to complete the text
db. user. sel ect (). where(). e butthis invalid code yields undefined behavior. Any whitespace,
including newlines, between tokens separated by a . is ignored.
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Configuring Autocompletion

By default the autocompletion engine is enabled. This section explains how to disable autocompletion and
how to use the \ r ehash MySQL Shell command. Autocompletion uses a cache of database name objects
that MySQL Shell is aware of. When autocompletion is enabled, this name cache is automatically updated.
For example whenever you load a schema, the autocompletion engine updates the name cache based on
the text objects found in the schema, so that you can autocomplete table names and so on.

To disable this behavior you can:
 Start MySQL Shell with the - - no- nane- cache command option.

* Modify the aut oconpl et e. nanmeCache and devapi . dbChj ect Handl es keys of the
shel | . opti ons to disable the autocompletion while MySQL Shell is running.

When the autocompletion name cache is disabled, you can manually update the text objects
autocompletion is aware of by issuing \ r ehash. This forces a reload of the name cache based on the
current active schema.

To disable autocompletion while MySQL Shell is running use the following shel | . opt i ons keys:
» aut oconpl et e. nanmeCache: bool ean toggles autocompletion name caching for use by SQL.

» devapi . dbOhj ect Handl es: bool ean toggles autocompletion name caching for use by the X
DevAPI db object, for example db. nyt abl e, db. mycol | ecti on.

Both keys are setto t r ue by default, and set to f al se if the - - no- nane- cache command option is
used. To change the autocompletion name caching for SQL while MySQL Shell is running, issue:

shel | . opti ons[' aut oconpl et e. nameCache' ] =t r ue
Use the \ r ehash command to update the name cache manually.

To change the autocompletion name caching for JavaScript and Python while MySQL Shell is running,
issue:

shel | . opti ons[' devapi . dbObj ect Handl es' ] =t rue

Again you can use the \ r ehash command to update the name cache manually.

5.4 Editing Code

MySQL Shell's\ edi t command (available from MySQL Shell 8.0.18) opens a command in the default
system editor for editing, then presents the edited command in MySQL Shell for execution. The command
can also be invoked using the short form \ e or key combination Ctrl-X Ctrl-E. If you specify an argument
to the command, this text is placed in the editor. If you do not specify an argument, the last command in
the MySQL Shell history is placed in the editor.

The EDI TOR and VI SUAL environment variables are used to identify the default system editor. If

the default system editor cannot be identified from these environment variables, MySQL Shell uses

not epad. exe on Windows and vi on any other platform. Command editing takes place in a temporary
file, which MySQL Shell deletes afterwards.

When you have finished editing, you must save the file and close the editor, MySQL Shell then presents
your edited text ready for you to execute by pressing Enter, or if you do not want to proceed, to cancel by
pressing Ctrl-C.
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For example, here the user runs the MySQL Shell built-in report t hr eads with a custom set of columns,
then opens the command in the system editor to add display names for some of the columns:

\'show threads --foreground -o tid,cid,user, host, command, state, | astwait, | astwait
\e
\'show threads --foreground -o tid=thread_id, cid=conn_id, user, host, conmand, st ate, | astwai t =l ast _wai t _event, |

5.5 Code History

Code which you issue in MySQL Shell is stored in the history, which can then be accessed using the up
and down arrow keys. You can also search the history using the incremental history search feature. To
search the history, use Ctrl+R to search backwards, or Ctrl+S to search forwards through the history.
Once the search is active, typing characters searches for any strings that match them in the history and
displays the first match. Use Ctrl+S or Ctrl+R to search for further matches to the current search term.
Typing more characters further refines the search. During a search, you can press the arrow keys to
continue stepping through the history from the current search result. Press Enter to accept the displayed
match. Use Ctrl+C to cancel the search.

The hi st ory. naxSi ze MySQL Shell configuration option sets the maximum number of entries to store
in the history. The default is 1000. If the number of history entries exceeds the configured maximum, the
oldest entries are removed and discarded. If the maximum is set to 0, no history entries are stored.

By default the history is not saved between sessions, so when you exit MySQL Shell the history of what
you issued during the current session is lost. You can save your history between sessions by enabling the
MySQL Shell hi st ory. aut oSave option. For example, to make this change permanent issue:

nysql sh-j s> \option --persist history.autoSave=1

When the hi st ory. aut oSave option is enabled the history is stored in the MySQL Shell configuration
path, which is the ~/ . nysql sh directory on Linux and macOS, or the %AppDat a% MySQL\ nysql sh
folder on Windows. This path can be overridden on all platforms by defining the environment variable
MYSQLSH USER CONFI G_HOVE. The saved history is created automatically by MySQL Shell and is
readable only by the owner user. If the history file cannot be read or written to, MySQL Shell logs an error
message and skips the read or write operation. Prior to version 8.0.16, history entries were saved to a
single hi st ory file, which contained the code issued in all of the MySQL Shell languages. In MySQL Shell
version 8.0.16 and later, the history is split per active language and the files are named hi st ory. sql ,

hi story.js andhistory. py.

Issuing the MySQL Shell \ hi st or y command shows history entries in the order that they were issued,
together with their history entry number, which can be used with the \ hi st ory del ete entry_nunber
command. You can manually delete individual history entries, a specified numeric range of history entries,
or the tail of the history. You can also use \ hi st ory cl ear to delete the entire history manually.

When you exit MySQL Shell, if the hi st ory. aut oSave configuration option has been setto t r ue, the
history entries that remain in the history file are saved, and their numbering is reset to start at 1. If the
shel | . options["history. aut oSave"] configuration option is set to f al se, which is the default, the
history file is cleared.

Only code which you type interactively at the MySQL Shell prompt is added to the history. Code that is
executed indirectly or internally, for example when the \ sour ce command is executed, is not added to
the history. When you issue multi-line code, the new line characters are stripped in the history entry. If the
same code is issued multiple times it is only stored in the history once, reducing duplication.

You can customize the entries that are added to the history using the - - hi sti gnor e command option.
Additionally, when using MySQL Shell in SQL mode, you can configure strings which should not be added
to the history. This history ignore list is also applied when you use the \ sql command with a query to
execute single SQL statements while another language is active.
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By default strings that match the glob patterns | DENTI FI ED or PASSWORD are not added to the

history. To configure further strings to match use either the - - hi sti gnor e command option, or

shel | . options["history.sql.ignorePattern"].Multiple strings can be specified, separated by
a colon (:). The history matching uses case-insensitive glob pattern like matching. Supported wildcards are
* (match any 0 or more characters) and ? (match exactly 1 character). The default strings are specified as
"*| DENTI FI ED* : * PASSWORD* " .

The most recent executed statement is always available by pressing the Up arrow, even if the history
ignore list applies to it. This is so that you can make corrections without retyping all the input. If filtering
applies to the last executed statement, it is removed from the history as soon as another statement is
entered, or if you exit MySQL Shell immediately after executing the statement.

5.6 Batch Code Execution

As well as interactive code execution, MySQL Shell provides batch code execution from:
« A file loaded for processing.
» A file containing code that is redirected to the standard input for execution.

» Code from a different source that is redirected to the standard input for execution.

Tip
; As an alternative to batch execution of a file, you can also control MySQL Shell
from a terminal, see Section 5.8, “API Command Line Integration”.

In batch mode, all the command logic described at Section 5.2, “Interactive Code Execution” is not
available, only valid code for the active language can be executed. When processing SQL code, it is
executed statement by statement using the following logic: read/process/print result. When processing
non-SQL code, it is loaded entirely from the input source and executed as a unit. Use the - - i nt er acti ve
(or - i ) command-line option to configure MySQL Shell to process the input source as if it were being
issued in interactive mode; this enables all the features provided by the Interactive mode to be used in
batch processing.

Note
@ In this case, whatever the source is, it is read line by line and processed using the
interactive pipeline.

The input is processed based on the current programming language selected in MySQL Shell, which
defaults to JavaScript. You can change the default programming language using the def aul t Mode
MySQL Shell configuration option. Files with the extensions . j s, . py, and . sgl are always processed in
the appropriate language mode, regardless of the default programming language.

This example shows how to load JavaScript code from a file for batch processing:
$> nysqlsh --file code.js

Here, a JavaScript file is redirected to standard input for execution:

$> nysql sh < code.js

The following example shows how to redirect SQL code to standard input for execution on Linux platforms:

$> echo "show dat abases;" | nysqlsh --sql --uri user@92.0.2.20: 33060
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Note
@ To run this command on Windows platforms, you must remove the quotation marks
surrounding the string in the echo command.

From MySQL Shell 8.0.22, the - - pymcommand line option is available to execute the specified Python
module as a script in Python mode. The option works in the same way as Python's - mcommand line
option.

Executable Scripts

On Linux you can create executable scripts that run with MySQL Shell by including a #! line as the first
line of the script. This line should provide the full path to MySQL Shell and include the - - f i | e option. For
example:

#!/usr/ | ocal / nysql -shel | / bi n/ nmysql sh --file
print(“"Hello World\n");

The script file must be marked as executable in the filesystem. Running the script invokes MySQL Shell
and it executes the contents of the script.

SQL Execution in Scripts

SQL query execution for X Protocol sessions normally uses the sql () function, which takes an SQL
statement as a string, and returns a SqlExecute object that you use to bind and execute the query and
return the results. This method is described at Using SQL with Session. However, SQL query execution
for classic MySQL protocol sessions uses the r unSql () function, which takes an SQL statement and its
parameters, binds the specified parameters into the specified query and executes the query in a single
step, returning the results.

If you need to create a MySQL Shell script that is independent of the protocol used for connecting to the
MySQL server, MySQL Shell provides a sessi on. runSql () function for X Protocol, which works in
the same way as the r unSql () function in classic MySQL protocol sessions. You can use this function
in MySQL Shell only in place of sql (), so that your script works with either an X Protocol session or a
classic MySQL protocol session. Sessi on. runSql () returns a SqlResult object, which matches the
specification of the ClassicResult object returned by the classic MySQL protocol function, so the results
can be handled in the same way.

Note
@ Sessi on. runsSqgl () is exclusive to the MySQL Shell X DevAPI implementation in
JavaScript and Python, and is not part of the standard X DevAPI.

To browse the query results, you can use the f et chOneObj ect () function, which works for both the
classic MySQL protocol and X Protocol. This function returns the next result as a scripting object. Column
names are used as keys in the dictionary (and as object attributes if they are valid identifiers), and row
values are used as attribute values in the dictionary. Updates made to the object are not persisted on the
database.

For example, this code in a MySQL Shell script works with either an X Protocol session or a classic MySQL
protocol session to retrieve and output the name of a city from the given country:

var resultSet = nmySession.runSgl ("SELECT * FROM city WHERE countrycode = ' AUT ");
var row = resultSet.fetchOneject();
print(row ' Name']);
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5.7 Output Formats

MySQL Shell can print results in table, tabbed, or vertical format, or as pretty or raw JSON output. From
MySQL Shell 8.0.14, the MySQL Shell configuration option r esul t For nat can be used to specify any
of these output formats as a persistent default for all sessions, or just for the current session. Changing
this option takes effect immediately. For instructions to set MySQL Shell configuration options, see
Section 13.4, “Configuring MySQL Shell Options”. Alternatively, the command line option - - r esul t -
format orits aliases (- -t abl e, - -t abbed, - - verti cal ) can be used at startup to specify the output
format for a session. For a list of the command line options, see Section A.1, “mysqglsh — The MySQL
Shell”.

If the r esul t For mat configuration option has not been specified, when MySQL Shell is in interactive
mode, the default format for printing a result set is a formatted table, and when MySQL Shell is in batch
mode, the default format for printing a result set is tab separated output. When you set a default using the
resul t For mat configuration option, this default applies in both interactive mode and batch mode.

The MySQL Shell function shel | . dunpRows () can format a result set returned by a query in any of
the output formats supported by MySQL Shell, and dump it to the console. (Note that the result set is
consumed by the function.)

To help integrate MySQL Shell with external tools, you can use the - - j son option to control JSON
wrapping for all MySQL Shell output when you start MySQL Shell from the command line. When JSON
wrapping is turned on, MySQL Shell generates either pretty-printed JSON (the default) or raw JSON, and
the value of the r esul t For mat MySQL Shell configuration option is ignored. When JSON wrapping is
turned off, or was not requested for the session, result sets are output as normal in the format specified by
the r esul t For mat configuration option.

The out put For mat configuration option is now deprecated. This option combined the JSON wrapping
and result printing functions. If this option is still specified in your MySQL Shell configuration file or scripts,
the behavior is as follows:

» With the j son orj son/ r awvalue, out put For mat activates JSON wrapping with pretty or raw JSON
respectively.

e Withthe t abl e, t abbed, orverti cal value, out put For mat turns off JSON wrapping and sets the
resul t For mat configuration option for the session to the appropriate value.

5.7.1 Table Format

The table format is used by default for printing result sets when MySQL Shell is in interactive mode. The
results of the query are presented as a formatted table for a better view and to aid analysis.

To get this output format when running in batch mode, start MySQL Shell with the - -resul t -
f or mat =t abl e command line option (or its alias - - t abl e), or set the MySQL Shell configuration option
resul t Format tot abl e.

Example 5.1 Output in Table Format

MySQL | ocal host: 33060+ ssl world_x JS > shell.options.set('resultFormat','table')

MySQL | ocal host: 33060+ ssl world_x JS > session.sql("select * fromcity where countrycode="AUT" ")

oioioio- T S S S T S e S P +
| ID | Nane | CountryCode | District | Info |
oioioio- T S S S T S e S P +
| 1523 | Wen | AUT | Wen | {"Popul ation": 1608144} |
| 1524 | G az | AUT | Steiermark | {"Popul ation": 240967} |
| 1525 | Linz | AUT | North Austria | {"Popul ation": 188022} |
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| 1526 | Sal zburg | AUT | Sal zburg | {"Popul ation": 144247} |
| 1527 | Innsbruck | AUT | Tiroli | {"Popul ation": 111752} |
| 1528 | Klagenfurt | AUT | Karnten | {"Popul ation": 91141} |
+eommm - - Fommmmmeeaaaa Fommmmmeeeaaaa tomm e e e ee e e e e e e e mmmeeaaaa +

6 rows in set (0.0030 sec)

5.7.2 Tab Separated Format

The tab separated format is used by default for printing result sets when running MySQL Shell in batch
mode, to have better output for automated analysis.

To get this output format when running in interactive mode, start MySQL Shell with the - - resul t -
f or mat =t abbed command line option (or its alias - - t abbed), or set the MySQL Shell configuration
optionr esul t For mat tot abbed.

Example 5.2 Output in Tab Separated Format

MySQL | ocal host: 33060+ ssI world_x JS > shell.options.set('resultFormat','tabbed")
MySQL | ocal host: 33060+ ssl world_x JS > session.sql("select * fromcity where countrycode="AUT" ")

I D Name Count r yCode District I nfo

1523 W en AUT W en {" Popul ati on": 1608144}

1524 G az AUT St ei er mar k {" Popul ati on": 240967}

1525 Li nz AUT North Austria {"Popul ation": 188022}

1526 Sal zbur g AUT Sal zbur g {" Popul ati on": 144247}
1527 I nnsbr uck AUT Tiroli {"Population": 111752}

1528 Kl agenf urt AUT Karnten {"Popul ati on": 91141}

6 rows in set (0.0041 sec)

5.7.3 Vertical Format

The vertical format option prints result sets vertically instead of in a horizontal table, in the same way as
when the \ Gquery terminator is used for an SQL query. Vertical format is more readable where longer text
lines are part of the output.

To get this output format, start MySQL Shell with the - -resul t - f or mat =verti cal command line option
(orits alias - - verti cal ), or set the MySQL Shell configuration option r esul t For nat tovertical .

Example 5.3 Output in Vertical Format

MySQL | ocal host: 33060+ ssl world_x JS > shell.options.set('resultFormat','vertical")
MySQL | ocal host: 33060+ ssl world_x JS > session.sql("select * fromcity where countrycode="AUT' ")
khkkkkhkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkhkhkkhkkkhkkkx*x 1 I’OW kkkkkhkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkkhkkhhkkhkkkx*x
I D: 1523
Nane: Wen
Count ryCode: AUT
District: Wen
Info: {"Popul ation": 1608144}
khkkkkhkkkhkhkkhkkhkhkkhkhkkhkhkkhhkhkkhkkhhkkhkkkx*x 2 I’OW kkkkkhkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkhkhkkhkkkhkkk*x
I D: 1524
Name: G az
Count ryCode: AUT
District: Steiernmark
Info: {"Popul ation": 240967}
khkkkkhkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkhkhkkhkkkhkkkx*x 3 I’OW kkkkkhkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkkhkkhkkhkkkx*x
I D: 1525
Nane: Linz
Count ryCode: AUT
District: North Austria
Info: {"Popul ation": 188022}
kkkkkhkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkhkhkkhkkhkkkx*x 4 I’OW khkkkkhkkkhkkkhkkhkhkkhkhkkhkhkhhkhkkhkkhhkkhkkkx*x
I D: 1526
Name: Sal zburg
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Count ryCode: AUT
District: Sal zburg
Info: {"Popul ation": 144247}
khkkkkhkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkhkhkkhhkkhkkkx*x 5 I’OW khkkkkhkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkhkhkkhkhkkhkkkx*x
I D: 1527
Nane: | nnsbruck
Count ryCode: AUT
District: Tiroli
Info: {"Population": 111752}
khkkkkhkkkhkkkhkkhkhkkhkhkkhhkkhhkhkkhkkhkhkkhkkkx*x 6 I’OW khkkkkhkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkhkhkkhhkkhkkkx*x
I D: 1528
Nane: Kl agenfurt
Count ryCode: AUT
District: Karnten
Info: {"Population": 91141}
6 rows in set (0.0027 sec)

5.7.4 JSON Format Output

MySQL Shell provides a number of JSON format options to print result sets:

jsonorjson/pretty These options both produce pretty-printed JSON.
ndj son orj son/ r aw These options both produce raw JSON delimited by newlines.
j son/array This option produces raw JSON wrapped in a JSON array.

You can select these output formats by starting MySQL Shell with the - - r esul t - f or mat =val ue
command line option, or setting the MySQL Shell configuration option r esul t For mat .

In batch mode, to help integrate MySQL Shell with external tools, you can use the - - j son option to control
JSON wrapping for all output when you start MySQL Shell from the command line. When JSON wrapping
is turned on, MySQL Shell generates either pretty-printed JSON (the default) or raw JSON, and the value
of the r esul t For nat MySQL Shell configuration option is ignored. For instructions, see Section 5.7.5,
“JSON Wrapping”.

Example 5.4 Output in Pretty-Printed JSON Format (j son orj son/ pretty)

MySQL | ocal host: 33060+ ssI world_x JS > shell.options.set('resultFormat',"'json')
MySQL | ocal host: 33060+ ssl world_x JS > session.sql("select * fromcity where countrycode="AUT' ")
{

"I D': 1523,

"Name": "Wen",

" Count ryCode": "AUT",

"District": "Wen",
"Info": {
" Popul ation": 1608144
}
}
{
"I D': 1524,
"Nanme": "G az",
" Count ryCode": "AUT",
"District": "Steiermrk",
"Info": {
" Popul ation": 240967
}
}
{

"ID': 1525,

"Nanme": "Linz",

" Count ryCode": "AUT",
"District": "North Austria",
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"Info": {
" Popul ation": 188022

"I D': 1526,
"Nane": "Sal zburg",
" Count ryCode": "AUT",
"District": "Sal zburg",
"Info": {

"Popul ation": 144247

"I D': 1527,
"Nanme": "Ilnnsbruck",
" Count ryCode": "AUT",
"District": "Tiroli",
"Info": {

"Popul ation": 111752

"I D': 1528,
"Nanme": "Kl agenfurt",
" Count ryCode": "AUT",
"District": "Karnten",
"Info": {
"Popul ation": 91141

}

}

6 rows in set (0.0031 sec)

Example 5.5 Output in Raw JSON Format with Newline Delimiters (ndj son or j son/ r aw)

MySQL | ocal host: 33060+ ssI world_x JS > shell.options.set('resultFormat', ' ndjson')

MySQL | ocal host: 33060+ ssl world_x JS > session.sqgl("select * fromcity where countrycode="' AUT" ")
{"1D"':1523, "Nane": "W en", "CountryCode": "AUT","District":"Wen","Info":{"Popul ati on": 1608144}}

{"1D': 1524, "Nane": "G az", "CountryCode": "AUT","District":"Stei ermark", "I nfo":{"Popul ati on": 240967} }
{"1D"': 1525, "Nane": " Li nz“ , "CountryCode": " AUT","District":"North Austria","Info":{"Popul ati on": 188022} }
{"1D"': 1526, "Nane": " Sal zburg", " Count ryCode": " AUT", "Di strict":"Sal zburg", "I nfo":{"Popul ati on": 144247}}
{"1D':1527, "Nane": "I nnsbruck", " Oount ryCode": " AUT","District":"Tiroli","Info":{"Popul ati on": 111752} }
{"1D"': 1528, "Nane": "Kl agenfurt", " CountryCode": "AUT", "District":"Karnten","Info": {"Popul ati on":91141}}
6 rows in set (0.0032 sec)

Example 5.6 Output in Raw JSON Format Wrapped in a JSON Array (j son/ arr ay)

M/SQL | ocal host : 33060+ ssl world_x JS > shell.options.set('resultFormat’,"'json/array')
M/SQL | ocal host : 33060+ ssl world_x JS > session.sql("select * fromcity where countrycode="AUT' ")

[
{"ID': 1523, "Nane": "W en", " CountryCode": "AUT", "Di strict":"Wen","Info":{"Popul ati on": 1608144}},

{"ID': 1524, "Nane": "G az", "CountryCode": "AUT", "Di strict":"Stei ermark", "I nfo": {"Popul ati on": 240967} },
{"ID": 1525, "Nane": "Li nz", "CountryCode": "AUT","Di strict":"North Austria","Info":{"Popul ati on": 188022}},
{"ID': 1526, "Nane": " Sal zburg", " CountryCode": "AUT", "Di strict":"Sal zburg", "I nfo": {"Popul ati on": 144247}},
{"ID': 1527, "Nane": "I nnsbruck", " CountryCode": "AUT","District":"Tiroli","Info":{"Popul ati on":111752}},
{"ID': 1528, "Nane": "Kl agenfurt", "CountryCode": "AUT", "Di strict":"Karnten", "I nfo": {"Popul ati on":91141}}

]
6

rows in set (0.0032 sec)

5.7.5 JSON Wrapping

To help integrate MySQL Shell with external tools, you can use the - - j son option to control JSON
wrapping for all MySQL Shell output when you start MySQL Shell from the command line. The - - j son
option only takes effect for the MySQL Shell session for which it is specified.
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Specifying - - j son, - -j son=pretty, or--json=rawturns on JSON wrapping for the session. With - -
j son=pr et t y or with no value specified, pretty-printed JSON is generated. With - - | son=r aw, raw JSON

is generated.

When JSON wrapping is turned on, any value that was specified for the r esul t For mat MySQL Shell
configuration option in the configuration file or on the command line (with the - - r esul t - f or mat option or

one of its aliases) is ignored.

Specifying - - j son=of f turns off JSON wrapping for the session. When JSON wrapping is turned off,
or was not requested for the session, result sets are output as normal in the format specified by the

resul t For mat MySQL Shell configuration option.

Example 5.7 MySQL Shell Output with Pretty-Printed JSON Wrapping (- -j son or - -j son=pretty)

$> echo "select * fromworld_x.city where countrycode=" AUT" "

or
$> echo "select * fromworld_x.city where countrycode=" AUT" "
{
"hasData": true,
"rows": [
{
"I D': 1523,
"Name": "Wen",
" Count ryCode": "AUT",
"District": "Wen",
"Info": {
" Popul ation": 1608144
}
iE
{
"I D': 1524,
"Nanme": "Gaz",
" Count ryCode": "AUT",
"District": "Steiermrk",
"Info": {
" Popul ation": 240967
}
iE
{
"I D': 1525,
“Name": "Linz",
" Count ryCode": "AUT",
"District": "North Austria",
"Info": {
" Popul ation": 188022
}
iE
{
"I D': 1526,
"Name": "Sal zburg",
" Count ryCode": "AUT",
"District": "Sal zburg",
"Info": {
"Popul ation": 144247
}
iE
{
"I D': 1527,
"Name": "Ilnnsbruck",
" Count ryCode": "AUT",
"District": "Tiroli",
"Info": {
"Popul ation": 111752
}
iE

nmysql sh --json --sqgl --uri

nysql sh --json=pretty --sql

user @ ocal host: 33060

--uri user @ocal hos
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{
"I D': 1528,
"Nanme": "Klagenfurt",
" Count ryCode": "AUT",
"District": "Karnten",
"Info": {
"Popul ation": 91141
}
}
Il
"executionTi me": "0.0067 sec",

"af f ect edRowCount ": 0,
"affectedl tenmsCount": O,
"war ni ngCount": O,
"war ni ngsCount": 0,
“warni ngs": [],

"info": ""

"aut ol ncrenent Val ue": 0

Example 5.8 MySQL Shell Output with Raw JSON Wrapping (- -j son=r aw)

$> echo "select * fromworld x.city where countrycode=' AUT'" | nysqlsh --json=raw --sql --uri user@ ocal ho
{"hasData":true,"rows":[{"ID': 1523, "Nane": "W en", " Count ryCode": "AUT", "Di strict":"Wen", "I nfo": {"Popul ati on’

5.7.6 Result Metadata

When an operation is executed, in addition to any results returned, some additional information is returned.
This includes information such as the number of affected rows, warnings, duration, and so on, when any of
these conditions is true:

» JSON format is being used for the output
e MySQL Shell is running in interactive mode.

When JSON format is used for the output, the metadata is returned as part of the JSON object. In
interactive mode, the metadata is printed after the results.

5.8 APl Command Line Integration

MySQL Shell exposes much of its functionality through an APl command-line integration using a syntax
that provides access to objects and their functions without opening the interactive interface. This enables
you easily integrate mysql sh with other tools. For example if you want to automate how you create

an InnoDB Cluster using a bash script, you could use the command-line integration to call AdminAPI
operations. This functionality is similar to using the - - execut e option, but the command-line integration
uses a simplified argument syntax which reduces the quoting and escaping that can be required by
terminals. Unlike batch mode, the command-line integration is stateless. This means that operations which
return an object to be used by further operations are not possible. The command-line integration calls
operations, or global object's functions, and returns.

5.8.1 Command Line Integration Overview

This section provides an overview of the command-line integration and some basic usage examples. For
more detailed information, see Section 5.8.2, “Command Line Integration Details”.

* MySQL Shell Command Line Integration Syntax

* The Objects Available in the Command Line Integration
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e MySQL Shell Command Line Integration Argument Syntax

* MySQL Shell Command Line Integration Examples

The following built-in MySQL Shell global objects are available:
e sessi on: represents the current global session.

» db: represents the default database for the global session, if that session was established using an X
Protocol connection with a default database specified. See Using MySQL as a Document Store.

» dba: provides access to AdminAPI, used to manage InnoDB Cluster, InnoDB ClusterSet, and InnoDB
ReplicaSet deployments. See Chapter 6, MySQL AdminAPI.

e cl ust er: represents an InnoDB Cluster.
» cl usterset: represents an InnoDB ClusterSet.
* rs:represents an InnoDB ReplicaSet.

e shel | : provides access to MySQL Shell functions, such as shel | . opt i ons for configuring MySQL
Shell options (see Section 13.4, “Configuring MySQL Shell Options”).

e util: provides access to MySQL Shell utilities. See Chapter 11, MySQL Shell Utilities.

For more information, see Section 4.5, “MySQL Shell Global Objects”.

MySQL Shell Command Line Integration Syntax

Important

A As of MySQL Shell 8.0.32, MySQL Shell reads MySQL Server option files and login
paths by default. As a result, if you connect to a MySQL Server which uses an
option file, it will be used, by default, and attempt to create a global session using
that configuration. If you do not want to use the options file, you must add - - no-
def aul t s to your command line.

You access the command-line integration by starting the mysql sh application and passing in the special
- - option. When you start MySQL Shell in this way, the - - indicates the end of the list of options (such
as the server to connect to, which language to use, and so on) and everything after it is passed to the
command-line integration. The command-line integration supports a specific syntax, which is based on
the objects and methods used in the MySQL Shell interactive interface. To execute an operation using
command-line integration syntax, in your terminal issue:

nysqgl sh [options] -- [shell_object]+ object_nethod [argunents]
The syntax elements are:

» shel | _obj ect is a string which maps to a MySQL Shell global object. The command-line integration
supports nested objects. To call a function in a nested object, provide the list of objects in the hierarchy
separated by spaces, to reach the desired object.

» obj ect _net hod is the name of the method provided by the last shel | _obj ect . The method
names can be provided following either the JavaScript, or Python naming convention, or an alternative
command-line integration friendly format, where all known functions use all lower case letters, and
words are separated by hyphens. The name of a obj ect _net hod is automatically converted from the
standard JavaScript style camelCase name, where all case changes are replaced with a - and turned
into lowercase. For example, cr eat eCl ust er becomes cr eat e- cl uster.
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e argunent s are the arguments passed to the obj ect _net hod when it is called.

shel | _obj ect must match one of the exposed global objects, and any nested objects must be a child
object of the previous object provided in the list. The obj ect _net hod must match one of the last object
in the list's methods, and must be defined in one of the valid formats (JavaScript, Python or command line
friendly). If they do not correspond to a valid object and its methods, MySQL Shell exits with status 10.

See the examples at MySQL Shell Command Line Integration Examples.
The Objects Available in the Command Line Integration

To find out which objects and methods are available in the command-line integration it is best to query
the MySQL Shell you are working with. This is because in addition to the standard objects bundled with
MySQL Shell, additional objects from plugins might also be exposed.

To get the list of objects supported by the command-line integration:

$ nysqlsh -- --help
This displays a list of objects and a brief description of what the object provides.

To get a list of the functions available in the command-line integration for an obj ect :

$ nysqgl sh -- object --help
For more information, see Section 5.8.2.4, “Command Line Help”.
MySQL Shell Command Line Integration Argument Syntax

The ar gunent s list is optional and all arguments must follow a syntax suitable for command-line use
as described in this section. Special characters (such as spaces or \) and quoting are processed by your
system's shell (bash, cnd, and so on) before they are passed to MySQL Shell. If you are unfamiliar with
how your system shell deals with those character sequences as it parses a command, you should try

to avoid them. For example, to pass a parameter with quotes as part of the parameter such as “list, of,
names”, using just that syntax on the command line is not enough. You need to use your system's shell
syntax for escaping those quotes. If you do not, then MySQL Shell might not receive the actual quotation
marks. See Section 5.8.2.2, “Defining Arguments”.

There are two types of arguments that can be used in the list of arguments: anonymous arguments and
named arguments. Anonymous arguments are used to define simple type parameters such as strings,
numbers, boolean, null. Named arguments are used to define the values for list parameters and the
options in a dictionary parameter, they are key-value pairs, where the values are simple types. Their usage
must adhere to the following pattern:

[ positional _argunent | naned_ar gunent]*

All parts of the syntax are optional and can be given in any order. These arguments are then converted into
the arguments passed to the method call in the following order:

» Named arguments that come from lists cause the values to be appended to the list parameter that
originated the named argument

* Named arguments that come from dictionaries cause the values to be added to the dictionary parameter
that originated the named argument

« If a dictionary parameter exists with no explicit options defined, this causes it to accept any named
argument that does not belong to another List or Dictionary parameter
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» Any remaining arguments provided to the function call are processed in the order they are provided

MySQL Shell Command Line Integration Examples

Using the command-line integration, calling MySQL Shell API functions is easier and less cumbersome
than with the - - execut e option. The following examples show how to use this functionality:

» To check a server instance is suitable for upgrade and return the results as JSON for further processing:

$ nysqlsh -- util check-for-server-upgrade --user=root --host=local host --port=3301 --password='password

The equivalent command in MySQL Shell interactive mode:

nysql -j s> util.checkFor Server Upgrade({user:'root', host:'local host', port:3301}, {password:'password', out

» To deploy an InnoDB Cluster sandbox instance, listening on port 1234 and specifying the password used
to connect:

$ nysqgl sh -- dba depl oy- sandbox-i nstance 1234 --passwor d=passwor d

The equivalent command in MySQL Shell interactive mode:

nmysql -j s> dba. depl oySandbox| nst ance( 1234, {password: password})

* To create an InnoDB Cluster using the sandbox instance listening on port 1234 and specifying the name
nycl uster:

$ nysql sh root @ocal host: 1234 -- dba create-cluster nycluster
The equivalent command in MySQL Shell interactive mode:
nmysql -j s> dba. createCl uster (' mycl uster")
» To check the status of an InnoDB Cluster using the sandbox instance listening on port 1234:
$ nysqgl sh root @ocal host: 1234 -- cluster status
The equivalent command in MySQL Shell interactive mode:
nmysql -j s> cluster.status()
» To configure MySQL Shell to turn the command history on:
$ nysqgl sh -- shell options set_persist history.autoSave true

The equivalent command in MySQL Shell interactive mode:

nmysql -j s> shel | . options. set_persist('history.autoSave', true);

5.8.2 Command Line Integration Details

This section provides detailed information about the MySQL Shell command-line integration.

5.8.2.1 Command Line Integration for MySQL Shell APl Functions

The MySQL Shell provides global objects that expose different functionality, such as dba for InnoDB
Cluster and InnoDB ReplicaSet management operations, ut i | for the utility functions, and so on. Global
objects provide functions which are called from the scripting modes in the MySQL Shell. In addition to the
interactive MySQL Shell integration, you can use the command-line integration to call object functions
directly from the terminal, enabling you to easily integrate with other tools.
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When you use the APIs included with MySQL Shell in the interactive mode, the typical function syntax is as
follows:

obj ect. functi onName( paraneterl, paraneter2, ..., paraneterN)

The parameters define the order in which the data should be provided to the API function. In most cases,
API functions expect the parameters in a specific data type, however there are a few exceptions where a
specific parameter can handle multiple data types. The data types used for parameters in API functions
can be one of the following:

» Scalars: string, numbers, booleans, null

 Lists

* Dictionaries: key-value pairs where the key is a string
» Objects

List parameters are typically restricted to contain elements of a pre-defined data type, for example a list of
strings, however, there could be list parameters that support items of different data types.

Dictionary parameters accept key-val ue pairs, where keys are strings. The val ue associated to a
key is usually expected to be of a pre-defined data type. However, there might be cases where different
data types are supported for values by the same key. Dictionary parameters can therefore be one of the
following types:

» A pre-defined set of keys-value pairs is allowed, in which case specifying keys not in the pre-defined set
results in an error.

» No pre-defined set of key-value pairs exists, the dictionary accepts any key

In other words, some dictionary parameters specify which keys are valid. For those parameters, attempting
to use a key outside of that set results in an error. When no pre-defined set of values exists, any value of
any data type can be used. Dictionary parameters that do not have a pre-defined list of keys, accept any
key-value pair as long as the key is not in the pre-defined set of a different dictionary parameter.

To use the command-line integration to call API functions exposed by global objects without having to
start an interactive session in the MySQL Shell you must provide the required data in the correct way. This
includes defining the way an API function is called, as well as the way its parameters are mapped from
command-line arguments to API arguments.

Important

A Not all of the MySQL Shell functions are exposed by the command-line integration.
For example a function such as dba. get Cl ust er () relies on returning an object
which is then used in further operations. Such operations are not exposed by the
command-line integration.

Similarly, the MySQL Shell command-line integration does not support Objects as
parameters. Any API function with a parameter of type object cannot be used with
the command-line integration. The lifetime of the object is limited to the lifetime

of the MySQL Shell invocation that created it. Since nmysql sh exits immediately
after executing an object method through this APl syntax, any objects received
from or passed into an API call would immediately be out of scope. This should be
considered while developing MySQL Shell Plugins that you want to expose with the
command-line integration.

The general format to call a MySQL Shell API function from the command-line is:
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$ nysql sh [shell options] -- [shell_object]+ object_function [anonynous_argunents|named ar gunents] *
Where:

» shel | _obj ect: specifies a global object with functions exposed for command-line usage. Supports
nested objects in a list separated by spaces.

* obj ect _functi on: specifies the API function of the last shel | _obj ect which should be executed.

* [anonymous_ar gunent s| naned ar gunent s] *: specifies the arguments passed to the
obj ect _function call

For most of the available APIs a single object is required, for example:

$ nysqlsh -- shell status

But for nested objects, the list of objects must be indicated. For example, to call a function exposed by
shel | . opti ons, such as set Per si st (opti onNane, val ue), use the syntax:

$ nysqlsh -- shell options set-persist defaultMde py
A similar situation might happen with nested objects defined in MySQL Shell Plugins.
The arguments you pass to functions can be divided into the following types:

* Anonymous Arguments: which are raw values provided to the command. For example, in the following
call 1, one and t r ue are anonymous arguments:

$ nysql sh -- object command 1 one true

* Named Arguments: which are key-value pairs provided in the form of - - key=val ue. For example in the
following call, - - sanpl e and - - pat h are named arguments:

$ nysql sh -- object command 1 one true --sanple=3 --path=sone/path

Given this division of arguments, the general format to call an API function from the command-line
integration is:

$ nysql sh [shell options] -- object command [anonynpus argunents][named ar gunent s]

The order of any anonynous ar gunent s is important as they are processed in a positional way. On the
other hand, naned ar gunent s can appear anywhere as they are processed first and are associated

to the corresponding parameter. Once named arguments are processed, the anonymous arguments are
processed in a positional way.

5.8.2.2 Defining Arguments

As mentioned in Section 5.8.2.1, “Command Line Integration for MySQL Shell API Functions”, most of the
APIs available in MySQL Shell expect a specific data type for the arguments being provided. Values in
command-line arguments can be provided using the JSON specification with the following considerations.
Some terminals do their own pre-processing of the data which can impact the way the data is provided to
MySQL Shell, and this varies depending on the terminal being used. For example:

» Some terminals split arguments if whitespace is found.
» Consecutive whitespace could be ignored by the splitting logic.

* Quotes could be removed.
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MySQL Shell interprets the values as provided by the terminal it is running in, therefore you must provide
the data to the terminal in a way that is correctly formatted. For example:

. Important
A Some terminals require quotes to be escaped

 String arguments should be quoted in the following cases:
« They contain whitespace
e The argument is for a list parameter and contains commas
e They contain escaped characters

» The API parameter can accept different data types and the value (based on the JSON specification)
could be the wrong data type.

» When defining parameters using JSON, quote string values and string keys. Avoid using whitespace
outside of quoted items.

The following examples illustrate some of the handling of parameters.
» To pass in multiple parameters, each a single string, ho quoting is required:
$ nysql sh -- object function sinple string
In this case, MySQL Shell gets two arguments - argument 1 is si npl e, and argument 2 is st ri ng.

« If you want these two strings to be treated as a single parameter, they must be surrounded by quote
marks, as follows

$ nysqlsh -- object function "sinple string"
In this case, MySQL Shell gets one argument - argument 1 is si npl e stri ng.

» To use an argument which contains characters such as a backslash, the string must be quoted.
Otherwise the character is ignored. For example:

$ nysqgl sh -- object function sinple\tstring

In this case, MySQL Shell gets one argument - si npl et st ri ng, the backslash character (\ ) has been
ignored.

To ensure the backslash character is passed to MySQL Shell, surround the string with quotes:
$ nysql sh -- object function "sinple\tstring"
In this case, MySQL Shell gets one argument - si npl e\t stri ng.

When using the command-line integration, defining a JSON array has its own caveats. For example, in the
MySQL Shell interactive mode you define a JSON array as:

["sinple", 123]

To use the same array in the command-line integration requires specific quoting. The following example
illustrates how to correctly quote the JSON array:

» Attempting to pass the JSON array in the same way as the interactive mode does not work:
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$ nysqlsh -- object function ["sinple", 123]

In this case, MySQL Shell gets two arguments - argument 1 is [ si npl e, and argument 2 is 123] .
* Not using spaces in the array helps, but it is still an invalid JSON array:

$ nysql sh -- object function ["sinple", 123]

In this case, MySQL Shell gets one argument - [ si npl e, 123] .

* To make a valid JSON array, add escaped quotes within the already quoted string element, for example:

$ nysqlsh -- object function ["\"sinple\"", 123]
In this case, MySQL Shell gets one argument - [ " si npl e", 123] .

To use a JSON array which contains JSON objects requires quoting in a similar way. For example, in the
MySQL Shell interactive mode you define a JSON array which contains JSON objects as:

{"firstName":"John", "l ast Nane":"Sm th"}
The following example illustrates how to correctly quote the same array in the command-line integration:

» Attempting to pass the JSON array in the same way as the interactive mode does not work:

$ nysqlsh -- object function {"firstNane":"John", "I ast Name":"Sm th"}

In this case, MySQL Shell gets two arguments - argument 1 is f i r st Nane: John and argument 2 is
| ast Name: Smi t h.

» Using escaped quotes for string data leads to:

$ nysqlsh -- object function {"\"firstName\"":"\"John\"","\ "l astNane\"":"\"Smith\""}

In this case, MySQL Shell gets two arguments - argument 1is " fi r st Nane": " John" and argument 2
is"l ast Nanme":"Smth".

 To fix this, you need to additionally quote the whole JSON obiject, to get:
$ nysqlsh -- object function "{"\"firstName\"":"\"John\"","\"| astName\"":"\"Smth\""}"
In this case, MySQL Shell gets one argument - {"fi r st Nane": "John", " | ast Nane":"Sm th"}.

Due to the difficulties shown and the fact that the way the terminals in different platforms behave might be
different, the following formats are supported.

String Arguments
Strings require quoting only in the following cases:
e The value contains spaces
» The value itself contains commas and is for a list parameter (to avoid splitting)
» The value contains escaped characters

e The value is a number, nul | ,true, f al se but it is meant to be a string. In these cases the value
should be quoted with inner escaped quotes. In other words, if a string value is "true", it should be
defined in a CLI call as ""true™.
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List Arguments
In addition to a JSON array, an argument for a list parameter can be provided as:
e a comma separated list of values
* separate anonymous arguments

When a list parameter is being processed (in positional order), all of the remaining anonymous arguments
are part of the list. The following MySQL Shell CLI calls are equivalent:

» Using a comma separated list of values:

$ nysqgl sh root @ocal host -- util dunp-schemas sakil a, enpl oyees

 Using consecutive anonymous arguments:

$ nysql sh root @ocal host -- util dunp-schemas sakila enpl oyees
* Using a JSON array:
$ nysqgl sh root @ocal host -- util dunp-schemas ["\"sakila\"","\"enpl oyees\""]
Dictionary Arguments

Dictionaries are created using key-value pairs, the value for a key in a dictionary argument can also be
specified using named arguments:

- -key=val ue

The following MySQL Shell CLI call illustrates how the t hr eads and osBucket Nane keys are defined for
the options parameter in the uti | . dunpl nst ance() function:

$ nysqlsh -- util dunp-instance ny-dunp --threads=8 --osBucket Nanme=ny- bucket
List Keys

You can define the values of a list key in a dictionary in the following ways:

» Defining the value as a JSON array.

» Defining the value as a comma separated list of values.

» Defining values for the key repeatedly.

For example, in the following calls, the definition of the excl udeSchemas key passed to the
util.dunpl nstance() operation is equivalent:

» Using a comma separated list of values:

$ nysql sh root @ocal host -- util dunp-instance --outputUl="ny-dunp" --excludeSchemas=sakil a, enpl oyees
e Using a JSON array:

$ nysql sh root @ocal host -- util dunp-instance --outputUl="ny-dunp" --excludeSchemas=["\"sakila\"","\"e
» Defining several values for the - - excl udeSchenas key:

$ nysql sh root @ocal host -- util dunp-instance --outputUrl="ny-dunp" --excludeSchemas=sakila --excludeSc

Dictionary Keys
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Nested dictionaries are supported with the following restrictions:
» Only one level of nesting is supported.

 Validation for inner pre-defined keys is not supported.
 Validation for inner expected data types is not supported.

The syntax to define a value for a key in a nested dictionary is as follows:

- - key=i nner Key=val ue

For example, to define the decodeCol urms key and pass ittothe uti | . i nport Tabl e() operation:

$ nysqlsh -- util inport-table --decodeCol ums=nyCol umm=1

Additional Named Arguments

As shown in the previous section, dictionary parameters are supported through named arguments using
the - - key=val ue syntax. There is another case when arguments must be specified as named arguments:
parameters which are defined after a list parameter. The most convenient way to provide arguments that
belong to a list parameter is by using anonymous arguments, for example as shown in the example at List
Arguments:

$ nysql sh root @ocal host -- util dunp-schemas sakila enpl oyees

However, this example is missing the argument for the out put Ur | parameter, which is mandatory for
theuti|.dunpSchenmas() operation. Because all of the remaining anonymous arguments are included
as items in the schemas list, there is no way to specify the out put Ur | as an anonymous argument. For
example the following would not work:

$ nysql sh root @ocal host -- util dunp-schemas sakila enpl oyees path/t o/ dunp

In this call, the path pat h/ t o/ dunp would be interpreted as another item in the schemas list. For this
reason, any parameter defined after a list parameter must be specified as a named argument when calling
the function from the command-line. For example:

$ nysql sh root @ocal host -- util dunp-schemas sakila enpl oyees --out put Url =pat h/t o/ dunp

5.8.2.3 Data Type Handling

In general, the data type of an argument is resolved using the following criteria, in order of priority:
» The expected data type for the target parameter.

» The data type of the value based on the JSON specification.

» User specified data type.

The last case is a complicated (and rare) case applicable for named arguments only. For example,
suppose you have a MySQL Shell Plugin function such as:

def set_object_attributes(variabl es)

Where var i abl es is a dictionary with no pre-defined set of values, thus it accepts any key, and therefore
accepts any data type for the value. To set a string attribute named st r eet Nunber with a string value of
123, issue:

$ nysql sh -- plugin set-object-attributes --streetNunber=123
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Because there is no expected data type, the value 123 is interpreted as a numeric value according to the
JSON specification, but we wanted to store that as a string, not as a number.

Note
@ Currently there is no case of an API function like this unless user creates a plugin
as explained above.

User Data Types

To avoid issues with MySQL Shell trying to guess the type of input data, the command-line integration
supports forcing a specific data type, by specifying a named argument using the following syntax:

--key: type=val ue

Where t ype is one of:

e str

e int

e uint

« float

* bool

e list

« dict

e json

To store the value as a string, issue:
$ nysql sh -- plugin set-object-attributes --streetNunber:str=1234

Important

A This format is allowed in any named argument, but it is only required when there
is no expected data type for the argument. If there is an expected data type for the
parameter and you specify a different data type, an error is raised.

Data Type Resolution

When you do not specify the data type, MySQL Shell attempts to resolve the data type using the following
logic. This data interpretation logic is based on the JSON specification but has some MySQL Shell specific
additions and limitations:

 Strings:
< Support both double quoted and single quoted strings.

« Support for hexadecimals such as \ xNN where NN is a hexadecimal digit. This is used to represent
ASCII characters in hexadecimal format.

« Support for vertical tabs escaped character

» The following literals can also be defined:
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 undefined: define a value as undefined (not really needed in CLI so usage is discouraged).
* true/false: creates a boolean value.

* null: define a null value.

Any value not covered by the JSON specification and the rules above is interpreted as a plain string.

5.8.2.4 Command Line Help

You can access the MySQL Shell online help when calling commands from the command-line integration
using the - - hel p (-h) CLI argument. Help is supported at the global, object and command level.

Note
@ The built-in help CLI argument does not map to any APl argument and is supported
in all the objects and commands available in CLI.

The descriptions of the commands and parameters is taken from the existing documentation for the target
API function.

Global CLI Help

To retrieve the list of global objects available for CLI calls, use the following syntax:

$ nysqglsh -- --help

In this example, - - initiates the command-line integration section of the command. Using the - - hel p or -
h option alone after that lists the global objects available within this interface.

Object Help

To access the object help from the command-line integration, use the following syntax:

$ nysql sh -- object --help

where obj ect is what you want help on, such as the dba global object. This call displays:
A brief description of the object.

» A list of the available commands and a short description of them.

To retrieve the help for nested objects, provide the entire list of objects before the - - hel p argument. For
example, to get help on the shel | . opt i ons functions, issue:

$ nysql sh -- shell options --help

Command Help

To display help on commands from the command-line integration, use the following syntax:

$ nysql sh -- object command --help
This call displays details about the comand, including:
A brief description of what the command does.

» The signature for calling the command.
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e The list of anonymous arguments and a brief description of each.

» The list of named arguments, their expected data types, and a brief description explaining the purpose of
each argument.

For the case of commands in nested objects, the entire list of objects should be provided before the
command, for example:

$ nysql sh shell options set-persist --help

For parameters that expect a specific data type, the argument is listed as:

- - name=t ype
Bri ef description of the paraneter.

The type information represents the expected data type for the argument, for example: str, i nt, ui nt,
bool ,list,float,ordict.

For example, the consi st ent key of the dunp- schenas parameter:
$ nysqlsh -- util dunp-schemas --help

- - consi st ent =<bool >
Enabl e or di sabl e consistent data dunps. Default: true.

For parameters that support different data types, the argument is listed as:

--name[ : t ype] =val ue
Bri ef description of the paraneter.

For example, the col unms key of the ut i | . i nport Tabl e() operation.
$ nysqglsh -- util inport-table --help

--col umsJ : <t ype>] =<val ue>
Array of strings and/or integers (default: enpty array) - This...

5.8.2.5 Support for MySQL Shell Plugins

To use Section 10.3, “MySQL Shell Plugins” with the command-line integration, the functions must

be explicitly defined for CLI support. When an object defined in a MySQL Shell Plugin is enabled for
command-line integration, only the specific functions that were enabled are available for CLI calls. From
MySQL Shell version 8.0.24, when you add function members to an object, they support the cl i boolean
option. When cl i is settotr ue, the function is available from the command-line integration. The cl i
option defaults to false, therefore functions are not available from the command-line integration unless
specifically enabled. Any object with a function that has the cl i option enabled causes its parent objects to
be available in the command-line integration as well.

To make a function available through the command-line integration, set the cl i option to t r ue when you
add the extension object member. For example:

shel | . addExt ensi onQbj ect Menber (obj ect, "exanpl eFuncti on", exanpl eFuncti on,
{
brief:"Retrieves brief information",
details: ["Retrieves detailed information"],
cli: true,
par anmet er s:
[
{
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nane: "parama",
type: "string",
brief: "parama brief"

}
]
1)

You could then use the exanpl eFuncti on() function from the command-line integration as follows:

nmysql sh -- custonObj exanpl eFunction 1

If you have added an extension object member using a MySQL Shell version earlier than 8.0.24,

and you want to use it with the command-line integration, you must enable the cl i option. Use the
addExt ensi onObj ect Menber method as illustrated here to add the object member again, this time
enabling the cl i option.

5.9 JSON Integration

From MySQL Shell 8.0.27, you can activate a JSON shell mode to help with integration of MySQL Shell
with other applications that could use its functionality. In this mode, MySQL Shell accepts commands
formatted as JSON documents.

To activate the JSON shell mode, define the MYSQLSH JSON_SHELL environment variable. The following
commands can then be used:

{"execute":json-string} Executes the given code in the active MySQL Shell mode (JavaScript,
Python or SQL). The code is executed as a complete unit, and an error
is returned if it is incomplete.

{"command": j son-string} Executes the given MySQL Shell command (see Section 3.1, “MySQL
Shell Commands”).

{"conplete": Determines the options for auto-completion based on the given data
{"data":json-string[, and the current MySQL Shell context.
"of fset": uint}}}
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This chapter covers MySQL AdminAPI, provided with MySQL Shell, which enables you to administer
MySQL instances, using them to create InnoDB Cluster, InnoDB ClusterSet, and InnoDB ReplicaSet
deployments, and integrating MySQL Router.

6.1 Using MySQL AdminAPI

AdminAPI is provided by MySQL Shell. AdminAPI is accessed through the dba global variable and its
associated methods. The dba variable's methods provide the operations which enable you to deploy,
configure, and administer InnoDB Cluster, InnoDB ClusterSet, and InnoDB ReplicaSet. For example,
use the dba. cr eat eC ust er () method to create an InnoDB Cluster. In addition, AdminAPI supports
administration of some MySQL Router related tasks, such as creating or upgrading a user account that
works with InnoDB Cluster, InnoDB ClusterSet, and InnoDB ReplicaSet.

AdminAPI supports the following deployment scenarios:

» Production deployment: If you want to use a full production environment, you need to configure the
required number of machines and then deploy your server instances to the machines.

» Sandbox deployment: If you would like to test a deployment before committing to a full production
deployment, the provided sandbox feature enables you to set up a test environment on your local
machine. Sandbox server instances are created for you with the required configuration. You can
experiment to become familiar with the technologies employed.
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Important

A An AdminAPI sandbox deployment is not suitable for use in a full production
environment.

MySQL Shell provides two language modes, JavaScript and Python, in addition to a native SQL mode.
Throughout this guide MySQL Shell is used primarily in JavaScript mode. When MySQL Shell starts it is in
JavaScript mode by default. Switch modes by issuing \ | s for JavaScript mode, and \ py for Python mode.
Ensure you are in JavaScript mode by issuing the \ j s.

Important

but AdminAPI requires TCP connections to a server instance. Socket based

A MySQL Shell enables you to connect to servers over a socket connection,
connections are not supported in AdminAPI.

This section assumes familiarity with MySQL Shell; see MySQL Shell 8.0 for further information.
MySQL Shell also provides online help for the AdminAPI. To list all available dba commands,
use the dba. hel p() method. For online help on a specific method, use the general format

obj ect. hel p(' nmet hodnane' ) . For example, using JavaScript:

nysql -j s> dba. hel p(' get Cl uster"')
Retrieves a cluster fromthe Metadata Store.
SYNTAX
dba. get Cl uster ([ nane] [, options])
WHERE

nane: Paraneter to specify the name of the cluster to be returned.
options: Dictionary with additional options.

Or using Python:

nmysql - py>dba. hel p(' get _cluster')
NAVE
get _cluster - Retrieves a cluster fromthe Metadata Store.

SYNTAX
dba. get _cluster([nanme][, options])

VWHERE
name: Paraneter to specify the name of the cluster to be returned.
options: Dictionary with additional options.

In addition to this documentation, there is developer documentation for all AdminAPI methods in the
MySQL Shell JavaScript APl Reference or MySQL Shell Python API Reference, available from Connectors
and APIs.

6.2 Installing AdminAPI Software Components

How you install the software components required by AdminAPI depends on the type of deployment you
intend to use:

» For a production deployment, install the components to each machine. A production deployment uses
multiple remote host machines running MySQL server instances, so you need to connect to each
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machine using a tool such as SSH or Windows remote desktop to carry out tasks such as installing
components.

» For a sandbox deployment, install the components to a single machine. A sandbox deployment is local
to a single machine, therefore the installation needs to only be done once on the local machine.

Important

are available to you, and ensure that their version is the same as or higher than
the MySQL Server release. MySQL Shell and MySQL Router can manage older
MySQL Server releases, but older versions of the products cannot manage features

A Always use the most recent versions of MySQL Shell and MySQL Router that
in newer MySQL Server releases.

Download and install the software components using the following documentation:
» MySQL Server - see Installing MySQL.

* MySQL Shell - see Chapter 2, Installing MySQL Shell.

» MySQL Router - see Installing MySQL Router.

Once you have installed the required software, this section has further information on using AdminAPI.
Follow the procedures to set up Chapter 7, MySQL InnoDB Cluster, Chapter 8, MySQL InnoDB ClusterSet,
or Chapter 9, MySQL InnoDB ReplicaSet.

6.2.1 Using Instances Running MySQL 5.7

This documentation assumes you are using MySQL instances running the latest version of MySQL 8, and
MySQL Shell 8. AdminAPI also supports using instances running MySQL 5.7, but many of the features
described require instances running MySQL 8. The following differences exist for instances running
MySQL 5.7:

* Instances running MySQL 5.7 do not support SET PERSI ST, so they cannot be configured remotely, or
automatically, unlike instances running MySQL 8. Instead, when configuring MySQL 5.7 instances, each
time you must connect to the instance and use the dba. confi gur eLocal | nst ance() operation. This
operation persists the settings to the instances option file when it is available locally. See Section 6.2.4,
“Persisting Settings”.

* Instances running MySQL 5.7 do not support automatic node provisioning, so before joining them to
the cluster, you must manually synchronize them with the other cluster instances. This means either
relying on Group Replication's distributed recovery, which requires binary logs with GTIDs enabled and
potentially a long wait when there is a large number of transactions to recover, or using a tool such as
MySQL Enterprise Backup to manually copy the data.

With the addition of the MySQL Clone plugin in version 8.0, instances can be provisioned by AdminAPI
automatically. When you add a version 8.0 instance supporting MySQL Clone, AdminAPI automatically
chooses the best way to bring the joining instance into synchrony with the existing instances. For
example, if the cluster contains a large number of transactions, MySQL Clone is used to recover the data
directly, and any transactions processed by the cluster during the clone operation are then synchronized
using distributed recovery. You can monitor the progress of the operation directly from MySQL Shell,

no other tools are required. This makes tasks such as adding instances to expand the InnoDB Cluster
and improve the chances of high availability effortless. For more information, see Section 7.4.6, “Using
MySQL Clone with InnoDB Cluster”.

* Instances running MySQL 5.7 are not compatible with InnoDB ReplicaSet.
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« Instances running MySQL 5.7 are not compatible with InnoDB ClusterSet.

» The InnoDB Cluster topology (whether it is running in single-primary or multi-primary mode) cannot be
dynamically changed when using MySQL 5.7 Servers. For more information, see Changing a Cluster's
Topology.

* Instances running MySQL 5.7 are not compatible with the parallel replication applier. For more
information see Section 7.5.6, “Configuring the Parallel Replication Applier”.

* Instances running MySQL 5.7 do not support the aut oRej oi nTri es and exi t St at eAct i on options,
which configure how many times instances try to rejoin a cluster and what happens when an instance
leaves. For more information, see Section 7.5.5, “Configuring Automatic Rejoin of Instances”.

* Instances running MySQL 5.7 do not support the consi st ency option. For more information, see
Section 7.5.4, “Configuring Failover Consistency”.

* Instances running MySQL 5.7 do not support the expel Ti meout option, which configures how long the
cluster waits before expelling an instance which has lost contact with the other instances.

To use these features, please upgrade your instances to MySQL 8.

With instances running MySQL 5.7, ensure that you use dba. confi gur el nst ance() before

adding the instances to a cluster to persist the configuration changes. For non-sandbox server

instances on MySQL 5.7 (instances which you have configured manually rather than using

dba. depl oySandbox| nst ance()), if you do not use the dba. confi gur el nst ance() operation,
MySQL Shell can not persist anylnnoDB ClusterSet configuration changes in the instance's configuration
file. This leads to one or both of the following scenarios:

1. The Group Replication configuration is not persistent in the instance's configuration file, and upon
restart, the instance does not rejoin the cluster.

2. The instance is not valid for cluster usage. Although the instance can be verified with
dba. checkl nst anceConf i gurati on(), and MySQL Shell makes the required configuration
changes in order to make the instance ready for cluster usage, those changes are not persisted in the
configuration file and so are lost once a restart happens.

If both situations happen, you cannot use the dba. r eboot Cl ust er Fr onConpl et eQut age() operation
to get the cluster back online. This is because without the dba. conf i gur el nst ance() operation, the
instance loses any configuration changes made by MySQL Shell, and because they were not persisted,
the instance reverts to the previous state before being configured for the cluster. This causes Group
Replication to stop responding, and eventually the command times out.

6.2.2 Configuring the Host Name

In a production deployment, the instances in which you use run-on separate machines, therefore each
machine must have a unigue hostname and be able to resolve the hostnames of the other machines,
which run server instances. If this is not the case, you can:

1. Configure each machine to map the IP of each other machine to a hostname. See your operating
system documentation for details. This configuration is the recommended solution.

2. Set up a Domain Name System (DNS) service.

3. Configure the r eport host variable in the MySQL configuration of each instance to a suitable
externally reachable address.

AdminAPI supports using IP addresses instead of host names. From MySQL Shell 8.0.18, AdminAPI
supports IPv6 addresses if the target MySQL Server version is higher than 8.0.13.
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When using MySQL Shell 8.0.18 or higher, if all cluster instances are running 8.0.14 or higher, then you
can use an IPv6 address or a hostname that resolves to an IPv6 address in connection strings and with
options such as | ocal Addr ess and i pAl | owl i st . For more information on using IPv6, see Support For
IPv6 And For Mixed IPv6 And IPv4 Groups.

Previous versions support IPv4 addresses only.

To verify whether the hostname of a MySQL server you have correctly configured, process the following
query. This query shows how the instance reports its address to other servers and try to connect to that
MySQL server from other hosts using the returned address:

SELECT coal esce( @® eport_host, @dhost nane);

6.2.3 Connecting to Server Instances

MySQL Shell enables you to work with various APIs, and supports specifying connections as explained in
Connecting to the Server Using URI-Like Strings or Key-Value Pairs. You can specify connections using
either URI-like strings, or key-value pairs. The Additional Connection parameters are not supported in
AdminAPI. This documentation demonstrates AdminAPI using URI-like connection strings.

For AdminAPI operations, you can only connect to server instances in an InnoDB Cluster using TCP/IP
connections and classic MySQL protocol. The use of Unix sockets and named pipes is not supported for
AdminAPI operations, and the use of X Protocol is not supported for AdminAPI operations. The same
limitations apply to connections between the server instances themselves.

to connect to instances in an InnoDB Cluster. The limitations only apply to
administration operations using AdminAPI commands, and to connections between

Note
@ Client applications can use X Protocol and Unix sockets and named pipes
the instances.

For example, to connect as the user nyuser to the MySQL server instance at www. exanpl e. com on port
3306 use the connection string:

nmyuser @ww. exanpl e. com 3306

To use this connection string with an AdminAPI operation such as dba. conf i gur el nst ance(), you
need to ensure the connection string is interpreted as a string. For example, by surrounding the connection
string with either single (") or double (") quote marks.

If you are using the JavaScript implementation of AdminAPI issue:

nysql -j s> > dba. confi gurel nstance(' nyuser @ww. exanpl e. com 3306")

If you are using the Python implementation of AdminAPI issue:

nysql - py> dba. confi gure_i nstance(' nyuser @ww. exanpl e. com 3306' )

You are prompted for your password if you are running MySQL Shell in the default interactive mode.
AdminAPI supports MySQL Shell's Section 4.4, “Pluggable Password Store”, and once you store the
password you used to connect to the instance, you will no longer be prompted for it.

MySQL Shell defaults to trying X Protocol for connection to a server instance. If you do not specify the
connection type when you make a connection for an AdminAPI operation, MySQL Shell's automatic
protocol detection briefly creates a session for X Protocol, before it creates a classic MySQL protocol
session.
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The behavior has no effect unless you are connecting to an InnoDB Cluster with only two secondary (read-
only) instances using a port that a MySQL Router is managing. In this case, load balancing is not managed
correctly between the two instances, and the same instance is always used. To avoid this side-effect, you
can specify a classic MySQL protocol session explicitly by adding the - - nt or - - nysql option.

Certain operations that open many connections to servers can take a long time to execute when one or
more servers are indeed unreachable, for example, the cl ust er. st at us() command. The connection
timeout may not provide enough time for a response.

From MySQL Shell 8.0.28, you can use the MySQL Shell configuration option dba. connect Ti neout to
set the default connection timeout in seconds for any session using AdminAPI.

6.2.4 Persisting Settings

The AdminAPI commands you use to work with an InnoDB Cluster, InnoDB ClusterSet, InnoDB
ReplicaSet, and the individual member server instances in these deployments modify the configuration of
MySQL Server on the instance. Depending on the way MySQL Shell is connected to an instance and the
version of MySQL Server installed on the instance, these configuration changes can be persisted to the
instance automatically.

By making settings to the instance persistent, you ensure that after the instance restarts, configuration
changes are retained. For background information see SET PERSI ST. This persistence is essential for
reliable usage. For example, if settings are not persistent, an instance added to a cluster does not rejoin
the cluster after a restart because configuration changes are lost.

Instances which meet the following requirements support persisting configuration changes automatically:
* The instance is running MySQL version 8.0.11 or later.

* persisted_gl obal s_| oad is set to ON.

» The instance has not been started with the - - no- def aul t s option.

Instances which do not meet these requirements do not support persisting configuration changes
automatically, and when AdminAPI operations result in changes to the instance's settings to be persisted
you receive warnings such as:

WARNI NG On instance 'l ocal host:3320' nenbershi p change cannot be persisted since MySQ version 5.7.21
does not support the SET PERSI ST command (M/SQL version >= 8.0.5 required). Please use the
<Dba>. confi gureLocal | nstance conmand | ocally to persist the changes.

When AdminAPI commands are issued against the MySQL instance which MySQL Shell is currently
running on, in other words, the local instance, MySQL Shell persists configuration changes directly to the
instance. On local instances which support persisting configuration changes automatically, configuration
changes are persisted to the instance's mysql d- aut o. cnf file, and the configuration change does not
require any further steps.

You must make the changes locally on local instances that do not support persisting configuration changes
automatically. For more information, see Configuring Instances with dba. conf i gur eLocal | nst ance().

When run against a remote instance, in other words, an instance other than the one which MySQL Shell is
currently running on, if the instance supports persisting configuration changes automatically, the AdminAPI
commands persist configuration changes to the instance's mysqgl - aut 0. conf option file.

If a remote instance does not support persisting configuration changes automatically, the AdminAPI
commands can not automatically configure the instance's option file. So, the AdminAPI commands can
read information from the instance, for example, to display the current configuration. But changes to the
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Retrieving a Handler Object

configuration cannot be persisted to the instance's option file. In this case, you need to persist the changes
locally. For more information, see Configuring Instances with dba. conf i gur eLocal | nst ance().

6.3 Retrieving a Handler Object

When you are working with AdminAPI, you use a handler object which represents the InnoDB Cluster,
InnoDB ClusterSet, or InnoDB ReplicaSet. You assign this object to a variable, and then use the
operations available to monitor and administer the InnoDB Cluster, InnoDB ClusterSet, or InnoDB
ReplicaSet.

To retrieve the handler object, you establish a connection to one of the active instances which belong to
the InnoDB Cluster, InnoDB ClusterSet, or InnoDB ReplicaSet. For example, when you create a cluster
using dba. creat eCl ust er (), the operation returns a Cl ust er object which can be assigned to a
variable. You use this handler object to work with the cluster. For example, to add instances or check the
cluster's status. If you want to retrieve a Cl ust er object again at a later date, for example after restarting
MySQL Shell, use the dba. get Cl ust er ([ nane], [ opti ons]) function. For example, using JavaScript:

nysql -js> var clusterl = dba. getCl uster()
Or using Python:

nmysql - py> clusterl = dba. get_cluster()

To retrieve the Cl ust er Set object representing an InnoDB ClusterSet deployment, use the
dba. get Cl uster Set () orcl uster.getC usterSet () function. For example, using JavaScript:

nmysql -j s> nycl usterset = dba. get Cl ust er Set ()

Or using Python:

nmysql - py> nycl usterset = dba.get_cluster_set ()

must still be online in the InnoDB ClusterSet. If that server instance goes offline, the
object no longer works, and you need to get it again from a server that is still online

Note
@ When you use a Cl ust er Set object, the server instance from which you got it
in the InnoDB ClusterSet.

Use the dba. get Repl i caSet () operation to retrieve a Repl i caSet object. For example, using
JavaScript:

nysql -j s> var replicasetl = dba. get ReplicaSet ()
Or using Python:
nysql - py> replicasetl = dba.get_replica_set()

If you do not specify a nane then the default object is returned. The returned object uses a new session,
independent from MySQL Shell's global session. This ensures that if you change the MySQL Shell global
session, the Cl ust er, Cl ust er Set, or Repl i caSet object maintains its session to the server instance.

By default MySQL Shell attempts to connect to the primary instance when you retrieve a handler. Set the
connect ToPri mary option to configure this behavior.

e If connect ToPri mary istrue and the active global MySQL Shell session is not to a primary instance,
MySQL Shell queries for the primary instance. If there is no quorum in a cluster, the operation fails.

» Ifconnect ToPri mary isf al se, the retrieved object uses the server instance specified for the active
session, in other words the same instance as MySQL Shell's current global session.
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e If connect ToPri nmary is not specified, MySQL Shell treats connect ToPri nmary astrue, and falls
back to connect ToPri mary being f al se.

To force connecting to a secondary, establish a connection to the secondary instance and use the
connect ToPri mary option by issuing the following in JavaScript:

nmysql -j s> shel | . connect (secondary_nenber)
nmysql -j s> var clusterl = dba.getCluster(testCl uster, {connectToPrimary:false})

WARNI NG You are connected to an instance in state 'Read Only'
Wite operations on the InnoDB cluster will not be all owed.

<Cl uster:testd uster>

Or, by issuing the following in Python:

nysql - py> shel | . connect (secondary_nenber)
nysql -py> clusterl = dba.get_cluster(testC uster, connectToPrinmary="'fal se')

WARNI NG You are connected to an instance in state 'Read Only'
Wite operations on the InnoDB cluster will not be all owed.

<Cluster:testC uster>

Note
@ Secondary instances have super _r ead_onl y=0N, so you cannot write changes to
them.

6.4 Creating User Accounts for AdminAPI

Server

The user accounts used to configure and administer a member server instance in an InnoDB Cluster,
InnoDB ClusterSet, or InnoDB ReplicaSet deployment must have full read and write privileges on the
metadata tables, in addition to full MySQL administrator privileges (SUPER, GRANT OPTI ON, CREATE,
DROP and so on). For more information, see Privileges Provided by MySQL.

You can use the r oot account on the servers for this purpose, but if you do this, the r oot account on
every member server in the deployment must have the same password. Using the r oot account is not
recommended for security reasons.

Instead, the recommended method is to set up user accounts using AdminAPI's JavaScript

dba. confi gurel nstance() and cl ust er. set upAdm nAccount () operations. The format of
the user names accepted by these operations follows the standard MySQL account name format, see
Specifying Account Names.

If you prefer to set up the user accounts, the required permissions are listed in Configuring InnoDB
Cluster Administrator Accounts Manually. If only read operations are needed, for example, for monitoring
purposes, you can use an account with more restricted privileges, as detailed in this topic.

Important
A Each account used to configure or administer an InnoDB Cluster, InnoDB
ClusterSet, or InnoDB ReplicaSet deployment must exist on all the member server
instances in the deployment, with the same user name, and the same password.
Configuration Account

A server configuration account is required on each server instance that is to join an InnoDB
Cluster, InnoDB ClusterSet, or InnoDB ReplicaSet deployment. You set this account up using a
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dba. confi gurel nstance() JavaScript command or dba. confi gure_i nstance() Python
command, with the cl ust er Adni n option.

For better security, specify the password at the interactive prompt, otherwise specify it using the

cl ust er Adm nPasswor d option. Create the same account, with the same user name and password, in
the same way on every server instance that will be part of the deployment, both the instance you connect
to create the deployment and the instances that will join after that.

You can define a password expiration using the cl ust er Adm nPasswor dExpi r at i on option. This
option can be set to a number of days, NEVER to never expire, or DEFAULT, to use the system default.

If you are using SSL certificates for authentication, you can add the certificate issuer and subject using the
cl uster Adm nCertl ssuer and cl ust er Adm nCert Subj ect options, respectively.

The server configuration account that you create using the dba. conf i gur el nst ance() operation is not
replicated to other servers in the InnoDB Cluster, InnoDB ClusterSet, or InnoDB ReplicaSet deployment.
MySQL Shell disables binary logging for the dba. conf i gur el nst ance() operation. For this reason, you
must create the account on every server instance individually.

The cl ust er Admi n option must be used with a MySQL Shell connection based on a user which has the
privileges to create users with suitable privileges. In this JavaScript example the root user is used:

nysql -j s> dba. confi gurel nstance(' root @c-1:3306', {clusterAdnmin: "'icadmn @ic-1%"});

Again, in this Python example the root user is used:

nmysql - py> dba. confi gure_instance(' root @c-1:3306', clusterAdm n=""icadnmn' @ic-1%");

Administrator Accounts

Administrator accounts can be used to administer a deployment after you have completed the
configuration process. You can set up more than one of them. To create an administrator account,
you issue a cl ust er . set upAdni nAccount () JavaScript command after you have added

all the instances to the InnoDB Cluster or InnoDB ReplicaSet. Or issue the Python command:

<Cl ust er >set up_adm n_account ().

The command creates an account with the user name and password that you specify, with all the required
permissions. A transaction to create an account with cl ust er. set upAdm nAccount () is written to the
binary log and sent to all the other server instances in the cluster to create the account on them.

To use the set upAdni nAccount () operation, you must be connected as a MySQL user with privileges
to create users, for example as root. The set upAdm nAccount (user) operation also enables you to
upgrade an existing MySQL account with the necessary privileges before a dba. upgr adeMet adat a()
JavaScript operation, or the dba. upgr ade_net adat a() Python operation.

The mandatory user argument is the name of the MySQL account you want to create to be used to
administer the deployment. The format of the user names accepted by the set upAdmni nAccount ()
operation follows the standard MySQL account name format. For more information, see Specifying
Account Names. The user argument format is user nanme[ @ost ] where host is optional and if it is not
provided it defaults to the %wildcard character.

For example, to create a user named i cadmi n to administer an InnoDB Cluster assigned to the variable
nmyCl ust er using JavaScript, issue:

nysql -j s> nyCl ust er. set upAdni nAccount (' i cadnin')

83


https://dev.mysql.com/doc/refman/8.0/en/account-names.html
https://dev.mysql.com/doc/refman/8.0/en/account-names.html

Updating Old Accounts

M ssing the password for new account icadm n@o Pl ease provi de one.
Password for new account: ***xxxxx

Confirm password: *****xxxx

Creating user icadn n@b

Setting user password.
Account icadm n@bwas successfully created.

Or using Python:

nmysql - py> nyCl ust er. set up_admi n_account ('icadmn')

M ssing the password for new account icadm n@o Please provide one.
Password for new account: ***xxxxx

Confirm password: **x*x**x

Creating user icadm n@b6

Setting user password.
Account icadm n@b6was successfully created.

As of MySQL Shell 8.0.33, the following options were added to set upAdm nAccount () :
* requireCertl ssuer: Optional SSL certificate issuer for the account.
» requireCert Subj ect : Optional SSL certificate subject for the account.

e passwor dExpi ration: nunber O Days | Never | Defaul t:Password expiration setting for the
account.

Note
@ If either r equi reCer t | ssuer orrequireCert Subj ect are set, or both, the
existing password becomes optional.

Updating Old Accounts

If you have a server configuration account or administrator account created with a version prior to MySQL
Shell 8.0.20, use the updat e option with the set upAdm nAccount () operation to upgrade the privileges
of the existing user. This is relevant during an upgrade, to ensure that the user accounts are compatible.
For example, to upgrade the user named i cadni n, using JavaScript, issue:

nysql -j s> nyCl ust er. set upAdni nAccount ('icadnmin', {'update':1})
Updati ng user icadnm n@b6
Account icadm n@b was successfully updated.

Or using Python:

nmysql - py> nyC uster. setup_adm n_account (' i cadnin', updat e=1})
Updati ng user icadni n@b
Account icadm n@6 was successful |y updat ed.

This is a special use of the cl ust er. set upAdm nAccount () command that is not written to the binary
log.

6.5 Verbose Logging

When working with a production deployment it can be useful to configure verbose logging for MySQL Shell.
For example, the information in the log can help you to find and resolve any issues that might occur when
you are preparing server instances to work as part of InnoDB Cluster. To start MySQL Shell with a verbose
logging level, use the - - | og- | evel option:

84



Finding the Primary

$> nysql sh --1o0g-I| evel =DEBUG3

The DEBUGS level is recommended. For more information, see - - | og- | evel . When DEBUGS is set the
MySQL Shell log file contains lines such as Debug: execute_sql ( ... ) which contain the SQL
gueries that are executed as part of each AdminAPI call. The log file generated by MySQL Shell is located
in~/ . mysql sh/ mysql sh. | og for Unix-based systems; on Microsoft Windows systems it is located in
YAPPDATA% My SQL\ mysql sh\ mysql sh. | og. For more information, see Chapter 12, MySQL Shell
Logging and Debug.

In addition to enabling the MySQL Shell log level, you can configure the amount of output AdminAPI
provides in MySQL Shell after issuing each command. To enable the amount of AdminAPI output, in
MySQL Shell issue:

nysql -j s> dba. ver bose=2
This enables the maximum output from AdminAPI calls. The available levels of output are:

» 0 or OFF is the default. This provides minimal output and is the recommended level when not
troubleshooting.

» 1 or ON adds verbose output from each call to the AdminAPI.

e 2 adds debug output to the verbose output providing full information about what each call to AdminAPI
executes.

MySQL Shell can optionally log the SQL statements used by AdminAPI operations (with the exception
of sandbox operations), and can also display them in the terminal as they are executed. For more
information, see Section 12.5, “Logging AdminAPI Operations”.

6.6 Finding the Primary

When you are working with a single-primary InnoDB Cluster or an InnoDB ReplicaSet, you need to connect
to the primary instance for administration tasks so that configuration changes are written to the metadata.
To find the current primary you can:

» Usethe--redirect-prinmary option at MySQL Shell start up to ensure that the target server is part
of an InnoDB Cluster or InnoDB ReplicaSet. If the target instance is not the primary, MySQL Shell finds
the primary and connects to it.

* Usethe shel | . connect ToPri mary([instance, password]) operation (added in version 8.0.20),
which checks whether the target instance belongs to a cluster or ReplicaSet. If so, MySQL Shell opens
a new session to the primary, sets the active global MySQL Shell session to the established session and
returns it.

If ani nst ance is not provided, the operation attempts to use the active global MySQL Shell session. If
an i nst ance is not provided and there is no active global MySQL Shell session, an exception is thrown.
If the target instance does not belong to a cluster or ReplicaSet the operation fails with an error.

» Use the status operation, find the primary in the result, and manually connect to that instance.

6.7 Scripting AdminAPI

In addition to the interactive mode illustrated in this section, MySQL Shell supports running scripts in
batch mode. This enables you to automate processes using AdminAPI with scripts written in JavaScript or
Python, which can be run using MySQL Shell's - - f i | e option. For example:
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$> nysql sh --file setup-innodb-cluster.js

Note

@ Any command line options specified after the script file name are passed to the
script and not to MySQL Shell. You can access those options using the os. ar gv
array in JavaScript, or the sys. ar gv array in Python. In both cases, the first option
picked up in the array is the script name.

The contents of an example script files are shown here, using JavaScript:

print ('l nnoDB Cl uster sandbox set up\n');

print(’ \n');

print('Setting up a MyYSQL I nnoDB Cluster with 3 MySQL Server sandbox instances,\n');
print('installed in ~/nmysql -sandboxes, running on ports 3310, 3320 and 3330.\n\n');

var dbPass = shell.prompt (' Pl ease enter a password for the MySQL root account: ', {type:"password"});

try {
print ('\nDepl oyi ng the sandbox instances."');

dba. depl oySandbox| nst ance( 3310, {password: dbPass});

print('.");
dba. depl oySandboxI| nst ance( 3320, {password: dbPass});
print('.");

dba. depl oySandbox| nst ance( 3330, {password: dbPass});
print('.\nSandbox instances depl oyed successfully.\n\n");

print('Setting up InnoDB Cluster...\n");
shel | . connect (' root @ ocal host : 3310', dbPass);

var cluster = dba.createC uster("prodC uster");

print (' Adding instances to the Cluster.");

cl ust er. addl nstance({user: "root", host: "local host", port: 3320, password: dbPass});
print('.");
cl ust er. addl nstance({user: "root", host: "local host", port: 3330, password: dbPass});

print('.\nlnstances successfully added to the Cluster."');

print('\nlnnoDB C uster depl oyed successfully.\n");

} catch(e) {
print('\nThe I nnoDB Cluster could not be created.\n\nError: ' +
+ e.nessage + '\n');

}

Or using Python:

print ('l nnoDB C uster sandbox set up\n');

print(’ \n');

print('Setting up a MySQL I nnoDB Cluster with 3 M/SQL Server sandbox instances,\n');
print('installed in ~/nysql -sandboxes, running on ports 3310, 3320 and 3330.\n\n');

dbPass = shell.pronpt(' Pl ease enter a password for the MySQL root account: ', type ="password");

try:
print ('\nDepl oyi ng the sandbox instances."');
dba. depl oy_sandbox_i nst ance(3310, password = dbPass);

print('.");
dba. depl oy_sandbox_i nst ance(3320, password = dbPass);
print('.");

dba. depl oy_sandbox_i nst ance(3330, password = dbPass);
print('.\nSandbox instances depl oyed successfully.\n\n");

print('Setting up InnoDB Cluster...\n");
shel | . connect (' root @ ocal host : 3310', dbPass);
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cluster = dba.create_cluster("prodd uster");

print (' Adding instances to the Custer.");

cl uster.add_i nstance(' root @ocal host: 3320', password
print('.");

cl uster.add_i nstance(' root @ocal host: 3330', password

dbPass) ;

dbPass) ;

print('.\nlnstances successfully added to the Cluster."');

print('\nlnnoDB C uster depl oyed successfully.\n");

except Val ueError:

print('\nThe I nnoDB Cluster could not be created.\n\nError.\n");

AdminAPI MySQL Shell Command Line Integration

AdminAPI is also supported by MySQL Shell's Section 5.8, “API Command Line Integration”. This

command line integration enables you to easily integrate AminAPI into your environment. For example, to

check the status of an InnoDB Cluster using the sandbox instance listening on port 1234:

$ nysql sh root @ocal host: 1234 -- cluster status

This maps to the equivalent command in MySQL Shell:

nmysql -j s> cluster. status()

6.8 AdminAPI MySQL Sandboxes

This section explains how to set up a sandbox deployment with AdminAPI. Deploying and using local
sandbox instances of MySQL is a good way to start your exploration of AdminAPI. You can test the
functionality locally before deploying on your production servers. AdminAPI has built-in functionality for

creating sandbox instances that are correctly configured to work with InnoDB Cluster, InnoDB ClusterSet,

and InnoDB ReplicaSet in a locally deployed scenario.

machine for testing purposes. In a production environment, the MySQL Server
instances are deployed to various host machines on the network. For more

Important
A Sandbox instances are only suitable for deploying and running on your local
information, see Section 7.4, “Deploying a Production InnoDB Cluster”.

Unlike a production deployment, where you work with instances and specify them by a connection string,
sandbox instances run locally on the same machine as that you are running MySQL Shell. To select a
sandbox instance, you supply the port number on which the MySQL sandbox instance is listening.

6.8.1 Deploying Sandbox Instances

Rather than using a production setup, where each instance runs on a separate host, AdminAPI provides
the dba. depl oySandbox| nst ance( port _nunber) operation. The port nunber argument is the
TCP port number where the MySQL Server instance listens for connections. To deploy a hew sandbox

instance which is bound to port 3310, issue:

nysql -j s> dba. depl oySandbox| nst ance( 3310)

By default the sandbox is created in a directory named $HOVE/ nysql - sandboxes/ port on Unix
systems. For Microsoft Windows systems the directory is %user profi | e% MySQL\ mysql - sandboxes
\ por t . Each sandbox instance is stored in a directory named after the port _nunber.

You are prompted for the root user's password.
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Important

on all sandbox instances which should work together. This is not recommended in

A Each sandbox instance uses the root user and password, and it must be the same
production.

To deploy another sandbox server instance, repeat the steps followed for the sandbox instance at port
3310, choosing different port numbers for each instance.

To change the directory which sandboxes are stored in, for example to run multiple sandboxes on one host
for testing purposes, use the MySQL Shell sandboxDi r option. For example, to use a sandbox in the /
hone/ user/ sandbox1 directory, issue:

mysql -j s> shel | . opti ons. sandboxDi r =' / honme/ user / sandbox1'

All subsequent sandbox related operations are then executed against the instances found at / hone/
user/ sandbox1.

When you deploy sandboxes, MySQL Shell searches for the mysql d binary, which it then uses to

create the sandbox instance. You can configure where MySQL Shell searches for the mysql d binary by
configuring the PATH environment variable. This can be useful to test a new version of MySQL locally
before deploying it to production. For example, to use a mysql d binary at the path / hone/ user/ nysql -
| at est/ bi n/ issue:

PATH=/ hore/ user / nysql - | at est/ bi n/ : $PATH

Then run MySQL Shell from the terminal where the PATH environment variable is set. Any sandboxes you
deploy, then use the mysqgl d binary found at the configured path.

The following options are supported by the dba. depl oySandbox| nst ance() operation:
» al | owRoot Fr omconfigures which host the root user can connect from. Defaults to r oot @6

* ignoreSsl Error configures secure connections on the sandbox instance. When i gnor eSsl Err or
is true, which is the default, no error is issued during the operation if SSL support cannot be provided
and the server instance is deployed without SSL support. When i gnor eSsl Error issettof al se, the
sandbox instance is deployed with SSL support, issuing an error if SSL support cannot be configured.

e nysql dOpt i ons configures additional options on the sandbox instance. Defaults to an empty
string, and accepts a list of strings that specify options and values. For example nysqgl dOpt i ons:
["l ower case table nanes=1", "report_host="10.1. 2. 3"]}. The specified options are
written to the sandbox instance's option file.

» port X configures the port used for X Protocol connections. The default is calculated by multiplying the
port value by 10. The value is an integer between 1024 and 65535.

6.8.2 Managing Sandbox Instances

Once a sandbox instance is running, it is possible to change its status at any time using the following
commands. Specify the port number for the instance to identify it;

» To stop a sandbox instance using JavaScript, issue dba. st opSandbox| nst ance(i nst ance) . This
stops the instance gracefully, unlike dba. ki | | Sandbox| nst ance(i nst ance) .

» To stop a sandbox instance using Python, issue: dba. st op_sandbox_i nst ance(i nst ance) . This
stops the instance gracefully, unlike dba. ki | | _sandbox_i nst ance(i nst ance).

» To start a sandbox instance using JavaScript, issue: dba. st art Sandbox| nst ance(i nst ance).

88


https://dev.mysql.com/doc/refman/8.0/en/server-system-variables.html#sysvar_port

Setting up InnoDB Cluster and MySQL Router

e To start a sandbox instance using Python, issue: dba. st art _sandbox_i nst ance(i nst ance).

» To kill a sandbox instance using JavaScript, issue: dba. ki | | Sandbox| nst ance(i nst ance) . This
stops the instance without gracefully stopping it and is useful in simulating unexpected halts.

» To kill a sandbox instance using Python, issue: dba. ki | | _sandbox_i nst ance(i nst ance). This
stops the instance without gracefully stopping it and is useful in simulating unexpected halts.

» To delete a sandbox instance using JavaScript, issue: dba. del et eSandboxl| nst ance(i nst ance) .
This completely removes the sandbox instance from your file system.

» To delete a sandbox instance using Python, issue: dba. del et e_Sandbox| nst ance(i nstance).
This completely removes the sandbox instance from your file system.

Sandbox instances are considered to be transient and are not designed for production use. They are
therefore not supported for version upgrades. In a sandbox deployment, each sandbox instance uses a
copy of the nysql d binary found in the $PATH in the local nysql - sandboxes directory. If the version of
nysqgl d changes, for example after an upgrade, sandboxes based on the previous version fail to start. This
is because the sandbox binary is outdated compared to the dependencies found under the basedi r.

If you do want to retain a sandbox instance after an upgrade, a workaround is to manually copy the
upgraded nysql d binary into the bi n directory of each sandbox. Then start the sandbox by issuing
dba. st art Sandbox| nst ance() . The operation fails with a timeout, and the error log contains:

2020- 03- 26T11: 43: 12. 969131Z 5 [ Systen] [My-013381] [Server] Server upgrade
from'80019' to '80020" started.

2020- 03- 26T11: 44: 03. 543082Z 5 [ Systen] [My-013381] [Server] Server upgrade
from'80019' to '80020" conpl eted.

Although the operation seems to fail with a timeout, the sandbox has started successfully.

6.8.3 Setting up InnoDB Cluster and MySQL Router

In the following example, we complete the following tasks using a sandbox deployment with AdminAPI to
deploy an InnoDB Cluster with MySQL Router.

Deploying and using local sandbox instances of MySQL allows you to test out the functionality locally,
before deployment on your production servers. AdminAPI has built-in functionality for creating sandbox
instances that are pre-configured to work with InnoDB Cluster, InnoDB ClusterSet, and InnoDB ReplicaSet
in a locally deployed scenario.

This example contains the following sections:
* Installation

» Creating InnoDB Cluster

» Bootstrapping MySQL Router

» Test MySQL Router Configuration

Warning
O Sandbox instances are only suitable for deploying and running on your local
machine for testing purposes.

Installation

Install the following components:
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e MySQL Server: For more information, see Installing MySQL.
* MySQL Shell: For more information, see Installing MySQL Shell.

* MySQL Router: For more information, see Installing MySQL Router.
Creating an InnoDB Cluster Sandbox Configuration

To provide tolerance for one failure, create an InnoDB Cluster with three instances. In this example, we
will be using three sandbox instances running on the same machine. In a real-world setup, those three
instances would be running on different hosts on the network.

1. To start MySQL Shell, issue:
> nysql sh

2. To create and start the MySQL sandbox instances, use the dba. depl oySandboxl| nst ance()
function that is part of the X AdminAPI. Issue the following three statements in the MySQL Shell and
enter a root password for each instance:

nysql -j s> dba. depl oySandbox| nst ance( 3310)

nysql -j s> dba. depl oySandbox| nst ance( 3320)
nysql -j s> dba. depl oySandbox| nst ance( 3330)

Note
@ Use the same root password for all instances.

Creating InnoDB Cluster
To create an InnoDB Cluster, complete the following steps:

1. Connect to the MySQL instance you want to be the primary instance in the InnoDB Cluster by issuing:

nmysql -j s> shel | . connect (' root @ ocal host: 3310")

2. lIssue the dba. creat eCl ust er () command to create the Cluster, and use the assigned variable
cl ust er to hold the outputted value:

nmysql -j s> cluster = dba.createC uster('devC uster')

This command outputs:
A new I nnoDB cluster will be created on instance 'l ocal host:3310'.

Val i dating instance configuration at |ocal host: 3310...
NOTE: | nstance detected as a sandbox.
Pl ease note that sandbox instances are only suitable for deploying test clusters for use within the sane hc

This instance reports its own address as 127.0.0. 1: 3310

I nstance configuration is suitable.
NOTE: Group Replication will comunicate with other nenbers using '127.0.0.1:33101'.
Use the | ocal Address option to override.

Creating InnoDB cluster 'devCuster' on '127.0.0.1:3310"...

Addi ng Seed | nstance. ..

Cluster successfully created. Use Custer.addl nstance() to add MySQL i nstances.
At |least 3 instances are needed for the cluster to be able to withstand up to
one server failure.
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<Cl ust er: devd ust er >

Verify that the creation was successful by using the cl ust er . st at us() function with the assigned
variable cl ust er:

nysql -j s> cluster.status()

The following status is output:

{
“clusterNanme”: “devC uster”,
“def aul t ReplicaSet”: {
"name": "default",
“primary": "127.0.0. 1: 3310"
"ssl": "REQUI RED',
"status": "OK_NO TOLERANCE"
"statusText": "Cluster is NOT tolerant to any failures."
"t opol ogy": {
"127.0.0.1:3310": {
"address": "127.0.0. 1: 3310"
"menber Rol e": " PRI MARY",
"nmode": "RI'W,
"readReplicas": {},
“replicationLag": null
“role": "HA",
“status": "ONLINE",
"version": "8.0.28"
}

}

opol ogyMode": "Singl e-Primary"
}, “groupl nformati onSour ceMenber”
“127.0.0. 1: 3310" }

The Cluster is up and running but not yet tolerant to a failure. Add another MySQL Server instances to
the Cluster using the <Cl ust er >. addl nst ance() function:

{
nmysql -j s> cl ust er. addl nst ance(' root @ ocal host : 3320")
NOTE: The target instance '127.0.0.1:3320' has not been pre-provisioned (GTID set is enpty).

The Shell is unable to decide whether increnental state recovery can correctly provision it.
The safest and npbst convenient way to provision a new instance is through autonatic clone provisioning
which will conpletely overwite the state of '127.0.0.1:3320' with a physical snapshot from an existing
cluster nenber. To use this nethod by default, set the 'recoveryMethod' option to 'clone'

The incremental state recovery may be safely used if you are sure all updates ever executed in the
cluster were done with GTI Ds enabl ed, there are no purged transacti ons and the new i nstance contains
the sane GIID set as the cluster or a subset of it. To use this nmethod by default, set the
‘recoveryMet hod' option to 'increnental'

Pl ease select a recovery nethod [C]lone/[l]ncremental recovery/[A]bort (default Cl one)
nmysql -j s> cl ust er. addl nst ance(' root @ ocal host : 3330")
}

Select a recovery method from the prompt. The options are:

< Clone: Clones the instance that you are adding to the primary Cluster, deleting any transactions
the instance contains. The MySQL Clone plugin is automatically installed. Assuming you are
adding either an empty instance (has not processed any transactions) or an instance that contains
transactions you prefer not to retain, select the Clone option.

« Incremental recovery: Recovers all transactions processed by the Cluster to the joining instance
using asynchronous replication. Incremental recovery is appropriate if you are sure all updates ever
processed by the Cluster were completed with global transaction IDs (GT| D) enabled. There are no
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purged transactions, and the new instance contains the same GT| D set as the Cluster or a subset of
it.

In this example, select C for Clone:

Pl ease sel ect a recovery nethod [C]lone/[l]ncremental recovery/[A] bort (default Clone): C
Val i dating instance configuration at |ocal host: 3320...
NOTE: |nstance detected as a sandbox.
Pl ease note that sandbox instances are only suitable for deploying test clusters for
use within the sane host.

This instance reports its own address as 127.0.0. 1: 3320

I nstance configuration is suitable.
NOTE: Group Replication will communicate with other menmbers using '127.0.0. 1: 33201' .
Use the | ocal Address option to override.

A new i nstance will be added to the |InnoDB cluster. Depending on the anmount of
data on the cluster this mght take froma few seconds to several hours.

Addi ng instance to the cluster...

Moni toring recovery process of the new cluster nmenber. Press "C to stop nonitoring
and let it continue in background.
Cl one based state recovery is now i n progress.

NOTE: A server restart is expected to happen as part of the clone process. If the
server does not support the RESTART command or does not conme back after a
while, you may need to manual ly start it back.

* Waiting for clone to finish...

NOTE: 127.0.0.1:3320 is being cloned from 127.0. 0. 1: 3310

** Stage DROP DATA: Conpl et ed

** Cl one Transfer

FI LE COPY  #####HIHHHHHHHIHHHHHHHHH T . 100%  Conpl et ed
PAGE COPY  #####HIHHHHHIHHIHHH T HH H 100%  Conpl et ed
REDO COPY  #####HIHHHHHHIHHHHHHHHHH R 100%  Conpl et ed

NOTE: 127.0.0.1:3320 is shutting down. ..

* Waiting for server restart... ready

* 127.0.0.1: 3320 has restarted, waiting for clone to finish...

** Stage RESTART: Conpl et ed

* Clone process has finished: 72.61 MB transferred in about 1 second (~72.61 MB/S)
State recovery already finished for '127.0.0. 1: 3320°

The instance '127.0.0. 1: 3320 was successfully added to the cluster.

Add the third instance created and again select C for the Clone recovery method:

nmysql -j s> cl uster. addl nst ance(' root @ ocal host : 3330")

Check the status of the Cluster, by issuing:

nmysql -j s> cluster.status()
This outputs the following:

{

"clusterNane": "devd uster",
"defaul t ReplicaSet": {
"nane": "default",
“primary": "127.0.0.1: 3310",
"ssl": "REQU RED',
"status": "OK",
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"statusText": "Cluster is ONLINE and can tolerate up to ONE failure.",
"t opol ogy": {
"127.0.0.1:3310": {
"address": "127.0.0.1: 3310",
"nmenber Rol e": " PRI MARY",
"mode": "RI'W,
"readRepl i cas": {},
“replicationLag": null,

"role": "HA",
“status": "ONLINE",
"version": "8.0.28"

"127.0.0. 1: 3320": {

"address": "127.0.0. 1: 3320",
"menber Rol e": " SECONDARY",
"nmode": "R O,
"readReplicas": {},
“replicationLag": null,

"role": "HA",
“status": "ONLINE",
"version": "8.0.28"

"127.0.0.1:3330": {

"address": "127.0.0.1: 3330",
"menber Rol e": " SECONDARY",
"nmode": "R O,
"readReplicas": {},
“replicationLag": null,

"role": "HA",
“status": "ONLINE",
"version": "8.0.28"

}
}

opol ogyMdde": "Single-Primry"
I
" groupl nf or mati onSour ceMenber": "127.0.0. 1: 3310"

}

The setup of the |InnoDB Cl uster was successful!
8. The Cluster can now tolerate up to one failure. Quit MySQL Shell by issuing:\ g
Bootstrapping MySQL Router

After MySQL InnoDB Cluster is set up, test the high availability of the Cluster. For this purpose, use
MySQL Router. If one instance fails, the MySQL Router updates its routing configuration automatically and
ensures that new connections are routed to the remaining instances.

Before MySQL Router can perform the routing operations, make it aware of the new InnoDB Cluster. To
do this, use the —boot st r ap option and point MySQL Router to the current R/ WMySQL Server instance
(primary instance) of the Cluster. Store the Router’s configuration in a folder called mysqgl - r out er using
the - d option.

1. Open aterminal in your home directory:
¢ On aLinux system, issue:
[ denp- user @ ost host ] $> nysql router --bootstrap root @ocal host: 3310 -d nysql router
¢ On a Windows system, issue:

C:\ User s\ denp- user > nysql router --bootstrap root @ ocal host: 3310 -d nysql -router

MySQL Router then prints the TCP/IP ports that it will use for routing connections. For more
information, see Deploying MySQL Router.
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2.

When MySQL Router has been successfully configured, start it up in a background thread:

¢ On a Windows system use the st art / B command and point the Router to the configuration file
that was generated by using the —boot st r ap option:

C\> start /B nysqglrouter -c %10OVEPATH% nysql - rout er\ nysqgl rout er. conf

e Or call the W ndows Power Shel | scriptinthe nysql r out er folder, created previously:
\nysqglrouter\start.psl

¢ On a Linux system using systemd, issue:
sudo systenttl start mysqlrouter.service

e Oron a Linux system, call the Shel | script in the mysql r out er folder, created previously:

/nysqgl router/start. sh

Test MySQL Router Configuration

Now that an InnoDB Cluster and MySQL Router are running, test the Cluster setup.

Instead of connecting to one of the MySQL Server instances directly, connect through the MySQL Router.

1.

Issue the following connection command:

> nysql sh root @ ocal host : 6446
Provide the root password to connect to the InnoDB Cluster.

Check the status of the InnoDB Cluster by creating a variable cl ust er and assigning it with the value
of the dba. get Cl ust er () operation:

nysql -j s> cluster = dba.getCl uster()

nysql -j s> cluster.status()

Switch to SQL mode:

nmysql -j s> \sql

Query the port the instance is running on, by issuing:

nmysql - sql > SELECT @ort ;

doococooooc +
| @ort |
doococooooc +
| 3310 |
doococooooc +

1 rowin set (0.0007 sec)

Switch back to the JavaScript mode:

nysqgl-js> \js

Use the dba. ki | | Sandbox| nst ance() function to stop the MySQL Server instance:
dba. ki | | Sandbox| nst ance(3310)

Killing MySQ i nstance. ..

I nstance | ocal host: 3310 successfully Killed.
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8. Check if MySQL Router is correctly routing traffic by running SELECT @g@port command against the
instance that was just killed and check the result:

* Switch to SQL mode:
nysql -j s> \sql

¢ Check the port of MySQL:
nysql - sql > SELECT @ort ;

9. An error is returned; ERROR: 2013 (HY000): Lost connection to MySQL server during
qguery. This error means that the instance running on port 3310 is no longer running.

10. Check the port again:

nysql - sql > SELECT @ort ;

foooooooc +
| @ort |
foooooooc +
| 3320 |
foooooooc +

11. This output shows that the instance running on port 3320 was promoted to be the new Read/ Wi te
primary instance.

12. Return to the JavaScript mode, and check the status of the Cluster:
nysql -j s> cluster.status()

"clusterNanme": "devC uster",
"def aul t ReplicaSet": {
"nanme": "default",
“primary": "127.0.0.1: 3320",
"ssl": "REQUI RED',
"status": "OK_NO TOLERANCE",
"statusText": "Cluster is NOT tolerant to any failures. 1 nmenber is not active.",
"topol ogy": {
"127.0.0.1:3310": {
"address": "127.0.0.1:3310",
"menber Rol e": " SECONDARY",

“mode": "n/a",
"readReplicas": {},
“role": "HA"

"shel | ConnectError": "MySQL Error 2003: Coul d not open connection to '127.0.0.1:3310":
Can't connect to MySQL server on '127.0.0.1:3310' (10061)",
"status": "(M SSING"

"127.0.0. 1: 3320": {

"address": "127.0.0.1:3320",
“menber Rol e": " PRI MARY",
"mode": "RIW,
"readReplicas": {},
"replicationLag": null,
“role": "HA",

"status": "ONLI NE",
"version": "8.0.28"

"127.0.0.1:3330": {

"address": "127.0.0.1:3330",
“menber Rol e": " SECONDARY",
"mode": "R O',
"readReplicas": {},
"replicationLag": null,
“role": "HA",
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“status": "ONLINE",
"version": "8.0.28"

}
}

opol ogyMode": "Single-Primry"
I
" groupl nf or mati onSour ceMenber”: "127.0. 0. 1: 3320"

}
13. The MySQL Server instance formally running on port 3310 is M SSI NG

14. Restart this instance, by issuing the dba. st art Sandbox| nst ance() operation with the port number:

nysql -j s> dba. st art Sandbox| nst ance(3310)

15. Checking the status of the Cluster shows that the instance has been restored as active in the Cluster,
but as a SECONDARY member:

nysql-js > cluster.status()
{
"clusterNanme": "devC uster",
"def aul t ReplicaSet": {
"name": "default",
“primary": "127.0.0.1: 3320",
"ssl": "REQUI RED',
"status": "OK",
"statusText": "Cluster is ONLINE and can tolerate up to ONE failure.",
"topol ogy": {
"127.0.0.1:3310": {
"address": "127.0.0.1:3310",
"menber Rol e": " SECONDARY",
"nmode": "R O',
"readReplicas": {},
"replicationLag": null,
"role": "HA",
"status": "ONLI NE",
"version": "8.0.28"

"127.0.0. 1: 3320": {

"address": "127.0.0.1:3320",
"menber Rol e": " PRI MARY",
"nmode": "RIW,
"readReplicas": {},
"replicationLag": null,
“role": "HA",

"status": "ONLI NE",
"version": "8.0.28"

127.0.0. 1: 3330": {
"address": "127.0.0.1:3330",
"menber Rol e": " SECONDARY",
"mode": "R O',
"readReplicas": {},
"replicationLag": null,
“role": "HA",
"status": "ONLINE",
"version": "8.0.28"

}

Ba
opol ogyMode": "Singl e-Primary"

Ji
"groupl nf or mati onSour ceMenber": "127.0. 0. 1: 3320"
}

16. All instances are back online, and the Cluster can tolerate one failure again.
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6.9 Tagging Metadata

From version 8.0.21, a configurable tag framework is available to allow the metadata of InnoDB Cluster,
InnoDB ClusterSet, or InnoDB ReplicaSet to be marked with additional information. Tags make it possible
to associate custom key-value pairs to a Cluster, ReplicaSet, or instance. Tags have been reserved for use
by MySQL Router that enables a compatible MySQL Router to support hiding instances from applications.
The following tags are reserved for this purpose:

» _hi dden instructs MySQL Router: Excludes the instance from the list of possible destinations for client
applications.

e disconnect _existing_sessions_when_hi dden: Instructs the router to disconnect existing
connections from instances that are marked to be hidden.

For more information, see Removing Instances from Routing.

In addition, the tags framework is user-configurable. Custom tags can consist of any ASCII character and
provide a nanespace, which serves as a dictionary key-value pairs that can be associated with Clusters,
ReplicaSets, or their specific instances. Tag values can be any JSON value. This configuration enables
you to add your own attributes on top of the metadata.

Showing Tags

The Cl ust er. opti ons() operation shows information about the tags assigned to individual cluster
instances as well as to the cluster itself. For example, the InnoDB Cluster assigned to myCl ust er could
show:

nmysql -j s> nyCl uster. options()

{
"cluster": {
"nanme": "testl",
"tags": {
"ic-1:3306": [
{
"option": "_disconnect_existing_sessions_when_hi dden"
"val ue": true
I
{
"option": "_hidden",
"val ue": false
}
Il
"ic-2:3306": [],
"ic-3:3306": [],
"global ": [
{
"option": "location:",
"val ue": "US East"
}
]
}
}
}

This cluster has a global tag named | ocat i on which has the value US East, and instance i c- 1 has
been tagged.
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Setting Tags on a Cluster Instance

You can set tags at the instance level, which enables you for example to mark an instance as not available,
so that applications and router treat it as offline. Use the Cl ust er. set | nst anceOpt i on(i nst ance,
option, val ue) operation to set the value of a tag for the instance.

The i nst ance argument is a connection string to the target instance. The opt i on argument must be a
string with the format nanespace: opti on. The val ue parameter is the value that should be assigned

to opt i on in the specified nanmespace. If the value is nul | , the opt i on is removed from the specified
nanespace. For instances which belong to a cluster, the set | nst anceOpt i on() operation only accepts
the t ag namespace. Any other namespace results in an Ar gurrent Err or .

For example, to use JavaScript to setthe tag t est totrue onthe myCl ust er instancei c- 1, issue:
nmysql -j s> nyCl uster. setlnstanceOption("icadm n@c-1:3306", "tag:test", true);

Or using Python to setthe tag t est tot rue on the myCl ust er instance i c- 1, issue:

nysql - py> nyCl uster.set _instance_option("icadnm n@c-1:3306", "tag:test", True);

Removing Instances from Routing

When AdminAPI and MySQL Router are working together, they support specific tags that enable you

to mark instances as hidden and remove them from routing. MySQL Router then excludes such tagged
instances from the routing destination candidates list. This functionality enables you to safely take a
server instance offline so that applications and MySQL Router ignore it. For example, while you perform
maintenance tasks, such as a server upgrade or configuration changes.

When the _hi dden tag is set to true, this instructs MySQL Router to exclude the instance from the list

of possible destinations for client applications. The instance remains online, but is not routed to for new
incoming connections. The _di sconnect _exi sting sessi ons_when_hi dden tag controls how
existing connections to the instance are closed. This tag is assumed to be true, and it instructs any MySQL
Router instances bootstrapped against the InnoDB Cluster, InnoDB ClusterSet, or InnoDB ReplicaSet to
disconnect any existing connections from the instance when the _hi dden tag is true.

When _di sconnect _exi sting_sessi ons_when_hi dden is false, any existing client

connections to the instance are not closed if _hi dden is true. The reserved _hi dden and

_di sconnect _exi sting_sessi ons_when_hi dden tags are specific to instances and cannot be used
at the cluster level.

to 60 seconds. This means that when you set tags, it takes up to 60 seconds
for MySQL Router to detect the change. To reduce the waiting time, change

Warning
O When the use_gr _noti fi cati ons MySQL Router option is enabled, it defaults
use_gr _notifications toa lower value.

For example, suppose you want to remove the i ¢- 1 instance which is part of an InnoDB Cluster assigned
to nyC ust er from the routing destinations. Use the set | nst anceOpt i on() JavaScript operation to
enable the hi dden and _di sconnect _exi sting_sessi ons_when_hi dden tags:

nysql -j s> nyCl uster. setlnstanceOption("icadm n@c-1:3306", "tag:_hi dden", true);

Or use the set i nstance_opti on() Python operation to enable the hi dden and
_di sconnect _exi sting_sessi ons_when_hi dden tags:

nysql -j s> nyCl uster.set_instance_option("icadm n@c-1: 3306", "tag:_hi dden", true);
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Removing Instances from Routing

You can verify the change in the metadata by checking the options. For example the change made toi c- 1
would show in the options as:

nmysql -j s> nyCl uster. options()

{
"cluster": {
"name": "testl",
"tags": {
"ic-1:3306": [
{
"option": "_disconnect_existing_sessions_when_hi dden",
"val ue": true
iE
{
"option": "_hidden",
"val ue": true
}
Il
"ic-2:3306": [],
"ic-3:3306": [],
"global ": []
}
}
}

You can verify that MySQL Router has detected the change in the metadata by viewing the log file. A
MySQL Router that has detected the change made to i c- 1 would show a change such as:

2020-07-03 16: 32: 16 netadata_cache | NFO [ 7f a9d164c700] Potenti al changes detected in cluster 'testC uster’
2020-07-03 16: 32: 16 netadata_cache I NFO [ 7f a9d164c700] view.id = 4, (3 nenbers)

2020- 07-03 16:32: 16 netadata_cache | NFO [ 7f a9d164c700] ic-1:3306 / 33060 - npde=RW
2020-07-03 16: 32: 16 net adata_cache | NFO [ 7f a9d164c700] ic-1:3306 / 33060 - npde=RO
2020-07-03 16: 32: 16 netadata_cache | NFO [ 7f a9d164c700] ic-1:3306 / 33060 - node=RO hi dden=yes di sconne

2020-07-03 16:32:16 routing | NFO [ 7fa9d164c700] Routing routing:testCluster_x_ro |listening on 64470 got r e
2020-07-03 16:32:16 routing | NFO [ 7fa9d164c700] Routing routing:testC uster_x_rw listening on 64460 got r e
2020-07-03 16:32:16 routing | NFO [ 7f a9d164c700] Routing routing:testCuster_rw |listening on 6446 got reque:
2020-07-03 16:32:16 routing | NFO [ 7fa9d164c700] Routing routing:testC uster_ro |listening on 6447 got reque:

To bring the instance back online, use the set | nst anceOpt i on() operation to remove the tags, and
MySQL Router automatically adds the instance back to the routing destinations, and it becomes online for
applications. For example:

nysql -j s> nyCl uster. setlnstanceOption(i cadm n@c-1: 3306, "tag:_hi dden", false);
Verify the change in the metadata by checking the options again:

nmysql -j s> nyCl uster. options()

{
"cluster": {
"name": "testl",
"tags": {
"ic-1:3306": [
{
"option": "_disconnect_existing_sessions_when_hi dden",
"val ue": true
}
{
"option": "_hidden",
"val ue": false
}
Il
"ic-2:3306": [],
"ic-3:3306": [],
"global ": []
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}

As of 8.0.32, you can also view the _hi dden status on members using the attribute hi ddenFr onRout er
in the output of the following commands:

e Cluster.status()
 Cluster.describe()
* ReplicaSet.status()

This attribute is t r ue for any member hidden from MySQL Router traffic using the _hi dden metadata tag.

Setting Tags on a Cluster

The Cl uster. set Opti on(option, val ue) operation enables you to change the value of a
namespace option for the whole cluster. The opt i on argument must be a string with the format
namespace: opti on.

The val ue parameter is the value to be assigned to opt i on in the specified nanespace. If the value is
nul | , the opt i on is removed from the specified nanespace. For Clusters, the set Opti on() operation
accepts the t ag namespace. Any other namespace results in an Ar gunent Err or .

Tip
; Tags set at the cluster level do not override tags set at the instance level. You
cannot use Cl ust er. set Opti on() to remove all tags set at the instance level.

There is no requirement for all the instances to be online, only that the cluster has quorum. To tag the
InnoDB Cluster assigned to myCl ust er with the | ocat i on tag set to US East, issue the following in
JavaScript:

nmysql -j s> nyC uster.setOption("tag: | ocation", "US East")
nmysql -j s> nyCl uster. options()
{
"cluster": {
"nane": "test1l",
"tags": {
"ic-1:3306":
"ic-2:3306":
"ic-3:3306":
"global ": [
{

——r—
— i —

"option": "location:",
"val ue": "US East"

}

Or issue the following in Python:

nmysql - py> nyCl uster.set_option("tag:location", "US East")
nmysql - pys> nyCl uster. options()
{

"cluster": {
"nanme": "test1l",
"tags": {
"ic-1:3306":
"ic-2:3306":
"ic-3:3306":

——r—
— i —
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"global ": [
{

"option": "location:",
"value": "US East"

}
Removing Tags from a Cluster

To remove a tag from a Cluster, use the Cl ust er. set Opti on(opti on, val ue) operation with a nul |
value in JavaScript, and a None value in Python.

To remove the tag from InnoDB Cluster assigned to myCl ust er with the | ocat i on tag, issue the
following in JavaScript:

mysql -j s> nyCl uster.setOption("tag: | ocation", null)
Or using Python:

nmysql -j s> nyC uster.set_option("tag:|ocation", None)
User Defined Tagging

AdminAPI supports the t ag namespace, where you can store information in the key-value pairs associated
with a given Cluster, ReplicaSet or instance. The options under the t ag namespace are not constrained,
meaning you can tag with whatever information you choose, as long as it is a valid MySQL ASCII identifier.

You can use any name and value for a tag, as long as the name follows the following syntax: _ or letters
followed by alphanumeric and _ characters.

The nanespace option is a colon separated string with the format nanespace: opt i on, where
nanespace is the name of the namespace and opt i on is the actual option name. You can set and
remove tags at the instance level, or at the Cluster or ReplicaSet level.

Tag names can have any value as long as it starts with a letter or underscore, optionally followed by
alphanumeric and _ characters, for example, *[ a- zA- Z_] [ 0- 9a- zA- Z_] *. Only built-in tags are allowed
to start with the underscore _ character.

How you use custom tags is up to you. You could set a custom tag on a Cluster to mark the location of the
Cluster. For example, set a custom tag nhamed location with a value of EMEA on the Cluster.

6.10 Using MySQL Router with AdminAPI, InnoDB Cluster, and
InnoDB ReplicaSet

This section describes how to integrate MySQL Router with InnoDB Cluster and InnoDB ReplicaSet. For
instructions to integrate MySQL Router with InnoDB ClusterSet, see Section 8.5, “Integrating MySQL
Router With InnoDB ClusterSet”.

For background information on MySQL Router, see MySQL Router 8.0.

6.10.1 Bootstrapping MySQL Router

You bootstrap MySQL Router against an InnoDB ReplicaSet or InnoDB Cluster to automatically configure
routing. The bootstrap process is a specific way of running MySQL Router, which does not start the usual
routing and instead configures the nmysql r out er . conf file based on the metadata.
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To bootstrap MySQL Router at the command-line, pass in the - - boot st r ap option when you start the
nysgl r out er command, and it retrieves the topology information from the metadata and configures
routing connections to the server instances. Alternatively, on Windows use the MySQL Installer to
bootstrap MySQL Router. For more information, see MySQL Router Configuration with MySQL Installer.

Once MySQL Router has been bootstrapped, client applications then connect to the ports it publishes.
MySQL Router automatically redirects client connections to the instances based on the incoming port, for
example 6646 is used by default for r ead- wr i t e connections using classic MySQL protocol.

In the event of a topology change, for example, an unexpected failure of an instance, MySQL Router
detects the change and adjusts the routing to the remaining instances automatically. This automatic
adjustment removes the need for client applications to handle failover, or to be aware of the underlying
topology. For more information, see Routing for MySQL InnoDB Cluster.

instances. Always use the - - boot st r ap option as this ensures that MySQL

Note
@ Do not attempt to configure MySQL Router manually to redirect to the server
Router takes its configuration from the metadata. See Cluster Metadata and State.

6.10.2 Configuring the MySQL Router User

When MySQL Router connects to a Cluster, ClusterSet, or ReplicaSet, it requires a user account that has
the correct privileges. From MySQL Router version 8.0.19 this internal user can be specified using the - -
account option. In previous versions, MySQL Router created internal accounts at each bootstrap of the
cluster, which could result in many accounts building up over time. From MySQL Shell version 8.0.20, you
can use AdminAPI to set up the user account required for MySQL Router.

Use the set upRout er Account (user, [options]) operation to create a MySQL user account or
upgrade an existing account so that it can be used by MySQL Router to operate on an InnoDB Cluster or
InnoDB ReplicaSet. This is the recommended method of configuring MySQL Router with InnoDB Cluster
and InnoDB ReplicaSet.

To add a new MySQL Router account named nyRout er 1 to the InnoDB Cluster referenced by the
variable t est Cl ust er, issue:

nysql sh> test Cl uster. set upRout er Account (' nyRouter1')

In this case, no domain is specified and so the account is created with the wildcard (%) character, which
ensures that the created user can connect from any domain. To limit the account to only be able to connect
from the exanpl e. comdomain in JavaScript, issue:

nysql -j s> test Cl uster. set upRout er Account (' nyRout er 1@xanpl e. com )

Or using Python:

nysql - py> test Cl uster.setup_router_account (' nyRout er 1@xanpl e. com )

The operation prompts for a password, and then sets up the MySQL Router user with the correct
privileges. If the InnoDB Cluster or InnoDB ReplicaSet has multiple instances, the created MySQL Router
user is propagated to all of the instances.

When you already have a MySQL Router user configured, for example if you are using a version prior

to 8.0.20, you can use the set upRout er Account () operation to reconfigure the existing user. In this
case, pass in the updat e option set to true. For example, to reconfigure the myd dRout er user, issue the
following in JavaScript:
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nmysql -j s> test Cl uster. set upRout er Account (' myd dRouter', {'update':1})

Or using Python:

nmysql - py> testCluster.setup_router_account (' nyd dRouter', {'update':1})

You can also update the MySQL Router user's password with the dictionary options { passwor d:
"newPasswor d", update: 1} . The following JavaScript example updates the password of the
MySQL Router user, nyRout er 1 to newPasswor d1#:

nmysql -j s> test Cl uster. set upRout er Account (' myRouter1', {password: "newPasswordl#",'update': 1})

Or using Python:

nmysql - py> testCluster.setup_router_account (' nyRouterl' , {password: "newPasswordl#", 'update':1})

As of MySQL Shell 8.0.33, SSL certificates are supported. The following options were added to
set upRout er Account () :

e requireCertlssuer: Optional SSL certificate issuer for the account.
e requireCert Subj ect : Optional SSL certificate subject for the account.

e passwor dExpi ration: nunber O Days | Never | Defaul t:Password expiration setting for the
account.

e nunber O Days: The number of days before the password expires.
* Never: The password never expires.

e Def aul t: The system default is used.

6.10.3 Deploying MySQL Router

The recommended deployment of MySQL Router is on the same host as the application. When using a
sandbox deployment, everything is running on a single host. Therefore you deploy MySQL Router to the
same host. When using a production deployment, we recommend deploying one MySQL Router instance
to each machine used to host one of your client applications. It is also possible to deploy MySQL Router to
a common machine through which your application instances connect. For more information, see Installing
MySQL Router.

To bootstrap MySQL Router based on an InnoDB Cluster or InnoDB ReplicaSet, you need the URI-

like connection string to an online instance. Run the nysql r out er command and provide the - -

boot st r ap=i nst ance option, where i nst ance is the URI-like connection string to an online instance.
MySQL Router connects to the instance and uses the included metadata cache plugin to retrieve the
metadata, consisting of a list of server instance addresses and their role. For example:

$> nysql router --bootstrap icadm n@ c-1:3306 --account=nysqlrouter

You are prompted for the instance password and encryption key for MySQL Router to use. This key is
used to encrypt the instance password used by MySQL Router to connect to the cluster. The ports you can
use for client connections are also displayed. For additional bootstrap related options, see Bootstrapping
Options.

Tip
; At this point MySQL Router has not been started so that it would route connections.
Bootstrapping is a separate process.
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The MySQL Router bootstrap process creates a nysql r out er . conf file, with the settings based on
the metadata retrieved from the address passed to the - - boot st r ap option, in the above example

i cadm n@ c- 1: 3306. Based on the metadata retrieved, MySQL Router automatically configures the
nysqgl rout er. conf file, including a net adat a_cache section.

If you are using MySQL Router 8.0.14 and later, the - - boot st r ap option automatically configures
MySQL Router to track and store active MySQL metadata server addresses at the path configured by
dynam c_st at e. This ensures that when MySQL Router is restarted it knows which MySQL metadata
server addresses are current. For more information, see the dynami c_st at e documentation.

In earlier MySQL Router versions, metadata server information was defined during MySQL Router's initial
bootstrap operation and stored statically as boot st rap_ser ver _addr esses in the configuration file,
which contained the addresses for all server instances in the cluster. For example:

[ met adat a_cache: prodCl ust er]

router_id=1

boot strap_server _addresses=nysql ://i cadm n@ c- 1: 3306, mysql : / /i cadm n@ c- 2: 3306, nmysql : //i cadm n@ c- 3: 3306
user=nysql routerl jy95yozko3k2

nmet adat a_cl ust er =pr odCl ust er

ttl =300

Tip

@ If using MySQL Router 8.0.13 or earlier, when you change the topology of a
cluster by adding another server instance after you have bootstrapped MySQL
Router, you need to update boot st rap_server _addr esses based on the
updated metadata. Either restart MySQL Router using the - - boot strap
option, or manually edit the boot st rap_server _addr esses section of the
nysql rout er. conf file and restart MySQL Router.

The generated MySQL Router configuration creates TCP ports which you use to connect to the cluster.
By default, ports for communicating with the cluster using both classic MySQL protocol and X Protocol are
created. To use X Protocol the server instances must have X Plugin installed and configured, which is the
default for MySQL 8.0 and later. The default available TCP ports are:

* 6446 - for classic MySQL protocol read-write sessions, which MySQL Router redirects incoming
connections to primary server instances.

* 6447 - for classic MySQL protocol read-only sessions, which MySQL Router redirects incoming
connections to one of the secondary server instances.

* 64460 - for X Protocol read-write sessions, which MySQL Router redirects incoming connections to
primary server instances.

* 64470 - for X Protocol read-only sessions, which MySQL Router redirects incoming connections to one
of the secondary server instances.

Depending on your MySQL Router configuration the port numbers might be different

to the above. For example if you use the - - conf - base- port option, or the
group_replication_single prinmary_node variable. The exact ports are listed when you start
MySQL Router.

The way incoming connections are redirected depends on the underlying topology used. For example,
when using a single-primary cluster, by default MySQL Router publishes a X Protocol and a classic MySQL
protocol port, which clients connect to for read-write sessions and which are redirected to the cluster's
single primary. With a multi-primary cluster, read-write sessions are redirected to one of the primary
instances in a round-robin fashion. For example, the first connection to port 6446 is redirected to the ic-1
instance. The second connection to port 6446 is redirected to the ic-2 instance, and so on.
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For incoming read-only connections, MySQL Router redirects connections to one of the secondary
instances, also in a round-robin fashion. To modify this behavior see the r out i ng_st r at egy option.

Once bootstrapped and configured, start MySQL Router. If you used a system wide install with the - -
boot st r ap option then issue:

$> nysqlrouter &

If you installed MySQL Router to a directory using the - - di r ect or y option, use the st art . sh script
found in the directory you installed to.

Alternatively set up a service to start MySQL Router automatically when the system boots, see Starting
MySQL Router. You can now connect a MySQL client, such as MySQL Shell to one of the incoming
MySQL Router ports as described above and see how the client gets transparently connected to one of the
server instances.

$> nysql sh --uri root @ocal host: 6442

To verify which instance you are connected to, issue an SQL query against the port status variable. For
example:

nysql -j s> \sql
Switching to SQL node... Commands end with ;

nmysql - sql > sel ect @®ort;

foooosooo +
| @ort |
foooosooo +
| 3310 |
foooosooo +

Or, for example, using:

nmysql -j s> \sql
Switching to SQL node... Commands end with ;
nmysql - sql > SHOW VARI ABLES WHERE Vari abl e_nane = 'port';

+ommmmmmm +
| @@ort |
+ommmmmmm +
| 3310 |
+ommmmmmm +

6.10.4 Using ReplicaSets with MySQL Router

You can use MySQL Router 8.0.19 and later to bootstrap against an InnoDB ReplicaSet. For more
information, see Section 6.10, “Using MySQL Router with AdminAPI, InnoDB Cluster, and InnoDB
ReplicaSet”. The only difference in the generated MySQL Router configuration file is the addition of
the cl ust er _t ype option. When MySQL Router is bootstrapped against a ReplicaSet, the generated
configuration file includes:

cluster_type=rs
When you use MySQL Router with InnoDB ReplicaSet, be aware that:

» The read-write port of MySQL Router directs client connections to the primary instance of the
ReplicaSet.

» The read-only port of MySQL Router direct client connections to a secondary instance of the ReplicaSet,
although it could also direct them to the primary.

» MySQL Router obtains information about the ReplicaSet's topology from the primary instance.
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« MySQL Router automatically recovers when the primary instance becomes unavailable and a different
instance is promoted.

You work with the MySQL Router instances which have been bootstrapped against a ReplicaSet in
the same way as with InnoDB Cluster. For more information on Repl i caSet . | i st Rout er s() and
Repl i caSet. renoveRout er Met adat a( ) , see Section 6.10.6, “Working with a Cluster's Routers” .

6.10.5 Testing InnoDB Cluster High Availability

To test if InnoDB Cluster high availability works, simulate an unexpected halt by killing an instance.

The cluster detects the fact that the instance left the cluster and reconfigures itself. How the cluster
reconfigures itself depends on whether you are using a single-primary or multi-primary cluster, and the role
the instance serves within the cluster.

In single-primary mode:

« If the current primary leaves the cluster, one of the secondary instances is elected as the new primary,
with instances prioritized by the lowest ser ver _uui d. MySQL Router redirects read-write connections
to the newly elected primary.

« If a current secondary leaves the cluster, MySQL Router stops redirecting read-only connections to the
instance.

For more information see Single-Primary Mode.
In multi-primary mode:

 If a current "R/W" instance leaves the cluster, MySQL Router redirects read-write connections to other
primaries. If the instance which left was the last primary in the cluster then the cluster is completely gone
and you cannot connect to any MySQL Router port.

For more information see Multi-Primary Mode.

There are various ways to simulate an instance leaving a cluster, for example you can forcibly stop the
MySQL server on an instance, or use the AdminAPI dba. ki | | SandboxI nst ance() if testing a sandbox
deployment. In this example, there is a single-primary sandbox cluster deployment with three server
instances and the instance listening at port 3310 is the current primary. The instance leaves the cluster
unexpectedly, simulated by ki | | i ng an the instance:

For example, by issuing the JavaScript command:
nysql -j s> dba. ki | | Sandbox| nst ance(3310)

Or, by issuing the Python command:

nysql - py> dba. ki | | _sandbox_i nst ance(3310)
The cluster detects the change and elects a new primary automatically.

Assuming your session is connected to port 6446, the default read-write classic MySQL protocol port,
MySQL Router should detect the change to the cluster's topology and redirect your session to the newly
elected primary. To verify this, switch to SQL mode in MySQL Shell using the \ sql command and select
the instance's por t variable to check which instance your session has been redirected to.

The first SELECT statement fails as the connection to the original primary was lost, this means the
current session has been closed. MySQL Shell automatically reconnects for you and when you issue the
command again the new port is confirmed.

nmysql -j s> \sql
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Switching to SQL node... Commands end with ;

nmysql -sql > SELECT @@ort ;

ERROR: 2013 (HYO000): Lost connection to MySQL server during query
The gl obal session got di sconnect ed.

Attenpting to reconnect to 'root @ocal host: 6446' . ..

The gl obal session was successfully reconnected.

nmysql -sql > SELECT @@ort ;

+ommmmmmm +
| @@ort |
+ommmmmmm +
| 3330 |
+ommmmmmm +

1 rowin set (0.00 sec)

In this example, the instance at port 3330 has been elected as the new primary. This election shows
that the InnoDB Cluster has provided automatic failover, and that MySQL Router has automatically
reconnected us to the new primary instance, and that we have high availability.

6.10.6 Working with a Cluster's Routers

You can bootstrap multiple instances of MySQL Router against InnoDB Cluster or InnoDB ReplicaSet.
From version 8.0.19, to show a list of all registered MySQL Router instances, issue:

Cluster.listRouters()

The result provides information about each registered MySQL Router instance, such as its name in the
metadata, the hostname, ports, and so on. For example, issue the following JavaScript command:

nysql -js> Cluster.|istRouters()

{
"cl ust er Name": "exanpl e",
"routers": {
"ic-1:3306": {
"host nane": "ic-1:3306",
"| ast Checkl n": "2020-01-16 11:43: 45",
"roPort": 6447,
"roXPort": 64470,
"rwPort": 6446,
"rwxPort": 64460,
"version": "8.0.19"
}
}
}

Or issue the following Python command:

nmysql - py> Cluster.|list_routers()

"clusterNane": "exanple",
"routers": {
"ic-1:3306": {
"host nane": "ic-1:3306",

"| ast Checkl n": "2020-01-16 11:43: 45",
"roPort": 6447,

"roXPort": 64470,

"rwPort": 6446,

"rwXPort": 64460,

"version": "8.0.19"

}
The returned information shows:

e The name of the MySQL Router instance.
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 Last check-in timestamp, which is generated by a periodic ping from the MySQL Router stored in the
metadata.

* Hostname where the MySQL Router instance is running.

* Read-Only and Read-Write ports, which the MySQL Router publishes for classic MySQL protocol
connections.

* Read-Only and Read-Write ports, which the MySQL Router publishes for X Protocol connections.

» Version of this MySQL Router instance. The support for returning ver si on was added in 8.0.19. If this
operation is run against an earlier version of MySQL Router, the version field is nul | .

Additionally, the Cl ust er. | i st Rout er s() operation can show a list of instances that do not support the
metadata version supported by MySQL Shell. Use the onl yUpgr adeRequi r ed option. For example, by
issuing Cl uster.listRouters({' onl yUpgradeRequired :"true'}).

The returned list shows only the MySQL Router instances registered with the Cl ust er, which require an
upgrade of their metadata. For more information, see Section 6.11, “Upgrade Metadata Schema”.

MySQL Router instances are not automatically removed from the metadata, so for example as you
bootstrap more instances the InnoDB Cluster metadata contains a growing number of references
to instances. To remove a registered MySQL Router instance from a cluster's metadata, use the
Cl ust er. renoveRout er Met adat a( r out er) operation, added in version 8.0.19.

Use the Cl ust er. | i st Rout er s() operation to get the name of the MySQL Router instance you want to
remove, and pass it in as r out er . For example, suppose the MySQL Router instances registered with a
cluster were:

nysql -js> Cluster.|istRouters(){

"clusterNane": "testC uster"”,
"routers": {
"myRouter1": {
"host nane": "exanpl el. cont',
"| ast Checkln": null,
"routerld": "1",
"roPort": "6447",
"rwPort": "6446"
"version": null
b
"nmyRout er2": {
"host nane": "exanpl e2. cont',
"| ast Checkln": "2019-11-27 16: 25: 00",
“routerld": "3",
"roPort": "6447",
"rwPort": "6446"
"version": "8.0.19"

}

Based on the fact that the instance named “myRouter1” has nul | for “lastCheckIn” and “version”. Remove
this old instance from the metadata by issuing the following JavaScript command:

nmysql -j s> cl uster.renoveRout er Met adat a(' myRouter1')
Or, by issuing the following Python command:

nmysql - py> cluster.renove_router_netadata(' myRouterl')

The MySQL Router instance specified is unregistered from the cluster by removing it from the InnoDB
Cluster metadata.
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6.11 Upgrade Metadata Schema

As AdminAPI evolves, some releases might require you to upgrade the metadata of existing ClusterSets,
ReplicaSets, and Clusters to ensure they are compatible with newer versions of MySQL Shell. For
example, the addition of InnoDB ReplicaSet in version 8.0.19 means that the metadata schema has been
upgraded to version 2.0. Regardless of whether you plan to use InnoDB ReplicaSet or not, to use MySQL
Shell 8.0.19 or later with a cluster deployed using an earlier version of MySQL Shell, you must upgrade the
metadata of your Cluster.

Warning

O Without upgrading the metadata you cannot use MySQL Shell to change the
configuration of a cluster created with earlier versions. For example, you can only
perform read operations against the cluster such as:

e Cluster.status()
e Cluster.describe()
e Cluster.options()

The dba. upgr adeMet adat a() operation compares the version of the metadata schema found on the
ClusterSet, ReplicaSet, or InnoDB Cluster that MySQL Shell is currently connected to, with the version

of the metadata schema supported by this MySQL Shell version. If the metadata found version is lower,
an upgrade process is started. The dba. upgr adeMet adat a() function then updates any automatically
created MySQL Router users to have the correct privileges. Manually created MySQL Router users with

a name not starting with mysql _r out er _ are not automatically upgraded. This is an important step in
upgrading your ClusterSet, ReplicaSet, or InnoDB Cluster, only then can the MySQL Router metadata

be upgraded. To view information on which of the MySQL Router instances registered with a ClusterSet,
ReplicaSet, or Cluster require the metadata upgrade, use the . | i st Rout er s() function. For example, to
list the Router instances associated with a Cluster, using the assigned variable cl ust er issue:

cluster.listRouters({'onlyUpgradeRequired' :'true'})

{
"clusterNane": "nycluster",
"routers": {
"exanpl e.com:": {
"host nane": "exanpl e. cont
"| ast Checkln": "2019-11-26 10: 10: 37"
"roPort": 6447
"roXPort": 64470
"rwPort": 6446
"rwXPort": 64460
"version": "8.0.18"
}
}
}

In this example, the onl yUpgr adeRequi r ed options is included in the | i st Rout er s() function. The
onl yUpgr adeRequi r ed is a Boolean value that enables filtering , so only router instances that support
older versions of the Metadata Schema and require upgrading are included in the returned JSON object.

To upgrade a ClusterSet, ReplicaSet, or Cluster's metadata, connect MySQL Shell's global session to
your ClusterSet, ReplicaSet, or Cluster and use the dba. upgr adeMet adat a() operation to upgrade the
ClusterSet, ReplicaSet, or Cluster's metadata to the new metadata. For example:

nysql -j s> shel | . connect (' user @xanpl e. com 3306' )

nysql -j s> dba. upgr adeMet adat a()
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I nnoDB C uster Metadata Upgrade

The cluster you are connected to is using an outdated netadata schena version
1.0.1 and needs to be upgraded to 2.0.0.

W thout doing this upgrade, no Adm nAPl calls except read only operations wl |
be al | owned.

The grants for the M/SQL Router accounts that were created automatical ly when
boot st rappi ng need to be updated to nmatch the new netadata version's
requirements.

Updating router accounts...

NOTE: 2 router accounts have been updat ed.

Upgr adi ng netadata at 'exanpl e.com 3306 fromversion 1.0.1 to version 2.0.0.
Creating backup of the netadata schena...

Step 1 of 1: upgrading from1.0.1 to 2.0.0...

Renmovi ng net adat a backup. . .

Upgr ade process successfully finished, netadata schema is now on version 2.0.0

If the installed metadata version is lower, an upgrade process is started.
The dba. upgr adeMet adat a() function accepts the following options:

» dryRun:is a Boolean value used to enable a dry run of the upgrade process. If dr yRun is used, the
dba. upgr adeMet adat a() function determines whether a metadata upgrade or restore is required and
informs you without actually executing the operation.

* interactive:is a Boolean value used to disable or enable the wizards in the command execution,
meaning that prompts and confirmations will be provided or not provided according to the value set. The
default value is equal to MySQL Shell wizard mode.

If you encounter an error related to the ClusterSet, ReplicaSet, or Cluster administration user missing
privileges, use the relevant . set upAdm nAccount () operation with the update option to grant the user
the correct privileges:

» Create or upgrade a MySQL user account with the necessary privileges to administer an InnoDB Cluster:
<Cl ust er >. set upAdm nAccount (user, options)

See InnoDB Cluster administrator accounts.

» Create or upgrade a MySQL user account with the necessary privileges to administer an InnoDB
ReplicaSet: <Repl i caSet >. set upAdnmi nAccount (user, options)

6.12 Locking Mechanism for AdminAPI Operations

As of version 8.0.33, AdminAPI extends the locking mechanism introduced for InnoDB ReplicaSet in 8.0.20
to InnoDB Cluster and InnoDB ClusterSet.

Previously, different instances of MySQL Shell could connect and process AdminAPI operations
simultaneously on the same resource. This could lead to inconsistent states and errors, for example, if
Cluster.addl nstance() and Cl uster. set Pri maryl nst ance() were processed in parallel.

Locking Types
AdminAPI uses the MySQL Locking Service to provide the following locking types:

» Read or shared lock: allows concurrent execution of some operations while blocking exclusive
operations. If an operation attempts to acquire a shared lock, but cannot, due to the presence of an
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exclusive lock, the operation is aborted without making any changes. If the current operation has a
shared lock, and the new operation requires a shared lock, the new operation is allowed access.

» Write or exclusive lock: blocks execution of all other operations until the current operation is complete
and the exclusive lock is released. If an operation attempts to acquire an exclusive lock, but cannot, due
to the presence of an existing lock, the operati