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Dear FinCEN Regulatory Support Team:

I am a researcher in the Financial Computing and Analytics Group in the Department of Computer
Science at University College London, and I am also a citizen of the United States of America. I have
spent a decade working in the financial industry and have advised financial regulators in the UK and
abroad. My research concerns complex systems at the interface of finance, information technology,
and public policy. Over the past four years, my work has specifically focussed on digital currencies and
the future of payments. My brief comments in this letter concern the current FinCEN consultation
on Requirements for Certain Transactions Involving Convertible Virtual Currency or Digital Assets.

Specifically, my comments concern restrictions related to the use of non-custodial wallets. Most
importantly, I emphasise that it is possible to introduce regulation of digital currency transactions
involving non-custodial wallets while still allowing non-custodial wallets that protect the privacy of
end-users. For this reason, I applaud the fact that the proposed regulation does not prohibit the
use of non-custodial wallets. I also applaud the fact that the obligation for financial institutions to
identify the counterparties to transactions would apply only to the transactions, as opposed to the
non-custodial wallets themselves, and only to a limited set of transactions that meet specific criteria.
Finally, I applaud the fact that the criteria can be determined in advance by the counterparties to a
transaction before the transaction is attempted. These decisions are reasonable and appropriate.

At the same time, I am concerned about the use of language in the proposed rules and its associated
documents that equates non-custodial wallets to anonymous bank accounts. This analogy is not
appropriate: While anonymous bank accounts involve a specific relationship between a bank and
a customer over some period of time, non-custodial wallets require no such relationship and are
essentially tools that allow individuals to be custodians of their own money. A more appropriate



analogy would compare non-custodial wallets to physical wallets that hold physical cash. For this
reason, I argue that non-custodial wallets should offer to their users the same affordances as cash
and consequently are essential to individual privacy and human rights.

Unfortunately, the proposed thresholds for reporting and recordkeeping rules involving non-custodial
wallets do not match the requirements for cash. First, the recordkeeping rules for cash transactions
are not the same as the recordkeeping rules for bank wire transfers, and the requirement for a bank
or money services business to maintain records identifying the counterparties to any transaction
involving $3,000 or more is not consistent with the fact that cash transactions in excess of this
amount are not subject to the same recordkeeping requirement in the US. The requirement for
recordkeeping must therefore involve either a significantly higher threshold or a test that depends
upon the specific use case. Second, under some circumstances it is also possible for individuals to
conduct legal cash transactions in excess of $10,000 without incurring regulatory reporting obligations
in the US. Therefore, it would be more appropriate to apply the corresponding reporting requirement
to the withdrawal or deposit of funds between a bank or money services business and a non-custodial
wallet, rather than to the transaction itself.

Although retail digital currency transactions are currently perceived as something of a niche market,
reason exists to believe that the scope and set of use cases for such transactions will expand in the
decades ahead. One important reason relates to the secular decline in the use of cash in much of
the developed world. Indeed, many retailers have come to conclude that accepting cash is optional,
and for this reason legislation to compel retailers to accept cash exists in many jurisdictions around
the world, including Denmark, Norway, China, and several US states [1, 2]. However, such legislative
protections might not be enough to sustain cash as a viable payment option. As retail transactions
increasingly take place electronically, the variable revenues associated with operating cash infrastruc-
ture fall relative to the fixed costs, and the marginal cost of handling cash increases. This logic
applies without distinction to retail users, including both customers and vendors, as well as banks
and operators of ATM networks. In the UK, ATM networks and bank branches that facilitate the
circulation of cash are facing pressure that has led to a downward spiral in cash services [3].

Cash affords certain important advantages to its bearers that modern retail payment infrastructure
does not, including but not limited to:

∎ Owner-custodianship. The absence of a custodian means that the bearer cannot be blocked
by the custodian from making a remittance or charged differentially by the custodian on the
basis of the counterparty to a transaction. Self-determination is an essential feature of own-
ership, and a critical prerequisite to ownership is the ability to withdraw and use cash in a
multitude of transactions without a custodian.

∎ True fungibility. Because cash does not require any particular identification or imply any
particular relationship with a financial institution, users of cash know that their money is
exactly as valuable as anyone else’s. Absent this property, counterparties to a transaction
would be able to discriminate on the basis of the identity of the bearer or the custodian, and
the same amount of money would have a different value in the hands of different people.

∎ Privacy by design. It is no secret that retail payments leave behind a data trail that can be
used to construct a detailed picture of an individual’s personal lives, including travel, financial
circumstances, relationships, and much more. The fact that electronic payments can be used
for surveillance and population control has been known for many decades [4, 5]. I further note
that data protection, which relates to the access and use of private information once collected,
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is not the same as privacy by design, wherein users of a technology do not reveal private
information in the first instance. The principle of favouring privacy by design to data protection
is well-understood [6], and the continued inability of governments and corporations to prevent
unauthorised access, both by (other) government authorities and by malicious adversaries,
underscores a greater need for private information to not be collected [7]. I have also elaborated
this argument specifically in the context of value-exchange systems [8].

Non-custodial wallets offer a way to preserve cash-like characteristics in digital transactions, and
I have argued that the popularity of cryptocurrencies largely follows from the pursuit of privately
held digital cash [9]. The increasing preponderance of online and digital transactions must not be
viewed as an opportunity to expand the scope for surveillance and control over individual persons by
monitoring or restricting what they do with their money.

Fortunately, it is possible to regulate financial transactions without collecting data that could be
used to profile the behaviour of individual persons. The solution proposed by my team introduces
a government-backed digital currency infrastructure to ensure that every transaction is registered
by a bank or money services business, and it relies upon non-custodial wallets backed by privacy-
enhancing technology such as zero-knowledge proofs to ensure that transaction counterparties are
not revealed [10]. Please refer specifically to Sections 3.3, 3.4, and 4.4 for details relevant to the
proposed regulation.

In principle, it should be possible to accommodate such solutions by adapting the proposed regulation
to protect the rights of individual persons. For the proposed regulation to avoid infringing upon
essential privacy and human rights, specific measures must be taken to ensure:

∎ that non-custodial wallets must not be expected to carry persistent identifying information
such as a unique identifier or address that would be associated with multiple transactions,

∎ that non-custodial wallets must not be expected to reveal information, including keys or ad-
dresses associated with previous or subsequent transactions, that can be used to identify their
bearers, owners, or sources of funds,

∎ that the obligation to identify the counterparties to a transaction can only be imposed at the
time of a transaction, and

∎ that the process for providing information to the requesting banks or money services businesses
for the purposes of recordkeeping or reporting must not involve the non-custodial wallet itself
and would be carried out only with the consent of both counterparties.

It can only be possible for ordinary users of non-custodial wallets to have confidence that their
routine activities will not be profiled if the relevant thresholds are sufficiently high and circumstances
are sufficiently rare for which counterparty information is requested for recordkeeping or reporting.
Such requests must involve the explicit consent of the owner or bearer of the digital tokens on each
separate occasion, must not be routine for ordinary persons carrying out ordinary activities, and must
not require a non-custodial wallet or other personal device to reveal any information identifying its
owner or bearer.

In all cases, it is critical to separate the regulatory requirements for identification (the ’policy’) from
the underlying protocols and technology that facilitate payments (the ’mechanism’). Such separation
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must be seen as a requirement for non-custodial wallets. The mechanism by which custodial retail
electronic payments are implemented enables surveillance as an artifact of the custodial relationship.
For owners of money to truly use it freely, they must have a means of using money outside custodial
relationships and without the risk of profiling. To impose requirements upon non-custodial wallets
that essentially proscribe such uses would only serve to ensure that digital money is never truly
owned, as its users would be forced to accept a more limited set of rights.

Please feel free to contact me if you have any questions related to the contents of this message or
would like to discuss my research in greater depth. I welcome your thoughts and would very much
welcome the chance to speak further with you on this important topic.

Yours sincerely,

Dr Geoffrey Goodell
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