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Abstract—We formulate intrusion tolerance for a system with
service replicas as a two-level optimal control problem. On the
local level node controllers perform intrusion recovery, and on the
global level a system controller manages the replication factor.
The local and global control problems can be formulated as
classical problems in operations research, namely, the machine
replacement problem and the inventory replenishment problem.
Based on this formulation, we design TOLERANCE, a novel
control architecture for intrusion-tolerant systems. We prove
that the optimal control strategies on both levels have threshold
structure and design efficient algorithms for computing them. We
implement and evaluate TOLERANCE in an emulation environ-
ment where we run 10 types of network intrusions. The results
show that TOLERANCE can improve service availability and
reduce operational cost compared with state-of-the-art intrusion-
tolerant systems.

Index Terms—Intrusion tolerance, Byzantine fault tolerance,
BFT, intrusion recovery, optimal control, POMDP, MDP, CMDP.

I. INTRODUCTION

As our reliance on online services is growing, there is an

increasing demand for reliable systems that provide correct

service without disruption. Traditionally, the main cause of

disruption in networked systems has been hardware failures

and power outages [1], [2]. While tolerance against these types

of failures is important, a growing source of disruptions is

network intrusion [3].
Intrusions are fundamentally different from hardware fail-

ures as an attacker can behave arbitrarily, i.e., Byzantine,

which leads to unanticipated failure behavior. Due to the high

costs of such failures and the fact that it is impractical to

prevent all intrusions, the ability to tolerate intrusions becomes

necessary [4]. This ability is particularly important for safety-

critical applications, e.g., real-time control systems [5]–[10],

control-planes for software defined networks [11], SCADA

systems [12], [13], and e-commerce applications [14].
We call a system intrusion-tolerant if it provides correct

service while intrusions occur [15]–[17]. The common ap-

proach to build intrusion-tolerant systems is to replicate the

system over a set of nodes, each of which can respond to

service requests. Through such redundancy, compromised and

crashed nodes can be substituted by healthy nodes.
Current intrusion-tolerant systems are based on three main

building blocks: (i) a protocol for service replication that

tolerates a subset of compromised and crashed nodes; (ii) a

replication strategy that adjusts the replication factor; and (iii)
a recovery strategy that determines when to recover potentially

compromised nodes [4], [15], [16].
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Fig. 1: Two-level feedback control for intrusion tolerance;

node controllers with strategies π1, . . . , πNt
compute belief

states b1, . . . , bNt
and make local recovery decisions; a global

system controller with strategy π receives belief states and

manages the replication factor Nt.

Replication protocols that satisfy the condition in (i) are

called Byzantine fault-tolerant (BFT) and have been studied

extensively (see survey [18]). In comparison, few prior works

have studied (ii) and (iii). As a consequence, current intrusion-

tolerant systems typically use a fixed replication factor [19]–

[21] and rely on inefficient recovery strategies, such as periodic

recoveries [19], [22], heuristic rule-based recoveries [16], or

manual recoveries by system administrators [23], [24].

In this paper, we address the above limitations and present

TOLERANCE, which stands for Two-level recovery and repli-

cation control with feedback. TOLERANCE is a control ar-

chitecture for intrusion-tolerant systems with two levels of

control (see Fig. 1). On the local level node controllers perform

intrusion recovery, and on the global level a system con-

troller manages the replication factor. The associated control

problems can be formulated as two classical problems in

operations research, namely, the machine replacement problem
[25] and the inventory replenishment problem [26]. Based

on this formulation, we prove structural properties of the

optimal control strategies and design efficient algorithms for

computing them.

Key benefits of the TOLERANCE architecture are: (i) through

feedback in terms of alerts and log files, the system can

promptly adapt to network intrusions; (ii) by using two control

levels rather than one, the system can tolerate partial failures

and network partitions; and (iii) through the connection with

classical problems from operations research, the system can

leverage well-established control techniques with theoretical

guarantees.
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To assess the performance of TOLERANCE, we implement

it in an emulation environment where we run 10 types of

network intrusions. The results show that TOLERANCE can

achieve higher service availability and lower operational cost

than state-of-the-art intrusion-tolerant systems.

Our contributions can be summarized as follows:

1) We present and evaluate TOLERANCE, a novel control

architecture for intrusion-tolerant systems that uses two

levels of control to decide when to perform recovery and

when to increase the replication factor.

2) We prove properties of the optimal control strategies and

design efficient algorithms for computing them.

3) We implement TOLERANCE in an emulation environment

and evaluate its performance against 10 types of network

intrusions.

Software and data availability. Source code, container

images, and a dataset of 6400 intrusion traces are available

in the supplementary material [27], [28].

II. THE INTRUSION TOLERANCE USE CASE

We consider a set of nodes that collectively offer a service

to a client population. Each node is segmented into two

domains: an application domain, which runs a service replica,

and a privileged domain, which runs security and control

functions. The replicas are coordinated through a replication

protocol that relies on digital signatures and guarantees correct

service if no more than f nodes are compromised or crashed

simultaneously.

Clients access the service through gateways, which also are

accessible to an attacker. The attacker’s goal is to intrude on

the system and compromise replicas while avoiding detection.

We assume that the attacker a) does not have physical access

to nodes; b) can not forge digital signatures; and c) can only

access the service replicas, not the privileged domains (i.e.,

we consider the hybrid failure model [29]). Apart from these

restrictions, the attacker can control a compromised replica in

arbitrary, i.e. Byzantine, ways. It can shut it down, delay its

service responses, communicate with other replicas, etc.

To prevent the number of compromised and crashed nodes

to exceed f , we consider three types of response actions: (i)
recover compromised nodes; (ii) evict crashed nodes from the

system; and (iii) add new nodes. Each of these actions incurs

a cost that must be weighed against the security benefit.

Note that, while we focus on the response actions: eviction,

addition, and recovery of nodes in this paper, the use case can

be extended to include additional response actions, such as

rate limiting [30] and access control [31]. This extension is

however beyond the scope of this paper.

III. BACKGROUND ON INTRUSION-TOLERANT SYSTEMS

A. Fault-Tolerant Systems

Research on fault-tolerant systems has almost a century-

long history with the seminal work being made by von

Neumann [32] and Shannon [33] in 1956. The early work

focused on tolerance against hardware failures. Since then the

field has broadened to include tolerance against software bugs,

operator mistakes, and malicious attacks [1], [2], [34]–[36].

The common approach to build a fault-tolerant service is

redundancy, whereby the service is provided by a set of

replicas. Through such redundancy, compromised and crashed

replicas can be substituted by healthy replicas as long as the

healthy replicas can coordinate their service responses. This

coordination problem is known as the consensus problem.

B. Consensus

Consensus is the problem of reaching agreement among

distributed nodes subject to failures [37]. The solvability of

consensus depends on synchrony and failure assumptions.

The main synchrony assumptions are: (i) the synchronous
model, where there is an upper bound on the communication

delay between nodes; (ii) the partially synchronous model,
where an upper bound exists but the system may have pe-

riods of instability where the bound is violated; and (iii) the

asynchronous model, where no bound exists [37]–[39].

The main failure assumptions are: (i) the crash-stop failure
model, where nodes fail by crashing; (ii) the Byzantine failure
model, where nodes fail arbitrarily; and (iii) the hybrid failure
model, where nodes fail arbitrarily but are equipped with

trusted components that fail by crashing [29], [40].

Deterministic consensus is not solvable in the asynchronous

model [41, Thm. 1]. In the partially synchronous model,

however, consensus is solvable with N nodes and f = N−1
2

crash-stop failures, f = N−1
3 Byzantine failures, and f =

N−1
2 hybrid failures [42, Thm. 1][40, Thms. 5.8,5.11][43,

Thm. 2][44, Thm. 1]. Similarly, consensus is solvable in the

synchronous model with f = N − 1 crash-stop failures,

f = N−1
2 Byzantine failures, and f = N−1

2 hybrid failures

[40, Thm. 5.2][45, Cor. 14] [46, Thm. 1].

C. Intrusion-Tolerant Systems

Intrusion-tolerant systems extend fault-tolerant systems with

intrusion detection, recovery, and response [15], [16], [47],

[48]. We call a system intrusion-tolerant if it remains secure

and operational while intrusions occur [4], [15]. We use the

following metrics to quantify intrusion tolerance:

1) Average time-to-recovery T (R): the average time from

node compromise until recovery starts.

2) Average availability T (A): the fraction of time where

the number of compromised and crashed nodes is at

most f . (We assume the primary-partition model [49]

to circumvent the CAP theorem [50, Thm. 2].)

3) Frequency of recoveries F (R): the fraction of time where

recovery occurs.

IV. INTRUSION TOLERANCE THROUGH

TWO-LEVEL FEEDBACK CONTROL

In this section, we describe TOLERANCE: a two-level con-

trol architecture for intrusion-tolerant systems (see Fig. 2).

It is a distributed system with Nt ≥ 2f + 1 + k nodes
connected through an authenticated network [51]. Each node

runs a service replica. The replicas are coordinated through
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Fig. 2: The TOLERANCE architecture; Nt nodes provide a replicated service to a client population; service responses are

coordinated through an intrusion-tolerant consensus protocol; local node controllers decide when to perform recovery and a

global system controller manages the replication factor Nt.

a reconfigurable consensus protocol that guarantees correct
service if no more than f nodes are compromised or crashed

simultaneously (e.g., reconfigurable MINBFT [43, §4.2]).

TOLERANCE uses two levels of control: local and global. On

the local level, each node runs a node controller that monitors

the service replica through alerts from an Intrusion Detection

System (IDS). Based on these alerts, the controller estimates

the replica’s state, i.e., whether it is compromised or not, and

decides when it should be recovered. As each recovery incurs a

cost, the challenge for the controller is to balance the recovery

costs against the security benefits. To guarantee correct service,

at most k nodes are allowed to recover simultaneously.

The global level includes a system controller that collects

state estimates from the nodes and adjusts the replication factor

Nt. When deciding if Nt should be increased, the controller

faces a classical dilemma in reliability theory [52]. On the

one hand, it aims at high redundancy to maximize service

availability. On the other hand, it does not want an excessively

large and costly system.

Since the only task of the system controller is to execute

control actions and communicate with the node controllers,

it can be deployed on a standard crash-tolerant system, e.g.,

a RAFT-based system [53]. For this reason, we consider the

probability that the system controller crashes to be negligible.

Similar to the VM-FIT and the WORM-IT architectures [19],

[20], [29], each node in TOLERANCE is segmented into two

domains: a privileged domain, which can only fail by crashing,

and an application domain, which may be compromised by an

attacker. The controllers and the IDSs execute in the privileged

domain, whereas the service replicas execute in the application

domain. The separation between the two domains can be real-

ized in several ways. One option is to use a secure coprocessor

to execute the privileged domain (e.g., IBM 4758) [22], [44].

Another option, which does not require special hardware, is

to use a security kernel to run the privileged domain, as in the

WORM-IT architecture [29]. A third option, used in the VM-FIT

architecture [19], is to separate the application domain from

the privileged domain using a secure virtualization layer that

can be formally verified [54]. TOLERANCE implements the

last option for the following reasons: (i) virtualization enables

efficient recovery of a compromised replica by replacing its

virtual container [19], [20]; and (ii) virtualization simplifies

implementation of software diversification, which reduces the

correlation between compromise events across nodes [55].

A. Correctness

We say that a system provides correct service if the healthy

replicas satisfy the following properties:

Each request is eventually executed. (Liveness)

Each executed request was sent by a client. (Validity)

Each replica executes the same request sequence. (Safety)

Proposition 1. TOLERANCE provides correct service if the
following holds:
(a) An attacker can not forge digital signatures.
(b) Network links are authenticated and reliable [37, p. 42].
(c) At most k nodes recover simultaneously and at most f

nodes are compromised or crashed simultaneously.
(d) Nt ≥ 2f + 1 + k at all times t.
(e) The system is partially synchronous [38].

Proof (Sketch). (a)-(b) and the fact that the controllers can

only fail by crashing imply the hybrid failure model (§III-B).

(c)-(d) state that at least f + 1 + k nodes are healthy at all

times t. These properties together with the tolerance threshold

f = Nt−1−k
2 of the consensus protocol (e.g., MINBFT [43,

§4.2]) imply (Safety) ([43, Thms. 1–2]). Next, it follows from

(e) that the healthy nodes will eventually agree on the response

to any service request, which allows to circumvent FLP [41,
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Fig. 3: State transition diagram of node i (2): disks represent

states; arrows represent state transitions; labels indicate prob-

abilities and conditions for state transition; self-transitions are

not shown.

Thm. 1] and achieve (Liveness). Finally, (Validity) is ensured

by the consensus protocol (e.g., MINBFT [43, §4.2]).

Remark. By appropriate use of cryptographic methods and

firewalls, TOLERANCE can be extended to provide confiden-

tiality in addition to (Safety), (Liveness), and (Validity), see

e.g., [56], [57]. We leave this extension for future work.

V. FORMALIZING INTRUSION TOLERANCE AS A

CONSTRAINED TWO-LEVEL CONTROL PROBLEM

To guarantee correct service, the controllers in TOLERANCE

must ensure that: a) the number of compromised and crashed

nodes is at most f , which is achieved by recovery; and b) the

number of nodes satisfies Nt ≥ 2f +1+k, which is achieved

by replacing crashed nodes (Prop. 1). In the following, we

formulate the problem of meeting these constraints while

minimizing operational cost as a control problem with a

local and a global level. On the local level, node controllers

minimize cost while meeting a), and on the global level, the

system controller minimizes cost while meeting b).

Notation. Random variables are denoted by upper-case letters

(e.g., X) and their values by lower-case (e.g., x). P is a

probability measure. The expectation of an expression φ with

respect to X is written as EX [φ]. When φ includes many

random variables that depend on π, we simply write Eπ[φ].
x ∼ φ means that x is sampled from φ. We use P[x] as a

shorthand for P[X = x]. Calligraphy letters (e.g., V) represent

sets. �·� is the Iverson bracket. �·� is the floor function. Further

notation is listed in Table 1.

A. The Local Level: Controlling Intrusion Recovery

The local level consists of Nt node controllers, each of

which decides when to perform intrusion recovery. We model

this control problem as an instance of the machine replacement
problem from operations research [25].

Let Nt � {1, 2, . . . , Nt} be the set of nodes and

π1,t, π2,t, . . . , πN,t the corresponding control strategies at time

t. Node i has state si,t ∈ SN with three values: ∅ if it is

crashed, C if it is compromised, and H if it is healthy (see

Fig. 3). Controller i takes action ai,t ∈ AN with two values:

R is the recovery action and W is the wait action. We assume

that a recovery action at time t is completed by t+ 1.

Notation(s) Description

Nt, Nt, f Set of nodes, number of nodes, tolerance threshold (Prop. 1)

T (R) Average time-to-recovery when an intrusion occurs (§III-C)

F (R), T (A) Frequency of recoveries, average service availability (5)

T (f), k Time to system failure (Fig. 6), # parallel recoveries (Prop. 1)
R(t), Ri(t) Reliability function for the system and for a node (Fig. 6)
Ji, J Objectives of node i (5) and the system controller (9)
πi,t,ΠN Strategy and strategy space of node i, πi,t ∈ ΠN (6)
π�
i,t, α

�
i Optimal strategy and threshold for node i (6)

si,t, oi,t State (1) and observation (3) of node i at time t
bi,t Belief state of node i at time t (4)
Si,t, Oi,t, Bi,t Random variables with realizations si,t (1), oi,t (3), bi,t (4)
ai,t, ci,t Action and cost of node controller i at time t (6)
Ai,t, Ci,t Random variables with realizations ai,t and ci,t (6)
SN,AN,ON State, action and observation spaces of nodes
W,R = 0, 1 The (W)ait and (R)ecovery actions (Fig. 3)
H,C = 0, 1 The (H)ealthy and (C)compromised node states (Fig. 3)
∅ The crashed node state (Fig. 3)
fN,i, Zi Transition (2) and observation (3) functions for node i
cN(si,t, ai,t) Cost function for a node (5)
pA,i Probability that node i is compromised (2)
pC1,i Probability that node i crashes in the healthy state (2)
pC2,i Probability that node i crashes in the compromised state (2)
pU,i Probability that the service replica of node i is updated (2)
ΔR Maximum allowed time between node recoveries (6)
W,R Wait and recovery sets for node controllers [27]
St, st State of the system controller at time t (8), st realizes St

at, ct Action and cost of system controller at time t (8)
At, Ct Random variables with realizations at, ct (10)
fS Transition function of the system controller (8)
SS,AS State and action spaces of the system controller
smax Maximum number of nodes (§V-B)
π,ΠS Strategy and strategy space of the system controller (10)
εA Lower bound on the average service availability (10)

TABLE 1: Notation.

The evolution of si,t can be written as

si,t+1 ∼ fN,i(· | Si,t = si,t, Ai,t = ai,t), (1)

where fN,i is a Markovian transition function defined as

fN,i(∅ | ∅, ·) � 1 (2a)

fN,i(∅ | H, ·) � pC1,i (2b)

fN,i(∅ | C, ·) � pC2,i (2c)

fN,i(H | H,R) � (1− pA,i)(1− pC1,i) (2d)

fN,i(H | H,W) � (1− pA,i)(1− pC1,i) (2e)

fN,i(H | C,R) � (1− pA,i)(1− pC2,i) (2f)

fN,i(H | C,W) � (1− pC2,i)pU,i (2g)

fN,i(C | H,W) � fN,i(C | H,R) = (1− pC1,i)pA,i (2h)

fN,i(C | C,R) � (1− pC2,i)pA,i (2i)

fN,i(C | C,W) � (1− pC2,i)(1− pU,i), (2j)

where pA,i is the probability that the attacker compromises

the node during the time interval [t, t + 1], pC1,i is the

probability that the node crashes in the healthy state, pC2,i is

the probability that the node crashes in the compromised state,

and pU,i is the probability that the node’s software is updated.

These parameters can be set based on domain knowledge or

be obtained through system measurements. In fact, companies

such as Google, Meta, and IBM, have documented procedures

for estimating such parameters, see e.g., [58], [59].
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computing V �
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Equations (2a)–(2c) capture the transitions to ∅, which is

an absorbing state [60, Def. 4.4]. (A crashed node that is

restarted is considered as a new node in the model.) Next,

(2d)–(2g) define the transitions to H, which is reached when

the controller takes action R (2d)–(2f) or when its software

is updated (2g). Lastly, (2h)–(2j) capture the transitions to C,

which happen when an intrusion occurs.

It follows from (2) that the number of time-steps until a

node fails (crash or compromise) is geometrically distributed

(see Fig. 5). Note that (2) applies independently to each node,

which means that compromise and crash events are statistically

independent across nodes. This independence reflects our

assumption that the system is geographically distributed and

uses software diversification (§IV).

A node state is hidden from its controller. At time t,
controller i observes oi,t ∈ O ⊂ N0, which is based on

the number of IDS alerts received during the time interval

[t − 1, t], weighted by priority. (While we focus on the IDS

alert metric in this paper, alternative sources of metrics can be

used; a comparison between different metrics is available in

the supplementary material [27, App. H].) oi,t is drawn from

the random variable Oi,t with distribution

Zi(oi,t | si,t) � P [Oi = oi,t | Si,t = si,t] . (3)

Based on its observations, controller i computes the belief state

bi,t � P[Si,t = C | oi,1, ai,1, . . . , ai,t−1, oi,t, bi,1], (4)

which is a sufficient statistic for si,t (see [27, App. A]). πi,t

can thus be defined as πi,t : [0, 1] → {W,R}.

When selecting the strategy πi,t, the controller balances two

conflicting goals: minimize the average time-to-recovery T
(R)
i

and minimize the frequency of recoveries F
(R)
i . The weight

η ≥ 1 controls the trade-off between these two objectives,

which results in the bi-objective

minimize Ji � lim
T→∞

[
ηT

(R)
i,T + F

(R)
i,T

]
(5)

= lim
T→∞

[
1

T

T∑
t=1

ηsi,t − ai,tηsi,t + ai,t︸ ︷︷ ︸
�cN(si,t,ai,t)

]
,

where T
(R)
i,T and F

(R)
i,T denote the average values at time T ,

H,C = 0, 1, W,R = 0, 1, and cN is the cost function.

10 20 30 40 50 60 70 80 90 100

0.5

1

pA,i = 0.1 pA,i = 0.05 pA,i = 0.025 pA,i = 0.01

t

P[Si,t = C ∪ Si,t = ∅ | πi,t(b) = W ∀t, b]

Fig. 5: Probability that a node is compromised (C) or crashed

(∅) by time-step t if no recoveries occur; the curves relate to

pA,i (2); hyperparameters are listed in [27, App. E].

We define the intrusion recovery problem as that of min-

imizing Ji (5) subject to a bounded-time-to-recovery (BTR)

constraint [63]. Formally,

Problem 1 (Optimal Intrusion Recovery).

minimize
πi,t∈ΠN

Eπi,t
[Ji | bi,1 = pA,i] ∀i ∈ Nt (6a)

subject to ai,kΔR
= R ∀i, k (6b)

si,t+1 ∼ fN,i(· | si,t, ai,t) ∀i, t (6c)

oi,t+1 ∼ Zi(· | si,t) ∀i, t (6d)

ai,t+1 = πi,t(bi,t) ∀i, t, (6e)

where t, k = 1, 2, . . .; ΠN is the strategy space; bi,1 is the

initial state distribution of node i; Eπi,t denotes the expectation

over the random variables (Si,t, Oi,t, Ai,t, Bi,t)t∈{1,2,...} when

following strategy πi,t; (6b) is the BTR constraint; (6c) is the

dynamics constraint; (6d) captures the observations; and (6e)

captures the actions. (Remark: Prob. 1 does not include a

constraint on the maximum number of parallel recoveries (i.e.,

k in Prop. 1) as we assume this constraint is enforced by the

implementation.)

We say that a strategy π�
i,t is optimal if it solves (6). Figure 4

shows the expected cost of π�
i,t. We note that π�

i,t has threshold

structure, as stated below.

Theorem 1. Assuming

pA,i, pU,i, pC1,i, pC2,i ∈ (0, 1) (A)

pA,i + pU,i ≤ 1 (B)

pC1,i(pU,i − 1)

pA,i(pC1,i − 1) + pC1,i(pU,i − 1)
≤ pC2,i (C)

Zi(oi,t | si,t) > 0 ∀oi,t ∈ O, si,t ∈ SN (D)

Zi is TP-2 [62, Def. 10.2.1], (E)

then there exists an optimal strategy π�
i,t that solves Prob. 1

for each node i and satisfies

π�
i,t(bi,t) = R ⇐⇒ bi,t ≥ α�

i,t ∀t, (7)

where α�
i,t ∈ [0, 1] is a threshold.

Proof. See the supplementary material [27, App. B].

Corollary 1. The thresholds satisfy α�
i,t+1 ≥ α�

i,t for t ∈
[kΔR, (k + 1)ΔR] and i ∈ N . As ΔR → ∞, all thresholds
converge to α�

i , which is time-independent.
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Proof. See the supplementary material [27, App. C].

Theorem 1 states that under assumptions generally met in

practice, there exists an optimal strategy for each node that

performs recovery when the belief (4) exceeds a threshold

(7). Further, Cor. 1 says two things: (i) the threshold increases

as the time until the next periodic recovery decreases; and (ii)
when there are no periodic recoveries (i.e., when ΔR = ∞),

the threshold is independent of time.

The above statements rely on assumptions A–E. A–C are

mild assumptions stating that the attack, crash, and upgrade

probabilities are small but non-zero and that the difference

pC2,i − pC1,i > 0 is sufficiently large. D is a technical

assumption saying that the probability of observing k IDS

alerts is non-zero for any k ∈ O, which generally is true in

practice (see §X). E states that the probability of high-priority

IDS alerts increases when an intrusion occurs. While E may not

always hold, empirical studies suggest that it holds for many

types of intrusions [31], [64]. If E does not hold, the threshold

strategy in (7) can still achieve near-optimal performance but

it is not guaranteed to be optimal.

Theorem 1 and Cor. 1 lead to two important practical bene-

fits. First, the complexity of computing optimal strategies can

be reduced by only considering threshold strategies (see §X).

Second, the optimal strategies can be efficiently implemented.

B. The Global Level: Controlling the Replication Factor

The global level includes a system controller that adjusts

the replication factor Nt. At each time t, it receives the belief

states b1,t, . . . , bNt,t from the nodes and decides whether Nt

should be increased (see Fig. 1). A node that fails to send bi,t
is considered to have crashed and is evicted from the system,

which decrements Nt. (Remark: in practice, an evicted node

can rejoin the system, but it is then considered as a new node

in the model.) We assume that the system controller does not

crash, i.e., we assume it is crash-tolerant (§IV).

A large replication factor Nt improves the service avail-

ability but increases cost (see Fig. 6). Our goal thus is to find

the optimal cost-redundancy trade-off. We model this control

problem as an instance of the inventory replenishment problem
from operations research [26].

We define the state st to represent the expected num-

ber of healthy nodes at time t. The state space is SS �
{0, 1, . . . , smax} and the initial state is s1 = N1.

At time t, the controller adds at ∈ {0, 1} � AS nodes:

st+1 ∼ fS(· | St = st, At = at), (8)

where fS is defined as

fS(st+1 | st, at) � P

[⌊∑
i∈Nt

1−Bi,t

⌋
= st+1 − at

]
.

When selecting the strategy π, the controller balances two

conflicting goals: maximize the average service availability
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(a) Mean time to failure (MTTF) in function of the number of initial
nodes N1; the curves relate to pA,i (2).
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(b) Reliability curves for varying number of initial nodes N1; The
reliability function is defined as R(t) � P[T (f) > t].

Fig. 6: Illustration of Prob. 2; T (f) is a random variable

representing the time when Nt < f + k + 1 with f = 3 and

k = 1 (Prop. 1); hyperparameters and formulas for computing

the curves are listed in [27, App. E–F].

T (A) and minimize the number of nodes st. We model this

bi-objective as follows.

minimize J � lim
T→∞

[
1

T

T∑
t=1

st

]
(9)

subject to T (A) ≥ εA, which can be expressed as (Prop. 1)

lim
T→∞

[
1

T

T∑
t=1

�st ≥ f + 1�

]
≥ εA,

where εA is the lower bound on service availability.

Given (9) and the Markov property of st (8), we define π
as a function π : SS → Δ(AS), where Δ(AS) is the set of

probability distributions over AS. Based on this definition, we

formulate the problem of controlling the replication factor as

Problem 2 (Optimal Replication Factor).

minimize
π∈ΠS

Eπ [J | s1 = N1] (10a)

subject to Eπ

[
T (A)

]
≥ εA (10b)

st+1 ∼ fS(· | st, at) ∀t (10c)

at+1 ∼ π(· | st) ∀t, (10d)

where ΠS is the strategy space; s1 is the initial state; Eπ de-

notes the expectation of the random variables (St, At)t=1,2,...

under strategy π; (10b) is the availability constraint; (10c) is

the dynamics constraint; and (10d) captures the actions.

We say that a strategy π� is optimal if it solves (10). We

note that (10) states a Constrained Markov Decision Problem

(CMDP) [65], which leads to the following result.
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Theorem 2. Assuming

∃π ∈ ΠS such that Eπ

[
T (A)

]
≥ εA (A)

fS(s
′ | s, a) > 0 (B)

smax∑
s′=s

fS(s
′ | ŝ+ 1, a) ≥

smax∑
s′=s

fS(s
′ | ŝ, a) (C)

smax∑
s′=s

fS(s
′|ŝ, 1)− fS(s

′|ŝ, 0) is increasing in s (D)

for all (s, ŝ, a) ∈ SS × SS ×AS.
Then there exist two strategies πλ1

and πλ2
that satisfy

πλ1(st) = 1 ⇐⇒ st ≤ β1 ∀t, st ∈ SS (11)

πλ2(st) = 1 ⇐⇒ st ≤ β2 ∀t, st ∈ SS (12)

and an optimal strategy π� that satisfies

π�(st) = κπλ1(st) + (1− κ)πλ2(st) ∀t, st ∈ SS (13)

for some probability κ ∈ [0, 1], where λ1, λ2 are Lagrange
multipliers and β1, β2 are thresholds.

Proof. See the supplementary material [27, App. D].

Theorem 2 states that under assumptions A-D, there exists

an optimal strategy that can be written as a mixture of two

threshold strategies. A ensures that Prob. 2 is feasible. This

assumption can be met by tuning εA (10b). B–D are mild

assumptions which generally hold in practice. B states that the

probability of several simultaneous intrusions or recoveries is

non-zero; C conveys that a large number of healthy nodes at

current time increases the probability of having a large number

of healthy nodes in the future; and D states that the transition

probabilities are tail-sum supermodular [62, Eq. 9.6].

VI. COMPUTING OPTIMAL CONTROL STRATEGIES

Algorithm 1: Parametric optimization for optimal recovery strategy.

1 Input: Problem 1, a node i ∈ N , and a parametric optimizer PO.

2 Output: A near-optimal recovery strategy π̂i,θ,t (6).

3 Algorithm
4 if ΔR < ∞, d ← ΔR − 1, else d ← 1

5 Θ ← [0, 1]d

6 πi,θ,t(bt) �
{
R if bt ≥ θk where k = max[t, d]

W otherwise
∀θ ∈ Θ, t ≥ 1

7 Ji,θ ← Eπi,θ,t,
[Ji] where Ji is defined in (5)

8 π̂i,θ,t ← PO(Θ, Ji,θ)
9 return π̂i,θ,t

The time complexity of Prob. 1 (optimal intrusion recovery)

is in the complexity class PSPACE-hard [66, Thm. 6]. (Recall

that P ⊆ NP ⊆ PSPACE.) The time complexity of Prob. 2

(optimal replication factor), on the other hand, is polynomial

[67, Thm. 1][65, Thm. 4.3].

To manage the high time complexity of Prob. 1, we exploit

Thm. 1 and parameterize π�
i,t with a finite number of thresh-

olds. Given this parametrization, we formulate Prob. 1 as a

parametric optimization problem, which can be solved with

Algorithm 2: Linear program for optimal replication strategy.

1 Input: Problem 2 and a linear programming solver LP.

2 Output: An optimal replication strategy π� (10).

3 Algorithm
4 Solve (14) using LP; let ρ� denote the solution of (14) and define

π
�
(a|s) � ρ�(s, a)∑

s∈SS
ρ�(s, a)

∀s ∈ SS, a ∈ AS

minimize
ρ

∑
s∈SS

∑
a∈AS

sρ(s, a) (14a)

subject to ρ(s, a) ≥ 0 ∀s ∈ SS, a ∈ AS (14b)∑
s∈SS

∑
a∈AS

ρ(s, a) = 1 (14c)

∑
a∈AS

ρ(s, a) =
∑

s′∈SS

∑
a∈AS

ρ(s
′
, a)fS(s

′|s, a) ∀s ∈ SS

(14d)∑
s∈SS

∑
a∈AS

ρ(s, a)�st ≥ f + 1� ≥ εA (14e)

return π�

standard optimization algorithms, e.g., stochastic approxima-

tion [68]. Algorithm 1 contains the pseudocode of our solution.

We solve Prob. 2 with Alg. 2, which leverages the linear

programming formulation of CMDPs in [65, Thm. 4.3]. It takes

a linear programming solver as input, formulates Prob. 2 as

a linear program (14), and solves it using the provided solver

(line 5) [62, Thm. 6.6.1]. (Remark: The correctness of Alg. 2

is independent of Thm. 2 and therefore solves Prob. 2 even if

the assumptions of Thm. 2 do not hold.)

A. Numerical Evaluation

We evaluate Algs. 1–2 on instantiations of Probs. 1–2

with different values of ΔR (6b). Hyperparameters are listed

in the supplementary material [27, App. E]. The computing

environment for the evaluation is a server with a 24-core INTEL

XEON GOLD 2.10 GHz CPU and 768 GB RAM.

For each instantiation of Prob. 1 (optimal intrusion recov-

ery), we run Alg. 1 with four optimization algorithms: Simulta-

neous Perturbation Stochastic Approximation (SPSA) [68, Fig.

1], Bayesian Optimization (BO) [71, Alg. 1], Cross Entropy

Method (CEM) [69, Alg. 1], and Differential Evolution (DE)

[70, Fig. 3]. We compare the results with that of two baselines:

Incremental Pruning (IP) [73, Fig. 4], which is a dynamic

programming algorithm, and Proximal Policy Optimization

(PPO) [72, Alg. 1], a reinforcement learning algorithm. The

results are shown in Table 2 and Figs. 7–9.

We observe in the first three rows of Table 2 that most of

the algorithms that utilize Thm. 1 find near-optimal recovery

strategies for all ΔR. By contrast, IP becomes computationally

intractable as ΔR → ∞ (bottom row of Table 2).

The convergence times are shown in Figs. 7–8. We observe

that CEM, BO, DE, and PPO find near-optimal strategies within

an hour of computation, whereas SPSA does not converge. This

is probably due to a poor selection of hyperparameters.

Lastly, Fig. 9 shows the performance of Alg. 2. We see

that Alg. 2 solves Prob. 2 (optimal replication factor) within

2 minutes for systems with up to 2048 nodes.
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Method
ΔR = 5 ΔR = 15 ΔR = 25 ΔR = ∞

Time (min) Ji (5) Time (min) Ji (5) Time (min) Ji (5) Time (min) Ji (5)

CEM [69, Alg. 1] 1.04 0.12± 0.01 8.84 0.17± 0.06 14.48 0.19± 0.08 11.81 0.16± 0.01
DE [70, Fig. 3] 2.35 0.12± 0.03 8.98 0.17± 0.01 15.45 0.18± 0.02 22.68 0.16± 0.01
BO [71, Alg. 1] 29.18 0.12± 0.02 62.57 0.17± 0.05 90.26 0.18± 0.12 9.07 0.15± 0.06
SPSA [68, Fig. 1] 10.78 0.18± 0.01 88.35 0.58± 0.40 123.85 0.77± 0.48 4.20 0.20± 0.02

PPO [72, Alg. 1] 28.20 0.18± 0.01 30.01 0.19± 0.02 30.33 0.21± 0.07 28.95 0.21 +±0.09
IP [73, Fig. 4] 11.11 0.12 237.06 0.17 743.73 0.18 > 10000 not converged

TABLE 2: Solving Prob. 1 (optimal intrusion recovery) using Alg. 1 (upper rows) and baselines (lower rows); columns represent

ΔR; subcolumns indicate the computational time (left) and the average cost (right); numbers indicate the mean and the 95%
confidence interval based on 20 random seeds.
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Fig. 7: Convergence curves of Alg. 1 for Prob. 1 (optimal intrusion recovery); the curves show the mean value from evaluations

with 20 random seeds and the shaded areas indicate the 95% confidence interval divided by 10.
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VII. TESTBED IMPLEMENTATION OF TOLERANCE

We implement TOLERANCE as a proof-of-concept on a

testbed. The implementation includes three layers.

A. The Physical Layer

The physical layer contains a cluster with 13 nodes con-

nected through an Ethernet network. Specifications of the

nodes can be found in Table 3.

Server Processors RAM (GB)

1, R715 2U two 12-core AMD OPTERON 64
2, R715 2U two 12-core AMD OPTERON 64
3, R715 2U two 12-core AMD OPTERON 64
4, R715 2U two 12-core AMD OPTERON 64
5, R715 2U two 12-core AMD OPTERON 64
6, R715 2U two 12-core AMD OPTERON 64
7, R715 2U two 12-core AMD OPTERON 64
8, R715 2U two 12-core AMD OPTERON 64
9, R715 2U two 12-core AMD OPTERON 64
10, R630 2U two 12-core INTEL XEON E5-2680 256
11, R740 2U 1 20-core INTEL XEON GOLD5218R 32
12, SUPERMICRO 7049 2 TESLA P100, 1 16-core INTEL XEON 126
13, SUPERMICRO 7049 4 RTX 8000, 1 24-core INTEL XEON 768

TABLE 3: Specifications of the physical nodes.

Nodes communicate via message passing over authenticated

channels. Each node runs (i) a service replica in a Docker

container [74]; (ii) a node controller (§IV); and (iii) the SNORT

IDS with ruleset v2.9.17.1 [75].

B. The Virtualization Layer

Each service replica runs a web service [76]. The service

offers two deterministic operations: (i) a read operation,

which returns the current state of the service; and (ii) a

write operation, which updates the state. To coordinate these

operations, replicas run reconfigurable MINBFT [43, §4.2]. The

throughput of our implementation of MINBFT is shown in Fig.

14. The source code and a description of our implementation

is available in the supplementary material [27, App. G].

Clients access the service by issuing requests that are sent

to all replicas. Each request has a unique identifier that is
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digitally signed. After sending a request, the client waits for

a quorum of f +1 identical replies with valid signatures [43].

(Remark: a quorum is necessary to guarantee that the response

is correct since the client does not know which replicas are

compromised (Prop. 1).)

C. The Control Layer

Node controllers collect IDS alerts and decide when to

recover service replicas. When a replica is recovered, it starts

with a new container and its state is initialized with the

(identical) state from f + 1 other replicas [20], [77].

The system controller is implemented by a crash-tolerant

system that runs the RAFT protocol [53]. When it decides to

evict or add a node, it triggers a view change in MINBFT.

Figure 12.a illustrates the strategy of the system controller.

VIII. EVALUATION OF TOLERANCE

In this section, we evaluate our implementation of TOLER-

ANCE and compare it with state-of-the-art intrusion-tolerant

systems.

A. Evaluation Setup

An evaluation run evolves in time-steps of 60 seconds. It

starts with N1 nodes from Table 3, each of which runs a

service replica (see Table 4). At each time-step, one or more

replicas may be recovered by the node controllers and a new

node may be added by the system controller. When a replica

is recovered, its container is replaced with a container selected

randomly from the list in Table 4. Similarly, when a new node

is added, a node from the list in Table 3 is started.

Each replica has one or more vulnerabilities that can be

exploited by the attacker using the steps listed in Table 6.

After compromising a replica, the attacker randomly chooses

between: a) participating in the consensus protocol; b) not

participating; and c) participating with randomly selected

messages.

Replicas are interconnected through Gbit/s connections with

0.05% packet loss (emulated with NETEM [78]). They receive

a stream of service requests, which are sent by a client over

100 Mbit/s connections with 0.1% packet loss.

To emulate IDS events for a realistic system, each replica

runs a set of background services in addition to the replicated

service (see Table 5). These background services are consumed

by a population of background clients, who arrive with a

Poisson rate λ = 20 and have exponentially distributed service

times with mean μ = 4 time-steps.

All parameters for the evaluation are listed in the supple-

mentary material [27, App. E] except for Zi (3), which we

estimate with the empirical distribution Ẑi (see Fig. 10). We

compute Ẑi based on M = 25, 000 samples [27], knowing

that Ẑi
a.s.→ Zi as M → ∞ (Glivenko-Cantelli theorem).

In practice, Ẑi may be implemented using any statistical

intrusion detection method (e.g., anomaly detection [23]).

Similarly, the model parameters (e.g., the probability that a

node crashes) can be defined based on domain knowledge or

based on system measurements [58], [59].

Replica ID Operating system Vulnerabilities

1 UBUNTU 14 FTP weak password
2 UBUNTU 20 SSH weak password
3 UBUNTU 20 TELNET weak password
4 DEBIAN 10.2 CVE-2017-7494
5 UBUNTU 20 CVE-2014-6271
6 DEBIAN 10.2 CWE-89 on DVWA [79]
7 DEBIAN 10.2 CVE-2015-3306
8 DEBIAN 10.2 CVE-2016-10033
9 DEBIAN 10.2 CVE-2010-0426, SSH weak password
10 DEBIAN 10.2 CVE-2015-5602, SSH weak password

TABLE 4: Containers running the service replicas.

Background services Replica ID(s)

FTP, SSH, MONGODB, HTTP, TEAMSPEAK 1
SSH, DNS, HTTP 2
SSH, TELNET, HTTP 3
SSH, SAMBA, NTP 4
SSH 5, 7, 8, 10
DVWA, IRC, SSH 6
TEAMSPEAK, HTTP, SSH 9

TABLE 5: Background services of the service replicas.

B. Baseline Control Strategies

We compare the control strategies of TOLERANCE with

those used in current intrusion-tolerant systems, whereby we

choose three baseline strategies: NO-RECOVERY, PERIODIC

and PERIODIC-ADAPTIVE. The first baseline, NO-RECOVERY,

does not recover or add any nodes, which corresponds to the

strategy used in traditional intrusion-tolerant systems, such as

RAMPART [24] and SECURE-RING [81]. The second baseline,

PERIODIC, recovers nodes every ΔR time-steps but does not

add any new nodes. This is the strategy used in most of the

intrusion-tolerant systems proposed in prior work, including

PBFT [22], VM-FIT [19], [20], WORM-IT [29], PRRW [82],

[83], MAFTIA [84], RECOVER [85], SCIT [86], [87], COCA

[88], SPIRE [21], ITCIS-PRR [89], CRUTIAL [90], SBFT [91],

BFT-SMART [92], UPRIGHT [93], and SKYNET [94]. The

third baseline, PERIODIC-ADAPTIVE, recovers nodes every

ΔR time-steps and adds a node when oi,t ≥ 2E[Ot] (3), which

approximates the heuristic strategies used in [95], SITAR [96],

ITSI [97], and ITUA [98], [99].

Replica ID Intrusion steps

1 TCP SYN scan, FTP brute force
2 TCP SYN scan, SSH brute force
3 TCP SYN scan, TELNET brute force
4 ICMP scan, exploit of CVE-2017-7494
5 ICMP scan, exploit of CVE-2014-6271
6 ICMP scan, exploit of CWE-89 on on DVWA [79]
7 ICMP scan, exploit of CVE-2015-3306
8 ICMP scan, exploit of CVE-2016-10033
9 ICMP scan, SSH brute force, exploit of CVE-2010-0426
10 ICMP scan, SSH brute force, exploit of CVE-2015-5602

TABLE 6: Steps to compromise service replicas.
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Fig. 10: Empirical distributions Ẑ1(· | si), . . . , Ẑ10(· | si) as estimates of Z1, . . . , Z10 (3) for the containers in Table 4.

Control strategy
ΔR = 15 ΔR = 25 ΔR = ∞

T (A) T (R) F (R) T (A) T (R) F (R) T (A) T (R) F (R)

N1 = 3

TOLERANCE 0.99± 0.01 1.43± 0.09 0.09± 0.01 0.99± 0.01 1.43± 0.09 0.09± 0.01 0.99± 0.01 1.43± 0.09 0.09± 0.01
NO-RECOVERY 0.08± 0.06 103 ± 0.00 0.00± 0.00 0.08± 0.06 103 ± 0.00 0.00± 0.00 0.08± 0.06 103 ± 0.00 0.00± 0.00
PERIODIC 0.97± 0.01 6.06± 1.16 0.065± 0.01 0.93± 0.01 8.64± 1.48 0.04± 0.01 0.08± 0.06 103 ± 0.00 0.00± 0.00
PERIODIC-ADAPTIVE 0.95± 0.02 5.42± 0.93 0.05± 0.01 0.94± 0.02 6.57± 1.01 0.03± 0.01 0.09± 0.04 103 ± 0.00 0.00± 0.00

N1 = 6

TOLERANCE 0.99± 0.01 1.47± 0.07 0.07± 0.01 0.99± 0.01 1.47± 0.07 0.07± 0.01 0.99± 0.01 1.47± 0.07 0.07± 0.01
NO-RECOVERY 0.16± 0.06 103 ± 0.00 0.00± 0.00 0.16± 0.06 103 ± 0.00 0.00± 0.00 0.16± 0.06 103 ± 0.00 0.00± 0.00
PERIODIC 0.98± 0.01 5.96± 1.16 0.065± 0.01 0.95± 0.02 8.13± 1.48 0.04± 0.01 0.16± 0.03 103 ± 0.00 0.00± 0.00
PERIODIC-ADAPTIVE 0.99± 0.01 5.02± 0.34 0.06± 0.01 0.97± 0.02 6.16± 0.54 0.03± 0.01 0.17± 0.03 103 ± 0.00 0.00± 0.00

N1 = 9

TOLERANCE 1.00± 0.00 1.44± 0.05 0.07± 0.01 1.00± 0.00 1.44± 0.05 0.07± 0.01 1.00± 0.00 1.44± 0.05 0.07± 0.01
NO-RECOVERY 0.17± 0.04 103 ± 0.00 0.00± 0.00 0.17± 0.04 103 ± 0.00 0.00± 0.00 0.17± 0.04 103 ± 0.00 0.00± 0.00
PERIODIC 0.99± 0.00 5.37± 0.34 0.06± 0.01 0.98± 0.01 7.74± 0.51 0.04± 0.01 0.17± 0.04 103 ± 0.00 0.00± 0.00
PERIODIC-ADAPTIVE 1.00± 0.00 4.44± 0.25 0.06± 0.01 0.99± 0.01 6.01± 0.39 0.04± 0.01 0.18± 0.02 103 ± 0.00 0.00± 0.00

TABLE 7: Comparison between TOLERANCE and the baselines (§VIII-B); columns indicate values of ΔR; subcolumns represent

performance metrics; row groups relate to the number of initial nodes N1; numbers indicate the mean and the 95% confidence

interval from evaluations with 20 random seeds.
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of the intrusion detection model Zi (3); DKL refers to the

Kullback-Leibler (KL) divergence [80].

C. Evaluation Results

The results are summarized in Fig. 11 and Table 7. The

control strategies are illustrated in Fig. 12 and the sensitivity

of the controllers with respect to the intrusion detection model

Zi (3) is shown in Fig. 13.

The red bars in Fig. 11 relate to TOLERANCE. The blue,

green, and pink bars relate to the baselines. The leftmost

column in Fig. 11 shows the average availability for different

values of ΔR. We observe that TOLERANCE has close to
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Fig. 14: Average throughput of our implementation of

MINBFT; error bars indicate the 95% confidence interval based

on 1000 samples.

100% service availability in all of the cases we studied. By

contrast, NO-RECOVERY has close to 0% availability. The

availability achieved by PERIODIC and PERIODIC-ADAPTIVE

is in-between; they perform similar to TOLERANCE when ΔR

is small (i.e., when recoveries are frequent) and similar to

NO-RECOVERY when ΔR → ∞. We note that increasing N1

from 3 to 9 doubles the availability of NO-RECOVERY but

has a negligible impact on the availability of TOLERANCE,

PERIODIC, and PERIODIC-ADAPTIVE.

The second leftmost column in Fig. 11 shows the average

time-to-recovery T (R). We observe that T (R) of TOLERANCE

is an order of magnitude smaller than that of PERIODIC and

PERIODIC-ADAPTIVE and two orders of magnitude smaller

than that of NO-RECOVERY. This result demonstrates the

benefit of feedback control, which allows the system to react

promptly to intrusions.

Finally, the rightmost column in Fig. 11 shows the av-

erage frequency of recoveries F (R). We note that F (R) of

TOLERANCE is about the same as PERIODIC and PERIODIC-

ADAPTIVE when ΔR = 15. Interestingly, when ΔR = 5,

TOLERANCE has both a smaller F (R) and a smaller T (R) than

PERIODIC and PERIODIC-ADAPTIVE.

D. Discussion of the Evaluation Results

The key findings from our evaluation of the TOLERANCE

architecture can be summarized as follows:

(i) TOLERANCE can achieve a lower time-to-recovery and a

higher service availability than state-of-the-art intrusion-

tolerant systems (Table 7, Fig. 11). The BTR constraint

(6b) guarantees that TOLERANCE never has a worse time-

to-recovery than current systems. The performance of

TOLERANCE depends on the accuracy of the intrusion

detection model Ẑi (see Fig. 13 and Fig. 10).

(ii) The solutions to both control problems of the TOLER-

ANCE architecture have threshold properties (Thms. 1–2,

Cor. 1), which enable efficient computation of optimal

strategies (Figs. 7–9, Algs. 1–2).

(iii) The benefit of using an adaptive replication strategy as

opposed to a static strategy is mainly prominent when

node crashes are frequent (see Fig. 12 and cf. the results

of PERIODIC and PERIODIC-ADAPTIVE in Fig. 11.)

While the results demonstrate clear benefits of TOLERANCE

compared to current intrusion-tolerant systems, TOLERANCE

has two drawbacks. First, the performance of TOLERANCE de-

pends on the accuracy of the intrusion detection model Ẑi (see

Fig. 10 and Fig. 13). This means that practical deployments

of TOLERANCE require a statistical intrusion detection model

for estimating the probability of intrusion (4). This model can

be realized in many ways. It can for example be based on

anomaly detection methods or machine learning techniques.

Further, the detection model can use different types of data

sources, e.g., log files, IDS alerts, threat intelligence sources,

etc. Our proof-of-concept implementation of TOLERANCE uses

the SNORT IDS as the data source and obtains the distribution

of IDS alerts using maximum likelihood estimation, which

allows to compute the probability of intrusion (4).
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Second, TOLERANCE is vulnerable to an attack where a

large amount of false IDS alerts trigger excess recoveries.

Analysis of such attacks requires a game-theoretic treatment,

whereby problems 1–2 are modified to take into account how

an attacker may exploit the control strategies (e.g., minimax

problem formulations [100]). We plan to investigate such

problem formulations in future work (see §X).

IX. RELATED WORK

Intrusion tolerance is studied in several broad areas of

research, including: Byzantine fault tolerance [18], depend-

ability [101], [102], reliability [103], survivability [104], and

cyber resilience [4], [105]–[109]. This research effort has

led to many mechanisms for implementing intrusion-tolerant

systems, such as: intrusion-tolerant consensus protocols [18],

[91]–[93], [101]–[103], [110]–[112], software diversification

schemes [77], geo-replication schemes [113], cryptographic

mechanisms [56], [57], and defenses against denial of service

[30]. These mechanisms provide the foundation for TOLER-

ANCE, which adds automated recovery and replication control.

While TOLERANCE builds on all of the above works, we

limit the following discussion to explain how TOLERANCE

differs from current intrusion-tolerant systems and how it

relates to prior work that uses feedback control.

A. Intrusion-Tolerant Systems

Existing intrusion-tolerant systems include PBFT [22],

ZYZZYVA [114], HQ [115], HOTSTUFF [111], VM-FIT [19],

[20], WORM-IT [29], PRRW [82], RECOVER [85], SCIT [86],

[87], COCA [88], [95], SPIRE [21], ITCIS-PRR [89], CRUTIAL

[90], UPRIGHT [93], BFT-SMART [92], SBFT [91], SITAR [96],

ITUA [98], [99], MAFTIA [84], ITSI [97], and SKYNET [94].

All of them are based on intrusion-tolerant consensus protocols

and support recovery, either directly or indirectly through

external recovery services, like PHOENIX [116]. TOLERANCE

differs from these systems in two main ways.

First, TOLERANCE uses feedback control to decide when

to perform intrusion recovery. This contrasts with all of the

referenced systems, which either use periodic or heuristic

recovery schemes. (PRRW, RECOVER, CRUTIAL, SCIT, SITAR,

ITSI, and ITUA can be implemented with feedback-based

recovery but they do not specify how to implement such

recovery strategies.)

Second, TOLERANCE uses an adaptive replication strategy.

In comparison, all of the referenced systems use static repli-

cation strategies except SITAR, [95], ITUA, and ITSI, who

implement adaptive replication based on time-outs and static

rules as opposed to feedback control. The benefit of feedback

control is that it allows the system to adapt promptly to

intrusions, not having to wait for a time-out.

B. Intrusion Response through Feedback Control

Intrusion response through feedback control is an active area

of research that uses concepts and methods from various emer-

gent and traditional fields. Most notably from reinforcement

learning (see examples [31], [64], [100], [109], [117]–[125]),

control theory (see examples [104], [126]–[132]), causal in-

ference (see example [133]), game theory (see examples

[134]–[139]), natural language processing (see example [140]),

evolutionary computation (see example [141]), and general

optimization (see examples [142], [143]). While these works

have obtained promising results, none of them consider the

integration with intrusion-tolerant systems as we do in this

paper. Another drawback of the existing solutions is that many

of them are inefficient and lack safety guarantees. Finally, and

most importantly, nearly all of the above works are limited to

simulation environments and it is not clear how they generalize

to practical systems. In contrast, TOLERANCE is practical: it

can be integrated with existing intrusion-tolerant systems, it

satisfies safety constraints, and it is computationally efficient.

X. CONCLUSION AND FUTURE WORK

This paper presents TOLERANCE: a novel control archi-

tecture for intrusion-tolerant systems that uses two levels of

control to decide when to perform recovery and when to

increase the replication factor. These control problems can be

formulated as two classical problems in operations research,

namely, the machine replacement problem and the inventory

replenishment problem. Using this formulation, we prove that

the optimal control strategies have threshold structure (Thms.

1–2, Cor. 1) and we design efficient algorithms for computing

them (Algs. 1–2, Table 2). We evaluate TOLERANCE in an

emulation environment where we run 10 types of network

intrusions. The results demonstrate that TOLERANCE improves

service availability and reduces operational cost when com-

pared with state-of-the-art intrusion-tolerant systems in the

scenarios we studied (Fig. 11, Table 7). The improvement

of TOLERANCE with respect to current systems comes at the

expense of a training phase, where we first fit an intrusion

detection model (Fig. 10) and then train the controllers based

on this model (Figs. 7–9).

We plan to continue this work in several directions. First,

we will improve our implementation by integrating a high-

performance consensus protocol, e.g., HOTSTUFF-M [44]. Sec-

ond, we intend to extend our control-theoretic model of the

TOLERANCE architecture to a game-theoretic model, which

allows us to study defenses against dynamic attackers. Third,

we plan to investigate methods for online learning of intrusion

detection models and online adaptation of control strategies.
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