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1 Introduction

1.1 Background and motivations

Modern industrial systems are increasingly automated and highly integrated with the rapid
development of computer science, mechanical engineering, electronics and information
techniques. This, undoubtedly, gives rise to the increases in scale and complexity of such
systems due to the embedded large amounts of components and the interactions of them.
Consequently, issues of safety and reliability are significantly important for advanced
engineering systems corrupted with disturbances and faults or failures. Especially for
the safety-critical plants, e.g., nuclear reactors, aircraft, high-speed trains and chemical
processes, etc., a fault or a failure might cause serious casualties, environmental pollution
and heavy economic loss, etc. Therefore, it is of practical significance to monitor anomalies
in systems so as to take appropriate reactions timely, thus preventing secondary damages
and catastrophic consequences as well as enabling a better maintenance schedule.

In response to the ever-growing demands for high levels of safety and reliability of modern
industrial processes, great interest has been stimulated in the study on fault detection
(FD) and fault diagnosis both in the research and application communities, see, e.g.,
[56, 2, 12, 22, 84, 20, 43]. Terminologically, a fault is considered as an unexpected change
of system behavior hampering nominal operation and eventually delivering unacceptable
performance deterioration of the system, which is generally caused by the malfunction
of actuators, sensors or process components. FD is the simplest but essential task of
fault diagnosis and further fault-tolerant control that aims to detect the occurrence of
faults in the functional units of processes [12, 22]. Besides, practical engineering processes
are inevitably corrupted with environmental disturbances, which constitute the main
sources of false and missed detection of faults. Driven by these observations, study on
FD subject to disturbances is practically meaningful and remains an active research topic

worth investigated thoroughly.

1.1.1 Fault detection for dynamic processes

Over the past few decades, a rich body of achievements on FD have been reported,

including the hardware redundancy based technique and the analytical redundancy based
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Figure 1.1: Schematic diagram of model-based FD systems.

technique [22, 12]. In hardware redundancy based FD, a redundant process is constructed
using identical hardware components. By comparing the outputs of process components
and the redundant ones, a fault can then be detected for real-time monitoring. Compelling
advantages of this technique lie in the high reliability and the direct achievability of fault
isolation [22], while the expensive costs of redundant hardware hinder its applications
in practice. To alleviate this drawback, analytical redundancy based FD has obtained
ongoing attention, which, as per the adoption of an analytical system model, can be

roughly categorized into the model-based schemes and the data-driven methods.

In the framework of model-based FD, a so-called residual signal is generated to capture
the difference between the measured system output and the model-based estimate. Then
a residual evaluation function and an appropriate threshold are determined in the residual
processing unit, in terms of which a decision logic is carried out to detect the occurrence of
a fault, as shown in Fig. 1.1. Noteworthy merit of model-based FD lies in its capability of
dealing with process dynamics. Plenty of mature results in control engineering community
thus provide powerful tools for the investigation of this technique. According to the way
of residual generation, existing model-based FD achievements fall into three classes, i.e.,
the observer-based methods [28, 87, 55|, the parity space-based schemes [5, 88] and the
parameter estimation approaches [86, 50]. Remarkably, the achievability of successful FD
highly relies on a well-established analytical model of the supervised process. In practical
applications, unfortunately, establishing an elaborate system model is becoming time- and

efforts-consuming with the continuously rising scales and complexity of modern engineering
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processes.

With the advent of data and information explosion age, the hinder of dispensing with
analytical process model has led to a new surge of research attention on data-driven
FD very recently, thanks to its capability of extracting process operating information
completely from process input and output (I/O) data [84, 20, 40, 83]. Roughly speaking,
data-driven FD approaches are typically classified into the multivariate analysis (MVA)
methods, e.g., principal component analysis [75, 72] and independent component analysis
[47, 92, 6, 8], the statistical learning schemes [26, 51, 4], e.g., neural network [7], Fisher
discriminate analysis [27], K-nearest neighbor [59] and decision tree [64], etc., and the
subspace technique aided approaches [48, 57, 21]. Among the involved results, MVA and
statistical learning schemes generally work well in the FD for static processes. In contrast,
the methodology of subspace technique aided FD outperforms the others for its efficiency
in coping with the process dynamics [21]. The core idea behind it is to construct a residual

generator directly using process I/O data without identifying sophisticated system models.

In the research line of subspace technique aided data-driven FD, residual evaluation has
only been sporadically studied so far, despite its key role in safeguarding satisfactory FD
performance. From the viewpoint of modeling, disturbances in the monitored system are
generally concerned to be stochastic process and measurement noises. This, on the one
hand, is reasonable in practical applications and, on the other hand, require for system
identification purpose [40]. On account of this, the well studied statistical hypothesis test
methods are apt to be applied for residual evaluation under the assumption of knowing
exact probability distribution for noises. In this fashion, the residual evaluation function
is set as a test statistic of residual and a threshold is then determined towards expected
FD performance criteria, e.g., missed detection rate (MDR), false alarm rate (FAR) and
fault detection rate (FDR) [24, 20, 52].

It is worth emphasizing that conventional statistical hypothesis test methods commonly
work well with perfect distribution knowledge of noises, which, however, is inaccessible
in practical applications. To mitigate this drawback, increasing attention has been paid
to estimating the distributional information of residual from historical data by using the
techniques such as kernel density estimation (KDE), histogram and Gaussian mixture
model (GMM) [85, 73, 38|, so that the statistical hypothesis test methods can be applied
for residual evaluation, see, for instance, [31, 34]. Despite the reported successes, achieving
a perfect estimation of probability distribution using process I/O data remains a time-
and efforts-consuming task concerning the requirement for sufficiently large sample sets
under all possible operating scenarios of the monitored process. Besides, derivations of the
empirical estimate of probability distribution from the real one are generally inevitable

due to the limited number of samples. This would give rise to unreliable FD results
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when an over-optimistic threshold is set under certain distribution estimate. In other
words, the predefined FD performance under true probability distributions might fail to
be satisfied. For these concerns, issues of data-driven FD in dynamic processes suffering
from distributional ambiguity of noises and faults remain to be addressed properly towards

satisfactory FD performance.

1.1.2 Stochastic optimization

In terms of handling optimization problems dispensing with exact distribution knowledge
of random variables, a surge of interest in the stochastic optimization has emerged in
recent years, e.g., [58, 3, 29], and increasing applications have been exhibited in various
fields, e.g., decision-making [69, 93, 82], robust control [71, 25, 76], dimension reduction
[74], classification [54, 53] and fault diagnosis [45, 89, 90], etc. In line of this research,
distributionally robust optimization (DRO) is one of the most popular topics. Rather
than making specific distribution assumptions on random variables, a so-called ambiguity
set is constituted to characterize a family of probability distributions sharing common
properties, e.g., the moments, the probability density function (PDF) and the support or the
combination of them [25]. The involved chance constraints over random variables are then
posted as distributionally robust chance constraints (DCCs). To this extent, the derived
solution to the targeting optimization problem is thus feasible to all probability distributions
belonging to the predefined ambiguity set [19, 29]. That means the optimization problem
with DCCs is a worst-case formulation regarding the distribution uncertainties.

From the perspective of ambiguity set modeling, the knowledge of mean and covariance
matrix (sometimes in combination with the support information) are mostly used [29].
One natural merit of the mean-covariance based ambiguity set lies in the easy accessibility
of the mean and covariance matrix with high probability from historical data. Meanwhile,
at the level of algorithm, the mean and covariance matrix related DCCs can usually be
converted into deterministic conditions, which greatly simplifies the targeting optimization
objectives for the design and analysis purposes. Especially, thanks to the arising efforts in
the connections of DCCs and conditional Value-at-Risk (CVaR) as well as the worst-case
CVaR (WC-CVaR) in risk theory, the mean-covariance involved DRO problems have been
eventually reformulated as deterministic robust optimization (RO) problems and effectively
addressed by means of the techniques of semidefinite programming (SDP) or stochastic
programming (SP), see, e.g., [30, 94, 3, 39].

In data-driven framework, the true mean and covariance matrix of a random variable
are usually inaccessible and the empirical values of them are instead estimated based on

process data. Even though the empirical estimates are close to the true ones with high
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probability when the size of the sample set is sufficiently large, the estimation uncertainties
are theoretically inevitable due to the finite number of samples. Particularly, in our context
of FD, the samples in faulty cases are commonly scarce. Besides, the perturbation of
the operating point or the change of distribution profiles of random variables may occur
during process operation. For these concerns, investigation of the robustness of DRO

under moments uncertainties is practically meaningful but theoretically challenging [19].

1.2 Objective of the work

Motivated by the above observations, this thesis is devoted to the design and analysis
of data-driven FD systems for stochastic dynamic processes subject to distributional
ambiguity of noises and faults. More specifically, the main objectives of this thesis are

stated as follows:

e Propose a performance-oriented configuration of FD systems. On this basis, address
data-driven design issues of optimal FD systems for stochastic linear discrete-time
processes such that the residual generator, residual evaluator and FD performance

criteria can be synthesized in an integrated manner.

e Formulate design issues of data-driven FD systems as tractable distribution indepen-
dent optimization (DIO) problems based on the mean-covariance based ambiguity

sets without posing specific distribution assumptions on noises and faults.

e Develop algorithms to solve the formulated DIO problems. Analytical solutions of

the targeting problems and the existence conditions are exploited.

e Investigate the robustness of the developed FD systems over the moments uncertain-
ties caused by the estimation errors due to the limited number of historical process
I/O samples. Analyze the confidence levels of the achieved FD performance criteria

in the probabilistic context quantitatively.

1.3 Outline of the thesis

This thesis consists of eight chapters, which are structured in Fig. 1.2. The major objec-

tives and contributions of each chapter are briefly summarized as follows.

Chapter 1: Introduction

In this chapter, the background, motivations, objectives and the organization of this work

are presented.
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Chapter 2: Preliminaries of data-driven FD for dynamic processes

In this chapter, preliminaries of data-driven FD for dynamic processes are demonstrated.
Basic concepts in the FD field and the schematic structure of subspace technique aided FD
system are first overviewed. Then several algorithms for the data-driven construction of a
residual generator are recalled, followed by a brief review of residual evaluation schemes.
Finally, a short introduction of stochastic optimization is given accompanied with the

modeling of ambiguity set.

Chapter 3: A DIO approach to the design of FD systems

This chapter focuses on developing a DIO approach to address design issues of data-driven
FD systems. By constructing a parity relation based residual generator using process
I/O data, the mean-covariance based ambiguity sets are introduced to characterize the
distribution knowledge of residuals in fault-free and faulty cases, respectively. In the
context of minimizing the MDR for a prescribed FAR, the design of FD systems is then
formulated as a vector-valued DIO problem in terms of the means and covariance matrices,
providing an integrated design of the residual generator, the residual evaluation function,
and the threshold. An iterative parametric algorithm is applied to solve the targeting DIO
problem and the worst-case FAR and MDR criteria are analyzed quantitatively.

Chapter 4: An improved DIO method for FD and analytical algorithms

This chapter demonstrates an improved DIO approach to the data-driven design of FD
systems towards minimizing the MDR for a given FAR. Along the research line of Chapter
3, the design of FD systems is formulated as a stochastic optimization problem with
DCCs with respect to the mean-covariance based ambiguity sets. Moreover, it is proven
rigorously that the targeting FD issue can be addressed by solving a generalized eigenvalue-
eigenvector problem and an analytical solution is thus achieved by means of singular
value decomposition (SVD). Tight upper bounds of FAR and MDR are derived without

distribution assumption. The existence condition of the optimal solution is also studied.

Chapter 5: Matrix-valued DIO approaches to FD systems design

This chapter presents matrix-valued solutions to the DIO approach aided design of data-
driven FD systems. By introducing a parameter matrix to the parity relation based
residual generator, three kinds of configurations of FD systems are proposed in the context
of minimizing the MDR for a prescribed FAR under consideration of available moments
information of faults, namely the multicvector-valued design method, WC-CVaR aided
design method and the optimal matrix-valued design scheme. Furthermore, matrix-valued

solutions to the DIO method aided FD without fault information are discussed.
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Chapter 6: Performance analysis of FD systems under moments uncertainties

In this chapter, performance analysis of the data-driven FD systems developed in Chap-
ters 3-5 is performed under consideration of the estimation uncertainties in means and
covariance matrices of residuals in fault-free and faulty cases. To this end, the mean-
covariance based ambiguity sets with norm-bounded and box-type uncertainties are first
modeled. On this basis, the robustness of the FD systems against the moments uncer-
tainties is investigated and the worst-case FAR and MDR are suggested quantitatively.
By establishing analytical relationships between the sample numbers and the moments
uncertainties, confidence levels of the achieved FAR and MDR criteria are further studied

in the probabilistic context.

Chapter 7: Benchmark study and real-time implementation

In this chapter, applications of the proposed design and analysis approaches in Chapters
3-6 are illustrated on a laboratory setup of three-tank system. The effectiveness of the
developed vector-valued and matrix-valued DIO methods have been verified through
simulation and experimental results. The robustness of the FD systems over moments

uncertainties is also demonstrated.

Chapter 8: Conclusions and future work

This chapter concludes the thesis and discusses the future scopes.



1 Introduction

Chapter 1
Background and motivations

\ 4

Chapter 2
Preliminaries of data-driven FD
for dynamic processes

Chapter 3
A DIO approach to the design
of FD systems

A 4

Chapter 4
An improved DIO method for
FD and analytical algorithms

Chapter 5
Matrix-valued DIO
approaches to FD systems
design

___________________ R =

Figure 1.2: Organization of the chapters

Chapter 6
Performance analysis of FD
systems under moments
uncertainties

A 4

Chapter 7
Benchmark study and real-time
implementation

Chapter 8
Conclusions and future work




2 Preliminaries of data-driven FD for dynamic
processes

In this chapter, preliminaries of data-driven FD for stochastic linear dynamic processes
and stochastic optimization are reviewed. Firstly, mathematical descriptions of stochastic
linear dynamic processes are given. Then basic knowledge of subspace technique aided
data-driven FD is presented, which, to be more specific, includes the residual generation
and residual evaluation. Moreover, the basis of stochastic optimization and ambiguity set

modeling are introduced, followed by a brief summary and notes.

2.1 Mathematical description of linear dynamic processes

2.1.1 Modeling of linear dynamic processes

We start with considering a linear discrete time-invariant system in nominal operation

modeled by
x(k +1) = Ax(k) + Bu(k), xo = x(0)

(2.1)
y(k) = Cx(k) + Du(k)

where x € R", u € R!, y € R™ are the state, input and output vectors, respectively,
X is the initial state of the system, A, B, C, D are real constant system matrices with
appropriate dimensions. The dynamics of the state-space model (2.1) can also be described

as follows
y(2) = Gyu(z)u(z) (2.2)

where G, (z) = C(2I—A)'B+D is the transfer function matrix from input to output and
can be abbreviated to Gy,(z) = (A, B, C, D). Since there are infinite state-space repre-
sentations of the monitored process, it is assumed throughout this thesis that (A, B, C, D)
is a minimal realization of G, (2), i.e., (A, B) is controllable and (A, C) is observable.
Concerning the system (2.1) corrupted with noises and faults, a stochastic linear discrete-

time process is modeled as follows

x(k+1) = Ax(k) + Bu(k) + B/f(k) + w(k), xo = x(0)

(2.3)
y(k) = Cx(k) + Du(k) + D £(k) + v(k)
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where f € RP, w € R", v € R™ are the fault, process and measurement noise vectors,
respectively, By, Dy are time-invariant matrices that indicate the influence of fault to the
system dynamics. Noise signals w(k), v(k) are assumed to be white random sequences
statistically independent of xy, u(k) and f(k).

Without loss of generality, the faults in system (2.3) are considered to be additive faults,
which occur without changing the system stability. From the viewpoint of modeling,

additive faults are broadly categorized into the following three classes, i.e.,

e Actuator faults f4: these faults would cause changes in the actuator response to
the input commend u(k). The system (2.3) with actuator fault is then modeled by
setting By = B, Dy = D.

e Sensor faults fg: these faults would directly influence the process measurement y(k).
The system (2.3) with sensor faults is modeled by setting By =0, Dy =1L

e Process faults fp: the malfunctions in process are termed processes faults. With the
use of D, to determine the location and type of fp, the system (2.3) with process
faults is obtained with By = B,,, Dy = D,,.

Let f=[f) f£§ fﬁ}T,Bf:[B 0 B,],D;=[D I D,]. The dynamics of a system

with actuator faults, sensor faults and process faults can be intuitively described by (2.3).

2.1.2 Coprime factorization technique

Coprime factorization technique is used to factorize a transfer matrix into two stable
and coprime transfer matrices, which provides another alternative description of system

dynamics. Below we first present the definition of left coprime factorization (LCF).

Definition 2.1. (Left coprime factorization (LCF) [22]) A factorization G(z) =
M~ (2)N(z) is said to be an LCF of G(2) if (i) N(z) € RHoo and M(z) € RHo
and (i) there exist Y (2) € RHo and X(z) € RHo such that

N(2)X(z) + M(2)Y(z) = L (2.4)

Followed by Definition 2.1, a state-space computation algorithm of an LCF is presented

in the following lemma.

Lemma 2.1. [22] Suppose G is a proper real-rational transfer matriz with a state space
realization (A, B, C, D), and it is stabilizable and detectable. Let L be so that A — LC is

Schur matriz (i.e., its eigenvalues are inside the unit circle on the complex plane). Define

~

M(z) = (A—LC, -L, C,I), N(z) = (A—LC, B—LD, C,D). (2.5)

10
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Then G(z) = MY (2)N(z) is the LCF of G(z). Moreover, the so-called Bezout identity
(2.4) holds with

~

X(z) = (A+BF,L, C+DF,I), Y(z) = (A +BF, —L, F,0)
and A + BF being a Schur matriz.

Under assumption of the system (2.1) being controllable and observable, according to

Lemma 2.1, an LCF of transform matrix G,,(2) is obtained as

~ ~

Gyu(z) = M7 (2)N(2) (2.6)

with M(z), N(z) given in (2.5). Alternatively, the system (2.1) can be represented in the

following form

Vu(z), [~N(2) M(z)} [;8 ] ~0. (2.7)

Equation (2.7) is known as a kernel representation of the system (2.1). More generally,

the stable kernel representation (SKR) is defined as follows.

Definition 2.2. (Stable kernel representation (SKR) [253]) Given system (2.1), a stable
linear system IC driven by u(z), y(z) and satisfying

u(z) ] - (2.8)

is called SKR of (2.1).

It is evident that K = [—N(z) l\A/I(z)} is an SKR of the system (2.1). One point
worth emphasizing is that the SKR of the concerned system is not unique by noting the
nonunique realization of an LCF. More details about the relationship between different
realizations of LCF can be referred to [22, 91].

2.2 Residual generation techniques

In the framework of analytical redundancy based FD, an FD system consists of two parts
termed the residual generation and residual evaluation, as sketched in Fig. 1.1 in Chapter
1. In this part, the subspace technique aided data-driven constructions of a residual
generator are first reviewed.

Roughly speaking, a residual generator is constructed to check the consistency of the
real monitored system and the redundant process driven by the same input [12]. In general,

the estimate of system output is created using the process model and the difference of it

11
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from the real measured output is adopted as a residual signal. Under ideal conditions, the
residual should be zero in fault-free case and nonzero with the presence of faults. Denote

by r(k) the residual signal, given system (2.1), r(k) should satisfy [22]

i) in fault-free case,

Vu(k), xo, klim r(k) =0, (2.9)

—00

ii) when some possible faults present,

r(k) # 0. (2.10)

Concerning these characteristics, an SKR is actually a parametrized realization of residual

generator for the system (2.1), that is

r(z) = |—M(2) N(z)} [“(z) ] (2.11)

y(2)

Correspondingly, an observer-based online realization of (2.11) is constructed as follows

x(k+1) = Ax(k) + Bu(k) + L(y(k) — y(k))
y(k) = Cx(k) + Du(k) (2.12)

where x € R", y € R™ are the estimates of x, y, respectively, L is the observer gain matrix
stabilizing (A — LC). It is noteworthy that (2.12) is also known as a fault detection filter
in the model-based FD concept.

Together with Definition 2.2 and the residual generator (2.11), the following theorem is

achieved intuitively.

Theorem 2.1. [23] Given process model (2.3), a linear discrete time-invariant dynamic

system is a residual generator if and only if it is an SKR of (2.1).

2.2.1 1/0 data models

To achieve a data-driven implementation of the residual generator (2.11), establishing the
so-called I/O data model to link the analytical model with process /O data is necessary.
In what follows, three kinds of /O data models are first introduced to this end, based on

which the subspace technique aided algorithms for residual generation are studied.

12
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For ease of presentation, the following notations are introduced. For a vector & € R*«

and integer s > 0, let

§(k—s)
k — 1
&(k)= ¢ ZH ) ROV, B = £(K) &(k+1) - E(h+ N -1) | €RYE
&(k)
Ek—s
Ekferl
o = | &lk) &(k+1) - &(k+N-1) | = e REFDEN (913

=
e o

where £ can be x, u, y, f, w, v with k¢ being n, [, m, p correspondingly. Corresponding
to state-space representation (2.3), the following parity relation based process model can
be established

yo(k) = Tox(k — ) + L, u, (k) + Hy £ (k) + By, (k) + vs(k)  (2.14)

where s > n and

C D 0 --- 0
CA CB D --- 0

Fs = . 5 Hu,s = . . X . (215)
CA* CA*'B ... CB D

H, ; and Hy, are obtained by replacing (B, D) in H, with (I, 0) and (B, Dy), respec-
tively. On this basis, an I/O data model of system (2.3) for fault-free case (i.e., f(k) = 0),
is given by

Yis(k) =T Xpos + Hy s Up (k) + Hy o2 s (k) + Y s(k) (2.16)

where Xj;_ s has the same structure of E; with respect to replacing & with x,
Yis, Uks, Qks, Y s are in form of Zy , by replacing £ with y, u, w, v, respectively.
The item Hy, ;% s(k) + Y s(k) represents the influence of noises to the process output.

By introducing a so-called innovation sequence denoted by e(k) = y(k) — y(k), it is
derived from (2.12) that

x(k+1) = Ax(k) + Bu(k) + Le(k) = A x(k) + Bru(k) + Ly(k)
y(k) = Cx(k) + Du(k) + e(k)

(2.17)

13



2 Preliminaries of data-driven FD for dynamic processes

where A, = A — LC, B = B — LD. Alternative I/O data models of system (2.3) for
fault-free case can then be obtained as follows

Yk,s = I‘sxkfs + Hu,sUk,s + He,sEk,s (218>
(I-HE) Yy, =T!X, + HE Uy, + Ey (2.19)

where Ey  are given in form of (2.13) with £ replaced by e and

I 0 --- 0 C
CL I --- 0 CA;
HE,s: . 5 FL: .
| CA*'L .-~ CL T | CAj
0 0O --- 0] D 0 0
5 CL 0O --- 0 . CB; D 0
Hys: . . ) Hu7s: .
| CA;'L .- CL 0 | CA;'B, - CB, D

with H;S & R(S+1)m><(s+1)m and He s € R(s+1)m><(s+1)m'

2.2.2 Subspace technique aided residual generation

Based on Definition 2.2 and the parity relation based process model (2.14), we recall the
following data-driven realization of SKR.

Definition 2.3. (Data-driven realization of SKR [23]) Given system (2.1), matriz K,

15 called a data-driven realization of the SKR, if for some positive integer s, it holds

Vu,(k), X0, K [ ;83 ] — 0. (2.20)

On this basis, a data-driven realization of residual generator (2.11) is obtained as follows

r(k) = Kas [ ;ég ] . (2.21)

Notably, the key point of constructing residual generator (2.21) lies in the identification
of ICqs. Keeping this in mind, corresponding to the I/O data models (2.18), (2.19) and
(2.16), below we successively show three subspace technique aided residual generation
schemes by using process 1/O data.

14
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e Scheme I
It follows from (2.17) that

x(k) = Al%(k—p)+ ) A7 '[B, L]

— ys(k)

us (k) ] . (2.22)

Note that A7 ~ 0 holds for a large integer p > 0, it immediately follows

N - £ i1 u, (k)
X(k)NZZ:;AL B L][ys(k)]. (2.23)

By constructing the following data stacks

Yk—pvp—l
Uk—p,p—l

Zk—p,p—l = [
the I/O data model (2.18) can then be re-written as
Yk:,s ~ Hs7p—1zk—p7p—1 + Hu,sUk,s + He,sEk,s (224)
where IT; ,_y = [II; ,—1, I, 1,] with
O,,.,=T,[A7"'B, - By, I,,.,=T[A'L - L]

Once the matrix Il ,_4, H, ; are identified using process I/O data, according to

Definition 2.3, a residual generator can then be constructed online by
r(k+p) =y.(k+p) — I 12,1 (k) — Hyzug(k + p). (2.25)
The algorithm is summarized in Algorithm 2.2.1.

e Scheme II
Given I/O data model (2.19) and p > 0 such that (2.23) holds, we have

Yo =1L, Zp o1 +H, U+ H Yo+ Ey, (2.27)

s,p—1

Algorithm 2.2.1 Construction of residual generator (2.25)

1: Collect process I/O data in fault-free case and construct Zy_, ,—1, Uy, Yp .
2: Identify the matrices Il ,_;, H, s by solving the following least square problem (with
QR~decomposition technique as presented in Algorithm 9.3 in [20])

min || Yes — Moy 1Zipp1 — HuUpsll - (2.26)
Hs,p—hHu,s

3: Compute the residual sequence online with (2.25).
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where Hﬁp_l = [Hip—m H5L7p—17y} with
ng_lﬂl = Fg [A'Z_lBL BL:| ) Hs,p—]_,y - I‘SL [Az_lL oo L:| .

The following approximation of (2.27) is then obtained for a sufficient large p

Y pgs: i1 Uk Zi—sm154p1
L~ S CAL [BL L} +DU,+E, = © U
i=1 k—i k

with © = [CA7"'B CB, CAS" 'L CL, D].

L

By identifying © using process I/O data and constructing the matrices ITy o1

His and His based on it, the residual generator is then given in the following form

v(k+p) = (- HL) y,(k+p) Tz, (k) — HE u,(k +p). (228)

The algorithm is summarized in Algorithm 2.2.2.

Scheme III
Consider the fault-free case with f(k) = 0 and rewrite the model (2.14) as follows

ys(k) | | Ts Hus | | x(k—5s) H, sws(k) + vs(k)
R il sl e el B

Denote by T': € R((s+)m=m)x(s+)m the null space of T, i.e., TtT, = 0. Let

Fs Hu,s

v, =
0 I

] 7 \I/Sl = [ I‘sl _I*SLHH’S ] e R(s+)m=—n)x(s+1)(l+m)

It is evident that W1W¥, = 0. Recalling Definition 2.3, matrix ¥ is actually a
data-driven realization of SKR of the system (2.1) and can thus be identified for
residual generation purpose. To this end, it yields from (2.16) that

Y S X —S HLU SQ S T S
s | g | TR | 4 atfke T L | (2.31)
Uk7s Uk,‘,s 0

Algorithm 2.2.2 Construction of residual generator (2.28)

1: Collect process I/O data in fault-free case and form Z;_,,—1, Uy, Yy .

2: Solve the following least square estimation problem with QR-decomposition technique

min
)

U (2.29)

Ly s 151
Yk_el k 1,+p1]

F

3: Identify the matrices IT., ,, His and His from ©.

4: Compute the residual sequence online with (2.28).

16



2.2 Residual generation techniques

Denote by Z, = Zy_s_1,, Z; = Zy, s. For a large integer s >> n, it holds
L 7.7 Zr
N P

1 | Xk—s ] T 1 stka+Tks

v, [ — y A - o2 ok, !
1 | Xk—s ] T

v, | — Z |.

(N Uk78 p)

Q

Under assumption of

1
El —
ran (N [

kas

2.32
Us. (2.32)

P

ZT> =n+1(s+1)

the matrix W} then exists guaranteeing ¥ (%Zfzg) = 0. Do an SVD on %zfzz
1 Ay 0 %A
—7Z;7Z7 =[U; Uy .
N f4p 1 2 0 AQ(% O) ] [ Vg*
We then have
v =17 (2.33)

It is remarkable that the condition (2.32) is usually ensured when the system is
excited sufficiently. This has been well studied in literature [40]. In what follows, we

assume by default that (2.32) holds true except where otherwise stated.
Let OF = [®,,  — W | with ¥, e R{FUm=mx(s+m Tt then holds [21]

v . I,=0, ¥, =TI/H,, =% H, (2.34)

where W, = I'; is the so-called parity space. The following parity relation based

residual generator is thus constructed

ys(k)

2.35
w(k (2.35)

) w [ ] oy () — W)

Together with (2.14), the dynamics of residual generator (2.35) is governed by
r(k) =W, (Hy £ (k) + H, w,(k) + v(k)). (2.36)

We summary the construction of residual generator (2.35) in Algorithm 2.2.3.

As a short summary, in the Schemes I and II, the residual generators (2.25) and (2.28) are

depending on the process input. In contrast, the residual generator (2.35) obtained with
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Algorithm 2.2.3 Construction of residual generator (2.35)

1: Collect process 1/O data in fault-free case and form Z,, Z;.

2: Do an SVD on Z¢Z, and then compute ¥ with (2.33). Form matrices ¥, ., ¥, .

3: Compute the residual signal online with (2.35).

Scheme III is decoupled of the system input in an ideal situation. Meanwhile, the online
realization of (2.35) requires lower computational load in contrast with (2.25) and (2.28).
In the subsequent study, Scheme III will be applied for residual generation except where
otherwise stated.

From the viewpoint of online realization, the residual generator (2.35) is computationally
cumbersome due to the data stacking operations and the delivered residual vector might
contain redundant information and thus less robust against noises. Remembering the
observer-based implementation of SKR, a fault detection filter-like configuration of (2.35)

is demonstrated in the following lemma, a detailed declaration of which is referred to [23].

Lemma 2.2. [23] Given system (2.30) and W in (2.33), denote by by = [by, —vg,] €
REFD™ g row vector of L satisfying 1/)5%yI‘S = 0. An observer-based realization of residual

generator (2.35 ) for given 1 can be

x,(k +1) = A,x,(k) + B,u(k) + L,y (k)

(2.37)
r(k) =g,y (k) — c,x,(k) — dou(k)
where x, € Rfes reR, ¢, =[0 -+ 0 1], g, = sl,y,sf d, = sl,u,s and
0 0 - 0 S Sl
A= | T er = §y,2 B, = =
0 -~ 1 0 s s

with vy, ; being the (m(i — 1) + 1 :im) columns of vy, and 1y, ; the (I(i — 1) + 1 : il)

S,yﬂ' S,’U,,i

columns of 'ngLu with i =1, 2, ..., s, respectively.

Remark 2.1. Note that the residual generated in (2.37) is a scalar signal whilst a residual
vector is usually required to achieve reliable FD results. Towards an m-dimensional residual
generator, one simple way is to construct m observer-based residual generators in form of

(2.37) and then form a residual vector directly, i.e.,

Xoﬂ'(l{? -+ 1) = Ao,ixo,i(k> —+ BO,iU(k) —+ Lo,iyi(k>
ri(k) = goivi(k) — coiXoi(k) — dpiu(k), i =1,2,...,m (2.38)
r(k) = [ri(k) ro(k) --- Tm(k)]T eR™

18
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where xX,; € RFew and r; € R denote the state and residual of the i-th observer excited
by the i-th output y; and process input u, respectively, matrices A, ;, Boi, Loi, Goi, Coi,
d,; are correspondingly in form of A,, By, Lo, go, Co, d, as given in Lemma 2.2 with 'y
substituted by y;. Other algorithms for the construction of an m-dimensional residual

generator is referred to [23].

2.3 Residual evaluation schemes

Followed by residual generation, another essential part of an FD system is residual
evaluation, which involves the determination of residual evaluation function J(r), threshold
Jin and decision logic. Roughly speaking, there are two residual evaluation strategies for

FD purpose, namely the norm-based methods and the statistical hypothesis test schemes.

2.83.1 Norm-based methods

The norm-based residual evaluation strategy is usually adopted for FD concerning the
disturbances being norm-bounded. Typically, the Lo-norm and L.,-norm of residual signal
are the two most popular choices for residual evaluation function. In the fashion of

Lo-norm, the residual evaluation function and threshold are determined as
So(x) = [lr(B)ly = VT (R)r(k), Joum = sup J(r). (2.39)
=0
The occurrence of a fault can then be detected by using the following decision logic

J < Jotn, = mno fault al
5(r) < Jon no fault alarm (2.40)

Jo(r) > Jogn, = fault alarm.
Similarly, the L,,-norm based residual evaluation function and threshold are set as
Joo(r) = [[x(k)ll.e = sup VIT(R)r(k), oo = SUP Joo ). (2.41)
The following decision logic is thus used for FD

Joo(r) < Jsoin, = no fault alarm
() < Joo.th (2.42)

Joo(T) > Jooun, = fault alarm.

2.3.2 Statistical hypothesis test methods

Statistical hypothesis test methods are commonly used to deal with residual evaluation

issues subject to stochastic noises. In this research line, the residual evaluation function is
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generally set as a test statistic of residual sequence and a threshold is then determined
towards acceptable FD performance in terms of FAR, FDR and MDR, etc.

It is worth mentioning that the likelihood ratio test scheme is one of the most powerful
hypothesis test technique according to the Neyman—Pearson lemma [62]. In the framework
of likelihood ratio test, a likelihood function of residual is defined, i.e., f(r|@) with 6 being
a parameter carrying fault information. Denote by @ = 6, in fault-free case and 8 = 6, in
faulty case. The residual evaluation function J(r) can then be defined as

f(r|6o)

J(r) = Hel0,) (2.43)

which is a so-called likelihood ratio function. By introducing a null hypothesis #; and an

alternative hypothesis #, as follows
Hy:0 =20y, 9 :0=80; (2.44)
a threshold Jy, is then determined with respect to the following decision logic

J(r) < Jy,, = no fault alarm
(r) < Jun (2.45)

J(r) > Jy, = fault alarm

such that
Pr{J(r) > Ju|H} =« (2.46)

where « is an acceptable significance level of the probability rejecting #; in favor of #.
In FD fashion, « is termed as the FAR.

Under assumption of known probability distribution for noises, the PDF of residual is
usually chosen as the likelihood function A(r|@). Especially when the noises are considered
to be Gaussian distributed, the residual evaluation function in (2.43) is actually a T
test statistic of residual that relies merely on the mean and covariance matrix of residual
vector. These results have been illustrated broadly in plenty of achievements, see, e.g.,
[12, 22, 23]. Nevertheless, in practical applications the requirement for exact probability

distributions for noises and faults is difficulty to be fulfilled.

2.3.8 Performance assessment

In terms of assessing the performance of FD systems regarding residual evaluation function
J(r), threshold J;;, and decision logic (2.45), the definitions of FAR, FDR and MDR in

the probabilistic context are first introduce as follows [22].
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Definition 2.4. (False alarm rate (FAR)) The conditional probability
Prar = PI‘{J(I‘) > Jth|f: 0} (247)
15 called the FAR.

Definition 2.5. (Missed detection rate (MDR)) The conditional probability

Pupr :=Pr{J(r) < Jy|f # 0} (2.48)
15 called the MDR.
Definition 2.6. (Fault detection rate (FDR)) The conditional probability

Pppr :=Pr{J(r) > Ju|f # 0} (2.49)
15 called the FDR.

It is obvious that Prpr = 1 — Pypgr. In the framework of statistical hypothesis test
based residual evaluation, when the probability distributions for noises and faults are
known, the threshold can be determined towards minimizing the MDR (or maximizing the
FDR) for a given acceptable FAR or minimizing the FAR for a prescribed MDR (or FDR).
In the application of norm-based residual evaluation, zero FAR is achieved by using (2.39)
or (2.41) while the MDR might be very poor because of the impossibility of decreasing
the FAR and MDR simultaneously only by adjusting the threshold.

As stated before, the assumption of knowing exact probability distributions for noises
and faults made in the statistical hypothesis test based residual evaluation is often,
unfortunately, unrealistic in practical applications. And the mainstream of mitigating this
deficiency that estimating the distributional information from historical data might cause
unreliable FD results due to the estimation errors caused by the finite number of samples.
Very recently, stochastic optimization technique has attracted increasing attention towards
addressing design issues under distributional ambiguity, which provides a good jumping-off
point for newer approaches to performance-oriented optimal FD without precise probability
distributions for noises and faults.

2.4 Basics of stochastic optimization

In this part, basic knowledge of stochastic optimization is presented serving as the
preliminary of subsequent study on the design and analysis of optimal FD systems for

stochastic dynamic processes.
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2.4.1 Distributionally robust chance constraints

The concept of chance constraint was proposed in 1958 by Charnes and Cooper [11] and
great efforts have been made on this topic since then, see e.g., [60, 65, 82, 93]. In the
paradigm of chance constraint, a deterministic constraint regarding a random variable
is supposed to be satisfied with a certain probability. That is, given a random variable
& € R” following probability distribution P and decision vector w € R™ such that a
constraint L(&, w) > 0 holds with

Pr{L(&w) >0} <a (2.50)

where a € (0,1). Obviously, the condition (2.46) posed guaranteeing FAR performance is
actually a chance constraint. Note that the condition (2.50) is formulated conceptually
but restricted in practical applications due to the inaccessible exact knowledge of P.

As a natural extension of (2.50), the so-called distributionally robust chance constraint
(DCC) has been proposed to immunize the exact distribution requirement in chance
constraints. In DCC framework, P¢ is assumed to be within the ambiguity set P that
shares common distributional properties and the constraint (2.50) then holds over P, i.e.,

sup Pr{L(&,w) >0} < a. (2.51)
PeEP
It is clear that DCC (2.51) gives the worst-case measure of condition (2.50) with respect
to characterizing the distributional uncertainty with ambiguity set P. In other words,
(2.51) is robust against the distributional uncertainty in Pe.

More generally, concerning multiple constraints L;(§&,w) > 0,7 = 1,2, ..., m over
(&, w), the following formulation termed distributionally robust joint chance constraints
(DJCCs) is introduced

;uI;Pr{Li(é,w) >0,i=1,2,...,m} <« (2.52)
c€

which reduces to a DCC (2.51) when m = 1.

2.4.2 Worst-case conditional Value-at-Risk

CVaR is arguably one of the most popular coherent risk measures of uncertainties that

are broadly utilized in economics [15, 78, 94]|. The definition of CVaR is given below.

Definition 2.7. (Conditional Value-at-Risk(CVaR) [93]) Given a loss function L(§) :
R™ — R over random variable § € R"™ obeying probability distribution P, and a tolerance
p € (0,1), the CVaR at level p with respect to Pg is defined as

P — CVaR, (L(§)) = 717161]1% {77 + %Eps [(L(&) - 77)+] } , (2.53)
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It is notable that CVaR essentially evaluates the conditional expectation of loss above
the (1 — p)-quantile of the loss distribution [93]. When the infimum is attended in (2.53),
we have Pe — CVaR,(L(§) = Pr{L(§) < n} > 1—p. Thanks to the properties of monotone,
homogeneous and convex of CVaR with respect to L(€), it is usually applied to approximate
the chance constraint (2.50). Unfortunately, the application of CVaR constraints still
requires the precise knowledge of P, which is difficult to access in practice.

To alleviate the CVaR in (2.53) against the distributional ambiguity, similar to (2.51),
we introduce the so-called WC-CVaR with respect to the ambiguity set P taking the
following form

sup Pe — CVaR, (L(§)) < 0. (2.54)
PeeP

Note that, for any loss function L(&), it holds

Pr{L(€) < Pe — CVaR, (L(§))} > 1 - p. (2.55)
We thus always have
sup Pe — CVaR, (L(£)) < 0= sup Pr(L(&) > 0) < p. (2.56)
PecP PecP

In this regard, the WC-CVaR condition (2.54) provides a conservative approximation
for the DCC in form of (2.51). Because of the convexity of WC-CVaR, tractability of
WC-CVaR conditions has been extensively studied by means of SDP and SP, see, e.g.,
[76, 82, 93]. The connection between the WC-CVaR conditions and DCCs is the key

ingredient of this thesis, we defer to the formalities in Chapters 4-6.

2.4.8 Distributionally robust optimization

DRO is an important topic in stochastic optimization that optimizes the targeting objective
in worst-case setting over an ambiguity set constituted in terms of partial distributional
information [17, 70]. To be more specific, consider a standard DRO problem in the
following form

Zpro(&, w) = min sup Ep, [h(w,§)] (2.57)

WEW B cp
where w is a decision variable belonging to a given set W in space R", h(w, §) represents
the objective function. It is seen that, the optimal decision variable w obtained by solving
(2.57) would minimize the supremum expectation of objective function h(w, &) for a family
of probability distributions Pz € P.
It is worth mentioning that DRO can be regarded as an extension of SP and RO defined

in the deterministic optimization context [17]. When the ambiguity set P is specified for a
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2 Preliminaries of data-driven FD for dynamic processes

certain distribution P, i.e., P = {P¢}, the DRO problem (2.57) would degenerate into an
SP problem in the following form

Zsp(§,w) = min Ep, [h(w,&)]. (2.58)

When the ambiguity set P is modeled only with the support of random variable &, i.e.,
P = {P: € R"|Pr{€ € U} = 1}, the problem (2.57) is reduced to a RO problem as follows

Zro(&,w) = min sup h(w, &). (2.59)

weW gcyy
In comparison with SP, DRO can efficiently cope with the uncertainties in probability
distributions with the introduction of ambiguity set, instead of presumption on the
distribution of random variables as made in SP. Moreover, by modeling the ambiguity set
in combination with partial distribution knowledge except for support, DRO can deliver a

less conservative result in contrast with RO.

2.4.4 Ambiguity set modeling

Considering the interplay between objective function and DCCs in stochastic optimization,
the modeling of ambiguity set is significant towards a tractable DRO problem. Generally

speaking, an ambiguity set should be constructed according to the following principles [36]:

e containing the true probability distribution of random variables at least with high

confidence levels if not possible,

e facilitating the computational handling such that a tractable reformulation of target-

ing DRO problem can be obtained and

e being as small as possible with the first condition satisfied to relieve the conservatism

of the optimal solution.

With these in mind, various ambiguity set models have been studied, see, e.g., [14, 16, 17,
79], that can be roughly divided into the following categories according to the type of the
information they used.

1) Moments. The second-order moments information, i.e., the mean and covariance
matrix, are mostly used in ambiguity set. Mathematically, given £& € R" obeying
probability distribution P with mean € and covariance matrix X, a mean-covariance

based ambiguity set is defined as follows

P={P.eL|EE=E Vig=Ses; | (2.60)
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2.4 Basics of stochastic optimization

where £ is the set of all valid probability distributions in space R™. Consider &, X vary
in the confidence regions being polytopes, the nested moment ambiguity sets have been
studied in [36].

Empirical PDF. The availability of empirical distribution knowledge from historical
data prompts us to constitute the ambiguity set with empirical PDF. In this fashion,
the estimation errors are generally modeled by the limited statistical distances, e.g.,
¢-divergence, Kullback—Leibler (KL) divergence [49] and Wasserstein metric [13, 14, 39,
80], etc. As an example, when the statistical distance is defined with KL-divergence,

an ambiguity set can be defined as

. dP
P {Fee £|Du ol <50~ T} 26)

where p and p are the true PDF of £ and its empirical estimate, respectively, o
is given representing the tolerance upper bound of the distance between p and p
and Dy, (p||p) = [ p(€)In <;%) d€ is the KL-divergence of p and p. When one order
Wasserstein metric [16] is used as distance measure of two PDFs, the following ambiguity

set 1s constituted
P = {IPE €L ]DW(Pg,Pg) < 5} (2.62)

where I@’g is the empirical estimate of P¢, the Wasserstein metric

Dy (Pe, Be) = Sup{/pg(ﬁ)lp’&(dﬁ) - /Dg(ﬁ)@s(dﬁ)}

9€g
measures the distance between P¢ and I@’g with G being the space of Lipschitz continuous
functions satisfying |g(&1) — g(&2)| < (&1, &2), V&1, & € D, p(&1, &) is the metric

between &; and &,. In practice, these ambiguity sets are usually approximated with

the scenario-wised formulation in data-driven framework [39, 80].

Structural information. The information referring to symmetry, unimodality, a-
unimodality and independence, etc., are generally enrolled into an ambiguity set
to capture the structural information of the marginal distribution of random variables
[36]. This is commonly neglected in moments based ambiguity sets. As an example, a

median-absolute deviation ambiguity set is presented as follows

(2.63)

P¢ is symmetric with center m }

P=AP.cL
{fe Er [l —ml] < d

where d is the bound of median absolute deviation.
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2 Preliminaries of data-driven FD for dynamic processes

Remembering the rules of ambiguity set modeling, the mean-covariance based ambiguity
sets (in some situations in combination with the structural information) are mostly utilized.
The merits are mainly in twofold. Firstly, the empirical mean and covariance matrix can
usually be estimated with high probability from data when the number of samples is large
enough. Simultaneously, the computational load is much less expensive in comparison with
the cost of estimating the empirical knowledge of PDF. Secondly, the tractability of DCCs
and WC-CVaR conditions with respect to (2.60) has been widely studied in a rich body of
literature, in most of which the underlying DCCs are addressed in a deterministic manner,
see, e.g., [19, 42, 53, 81]. To that extent, the involved handling is, indeed, distribution

independent, which facilitates the subsequent design and analysis.

2.5 Summary and notes

This chapter has reviewed the preliminaries of data-driven FD for stochastic linear dy-
namic processes and basic knowledge of stochastic optimization. Firstly, mathematical
descriptions of stochastic linear dynamic systems have been presented. By recalling the
definitions of coprime factorization and SKR, three subspace technique aided schemes have
been given for the data-driven construction of a residual generator. Then the norm-based
and statistical hypothesis test based residual evaluation strategies were introduced for
residual evaluation purpose. Finally, basic concepts of stochastic optimization have been
demonstrated, which serves an essential part of subsequent synthesis and analysis of

optimal FD systems in data-driven framework, as will be investigated in Chapters 3-6.
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3 A DIO approach to the design of FD systems

As demonstrated in Chapter 2, a data-driven dynamic FD system typically consists of
the residual generation and residual evaluation units with a decision-maker embedded
and these parts are generally designed separately. So far, a great number of literature on
residual generation have been reported and few efforts have been made on the issues of
residual evaluation despite its essential role in safeguarding satisfactory FD performance.
Conventionally, the statistical hypothesis test methods are prone to be used for residual
evaluation under assumption of knowing exact probability distribution for stochastic noises.
In practical applications, this presumption is notoriously unrealistic. Hence, research on
the data-driven FD for stochastic dynamic processes subject to distributional ambiguity
remains an open topic.

Inspired by the merits of the DRO technique in dealing with the distribution ambiguity
as introduced in Chapter 2, this chapter confines to a DIO approach to data-driven FD,
allowing a performance-oriented integrated design of the residual generator, the residual
evaluation function and the threshold. With the introduction of mean-covariance based
ambiguity sets, the design of FD systems is formulated as a stochastic optimization problem
with DCCs in the context of minimizing the MDR for a prescribed FAR. Without posing
specific distribution assumptions on noises and faults, a DIO description of the targeting
problem is achieved in terms of the means and covariance matrices of residuals in fault-free
and faulty cases. An iterative parametric algorithm is then developed to solve the DIO
problem. Furthermore, the worst-case FAR and MDR are exploited and a geometric

interpretation is given to gain a deeper insight into the DIO solution.

3.1 Preliminaries and problem formulation

3.1.1 Configuration of data-driven dynamic FD systems
Consider a stochastic linear discrete-time system modeled by

x(k + 1) = Ax(k) + Bu(k) + B£(k) + w(k) .
y(k) = Cx(k) + Du(k) + Df(k) + v(k)

wherex e R", u e R, y € R™, f € R?, w € R", v € R™ are the state, input, output, fault,

process and measurement noise vectors, respectively, A, B, C, D, By, D are unknown
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3 A DIO approach to the design of FD systems

time-invariant system matrices with appropriate dimensions. It is assumed that the fault
f(k) is a random vector with nonzero mean and the noises w(k), v(k) are zero-mean white
sequences statistically independent of u(k), x(0) and f(k).

Given state-space description (3.1), an I/O data model, i.e., (2.14) with s > n, is
obtained as follows

[ (k) ] - [ x(k — ) ] . [ Hy £y (k) + Ho o, (k) + v,(K)

(k) (k) 0 (32)

Recall ¥ = [ v, ¥, } € REHDI) satisfying UL, = 0 with @1, € R7X(+Dm
and v = (s + 1)m —n. Let ps(k) = H, sws(k) + vs(k). A subspace technique aided
residual generator is then constructed as follows

2(k) = W [ yS(k)] (3.3)

u, (k)
= @;s (Hf,sfs(k) + Qos(k)) (34)
r(k) = wlz(k) (3.5)

where r € R is the residual signal, w € R” is a nonzero parameter vector in the parity
space spanned by W,-_. The dynamics of residual generator is governed by (3.4), and (3.3)
is suggested for online realization. As demonstrated in Section 2.2.2; the matrices ¥ and
\II;S can be identified with Algorithm 2.2.3 by using process 1/O data.

Followed by residual generation, the residual evaluation function J(r) and a threshold
Jin, should be determined appropriately such that the occurrence of a fault can be detected

by using the following decision logic

J(r) < Ju, = no fault alarm (3.6)
J(r) > Jy, = fault alarm. .

The configuration diagram of data-driven FD systems is demonstrated in Fig. 3.1.

Recalling the definitions of FAR and MDR in Section 2.3.3, we then formulate the
design of FD system regarding w, J(r) and Jy;, in the context of minimizing the MDR for
a given acceptable FAR as following SP problem

min 3.7
W7£01 J(T)7 Jth /B ( )

PI‘{J(T) > Jth|f= O} < ap
Pr{J(r) < Julf#£0} <8

28



3.1 Preliminaries and problem formulation
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Figure 3.1: Schematic diagram of data-driven FD systems.

where o € (0,1) is a given upper bound of FAR, 5 € (0,1) is the upper bound of MDR,
respectively. It is remarkable that the chance constraints in (3.8) restrict the FAR and
MDR being not larger than o and [, respectively.

In case of knowing exact probability distribution of noises, statistical hypothesis test
methods presented in Section 2.3.2 are usually applied for residual evaluation by setting
the residual evaluation function J(r) as a test statistic of residual r and then determining
the threshold J;;, with FAR not larger than ag. According to Neyman—Pearson lemma, a
minimal MDR can be delivered in this context [23]. Thus, when the distributional profile of
noises is known exactly, the FD problem (3.7)—(3.8) can be directly solved with statistical
hypothesis test methods. In engineering applications, precise distribution knowledge of
noises and faults is often, unfortunately, inaccessible and the statistical hypothesis test
based threshold setting is sensitive to the distribution drifts of noises, which may result in
poor FAR and MDR for online FD.

3.1.2 Problem formulation
To address FD system design issues under mild conditions, we can reasonably assume

that the true probability distribution of z(k), i.e., P,, belongs to a predefined ambiguity

set both in fault-free and faulty cases. That is, given distribution ambiguity sets Py for
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3 A DIO approach to the design of FD systems

fault-free scenario and Py for the faulty scenario, it holds

PZGP(), for £f=0

(3.9)
P, € Py, for f#0.

Regarding ambiguity sets Py and Py, the following distributionally robust FD problem is
formulated towards minimizing the MDR for a given acceptable FAR, i.e.,

min 3.10
w#£0, J(r), Jin 5 ( )

sup Pr{J(r) > Ju.} < g
s.t. F€F0 (3.11)
sup Pr{J(r) < Ju} <p
Pzepf
which is an SP problem with DCCs. Without precise knowledge or specific assumption on
the distributions for noises and faults, the first DCC in (3.11) guarantees the FAR not
larger than o over P and the second DCC suggests the MDR not larger than 8 over Py.

Without loss of generality, we define the residual evaluation function and threshold as
J(r) = |r(k)], Jn =10 (3.12)

where b > 0. By substituting (3.5) into (3.12), the problem (3.10)—(3.11) is further
re-written as follows

Wi (319)

sup Pr{|w’z| > b} < g
s.t. FEP0 (3.14)
sup Pr{\sz| < b} <B.
Pzepf
It is remarkable that the design of FD systems for stochastic dynamic process (3.1)
has been formulated as the problem (3.13)—(3.14). The advantages of this formulation in

contrast with the problem (3.7)—(3.8) are in the following aspects.

e [t provides a performance-oriented integrated design of FD systems by incorporating
the criteria of FAR and MDR with the residual generator, residual evaluation function
and threshold setting.

e The demand for exact distribution knowledge of noises and faults, as required in
statistical hypothesis test methods, is alleviated by introducing the ambiguity sets
Py and Py to specify families of distributions of z(k) in fault-free and faulty cases,

respectively.
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3.2 Distribution independent optimal F'D

e In this sense, the upper bounds of FAR and MDR derived by solving (3.13)—(3.14)
are achievable under any probability distributions for noises w(k), v(k) and fault
f(k) supporting P, € Py in fault-free case and P, € Py in faulty case. It implies the
robustness of the solution to (3.13)—(3.14) against the distributional ambiguity.

Hence, the problems to be addressed in this chapter are formulated as follows:

e With respect to appropriately modeled ambiguity sets Py, Py, solve the problem
(3.13)—(3.14) for parameter vector w and threshold b without posing distribution

assumptions on noises and faults and

e Develop a data-driven realization of the designed FD system including offline design

and online implementation.

3.2 Distribution independent optimal FD

In this section, a DIO scheme is proposed to address the FD problem (3.13)—(3.14) without
presumption on the distributions for noises and faults. To this end, the mean-covariance
based ambiguity sets are first established, based on which a distribution independent
description of the FD problem (3.13)—(3.14) is formulated in the probabilistic context. Then
an iterative parametric algorithm is developed, followed by a data-driven implementation
of the FD system.

3.2.1 Mean-covariance based ambiguity sets

Note that the core of addressing the problem (3.13)—(3.14) lies in handling the DCCs
(3.14), which highly relies on the models of ambiguity sets Py and P;.

As introduced in Section 2.4.4, various forms of ambiguity set are available, among
which the mean-covariance based model is mostly used in engineering applications for
the common availability of second-order moments information using historical data and
its computational tractability under certain conditions [36, 79, 93|. For these merits, in
what follows we model the ambiguity sets Py and P in terms of the mean and covariance

matrix of z(k). Denote by

zo(k) = z(k)|er)=0, 2o = Elzo], X, = V][z]
z(k) = z(k)|ewyz0, 25 = Elzg], 2., =V[zy].

Let ws = Elw,], v, = E[vy], B, = V|w,], X, = V[v,], £ = E[fs] # 0, Xy = VIf,]. It is
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3 A DIO approach to the design of FD systems

derived from (3.4) that
Zy = ‘I’;:s@s; 2zo = lIl;_,sEQD(\II;_,s)T (315>
zy =70+ Hyf,, B, =%, + H; 3H], (3.16)

where @, = H,, ,@, + 0,, X, = V[p,| = H, X H,, + %, H, = ¥ H;,. We then
construct the ambiguity set Py as follows

Py={P. € £| Ela) =2, V[ =5, €8] } (3.17)

where L is the set of all valid probability distributions in space R”. Similarly, the ambiguity

set Py is modeled as
Py ={P. .c‘ Elz) =7, V[ =3, €8] |. (3.18)

Remark 3.1. In general, real values of zy, X.,, Zy, 3., are unavailable in practical

zf
applications and their empirical estimates are usually obtained using process 1/0 data.
When the sample number is sufficiently large, the empirical estimates are considered to be
close to the true values with high probability and thus temporarily assumed to be known

exactly. The estimation error involved issues will be discussed in Chapter 6.

3.2.2 Problem reformulation

Since the residual evaluation function J(r) in (3.12) is a two-sided test statistic of residual
and the condition |w’z| > b is nonconvex, it is difficult to deal with the DCCs (3.14)
directly. One alternative solution is to reformulate the problem (3.13)—(3.14) in terms of
two one-sided test statistics of residual. It yields from (3.4) and (3.12) that

wlz(k), for wlz(k) >0

J(r) = |wlz(k)| = (3.19)
—wTlz(k), for wlz(k) <O0.
According to Bonferroni’s inequality, we have, for the first DCC in (3.14), it holds

sup Pr{|w’z| > b} = sup Pr{w'z>b or —w'z> b}

P.€Po P.ePo
< sup Pr{w’z > blw'z >0} + sup Pr{—w'z > bjw'z < 0}
P.€Po P.€Po
< o

if the following inequalities hold true
sup Pr {WTZ > blwlz > O} < %, sup Pr {—WTZ > blwlz < O} < %o
P.€Po 2 P.€Po 2
In this context, the FD problem (3.13)—(3.14) can be addressed by solving the following

two optimization problems, wherein one-sided evaluation functions are adopted.
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1) When w'z(k) > 0, i.e., J(r) = wlz(k). Regarding decision logic (3.6), a one-sided FD
problem is constructed as

Wi 7 (3:20)
sup Pr {WTZ(kJ) > b} <%
s.t. FeEP0 (3.21)
sup Pr{w’z(k) <b} < 8.
Pzepf

2) When wlz(k) <0, i.e., J(r) = —w’z(k). Regarding decision logic (3.6), a one-sided

FD problem is constructed as

Wi 7 (322)
sup Pr{-wTz(k) > b} < X
s.t. €70 (3.23)
sup Pr{-w'z(k) <b} <.
]PzEPf

It is obvious that the optimal solution to FD problem (3.20)-(3.21) solves the problem
(3.22)—(3.23) by substituting the parameter vector w with —w. Besides, by solving (3.20)—
(3.21) for w, b, 3, the FAR of the FD system can be ensured not larger than ay and MDR
not greater than  with respect to using (3.12) for residual evaluation. Thus, below we
will focus on solving the FD problem (3.20)—(3.21), the core of which lies in the handling

of DCCs (3.21) in a deterministic manner.

3.2.8 Distribution independent F'D

In order to deal with the DCCs in (3.21) in the probabilistic context, the following theorem
is first referred.

Theorem 3.1. /53] Given a random vector & € R™ with mean & and covariance matriz
2 €Sk, e, &~ (€ X)), for a conver set S, it holds

sup Pr{€ e S} =
ﬁf\’(é,z) 1 + d2

with & = inf (€ — €75 ( - ©).

Based on Theorem 3.1, the following lemma for our study can be achieved.
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Lemma 3.1. /53] Given a random vector &€ € R™ with &€ ~ (&€, %), w # 0 and b, such that
wl€ <band p € [0,1), the condition

inf Pr{wa <b}>1-p
£~(€,3)

holds if and only if
b—w'€>k(p)VwlZw

with k(p) = ,/1—;3, when wig > b, gNi(I};*fz) Pr{w’¢ < b} = 0.

Note that Lemma 3.1 provides a deterministic formulation of a DCC in terms of mean
and covariance matrix. On this basis, given ambiguity set Py in (3.17), it holds for the
first DCC in (3.21) with wlzy < b that

(&%) . 67}
P Ty(k) > bl < = f P Ta(ky <bl >1-— —
Pszlelgo riwia(k) > b} < 2 7 piep, riwla(k) < b} 2 2

& b—w'zg > k(o) VWi, w (3.24)

where R(ap) = k(%) = ,/%. Similarly, given Py in (3.18), the second DCC in (3.21)

with w’z ¢ > b is reformulated as follows

sup Pr{w’z(k) <b} <p < _inf Pr{w’z(k)>b}>1-5
IPZG'Pf Pzepf

. A . > _
& legf)fPr{ wiz(k) < —-b} >1-p

& —b+w'zy > k(B),/WIE,,w (3.25)

where k() = , /%. In the cases of w designed such that w’zq > b and w’z; < b, it is
obvious that the MDR and FAR would be one, which is meaningless for our FD purpose
and thus are discarded. Together with (3.24) and (3.25), the FD problem (3.20)—(3.21) is

equally re-written as the following distribution independent form

Lax o4 (3.26)
b—wlzy > R(ag)y/ Wi, w
s.t. (3.27)

—b+w'zy > K(3) /WX, W,

This formulation is a second-order cone programming (SOCP) problem that is obviously
independent of the probability distributions of noises and faults. In the next subsection,
the optimal solution of the FD problem (3.26)—(3.27) is studied.
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3.2.4 Optimal solution and algorithms

It is derived from (3.27) that

Flag) VWIS, w — wizg <b < w'zp — k(B),/wI'S,,w. (3.28)

It follows
K(B)\/ WIS, W+ E(ao) VWIS, w < w'(z; — Zp). (3.29)
Note that the value of ||w]| would not influence the optimal solution of 8 regarding (3.29).

We can without loss of generality set

wl(z; — 7) = 1 (3.30)

and then

K(B)\/WIE, W+ R(ag)y/wiE,,w <1 (3.31)

1 — R(ap) /WIS, w
K(B) < ST (3.32)

Since ( has the opposite monotonicity with (), we then have

1—kK VWi,
min f < max k(f) < max Alao) yw oW, (3.33)
w0 w0 w0 VW, w

Together with (3.30) and (3.33

);
VwWiE,
max = Mao) YW B, w st. wl(z; —7) =1 (3.34)
w VWIS, w

which is a fractional programming (FP) problem according to [68]. After solving the

holds, which delivers

we can rewrite the problem (3.26)—(3.27) as follows

problem (3.34) for an optimal w, the equalities in (3.28) hold at this optimum. And then

we have

1= R(a) Wi, w
k(B) N (3.35)
1

8 = T (3.36)

b = R(ag)y /WIS, w—w'z
= w'z; — k(B)y/ WIS, w. (3.37)

Therefore, the key point of solving the problem (3.26)—(3.27) lies in solving the FP

problem (3.34). Up to now, various parametric algorithms and software have been
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developed to deal with this kind of FP problems, e.g., the iterative least square [53] and
quadratic search methods [42]. Here an iterative least square scheme is applied to this
end. Let

[(w) =1—Fk(ao)y WX w, g(w)= /Wiy, w (3.38)

The problem (3.34) is re-written as follows

st. wi(z; —7) = 1. (3.39)

By introducing a parameter A > 0, the problem (3.39) can then be addressed by iteratively
solving the following SOCP problem for a fixed A

max [(w) — M\g(w) st. w'(z;—7) = 1. (3.40)

w

With respect to updating A with

W, = argmax [(w) — Mg(w) (3.41)

an optimal w to (3.34) is then achieved until a predefined criterion is achieved.
Regarding solving the SOCP problem (3.40), denote by F € RY*(~1) an orthogonal

matrix whose columns span the subspace orthogonal to z; — Zg, 9 € R7"!. Let
Z; — 7o

= _ 2
Hzf - Z0||2

w=wo+ Fq, wy = (3.42)

The condition w’(Z; — Zg) = 1 holds obviously. Then the problem (3.40) is re-written as

an unconstrained SOCP problem in the following form
2
mae {1 #(00) 27w + Fa)l [, 222+ Fa |}
q 2

which equals to

q

2
min { ) [|S2(w0 + B + 2 Hz;;2<v—vo+Fq>H2}. (3.43)

To handle the problem (3.43), the following lemma is recalled.

Lemma 3.2. [37] For any vectors a, ¢ and any matriz M and for all € > 0, we have
1
(a+c)'M(a+c) < (1 + ) a’Ma + (1 + ¢)c" Me.

A proposition of Lemma 3.2 can then be obtained as follows.
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Algorithm 3.2.4 Iterative least square method for solving (3.40)
1: Given A > 0, sufficient small € > 0, 79 > 0, A > 0, compute wg, F. Let

G =)\F"S,F, H=#r*(a)F'L,F
g =MNF'S, Wy, h=r*(a)F 2, w
2: Initialize & =1, G =1,61=1,1=1.
3: Do the following computation until [6;11 — ;| < ¢, i.e.,
K—1G+ H+AL Q= (lg+!h), q,-K'Q

w'=wo+Fq;, G =/ AMW)TE,wi, &= \/R(ao)(wi)TEZfWi
Gigr = SHLEEHL G4,

4: Assign w, = wi !l

Proposition 3.1. For any vector a, matriz M and € > 0, it holds

1
a* = arg mln a’Ma = arg mfo <6 + —) a’Ma.
a,e> €

Based on Lemma 3.2 and Proposition 3.1, we introduce parameters n > 0, p > 0 and
rewrite the problem (3.43) as follows

Ol777i>1%7fu>0 {77+ HEI/? o+ Fq) H2+,u+ Hglm o+ Fq) H } (3.44)
which can be solved with an iterative least square algorithm, as presented in Algorithm
3.2.4, in which the iteration is stopped when the error between two steps is smaller than a
predefined sufficient small tolerance.

By solving the optimal w with Algorithm 3.2.4, the optimal solutions of 3, b are further
achieved with (3.36) and (3.37), respectively. As a summary, the algorithm for solving the
FD problem (3.26)—(3.27) is given in Algorithm 3.2.5.

As mentioned before, the optimal solutions of w, b, § obtained by solving the problem
(3.26)—(3.27) also address the problem (3.22)—(3.23) by replacing w with —w. Since the
DCCs (3.14) hold if the DCCs (3.21) and (3.23) hold, the solutions w, b, 5 to (3.26)—(3.27)
thus solve the original FD problem (3.13)—(3.14). We thus give the following theorem.

Theorem 3.2. The optimal solution to the DIO problem (3.26)-(3.27) is given in (3.35)-
(3.37), which solve the FD problem (3.13)-(3.14).
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3 A DIO approach to the design of FD systems

Algorithm 3.2.5 Optimal solution to the DIO problem (3.26)—(3.27)
1: Given a small 7y >0, set j =1, A = Ay.
2: Solve the problem (3.40) with Algorithm 3.2.4 for w,, Let w’/ = w,.
3: Repeat the following process until A; > X\;1; and A; > X;_; hold simultaneously

1 -k wi)TY, wi ,
)\j+1: (0) ( ) 0 ,]<—]—|—1
(wWi)T's, wi

4: Let w = w?, () = );. Compute 3, b by (3.36) and (3.37), respectively.
5: Return w, (3, b.

3.2.5 Data-driven implementation

The above presented solution to the FD problem (3.13)—(3.14) provides an integrated
design of FD systems regarding residual generator, residual evaluation function, threshold,
FDR and MDR criteria without distribution assumptions on noises and faults. In this
part, a data-driven implementation of the designed FD system is presented, which includes

the offline design and online FD, as show in Fig. 3.2.

Al g
Actuators —>

Process 1/0 data collection

In faulty case Fault-free case
u(i), y@),i=12,... N¢ | | u@),y@),i=12,..,Ng

A 4

IdeTtificLatiorl of
Vs Wys:Vus

J(r) > Jy, | faultalarm

{ : vl w,b
Ny J() <3y, | noalarm
{20)t=0};3 = 2.2, Solve the FD
. N —>| problem for optimal
{Z(')|f¢0}i='1 =t 'ZZ, w, b ’B

Online FD

Offline design

Figure 3.2: DIO method aided data-driven configuration of FD systems

In the stage of offline design, the matrix W is identified using process I/O data
with Algorithm 2.2.3. The sample sets {z(7)}.-, in fault-free case and {zf(z')}f-\[:f1 in the
concerned faulty case are then constructed using (3.3), where Ny, N; are given large

enough sample numbers. The means zg, z; and covariance matrices 3., 3, are thus
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3.3 Discussion

Algorithm 3.2.6 Data-driven implementation of DIO method aided FD systems
Offline design

1: Collect process I/O data in fault-free and the concerned faulty cases.

2: Identify W+ with Algorithm 2.2.3 by using process I/O data in fault-free case.

3: Construct sample sets {zo(i)}~%, and {z(i) f»vzfl. Compute the empirical means zg, zs
and covariance matrices 3,, 3, ;e

4: Given ag € (0,1), solve the FD problem (3.20)—(3.21) with Algorithm 3.2.5 for optimal
w, b, 8. Compute 9, Jy, with (3.47).

Online FD
1: Compute residual (k) and J(r) with (3.48) and (3.12) at time step k, respectively.

2: Perform (3.6) to detect the occurrence of a fault.

estimated by

I RRE.CR LA o
=3 ;ZO(Z), =0 = W ;(Zo(z) — 20)(20(i) — 7)) (3.45)
2= Nif sz(z% X, = Nif (z(3) — 25) (27 (i) — z5)7 (3.46)

Given an appropriate o € (0, 1), Algorithm 3.2.5 is then applied to solve the FD problem
(3.26)—(3.27) for w, b, 3. Let

9 =w U J,=b (3.47)

In the stage of online FD, a residual signal at time step £ is generated with

k) =9 | Yo%) ] . (3.48)

u, (k)

By computing the residual evaluation function J(r) and threshold with (3.12), the occur-
rence of a fault is then detected by performing the decision logic (3.6). The algorithm is
summarized in Algorithm 3.2.6. As discussed in Section 3.2.2, the FAR of the designed
FD system is ensured not greater than g and the MDR not larger than # with respect to
P, € Py in fault-free case and P, € Py in faulty case.

3.3 Discussion

In the above study, the design of FD systems regarding a two-sided residual evaluation
function is formulated as the problem (3.13)—(3.14), which is further re-written as two one-
sided DIO problems in form of (3.26)—(3.27) and then solved with an iterative parametric
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3 A DIO approach to the design of FD systems

algorithm. To gain a deeper insight, in this section we give two additional remarks about

the worst-case FAR and MDR and a geometric interpretation of the optimal solution.

3.3.1 Worst-case FAR and MDR

In Section 3.2.2, we have represented the DCCs (3.14) with DCCs (3.21) and (3.23) as
sufficient conditions by using Bonferroni’s inequality. To explain this point better, we

introduce the following theorems as side results of Theorem 3.1.

Theorem 3.3. Given & € R™ with & ~ (£, ), w # 0 and b > 0 such that |w'€| < b,

p€(0,1), if
b—|wiE| > R(p)VwISw (3.49)

holds with (p) = %, then the condition

sup Pr{|w"¢|>b} <p (3.50)
£~ (€3)

holds true, when |[w"€&| > b, sup Pr{|w’¢|>b} =1.
EN(E,E)
Proof. See the Appendix A.1. m

Theorem 3.4. Given & € R™ with & ~ (€, ), w # 0 and b > 0 such that |[w”(€)| > b,
p € (0,1), the condition

— b+ [wE| > k(p)VWIEw (3.51)

holds with k(p) = ,/% if and only if
sup Pr{|w’¢| <b} <p (3.52)

E~(€,3)

holds true, when [wT&| < b, sup Pr {|WT£‘ < b} =1.
§~(E,E)

Proof. See the Appendix A.2. O

Based on Theorems 3.3 and 3.4, the FD problem (3.20)—(3.21) can be substituted by

whin B (3.53)
b— |wlzo| > R(ap)/WIX,, W
s.t. (3.54)

—b+ |w'zs| > K(8) /WX, W.

By eliminating b from (3.54) and further re-written the problem (3.53)—(3.54) as follows

1 — R(ap)y/ Wi,
max Ala) y Wi Ty W st Wiz — [wlzg| =1 (3.55)
w VWX, w
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3.3 Discussion

which is obviously identical with the FD problem (3.34) with |w'z;| — |[w”Zy| > 0.
Algorithm 3.2.5 can then be used intuitively to solve (3.55). It is remarkable that
\w?z;| — [w'Zo| > 0 surely holds under assumption of zZy = 0 and this assumption is
without loss of generality since data can always be pre-processed so to comply with this
assumption. When zq # 0 for the nonzero mean noises, the primary residual signal z(k)
ys(k)
u; (k)

In summary, we solve the one-sided FD problem (3.20)—(3.21) for the optimal solutions

can be redefined as z(k) = ¥ [ — 7z such that E[z] = 0 holds in fault-free case.

of w, b, 3, as given in (3.35)—(3.37), respectively. Then, with respect to using the two-sided
test statistic (3.12) and decision logic (3.6) for residual evaluation, the FAR and MDR of
the FD system can be achieved satisfying

Prar < ag, Pupr <8
for noises and faults supporting P, € Py in fault-free case and P, € Py in faulty case.

Remark 3.2. It is worth emphasizing that the proposed DIO approach to FD with respect
to solving (3.13)—(5.14) provides quantitative upper bounds of FAR and MDR in the
probabilistic context, without special distribution assumptions on noises and faults. In
case that the probability distributions for noises and faults are known in specific forms, the
well-established (generalized) likelihood ratio method is apt to be applied to solve the problem
(3.10)—(3.11), which will achieve a tighter upper bound of MDR for an identical FAR due

to the additional distributional information except for mean and covariance matriz.

3.3.2 Geometric interpretation

In the fashion of statistical learning, FD issue can be regarded as a binary classification
problem, i.e., the fault-free class and the faulty class. The FD problem (3.13)—(3.14) is
formulated aiming to find a hyperplane such that these two classes can be separated with
minimum missed classification probabilities, i.e., the FAR and MDR. In this context, a
geometric interpretation of the achieved solution is given below.

Since the solution to FD problem (3.13)—(3.14) is achieved by addressing (3.34), we start
with using Lagrangian multiplier method to cope with (3.34). By introducing parameter

vectors ¢, ¢, a Lagrangian function corresponding to (3.34) is constructed as follows [41]

1 1
L(W, A1, A2,6,¢) = mi/\n max Flag)w! E26+ Mw' 2,6 + \ao(1 — w'(zp — 2o)) (3.56)
W,A1 A2,6,

1

1 1 1
Wlth H§||2 S 1, ||C||2 S 1 Given )\QZf — )\12ng = )\220 + Fi(ozo)EZOg, i.e., Zf — >‘12Z2f< =
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3 A DIO approach to the design of FD systems

1
7o + R(a)22¢ with [[s]l, < 55, [[€ll, < 55 the problem (3.56) is re-written as

1 1
LW, 1,02,6,() = Aot XoZyp — M X2,¢ = MaZo + R(a) X2

max
sl <L[I¢ll<1,M

1 1
. Zf — /\12Z2fc = 20 + R(ao)ZZQOc. (357)

. 1
= min —
lslly < 55 I lo < a1 A2

At the optimum, it holds

1
ngw

A2 =\

1
+ R(ap) Hzgow
2

=1, A = k(f). (3.58)

2

The formulation (3.57) admits a Mahalanobis distance based geometric interpretation of
(3.58). Consider two ellipsoids centered with mean and shaped obeying covariance matrix

in the following form

& = {Zo =70 + k(o) X3, sl < 1} , & = {Zf =z; +r(B)B2¢, €], < 1}

which specify two groups of instances whose Mahalanobis distance to the center satisfies

_1 _1
My = H2z02 (2o — ZO)H2 < R(ag), My = H22f2 (zf —zy)

< ().

The optimal solution (3.58) is then interpreted as that a w is fund achieving the ellipsoids

&o, € being tangentially intersected, such that a minimum MDR g = ﬁ is achieved

B)

; with Mahalanobis distances My < R(ap)

for a given FAR not larger than oy = ﬁ

and M < k().

3.4 Summary and notes

In this chapter, a DIO scheme has been presented to address design issues of data-driven
FD systems subject to distributional ambiguity of noises and faults. Rather than posing
specific distribution assumptions on noises and faults as made in conventional hypothesis
test methods, ambiguity sets have been introduced to characterize families of probability
distributions with common mean and covariance matrix both for fault-free and faulty
cases. On this basis, the FD systems design has been formulated as an SP problem
with DCCs in the context of minimizing the MDR for a prescribed FAR. A distribution
independent solution to the targeting problem has been developed, which provides an
integrated synthesis of the residual generator, residual evaluation function and threshold.
Moreover, a data-driven implementation of the designed FD system has been given. To a
better understanding, the worst-case FAR and MDR and a geometric interpretation of the

solution have been discussed.
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4 An improved DIO method for FD and analytical
algorithms

A DIO approach has been demonstrated in Chapter 3 towards an integrated design of
FD systems, achieving a minimum MDR for a given acceptable FAR without precise
distribution knowledge of noises and faults. The basic idea behind this approach is to
formulate the FAR and MDR, involved DCCs as distribution independent conditions and
then solve the DIO problem with iterative parametric algorithms. In the offline design
procedure, the DCCs with residual evaluation function being two-sided test statistic of
residual are decomposed into two conditions with one-sided test statistics and the FAR
criterion is then derived using Bonferroni’s inequality. It is worth mentioning that this
handling would result in a conservative upper bound of FAR. On the other hand, despite
various iterative parametric algorithms for solving DIO problems, the computational cost
is generally expensive for the cases involving high dimensional process variables and a
closed-form solution is rarely available [41]. Searching for an analytical solution to the
DIO method aided FD is thus of practical importance but theoretically challenging.
Motivated by these concerns, this chapter confines to an improved DIO approach to
the design of data-driven FD systems, providing tighter upper bounds of FAR and MDR
without precise distribution knowledge of noises and faults. On the basis of a data-driven
construction of a parity relation based residual generator, a two-sided test statistic of
residual is applied as residual evaluation function, and then the design of FD systems is
formulated as an SP problem with DCCs towards minimizing the MDR for a prescribed
FAR. It is rigorously proven that the targeting problem can be addressed by solving
a generalized eigenvalue-eigenvector problem. An analytical solution is thus obtained
by means of an SVD. The existence condition of the optimal solution is also studied
analytically. At the end of this chapter, a short discussion is given concerning two special

cases of FD missing fault information and deterministic fault detection.

4.1 Problem formulation

For the purpose of FD in stochastic linear discrete-time systems of form (3.1), we recall
the residual generator (3.3)—(3.5) to generate the residual signal using process I/O data.

Considering the situation of unknown exact distributions for noises and faults, we refer
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4 An improved DIO method for FD and analytical algorithms

to the mean-covariance based ambiguity sets Py in (3.17) and Py in (3.18) to specify
groups of probability distributions of z(k) in fault-free and faulty cases, respectively. In

this context, given known means zy, z; and covariance matrices 3., X, the residual

Zf Y
evaluation function J(r) and threshold .Jy, are without loss of generality defined as follows

J(r) = (r(k) = 70)%, Jin =1 (4.1)
where 79 = w’Z,. The following decision logic is then used to for online FD

J(r) < Jy, = no fault alarm

J(r) > Jy = fault alarm.

The design of FD systems thus lies in the design of parameter vector w.

Towards minimizing the MDR for a given FAR, we substitute (3.5) into (4.1) and
formulate the design of FD system regarding parameter vector w as an SP problem with
DCCs in the following form

min f (4.3)

sup Pr{(w’(z —29))? > 1} <y
s, g TEEP (4.4)
sup Pr{(wh(z —129))? <1} <p
P.ePy
where ag € (0,1) is a given upper bound of FAR and § € (0,1) the upper bound of MDR.
Due to the DCCs (4.4), it remains a challenging task to find the optimal solution to
the FD problem (4.3)—(4.4) in an analytical manner. To deal with this issue, the main

objectives of this chapter are as follows:

e Study the deterministic formulations of the DCCs (4.4) in the probabilistic context
such that the tighter upper bounds of FAR and MDR can be achieved and

e Develop an analytical solution to the FD problem (4.3)—(4.4) without specific

distribution assumptions on noises and faults.

4.2 An improved DIO approach to FD

In this part, an improved DIO approach is demonstrated for the design of FD systems by
solving the problem (4.3)—(4.4). To this end, distribution independent representations of
the DCCs in (4.4) are first studied.
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4.2 An improved DIO approach to FD

4.2.1 Deterministic description of DCCs

As demonstrated in Chapter 3, the first DCC in (4.4) can be handled by decomposing
the two-sided residual evaluation function into two one-sided test statistics of residual
due to its nonconvexity, then the FAR criterion is obtained using Bonferroni’s inequality.
Unfortunately, this approximation will lead to a quite conservative FAR. To alleviate
this deficiency, below an equivalent deterministic formulation of the first DCC in (4.4) is
investigated according to the connections between DCCs and WC-CVaR constraints [66].

Recall the definition of CVaR given in 2.7. The following theorems are referred at first.

Theorem 4.1. [93] Let L(§) : R™ — R be a continuous loss function that is either concave
or quadratic in € (possibly nonconcave). Then the following equivalence holds

Z(p,L(§)) = sup P —CVaR, (L(§)) <0 < inf Pr(L(§) <0)>1—p

Pg eP P§€7D

where P is a mean-covariance based ambiguity set of Pe, Z(p, L(§)) is a WC-CVaR

condition.

Theorem 4.2. [76] Given & € R" following probability distribution Pe with E[¢] = € and
ViE] = X, let the second-order moment matriz be
T+Eeh € ]

M, = _

(4.5)

Define an ambiguity set

p={re| [l 0" [ 1) =

and a loss function L(€) = ETEE + 2e € + ey with E € S7, e; € R", ¢y € R. Then the
WC-CVaR is equivalent to the following tractable SDP

1
sup P — CVaR, (L(§)) = 717n1£ n+ p Tr (M¢K)

]P)g cpP

E (S5} ] “ 0
T ~— U.

Theorem 4.3. [76] Using the notations in Theorem 4.2, given & =0, ¥ € S and loss
function L(&) = ¢ETEE + e, then

st. KeSt neR, K-

sup P— CVaR, (L(§)) = ey + % Tr (XE).

Pg P

Based on Theorems 4.2 and 4.3, the following theorem can be achieved.
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4 An improved DIO method for FD and analytical algorithms

Theorem 4.4. Given & € R™ obeying probability distribution Pe with E[¢] = €, V[¢] =

3 € 8%, define a mean-covariance based ambiguity set P. For a € (0,1), the condition

sup Pr{(w" (€ —§))* > 1} <« (4.6)

Pe€P

holds if and only if
V(@) VwTEZw < 1 (4.7)

with v(a) = /1/a.
Proof. Denote by ¢ = & — € obeying distribution P, with E[¢] =0, V[{] = V[¢§] =X € ST.
Define an ambiguity set P = {P, € L|E[¢] =0, V[¢{] = X} and a function of ¢ by

FE)=¢"Q¢ -1, Q = ww'. (4.8)
According to Theorem 4.1, the following expression regarding the condition (4.6) holds

sup Pr{(w'(£-¢§))*>1}<a & supPr{F()>0}<a
PeeP PP

< inf Pr{F({)<0}>1-a. (4.9)
PceP

Note that F(¢) is a quadratic function over ¢. It is known from Theorem 4.2 that (4.9)
holds if and only if

sup P — CVaR, (F({)) <0 (4.10)
P eP

Referring to Theorem 4.3, we have (4.10) equals to
1
-1+ -Tr(¥Q) <0. (4.11)
a

Together with (4.8)—(4.10) and (4.11), the condition (4.6) then holds if and only if

L 7
a(w Ew)gl

which clearly delivers (4.7). The proof is completed. O

According to Theorem 4.4, the first DCC in (4.4) is equally described as the following

distribution independent form

vig)y/wiE, w <1 (4.12)

where v(ag) = \/1/ap. In order to deal with the second DCC in (4.4) in deterministic

manner, we further propose the following theorem.
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Theorem 4.5. Using the notations in Theorem 4.4, let k(o) = /(1 — a)/a. Given a
constant vector g € R™ with |wT(§ — g)| > 1, the condition

sup Pr{(w' (£ —g))’ <1} <a (4.13)
PecP
holds if and only if
\/WT(E —g)(§—g)Tw—1>k(a)VWIZw. (4.14)

When |w”' (€ — g)| < 1, it holds sup Pr {(w" (£ —g))* <1} =1.
Pgep

Proof. Let s =& —g, D={P. € L ‘E[c] =£-g=¢, V[g]=% €8} It is noted from
Theorem 3.4 that, for [w’g| < 1, it holds

Eq. (4.13) < sup Pr{(w'¢)’<1}<a< sup Pr{lw'¢|<1} <a
P.€D P.cD

& VWISETw — 1 > k(a)VwiZw. (4.15)

The substitution of ¢ = £ — g to (4.15) delivers (4.14). When |w’g| > 1, we have

sup Pr{(w’¢)? <1} = sup Pr{|w’s| <1} =1. The proof is completed. O
P.eD P.eD

Let k(8) = /(1 — B)/B, 2y = z; — Zy. Based on Theorem 4.5, the second DCC in (4.4)
is then equally substituted by the following deterministic constraint

\VWrzpziw — k(8)/wiS, w > 1. (4.16)

Combining with (4.12) and (4.16), the FD problem (4.6)-(4.7) is thus equally reformulated

as the following distribution independent form

min 6] (4.17)

v(ig)ywiE, w<1
\/WIzpzgw — k(8) /WIS, w > 1.

Now the remaining task is to solve the DIO problem (4.17)—(4.18). Though various

parametric algorithms, e.g., the iterative least square [53] and the quadratic interpolation

(4.18)

schemes [41], can be applied to this end, achieving an analytical solution to this problem
remains difficult and a rigorous analysis of the FD results is then intractable. In the
upcoming subsection we propose an SVD-based algorithm to address the FD problem
(4.17)—(4.18) analytically.
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4.2.2 Analytical optimal solution

It follows from (4.18) that

V(o) VWIS w <1<\ /wlzpziw — k(8)/ Wi, w. (4.19)

Let
\/WTzpzpw — v(ag) /WS w
C = ) 4.20
We then have
0 < k(B) <C(w). (4.21)

Since k() has the opposite monotonicity with 3, the objective of minimizing /5 in (4.17)
can be achieved by maximizing x(f3). Simultaneously, it obviously holds at the maximum

of k() that

k(B) =C(w), v(ag)y/wIE, w=1. (4.22)
Because if w delivers v(ag)y/w?E,,w < 1, we can always find another w achieving a
larger x(3). In this regard, the problem (4.17)—(4.18) can be solved by addressing

max C(w) (4.23)

st. v(w)ywlE, w=1, C(w) > 0. (4.24)
Note that the constraint v(ag)y/w'2,,w = 1 in (4.24) can always be satisfied by

multiplying a constant to the optimal solution of w to the following problem

max C(w) st. C(w)>0. (4.25)

We thus temporally omit the first constraint in (4.24) and focus on solving the problem
(4.25). The following theorem is proposed to this aim.
Theorem 4.6. The solution to the problem (4.25) can be achieved by solving the following
generalized eigenvalue-eigenvector problem

wlsw

- 4.26
N TR w (4.26)

. 1 1
where 3 = z;2% — V() Xs,. Do an SVD on X2, i.e., £2, = U[S 0]V, UU" =
I, VVT =1. The optimal solution of w to (4.26) is obtained as

w=US"'v (4.27)

where v solves

Vi —STIUTEUS v =0, viv=1 (4.28)

with Ay, > 0 being the mazimum eigenvalue of matriz STTUTIUS L.

48



4.2 An improved DIO approach to FD

_ . \/m - V(ao)\/vm .
PTOOf For w ?é 07 Zf 7é 0, let t(W) = W, ]’L(W) = ﬁszo with t(W) >

C(w) = t(w) — h(w), H(w) = t*(w) — h*(w).

h(w) > 0 and

Since t(w) and h(w) are scalars, there without loss of generality exists pu(w) € (0, 1) such
that h(w) = p(w)t(w). Then, we have C(w) = (1 — pu(w))t(w) and

H(W) — (1 _ MZ(W))tQ(W) _ (1 + M(W))CQ(W)

1 — pu(w)
Because of C(w) > 0, it is easy to verify that
OH(w) 1+ p(w)
T 9 L A
actw) ~ LT i 70

which means H(w) has the same monotonicity with C(w) over w. Then it follows

W = argmax C(w) = arg max H(w).

Submitting ¢(w), h(w) into H(w), the solution of (4.25) is then obtained by solving (4.26).
Note that (4.26) is a generalized eigenvalue-eigenvector problem and thus is solved by
(4.27) by means of an SVD with A,, = max W EW_ - (). The proof is completed. O

0 WTEwa

Now we consider the constraint v(ag)/wT2,,w = 1 in (4.24). As mentioned before,
we can obviously determine the optimal w by dividing w in (4.27) with a constant such
that this equality holds without changing the maximum of C(w). The following theorem

is thus achieved.

Theorem 4.7. The optimal solution to the problem (4.17)-(4.18) can be obtained by
solving (4.26) such that v(ag)\/WTE,,w = 1. At the optimum, it holds k() = C(w).

Denote by w, the optimal solution of w to the problem (4.17)—(4.18). According to

Theorems 4.6 and 4.7, we have

w

viog)y/wiE, w

,/W}fifi?w*—l 5 1 (430
VWISowe T 1T R(B) '

So far, analytical solutions of w, § to the FD problem (4.17)—(4.18) are achieved by
means of SVD technique. The algorithm is summarized in Algorithm 4.2.7. From the

(4.29)

W, =

with w being given in (4.27) and

R(B) = C(w.) =

49
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Algorithm 4.2.7 Analytical solution to the FD problem (4.17)—(4.18)

1: Given an appropriate o € (0,1), Zg # Zf, X, 3;;, € S}, do an SVD on X2, and
compute w with (4.27) by solving (4.28) for v.
2: Compute w, and § with (4.29) and (4.30), respectively.

viewpoint of computation, it is worth mentioning that the key of the proposed analytical
algorithm lies in solving the generalized eigenvalue-eigenvector problem (4.26), which can
be addressed efficiently by means of the well-developed SVD techniques [18], the worst-case
computational complexity is O(7?). Nowadays, various iterative numerical algorithms
have been proposed to solve generalized eigenvalue-eigenvector problems, which involve
comparable lower computational cost than O(v%), especially for high dimensional random
variables, see, for instance, [32, 33, 67]. In comparison, the existing parametric algorithms,
e.g., the iterative least-square method presented in [53], would involve the worst-case
computational complexity not smaller than O(7?), meanwhile, an analytical solution is

unavailable for further FD performance analysis.

Remark 4.1. As illustrated in Section 3.2.3, the parameter vector w to the problem
(3.13)-(3.14) is obtained by solving the FD problem (3.20)-(3.21) and then the FAR
criterion is obtained according to Bonferroni inequality. In other words, constraints (3.21)
hold as sufficient conditions of (3.14). While as proven before, (4.18) provide sufficient
and necessary conditions to DCCs (4.4). Comparing (3.27) and (4.18), we can see that
they are in the same form with R(ag) in place of v(ag) for zg = 0 and b = 1. Because
Rlag 1) = v(ag2) with o, o2 € (0,1) leads to a o < a1, we can then conclude that, for
an identical upper bound of MDR, i.e., 3, a smaller upper bound of FAR can be achieved
by using the improved DIO method.

Remark 4.2. Algorithm 4.2.7 can be directly applied to solve the distribution independent
FD problems (3.24)-(3.25) and (3.26)-(3.27). In this manner, not only a closed-form
solution can be delivered but also a comparable lower computational load in contrast with
Algorithm 3.2.5.

4.2.8 Existence condition of the optimal solution

It is observed from Theorem 4.6 that there naturally exists a lower bound of «y to guarantee
the existence of w, such that A,, > 0 holds to ensure x(f) > 0. Since k() decreases
monotonically with the increase of 8 and the decrease of agy, we study the existence
condition of the optimal solution to problem (4.17)-(4.18) by setting 5 = 1. In this
context, x(8) = 0 holds. Denote by a}, the lower bound of ag. Let v(a}) = /1/al. It
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4.2 An improved DIO approach to FD

yields from (4.19) that
wlzpzw

V() := max (4.31)

U WTYw
which is a generalized eigenvalue-eigenvector problem. Do an SVD on Eéo, ie., ZZ%O =
U[S 0] V", UU" =1, VV' =1 The optimal solution of w to (4.31) is achieved as

=US'v (4.32)
with v solving the following equations

VI Al =87'U"z;z;US v =0, vIv=1 (4.33)

where \,,, = Anas {S otz 1Zy TUS~ 1} Due to S71UT7Z 1Zy TUS™! is a rank-one matrix, it
then holds

A = 2,3, 2. (4.34)
We intuitively have v*(af) = A, = 2} X2 and then
o= (4.35)
R |

Moreover, note that af € (0, 1), it should hold z73; 'z, > 1. Recalling the dynamics of
residual generator in (3.4), we have z; = z; — Zp = H; ,f, and then

2

237, = HEZO Hy £ > 1 (4.36)

should hold. It implies that the magnitude of f, should satisfy (4.36) such that an MDR
smaller than one can be ensured for a given appropriate «g € (aﬁ), 1). The following

theorem is thus achieved.

Theorem 4.8. Given 7o, z; € RY, X, X, € S}, if ({.36) holds true, an optimal solution
of (4.17)~(4.18) exists on condition that oy € (o, 1) with ofy given in (4.35).

It is noted from (4.35) that o}, gets smaller with the increase of the magnitude of f for a
given s and
HEZO Hfs s

<[

Ed, = o [[E ], (4.37)
with o; being the maximum singular value of matrix EZ_O% H; . Then, if
|||, < o7’ (4.38)

the fault with magnitude not larger than o; * cannot be detected. The following theorem

is thus derived providing a necessary condition of the worst-case fault detectability.

Theorem 4.9. Given zo € RY, ¥, € S, if a fault f(k) with E[f] = f leading to (4.58),

the worst-case FAR would be one.
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4 An improved DIO method for FD and analytical algorithms

Algorithm 4.2.8 Data-driven realization of FD systems using improved DIO method
Offline design

1: Collect process I/O data in fault-free and concerned faulty cases. Identify the matrix
Wl using Algorithm 2.2.3.
2: Generate residual samples with (3.3) using process I/O data in fault-free and faulty
cases. Then compute Zo, Zy, 3.,, 3., with (3.45).
3: Compute o) using (4.35) and set o € (a), 1).
4: Solve w,, 8 using Algorithm 4.2.7 and then compute 9, 7y with (4.39).
Online FD

1: Compute residual r(k) and J(r) with (4.40) at time step k.

2: Perform (4.2) to detect the occurrence of a fault.

4.2.4 Data-driven implementation

A data-driven realization of the above designed FD system is described in Algorithm
4.2.8. In the offline design stage, the residual generator (3.3) is first constructed by
identifying the matrix ¥ using process [/O data. Then the empirical means z, z; and
covariance matrices 3,, 3., are computed with (3.45)-(3.46). Before solving the FD
problem (4.3)—(4.4), an appropriate o € (), 1) should be set for the considered fault so
as to ensure the existence of the optimal solution. By using Algorithm 4.2.7, the optimal

parameter vector w, is then obtained. Let
9 =wlUr 7o=w.7. (4.39)

For online FD purpose, compute the residual sequence and residual evaluation function in
time step k by

ys(k)

r(k) =19 o (k

] . J(r) = (r(k) —70)2. (4.40)
Then the occurrence of a fault can be detected by using the decision logic (4.2) with
Jin = 1. The FAR and MDR are ensured not larger than g and [, respectively.

4.3 Special cases discussion

In this part, we discuss the analytical solutions of the distribution independent FD problem
(4.17)—(4.18) in two special scenarios, i.e., missing fault formation and the fault being

deterministic signal. Some interesting results are presented below.
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4.3 Special cases discussion

4.3.1 FD missing fault information

In some engineering applications, prior knowledge of faults and even historical process
[/O samples in faulty case is unavailable, which result in inaccessible mean and covariance
matrix of residual in faulty case and then infeasible solution of the proposed DIO method.
In this situation, we propose to formulate the design of FD system regarding w, residual
evaluation function and threshold given in (4.1) as follows

max HWTI:If’S”; st. sup Pr{(w'(z—12p))* > 1} < ay. (4.41)
w70 P.€Po

In this formulation, the DCC ensures FAR no larger than a given ag € (0, 1), the objective,

i.e., max HWTI:If,S‘ 2 s posed aiming to minimize the MDR. Since for fixed threshold

w0 2’

Jin = 1, maximizing HwTﬁf,SH; means minimizing the probability of (w’(z; — 7g))* =

HWTI:If’SfS”; < HWTPIf,st If.]l5<1 for unknown fault modes, i.e., minimizing the MDR.
According to Theorem 4.4, the problem (4.41) can be reformulated as follows

max HWTI:If,sH; st v(a)ywlE, w<1 (4.42)

w#0

which follows

max HWTI:IﬂsH; st. wiB,w < ag. (4.43)
By introducing a Lagrangian function L(w,\) = — HWTI:Iﬁst +A (WTEZOW — ao) with

A > 0, it holds at the optimum that

OL(w, \) OL(w, \) L
T =0, T =0 = Hf,SHrf;sW = )\EZOW, WTEZOW = Qp. (444)

1
Do an SVD on 32, the optimal solution of (4.43) is then obtained as
w = /a,US v (4.45)
with ¥ solving the equations (4.33). Then it obviously holds for \,, given in (4.34) that

max [|w'Hy [, = a0k
Note that a fault can be detected on condition that aghn, > 1, i.e., v/An > v(ag). From
the viewpoint of geometric, the residual evaluation function given in (4.1) is actually a Maha-
lanobis distance of z from the mean vector Z, i.e., (Wl (z—2))? = ag H\?TSAU'T(Z — Zo) Hz
In this context, given the FAR not greater than «y, it is easy to understand that, a fault
is expected to be detected when the Mahalanobis distance of z from z, in the direction of

v is larger than v(ay).
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4 An improved DIO method for FD and analytical algorithms

4.3.2 Deterministic fault detection

Consider the situation that the concerned fault is deterministic, i.e., V[f] = 0, then
3., = X.,;. With respect to the FD problem (4.3)-(4.4), a distribution independent form
of it can then be described by (4.17)-(4.18) with 3., = X, i.e,

min 54 (4.46)
viag)y/wid, w<1
s.t. (o) ° (4.47)

wl'zpziw — K(8) /WIS w > 1.

which, according to the results in Section 4.2.2, can be solved by addressing
wlzzlw
max ———2t— gt viag)y/wli'E, w=1. (4.48)

w 0 WX, w

wlz i?w

To this end, we first solve the unconstrained problem m%c for w by means of
w

WTEZOW
SVD, the solution is given in (4.32). Then the optimal solution w, to (4.46)—(4.47) can be
obtained by dividing a constant to w in (4.32) such that v(ag)y/ W2, w, = 1 holds. At

the optimum, we have

w = 1
W, = oo) WS oW k(B) = VA — viag), B = 5200 (4.49)

with w and )\, being given in (4.32) and (4.34), respectively. To ensure x(3) > 0, the

prescribed FAR should be given such that oy € (al), 1), as summarized in Theorem 4.8.

On the other hand, given acceptable FAR and MDR, we can derive a sufficient condition
of the existence of the optimal solution to the problem (4.47)—(4.46) with respect to the
magnitude of fault. It yields from the DCCs (4.47) that

w’ (Zfi}p — (k(B) + v())*Es,) w > 0.
Therefore, a nonzero w exists on condition that

_1
et

_1 _ -
= HEZOQ Hf,SfS
2

) > k(B) + v(w). (4.50)

It implies that, a deterministic fault f can be detected with FAR and MDR not larger
than ap and 3, respectively, on condition that (4.50) holds.

Hence, when no fault information is available, another alternative solution is to set a
so-called reference constant fault vector with f = f,.; # 0, V[f] = 0 and then solve the FD
problem (4.46)—(4.47) for an optimal w,. In this context, any fault with the magnitude of
mean larger than f,.; can be detected with probability not smaller than 1 — 3 for given
FAR no larger than oy. Besides, the value of f,.; for expected o, 8 can be determined
according to (4.50).
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4.4 Summary and notes

4.4 Summary and notes

In this chapter, an improved DIO approach has been developed for the design of data-driven
FD systems achieving a minimum MDR for a given FAR. By constructing the residual
generator using process 1/O data, the FD issue subject to distributional ambiguity has
been formulated as an SP problem with DCCs. Then an equivalent DIO representation of
the targeting FD problem has been derived. It has been further proven that the formulated
DIO problem can be addressed by solving a generalized eigenvalue-eigenvector problem.
An analytical solution has thus been achieved by means of an SVD. Moreover, the existence
condition of the optimal solution has been studied. In comparison with the DIO method
in Chapter 3, a tighter upper bound of MDR for an identical FAR can be achieved with a
lower computational cost. In the end, alternative solutions to the improved DIO approach
aided FD in the situations of inaccessible fault information and deterministic faults have

been discussed.
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5 Matrix-valued DIO approaches to FD systems
design

In Chapters 3 and 4, vector-valued DIO approaches have been studied to cope with
data-driven FD issues for stochastic dynamic processes, in which the fault is considered to
be in a certain mode with features of mean and covariance matrix of residual. Despite the
achieved results, the following concerns arising from the perspective of practical application

are worth mentioning.

e The introduced parameter vector is designed such that the residual signal is mostly
sensitive to the concerned fault mode. In practice, however, the underlying fault in
the monitored process is generally unpredictable in advance that a poor MDR might
be delivered when a fault occurs deflecting the concerned fault in the offline design

stage in type, direction and magnitude, etc.

e In engineering applications, historical process I/O data in some faulty scenarios might
be merely accessible, which results in unreliable moments information of residual in

faulty cases.

For the first consideration, one natural remedy is to apply a bank of parameter vectors to
generate a group of residual generators and each of them is designed to be sensitive to
a certain kind of fault pattern, see, e.g., [74, 89]. Nevertheless, this exhaustive strategy
might cause a higher FAR on the one hand and, cannot cope well with the faults without
reliable moments knowledge on the other hand, as mentioned in the second point.

For the above observations, in this chapter matrix-valued solutions to the DIO scheme
aided design of FD systems are developed both for the cases of available and unavailable
prior knowledge of faults. With the introduction of a parameter matrix rather than a
vector to a data-driven residual generator, the design of FD systems is first formulated as
an SP problem with DCCs in the context of minimizing the MDR for a prescribed FAR.
Concerning available knowledge of faults in different modes, three configurations of FD
systems, named the multivector-valued solution, the WC-CVaR aided solution and the
optimal matrix-valued solution, are developed with respect to solving the targeting SP
problem by means of SDP. Successively, without fault information, the matrix-valued DIO

solutions to the design of FD systems are investigated.
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5 Matrix-valued DIO approaches to FD systems design

5.1 Problem formulation

On the basis of generating the signal z(k) € RY with (3.3) using process I/O data, we
introduce a parameter matrix W € RY*" and construct the residual generator in the

following form
r(k) = Wz(k) (5.1)

where r(k) € R” is the residual vector, W # 0. Followed by residual generation, a residual
evaluation function J(r) and a threshold Jy, should be determined such that the occurrence

of a fault can be detected by performing

J(r) > Jy, = fault alarm (52)
J(r) < Jiy = no alarm. .

Oriented by the requirement of satisfactory FD performance, we consider to design the
matrix W, residual evaluation function J(r) and threshold Jy;, towards minimizing the
MDR for a given FAR. Disregarding perfect distributions for noises and faults, we refer to
ambiguity sets Py in (3.17) and Py in (3.18) and formulate the design of FD system as

I 9.3

sup Pr{J(r) > Jin} < ag
SRR (5.4)
sup Pr{J(r) < Ju} < 8
P.€P;
where ag € (0,1) is a given upper bound of FAR, g € (0, 1) is the upper bound of MDR.
It is remarkable that, when the fault f(k) is known in prior of certain mode with features
of mean and covariance matrix, vector-valued solutions of W with n = 1 to the problem
(5.3)—(5.4) have been given in Chapters 3 and 4, while a higher MDR might be delivered
when a fault occurs in other pattern during online FD. The parameter matrix W with
n > 1 is adopted for this reason, which allows more freedom of design of FD systems
towards a lower MDR.
Hence, the main objectives of this chapter are to address design issues of FD systems

with respect to

e solving the FD problem (5.3)—(5.4) with known fault information, the key of which
lies in handling the DCCs (5.4) without precise distributional information of noises

and faults and

e dealing with the FD problem (5.3)—(5.4) without prior knowledge of fault.
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5.2 Multivector-valued design

Despite the unpredictable knowledge of faults in practice, the engineer can usually design
FD systems to detect some possible faults in different patterns such that the most of
the underlying faults can be detected with high probability. Keeping this in mind, a
multivector-valued solution to the FD problem (5.3)—(5.4) is first investigated below.

5.2.1 System configuration

Without loss of generality, we parametrize the fault mode with the features of mean and

covariance matrix. Denote by f;(k) the fault signal in i-th faulty scenario and

2, (k) = 2(k)

where M is the number of the concerned fault patterns. Let f;s = E[f;,], X}, = VI[f;,] with

fis(k) = £5(F)|¢k)=£,(r)- The mean and covariance matrix of zy, (k) are obtained as

f(k20, 1 =1,2, ..., M

zy = E[Zfi] =120+ I:If,s?i& ., = V[Zfz‘] = 220 + I:Iﬁszfisﬂ?,s'

Let Py, be the probability of the occurrence of i-th fault. It holds
M

Prel0,1],i=1,2 ..., M, Y Ps=1
i=1

In case of unavailable prior knowledge of Py,, we can generally set Py, = % Given known

Zy,, 2., , we introduce a family of confidence sets of P, for M faulty cases as follows

Zfi’
Py, = {P. EE‘ Elz) =7, Vlz|=%., €S] },i=1,2 ..., M (5.5)
and redefine the ambiguity set in faulty cases as a set of Py,, i.e.,
M
Pr=JPsn. Pr{P.e€Pp}=Pni=12 .. M (5.6)
i=1

On this basis, we rewrite the matrix W in a column-wised form with n = M, i.e.,
W = |: Wi Wo -+ Wy € R’YXM (57)

where w; € R” is termed the i-th parameter vector. The residual signal in (5.1) is then

obtained as

r(k) = _ crik)=wlz(k),i=1,2,..., M. (5.8)
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5 Matrix-valued DIO approaches to FD systems design

In this context, the design of matrix W is formulated as the design of a bank of parameter
vectors w;, 1 = 1,2,..., M. Let

Fio=Wizg,i=12 ..., M. (5.9)
Define the residual evaluation functions and thresholds as follows
J(TZ) = (’I"Z(k’) — fi70)2, Jth,i = bi, 7= 1, 2, ey M (510)

where b; > 0. The following decision logic is then used for FD

(5.11)

i, J(r;) > Jm; = fault alarm
Vi, J(r;) < Jyi = no alarm.

In this formulation, the FD system is actually divided into a bank of subsystems in
terms of w;, b;, i =1, 2, ... M, see the diagram in Fig. 5.1. Analogy to the Definitions
2.47 and 2.48, we define the FAR and MDR with respect to i-th fault mode respectively by

Prag, = Pr{J(r;) > Jy: [f(k) = 0} (5.12)

By substituting (5.9) into (5.10), the design of w;,, b; for i-th FD subsystem regarding

the ambiguity set Py, is formulated as follows

e 1)
sup Pr{(w!(z —2))* > b} <
P.€Po
.t 5.15
i sup Pr {(WZT(Z — 7)) < bi} < B (5.15)
]P’zepfi

where ag € (0,1) is the prescribed upper bound of Prag., 8; € (0,1) is the upper bound
of Pypr,. Clearly, the formulation (5.14)—(5.15) searches for the optimal w;, b; towards
minimizing the i-th MDR for a given FAR not larger than ay. In this regard, the original
FD problem (5.3)-(5.4) with respect to matrix W is reformulated as solving a bank of
vector-valued problems in form of (5.14)—(5.15) with ¢ = 1, 2, ..., M separately.

5.2.2 Optimal solution

Note that the magnitude of ||w;||,, b; would not influence the optimal solution of problem
(5.14)—(5.15). Then, we set b; = 1,7 =1, 2, ..., M. According to Theorems 4.4 and 4.5,
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Figure 5.1: Diagram of multivector-valued configuration of FD systems.

the problem (5.14)—(5.15) is equally re-written as the following DIO form

min - f; (5.16)
v(g)y/wid, w; <1
s.t. (5.17)

\Jwh zfz w; — k(i) /WTEZfiWi > 1.
where v(ag) = \/1/ap, k(Bi) = /(1 — Bi)/Bi, Zp, = Zy, — Zo.

As presented in Section 4.2.2, an analytical solution to (5.16)—(5.17) can be achieved by
means of SVD, as presented in Theorem 4.6. Let Y =z fZ? —12(ap)X,,. Do an SVD on

52, ie, B2, = U,[S; 0]V?, UUT =1, V,VT = 1. Let
= U,S; v, (5.18)
with v; solving the following equations
v (Apil — S;lUin]iUiSi_l)vi =0,vivi=1 (5.19)

where A\, ;i = Apnaa {Si_ lUin]iUiSi_ 1}. The optimal solutions of w;, ; to the problem
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5 Matrix-valued DIO approaches to FD systems design

(5.16)—(5.17) are then obtained as follows

W \/ Wszfzi};WZ -1 1
: y K B’L = ) /BZ = 3T o5/a\
V<050) V VNV?EZOVVZ ( ) A /WZTEzf,Wi 1+ I{Q(Bi)
For online realization purpose, the residual vector is generated with (5.8) and then
FD is carried out by performing (5.10) and (5.11) with Jy,;, =1,7i=1,2, ..., M. The
algorithm for the multivector-valued solution to FD problem (5.3)—(5.4) is summarized in
Algorithm 5.2.9.

Ww; =

(5.20)

Remark 5.1. As mentioned in Section /.2.3, an appropriate oy should be set to guarantee
the existence of the optimal solution to the problem (5.16)-(5.17) withi=1,2, ..., M.
To this end, denote by aéﬂ- the lower bound of aq for the i-th faulty case. Recalling (4.35),

we then have

ol =2 (5.21)
' Z%E;()lzfi
The value of ag is thus selected satisfying
Qo € (aé,mam’ 1)7 aé,mam = z:lIHQaX M{aé,i}' (522)

5.2.3 Worst-case FAR and MDR

It is notable that the upper bounds of FAR and MDR for each FD subsystem are tight
with respect to the corresponding ambiguity set Py,, as proven in Chapter 4. Since these

subsystems are designed separately, it is necessary to discuss the worst-case FAR and

M
MDR criteria of the FD system regarding Py = |J Py,.
i=1

Algorithm 5.2.9 Multivector-valued configuration of FD systems
Offline design

1: Estimate zg, 3., Zy,, Ezfi,z' = 1,2, ..., Musing process I/O data and compute aé’i with
(5.21). Set ayp satisfying (5.22).
2: Fori =1, 2, ... M, solve (5.19) for w; and compute w;, §; and 7; with (5.20) and
(5.9), respectively.
Online FD
1: Compute 7;(k) and J(r;) for i = 1, 2, ... M with (5.8) and (5.10), respectively.

2: Perform decision logic (5.11) to detect the occurrence of a fault.
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5.2 Multivector-valued design

According to Definitions 2.47 and 2.48, the FAR and MDR of the multivector-valued
FD system can be written as follows

Prar =Pr {32, J(T‘Z) > Jth,i |f(k?) = 0} (523)

Note from the Bonferroni inequality that

P.ePo P.ePo i—1
M

< Z sup Pr{J(r;) > Jun.}

i—1 P.ePo

sup Pr{3i, J(r;) > Ju;} = sup Pr {U {J(r;) > Jth,i}}

< May. (5.25)

It implies that the worst-case FAR of the FD system is May, i.e., Prar < May.
For the MDR criterion, we recall the ambiguity set Py defined in (5.6) and note that

sup Pr{Vi, J(r;) < Jy;} =1— inf Pr{3i, J(r;) > Jeni}

P.€P; P-€Py
=1 — i ) < ,
1 <1 i:l{lzl}?.,M {stggf. PriJn) < Jthﬂ}})
= i:lgl,l.l?,M{/Bi} (5.26)

which shows that the MDR of the FD system is obtained satisfying Py;pr < 1:1H2HHM{B’}

From the viewpoint of FD performance evaluation, it should be pointed out that
the values Moy and lzln;unM{ﬁz} are the worst-case upper bounds of FAR and MDR,
respectively, which sometimes are too pessimistic in practical applications. To alleviate

this deficiency, the so-called average FAR and MDR criteria are introduced as follows

M M
_ 1 _
Prar =57 Prar, Pupr =) PuprPy. (5.27)

i=1 i=1
In this fashion, the average FAR and MDR of the multivector-valued FD system satisfy

M

Prar < ap, Pupr < ZBZ’P]%- (5.28)

=1

Together with (5.21) and (5.25), it is remarkable that, the upper bound of Prag,, i.c.,
ap in (5.4), should be set satisfying ag € (o) 40 77) With af .., given in (5.22) because
of Ppag € [0,1]. This fact implies that the upper bound of the feasible interval of ag gets
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5 Matrix-valued DIO approaches to FD systems design

smaller with the increase of the number of fault modes. For this reason, on the one hand,
the existence condition of the optimal solution to problem (5.16)—(5.17) might not be
ensured when Jz, aé’i > % On the other hand, a much higher MDR would be delivered
when a prescribed FAR smaller than ﬁ is given. For these concerns, the multivector-valued
configuration with respect to solving the problem (5.16)—(5.17) is not a good choice to
handle design issues of FD systems regarding solving the problem (5.3)—(5.4).

5.3 Worst-case CVaR aided design

To achieve tighter upper bounds of FAR and MDR of the multivector-valued FD system,
a WC-CVaR aided solution to (5.3)—(5.4) is proposed in this part.

5.3.1 System configuration

Recalling the column-wised matrix W in (5.7) and the definitions of Ppag, in (5.12) and

Prypr, in (5.13), we define the following residual evaluation function and threshold

Jt) = max  J(r:), Jo=b (5.29)

i=1,2,.., M

where b > 0, J(r;) is given in (5.10). In this setting, the FD problem (5.3)—(5.4) with

decision logic (5.2) is re-written as follows
w0 i A rmo P (5.30)
sup Pr{J(r) > b} < ap
s.t. P-€Po (531)

sup Pr{J(r) <b} < 8.
P.ePy

Given b; =b,1=1, 2, ..., M, it clearly holds

Jr)>b & max J(r;)>b = i, J(r;) > b

i=1.2, ., M
Jr)<b & '_1n%aXMJ(n) <b = Vi, Jr;) <b

which reveals that the formulation (5.30)—(5.31) allows an integrated design of the parameter
vectors w;, ¢ = 1, 2, ..., M and the threshold in the context of minimizing the MDR for
a prescribed FAR. The diagram of the FD system is sketched in Fig. 5.2.

Note that the key of solving the FD problem (5.30)—(5.31) lies in dealing with the DCCs
(5.31), which is notoriously difficult. Thanks to the arising efforts on the study of the
connection between DCC and WC-CVaR condition [78, 15, 94, 29, 10], below we endeavor
to cope with the DCCs (5.31) with WC-CVaR approximations in the probabilistic context
such that the problem (5.30)—(5.31) can be handled with SDP.
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Figure 5.2: Diagram of WC-CVaR aided configuration of FD systems.

5.3.2 Optimal solution

Given J(r;) in (5.10), we start with introducing the following functions
Li(rd) = J(ri) —b, i=1,2, ..., M. (5.32)
Let z = z — 7, Q; = w;w!. By substituting (5.10) into (5.32), it follows
Li(r)=Liz) =2"Qz—b,i=1,2,..., M. (5.33)

Define a function L(z) over z in the following form

L(z) = z’:1r,%,af?.(,MLi(Z>' (5.34)
For Q; € ST and the convexity of L;(z), i =1, 2, ..., M, the function L(z) is convex over

z. The DCCs in (5.31) therefore satisfy

sup Pr{J(r) >b} <ayp < inf Pr{l(z) <0}>1—a (5.35)
P.ePo P=€Po

sup Pr{J(r) <b} < < inf Pr{L(z)>0}>1-p. (5.36)
P.€P; P.€Ps

Towards deterministic representations of DCCs in (5.35)—(5.36), the following theorem
according to the results in [93] is first recalled, which suggests a tractable WC-CVaR

approximation of a DCC.

Theorem 5.1. (/93] Theorem 3.2) Given & € R", strictly positive parameters ¢; € A =
{e: €>0} and
Li(§) = E"Ei& +2e]€ + ¢} (5.37)
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5 Matrix-valued DIO approaches to FD systems design

with B; € ST, ¢) € R, i =1, 2, ..., M, define a loss function
Le(s) = - maXMeiLi(f). (538)
For fixed ¢;, it holds

sup P— CVaR, (L(§)) <0 = Pi{rngr {L;i(§) <0, Vi=1,2,... M} >1—p.

]Pgep

Note that max L;(z) < 0 means L;(z) <0, Vi =1,2,..., M. According to Theorem

1:17 27 Lad}

5.1, The DCCs in (5.35) can be substituted by

sup P — CVaR,, (L(z)) < 0. (5.39)
P.€Po
Moreover, it has been proven in [76] that a WC-CVaR condition can be described as an

SDP, as demonstrated in the following theorem.

Theorem 5.2. [76] Using the notations in 4.2, given §& € R", M¢ in (4.5) and a loss
function (5.38) with L;(§) in (5.37), the WC-CVaR is equivalent to a tractable SDP, i.e,

1
sup P — CVaR, (L(§)) = inf n+ - Tr (MK)
IPgG'P n,K p

s.t. KeSi neR (5.40)

6B €e;

T 0

K —

] =0, Vi=1,2, ..., M. (5.41)

Theorem 5.2 allows an SDP representation of WC-CVaR condition (5.39) with ¢; = 1.

Let zg = z|g—o and 3, be the second-order moment matrix of zo. Due to E[zy] = 0,
V(zo| = X.,, we have
., 0
Qg == =0 . 542
=] ] (5.42

The WC-CVaR condition (5.39) thus can be equally re-written as following SDP constraints
KoeSI™, Q, €S, neR, b>0

Q 0 _ (5.43)

N+ =Tr(Q,Ko) <0, Ko — o =0, Vi=12 ...
—0—="

Remark 5.2. [t is notable that Theorem 4.2 is the result of Theorem 5.1 with M = 1.
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5.3 Worst-case CVaR aided design

Remark 5.3. The constraint in (5.43) that equals to (5.39), is a sufficient condition of
(5.85). More specifically, for € with entries €; € A, given the following sets of Q;,

Ji(€) ={Q, € S |constraints in (5.43)}
= {Q e8]

sup P — CVaR,, (L(z)) < 0}
P.€P

J3(€) = {Qz S Sl

inf Pr{L;(z) < =1,2,..M}>1—
[P’IZ%P I'{ z(z)—07 VZ ) 4y 9 }— Oéo}

it then holds Jy1(€) = J2(€) C J3(€).
Next, we devote to dealing with the DCC in (5.36). The following lemma is referred.

Lemma 5.1. [9] Let S € R™ be any Borel measurable set (which is not necessarily conver),

and define the worst-case probability ™ as

m = sup Pr{¢ € S} (5.44)

PeeP

where P is the set of Pe with mean & and covariance matriz ¥ € St. It then holds
™= inf {Tr(MéK) Kest [¢8 1]K[e 1]" > 1, ve e 5} (5.45)
According to Lemma 5.1, we have the following theorem.

Theorem 5.3. Using the notations in Theorem 5.1, for fixed €¢; € A, the condition

sup Pr{L(&) <0} <p (5.46)
PeeP

can be substituted by the following SDP

KeSit rn>0

. M EiEi €;€; (547)
Tr(M¢K) < p, [K — diag(0,1)] + > 7 0.

=1 €;€e
Proof. Define a set for random vector £ by S = {£ € R"|L(§) < 0}. we have

m=sup Pr{€ €S} =sup Pr{eL;(§) <0,Vi=1,2, ..., M}.

PeeP PeeP

Note that V€ € S it holds

6B €e;

T 0
i G

eiLi(€) = (€7 1]

] e 1] <0, vi=1,2, ..., M.

€;e

67



5 Matrix-valued DIO approaches to FD systems design

Let ¢ = [£T 1}. The constraints in 7, according to Lemma 5.1, are reformulated as follows

. () DA =Y .
K € S, ¢[K —diag(0,1)]¢" >0, ¢ col ol <o Vvi=1,2,...,M

for fixed ¢; € A, which, by using the S-lemma, can be rewritten as

6E;  €e; ] - 0.

eieT 61‘60

M
37 > 0, [K —diag(0,1)] + Y 7
=1

2 [

The condition 7, therefore, is equally represented by

T = i%f Tr(MK)
M ¢E; ¢e;
st. KeS™ >0, [K—diag0, )]+ = | 0 "
+ - [ g< )] zzl EieZT eie?

In this context, 7 < p can be substituted by (5.47). The proof is completed.

=0

]

It is remarkable that Theorem 5.3 provides an SDP formulation of a DCC in form of

(5.43), in which one ambiguity set with fixed mean and covariance matrix is taken into
consideration. In DCC (5.36), a family of ambiguity sets Py, € Py, j = 1,2,..., M are

concerned and the results in Theorem 5.3 cannot be applied directly. For this reason, we

first consider a single fault mode with respect to ambiguity set Py,. Let

ZFf. ] ] = _ _ o T
1j — ] y Ly = ij — Zy — Hf,sfjs~

It yields according to Theorem 5.3 that

sup Pr{L(z) <0} <p

P. E'Pfj

K, eSS 7;>0,i=1,2, ..., M

. M Q, 0
TI'(ngKj) S 6, [KJ — dlag(O, 1)] + Z Tji t 0.
i=1 0 -=b
Moreover, VPy, € Py, j = 1,2,..., M, we note that
sup Pr{L(z) <0} < & max sup Pr{L(z) <0 <
mzegf thz) <0y <p Py €Pss =12, M {Pzegfj 1) < }} B

< sup Pr{L(z) <0} <p,Vj=1,2,..., M.

P, prj
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5.3 Worst-case CVaR aided design

Similar to (5.49), it is intuitive that the DCC in (5.36) can be substituted by

Kj - S1+1, Tji > 07 TI'(ngKj) < 5

v [qQ o (5.50)
K, —diag(0,1)] + > 7y =0, Vi, j=1,2,..., M.
i=1 0 -b

Now the DCCs in (5.35) and (5.36) have been represented by SDP constraints, i.e.,
(5.38) and (5.50). On this basis, the FD problem (5.30)—(5.31) can be addressed by solving
the following SDP problem

min 6} (5.51)

Kovb»anisz,i:1,2 ..... M

KoeSIH, Q, €S, neR b>0, K; €SI, 7, >0
, 0
n + aLTI‘ (QQOK()) S 07 KO - QZ t 0
s.t. 0 0 —b—n (5.52)
M Q 0 .
Tr(Q: K;) < 8, [K; — diag(0,1)] + ;lTji ) ) =0,Vi,j=1,2,...,M.

\

Numerical solution of this problem can be obtained by using the toolboxes such as CVX,
OPTT and YALMIP [1], etc.

Because the magnitudes of Q,, b will not influence the optimal solution of the problem
(5.51)—(5.52), we can usually set b = 1. By solving this problem for g8, Q,, i = 1,2, ..., M,
the residual evaluation function and and threshold in (5.29) can then be applied for online
EFD by using the decision logic (5.2). In this context, the FAR of the FD system is achieved
not larger than ay and MDR not greater than 3. The design and real-time implementation
of WC-CVaR aided FD systems is demonstrated in Algorithm 5.3.10.

Until now, design issues of FD systems in terms of parameter matrix W are addressed
by designing a bank of parameter vectors w;, i = 1, 2, ..., M in a separated manner, i.e.,
(5.16)—(5.17), or in an integrated manner, i.e., (5.51)—(5.52).

Remark 5.4. In comparison with the results obtained in Section 5.2, the formulation
(5.51)-(5.52) delivers a much lower bound of MDR for an identical FAR, and vice versa.
More specifically, denote by Dy, the set of W that is constructed by separately solving each
entry w; satisfying (5.15) and Dy, the set of W guaranteeing (5.52), i.e.,

Teelag) = {W € R"M | w; satisfying (5.15) withi=1,2, ..., M }
Twe(ag) = {W e RVM { wiw! =Q,, i=1,2, .., M, with Q, satisfying (5.52)}

Given fized v, it holds Tye(an) C Tse(vo).
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5 Matrix-valued DIO approaches to FD systems design

Algorithm 5.3.10 WC-CVaR aided configuration of FD systems
Offline design

1: Estimate zo, 3., Zy,, Ezfi’ i=1,2,..., M using process /O data.

2: Solve the SDP problem (5.51)—(5.52) for Q,, i =1,2, ..., M, 3, b.
Online FD

1: At time step k, compute z(k) with (3.3) using process I/O data.

2: Construct the residual evaluation function J(r) with (5.29) and (5.10).

3: Perform decision logic (5.2) for FD.

Remark 5.5. [t is worth mentioning that the distribution independent conditions (3.27)
in Chapter 3 are in essential the closed-forms of SDPs (5.38) and (5.50) as special cases
with the quadratic items being zero. A detailed proof is referred to [9].

5.4 Optimal matrix-valued design

In terms of residual generator (5.1), a 2-norm based residual evaluation function is defined

in the following form
J(r) = |e(k) = Toll; (5.53)

where ¥y = W”Z,. Remembering z = z — Z, it then follows from (5.53) that
2
J(r) = |W"z(k)|[,. (5.54)

By without loss of generality setting J;;, = 1 and using the decision logic (5.2), the FD
problem (5.3)—(5.4) with respect to Py in (5.6) is then reformulated as follows

$;&% B (5.55)
sup Pr{HWTin > 1} <«
P.ePy

sup Pr{”WTZ”; < 1} <p

P.ePy

5.t (5.56)

which provides an integrated design of parameter matrix W, FAR and MDR criteria. The

configuration of this optimal matrix-valued FD system is illustrated in Fig. 5.3.

5.4.1 Optimal solution

In order to solve the problem (5.55)—(5.56), a quadratic function of z is defined as follows

L(z)=2"Pz -1 (5.57)
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5.4 Optimal matrix-valued design

@
W )= ||"(k) - r0”2 faultalarm

»
>

J(r) <y, 1 noalarm

Figure 5.3: Diagram of optimal matrix-valued configuration of FD systems.

where P = WW? € S7. Then the first DCC in (5.56) yields

sup Pr{HWTin > 1} = sup Pr{L(z) >0} <
P.€Po P.€Po
1 z) < >1— «ap. .
& P127f>o Pr{L(z) <0} >1—ap (5.58)
Referring to Theorems 4.1 and 4.2, we have
1
Eq. (5.58) & sup P,-CVaR,,(L(z)) = -1+ —Tr(X,,P) <0. (5.59)
P.€Po Qo

For the second DCC in (5.56), it follows from Theorem 5.3 that
Pr{ W'z, <1} - inf  Tr(Q: K,
A Pl <ty = e, O
TjP 0 0
0 -1-— T o
where €; is given in (5.48). An SDP representation of the second DCC in (5.56) is then

achieved as

s.t. Kj S Sz_—i_l, Tj > O, Kj +

TjP 0

0 —]_—Tj

Kj S Sl—i_l, T Z 0, TI‘(QgJ.Kj) S ,6, Kg‘f‘

] =0,Vj=1,2 ..., M. (5.60)

Due to (5.59) and (5.60), the FD problem (5.55)—(5.56) is thus re-written as follows

! .61
Pij,Tjgl:Hll,Z...,M B (5 6 )

(K. eSS . PeSl. 7 >
;eS8 ,Ped, 7,20

Tr(X.,P) < ap, Tr(2;,K;) <3
s.t. (5.62)
TjP 0 .
K; + ~0,Vj=1,2,..., M.
0 -1 - Tj

\
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5 Matrix-valued DIO approaches to FD systems design

By solving (5.61)—(5.62) for P, [, an optimal solution to W can be obtained as
W = P2. (5.63)

In this regard, the FAR and MDR are achieved not larger than o and [, respectively.

The configuration of this optimal matrix-valued FD systems is given in Algorithm 5.4.11.
So far, three DIO configurations of FD systems have been drawn with respect to solving

the problem (5.3)—(5.4). For the achieved results, the following two additional remarks are

worth mentioning.

e It is observed from (5.10), (5.29) and (5.54) that, the value of residual evaluation
functions get larger with the increase of the magnitude of fault f;(k), which implies
a smaller MDR for a given FAR and fixed threshold. In this sense, the value of fj, (
or Zys, in ambiguity set Py,) can be regarded as a reference mean of the i-th fault
mode towards FD performance regarding FAR and MDR not poor than o and /3,
respectively, likewise for the DIO methods in Chapters 3 and 4.

e Since the upper bounds of FAR and MDR are obtained with M groups of the
M
concerned faulty scenarios, i.e., Py = |J Py, a fault with probability distribution

=1
varying over the set Py can then be detected with the above designed FD systems,
guaranteeing the MDR not greater than 8 and FAR not larger than «y.

For these facts, even though the mean and covariance matrix of residual in each faulty
scenario are considered to be constant, the developed FD systems can well handle the
faults with time-varying distribution profiles changing in mean and covariance matrix.
On the other hand, in the above discussion the fault mode is characterized by the
features of mean and covariance matrix and the information of most of possible fault

modes is required towards a lower MDR. As stated before, this kind of exhaustive handling

Algorithm 5.4.11 Optimal matrix-valued configuration of FD systems
Offline design

1. Estimate zo, 3., 2, 3., , 1 =1, 2, ..., M using process I/0O dtata.
2: Solve the problem (5.61)—(5.62) for P, § and determine W with (5.63).
3: Compute 19 = W7z,.

Online FD

1: At time step k, generate residual r(k) with (3.3) and (5.1) and compute residual
evaluation function J(r) with (5.53).
2: Perform decision logic (5.2) for FD.
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5.5 Matrix-valued solutions without fault information

would involve high complexity for implementation in case that the number of fault class
and the dimension of residual signal are large. Furthermore, due to the scarcity of data
in faulty cases in practical applications, the intrinsic assumption of known mean and
covariance matrix of all fault modes is, to some extent, unrealistic. When a fault in new
mode occurs, the above developed DIO schemes may lead to a high MDR during online FD.
These shortcomings trigger direct matrix-valued solutions to the FD problem (5.3)-(5.4)

without knowledge of Py, as discussed in the forthcoming section.

5.5 Matrix-valued solutions without fault information

Given ambiguity set Py in (3.17), residual evaluation function (5.53) and threshold Jy, = 1,

we begin with formulating the design of FD systems regarding matrix W as follows

. .
max Tr(H; WW"Hjy,) (5.64)

s.t. sup Pr{HWTiH; > 1} < ap. (5.65)
P.ePo

This formulation is posted towards minimizing the MDR for a given FAR not larger than
ap despite no fault information is available. More detailedly, the DCC (5.65) clearly
restricts the FAR not larger than «y. With (5.65) ensured, it is observed from (5.54) that
the value of J(r) gets larger with the increase of the magnitude of Tr(ﬁ?SWWTﬁ f.5) for
certain f(k). In this context, the objective (5.64) delivers a minimum MDR.

Recall the notations P = WW7' € S, L(z) = 2" Pz — 1. The DCC (5.65), according
to Theorem 4.1, is then equally replaced with the following WC-CVaR condition

sup P — CVaR,, (L(z)) <0 (5.66)

P.ePo

which, due to Theorem 4.3, can be further substituted by the following condition
Tr(3,,P) < ap. (5.67)
The problem (5.64)—(5.65) is thus reformulated as the following SDP problem

max Tr(H} ,PH;,) st. PeS], Tr(Z.,P) < a. (5.68)

Though the simple form of (5.68), an analytical solution is difficult to achieve and the
orthogonality of the entries w;, i =1, 2, ..., v is not specified.
To solve (5.68), let
H=H; H],, W=ecW (5.69)
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5 Matrix-valued DIO approaches to FD systems design

with € > 0. By specifying the orthogonality of the column entries of W with WTEZOVV =1,
the FD problem (5.68) can be re-written as follows

max Tr(WTHW) st. WIS, W =1, 2y < a. (5.70)
W,e>0

Note that Tr(W”'%, W) = aq holds at the optimum of (5.68). Since if the inequality holds,

a larger Tr(I:I?,SPI:If,S) can always be found with respect to P. In this sense, € = =

holds in (5.70). And then the solution to (5.70) is obtained by solving the following
generatized eigenvalue-eigenvector problem [63]

max Tr(W'HW) st. WIS, W=1 (5.71)
W,e>0

Do an SVD on EZ%O, ie., EZ%O =U[S 0]VT. Let
w; = US™'y; (5.72)

with v; solving the following equations

VAl = STTUTHUS My, =0, viv, =1 (5.73)
where S\,M» is the i-th largest eigenvalue of STTUTHUS ™. Then, the optimal solution of
W = [W, Wy ..., W,]to (5.70) is obtained. Thus, the matrix W is achieved with

w =, /W, (5.74)
Y

The orthogonality of the column vectors of W is surely satisfied. Remembering that a
vector-valued solution with n = 1 has been presented in Section 4.3.1, in this case the
optimal solutions to (5.70) and (5.71) are identical. It could be verified that the solution
can also be derived using Lagrangian multiplier method.

More generally, we post the constraint W'W = I to the FD problem (5.68) to specify
the orthogonality of the entries of W. The problem (5.68) is then reformulated as follows

Tr(WHW)
max = ~ .
wiw=1 Tr(W'3, W)

(5.75)

with € = \/ ag/Tr(WX, WT) guaranteeing Tr(WX,, W7T) = aq at the optimum.

For a global optimal solution to the problem (5.75), various iterative algorithms have
been reported, see, e.g., [44, 77, 35]. Here we used the so-called iterative trace ratio (ITR)
algorithm presented in [77], as summarized in Algorithm 5.5.12. The convergence of this
algorithm and its theoretical background have been studied in [44]. After W is achieved,
the global optimal W is then obtained as W = ¢W.
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5.5 Matrix-valued solutions without fault information

Algorithm 5.5.12 Iterative trace ratio method for solving (5.75)
1: Let X% = U”x, U, H* = UTHU, 6 > 0 be a smaller scalar.
2: Initialize ®° as an arbitrary columnly orthogonal matrix.

3: Perform the following steps until ||®" — ®"!||, < nd:

e Compute the trace ratio value 6" from the projection matrix &1, i.e.,

Tr((@n—l)T}]:uq,n—l)
Te((@" )5 & 1)

0" =

e Solve the trace difference problem

" = Tr(®"(H" — 0"2% )@
arg max Tr(®"( ) ®)

using generalized eigenvalue decomposition, i.e., ®" = (@1, ¢o, ..., ¢,] with ¢,
solving (H" — 0"XY )¢; = 7]'¢;, 7" is the i-th largest eigenvalue of H* — "X .

o Set X2 = &"(®")TSL "(®")T. Do SVD as B¢ = &"A"(")T for ", Set
n+1—=n.

4: Return W = &7,

Algorithm 5.5.13 Design and implementation of the FD system without fault information
Offline design

1: Collect process I/O data to identify the matrices W1. Construct the residual generator
(3.3) and estimate zg and X, using process I/O data in fault-free case.
2: Solve the problem (5.75) for W by using Algorithm 5.5.12 (or solving the SDP problem
(5.70), using the solutions (5.74)).
3. Set W = eW. Let 1o = W77,.
Online FD

1: Compute residual sequence r(k) using (3.3) and (5.1).
2: Compute residual evaluation function J(r) with (5.53).

3: Detect the occurrence of a fault with decision logic (5.2).

Because of the orthogonality of the column vectors of W, rank(W) = v holds in
the solutions (5.74) and (5.75). In this context, the parity space of residual generator
specified by ‘Ilj s has been parameterized by a bank of orthogonal vectors and a fault with

appropriate nonzero magnitude can be mostly detected.

For online FD purpose, the residual sequence r(k) at time step k is first generated using

(3.3) and (5.1). Then the residual evaluation is carried out to detect the occurrence of a
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5 Matrix-valued DIO approaches to FD systems design

fault by performing (5.53) and (5.2). The offline design and real-time realization of the

FD system without fault information is given in Algorithm 5.5.13.

Remark 5.6. It is worth noting that the assumption of known matriz H .5 s without loss
of generality under consideration of actuator and sensor faults. When actuator faults are
concerned, we have By = B and Dy = D and then I:If,s = \IJ;SHU,S = \Ilis can be identified
using process 1/0 data. When sensor faults are concerned, it holds By =0, Dy =1. Then
the matriz H; 4 can be constructed in form of (2.15) and Hy , is thus available. When no

information of the I:Ifﬁ is available, it is without loss of generality to set I:If,SI:I?S =1

5.6 Summary and notes

In this chapter, matrix-valued DIO approaches have been developed for the data-driven
design of FD systems. Regarding a family of faults characterized by the features of
mean and covariance matrix, a parameter matrix has been introduced to the data-driven
construction of residual generator. In the context of minimizing the MDR for a prescribed
FAR, the design of FD systems has been formulated as an SP problem with DCCs and three
DIO solutions have been proposed, namely the multivector-valued design, the WC-CVaR
aided design and the optimal matrix-valued design. Additionally, under consideration of
inaccessible fault knowledge, matrix-valued solutions without fault information have also

been investigated.
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6 Performance analysis of FD systems under
moments uncertainties

In Chapters 3-5, design issues of data-driven FD systems have been addressed using
DIO approaches, achieving a minimum MDR for a prescribed FAR without specific
distribution assumptions on noises and faults. Performance analysis of data-driven FD
systems is another important topic that has not gained enough attention yet [24, 46, 52].
As demonstrated before, the mean-covariance based ambiguity sets are introduced to
characterize the distribution knowledge of noises and faults so as to obtain DIO formulations
of the FD problems. In this context, the first-layer robustness of FD systems against
the distributional ambiguity has been well handled, assuming known precise means and
covariance matrices. In practice, however, the mean and covariance matrix of residual are
estimated from process I/O data and the estimation errors in them are inevitable due
primarily to the finite number of samples, especially in faulty scenarios. On account of
this, the derived FAR and MDR criteria are undoubtedly credible with the probability
smaller than one. These observations stimulate the necessity of performance analysis of
distribution independent F'D systems against the moments uncertainties in the probabilistic
context, which is termed the second-layer robustness study.

This chapter focuses on the performance assessment of FD systems designed using DIO
approaches under moments uncertainties. At first, the mean-covariance based ambiguity
sets plagued by the norm-bounded and box-type moments uncertainties are established.
On this basis, the robustness of FD systems demonstrated in Chapters 3-5 is studied
quantitatively. The upper bounds of FAR and MDR in the worst-case setting are derived
correspondingly. Moreover, the confidence levels of the derived FAR and MDR criteria are
investigated in the probabilistic context by establishing analytical relationships between

the sample numbers and the estimation errors.

6.1 Problem formulation

Recall the I/O data model (2.14) as presented in Chapter 2, i.e.,

[ v (k) ] - [ x(k — 5) ] . [ Hy of, (k) + He s () + v4(k) 61)

u, (k) u, (k) 0
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For FD purpose, a data-driven construction of residual generator is given below

2(k) = \whgg] (6.2)

r(k) = W'z(k) (6.3)

where r(k) € R, W € R™7 5 > 1. When n = 1, r(k) and W reduce to (k) € R and
w € R?, respectively. By determining the residual evaluation function J(r) and threshold

Jin, appropriately, the occurrence of a fault is then detected by using

J(r) > Jy, = fault alarm (6.4)
J(r) < Jy, = no alarm.

As presented previously, W, J(r), J, have been addressed using DIO approaches with
respect to the mean-covariance based ambiguity sets Py and Py, wherein the true values

of means and covariance matrices, i.e., Zg, X, and Zy, X,,, are assumed to be known

Zf ?
exactly. In practical applications, unfortunately, we can only obtain the empirical estimates
of them based on process I/O data. This leads to the uncertainties in Py, P; due to
the estimation errors. To be more specific, denote by z, ﬁ]ZO, %f, f]zf the empirical

estimates of zg, 3, z¢, X.,, respectively. By constructing sample sets Sy = {zo(7) fV=01

Zf Y
and Sy = {z f(z)}fvzfl with (6.2) respectively using process I/O data in fault-free and faulty

cases, then, over Sy and Sy, we have

.1 . 1 R o
20 = 3 2 zo(i), X, = N 2 (Zo(2) — Z0)(Z0(2) — Zo) (6.5)
zp = Nif ; zp(i), 3., = Nif ;(Zf(i) —2y)(2(i) — zp)". (6.6)

Because of the finite sample numbers Ny, N, the estimation uncertainties are inevitable and

nonnegligible especially for small Ny, Ny. Let Az, Ay, A Ang be the uncertainties

Zf

in means Zg, Zy and covariance matrices X, 3., respectively, and model

Zf?
Zo =70+ Az, Bi =3, + Ax (6.7)

=3, + As, . (6.8)

Denote by Py a,, Pra, the ambiguity sets under moments uncertainties with Ay =
{Az, As, |, Ay ={A Ang}. Then, with respect to Poa,, Pra,, the FD problem

Zfo
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6.2 Ambiguity sets modeling under moments uncertainties

towards minimizing the MDR for a given FAR is formulated as follows

: rob
min 6.9
W#Oa J(l‘), Jth /6 ( )

sup Pr{J(r) > Jy} < af®
PzEPO,AO

sup Pr{J(r) < Ju} < 5

PZEPﬁAf

s.t. (6.10)

where a®® € (0,1) is a given upper bound of FAR, 87 € (0, 1) the upper bound of MDR
under moments uncertainties Ay and Ay.

Considering Ay # 0, Ay # 0 in practical applications, main attention of this chapter is
thus focused on the performance evaluation of the distribution independent FD systems
demonstrated in Chapters 3-5 under moments uncertainties. The problems are specifically

formulated as follows, i.e., given ambiguity sets Py a,; Pra;s

e solve the problem (6.9)—(6.10) for vector-valued solution w, with residual evaluation
function J(r) = | w'z(k)| and threshold Jy, = b.

e Solve the problem (6.9)-(6.10) for vector-valued solution w with residual evaluation
function J(r) = ( w?(z(k) — Zo))? and threshold J;;, = 1.

2
e Solve the problem (6.9)-(6.10) for matrix-valued solutions W with the residual
evaluation function J(r) given in forms of (5.10), (5.29) and (5.53) and threshold

Jin = 1, respectively.

e Assess the derived FAR and MDR performance under moments uncertainties in the

probabilistic context and exploit the confidence levels of them.

6.2 Ambiguity sets modeling under moments uncertainties

To cope with the formulated problems, we start by modeling the ambiguity sets Po a,, Pra,

under norm-bounded and box-type moments uncertainties.

6.2.1 Norm-bounded model

Consider the moments uncertainties Az, Az, Ay, , Ang being norm-bounded. The

Zfo
ambiguity set Py a, for fault-free case is modeled as follows

( Z € Mo )
Elz] = 2o, V[z] = X,, € ST
Pon, (€1, €2) =< P, e L Ez_o%(io “2)| <a (6.11)
-3 | <
L 0 of| p = €2 J
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6 Performance analysis of FD systems under moments uncertainties

where M, is the support of zy, £ is the set of all valid distributions in space R?, €1, €5 > 0,

7o, 3., are empirical values of Zy, 3., as given in (6.5). Remarkably, the uncertainty

in mean is characterized by an ellipsoid of size €, centered at z, and, the uncertainty in

covariance matrix is specified within a Frobenius-norm ball centered at 3., with radius €.
Similarly, the ambiguity set Py, for the faulty case is defined as follows

( )

VS ./\/lf
Elz] = zy, V[z] = X, € S
S5 -3 <o
2
x, -

Pra; (e, €4) = (P €L (6.12)

zf S €4
F J

where My, e3 > 0, ¢4 > 0 have the same physical meanings with My, €1, €2 in Py a,,
respectively. Analogously, the ambiguity sets for the concerned M faulty modes can be
established, i.e.,

( VAS Mfi )
Elz] =z, V[z| =X, €5}
) ) = _1 ~
Priay, (€3, €10) = (P € L S E 2y - 2 )H2 < ey, (6.13)
Zz - 22 < )
\ ! fillp — 4, J

M
where €3, €4, > 0,V, i =1, 2, ..., M. In this sense, we define Pra, = J Py, a, -
i=1 ‘

Remark 6.1. Generally speaking, the uncertainties Az, Az, As, , Ang are considered

to be estimation errors caused by the limited number of ;amples and the probability
distribution being time-invariant, as shown in Fig. 6.1(a). Indeed, the uncertainties caused
by the identification errors in WL, the perturbations of working point and the drifts of the
distribution profile of noises and faults, etc., can also be modeled with Poa, and Pya,,

as seen in Fig. 6.1(b). In this situation, the Z, ﬁf, 220, 3., can be regarded as reference

s
means and covariance matrices.

6.2.2 Boz-type model

By specifying the uncertainties Az, Az, Ay, Ang in box-type, we model the ambiguity

set Py a, in the following form

Elz] = zo, V[z] = X, € S}

(
(z—720) B (z—2)) <R2 (b)
Pono (Ro, 1, 10) =< P.el| 7 >~ 6.14
O,Ao( 0, 71 7'2) (ZO_ZO)TEZ_()l(ZO_ZO) < T ( ) ( )
3 (

Ezo j 7—227;0
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6.2 Ambiguity sets modeling under moments uncertainties

0.15

0.1

0.05

Figure 6.1: Moments uncertainties: (a) caused by the estimation errors; (b) caused by

the modeling uncertainties.

where Ry > 0 in (b) determines a ball that contains the entire support of zy being with
the mean z, and covariance matrix 3. Conditions (¢) and (d) give box-type measures of
uncertainties in mean zy and covariance matrix 3., respectively, with the introduction of
parameters 7, > 0, 75 > 1.

Similarly, the ambiguity set Py, A, for the ¢-th fault mode is defined as follows

E[z] = 2];, V[z] =X, €S}

(z—25) X7 (z—2) < R},

P Ry, 134, 1) =P, € L . fi . ’ 6.15
fols ( fo e ) (Zfi - Zfi)Tzz_f,li (Zfi - Zfi) < T ( )
Ezjci j 7—4,iﬁ:fi

where Ry, >0, 73, >0, 74, > 1,9=1,2,...M.

For ease of subsequent discussion, we denote by z.o = zg — 2o, Z¢f, = Zf, — Zo and
Zco = ZO - 20, Ze f, = Zfz - 207 1= 1,2, 7]\4'

The second-order moment matrices of z.o and z. , are given as

T B I (6.16)
’ Z. 1 Z., 1
. Ezo EcO = =7
Note from (c) in (6.14) that | _/ Tl =0, ZeoZny— T2, = 0. Let
Z,g T ’
_ 9 3. 0
q., - | 2T (6.17)
- O 1 —+ T
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6 Performance analysis of FD systems under moments uncertainties

Then, together with (d), we have

- = =T =
— (2 + Tl)TZEZO — EZO — ZQOZCO —Z670
Qgc,O - Q~ = '

ZC,O =T
_ZC,O T

= 0.

~

This is obtained by noting that IT = (2 + 71)nX., — X, — ZeoZy = 27,3, — B, +
7'17'2220 — 2670220 i Ezo + 7'1220 — 2070220 t 220 and 7'1]._.[ — EC»OEZO t TlEZO — EC,OEZO é 0
It thus clearly holds, with respect to the ambiguity set (6.14),

2l

0=Q:, <. (6.18)

Analogically, given ambiguity set Py, A, in (6.15) we also have
09, 2Q:, (6.19)
fori=1, 2, ..., M with

(2+ 7—371')7_47"2% + (25, — 20) (25, — 20)" 275, — 29

Q: = AR
Feti (Zfz — Zo)T 1 + T3,

(6.20)

It is remarkable that (6.18) and (6.19) determine box-type uncertainties in the second-order
moment matrices €2z_, and Qgcf_, respectively, in terms of the so-called upper bounds

Q; , and Qgcf and zero lower bounds.
] 2

6.3 Robustness analysis of the FD systems

Regarding the above modeled ambiguity sets, the robustness of the FD systems designed
with respect to addressing the problem (6.9)—(6.10) is investigated in this section.

6.3.1 DIO method aided robust F'D

Remember that, using the following residual evaluation function and threshold
J(r) = |w"z(k)|, Jm =10

the design of FD systems has been addressed by solving the problem (3.13)—(3.14) with
known precise means and covariance matrices of residuals both in fault-free and faulty
cases, as demonstrated in Chapter 3. When the uncertainties in means and covariance
matrices specified in Py a, (€1, €2), Pya, (€3, €4) are concerned, the FD problem (6.9)-(6.10)
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6.3 Robustness analysis of the FD systems

is then handled by solving

. rob
21
i B (6.21)

rob

sup Pr{w’z > b} < %
P.€Po,aq (€1, €2)

sup Pr {WTZ < b} < pBreb,
P-€Py.a (€3, €4)

s.t. (6.22)

Aiming to cope with this problem, the following lemmas are firstly recalled to handle the
DCCs (6.22) in the probabilistic context.

Lemma 6.1. [53] Given ¢ > 0, w € R", & € R" and matriz ¥ € ST, the optimal solution
of the problem

Q,(€) =min w'€ s.t. HE‘%(E—EO)Hzge

3
is achieved with € = &, — \/% At the optimum, it holds Q,(€) = wl & — evVwT Zw.

Lemma 6.2. [53] Using the notations in Lemma 6.1, the optimal solution of the problem
(X)) = max wiEw st [|[Z-p<e

is achieved with 3 = o + el. At the optimum, it holds Q2(X) = w! (Zg + eI) w.

According to Lemmas 6.1 and 6.2, it is obvious that, if

b—w'zy > (K(cf”) + €1) \/WT(EA]ZO + eoI)w (6.23)

holds with &(af?®) = /(2 — o) /aiy?®, we then have

1
¥ (Zo — ZO)H < €

b—wlzy > R(OéSOb)\/WTZZOW, V (2o, X.,) € } (2o, X2,) 5 3 )
zo 20
F

rob
Qo

& sup Pr {WTZ > b} <
]P’zE'PO’AO(Gl,GQ)

which means the constraint (6.23) holding ensures the first condition in (6.22). Ditto for
the faulty case, a deterministic substitution of the second DCC in (6.22) can be obtained,

as summarized in the following theorem.

Theorem 6.1. Given Py, (e1,€2) in (6.11) and Pra,(es,€4) in (6.12), the first DCC in
(6.22) holds if

b—w'zg > (R(af”) + €1) \/WT(ﬁ]zO + e D)w. (6.24)
Let k(%) = /(1 — Br*) /B, the second DCC in (6.22) holds if

—b+w'zp > (K(B) + ) \/WT(f]Zf + e D)w. (6.25)
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6 Performance analysis of FD systems under moments uncertainties

According to Theorem 6.1, the problem (6.21)—(6.22) is converted into the following RO
problem

. r0b
Lin 64 s.t. (6.24) and (6.25) (6.26)

which can be further re-written as follows

st. wi(z; — 7o) = 1. (6.27)

It is noteworthy that this problem can be solved with Algorithm 3.2.5. The optimal

solutions of w, b, 37 to (6.26) are then obtained as

— (z=(rob T Ezo I
K(/@T‘Ob) — 1 (H(OZO\/) —;(6;) \/W (I) e )W — €3 (6.28>
w 2 T e w
1

g = 123 (6.29)

b= wia+ (R(0f?) + ) Y WIS, + eDw

= W — k() + )W (S, + et Dw (6.30)

In this context, the worst-case FAR and MDR under moments uncertainties are obtained
satisfying Prar < o, Pypr < 8.

To gain a deeper interpretation of the robust optimal solutions (6.28)—(6.30), we make
a comparison of them with the ones obtained without moments uncertainties, i.e., (3.35)—

(3.37) given in Section 3.3, and have the following observations.

e For an identical upper bound of FAR «y, it holds
gt > p (6.31)

because x(37°) < k(B) and k(87), k() have the opposite monotonicity with
BTt B, respectively. It implies, the uncertainties in means and covariance matrices
would give rise to the increase of MDR on the one hand and, on the other hand, admits
a good robustness against the uncertainties might be caused by the perturbations of

operating point, distribution drifts of noises and faults and estimation errors, etc.

e The FD problem (6.27) has the same form of the problem (3.34) with the item

K(ap®) + €; in place of K(ap). In this context, consider %(af®) + ¢; = K(ap). Then

2
r0b rob
ay = , gy > Q. 6.32
0 1 + (R((lo) — 61)2 0 0 ( )
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6.3 Robustness analysis of the FD systems

It implies that the worst-case FAR gets larger due to the moments uncertainties.
Meanwhile, because of &(aj®®) > 0, it should hold &(ag) > €;, which means & (o)
suggests a tolerance bound of the uncertainties in mean z, for given «y. This point

has also been mentioned in [53] from the perspective of classification.

6.5.2 Improved DIO method aided robust F'D

In this part, we evaluate the robustness of the improved DIO method aided FD systems in

Chapter 4. To this end, consider the following residual evaluation function and threshold
J(r) = (W' (z(k) — 20))?, Ju = 1. (6.33)

The FD problem (6.9)—(6.10) with respect to (6.11) and (6.12) is then re-written as follows
min [ (6.34)

w#£0

sup Pr{(w”(z —2))* > 1} < ap®
P.€Po,Aq (€1, €2)

sup  Pr{(wh(z—129))? <1} <.
PzEPﬁAf (e3,€4)

s.t. (6.35)

To solve this problem, the following lemmas are given as corollaries of Theorem 6.1.

Lemma 6.3. Given ambiguity set Py a,(€1,€2) in (6.11), the first DCC in (6.35) holds if

(e1 + v(ef™)) \/WT(szO +ew <1 (6.36)
with v(af®®) = /1/ak®.

Proof. Without considering the uncertainties in mean and covariance matrix, it is known
form the Theorem 4.4 that the first DCC in (6.35) can be equally converted into

1— \/WT(ZO — 7o) (20 — 20)TW > v(ap®) /WIS, W (6.37)

It yields v(aj®)/ wTX,, w < 1 on condition that Zy = Zg, i.e., ¢, = 0 in Py a,. Consider

the uncertainty in Zy. Note that

A 1 _1 N 1
HWT(ZO — ZO)HQ < HWTEZ20 ) HEZOQ (ZO — Zo) ) < €1 WTEZQO ) (638)

Using the result in Lemma 6.2, we have
max wi's, w=wl (2., +eD)w. (6.39)

Zzo *ZA:ZO || F§€2
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6 Performance analysis of FD systems under moments uncertainties

Together with (6.37), (6.38) and (6.39), it is then derived that

\/ WT(ZO — %0)(20 — %O>T W + 1/(06601))\/ WTEZOW S €1

< (&1 + v(ag™)) \/WT(f]ZO + e I)w.

1
wlixz2

1
+ v(age®) H wixz
2

Hence, if (e + v(ag™)) \/WT(ﬁ]ZO + eoI)w < 1 holds, then (6.37) holds true. The first
DCC in (6.35) can thus be substituted by constraint (6.36). The proof is completed. [

Lemma 6.4. Given ambiguity set Py, (€3, €4) in (6.12), the second DCC in (6.35) holds
if

\/WT(ﬁf —%0) (27 — 20)"W — 1 = (k(6") + €3) \/WT(EA]Z.)‘ +ealw (6.40)

holds with k(B7) = \/(1 — Brob)/ Breb.

Proof. Under no moments uncertainties, it is derived from Theorem 4.5 that the second

DCC in (6.35) can be equally converted into

VW (Z) — 20)(2y — 70) "W — 1 > K(5)[WT S, w. (6.41)

Let h =12z — Zo, hy = if —Zy. Then h — hy = Zp — if. The uncertainty in h holds with
_1
HEZJP (h — hO)H < e3. Note that
2

min \/WT(Zf—%f)(Zf—%f)TW: | min HWThH2
B l
2

. (h—ho)
= 1/wThghlw — 3, [wis, w. (6.42)

The second equality is achieved by using Lagrangian multiplier method. Together with

1

2.7 (zp—25)

<es
2

(6.42) and the result in Lemma 6.2, we have, with respect to Py a (€3, 1),

VW (25 — 70) (21 — 20)Tw = /W (2 — 70) (27 — 20)TW — 3/ WIE W
VWEE, w < \/WT(ﬁ)Zf + e D)w.

It implies (6.40) holds ensuring (6.41). The second DCC in (6.35) can thus be substituted
by (6.40). The proof is completed. O

According to Lemmas 6.3 and 6.4, the FD problem (6.34)—(6.35) is thus solved by
addressing

mir& B st. (6.36) and (6.40). (6.43)
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6.3 Robustness analysis of the FD systems

Let

W (& — 20) (2 — 20)Tw — (e + v(0p) /W (S, + D)w

e \/WT(ﬁzf + e, I)w

(6.44)

The problem (6.43) is then re-written as follows

max C(w) st (4 V()W (S5 + D)W =1, C(w) >0 (6.45)

which, according to Theorem 4.6, can be further converted into a generalized eigenvalue-

eigenvector problem .
wliy,w

(6.46)

max =
w#0 WTEQW

where 21 = (%f — %0)(%f — %O)T — (61 + I/(CYSOb))Q(zA]ZO —+ 621), 22 = Ezf + 641. And then
the SVD technique is applied to solve (6.46) for an optimal w. The optimal solutions to
the problem (6.43) are then obtained as

1
rob r0ob

=C — = 6.47
KB =CwW) = e B = T (6.47)
Similar to the case as discussed in Section 6.3.1, given «q, [ the upper bounds of FAR
and MDR achieved by solving the problem (4.17)—(4.18), a larger MDR will be derived
due to the uncertainties in means and covariance matrices, i.e., 37°° > 3. Simultaneously,

the worst-case FAR is achieved as

1
arob — 7
0 (v(ag) —€1)?

It means that the uncertainties in means zy, Z; should be within the ellipsoids of size €;

b > a. (6.48)

and €3, respectively, such that v(af®) > 0, £(87°) > 0.

Remark 6.2. Thanks to the discussion in Section 4.2.3, we can directly derive the existence

condition of the FD problem (6.43) under moments uncertainties as follows

l,rob __ 1
0 " \rob
>\m

(6.49)

where X' = (z; — 20)" (2., + eI)"Y(zy — 29). Hence, the value of o should be set

satisfying o € (aé’mb, 1) to guarantee a feasible solution to (6.43).

6.5.3 Matriz-valued robust F'D

With respect to the box-type moments uncertainties, below we focus on the robust versions

of matrix-valued FD systems demonstrated in Chapter 5.

87



6 Performance analysis of FD systems under moments uncertainties

Multivector-valued robust FD

Recall the multivector-valued configuration of FD systems with respect to solving a group
of problems (5.14)—(5.15) with i = 1,2, ..., M. With z, in place of Zg in (5.9), we define a
bank of residual evaluation functions and the threshold as follows

J(ry) = (wi(z(k) —20))?, Ju=1,i=1,2,..., M. (6.50)

)

Given ambiguity sets Poa, (€1, €2) in (6.11) and Py, a, (€34, €2;) in (6.13), a robust
multivector-valued solution to the FD problem (6.9)—(6.10) is then achieved by separately

solving the following problems

rob
3};&% Ik (6.51)

sup  Pr{(wl(z—12))*>1} <o
P.€Po,aq (€1, €2)

sup Pr{(wl(z—20))? < 1} < B/
P, efpfi,Afi (€3,i,€4,i)

s.t. (6.52)

with i = 1,2, ..., M, where 3/ € (0,1) represents the upper bound of MDR for the
i-th fault mode under moments uncertainties. For the same form of (6.52) with (6.35), a

deterministic description of (6.51)—(6.52) is directly obtained as follows

rob
‘INIl;éI(l) Ik (6.53)

(e1 +v(ag™)) \/w (2., + eDw; < 1
\/WT< z;, —70)(zs, — 70)TW; — 1> (fﬁ(ﬁf"b) + eg,i) \/wiT(ﬁzfi + e, D)w

(6.54)

where 1 (/%) = /(1 — Br?)/Br°b. By means of Algorithm 4.2.7, the analytical optimal

solution of w; can then be obtained by means of SVD, and then

1

70b rob __
K(B]”) = C(wi) — €34, [; Y]

(6.55)
where C(w;) is given in (6.44) with Z,, w;, €4, in place of Z;, W, €4, respectively.
As discussed in Section 5.2.3, the worst-case FAR and MDR with moments uncertainties
satisfy
Prar < Maf®, Pypr < _ min M{ﬁgob} (6.56)

where o is given in (6.48). It is clear that the uncertainties in means and covariance

matrices would cause degradation of FD performance in terms of FAR and MDR, by
noting that afj®® > ay and 87 > ; with ayp, 3; derived solving (4.17)—(4.18).
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6.3 Robustness analysis of the FD systems

Remark 6.3. Together with the conclusions in Remarks 5.1 and 6.2, the existence condition

of the multivector-valued FD problem under moments uncertainties is

5™ € (Ahmazs 1) (6.57)
A lrob l,rob it
where g, = _Mmax M{ao,i b wit
1 - ~ ~ al _ ~ 2
(lj,TiOb = \rob )‘:r(;,l; = (Zfi - ZO)T(EZO + 611) l(zfi - ZO)' (658)
m,1

WC-CVaR aided robust FD

To study the robustness of the WC-CVaR aided FD with respect to solving the problem

(5.3), the following residual evaluation function and threshold are defined

J(r) = max . J(ri), Jin =0 (6.59)

i=1,2

where J(r;) = (w!(z(k) — z0))* Let Q, = wyw! € S and

5. = 2 — 5. (6.60)
Define L;(z.) = J(r;) —b=2'Q,z. — b, i =1, 2, ..., M and a convex function

L(z.) = max L(z.). (6.61)

i=1,2, ..., M

Regarding the box-type uncertainties specified in (6.14) and (6.15), the FD problem
(6.9)—(6.10) with the substitution of (6.59) and (6.61) is re-written as

1 rob
Qu£0, =12, M. b B (6.62)
sup Pr{L(z.) > 0} < i

P.€Po,aq(Ro,T1,72)

sup  Pr{L(z.) <0} < g

FP’zGPf,Af

s.t. (6.63)

M
where Pra, = U Pya, (R, 734, 74,4). The solution of this problem lies in handling the
i=1 ’

DCCs (6.63). Due to the moments uncertainties, the extension of the results obtained in

Section 5.3.2 is unintuitive. Note that

sup Pr{L(z.) >0} = sup  sup Pr{L(z.) >0} <a}® (6.64)
P2€Po,aq (Ro,T1,72) (20,X2) €U0 P2€Po
sup Pr{L(z.) <0} = sup sup Pr{L(z.) <0} < B"". (6.65)
]P’zE'Pf,Af (zfi,z:zfi)euf P.ePy
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6 Performance analysis of FD systems under moments uncertainties

where Py, Py are given in (3.17) and (5.6), respectively, Uy is the set of (zg, X,,), i.e.,

U = 4 (20, 3,) | (0~ %) e (B0 —%0) <71 (6.66)
0 0y “~2z9 ZZO j 7_220 .
M
and Uy = |J Uy, with
=1
_ (Zf, — 24,)" 2. (24, — 2f,) < T34
ufz = {(Zfi7 Ezfi) E < . fi . (667)
2y D T2,

On this basis, the inner objectives in (6.64) and (6.65) can be handled with SDPs (5.40)
and (5.50), respectively, a detailed proof has been given in Section 5.3.2. Then the equation
(6.64) holds on condition that Gy < 0 with

1
Gy = sup  inf 5+ —Tr (.. Ko
(20,22y)EUo n,Ko agob ( 0 )
st. Koe S neR, Ko — Q; =0 Vi=1,2 ... M
+ 0 by

defined in
(6.16). Given (Zo, X.,) € Uy, a box-type confidence region of Qz_, is given in (6.18), i.e.,
0 <Q;, <Q;: . In this context, the dual formulation of SDP Gy, according to [61], is

obtained as follows

Recall the second-order moment matrix of z. in fault-free case, i.e., {2

Zc,0

1 .
Gl = inf n+—Tr(Q:; K 6.68
0 Ko Ko n 04601) ( c,0 0) ( )
s.t. Ko—KoiO, Koio, K0681+1’77€]R
, 0
K, - | & =0, Yi=1,2,..., M. (6.69)
0 —b—n

In this regard, the first DCC in (6.63) is then represented as G¢ < 0.
According to Theorem 5.3, the condition (6.65) is re-written as G; < 37 with

Gr = sup inf Tr(Q

(Zy;, %z, )€Uy Ky

s.t. Kfj S SIH, Tji = 0

M Q.
[K;, — diag(0,1)] + ;Tji [ 0

Kfj)

Ze,fj

0

b] =0, Vi, j=1,2 ..M
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6.3 Robustness analysis of the FD systems

whose dual representation is then achieved as

gf = Kin}f{ Tr(ﬁgcyijf].) (6.70)
T
S.t. Kfj — Kfj >0, Kfj =0, Kf_j e Sl—i—l’ Tii >0
(K, — diag(0,1)] + > 7, [ b, | Eovii=12. 0 (67
i=1 -

Together with (6.68)—(6.69) and (6.70)—(6.71), the FD problem (6.62)—(6.63) can be
addressed by solving the following SDP problem

~ min Breb (6.72)
KO’K07Kfj 7Kf] 7Qi»i:1’27"'7M’b7n

( —
Ko—Ko>=0, Ky=0 KyeSI™ Q, €S, neR, b>0
_ 0
n+ —=Tr (2:,,Ko) <0, Ko — < =0
0 | 0 —b-—
st _ A (6.73)
Ky, — Ky =0, Ky, =0, K, €817, 7 20, Te(Q:,, Ky) < 7
. M Q; 0 .
[Kfj — diag(0, 1)} + > 7 =0, Vi, j=12,.. M.
i=1 0 —b
\

We term this formulation as the WC-CVaR aided robust FD problem, the solution of
which is not only independent from the distributions for noises and faults but also robust
over the uncertainties in means and covariance matrices of residuals both in fault-free and
the concerned faulty cases. After obtaining Q,,7 = 1,2, ..., M, b, online FD is then realized
by performing (6.59) and (6.4).

Matrix-valued robust optimal FD

By replacing T in (5.54) with ro = W’ 2, we define the residual evaluation function and
threshold as follows

J(x) = ||e(k) = Folfs, Jin = 1. (6.74)

M
With respect to the ambiguity sets Poa,(Ro, 71,72) and Pra, = U Pr.a, (Ry;s T3, Tai),
i=1 '
the FD problem (6.9)-(6.10) is re-written as follows

: rob
min 6] (6.75)
sup Pr {”WTZCHz > 1} < a60b
P2€Po,aq(Ro,T1,72)

sup Pr {”WTQCHE < 1} < pBreb,

IP’ZG’Pf,Af

5.t (6.76)
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6 Performance analysis of FD systems under moments uncertainties

To solve this problem, we consider the following issues
sup Pr{HWTZC”; > 1} = sup sup Pr {HWTZCH; > 1} < ap® (6.77)

P, GPO,AO (Ro, T1,72) (ZO,EZO)EUQ P.ePy
sup Pr{HWTicHz < 1} = sup sup Pr {HWTicH; < 1} < 7. (6.78)

P:€PyA, (2f;,3= )€U P-EPf

Along the research line of last subsection, conditions (6.77) and (6.78) can be addressed
with dual SDPs. Let P = WW?. Tt is known from Theorems 4.1 that the inner objective
of (6.77) can be represented with an SDP, i.e., Gy < 0 with

1
Gy = sup inf n+ WTI‘(Q;Q&[(Q)

(20,2 2)EUo n.Ko o0
P 0
st. Koe ST neR, Ko— =0
0 —n-1

whose dual formulation is given as

_ 1 —
Gi = inf n+—Tr(Q
n7K07KO ao

s.t. KO—KQEO, KQEO

Ko)

Zc,0

Koc S neR, Kj—
0 —m—1

P 0 ]to.

Moreover, it follows from Theorem 5.3 that the condition (6.78) equals to G 5 < Brev Vi =
1,2, ... M with

Gy, = sup inf TI'(Qgcyfj Ky)

(zfﬂxzfi)eufj Kfj,‘l'j
7;P 0
y ] > 0.

st. Kp eST™ 7 eR, Ky +
f] + J f] 0 _1_7—] -

Considering the dual form of ij, ie.,

g’j!j = inf  Tr(€2;, fj Ky,)

Kfj’Kfj’Tj
st. Ky, —Ky =0, Ky, =0

7 €R, Ky, € ST Ky, +

TjP O >_0
0 —]_—Tj B

.....

B¢ Vj=1,2,..., M. The FD problem (6.75)—(6.76) is thus addressed by solving the
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6.4 Probabilistic evaluation

following SDP problem

B _ min Bt (6.79)
P,Ko,Ko,n,Kfj,Kfj,Tj,j=1,2,.A,M
KO—K()EO,K()EO,PGSl,K()ESl—H,nER
) _ P 0
N+ = 1r(2:, , Ko) <0, Ko — =0
o ’ 0 —n-—1
st 4 - 1 K (6.80)
Kfj—KfjiO,Kin,KijS]/j_,TjGR
— — b TjP 0 i
Tr(QECf.Kfj) S BTO ) Kfj + i 07 Vj = ]-7 2a ) M
e 0 -1 - Tj

As a special case of the matrix-valued optimal solution, the FD issue without fault
information has also been studied in Section 5.5, i.e., the FD problem (5.68). With the
uncertainties in zg, 3, concerned, the robustness of the solution to (5.68) is briefly studied
below.

With respect to the ambiguity set Py a, (Ro, 71, 72), the FD problem (5.65) subject to

moments uncertainties is formulated as follows

Tr(H} "H 81

max Tr(H; WW Hy.) (6.81)

s.t. sup Pr {”WTZCH; > 1} < ap’. (6.82)
P.€Po,ay (R0, 71, 72)

Note that the DCC (6.82) can be re-written as an SDP problem G§ < 0. The problem
(6.81)—(6.82) is then solved by addressing

max  Tr(H} ,PH;,) (6.83)
P,Ko,Ko,7
Ko-Ko>0 Ky =0 KoeSI™ PeSl,neR
s.t. . . P 0 (6.84)
Ui —+ WTY(QchK(]) S O, KO — t 0
0 ’ 0 —n-—1

Remark 6.4. In the above discussion, the dual formulation of SDP plays a key role in
dealing with the DCCs subject to moments uncertainties. It is remarkable that the strong
duality is ensured when the bounds of the involved box-type second-order moment matrices
are feasible [61].

6.4 Probabilistic evaluation

Concerning the moments uncertainties being caused by the estimation errors, the pa-

rameters in ambiguity sets Poa,, Pra,, 1.€., €1, €2, €3, €4, Ro, 71, T2, Ry,, T3, Ta, thus
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6 Performance analysis of FD systems under moments uncertainties

highly depend upon the sample numbers of process I/O data. In this part, we tackle
the determination issue of these parameters, meanwhile, suggest confidence levels of the

achieved worst-case FAR and MDR criteria in the probabilistic context.

6.4.1 Parameters determination of ambiguity sets

The following lemma is recalled for the determination of parameters €, €9, €3, €4 in
ambiguity sets Py, (€1, €2) in (6.11) and Py, (€3, €4) in (6.12).

Lemma 6.5. [19] Let S = {£(i)}1, be a set of N identically independent distributed

(i.i.d) samples generated according to the probability distribution of € € R"™. Given E[€] = &,

2
Vg =X eSE, €, <R andd € (0,1), if N > <2 + \/21n(2/5)> , then with probability
at least 1 — 0 over the choice of samples, we have

A

|= -9

< 1 (9), HE -3

‘2 » < Hz((s)

holds with
R 2R?
(0) = (2 +/2In (1/5)) 0= (2 + /2l (2/5)) (6.85)

where E, 3 are the empirical estimate of € and X over S, respectively.

Lemma 6.5 provides analytical relationships between the sample number and the norm
bounds of uncertainties in mean and covariance matrix. Given dy, 0 € (0,1), i.i.d sample

sets Sy = {2o(i)}2%, and S; = {zf(i)}fv:fl with sample numbers Ny, N satisfying

Ny > (2 + \/m>2, Ny > (2 +4/2In (2/5f))2 (6.86)

respectively, parameters €, €s, €3, €4 are then obtained as

61:;%(2+m),62:j%(2+m) (6.87)

€3 = \f—;\}_f (2 + \/21n(1/5f)) , €4 = \Q/Ijv_]; (2+ 1/ 2In (2/5f)) . (6.88)

It clearly holds €, e — 0 as Ny — oo and €3, ¢4 — 0 as Ny — oo, which implies the

empirical estimates of mean and covariance matrix would approach their true values with
probability one as sample size goes to infinity.

Regarding the ambiguity sets Poa, (Ro, 71, 72) in (6.14) and Py, A, (Ry,; 734, T14) in
(6.15) with box-type moments uncertainties, the following theorem is referred.
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6.4 Probabilistic evaluation

Theorem 6.2. [19] Using the notations in Lemma 6.5, denote by

A
A

R= sup |2 2(¢ — &) (6.89)
EEM& 2
with M being the known support of €. For § € (0,1), set 6 =1 —+/1 =9, if
N > max {TI(S, R), Tu(8, R)} (6.90)

holds with Ti(6,R) = (R% + 2)*T2(8), Tx(6,R) = (8 + +/32In(4/5))%/(V R+ 4
T(0) =2+ +/2In(4/6), then with probability greater than 1 — &, the constmmts

(-8 S (€-& <R E-§'T'E-8<p, T2
are satisfied by setting

R? S1)2 — L
1= 2+ /20(2/0))%, p2 =1 —1(6/4) — 1

(6.91)

where R = R(1— (R*+2)T (5)/\/N)’%, R is a sample-based approzimation of R, t(8/4) =
\ﬁ(\/l—n/R‘*—l—\/ln 5)).

Theorem 6.2 suggests a probabilistic manner to determine the parameters Ry, 71, 7o,
Ry,, 13, T4, regarding sample numbers Ny, Ny, and confidence levels 1 — dp, 1 — dy,.

It is remarkable that, with respect to Lemma 6.5 and Theorem 6.2, we can, on the one
hand, determine the confidence level of empirical estimates for a given sample number
and, on the other hand, compute the minimum sample number for a fixed confidence
level. In general, parameters €, €3 in (6.11) and 7y, 75 in (6.14) are computed by finding
a minimum N, for a given acceptable 1 — §y aiming at saving computational expense
while without FD performance degradation. Differently, parameters €3, ¢4 in (6.12) and
Ry, T3, Ta; in (6.15) and 1 — §y, are computed for a given Ny,. This handling is required
for the fact that a large enough sample set of the residual signal in normal operation is

accessible while comparatively smaller sample sets in faulty cases are availiable in practice.

6.4.2 Confidence levels of FAR and MDR

Provided the quantitative evaluation of the estimation errors under certain confidence
levels, we can, together with the results in Section 6.3, intuitively evaluate the confidence
levels of the achieved FAR and MDR under moments uncertainties in the probabilistic

context, as stated in the following theorem.

95



6 Performance analysis of FD systems under moments uncertainties

Theorem 6.3. Given &y, s, € (0,1),i = 1,2, ... M, empirical means zy, z;, and co-
variance matrices 3., 2% obtained over the i.i.d sample sets Sy = {zo(i)}1", and

Sy, = {z(1) s respectively, the FD systems designed by solving

=1

(i) the problems (6.21)-(6.22) and (6.34)-(6.35), wherein the parameters €, €3, €3, €4
are gwen in (6.87), (6.88) with sample numbers Ny, Ny satisfying (6.86),

(i1) the multivector-valued FD problem (6.51)-(6.52), wherein Ny, i = 1,2,...,M are
given satisfying (6.86) and the parameters €s;, €4; are determined with (6.88) and

(i1i) the matriz-valued FD problems (6.51)-(6.52), (6.62)-(6.63) and (6.75)-(6.76),
wherein the sample numbers Ny, Ny, are given satisfying (6.90) and parameters

Ry, 11, T2, Ry,, T34, Ta; with i =1, 2, ... M determined according to Theorem 6.3

can achieve the FAR not larger than of*® and the MDR not greater than 37°° with confidence

levels not less than 1 — 6y and 1 — dy,, respectively.

6.5 Summary and notes

In this chapter, performance assessment of the DIO methods aided data-driven FD systems
developed in Chapters 3—-5 has been carried out under the estimation uncertainties in means
and covariance matrices. Ambiguity sets with norm-bounded and box-type uncertainties
have been first established to this end, with respect to which design issues of FD systems
have been formulated as distribution independent RO problems in terms of the empirical
means and covariance matrices of residuals. It has been theoretically proven that the
derived upper bounds of FAR and MDR get poor due to the moments uncertainties.
Moreover, quantitative confidence levels of the achieved FAR and MDR depending on the

sample numbers have been exploited in the probabilistic context.
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7 Benchmark study and real-time implementation

In this chapter, applications of the proposed FD methods in Chapters 3-6 to a laboratory
setup of three-tank system will be demonstrated. For this purpose, the process model
is first described. Then data-driven implementations of FD systems designed using
DIO approaches in Chapters 3-5 are illustrated, followed by quantitative performance
evaluation of the achieved FAR and MDR under moments uncertainties. The simulation

and experimental results are given to show the effectiveness of the methods.

7.1 Process description

A three-tank system consists of tanks, pipelines and pumps that are typically used in
chemical industry and thus serves as a popular benchmark example for process monitoring.
A laboratory setup of three-tank system considered here is TTS20, see Fig. 7.1(a). As
sketched in Fig. 7.1(b), the system consists of three water tanks that are connected
through pipes and two pumps. Pumps 1 and 2 pump water to tank 1 and tank 2 with
incoming mass flow rates )1 and ()o, respectively. The water levels of the tanks, i.e.,
hy, ho, hs, are measured through sensors. With regard to the parameters in Table 7.1,

the dynamics of three-tank system is modeled as follows

Ahy = Q1 — Qus, Ahy = Qo + Qaz — Qa0,  Ahg = Q13 — Qa2

where ();; is the mass flow from the ith tank to the jth tank with

13 = Glslssgn(hl - hS)\/ 29\h1 - hs’
Q32 = agsazsgn(hs — ha)v/2g|hs — ho|
Q20 = a2501/2ghs

and s13 = s93 = Sg = S,. By choosing the incoming mass flow rates as system inputs, the

water levels the states and the sensor measurements the outputs, i.e.,
hl hl

1 Uy
X = h2 9 u= = ) y = h2

hs
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7 Benchmark study and real-time implementation

Tank 1 Tank 3 Tank 2

Ts1s Tsa 1S20

Figure 7.1: Laboratory setup (a) and schematic diagram (b) of three-tank system TTS20.

Table 7.1: Parameters of three-tank system TTS20

Parameters Symbol Value Unit
Cross section area of tanks A 149 cm?
Cross section area of pipes Sn 0.5 cm?
Maximal height of tanks H, oz 62 cm
Maximal flow rate of pump 1 Q... 100 cm?3 /s
Maximal flow rate of pump 2 Q... 100 cem3/s
Coefficient of flow for pipe 1 ay 0.45 /
Coefficient of flow for pipe 2 sy 0.60 /
Coefficient of flow for pipe 3 as 0.45 /

the system model subject to process noise w(t) and measurement noise v(t) is then

described as follows

x(t)

¢ (x(t)) + Bu(t) + w(t) (7.1)
y(t) = x(t) + (t)
where
1 —alslgsgnml—j;a)\/m
B=| o0 % Lo (x(1) = a3523sgn(h3—h2)\/W—azso\/2gT2
0 0 alslgsgnan—hwm;msgn(hg—wm
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7.1 Process description

r
1 Controller 1
1 1
1 <l
| Q13 <!
1 |
- 1

u1,ref| 1 U R | | hl
7 C1(s) —> X A + I > y

I Process

| . h,
1 P1 controller 1 I d ]
1 1 Up

U rer! Y !

= C2(s) — XA Qs [+

|_ T
1 1
I PI controller 2 |
1 !
: Q20 |
1 |
|

Figure 7.2: Schematic block of the controller of three-tank system.

To guarantee the system operates steadily, PI controllers are applied in TTS20, as

presented in Fig. 7.2. The transfer functions of controllers 1 and 2 are as follows

K; K;
Ci(s) = Kp, + > Cy(s) = Kp, + 5

where K,, = K,, = 0.087, K;, = K;, = 0.001.

Typically, four kinds of faults are considered in three-tank systems, i.e.,
o Leakage faults f;,, « =1, 2, 3: additional mass flows out of tanks, i.e.,
fi. = 0,\/2gh;, i =1, 2, 3.
where 0;,, i = 1, 2, 3 are unknown parameters related to the size of leakage.

e Plugging faults f,,, ¢ =1, 2, 3: the changes in (13, @32, Q20 With

Jor = 0p,Quz, fp, = 0p,Qs2, [fpg = 0 Q20
where 6,, € [-1,0), i =1, 2, 3 are parameters related to the plugging size.
e Actuator faults f,,, i = 1, 2: the additive faults in input u.
e Sensor faults fs,, 7 =1, 2, 3: the additive faults in output y.

It is remarkable that the leakage faults and plugging faults are component faults being
multiplicative from the viewpoint of modeling. In the fashion of data-driven FD, their

influence on the process can be regarded as additive without changing the system stability.
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Figure 7.3: Experimental input and output of three-tank system working around steady

point of h; = 15em, hy = 10em, hy = 12.5¢m.

By linearizing the nonlinear process (7.1) at a steady operating point, a linear discrete-
time model of three-tank system with stochastic noises and faults can be established as

follows
x(k+1) = Ax(k) + Bu(t) + Bf(k) + w(k)
y(k) = x(k) + Df(k) + v(k).

In the research line of data-driven FD, the system matrices and the distributional informa-
tion of noises and faults are considered to be unknown.

In the following discussion, we consider the system operates steadily around the point
of hy = 15em, hy = 10ecm, hy = 12.5¢m unless otherwise stated. The experimental inputs

and outputs in nominal situation are shown in Fig. 7.3 with sampling time T = 1s.

7.2 FD results using vector-valued DIO methods

In this part, the applicability of the proposed FD methods in Chapters 3-4 are demonstrated
through numeric simulation and experimental studies.
For verification purpose, three faulty cases listed in Table 7.2 are considered. It is

assumed that only one type of fault occurs at each time sampling step k, i.e., f =
[fu S fpz]T =[fi f f3]T and in i-th faulty case f; # 0, f; = 0,4 # 7, Vi,7 =1, 2, 3.
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7.2 FD results using vector-valued DIO methods

Table 7.2: Concerned fault modes of three-tank system

Fault mode Parameters
Faulty case 1 f1 = fi,: 5% leakage of tank 1 0;, = 0.05
Faulty case 2 fo = fi,: 7% leakage of tank 2 6, = 0.07
Faulty case 3 f3 = f,,: 6% plugging of pipe Sso 0p, = —0.06

Around the above operating point, the experimental process I/O data in fault-free and
each faulty cases are collected.

As a common part of the DIO methods aided design of FD systems, a parity relation
based primary residual generator (3.3) should be constructed using process I/O data in
fault-free case. To this end, by setting s = 10, N = 1000, the matrix ¥ is then identified
with Algorithm 2.2.3. On this basis, the sample sets Sy = {zo(j)}évzol for fault-free case
and Sy, = {zy,(j) jV:le for i-th faulty case with i = 1,2,3 are established, over which
the empirical means zg, z #, and covariance matrices f]ZO, 3, , with ¢+ = 1, 2, 3 are then
achieved with (6.5)—(6.6). Below, we first verify the effectiveness of the vector-valued DIO
methods for FD as presented in Chapters 3 and 4.

7.2.1 Real-time tmplementations

We temporally ignore the estimation errors in means and covariance matrices and assume
Zo = Zo, ﬁ)zo =X, 27, =17y, 2% =23,,,t=1,2, 3. The upper bound of FAR is set as
ap = 0.05. For the DIO method presented in Chapter 3, the FD problem (3.10)—(3.11) is
solved with Algorithm 3.2.5 for the optimal solutions of w, b, 5. The results of b, 3 for

the concerned faulty cases are summarized in Table 7.3. To gain a deeper insight, the

Table 7.3: Experimental FD results using vector-valued DIO methods

Methods Faults  f Brob b prob o oAl oy ap?
fi 01506 0.3976 3.5660 3.8483 0.0136 0.0284 0.05 0.0883
DIO fo 01024 0.2338 3.5990 4.1713  0.0138 0.0245 0.05 0.0883

f3 0.1050 0.3163 2.8992 3.4021 0.0111 0.0367 0.05 0.0883

fi 0.0875 0.1516 b=1 =1 00136 0.0283 0.05 0.1206

Improved fo 0.0616 0.1872 b=1 b =1 0.0138 0.0245 0.05 0.1206
DIO I3 0.0684 02989 b=1 =1 0.0112 0.0374 0.05 0.1206
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Figure 7.4: Evolutions of 5 over ag € [0.05,0.95] by using the DIO method and the
improved DIO method.

evolutions of 3 over «q € [0.05,0.95] for each faulty case are studied, as demonstrated in
Fig. 7.4. Tt is seen that the MDR gets smaller with the increase of FAR and the selection
of ag = 0.05 can achieve an acceptable tradeoff between FAR and MDR.

For online FD, we inject each fault into the laboratory setup of three-tank system at
k = 500, the experimental FD results are demonstrated in Fig. 7.5 (a). As shown in Table
7.3 and Fig. 7.5 (a), good fault detectability is achieved by means of the DIO method
without known precise distribution knowledge of noises and faults.

For the improved DIO method given in Chapter 4, Algorithm 4.2.7 is applied to achieve
w, [ for each faulty case. Firstly, the existence condition of the optimal solutions is first
checked, i.e., ap € (), 1) with o obtained using (4.35). By solving the FD problem
(4.17)—(4.18) by means of an SVD, the optimal solutions of w, /5 are then obtained. The
results of o) and 3 are given in Table 7.3 and the evolutions of 3 over «q € [0.05,0.95]
for each faulty case are demonstrated in Fig. 7.4. In comparison with the results using
DIO method, a smaller upper bound of MDR can be achieved for an identical FAR, as
stated in Remark 4.1. For online FD purpose, we introduce each fault at & = 500. The
FD results are illustrated in Fig. 7.5 (b). We then see from Table 7.3 and Fig. 7.5 (b)
that, with the utilization of the improved DIO method, the concerned faults can be well
detected with a satisfactory MDR for a given FAR not larger than 0.05.

7.2.2 Performance evaluation

Under consideration of the estimation uncertainties in means and covariance matrices

caused by the limited sample numbers, robustness and confidence levels of the above
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Figure 7.5: FD results using (a) the DIO method and (b) the improved DIO method.

achieved FAR and MDR can be evaluated in the probabilistic context according to the
results in Chapter 6. For this purpose, we build a simulation platform of TTS20 in
Matlab/Simulink towards generating process 1/O data in fault-free and faulty cases.
The process and measurement noises are simulated with random sequences keeping the

accordance of 7, f]ZO, Zy,, 3., with the ones in experiment study. On this basis, the

parameters €, €2, €3, €4,; of ambiguity sets Py, in (6.11) and ’Pfi,Afia i=1,2,31in (6.13)
are first determined according to Lemma 6.5.

Due to the commonly sufficient large 1/O samples in fault-free case, we give the confidence
level of FAR being not less than 1 — §y = 0.99 and determine a N satisfying (6.86). The
parameters €1, €5 are then computed with (6.87). For the faulty cases, we consider to
achieve an acceptable confidence level 1 — d, of MDR for each faulty case with fixed
Ny,

7

satisfying (6.86). The parameters €3;, €4, are obtained with (6.88). The results of
€1, €2 and Oy,, €3, €1, for the i-th faulty case are summarized in Table 7.4. With known
€1, €2, €34, €14, the performance of FAR and MDR under moments uncertainties, i.e.,
ape®, 37 are thus achieved with (6.32), (6.29) for the DIO method and (6.48), (6.47) for
the improved DIO method, respectively, as demonstrated in Table 7.3. In comparison with
the results without moments certainties, we obviously have aj®® > ag and 7 > 3 that

implies the FD performance degradation due to the corruption of uncertainties.
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7 Benchmark study and real-time implementation

Table 7.4: Parameters in norm-based ambiguity sets Py a, and Py a,

Faults No/Nf(X104> 61/63(X10_4) 62/64()(10_4) 50/(5f

Fault-free 100 1.5922 0.0074 0.01
fi 20 12.5801 2.3862 0.05
fo 20 9.4351 1.8982 0.05
I3 10 3.9782 2.3862 0.05

7.3 FD results using matrix-valued DIO methods

In this section, we show the effectiveness of matrix-valued DIO solutions presented in
Chapter 5 to real-time FD and evaluate the FAR and MDR criteria in the probabilistic
context by using the results in Chapter 6. For verification purpose, three fault modes
listed in Table 7.2 are concerned subsequently. The above designed residual generator and

the obtained empirical means and covariance matrices zg, 2., zy,, 2., , ¢ = 1, 2, 3 are

Zfi’

considered to be available here.

7.3.1 Real-time 1mplementations

Multivector-valued solution

Given zg, X, Zy,, 2., , ¢ = 1, 2, 3, we temporarily omit the estimation errors and consider

to design an FD systezl with the multivector-valued DIO method. As stated in Algorithm
5.2.9, the upper bound of FAR «q should be set satisfying (5.22). Due to the values of o}, for
each faulty case has been given in Table 7.3, we can directly have @é,max = 0.0112. Then, by
setting ag = 0.05, the parameter vector w; and MDR criterion f3; are obtained by solving
the problem (5.14)—(5.15) with ¢ = 1, 2, 3. The results of /3;, i = 1, 2, 3 have been given in
Table 7.3. According to (5.25)—(5.26), the FAR and MDR of the FD system in worst-case
setting are obtained as Py pr < Pp p = May = 0.15 and Pypr < 5 = Zngng B; = 0.0616,
as summarized in Table 7.5.

For online realization purpose, we inject each fault at & = 500 and compute the residual
evaluation functions J(r;), i = 1, 2, 3 with (5.10). Using the decision logic (5.11) with
Jin, = 1, the FD results for the concerned fault modes are demonstrated in Figs. 7.6-7.8,
respectively. It is seen from Table 7.5 and Figs. 7.6-7.8 that, the muletivector-valued DIO
method to FD can achieve a quite lower MDR while a larger FAR.
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7.3 FD results using matrix-valued DIO methods

Table 7.5: Experimental FD results using matrix-valued DIO methods

Methods 64 [3rob o) oy P, PR
Multivector-valued DIO 0.0616 0.0872 0.0112 0.0374 0.15 0.3618
WC-CVaR aided DIO 0.0829 0.2860 / / 0.05 0.05
Optimal matrix-valued DIO 0.0631 0.3235 / / 0.05  0.05

0 250 500 750 1000
Time sampling step (k)

Figure 7.6: FD results using the multivector-valued DIO method for faulty case f;.
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Figure 7.7: FD results using the multivector-valued DIO method for faulty case fs.

WC-CVaR aided solution

To verify the applicability of the WC-CVaR aided DIO method for FD, Algorithm 5.3.10
is applied to FD system configuration and the key lies in solving the problem (5.51)—(5.52).
Using the SDPT3 solver in CVX, the solutions of 3, Q,, ¢ = 1,2, 3 are thus achieved and
the results of g are given in Table 7.5 with the given upper bound of FAR «ag = 0.05. In
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Figure 7.8: FD results using the multivector-valued DIO method for faulty case fs.
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Figure 7.9: FD results using the WC-CVaR aided DIO method for faulty case f;.

the phase of online realization, the residual evaluation function (5.29) and decision logic
(5.2) are applied. With the injection of each fault at k£ = 500, the FD results are given in
Figs. 7.9-7.11, respectively, from which we can see that satisfactory FD performance can
be achieved in terms of a lower MDR and an acceptable FAR.

Matrix-valued optimal solution

We are now in the position of verifying the effectiveness of the optimal matrix-valued DIO
method to FD. Let ag = 0.05. The optimal solutions of W, 3 are obtained with respect to
solving the problem (5.61)—(5.62) with Algorithm 5.4.11. By using the residual evaluation
function (5.53) and decision logic (5.2), the real-time FD results for each faulty case are
demonstrated in Figs. 7.12-7.14, respectively. It is seen that the optimal matrix-valued
DIO method can deliver good FD performance without distribution knowledge of noises
and faults.
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Figure 7.10: FD results using the WC-CVaR aided DIO method for faulty case fs.
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Figure 7.11: FD results using the WC-CVaR aided DIO method for faulty case f3.
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Figure 7.12: FD results using optimal matrix-valued DIO method for faulty case f;.
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Figure 7.13: FD results using optimal matrix-valued DIO method for faulty case fs.
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Figure 7.14: FD results using optimal matrix-valued DIO method for faulty case f3.

Solutions without fault information

Regarding the residual evaluation function (5.53) and threshold J;;, = 1, we consider to
establish the FD systems without information of fault and the matrix H f,SI_{?’S =I In
the stage of offline design, given z, 2ZO and ag = 0.05, the solutions of the parameter
matrix W are successively solved by addressing the SDP problem (5.68), the generalized
eigenvalue-eigenvector problem (5.71) and the trace ratio problem (5.75), respectively, and
the solutions are called solution 1, 2 and 3, respectively.

In the phase of online FD, the faults in Table 7.2 are individually injected at & = 500
and the FD results are illustrated in Figs. 7.15-7.17, respectively. It is seen from Figs.
7.15-7.17 that solution 3 outperforms the other two solutions for the faults f;, fs in terms
of larger magnitudes of residual evaluation functions for the given identical threshold, and

solution 2 achieves a lower MDR for fault f3 in comparison with the solutions 1 and 3. By

108



7.3 FD results using matrix-valued DIO methods

10 T T x
— J(r) : solutionl
8 H——J(r) : solution2 4
J(r) : solution3
6 == Ju, 1

0 2
0 250

500 750 1000
Time sampling step (k)

Figure 7.15: FD results using matrix-valued DIO method without fault knowledge in

the presence of f;.
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Figure 7.16: FD results using matrix-valued DIO method without fault knowledge in

the presence of fs.

comparing Figs. 7.6-7.14 and Figs. 7.15-7.17, we can see that the matrix-valued solutions

obtained with fault information outperform the ones without using fault knowledge.

7.83.2 Performance evaluation

In this subsection, we evaluate the FD performance under consideration of the estimation
uncertainties in means and covariance matrices.

At first, parameters in ambiguity sets Po,a,(Ro, 71, 72) in (6.14) and Pp, o, (Ry;s T30, Ta)
in (6.15) with ¢ = 1, 2, 3 should be determined according to Theorem 6.2. As mentioned
before, we determine the parameters Ry, 7,7 by finding an appropriate Ny satisfying
(6.90) for a given confidence level 1 — ¢y = 0.99 whilst the éy,, Ry,, 73, T4, are computed
with a fixed Ny, for the i-th faulty case. By generating I/O samples in fault-free and each
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Figure 7.17: FD results using matrix-valued DIO method without fault knowledge in
the presence of f3.

Table 7.6: Parameters in box-type ambiguity sets Poa,, Pr,,a,,
Faults NO/Nf(X104) ’7'1/7'372' 7—2/7-4,1' R()/Rf2 (50/(5]2

Fault-free 100 0.0009 1.1198 5.0171 0.01
fi 80 0.0010 1.1391 5.2633 0.05
f2 20 0.0018 1.2005 5.3025 0.05
f3 50 0.0025 1.3046 6.0201 0.05

faulty cases in the simulation platform, the parameters are then determined, as given in
Table 7.6. This allows us to study the robustness of the proposed matrix-valued solutions
in Chapter 6. By solving the SDP problems (6.72)-(6.73) and (6.79)—(6.80), the values of
[ for each faulty case are given in Table 7.5. It is clear that the MDR performance gets

poor when the means and covariance matrices involve estimation errors.

7.4 Summary and notes

In this chapter, the applicability of the DIO approaches for FD systems design and
performance analysis has been illustrated through the simulation and experimental studies
on a laboratory setup of three-tank system. The results show that both vector- and
matrix-valued DIO approaches can well handle FD issues with a satisfactory MDR for a
given acceptable FAR without precise distribution knowledge of noises and faults, even
though no prior knowledge of fault is available. In addition, the worst-case FAR and MDR
criteria under moments uncertainties have been derived quantitatively and the confidence

levels of them have been suggested in the probabilistic context.

110



8 Conclusions and future work

In this thesis, data-driven design and analysis issues of optimal FD systems for stochastic
dynamic processes are addressed dispensing with precise distribution knowledge of stochas-
tic noises and faults. In Chapter 1, the motivations and objectives of this work have
been presented. In response to the increasing requirements on the safety and reliability
of modern industrial processes, great interest has been stimulated in data-driven FD for
stochastic dynamic processes subject to distributional ambiguity due to the practically
inaccessible probability distributions for noises and faults. Serving as the basis of this
work, preliminaries of subspace technique aided data-driven FD and basic concepts of
stochastic optimization have been reviewed in Chapter 2.

Chapter 3 focuses on a DIO approach to the design of FD systems in the context of
minimizing the MDR for a prescribed FAR. On the basis of a data-driven construction
of residual generator, the mean-covariance based ambiguity sets have been introduced to
characterize the distribution knowledge of residuals in fault-free and faulty cases. Then,
the design of FD systems has been formulated as an SP problem with DCCs, which was
further reformulated as a DIO problem and solved with iterative parametric algorithms.
Moreover, the worst-case FAR and MDR and a geometric interpretation of the achieved
optimal solution have been discussed to gain a deeper insight into the proposed method.

Noting the conservatism of the achieved FAR criterion and the computational burden
of the DIO method in Chapter 3, an improved DIO approach to data-driven FD has been
demonstrated in Chapter 4. Regarding the mean-covariance based ambiguity sets, a two-
sided test statistic of residual was applied as residual evaluation function and the design of
FD systems has been formulated as a DIO problem in terms of the means and covariance
matrices of residuals in fault-free and faulty cases. It has been theoretically proven that
the targeting problem can be addressed by solving a generalized eigenvalue-eigenvector
problem. Then an analytical solution has been achieved by using an SVD-based algorithm.
The existence condition of the optimal solution has also been studied quantitatively.

The DIO methods given in Chapters 3 and 4 are vector-valued that concerns certain
fault mode with known mean and covariance matrix. To improve the freedom of the
design of FD systems towards a lower MDR, Chapter 5 is devoted to the matrix-valued
DIO approaches to data-driven FD with respect to the mean-covariance based ambiguity

sets, wherein both the situations of accessible and inaccessible prior knowledge of fault
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have been concerned. By characterizing the fault modes with mean and covariance matrix
of residual, three configurations of FD systems have been developed successively in the
context of minimizing the MDR for a prescribed FAR, namely the multivector-valued
scheme, the WC-CVaR aided scheme and the optimal matrix-valued method. Moreover,
the matrix-valued DIO solutions to FD without fault information have also been studied.

Remarkably, the results in Chapters 3—-5 have been obtained based on the true means
and covariance matrices of residuals both in fault-free and faulty cases. In fact, only the
empirical estimates of them can be achieved based on process I/O data. Concerning the
estimation uncertainties in means and covariance matrices caused by the limited number
of I/O samples, Chapter 6 has provided a quantitative analysis of the FD performance
in the probabilistic context. The robustness of the FD systems designed in Chapters 3—-5
against the moments uncertainties have been studied and confidence levels of the achieved
FAR and MDR criteria have been suggested in the probabilistic context by constituting
analytical relationships between sample numbers and estimation uncertainties.

Finally, a benchmark study on a laboratory setup of three-tank system has been
demonstrated in Chapter 7 to illustrate the applicability and effectiveness of the developed
DIO methods in Chapters 3-6.

As future works, the following directions are well worth considering;:

e Extension of the proposed DIO methods in dealing with multiplicative faults will be

performed.

e Fault isolation issues will be addressed in the framework of distribution independent
optimization. On this basis, the integrated design of fault diagnosis and fault-tolerant
control systems will be exploited with respect to a two-stage optimization of fault

diagnosis performance and control performance.

e Different types of distribution features except for the mean and covariance matrix,
e.g., Wassterin metric and KL-divergence, will be applied to model the ambiguity
sets such that more precise FD performance criteria can be achieved to a better

synthesis of fault diagnosis systems.
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A Appendix

A.1 Proof of Theorem 3.3

Given £ € R™, b > 0, if the following inequalities hold
sup Pr{w’¢ > b} < [—), sup Pr{-w’z > b} < p (A.1)
e~ED) 2 e@m 2

according to Bonferroni inequality, we have sup Pr{|w”&| > b} < p. Moreover, according
_ 5'\“(272)
to Lemma 3.1, (A.1) with w? & < b yields

sup Pr{w’¢ > b} < PN inf Pr{iw’¢ <b} >1- L
E~(ED) 2 E~(EX) 2
& b—wE>kr(l- g) wli'Xw

s b—wlE

Vv
X

(p)VwlEw (A.2)

where r(1 — £) = R(p) = %. When w'€ > b, it holds inf Pr{w?¢ < b} =0. By
5'\‘(572)
replacing w, b in (A.2) with —w, —b, respectively, it holds
sup Pr{—-w'z > b} < g & —b+wE€>R(p)VWiZw. (A.3)
;SN(E,E)

When —w?€ > b, it holds i(nf )Pr{—WTS < b} = 0. Together with (A.1)-(A.3), we thus
£~ (6%

have
b—|w'é| > R(p)VWIEw = sup Pr{|w’¢| > b} <p. (A4)
When |w”€| > b, it holds sup Pr{|w”&| > b} = 1. The proof is completed.
E~(EX)

A.2 Proof of Theorem 3.4

Given & € R", £ = E[¢], V[¢] = £ € S Define a convex set S = {£|(w7¢)? < b*} with
w # 0, b # 0 given such that |[w7€| > |b|. Let a = »2(¢ —€), T" = w'Sz. Recalling

Theorem 3.1, we have

1
sup Pr{(wi¢?2<prl=—— &= inf ala.
e~(E) te) Ioire (wT€)2<b?
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A Appendix

Let c = w’¢, ¢ = w'€. Then ¢ = T?a + ¢ Formulate a Lagrangian function as follows
L(a,\) =a"a+ A (c"c—b*) =a’a+ \[0(a) — 7]

with 7 = b — ¢'¢, 0(a) = a’ TT a + a’Té + ¢’ T a. Note that the Lagrangian function

L(a, )\) is maximized w.r.t. A > 0 and minimized w.r.t. a, i.e., d> = min max L(a, \). At
a -

the optimum of d?, we have

dL(a,\) T 4 OL(a\) _
It implies (I+ATT")a = —AT¢, 7 = 6(a). Then
a=—A(I+ATTT)"' Te = mTe (A.5)

where m = -\ (I+ /\TTT)_1 ,m’ =m.
Let k = TTT = w/'Sw, t = T'mT. Then it holds ¢t = —2£. By substituting a in

RY3E
(A.5) and 7 to 6(a), we have
Ola)= (" +2t)cc=b"—c"c<0.

It follows t = \/E% — 1. At the optimal, we have

d> =a’a= ﬁETE = ( WL — \/b_2> 2 : (A.6)

vVwTYw

Because of |[w'&| > |b], it thus holds

1

sup Pr{|w"¢|<|b]} = sup Pr{(w'¢)’<v*}= &

E~(E) E~(E3)
1-p

& d > 5 o |wiE| —b> k(B VW Ew

<p

with £(8) = /(1 — 8)/8, b > 0. When |[w"€| <b, d*> =0, then sup Pr{|w"¢| < [b|} =
E~(E3)
1. The proof is completed.
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