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Abstract. A large number of stream cipher were proposed and implemented over the last
twenty years. In 1987 Rivest designed the RC4 stream cipher, which was based on a
different and more software friendly paradigm. It was integrated into Microsoft Windows,
Lotus Notes, Apple AOCE, Oracle Secure SQL, and many other applications, and has thus
become the most widely used a software-based stream cipher. In this paper we describe
some properties of an output sequence of RC4. It is proved that the distribution of first,
second output values of RC4 and digraphs are not uniform, which makes RC4 trivial to
distinguish between short outputs of RC4 and random strings by analyzing their first, or
second output values of RC4 or digraphs.

1. Introduction

A large number of stream cipher were proposed and implemented over the last twenty years.
Most of these cipher were based on various combinations of linear feedback shift registers, which
were easy to implement in hardware, but relatively slow in software. In 1987 R. Rivest designed
the RC4 stream cipher, which was based on a different and more software friendly paradigm. Its
design was kept a trade secret until 1994. An anonymous source claimed to have reverse-
engineered this algorithm, and published an alleged specification of it in 1994 [1]. It was integrated
into Microsoft Windows, Lotus Notes, Apple AOCE, Oracle Secure SQL, and many other
applications, and has thus become the most widely used a software-based stream cipher.

The alleged RC4 keystream generator is an algorithm for generating an arbitrarily long
pseudorandom sequences based on a variable length key. The pseudorandom sequence is
conjectured to be cryptographically secure for using in a stream cipher.

RC4 is in fact a family of algorithms indexed by parameter m, which is a positive integer.
The value of m=256 is of greatest interest, as this is value used by all known RC4 applications. In
this paper we describe some properties of an output sequence of RC4. It is proved that the
distribution of first, second output values of RC4 and digraphs are not uniform. Also we obtain
generalizations results of Fluhrer S.R., McGrew D [2] and Mantin 1., Shamir A. [3] for different
initial values of iy and .

The following standard notation will be used throughout:
1. N ={1,2,....},

2. Zn=1{0,1,...,m—1},

3. Si the set of all possible permutations of Zy,.

2. Description of the RC4 cipher

The RC4 stream cipher is modeled a finite automata A,= (F, f , Z,XZ,XS;, Zm), where F:
2o XZmXSn — ZnXZmn XSy 18 a next-state function, f: Z,XZ, XS, - Z, is an output function. The RC4
stream cipher depends on m=2", n[IN .

The state of the RC4 cipher at time t is (i, ji, )ZmXZn*XSy and the initial state is (0, 0, S,).
Consider the RC4 cipher at time t (t=1,2....).
The next-state function F




1= i +1 (mod m );
Jt = Je1t se[i] (mod m );
St[it]= Stfl[jt]a St[jt]= Stfl[it];

St[r]: St—l[r]a = 09 m- 1 \{ita _]t} .

e

The output function f
Output: 7~ St[( St[jt]+ St[it] )(mOd m)]

Encryption xi: ¢=x;lJ z;. Decryption c;: x=c¢;[] z;.

3. Description of the used probabilistic model

We will use the following probabilistic model. Assume that the permutation soL1S, is
randomly chosen from Sy, i.e. P{s=so}=1/m!. Consider a probabilistic model without replacement.
Then P{so[r]=a}=1/m, 1r=0,m-1, P{so[ri]=ax |so[rk_1]=ak_1,...,so[rl]zal}z;k, where

{ay,...,a040,...,m—1}, {r,...,x} 0{0,....m—1}, [{ay,..., &} [=[{r1,....,1c} 7K.
Let us suppose that P{s=s;}=1/m! u P{s;[r]=a}=1/m, r=0,m—1, P{ si[rx]=a | si[rk-1]=8-1,

<o si[rn]Fa = and s; does not depend on |.

Note that j1= j0+S0[i1]= j0+S1U1]= j0+SOU0+Sl[j1]] ay;= ( SO[i1]+ SOUI]) (mOd m)= ( S1[i1]+
s1[j1]) (mod m)= (s1[i1]+ si[jo+si[j1]]) (mod m).

Proposition 1. Assume that the permutation $[1S,, is randomly chosen from S, and y= (So[i1] +

Solja]) (mod m).
1. If m=1 (mod 2), then

B Plek= -

m(m-1)
) P{y=20izo)= —.
2. 1f m=0 (mod 2), then

B Pl %_m(ri—l)

for k Z2(i1-jo),

for k=0 (mod 2), k#2(i1-jo),
b) P{y=ki= - for k=1 (mod 2),
m

C)HF%HM=%-

Proof. Using y=(so[11]+so[j1]) (mod m)=(s;[1;]+ si[ji1])(mod m)=(si[1;]+si[jo+s1[j1]])(mod m),
we get

Piyki= PiS[i] =4Pis [, +1=k=t|S[,1=4 =Y ~Pis[], +t]=k-t|s[i,] =t} =

m-1 1

—Pis[j, +tI=k-t|s[i,]=t}+ —P{s[i,]=k=i, + j, | s[i,]=0, = ],}-
t=0,t#1,— j, m m
k2t

Compute P{y=k}.
a) Ifm=1 (mod 2), then for k #2(i;-jp) we obtain



m-1

P{y=kj= P{s[j, tt1=k-t|s][ij]=t}=

1 1
=0 -j, M m  m(m-1)
k#2t
m-1

.. 1 . . . . 1 . . . . . .
P{y=2(i1-jo)}= i _EP{SI[JO-'-t]:Il —Jo _t|S1[|1]:t}+r_nP{S1[|1]=|1_Jo sl ]=1, -]} =

Jo

m-1

Note that Z P{y =k} =P{y=k | k #£2(i1-jo) } (m-1)+ P {y=2(i;jo) }=1.
b) If m;O (mod 2), then

. U | . . . 1 o o
P{y=2(11-_]0)}= Z _P{S1[Jo+t]:|1_Jo_tlsl[ll]:t}jLEP{sl[ll]:ll_Jo|s1[|1]:|1_lo}
t=0,171, - j,
_2.
m’
. ! . . 1 m-3 1
Pey-k k=0 (mod2). k#2(iin}= 5 ~Pis[j, *tl=k-t|si]=t= -0 o=l _
t=0 1 -j, M m m-1 m
k#2t
2 .
mm-1)’
US| . . 1 m-1 1
Ifk=1 (mod 2), then P {y=k}= p t]=k -t S LU I
(mod2), then Piy=kj= 5 -~ Pis[j, +1] Isli]=t= L — =

t=0,t#1, - j,

The proof is completed.

4. Thedistribution of thefirst output value of RC4

In this section we describe some properties of an output sequence of RC4. It is proved that
the distribution of first output values of RC4 is not uniform.

Note that the following result was presented at the MIPT’s conference 2001 [9].
Theorem 2. (the distribution of the first output value z;) Assume that the permutation (/S is
randomly chosen from Sy, Let (io, jo, So ) [/Zm* ZmX Sn be an initial state of RC4.
1. Let i;=2jp and for any mLN:
1

m(m-1)

8) if o, then P{ z=v}= - —
m

b) P{z= jo}:%-

2. Let m=0 (mod 2), i3=1 (mod 2):
. L a1l 2
a) if v jo, 1o}, then P{ z;=v} = - m(m—1)+ Ty ——

2

b) P{z= Jo}—m =1
_1 2

c) P{z=i1o} m m(m—l)'

3. Let m=1 (mod 2):
1 3
m(m-1) * mm-1)(m-2)

8) if vjo, ixo, 2 ia(mod m)}, then P{ = v} = -
m



1 1
m(m-1) * m(m-1)(m-2)

NS 1
c) P{z=i1o} m m(m_1)+m(m—1)(m—2),

. 1 2 1
9 Plz=zi(modm}= T - mm=-1)  mm-1(m-2)"
4. Let m=0 (mod 2), i;=0 (mod 2):

a) if vjo, i—o, 2%imod m), 2%i+m2(mod m)}, then P{zlzv}:l— !
m m(m-1)

b) P{z= jo}:%—

+

4
m(m-1)(m-2)

b) P{z= jo}:%—

1 2
+
mm-1) mm-1)(m-2)"
2 4 2
mm-1) mm-1)(m-2)"
1. 1 2 1
d) P{z=2"y(mod m}= — — + ,
) Pla=zi = mm=1) mm-1)(m-2)
2 1
+ :
m(m-1) m(m-1)(m-2)
Proof. Using the full probability formula we obtain that

o 1
c) P{z=io}=—-
m

&) P{ z=2"+m/2(mod m)= - —
m

P{Z1=V}=n§ P{Sl[11]=t}mz_ P{silyl=v | si[u]=t} P{si[ttjo]=y-t | si[]=t, si[y]=v}=
= =0

mz- P{si[ii]=t} mz- P{si[y]=V|si[ii]=t} P{si[tHjo]=Y-t | si[ii]=t, si[Y]=V}+P{si[i:]=V} P{si[V+jo]=1i-

= =0

t£v y#i|

V | Sl[il]:V}.

Rewrite P{z;=v}=P{A}+ P{B}, where
P{A}=P{si[1]=V} P{si[VHjo]=11-V | si[11]=V} (D

P{B}=m_2 P{sl[i1]=t}2 PisiIyI=V | sifir=t} P{siltHol= vt | sifirJ=t silyl=v} ()

In the following lemma we compute P{A}.
Lemmal

a) If VZir—jo, 172V, then P{A}= —

m(m-1)
b) If either (V=ii—jo, 1172V) O (V#i1—jo, i1=2V), then P{A}=0,

Q) 1f V= jo i1=2jo, then P{A}= - |
m

The proof follows from P{A}=P{si[1;]=V} P{si[V+jo]=1i-V | si[11]=V}.

Note that P{B} dependences on P{si[t+]jo]= Y-t | si[11]=t, si[Y]=V}, which is

a) if either (t= 110 u y=2t) or (y—t= jo u jo=V), then P{s[t+jo]= V-t | si[11]=t, si[Y]=V}=P{
si[ii]=t},

b) if (t#i1—jo m y=21), (t=11—jo 1 YZ21), (Y-t#jo 1 Y-t=V) and (Y= jo u y-t£V), then P{s[t+jo]= y-
t[si[11]=t, si1[y]=v}=0.



Therefore, we can rewrite P{B} as

m-1 m-1
P{B}:z P{si[1]=t} Z P{si[y]=V | si[1i1]=t} P{si[t+jo]= Y-t | si[11]=t, si[Y]=V}=P{si[i1]= 11—Jo}
o e
m-1
P{s1[2(1150)]=V | si[i1]= 11—Jo}+ P{ si[11]= jo| jo#V} z P{si[YI=V | si[11]= jo} P{si[2jo]= Y- Jo |
Ve 2.
y#]otv
m-1
si[i1]= jo, silyl=v} +P{si[i1]= 11-V| 11#2V,VZ jo } z P{silyl=v | si[ii]= 11-V,V# jo} P{si[i1—
)K:ﬁaz(il,_v),
y#V+],
m-1 m-1
VHol= Y- 114V | si[11]= 11—V, si[y]=V}+ z P{si[11]=t} Z P{si[y]=V | si[i1]=t} P{si[t+jo]= Y-t |
By o, Vi ot
t£jo.i v yELHjo 1
m-1
si[i1]=t, si[y]=v}+ Z P{si[11]=t | v=io} P{si[t+jol=jo | si[i1]=t, V=jo}. (3)
t=0

t2(v=]jo)i;~ o
From (3), we see that P{B} is the sum of four summands, i.e. P{B}= P{B;}+ P{B,}+
P{Bs}+ P{B4}, where
P{Bi}=P{si[i1]= i-jo} P{si[2(ij0)]=V | si[11]= 1o},

P{B,}=P{si[i1]=jo} mz_ P{si[yl=v [ si[i1]=jo} P{s1[2jo]= Y- jo | s1[11]= o, si[y]=V} for joZVv,
y=0

Y#i;,2 o,
2%

m-1

P{B;}= P{si[i1]= 1,-V} z P{si[y]|=v | si[ii]= 1=V} P{si[ii—V+jo]= Y- 1i+V | si[11]= 11—V,
5;!0132(i1__v),
y¢|l—v+]0

si[y]=Vv} for 1,72V,
P{Byj= 5 Pisifil=t} 5 Pisilyl=v|si[it]=t} Pisi[tHjo]=y-t [ si[ir]=t, si[yl=v}.

t2v,i =g, y#i,2t,
t#]o.i v EAS TR ERY

P{B,}=0 for jo=v, and P{B3}=0 for i,=2v.

We shall find P{B,}, P{B,}, P{Bs}, P{B4}. Note that P{B;}, P{B,}, P{B3}, P{B4} accept
different values depending on iy, i1, jo, zi(V). For all cases we find P{B;}, i= 1,4, which are

described in the lemmas. For convenience of reading of the proof all these cases are resulted in table
1.

Table 1.
Values P{B;}, i= 1.4

i1¢2j() U VZ il—j() i1=2j0 or V= il_jO
P{B,} 1 0
m(m-1)




Now let us prove the following lemmas.

Lemma 2. If either 1122 or vZ i1—o, then P{B;}=

Proof. Note that

P{Bi}=P{si[i1]= i1—jo | V£ 11—Jo} P{si[2(11—j0)]=V | si[11]= 11—jo} =

The lemma is proved.

Lemma3

1. If viZ{is—o, jo}, then P{Bs}=

1

m-3

mm-1)(m-2)

mm-1)

2. Ifether (I1=2jo, V#jo) Or (V=i1-jo, 11720, joZV), then P{B}=0.
Proof. Let us consider the following cases.

(V=j0), or (i1=2j0, Vijo), or v {i]-j(), j()}al’ld i1¢2j0
(V:il-jo, i1¢2j0,j0¢\))
P{B,} 0 m-3
m(m-1)(m-2)
i1=2V or (V=j0, i1¢2V) vl {il—jo, j()}al’ld i1¢2V V= i]-j(), V¢j0, i1¢2V
P{Bs} 0 m-3 1
m(m-1)(m-2) m(m-1)
VD{il—jo,j()}and
P{B4} 1172V, 11£2jo V=11—Jo, 11%2]o V= Jo, 11%2]o 11=2V, V# Jo
m=0 (mod 2), (m-4)> (m-4) (m-3)
1;=1 (mod 2) m(m—1)(m-2) m(m-1) m(m-1) (m-4)(m-3)
m(m-1)(m-2)
(m-4)> +1 (m-3)° (m-3)°
m=l(mod 2) | ym-1(m-2) | mm-H(m-2) | mm-Hm-2) | (M=HM=3)
1 m(m-1)(m-2)
m(m-—1)
m=0 (mod 2), (m-3)°
i=0mod2) | (m-4’+2 | (M-3°+1 | mm-1m=-2)
m(m-1)(m-2) | m(m-1)(m-2) - (m-4)(m-3)
m(m=1) m(m-1)(m-2)
1
m(m-1)(m-2)
i1:2jo, V;tjo V:jo, i1:2jo
PB4} (m-3) 1
m(m-1)(m-2) m

1

m(m-1)




m-1

If V#i1-jo, jo#V, then P{By}= P{s[11]= jo| jo#V} Z P{si[y]I=V | s1[i1]= jo} P{si[2jo]= Y- jo | si[i1]=
v

y#i;,2 ],
Y# otV
) m-3
sifyl=vy= ;
Jo, si[YI=V} mm=1)(m-2)
m-1
If 1;=2jo, V#jo, then P{Ba}= P {s1[2jo]= jo| jo#V} Z P{si[yI=V | s1[2jo]= jo} P{s1[2jo]= Y- Jo |
Ve,
y#]otv
s1[2jo]= jo, s1[y]=Vv}=0.
The lemma is proved.
Lemma4
1. 1f o2V, VZi1jo, 1172V, then P{Bg}= — M3
. 0 y 170, 11 y 3 m(m—l)(m—z)'
2. 1fjo=V, 122V, then P{B3}=0,
3. 1fjorv, V= i1-jo, 1172V, then P{Bg}= — .
m(m-1)
Proof. Let us consider the following cases. If joZV, VZ 1;-jo, 1;%22V, then
m-1
P{B3}=P{s[1;]= 1;-V| 11#2V} z P{si[y]=V | si[i1]= 11-V} P{si[i;-VHjo]=y-111V | si[11]= 11—V,
));:!01’201,_"),
Y# V],
m-3
si[y]=vi= ;
ilyl=v} m(m—1)(m-2)
Ifj()=V, i1¢2V, then
m-1
P{B;}=P{si[i1]= 11— jo| 11%2jo} Z P{si[Yl=jo | sili1]= 110} Pisi[ii]=y-11%o | sili1]= 11— Jo,
));:iol,z(il_l-o),
s1[Y]=jo}=0;
If jo#Vv, V=1;-jo, 1;%#2V, then
m-1
P{Bs}=P{si[11]= jo| 11#2V} Z P{si[ylI=i1-jo | si[i1]=Jjo } P{s1[2jo]=Y-Jo | s1[11]= jo, si[Y]=11-Jo} =
Va2,
m-2
m(m-1)(m-2)

The lemma is proved.

Let us find P{B4}. We stress that the value of P{B4} dependents on the number of solutions
of 1;=2t (mod m). It follows that we have the following cases, which are dependent on parity of i; u
m:

a) 1fm=0 (mod 2), 1,=1 (mod 2), then we have not any solution,

b) if m=1 (mod 2), then we have the following solution t=2'1i1(mod m),

¢) if m=0 (mod 2), ;=0 (mod 2) , then we have the following solutions t,=2"'i;(mod m) and

t,=2""1;+m/2 (mod m).
Therefore, P{B,} and the distribution of the first values dependent on parity of i; u m.

Lemma 5. Let vZi1Ho, VZ o, 1172V, 1172)o. Then:



(m-4)*
m(m-1)(m-2)
(m-4)> +1
m(m-1)(m-2)
(m—-4)> +2
m(m-1)(m-2)

Proof. Let us consider the following cases:
1. if m=0 (mod 2), i;=1 (mod 2), then

a) P{B4}= for m=0 (mod 2), i;=1 (mod 2),

b) P{Bs)=

for m=1 (mod 2),

c) P{B4}= for m=0 (mod 2), i1=0 (mod 2), .

m-1 m-1
P{Bsj= 5 Pisiful=t} Y Plsilyl=v | sifil=t} PsiftHjol= y-t | sifiu]=t, si[yl=v}=
20~ io. Vet
[ESPRIRY YL+ o L+
(m-4)°
m(m-1)(m-2)
2. if m=1 (mod 2), then
m-1 m-1
P{Byj= > Pisilil=t} ) P{silyl=v [ silii]=t} Pisi[tHjol= vt | si[ia]=t, si[yl=v}+P{si[is]=
O Ve ot
t# o1~V yEL+ ] 1+
m-1
27} > Plsilyv | sifil=2') Pesi2'iHo= y2n | si[ul= 27,
))j::tg,’)‘/itlr,jo,z"il+v
m-4)(m-35 m-3 m-4)> +1
sl[y]=v}=( m=-3s) ., (m=-3) _ (m-4)

mm-D(m-2) mm-1)(m-2) m(m-1)(m-2)"
3. if m=0 (mod 2), 1,=0 (mod 2), then

m-1 m-1
P{B4}= Z P{si[i1]=t} z P{silyl=v | si[l]=t} P{si[ttjo]= Y-t | si[u]=t, si[y]=V}
t=0,t#2 11, y=0
t2V,ii =g, jo» y#i;,2t,
ti;-v,27" i +m/2 y#Et+jo t+v
m-1
Plsifil=2"0 Y Pisilyv [ sif]=27 Pésil2 iol= v-27 N | salin= 27, silyl=v)
z;gLX:k,jo,Z"ilw
m-1
+P{si[i;]= 271 +m/2} > Pisilylv | si[i1]1=2711+m/2} P{si[27+m/2+jo]= y-m/2+27; |
y=0,y#l,,

yz2 N +jo+m/2,
y£27l, +v+m/2

(m-4H(m-6) ~ 2(m=3) _ (m-4)> +2

1l Al Yl
silii]= 27 11tm/2, si[y]=v} mm-1)(m-2) mm-1(m-2) mm-1)(m-2)"

The lemma is proved.

Lemma 6. Let v=i1o, 1172jo. Then:

a) P{Bs)= r:(nnji) for m=0 (mod 2), i1=1 (mod 2),
(m-3)?
m(m-1)(m-2)
(M=3)> +1
m(m-1)(m-2)

b) P{Ba}=

for m=1 (mod 2),

Q) P{By=

for m=0 (mod 2), i,.=0 (mod 2).



Proof. Note that

m-1 m-1
P{B4}= Z P{si[1]=t} Z P{si[Y]=i1—Jo | si[11]=t} P{si[tHjo]= Y-t | si[11]=t, s1[Y]=i1—Jo}
t=0 y=0
tZi =g, lo y#i,2t,

y#E+ jo t+ =,
and consider the following cases:
1. if m=0 (mod 2), i;=1 (mod 2), then
(m-4H(m-2) (m-4)

P{B4}= .
m(m-1)(m-2) m(m-1)
2. if m=1 (mod 2), then
m-1
P{B4}= Z P{si[i;]=t} Z Pisi[yl=ii—o | si[u]=t} P{si[ttjo]= Y-t | si[u]=t, si[y]=ii—
e Ve o,
y#E+ oty
m-1
opP{silil= 2 Y P{silyIsio | silil=2") P{sil2 irol= v-27n | sili]= 27,
Vel i
m-4)(m-3 m-3 m-3)?
S1[YI=i—jol = ( ) ) ) )

m(m-1)(m- 2) mm-1)(m-2) mm-1)(m-2)’
3. if m=0 (mod 2), 1,=0 (mod 2), then

m-1 m-1
P{Bj= 5 Pisiful=t} ) Psilyl=v [ si[ii]=t} Psiftrjol=y-t | si[ia]=t si[y]=v}+ P{si[i1]=
e Ve 2t
227l +m/2 oty
m-1
2Ny Y P{siVIRV [si[il=2"0) Pésif2 iiol=y-2 ] sifi]=2 i silVI=v+ Pisifin]= 27
;;gl)f:k’jo,z“ilw
m-1
itm2y S Pisilylv| si[i11=27 "+ m/2} Ps 27+ m/2+Ho]= ym/2+27, [si[in]= 27t +ml2,
y=0,y¢|1,

y#27 N +j,+m/2,
yz27i +v+m/2

sify]=vi= (m-4) N 2(m-3) _ (m=-3)" +1 '
mm-1)(m-2) m(m-1)(m-2) m(m-1)(m-2)
The lemma is proved.

Lemma7. Let v= jo, i172jo. Then:

a) P{Bj= rf]r(“r; _3;) for m=0 (mod 2), ;=1 (mod 2),

(m-3)*
m(m-1)(m-2) m(m-1)
o PBy=— M=, 1 1

mm-1)(m-2) m(m-1) m(m-1)(m-2)
Proof. Note that

m-1 m-1
P{Bi= 5 Pisifil=t} Y Plsilyl=io | siliil=t} Pisilttjol= y-t | sii]=t si[yl=jo} and
E;ﬁ_jo)jo, ));;il’Zn
y#t+ |
consider the following cases:
1. if m=0 (mod 2), ;=1 (mod 2), then

b) P{Ba}=

for m=1 (mod 2),

for m=0 (mod 2), i,.=0 (mod 2).



(m=-3)(m-2) (m-3)

P{B4}= .
m(m-1)(m-2) m(m-1)
2.ifm= 1(mod2) TO
P{B,}= z P{si[i1]=t} Z P {si[yl=jo | si[i1]=t} P{si[tHjol= y-t | si[i1]=t, si[y]=jo} +P{s1[i1]=2"
o Ve 2t
y#t+jo,

m-1

iy Y P{silylsjo [ sili]=2"} Pésif2 irtol= v-2" i | salin]= 2", silyl=oy=
y=0.y#,,
y£27N + o,

m=-3° . (m-2 _ (m=3 1
mm-1)(m-2) m(m-)(m-2) mm-1)(m-2) mm-1)’
3. if m=0 (mod 2), 1,=0 (mod 2), then

m-1 m-1
P{Bij= %  P{si[ii]=t} 2 P{silyl=jo | silu]=t} P{si[tHjo]=y-t [ si[i]=t, si[yI=jo}+ P{si[i1]=
oo Vi, o,
t£27'i,+m/2 Y+,
m-1
2Ny Y Pésilvisdo | silil=2"in} P{si[2 iol=y-2 n [salinl=2"n, sil VISjol+P {siii]=2" i+
e,
m-1
m2; P{si[yl=io | si[ii]=27 " i+m/2} P{si[271+m/2+o]= ym/2+27', | si[iy]= 27" +m/2,
))j:g,’)l/:i,jﬁm/ 2,
. m-4)(m-3 2(m-2 m-3 1 1
Gyl MZAM=3) | 2Am-2) _ (m=3' N |
m(m-1)(m- 2) m(m-1)(m- 2) m(m-1)(m-2) m(m-1) m(m-1)(m-2)
The lemma is proved.
Lemmas8. Let iy=2v, v#jo. Then P{Bg= N H(M=3)
m(m-1)(m-2)
Proof. For m=1(mod 2) we have
m-1 m-1
P{B,}= Z Plsifil=t} 5 Pisilyl=v | sifil=t} Pisi[thjol= vt | sifil]=t, si[yl=v}=
RO Vv o,
%S AP REaY
(m-4)(m-3) 1 5 N 2

mm-H(m-2) m mm-1) mm-1)(m-2)
As before we prove another cases. The lemma is proved.

Lemma9 Let i1=2jo. Then:

_ (m-3)°
%) P(Bd= m(m-1)(m-2)

b) P{Bj=—- for v= jo.
m

for v#jo,

Proof. Let us consider the following cases:
1. If VZ jo, then

10



m-1 m-1

P{B4}= Z P{si[11]=t} @z P{si[yl=v | si[ii]=t} P{si[tHjo]=y-t | si[ii]=t, si[y]=v}=

t=0,tzv y=
t#]9,2joV Y#2j,,2t,
y£t+],
(m-3)°
m(m-1)(m-2)

2. if v=, then
m-1 m-1

PBi= Y Pt Y Pyl | st Pisilttideyt | siidet silylSo
t=0T%j, y=0

y#2 ]y,
y#t+ |,

(m-1)(m-2) _1
mm-1)(m=-2) m’
The lemma is proved.

Now we compute the distribution of the first output value of RC4, i.e. P{z;=v}. This will be
complete the proof.

Lemma 10. Let vZi1—o, VZ o, 1172V, 1172)o. Then:
&) Plz=s -+ 2
m m(m-1) mm-1)(m-2)
1 N 3
m(m-1) m(m-1)(m-2)
1 N 4
m(m-1) m(m-1)(m-2)

for m=0 (mod 2), i;=1 (mod 2),

b) P{z=v}= % for m=1 (mod 2),

o) P{z= v}:% for m=0 (mod 2), i,=0 (mod 2).

Proof. Note that

Pizy=Vi=P{Al+ P{B}+ P{Byl+P{Bsl+P{By=— 1 4L M3

m(im-1) m(m-1) m(m-1)(m-2)

m-3 + P{B4}= LA 2 + P{B4} and consider the following cases:
m(m-1)(m-2) m(m-1) m(m-1)(m-2)
1. if m=0 (mod 2), 1;=1 (mod 2), then
Pizy=vi= 4 B 2 N (m-4) _m 4m+6 :i_ 1 N

m(m-1) mm-1)(m-2) mm-1)(m-2) m(m-1)(m-2) m m(m-1)

2
m(m-1)(m-2)
2. if m=1 (mod 2), then

Y

Pzl 4 2 Lom=4’+l 11, 3

m(m—l)_m(m—l)(m—Z) m(m-1)(m-2) m mm-1) mm-1)(m-2)

3. if m=0 (mod 2), 1,=0 (mod 2), then
.4 2 (m-4)>+2 1 1 4
P{z,;=v}= - + =—— + .
m(m-1) m(m-1)(m-2) mm-1)(m-2) m m(m-1) mm-1)(m-2)

The lemma is proved.
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Lemma 11. Let V:il—jo, i1¢2jo. Then:
for m=0 (mod 2), i;=1 (mod 2),

o 1
a) P{z=io}=—-
m

m(m-1)
IR | 2 1
b) P{z=ido}= — =D " mm=-Dm=2) for m=1 (mod 2),
12 2 _
c) P{zi=i1o}= m mm=1) + m(m=1Xm=2) for m=0 (mod 2), i,.=0 (mod 2).

Proof. Note that
P{Z1: il—jo}: P{A}+ P{B1}+ P{B2}+P{B3}+P{B4}:0 +0+ ( !
m

+ P{B4} and consider the

following cases:
1. if m=0 (mod 2), 1;=1 (mod 2), then

.o 1 m-4 1 2
P{zi=11-joj= fme 1 :
m(m-1) m(m-1) m m(m-1)
2. if m=1 (mod 2), then
. 1 m-3)? 1 2 1
P{zi=11—jo}= M= +

mm-1) mm-H(m-2) m mm-1) mm-I)(m-2)
3. if m=0 (mod 2), ;=0 (mod 2), then

I m=3°+1 1 2 2 -
mm-1) m(m-)(m-2) m m(m-1) mm-1)(m-2)
The lemma is proved.

P {Z1= il—j0}=

Lemma 12. Let v= jo, i172jo. Then:
a) Plz=jg=2>- for m=0 (mod 2), =1 (mod 2),
m

m(m-1)
L2 1
O Pl ok = T mm-pm=g) "2

2 1 2 -
c) P{zi=jo}= - m(m—1)+ m=1(m=2) for m=0 (mod 2), i,.=0 (mod 2).

Proof. Note that
m-1

P{z;=jo}= Z P{si[i1]=t | v=jo} P{si[ttjo]=jo | si[i1]=t, V=)o) +P{A}+ P{B;}+ P{B2}+P{B;}

t=0

t2(V=jo)ii=Jo
+P{B,l= m=2) , 1 , 1 +0+0+P {By}= 2, (m=2) +P{By}.
m(m-1) m(m-1) m(m-1) m(m-1) m(m-1)
Let us consider the following cases:
1. if m=0 (mod 2), 1;=1 (mod 2), then
. 2 m-3 m-2 2 1
P{z=jo}= - ) { ) _2_ :
m(m-1) m(m-1) m(m-1) m m(m-1)

2. if m=1 (mod 2), then

Pizi=jo}= 2 +(m_2)+ (m-3)° N 1 =l+
m(m-1) m(m-1) m(m-I)(m-2) mm-1) m mm-1) m m(m-1)
1 2 1 1
+

1 1 2
+ ——

+

mm-1)(m-2) m mm-1) mm-1)(m=-2)
3. if m=0 (mod 2), ;=0 (mod 2), then

12



_ 2
m-2 2 . (m=3» 1 1 2 1

P{z=jo}= —<
m(m-1) m(m-1) m(m-I)(m-2) mm-1) mm-0)(m-2) m m(m-1)
2
m(m-1)(m-2)

The lemma is proved.

Lemma 13. Let i;=2v, vZjo. Then

P{zlzv}:i— 2 + ! .
m mm-1) m(m-1)(m-2)

Proof. Note that
I _ 1 m-3 (m-=4)(m-3)
P{z;=V}=P{A}+P{B,}+P{B,}+P{B;}+P{B,}=0+ m(m—1)+m(m—1)(m—2) +0+ m—T)m=2)
_ (m-3)° L1 12 1
mm-D(m-2) mm-1) m mm-1) mm-1)(m-2)
The lemma is proved.

Lemma 14. Let i1=2jo. Then
a) P{ zlzv}:l—
m

for v# o,
m(m-1) Jo

b) P{z= jo}:%-

Proof. Let us consider the following cases:
1. if VZ jo, then
— — 2 —
1 040+ m-3 N (m-=3) _(m-=2) 1 1

P{zi=v}= m(m—1) m(m-1)(m-2) m(m-1)(m-2) m(m-1) m - m(m-1) .

2. if v=jo, then
P{zi= jol= — +0+0+0+ -
m m
The lemma is proved.
Lemmas 10-14 complete the proof.

Theorem 3 describes the distribution of the second output value z,.
Theorem 3. (the distribution of the second output value z,) Assume that the permutation so[ 7Sy,
israndomly chosen from Sy Let (io, jo, So ) [ZZmX ZmX Sy be any initial state of RC4. Then:
l.
3 1 -
a) P{z=0}=—+ O(—) for i>=jo=0,
m m

b) P{z=Kj= -+ O(—% ) for i=jo=0, k#0.
m m

8) P{z=0}= =+ O(—L ) for jo=0, i,%0,
m m

b) P{z=Ki= 1+ O(—% ) for jo=0,i,#0, k0.
m m

Another cases P{z=k}= s + O(L2 ), k=0,m—1.
m m

13



. . 2 .
The theorem is proved as theorem 2. Stress that the first special case (P{z,=0}=—, where jo=
m

10=0, 1,=2) of theorem 3 was found A. Shamir, I. Mantin [3].

5. Thedistribution of digraphs of RC4

In this section we find the distribution of digraphs in an output sequence of RC4. We begin
with the following theorem.

Theorem 4 (conditional probabilities of the second output value) Assume that the permutation
So[ ISy israndomly chosen from S,. Let (io, jo, So) [/ZmX ZmX Sy be aninitial state of RCA4.
|. Let jo:O, i2:0. Then

a) P{z=0|z=ki}= i + O(L2 ) for k120,
m m

b) P{z= ke | 2= k)= + O(— ) for kpx0.
m m
I1. Let jo=0, i,0. Then
a) P{z=0|z=ki}= g + O(L2 ) for k;Z0,
m m

b) P{z= ko | 2= ka}=— + O(— ) for k70,
m m
111, Let jo0. Then
8) P{z=ke| 2=0}= = + O(—L ) for k=0, ke=i=jo, koiz, i2=2jo(mod m),
m m

b) P{z= ke | = ki}= —+O(— ) for another cases.
m m

Proof. Note that ki=si[si[11]+s1[ji1]]= si[j2— jo— si[i2]* si[i1]] and consider random variable:
Jo=sili2]+si[j1]Hjo 1 Vo= si[12]+s1[j2]. It is clear that they are dependent.
From the full probability formula we get that

Plackol zkij= 3 Pl Plslyiko | siy-jo sfilt sfill=ki=y 5 PipyiPlir]
y:0 y= r=
Y#i, r#y,,
Yo=Yy P{si[yl=ka| s1[y—jo— si[i2]+ si[i1]]= ki }+ i P{y,=Y} P{j2=Y | Yo=Y} P {si[12]=ka| s1[Y-jo— si[i2]
£
y#i,
+Sl[i1]]=k1}+m2 P{y:=y}P{jo=i2 | Yo=Y} P {s1[Y]=ka | si[yJo—si[i2]+si[11]]=ki } £S5 P{y,=12} P{jo=r
y= i
y#i, r#i,
| Ya=i2} P{si[r]=ka| si[i— jo— si[i2]+ si[11]]= ki } +P{y2=12} P {jo=i2|y2=12} P {s1[i2]= ko 81[i2— jo— si[i2]+
sii]]= kit 4)
From (4), it follows that P{z,=k,| z;=k;}=P{A}+ P{A,}+ P{A3}+ P{A4}+ P{As}, where
P{A}= Z P{y=yiP o=t | Yo=Y} P{si[Yl=ko| z1= ki,
)K:iz i:y,i2
P{Ax}= Z P{y>=Y} P1o=y | Yo=Y Pisi[2]=ko| zi= ki,
y=0
y#i,

14



m-1

P{As}= Z P{y>=Y} P{jo=12 | Yo=Y} P{si[Y]=ka | z1= ki },
P{A4}= S P{y,=i2} P{jo=r | Yo=i2} P{si[r]=ks| zi=ki},

r=(
r#i,

P{As}=P{y,=12} P {jo=1» | Yo=12} P {si[12]=ko| Zi= ki }.
Denote s;[i;]=h. We shall estimate of P{A,},..., P{As}.

Lemmal P{Al}»:i + O( Lz ).
m m

Proof. Note that

m-1 m-1 m-1 m-1 m-1 m-1
P{A}= P{y=yiP o=t | o=y} Pisilyl=kz | zi= ki}= P{si[i1]=h |
Y#i, r#y., Y#i, rZy., ty¢¢k22t,

si[y-Jo—tth]=k} P{si[y]=ka | si[y-jo-tth]=ky, si[i1]=h} P{si[i2]=t | si[y-jo—t+h]=k; } P{si[r]= y-t |
si[i2]=t, si[Y]=ka, si[y-jo—tth]=ky, si[i1]=h}P{si[r—t]= r—t—jo | si1[r]= Y-t, si[i2]=t, si[y]=ka, si[y-jo—
H’h]:k], Sl[i1]=h}.
Therefore,
m(m-1)(m-2)(m-3) 1y o Lz);
m-1)(m-2)(m=-3)(m-4)(m=-5) m m

P{A}~ (
The lemma is proved.

Lemma 2. If jo=0, k120, ko=0, then
1 1
P{Ay}=—+O(—).
m m

ese
1
P{AL=O(—5).
m
Proof. Note that
m-1 m-1 m-1
P{Ay}= Z P{y=y} Pio=y | Yo=Y Pisi[i2]=ka| z1= ki }= Z P{si[i2]=ks| 1= ki} Z P{si[ix]=t |
z z
sili2]=ko, zi= ki} P{si[y]= Y-t | si[i2]=t, si[i2]=ko, z1= ki }P{si[Y-t]= Y-t—jo | si[Y]= Y-t, si[i2]=t,
m-1 m-1
S1[i2]:k2, Z1= k1}:z Z P{Sl[iz]:k2| S1[i2—jo— k2+h]:k1} P{Sl[il]:h | S1[i2—jo— k2+h]:k1}
h=0 y=0

hzk, y#i,,2k,
P{si[y]= vk | si[iz]=ks, si[iz-jo— kath]=ky, si[ii]=h}P{si[y-k2]= y-ko—jo | si[y]= Y-ko, si[i2]=ke,
si[12—jo— koth]=ky, si[1;]=h}.
Let us consider the following cases.
I. Let jo=0; then:
a) for k70, k,=0 we get

PSS S Plalil=0l slihik} Plsliudh | sifihisk) Pl v | sl
==y
hz0  y#i,,0
s1[i2+h]=k, S1[i1]=h}=r:z_ mz- P{si[2]=0] si[izth]=ki} P{si[ii]=h | si[i2th]=ki} P{si[y]= VY |
=0 y=0,y#l,+h
h#£0  y#i,,0,k

Sl[iz]zo, S1[i2+h]:k1, Sl[i1]:h}+ P{Sl[iz]zo | Sl[kl]:kl} P{Sl[il]: ki1, | Sl[i2+h]:k1}~
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1 N (m-H(m-4) 1 N (m-H(m-4) 1 N 1 _
(m-1)(m-2) (Mm-I)(Mm-2)(m-3) (m-1) (M-DH(mM-2)(m-3) (Mm-1) (M-1)(Mm-2)
1

1
—+0(—).
m m

c) for k;=k,=0 we get

m-1 m-1

P{Az}:hz z P {s1[12]=0] s1[12+h]=0} P{si[11]=h | s1[12+h]=0} P{si[y]= Y| si[12]=0, si[i2+h] =k,
he 5;?2,0

s1[11]=h}=0;

b) for k,Z0 we have

m-1 m-1
P{A,}= Z Z P {si[i2]=ks| s1[i>-koth]=k;} P{si[i1]=h | si[i>-koth]=ki} P{si[y]= y-k2 | si[i2]
E;kz Ve, 2k,
=ks, si[i>—koth]=ky, si[11]=h} P {si[y-k2]= Y—ko| si[Y]= Y-ko, si[12]=ka, si[i2—ko+h]=ki, si[1;]=h}=0.
II. Let jo#0; then

m-1 m-1
P{As}= Z z P {s{[i2]=ks| s1[i>jo— ko+h]=k;} P{si[i;]=h | si[i2—jo— koth]=k;} P{si[y]= y-k: |
E;gz y;:tioz,zk2
si[i2]=ka, si[iz—jo— kath]=ki, si[11]=h} P {si[y-k2]= Y-ko—jo | s1[Y]= Y-ko, si[12]=ka, si[i>—jo— kot h] =
kla Sl[il]zh}'
a) for k,=0 we get P{A,}=0.

b) for k70 we have P{A;,}~ ! O(L2 ).

(m-1Hm-2) 'm
The lemma is proved.
Lemma3. If i2:jo: k]_: k2: 0, then P{As}: ( !

m-1)

dse P{A5}=0($).

Proof. We stress that
m-1

P{AS}ZZ P{y:=12}P{jo=1> | Yo=i2}P{ si[i1]=h | si[iz—jo—si[i2]+h]=k; } P {si[i2]= ko| si[i>—jo—s1[i2]

m-1

+h]:k1}zhz P{Sl[iz]zkzl Sl[iz—jo—S1[i2]+h]:k1} P{ S1[i1]:h | Sl[iz—jo—S1[i2]+h]:k1, Sl[iz]:kz}

P{si[i2]=1o—s1[12] | si[i2]=ko, si[i>—jo—si[i2]+h]= ki, si[11]=h} P {si[i2— si[i2]]=1—s1[12]o | si[i2]=ko,
Zkzziz, Sl[iz—jo—S1[i2]+h]:k1, Sl[iz—jo—Sl[i2]+h]:k1, Sl[il]:h}: P{Sl[iz]zkzl Sl[il]:kl, Sl[iz]:iz—jo+ kl}
m-1

P{Sl[k2]=k2—j0 | Sl[i2]=k2, 2k2=i2, S][i1]= k1}+ Z P{ Sl[i1]=h | S][iz—jo—sl[i2]+h]=k1} P{S][i2]=k2|
h=i
hzky ,k,

si[11]=h, si[i2jo—si[i2]+h]=k:} P{si[ko]=ko—jo | si[11]=h, si[i2]=ko, 2ko=1s, si[i>—jo—s1[12]+h]=k:}.
Therefore, P{As}=P{B;}+ P{B,}, where

P{Bi}= P{si[i2]=ko| si[11]=ki, si[i2]=i2—jot ki} P{si[ko]=ko—jo | s1[12]=k, 2ko=1, s1[11]= ki },
m-1
P{B}= Z P{ si[i1]=h | si[ia—jo—s1[i2]+h]=ki} P{si[i2]=ka| si[11]=h, si[i2—jo—s1[i2]+h]=ki}P{si[k]
ek,
=ko—jo | s1[11]=h, si[12]=ks, 2ko=15, si[12—jo—s1[12]+h]=k;}.
We will consider the following cases.
I. Let 2k#1,; then P{As}=0.
II. Let jo=0; then:
a) for k2=i2; 2k2=i2; k2=i2=0, k1¢0 we have
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P{B1}=P{si[12]=0] s1[11]=ky, si[i2]=k1} P{si[kz2]=ks | si[12]=k2, 2ko=12, si[11]= k1 }=0.
P{Bz}: z P{S1[i1]:h | Sl[i2+h]:k1} P{Sl[iz]:0| Sl[il]:h, S1[i2+h]:k1}: (ml_ 1) .
h=4
h#0,i, i,
1
(m=1)
b) for ko#i, we get that P{As}=0.

Therefore, P{As}=

IL. Let jo#0; then:
a) for k2¢ i2—j0+ k1 we have

P{B1}:P{Sl[i2]:k2| Sl[il]:kl, Sl[iz]:iz—jo+ kl} P{Sl[kz]:kz—jo | S1[i2]:k2, 2k2:i2, Sl[il]: k1}:O.
b) for k2= iz—jo‘f’ kl; kziiz; i1=k2; 2k2=i2; i2=2j0 ) i2=2(jo— k]); k1=0; k2=j0 w¢E get

P{B1}=P{Sl[i2]= iz—j0+ k1| S1[i1]=k1}= ! .

(m-1)
C) for kzz iz—jo+ kl; kz?‘-'iz; il?'-'kz; 2k2:i2; 1.€. i2:2(jo— kl); k17—'0 we have
P{B}=P{si[]=—jotki| si[u]=ki} Pisi[k]=i-2jotks | si[i]=—jotki, 2ko=i, si[ii]=ki}=
S T
(m-1)(m-2) m
In other cases P{B;}=0.
1. Let ki=ks; jo#0; 2ko=1,; ( s1[11]=h=k,1j¢); then:
a) for k,=1; we get
P{B2}=P{Sl[i1]= k2+j0 | Sl[i2]=k2} P{Sl[k2]=k2—j0 | S][i2]=k2, 2k2=i2, S1[i1]= k2+j0}=0.
b) for k,#i; we have

P{By}=P{si[11]= kotjo | si[i2]=ko} P{si[ka]=ko—jo | si[i2]=ks, 2ko=1s, si[11]= kotjo}=

1 —
(m-1)(m-2)

O(# ).

IV. Let k1 #k,; 2k,=1,; then:
a) for k,=1,=0 we have

m-1
P{B,}= Z P{ si[i1]=h | si[izjo—si[i2]th]=ki} P{si[i2]=ko| si[i1]=h, si[i>—jo—si[i2]+h]=k;}
ek, &
P{S1[k2]:k2—jo | Sl[il]:h, S1[i2]:k2, 2k2:i2, 81[iz—jo—Sl[iz]-f—h]:lq}:O.
b) for k,=1; we have
P{B,}=P{si[12]=ks| si[11]= koo, si[12—Jo—s1[12]+h]=k:} P{si[k2]=ko—jo | s1[i2]=k;}=0.
c) for ky#0, 1,70; jo£z0 we get

P{B,}= n:z_ P{ si[i]=h | si[ixjo—si[i2]*h]=ki} Pisi[i2]=ko| si[i1]=h, si[ix—jo—si[i2]+h]=k:}
P{Sl[k2]= kz—j() | Sl[i1]=h, S][i2]=k2, 2k2=i2, Sl[iz—jo—sl[iz]‘f'h]:k]}N; = O(L2 )
(m-1)(Mm-2) m

The lemma is proved.
Lemma 4.

2) P{A3}=O($>,

b) P{As)- m#).

The proof is by direct calculation.
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The proof follows from lemmas 1-4 and P{z=k,| z;=k;}=P{A;}+ P{Ax}+ P{As}+ P{A4}+
P{As}. The theorem is proved.

Note that events A, and As give non-uniformity in the distribution.

m-1

P{A,}= Z P{y>=y} P{jo=Y | o=V} Pisi[i2]=ka| zi= ki )5

y#i,

P{As}=P{y,=12}P{jo=12 | Yo=12} P {s[12]=k2| z;= k1 }.

1.

2.

The event A, means that we have sy[iz]=si[j2]=ks, si[i2]+si[j2]= sa[iz]+s2[j2]=j» and
S1[i2]+Sl[j2]¢i2-

The event As means that we have jo=i=s[iz]*+si[j2]=s2[12]+s2[j2] and
siliz]=s1[j2]=s2[12]=s2[]2].

By the previous theorem and theorem 2 we obtain the proof theorem 5. We stress that the
following result was presented at the MEPhI’s [10].

Theorem 5. (thedistribution of digraphs)

Assume that the permutation s /Sy, is randomly chosen from S. Let (io, jo, So)[J ZmX* ZmX Sy be any
initial state of RC4.

l. Let i]_:jo: 0. Then:

8) P{zi=0, z=kp}= = + O(—) for ky=0, ko0,
m m

b) P{zi= ky 2=0}= = + O(—= ) for ky#0,
m m

0) Plz=ky, 2= k}= =+ O(—= ) for ky#0, k7.
m m

. Letjo:0, |1¢0 Then:
a) P{z=k,, z=0}= iz + 0(%) for ko=0, k; Z0,
m m

b) P{zi=ky, z=ko}= =+ O(— ) for k0,
m m

[11. Let i1=2j0, j0¢0, i1¢j0. Then:
, 2 1 .
a) P{zi=]o, Z2=ko}=— + O(—) for ki=jo, k270,
m m

1 1 .
b) P{Z]_: ky, 2o= kz}: F + O(F) for klﬂo, koZ0.

V. Let i2: 2jo, i]_:jo, jo¢0 Then:

. 2 1 .
a) P{z=0, z=jo}= — + O(—) for k=0, kx=jo,
m m

1 1 .
b) P{Z]_: ki, z= kz}: F + O(F) for k70, k2¢_|o.

V. Let i2=j0: 0, i1¢i2. Then:

1.

2.

P{zi=ky, =0}= — + O(— ) for k=0, k0,
m m

P{zi=ki, z=ko}= Lz + 0(%) for k.20, k1 20.
m m

Another cases P{zi=ky, z=ko}= = + O(—=), (ky, ko)1Z.
m

1
m
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6. Conclusion

In this paper we considered statistical properties of the RC4 stream cipher. We proved
that the distribution of first, second output values of RC4 and digraphs are not uniform. This
makes RC4 trivial to distinguish between short outputs of RC4 and random strings by analyzing
their first, or second output values of RC4 or digraphs.
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