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Abstract

Non-interactive zero-knowledge proofs and non-interactive witness-indistinguishable proofs
have played a significant role in the theory of cryptography. However, lack of efficiency has
prevented them from being used in practice. One of the roots of this inefficiency is that non-
interactive zero-knowledge proofs have been constructed for general NP-complete languages such
as Circuit Satisfiability, causing an expensive blowup in the size of the statement when reducing it
to a circuit. The contribution of this paper is a general methodology for constructing very simple
and efficient non-interactive zero-knowledge proofs and non-interactive witness-indistinguishable
proofs that work directly for a wide class of languages that are relevant in practice (namely,
ones involving the satisfiability of equations over bilinear groups), without needing a reduction
to Circuit Satisfiability.

Groups with bilinear maps have enjoyed tremendous success in the field of cryptography
in recent years and have been used to construct a plethora of protocols. This paper provides
non-interactive witness-indistinguishable proofs and non-interactive zero-knowledge proofs that
can be used in connection with these protocols. Our goal is to spread the use of non-interactive
cryptographic proofs from mainly theoretical purposes to the large class of practical cryptographic
protocols based on bilinear groups.

Keywords: Non-interactive witness-indistinguishability, non-interactive zero-knowledge, com-
mon reference string, bilinear groups.

1 Introduction

Non-interactive zero-knowledge proofs and non-interactive witness-indistinguishable proofs have
played a significant role in the theory of cryptography. However, lack of efficiency has prevented
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them from being used in practice. Our goal is to construct efficient and practical non-interactive
zero-knowledge (NIZK) proofs and non-interactive witness-indistinguishable (NIWI) proofs.

Blum, Feldman and Micali [BFM88] introduced NIZK proofs. Their paper and subsequent
work, e.g., [FLS99, Dam92, KP98, DDP02], demonstrate that NIZK proofs exist for all of NP.
Unfortunately, these NIZK proofs are all very inefficient. While leading to interesting theoretical
results, such as the construction of public-key encryption secure against chosen ciphertext attack by
Dolev, Dwork and Naor [DDNO00], they have not been used in practice.

Since we want to construct NIZK proofs that can be used in practice, it is worthwhile to identify
the roots of the inefficiency in the above-mentioned NIZK proofs. One drawback is that they were
designed with a general NP-complete language in mind, e.g., Circuit Satisfiability. In practice, we
want to prove statements such as “the ciphertext ¢ encrypts a signature on the message m” or
“the three commitments c,, ¢p, ¢, contain messages a, b, ¢ such that ¢ = ab”. An NP-reduction of
even very simple statements like these gives us big circuits containing thousands of gates and the
corresponding NIZK proofs become very large.

Although we want to avoid an expensive NP-reduction, it is still desirable to have a general way
to express statements that arise in practice instead of having to construct non-interactive proofs
on an ad hoc basis. A useful observation in this context is that many public-key cryptography
protocols are based on finite abelian groups. If we can capture statements that express relations
between group elements, then we can express statements that come up in practice such as “the
commitments cg, ¢p, ¢ contain messages such that ¢ = ab” or “the plaintext of ¢ is a signature on
m”, as long as those commitment, encryption, and signature schemes work over the same finite
group. We will therefore construct NIWI and NIZK proofs for group-dependent languages.

The next issue to address is where to find suitable group-dependent languages. We will look
at statements related to groups with a bilinear map, which have become widely used in the de-
sign of cryptographic protocols. Not only have bilinear groups been used to give new construc-
tions of such cryptographic staples as public-key encryption, digital signatures, and key agreement
(see [Pat05] and the references therein), but bilinear groups have enabled the first constructions
achieving goals that had never been attained before. The most notable of these is the Identity-
Based Encryption scheme of Boneh and Franklin [BF03] (see also [BB11, BB04, Wat05]), and there
are many others, such as Attribute-Based Encryption [SW05, GPSWO06], Searchable Public-Key
Encryption [BCOP04, BSW06, BW06], and One-time Double-Homomorphic Encryption [BGNO5].
For an incomplete list of papers (currently over 200) on the application of bilinear groups in cryp-
tography, see [Bar06].

1.1 Owur contribution

For completeness, let us recap the definition of a bilinear group. Please note that for notational
convenience we will follow the tradition of mathematics and use additive notation' for the binary
operations in G1 and G5. We have a probabilistic polynomial time algorithm G that takes a security
parameter as input and outputs (n, Gy, Ga, G, e, P1,P2). In some cases, G; = G2 and P; = Py, in
which case we write (n,G,Gr, e, P).

e (G1,Go, G are descriptions of cyclic groups of order n.

e The elements Pp, Py generate G and Go respectively.

"We remark that in the cryptographic literature it is more common to use multiplicative notation for these groups,
since the “discrete log problem” is believed to be hard in these groups, which is also important to us. In our setting,
however, it will be much more convenient to use multiplicative notation to refer to the action of the bilinear map.



e ¢ : (G1 X G9 is a non-degenerate bilinear map such that e(Py, P2) generates Gp and for all
a,b € Zy, we have e(aPy, bP2) = e(Py, P2).

e We can efficiently compute group operations, compute the bilinear map and decide member-
ship.

In this work, we develop a general set of highly efficient techniques for proving statements in-
volving bilinear groups. The generality of our work extends in two directions. First, we formulate
our constructions in terms of modules over commutative rings with an associated bilinear map. This
framework captures all known bilinear groups with cryptographic significance — for both supersingu-
lar and ordinary elliptic curves, for groups of both prime and composite order. Second, we consider
all mathematical operations that can take place in the context of a bilinear group - addition in G
and G, scalar point-multiplication, addition or multiplication of scalars, and use of the bilinear
map. We also allow both group elements and scalars to be “unknowns” in the statements to be
proven.

Since we cover all operations over the bilinear group, we can prove any statement formulated in
terms of the operations associated with the bilinear group. With our level of generality, it would for
example be easy to write down a short statement, using the operations above, that encodes *
encryption of the value committed to in d under the product of the two keys committed to in a and b”
where the encryptions and commitments being referred to are existing cryptographic constructions
based on bilinear groups. Logical operations like AND and OR are also easy to encode into our
framework using standard techniques in arithmetization. The ability to encode logical operations
implies we can use our proof system for the NP-complete language Circuit Satisfiability but the main
novelty and advantage is the natural way we can directly handle statements over bilinear groups
without using NP-reductions.

The proof systems we build are non-interactive. This allows them to be used in contexts where
interaction is undesirable or impossible. We first build highly efficient witness-indistinguishable
proof systems, which are of independent interest. We then show how to, under certain conditions,
transform these into zero-knowledge proof systems. We also provide a detailed examination of the
efficiency of our constructions in various settings (depending on what type of bilinear group and
cryptographic assumption is used).

The security of constructions arising from our framework can be based on any of a variety of
computational assumptions about bilinear groups (three of which we discuss in detail here).

‘c i1s an

Informal statement of our results. We consider equations over variables from G1, G2 and Z,
as described in Figure 1. We construct efficient non-interactive witness-indistinguishable proofs for
the simultaneous satisfiability of a set of such equations. The witness-indistinguishable proofs have
perfect completeness and there are two computationally indistinguishable types of common reference
strings giving respectively perfect soundness and perfect witness indistinguishability. We refer to
Section 2 for precise definitions.

We also consider the question of non-interactive zero-knowledge. We show that we can give
zero-knowledge proofs for multi-scalar multiplication in G or G2 and for quadratic equations in Zy.
We can also give zero-knowledge proofs for pairing product equations with ¢t7 = 1. When t7 # 1 we
can still give zero-knowledge proofs if we can find P1, Q1,. .., Py, Qp such that t7 = [ e(P;, Q).

In the first part of the article, we give a general description of our techniques. In Section
8, Section 9 and Section 10 we then offer three concrete instantiations that illustrate the use of
our techniques. They are based on respectively the subgroup decision assumption [BGNO5], the
assumption that the decision Diffie-Hellman problem is hard in both G; and G, (SXDH), and
the decisional linear assumption (DLIN) [BBS04]. We note that there are many other possible



Variables: ¢

Xiyoo ', X €G1, Vi, 3 Y €Gay T1yee Tty Y1y e v o s Yt € L.
Pairing product equation:

[T [Tetx 5 [TT] et )™ = or.
=1 i=1 i=1j=1

J:
for constants A; € G1,B; € Go, tr € GT;’Yz’j € Zin.

Multi-scalar multiplication equation in G: °

ZyzA +ZbX -I-ZZ'YU:U] =T,

i=1 j=1
for constants A;, 71 € G1 and b;,vij € Zn.

Multi-scalar multiplication equation in Gs:

Zazyz“‘Zﬂ? Bi +ZZ'}/@]xzyj =

i=1 j=1
for constants B;, T2 € G2 and a;,7ij € Zn.

Quadratic equation in Zy:

Zazyz Zmzb +Zz%ﬂzy] = tmodn

=1 j=1

for constants a;, b;,Vij,t € Zn.

“We list variables in Zy in two separate groups because we will treat them differently in the NIWT proofs. If
we wish to deal with only one group of variables in Z,, we can add equations in Zy, of the form z1 = y1, 22 = y2,
etc.

"With multiplicative notation, these equations would be multi-exponentiation equations. We use additive
notation for G1 and G2, since this will be notationally convenient in the paper, but again stress that the discrete
logarithm problem will typically be hard in these groups.

Figure 1: Equations over groups with bilinear map.

instantiations. The instantiations illustrate the variety of ways bilinear groups can be constructed.
We can choose prime order groups or composite order groups, we can have G = G4 and Gy # G,
and we can make various cryptographic assumptions. All three security assumptions have been used
in the cryptographic literature to build interesting protocols.

For all three instantiations, the techniques presented here yield efficient witness-indistinguishable
proofs. In particular, the cost in proof size of each extra equation is constant and independent of
the number of variables in the equation. The size of the proofs can be computed by adding the cost,
measured in group elements from G or G, of each variable and each equation listed in Figure 1.
We refer to Sections 8, Section 9 and Section 10 for more detailed tables. The tables should be read



with care because the size of a group element depends on the type of bilinear group [GPS08]. We
expect the SXDH-based instantiation to yield the smallest proofs when taking the sizes of group
elements into account.

Subgroup decision SXDH DLIN
Variable in G or Go 1 2 3
Variable in Zy or Zp 1 2 3
Paring product equation 1 8 9
Multi-scalar multiplication in G or Gs 1 6 9
Quadratic equation in Zy or Zp 1 4 6

Table 1: Number of group elements each variable or equation adds to the size of a NIWI proof.

1.2 Related work

As we mentioned before, early work on NIZK proofs demonstrated that all NP-languages have non-
interactive proofs, but did not yield efficient proofs. One cause for these proofs being inefficient in
practice was the need for an expensive NP-reduction to, e.g., Circuit Satisfiability. Another cause
of inefficiency was the reliance on the so-called hidden bits model, which even for small circuits is
inefficient.

Groth, Ostrovsky, and Sahai [GOS06b, GOS06a] investigated NIZK proofs for Circuit Satisfia-
bility using bilinear groups. This addressed the second cause of inefficiency since their techniques
give efficient proofs for Circuit Satisfiability, but to use their proofs one must still make an NP-
reduction to Circuit Satisfiability. We stress that while [GOS06b, GOS06a] used bilinear groups,
their application was to build proof systems for Circuit Satisfiability. Here, we devise entirely new
techniques to deal with general statements about equations in bilinear groups, without having to
reduce to an NP-complete language.

Addressing the issue of avoiding an expensive NP-reduction, we have works by Boyen and Wa-
ters [BW06, BWO07] that suggest efficient NIWI proofs for statements related to group signatures.
These proofs are based on bilinear groups of composite order and rely on the subgroup decision
assumption.

Groth [Gro06] was the first to suggest a general group-dependent language and NIZK proofs for
statements in this language. He investigated satisfiability of pairing product equations and only al-
lowed group elements to be variables. He looked at the special case of prime order groups GG, G with
a bilinear map e : G x G — Gp and, based on the decisional linear assumption [BBS04], constructed
NIZK proofs for such pairing product equations. However, even for very small statements, the very
different and much more complicated techniques of Groth yield proofs consisting of thousands of
group elements (whereas ours would be in the tens). Our techniques are much easier to understand,
significantly more general, and vastly more efficient.

We summarize our comparison with other works on NIZK proofs in Table 2.

We note that there have been many earlier works (starting with [GMR89]) dealing with efficient
interactive zero-knowledge protocols for a number of algebraic relations. Here, we focus on non-
interactive proofs. We also note that even for interactive zero-knowledge proofs, no set of techniques
was known for dealing with general algebraic assertions arising in bilinear groups, as we do here.



Inefficient Efficient
Circuit Satisfiability Example: Groth, Ostrovsky
Kilian and Petrank [KP98] and Sahai [GOS06b, GOS06a]
Group-dependent language | Groth [Gro06] (restricted case) This work

Table 2: Classification of NIZK proofs according to usefulness.

1.3 New techniques

[GOS06b, GOS06a, Gro06] start by constructing non-interactive proofs for simple statements and
then combine many of them to get more powerful proofs. The main building block in [GOS06b],
for instance, is a proof that a given commitment contains either 0 or 1, which has little expressive
power on its own. Our approach is the opposite: we directly construct proofs for very expressive
languages; as such, our techniques are very different from previous work.

The way we achieve our generality is by viewing the groups G1, G2, Gr as modules over the
ring Zy. The ring Z, itself can also be viewed as a Zj-module. We therefore look at the more
general question of satisfiability of quadratic equations over Z,-modules Ai, Ao, A7 with a bilinear
map, see Section 3 for details. Since many bilinear groups with various cryptographic assumptions
and various mathematical properties can be viewed as modules we are not bound to any particular
bilinear group or any particular assumption.

Given modules Ai, Ay, Ar with a bilinear map, we construct new modules By, By, Br, also
equipped with a bilinear map, and we map the elements in Ay, Ay, A7 into By, Bo, By. The latter
modules will typically be larger thereby giving us room to hide the elements of Ay, A, Ap. More
precisely, we devise commitment schemes that map variables from Ap, Ay to the modules By, Bs.
The commitment schemes are homomorphic both with respect to the module operations and also
with respect to the bilinear map.

Our techniques for constructing witness-indistinguishable proofs are fairly involved mathemati-
cally, but we will try to present some high level intuition here. (We give more detailed intuition later
in Section 6, where we present our main proof system). The main idea is the following: because
our commitment schemes are homomorphic and we equip them with a bilinear map, we can take
the equation that we are trying to prove, and just replace the variables in the equation with com-
mitments to those variables. Of course, because the commitment schemes are hiding, the equations
will no longer be valid. Intuitively, however, we can extract out the additional terms introduced
by the randomness of the commitments: if we give away these terms in the proof, then this would
be a convincing proof of the equation’s validity (again, because of the homomorphic properties).
But, giving away these terms might destroy witness indistinguishability. Suppose, however, that
there is only one “additional term” introduced by substituting the commitments. Then, because it
would be the unique value which makes the equation true, giving it away would preserve witness
indistinguishability! In general, we are not so lucky. But if there are many terms, the nice alge-
braic environment allows us to randomize the terms such that their distribution is uniform over all
possible terms satisfying the equation. We now get witness indistinguishability because all possible
witnesses after randomization yield the same uniform distribution of terms satisfying the equation.

1.4 Applications

Independently of our work, Boyen and Waters [BW07] have constructed non-interactive proofs that
they use for group signatures (see also their earlier paper [BWO06]). These proofs can be seen as
examples of the NIWI proofs in instantiation 1 based on the subgroup decision problem.



Subsequent to the announcement of our work, several papers have built upon it: Chandran,
Groth and Sahai [CGS07] have constructed ring-signatures of sub-linear size using the NIWI proofs
in the first instantiation, which is based on the subgroup decision problem. Groth and Lu [GL07]
have used the NIWI and NIZK proofs from the third instantiation to construct a NIZK proof for
the correctness of a shuffle. Groth [Gro07] has used the NIWI and NIZK proofs from the third in-
stantiation to construct a fully anonymous group signature scheme. Belenkiy, Chase, Kohlweiss and
Lysyanskaya [BCKLO08| have used the second and third instantiations to construct non-interactive
anonymous credentials. Green and Hohenberger [GHO8] have used the third instantiation in a
universally composable adaptive oblivious transfer protocol. Also, by attaching NIZK proofs to
semantically secure public-key encryption in any instantiation, we get an efficient non-interactive
verifiable cryptosystem. Boneh [Bon06] has suggested using this for optimistic fair exchange [Mic03],
where two parties use a trusted but lazy third party to guarantee fairness.

1.5 Roadmap

The main result is the NIWI proof that can be found in Section 7. Sections 3, 4, 5 and 6 explain the
structure of the NIWI proof, which goes through modules, commitments, a description of the com-
mon reference string, and an explanation of how the NIWI proof works. For a concrete illustration
of the steps, we refer the reader to the instantiation in Section 8. Other instantiations are given in
Section 9 and Section 10. In many cases, our NIWI proofs can also be used as NIZK proofs, which
we discuss in Section 11.

2 Non-interactive witness-indistinguishable proofs

Notation. We write y = A(z;7) when the algorithm A, on input z and randomness 7, outputs
y. We write y + A(x) for the process of picking randomness r uniformly at random and setting
y = A(x;r). More generally, we write y <— S for sampling y from the set S according to some
probability distribution on S, using the uniform distribution as the default when nothing else is
specified.

We write a < A;b < B(a);... for running the experiment where a is chosen from A, then b is
chosen from B, which may depend on a, etc. This yields a probability distribution over the outputs
and we write Pr [a — A;b <+ Bl(a);...: C(a,b,.. )] for the probability of the condition C(a,b, ...)
being satisfied after running the experiment.

The security of our schemes is governed by a security parameter k, which can be used to scale up
the security. Given two functions f, g : N — [0, 1] we write f(k) ~ g(k) when |f(k) —g(k)| = O(k™°)
for every constant c¢. We say that f is negligible when f(k) ~ 0 and that it is overwhelming when
f(k) = 1. We say that two families of probability distributions {S1(k)}ken, {S2(k) }ren are perfectly
indistinguishable when they are the same for all sufficiently large £k € N, and we say they are
computationally indistinguishable if for all non-uniform polynomial time adversaries A we have

Pr [y — Si(k): A(1% y) = 1} ~ Pr {y — Sy(k) : A(1F y) = 1].

Group dependent languages. Let R be an efficiently computable ternary relation. For triplets
(gk,z,w) € R we call gk the setup, = the statement and w the witness. Given some gk we let L
be the language consisting of statements x that have a witness w such that (gk,z,w) € R. For a
relation that ignores gk this is of course the standard definition of an NP-language. We will be more
interested in the case where gk describes a bilinear group, though.



Non-interactive proofs. A non-interactive proof system for a relation R with setup consists
of four probabilistic polynomial time algorithms: a setup algorithm G, a common reference string
(CRS) generation algorithm K, a prover P and a verifier V. The setup algorithm outputs a setup
(gk,sk). In our paper, gk will be a description of a bilinear group. The setup algorithm may
output some related information sk, for instance the factorization of the group order. A cleaner
case, however, is when sk is just the empty string, meaning the protocol is built on top of the
group without knowledge of any trapdoors. The CRS generation algorithm takes (gk, sk) as input
and produces a common reference string 0. The prover takes as input (gk, o, x,w) and produces a
proof 7. The verifier takes as input (gk,o,z,7) and outputs 1 if the proof is acceptable and 0 if
rejecting the proof. We call (G, K, P,V') a non-interactive proof system for R with setup G if it has
the completeness and soundness properties described below.

Perfect completeness. A non-interactive proof is complete if an honest prover can convince
an honest verifier whenever the statement belongs to the language and the prover holds a witness
testifying to this fact.

Definition 1 (Perfect completeness) We say (G, K, P,V) is perfectly complete if for all adver-
saries A we have?

Pr [(gk, sk) « Q(lk); o+ K(gk, sk); (x,w) < A(gk,0); 7 + P(gk,o,x,w) :

V(gk,o,xz,m) =11if (¢gk,z,w) € R| = 1.

Perfect soundness. A non-interactive proof is sound if it is impossible to prove a false statement.

Definition 2 (Perfect soundness) We say (G, K, P, V) is perfectly sound if for all adversaries A
we have

Pr |(gk, sk) < G(1¥); 0 < K(gk, sk); (x,7) < A(gk,0) : V(gk,o,z,7) =0if v ¢ L| = 1.

Perfect culpable soundness. In the standard definition of soundness given above, the adversary
tries to create a valid proof for x € L. Groth, Ostrovsky and Sahai [GOS06b, Gro06] generalized the
notion of soundness to disallowing false proofs of statements x € Lgyji;, Where Lgyi is a language
that may depend on gk and o. They call this notion culpable soundness.® Standard soundness is
a special case with Lgux = L, but the notion can be used to capture other interesting cases as
well. The instantiation in Section 8 uses groups of composite order n = pq and offers an example
where culpable soundness captures the inability of the adversary to produce convincing proofs for
statements that are false in the order p subgroups of G and Gr (here Lgyiy C L is the language of
statements that are false in the order p subgroups).

Definition 3 (Perfect culpable soundness) We say (G, K, P, V') has perfect Lgyii-soundness if
for all adversaries A we have

Pr |(gk, sk) < G(1%);0 < K (gk, sk); (z,7) + A(gk,0) : V(gk,0,2,7) = 0 if 2 € Lgu| = 1.

2Since the probability is exactly 1, the definition quantifies over all gk in the support of G and all (gk,z,w) € R.
3In an earlier version of their paper, Groth, Ostrovsky and Sahai [GOS06b] used the term co-soundness instead of
culpable soundness.



Composable witness indistinguishability. A statement may have many possible witnesses. A
non-interactive proof is witness indistinguishable if the proof does not reveal which of those witnesses
the prover has used. The standard definition of witness-indstinguishability requires that proofs using
different witnesses for the same statement are computationally indistinguishable. We will obtain a
stronger definition of witness indistinguishability called composable witness indistinguishability. In
this definition there is a reference string simulator S that generates a simulated CRS and we require
that the adversary cannot distinguish a real CRS from a simulated CRS. We also require that on a
simulated CRS there is no information whatsoever to distinguish the different witnesses that might
have been used to construct the proof. The advantage of this definition is that different types of
proofs using the same type of real/simulated CRS can share the same CRS, which facilitates easier
security proofs. We will use this composability property in the instantiations in Sections 8, 9 and
10.

Definition 4 (Composable witness indistinguishability) We say (G, K, P,V) is composable
witness indistinguishable, if there is a probabilistic polynomial time simulator S, such that for all
non-uniform polynomial time adversaries A we have

Pr [(gk, sk) « G(1%); 0 < K(gk, sk) : A(gk, o) = 1}
~ Pr|(gh, sk) < G(1%)i0 < S(gh, sk) : A(gh, o) = 1],
and for all adversaries A we have
Pr |(gh, sk) < G(1%); < S(gk, sk); (@, w0, wy) < A(gh, 0); 7 < P(gh, ., wo) : A(m) = 1]
= Pr|(gh.sk) < G(1"); 0 < S(gk, sk); (w,wo,w1) < Algh, )7 < Plgh,o,,w1) : Ar) = 1],

where we require (gk,x,wy), (gk, z,w1) € R.

Composable zero-knowledge. A zero-knowledge proof, is a proof that shows the statement
is true, but does not reveal anything else. Traditionally, this is defined by having a simulator
(S1,52) that can simulate the CRS and the proof, resepctively. The first part of the simulator
outputs a simulated CRS and a simulation trapdoor 7, and the second part of the simulator uses the
simulation trapdoor to simulate proofs for statements without knowing the corresponding witnesses.
The standard definition of (multi-theorem) zero-knowledge then says that real proofs on a real CRS
should be computationally indistinguishable from simulated proofs on a simulated CRS.

We will obtain a strong notion of zero-knowledge, called composable zero-knowledge [Gro06].
Composable zero-knowledge implies standard zero-knowledge [Gro06] and has the advantage that it
is simpler to work with, since it separates the computational indistinguishability into two separate
parts addressing the CRS and the proofs, respectively. In composable zero-knowledge, the real CRS
and the simulated CRS are computationally indistinguishable. Moreover, the adversary, even when
it gets access to the secret simulation key T, cannot distinguish real proofs from simulated proofs on
a simulated CRS.

Definition 5 (Composable zero-knowledge) We say (G, K, P, V') is composable zero-knowledge
if there exists a probabilistic polynomial time simulator (S1,S2) such that for all non-uniform poly-
nomial time adversaries A we have

Pr [(gk, sk) + G(1%); 0 K(gk, sk) : A(gk, o) = 1]

~ Pr|(gh, sk) < G(1%); (0,7) = S(gk, sk) : Algk,o) = 1],

9



and for all interactive adversaries A we have
r [(gk, sk) « g(lk); (o,7) < Si(gk, sk); (x,w) < A(gk,o,7);7 < P(gk,o,z,w) : A(7) = 1}
= Pr {(gk, sk) « g(1’“); (o,7) < S1(gk, sk); (z,w) < A(gk,o,7);7m < Sa(gk,o,1,2) : A(7) = 1},

where A outputs (x,w) so (gk,z,w) € R.

3 Modules with bilinear maps

Let (R,+,-,0,1) be a finite commutative ring. Recall that an R-module A is an abelian group
(A, +,0) where the ring acts on the group such that for all r,s € R and all z,y € A

(r+s)r=rx+ sz rlx4+y)=rz+ry r(sz) = (rs)x lz = x.

A cyclic group G of order n can in a natural way be viewed as a Zp-module. We observe that
all the equations in Figure 1 can be viewed as equations over Z,-modules with a bilinear map. To
generalize completely, let R be a finite commutative ring and let A1, A2, Ar be finite R-modules
with a bilinear map f : A; x As — Ap. We will consider quadratic equations over variables
L1y Tm € A1, Y1, ..., Yn € Ag of the form

> Flagy) + D Fab) + D0 viif (i yy) =t
j=1 i=1

i=1 j=1

In order to simplify notation, let us for x1,...,x, € A1,y1,...,Yn € Ay define

Z xzayz

The equations can now be written as
a-J+T-b+&-Tj=t,
where a € A7, be AT € Maty,xn(R). We note for future use that due to the bilinear properties

of f, we have for any matrix I' € Mat,,x,(R) and for any ¥ € AJ,ij € A} that Z- Ty =T"2-7.
Let us now return to the equations in Figure 1 and see how they can be recast as quadratic

equations over Zy-modules with a bilinear map.
Pairing product equations: Define R = Zy, A} = G1, A2 = Go, Ay = G, f(z,y) = e(x,y) and
rewrite? the pairing product equation as (A-Y)(X - B)(X -TY) = tr

Multi-scalar multiplication in G;: Define R = Zy, A1 = G1, Ay = Zn, Ar = Gy, f(X,y) = yX
and rewrite the multi-scalar multiplication equation as A-§+ X -b+ X -T'y = T1.

Multi-scalar multiplication in G5: Define R = Zy,, A1 = Zn,Ag = Gg,AT = Gg,f(a: V) =z)
and rewrite the multi-scalar multiplication equation as @ - V+z-B+z-TY= T.

Quadratic equation in Z,: Define R = Zy, Ay = Zn, Az = Zn, Ar = Zn, f(z,y) = zy mod n
and rewrite the quadratic equation in Zy, as @-§y+Z-b+ Z - 'y =t mod n.

We will therefore first focus on the more general problem of constructing non-interactive composable
witness-indistinguishable proofs for satisfiability of quadratic equations over R-modules A1, Ay, Ar
(using additive notation for all modules) with a bilinear map f : A; x Ay — Ap.

4We use multiplicative notation here, because, usually G is written multiplicatively in the literature. When we
work with the abstract modules, however, we will use additive notation.
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4 Commitment from modules

In our NIWI and NIZK proofs we will commit to the variables x1,...,2;, € A1, y1,...,Yn € As.
We do this by mapping them into other R-modules B, B and making the commitments in those
modules.

Let us for now just consider how to commit to elements from one R-module A. The public key
for the commitment scheme will describe another R-module B and R-linear maps ¢ : A — B and
p: B — A. Operations in the module and computation of the map ¢ will be efficiently computable
but p is hard to compute.® The public key will also contain elements w1, ..., us € B. To commit
to x € A we pick rq,...,rs < R at random and compute the commitment

m
c:=1(z)+ Znul
i=1

Our commitment scheme will have two types of commitment keys.

Binding key: A binding key defines (B, ¢, p,u1,...,u;) where Vi : p(u;) = 0 and p o ¢ is non-
trivial. The commitment ¢ := ¢(z) + 3.7, ryu; therefore contains the non-trivial information
p(c) = p(¢(x)) about x. In particular, if p o ¢ is the identity map on A, then the commitment
is perfectly binding to x.

Hiding key: A hiding key defines (B, ¢, p,u1,. .., us) where 1(A) C (u1, ..., us). The commitment
¢ :=(x) + Y ;" riu; therefore perfectly hides the element « when r1,...,7y are chosen at
random from R.

Computational indistinguishability: For security we need binding keys and hiding keys to be
computationally indistinguishable. Witness-indistinguishability of our NIWI proofs and later
the zero-knowledge property of our NIZK proofs will rely on this.

The treatment of commitments using the language of modules generalizes several previous
works dealing with commitments over bilinear groups, including [BGN05, GOS06b, GOS06a, Gro06,
Wat06].

Since we will often be committing to many elements at a time let us define some convenient

notation. Given elements z1,..., 2z, € A we will write ¢ := «(¥) + Ru with R € Mat,,x»(R) for
making commitments ¢, ..., ¢, computed as ¢; := ¢(x;) + Z;nzl TijU;.
5 Setup

In our NIWI and NIZK proofs the setup and the common reference string are

gk defining (R, A1, Az, Ar, f),
o together with gk defining (Bi, Ba, Br, F, 11,1, t2, D2, t7, 1, U, U, Hy, ..., Hp).

Part of the common reference string specifies By, t1,p1, U1, ..., Uz and Bo, 1o, p2,v1,...,v; that
are commitment keys for A; and As. We note that many of these components may be given implicitly
instead of being described explicitly in the common reference string.

Another part of the common reference string specifies a third R-module B together with R-
linear maps tp : Ay — B and pr : By — A7 and a bilinear map F': By x By — Bp. We require

11



A1 X A2

Bl X BQ

Ve e A1 Vy e Ay F(u(x),w(y) = wr(f(z,y))
Vo e By Vy € By: f(pi(x),p2(y)) = pr(F(z,y))

Figure 2: Modules and maps between them.

that the maps are commutative as described in Figure 2 below, and with the exception of pi, p2 and
pr, that they are efficiently computable.
For notational convenience, we define for ¥ € B}, § € BY that

n

Foji= Fluiy).

i=1
Due to the bilinear properties of F' we have for all vectors and matrices with appropriate dimensions
ZFely=T"7ey.

The final part of the common reference string is a set of matrices Hi, ..., H;, € Mat,;,«5(R) that
all satisfy « @ H;7 = 0. The exact number of matrices Hy, ..., H, that is needed, depends on the
concrete setting. In many cases, we need no matrices at all and we have = 0, but there are also
cases where they are needed as we shall see in the instantiation in Section 10.

There will be two different settings of interest to us.

Soundness setting: In the soundness setting, we have binding commitment keys. This means
p1(i) = 0 and po(¥) = 0, and the maps p; o ¢1 and py o 19 are non-trivial. We will also want
pr o v to be non-trivial.

Witness-indistinguishability setting: In the witness-indistinguishability setting we have hiding
commitment keys, such that ¢1(A1) C (ui,...,u) and 1a(Az) C (vy,...,v;). We also require
that Hy, ..., H, generate the R-module of all matrices H € Mat,;, x5 (R) such that @e Hv = 0.
As we will see in the next section, these matrices play a role in the randomization of the NITWI
proofs.

Computational indistinguishability: The (only) computational assumption this paper is based
on is that the two settings can be set up in a computationally indistinguishable way. The in-
stantiations in Sections 8, 9 and 10 show that there are many ways to get such computationally
indistinguishable soundness and witness-indistinguishability setups.

SThere are scenarios where a secret key will make p efficiently computable and p o ¢ is the identity map. In this
case the commitment scheme is a public key encryption scheme with p being the decryption operation.

12



6 Proving that committed values satisfy a quadratic equation
Recall that in our setting, a quadratic equation looks like
Q- j+ib+i Ty=t, (1)

with constants @ € A7, be AT € Matyxn(R),t € Apr. We will first consider the case of a single
quadratic equation of the above form. The first step in our NIWI proof will be to commit to all the
variables 7, . The commitments are of the form

E=u(@) +Ri , d=uw(9) + 57, (2)

with R € Mat,xm(R),S € Mat,xs(R). The prover’s task is to convince the verifier that the
commitments contain ¥ € A",y € A} that satisfy the quadratic equation. (Note that for all
equations we will use these same commitments.)

Intuition. Before giving the construction let us give some intuition. In the previous sections, we
have carefully set up our commitments such that the commitments themselves also “behave” like the
values being committed to: they also belong to modules (the B modules) equipped with a bilinear
map (the map F, implicitly used in the e operation). Given that we have done this, a natural idea
is to take the quadratic equation (1), and “plug in” the commitments (2) in place of the variables;
let us evaluate

11(@) o d+ e 13(b) + e I'd.

After some computations, where we expand the commitments (2), make use of the bilinearity of e,
and rearrange terms (the details can be found in the proof of Theorem 6) we get

(1(@) ® 123) + 11(3)  12(8) + 11(3) T3

+01(d) @ ST+ Rii @ 15(b) + 11(Z) ¢ 'SU + Rl ® I'va(y) + Ru ¢ I'ST.

By the commutative properties of the maps, the first group of three terms is equal to tp(t), if (1)
holds. Looking at the remaining terms, note that @ and ¢ are part of the common reference string
and therefore known to the verifier. Using the fact that bilinearity implies that for any Z, i/ we have
7 eIy =T"T7F e, we can sort the remaining terms so they match either @ or ¥ to get (again see the
proof of Theorem 6 for details)

-,

ur(t) + e (RTLQ( )+ RTTua() + RTFSU) + (STbl(E) + STFM(@) o7, (3)

Now, for the sake of intuition, let us make some simplifying assumptions. Let us assume that we
are working in a symmetric case where A; = As, By = By, 4 = v, and F' is symmetric, and so, the
above equation can be simplified further to get

—.

vr(t) + e (RTLQ( )+ R Tua() + R'TST + ST (a) + sTrﬂl(f)).

Now, suppose the prover gives to the verifier as his proof 7@ = (RTLQ(B) + R'Tus (i) + RTTSE +
STy (@) + STFTLl(f)). The verifier would then check that the following verification equation holds:

-,

11(@) @ d+ Co1g(b) +Cold = 1p(t) + il e 7.

13



Suppose further p; o1, p2 0 to, pr o v are the identity maps on Ay, Ao, Ap. It is easy to see that
the proof is convincing in the soundness setting, because in that setting we have that p; (@) = 0.
Then the verifier would know (but not be able to compute) that by applying the maps p1, p2, pr we
get - . .

d e p2(d) + p1(C) @ b+ p1(C) @ I'pz(d) =t + p1 (@) ® pa2(T) =1

This gives us soundness, since Z := p;(¢) and ¥ := pa(d) satisfy the equations.

The remaining problem is to get witness-indistinguishability. Recall that in the witness-
indistinguishability setting, the commitments are perfectly hiding. Therefore, in the verification
equation, nothing except for 7 holds any information about & and ¥ (except for the information
that can be inferred from the quadratic equation itself). So, let’s consider two cases:

1. Suppose that 7 is the unique value such that the verification equation is valid. In this case, we
trivially have witness indistinguishability, since the uniqueness means that any witness would
lead to the same value for 7.

2. The simple case above might seem too good to be true, but let us see what it means if it
is not true. If two proofs # and @ both satisfy the verification equation, then subtracting
the equations shows that @ e (7 — 7’) = 0. On the other hand, recall that in the witness
indistinguishability setting, the @ vectors generate the entire space where 7@ and 7@ live, and
furthermore we know that the matrices Hy, ..., H, generate all H such that @e Hi = 0. There-
fore, let us choose r1,...,r, at random, and consider the distribution @’ = 7+ > 1, r; H;i.
We obtain the same distribution on 7 that satisfies the verification equation regardless of
whether we started from 7 or @ or any other proof.

Thus, for the symmetric case we obtain a witness indistinguishable proof system. For the general
non-symmetric case, instead of having just 7 for the # part of (3), we would also have a proof ]
for the ¢ part. In this case, we would also have to make sure that this split does not reveal any
information about the witness. What we will do is to randomize the proofs such that they get a
uniform distribution on all 7, g that satisfy the verification equation. If we pick 7" <— Matj xs(R)
at random we have that 6+ T'% completely randomizes g. The part we add in g can be “subtracted”
from 7 by observing that

By randomizing 7 this leads to a uniform distribution of proofs for the general non-symmetric case
as well.

6.1 The general case

Having explained the intuition behind the proof system, we proceed to a formal description of how
the prover handles a single equation and the security properties the procedure has.

Prover: Pick T < Matsx(R),71,. .., < R at random. Compute
B 7
# = Rlup(b)+ R Twu()+ R'TST—T 5+ riHi
i=1
0 = STu(@)+S T () +Ta

and return the proof (4, 7).
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Verifier: Return 1 if and only if

- -,

(@) ed+Ceuy(b)+celd=1p(t)+ider+0ei.

Perfect completeness of our NIWI proof will follow from the following theorem regardless of
whether we are in the soundness setting or the witness-indistinguishability setting.

Theorem 6 Given T € AT, j € A}, R € Mat,x»(R), S € Mat,,«4(R) satisfying
Z= (%) + Ri d = 15(7) + ST a-g+Z-b+1-Tj=t,
we have for all choices of T,rq,...,ry, that the proofs 7, G constructed as above will be accepted.

_Proof. The commutative property of the linear and bilinear maps gives us 11(@) ® La(Y) + L1(Z) @
12(b) + 11(Z) ® Tua(§) = vp(t). For any choice of T, 71, . .. , T we have

1 (@) e d+ Couy(b) +CoTd
= (@ s (12(3) + 59) + (1(8) + B) @ 02(B) + (12(@) + Bi) 0 T (sa5) + 59))

= 01(@) o 12(§) + 11() @ 12(B) + 11(F) @ Tua (7))
+Rii o 15(b) + Rii @ T15(i]) + Rit e T'ST 4 11(a@) @ ST+ 11(Z) e T'ST

—.

= u(t)+ie (R 12(b) + R Tua(y) + RTFSU) + (STH(&) + STFTLl(f)) oy

—.

n
= up(t)+ue (RTLQ( )+ R T () + RTFSE') + Zrl ie Hit) —tdeT'¥
=1

YTTe T+ (s 01 (@) + STFTLl(“)) o7
= wwt)+der+be7 O

Theorem 7 In the soundness setting, where we have p1 (@) = 0 and py(7) = 0, a valid proof implies

-

p1(01(@)) - p2(d) + p1(@) - p2(12(b)) + p1(€) - Tpa(d) = pr(er(t)).

Proof. An acceptable proof 7,6 satisfies (a) o d + Z® 13(b) + e T'd = 1p(t) + e 7 + 0 @ 7. The
commutative property of the linear and bilinear maps gives us

=, -

p1(21(@)) - p2(d) + p1(8) - p2(t2(b) + p1(@) - Tpa(d)
(

= prlr(®) +p1(@)  p2(7) + p1(0) - po(¥) = pr(er(t) O

Observe as a particularly interesting case that when pj o t1, ps 0 1o, pr o v are the identity maps

on Ay, Az and Ar, respectively, this means & := p1(¢) and 7 := pa(d) give us a satisfying solution to
the equation @ -+ 7 - b+7- I'y = t. In this case, the theorem says that the proof is perfectly sound
in the soundness setting. In the case where they are not the identity maps it is still possible to have
a form of culpable soundness, see the instantiation in Section 8 for an example based on composite
order bilinear groups.
Theorem 8 In the witness-indistinguishable setting where t1(A1) C (u1,...,upm), ta(A2) C
(v1,...,v4) and Hy,..., H, generate all matrices H such that @ e HY = 0, all satisfying witnesses
Z,7, R, S yield proofs @ € (vy,...,v4)™ and e (u1,...,up)"™ that are uniformly distributed condi-
tioned on the verification equation (@) ed+ e 1y(b) +GeTd = 1p(t) + T e7+0e7.
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Proof. Since 11(A;) C <u1,...lum> and t2(A2) C (v1,...,vs) there exists A,B,X,Y such that
11(@) = Ad, 11(Z) = Xd and 12(b) = BT, 12(%) = YU. We have ¢ = (X + R)d and d = (Y + S)¢. The
proof is (7, ) given by

§=5T01(@) + ST (7) + Td = (STA +STITX + T)a

n
#=R15(b) + R'Tua(§) + R'TST)) =T 5+ riH;v
=1
n
- (RTB YRTY +R'TS — TT)17+ (Z rif; )3
i=1

We choose T at random, so we can think of 0 being a uniformly random variable given by 0 =07
for a randomly chosen matrix ©. We can think of 7 as being written 7 = II#/, where II is a random
variable that depends on ©.

By perfect completeness all satisfying witnesses yield proofs where ¢1(@) o d+ce Lg(g) +cel'd—
vp(t) — Ge7 =ie7=1iuelli. Conditioned on the random variable © we therefore have that any
two possible solutions 7, 7" satisfy u e (II — II')¢" = 0. Since Hi,..., H, generate all matrices H

such that @ @ H¥ = 0 we can write this as II = II' + >__, r/H,. In constructing # we form it as

(RTB +R'TY+R'TS— TT>17+ (Z?:l rZ-HZ)E’ for randomly chosen 71, ...,r,;, € R. We therefore

get a uniform distribution over all 7 that satisfy the equation conditioned on 6. Since 6 is uniformly
chosen, we conclude that for any witness we get a uniform distribution over (6, 7) conditioned on it
being an acceptable proof. ]

6.2 Linear equations

As a special case, we will consider the proof system when @ = 0 and I' = 0. In this case the equation
is simply
Z-b=t.

The scheme can be simplified in this case by choosing 7' = 0 in the proof, which gives 6 := 0 and
7= RTu1s(b) + i riH;v. Theorem 6 still applies with 7' = 0, which will give us completeness.

Theorem 7 says p1(€) - p2(t2(b)) = pr(er(t)), which will give us soundness. Finally, we have the
following theorem.

Theorem 9 In the witness-indistinguishable setting where 11(A1) C (u1,...,upm), t2(A2) C
(v1,...,v4) and Hu,..., H, generate all matrices H such that @ e HY = 0, all satisfying witnesses
Z, 7, R, S yield the uniform distribution of the proof T € (v1,...,va)"" conditioned on the verification

=,

equation Ce 1a(b) = 17 (t) + U e T being satisfied.

Proof. As in the proof of Theorem 8 we can write ¥ = [1¢/. Any witness gives a proof that satisfies
Cou(b) —up(t) =Ge7 =1 eIl

Since Hi,..., H, generate all matrices H such that # ¢ H¥ = 0 we have that II has a uniform

distribution over all matrices II satisfying the verification equation. O

6.3 The symmetric case

An interesting special case is when B := By = By, ™ > 7 with u; = v1,...,usy = v, and F is

symmetric, i.e., for all z,y € B we have F(z,y) = F(y,z). We call this the symmetric case. In the
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symmetric case, we can snnphfy the scheme by just paddlng 0 with zeroes in the end to extend the
length to m, call this vector 9 and reveal the proof gf) =7+ 6. In the verification, we check that

(@) ed+Couy(b) +CoTd=1p(t)+ieg.

Theorem 6 gives us completeness, and Theorem 8 implies that all witnesses yield the same distru-
butions on the proofs 7,0 and therefore the same distributions on the proofs ¢. With respect to
soundness we have the following theorem.

Theorem 10 In the soundness setting, where we have pi (i) = 0 a valid proof implies

pi(1(a) - pa(d) + p1(@) - p2(e2(b)) + p1(@) - Tpa(d) = pr(er (1))

—.

Proof. An acceptable proof ¢ satisfies ¢1(@) @ d+ ¢ 15(b) + e I'd = v7(t) + @ ® ¢. The commutative
property of the linear and bilinear maps gives us

=, =

p1(11(@)) - pa(d) + p1(@) - p2(12(B)) + p1(€) - Tpa(d) = pr(er(t) + pi(id) - p2(d) = privr(t)). O
We can simplify the computation of the proof in the symmetric case. We have

-,

7 = RTis3(b)+ R Twy(f) + R'TST — TTv+ZmHu
=1

6 = STu(@)+STTu(@)+Ta,
and extend 6 to 6’ by padding it with m — n 0’s. Another way to accomplish this padding is by

padding T with m — n 0-rows and S with /m — 7 0-columns and each H; with m — n 0-columns. We
then have

¢ :=R"15(b) + R"Tuy(if) + R'TS"i — @+ ZnH’ Tu@ + ()T (@) + T

Since the map is symmetric we have e (T’ —(T")")ii = 0. If we have a set H, ... , Hy, that generates

all matrices H' such that i @ H'@i = 0, then we have 77 — (T") " is in the span of them. This means
the following simpler proof is also witness-indistinguishable

-,

U
¢ :=RT15(b) + R Tua(i)) + (S) T a(@) + (8) T T0a(&) + RIS i+ riH]ii.

7 NIWI proof for satisfiability of a set of quadratic equations

We will now give the full composable NIWI proof for satisfiability of a set of quadratic equations in
a module with a bilinear map, i.e., the language

L= {{(aiagiariati)}i]il ’ 3GV @ G+ T b+ T Dy = ti} :
The proof will have Lg;-soundness for

Loute = { {5 Dot Yy | ¥2,5 3i: pa(0(@)) - 7+ 7 palia(B) + 7 - T # prlor(t) }
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Observe as an important special case that if py o t1,p2 0 to, pr o t7 are the identity maps on Ay, Ao
and A, then Lgyj = L making soundness and Lguit-soundness the same notion.

The cryptographic assumption we make is that the common reference string is created by one
of two algorithm K or S and that their outputs are computationally indistinguishable. The first
algorithm outputs a common reference string that specifies a soundness setting, whereas the second
algorithm outputs a common reference string that specifies a witness-indistinguishability setting.

Setup: (gk, sk) = ((R, Ay, As, Ar, f), sk) < G(1F).

CRS generators: The common reference string defines (By, Be, By, F, 11, p1, t2, p2, L7, p1, U, U, H1, . . .

It can be generated as a soundness string o « K(gk, sk) or as a witness-indistinguishability
string o < S(gk, sk).

Prover: The input consists of gk, o, a list of quadratic equations {(d;, bi, T, t;)}Y | and a satisfying
witness & € AT",y € Aj.
Pick at random R < Mat,,«x.»(R) and S < Mat,x4(R) and commit to all the variables as
¢:=2+ Ru and d := ¢+ Sv.

For each equation (d;, 5}, I';,t;) make a proof as described in Section 6. In other words, pick

T; < Mat;,x(R) and 741, ..., 7 <= R and compute
Y
@ = Rlug(b) + R Tita(§) + RTTiST— T,/ 5+ rijH;o
=1
0; = STu(a)+8"T]u(@) + T

Output the proof (¢, d, {(7, 0;) }Y,).

Verifier: The input is gk, o, {(d;, I_);-,Fi,ti)}fil and the proof is (¢, d. {(7, 6_;) N

For each equation check

- —

11(@;) @ d+ Coua(b;) +CoTid = up(t;) + T e +0; 00
Output 1 if all the checks pass, else output 0.

Theorem 11 The proof system (G, K, P,V) given above is a NIWI proof for satisfiability of a set
of quadratic equations with perfect completeness, perfect Lgyiii-soundness and composable witness-
indistinguishability.

Proof. Perfect completeness follows from Theorem 6.
Consider a proof (¢, d,{(7,0;)}) on a soundness string. Define & := p;(¢),y := pa2(d). It follows
from Theorem 7 that for each equation we have

p1(1(@)) - G+ @ - pa(ea(b)) + 7 - Tiif

= p1(u(a@)) 'pz(ci) + p1(€) 'p2(62(5i)) +p1() - Fz'pz(j) = pr(er(ts)).
This means we have perfect Lgyj¢-soundness.

We have assumed that soundness strings and witness-indistinguishability strings are computa-
tionally indistinguishable. Consider now a witness-indistinguishability string ¢. The commitments
are perfectly hiding, so they do not reveal the witness &, & that the prover uses in the commitments
c, d. Theorem 8 says that in each equation either of two possible witnesses yields the same distri-
bution on the proof for that equation. A straightforward hybrid argument then shows that we have
perfect witness-indistinguishability. O

18



Proof of knowledge. We observe that if K outputs an additional secret piece of information
& that makes it possible to efficiently compute p; and ps, then £ makes it possible to extract the
witness Z = p1(¢) and § = pa(d).

Proof size. The size of the common reference string is m elements in B; and 7 elements in By
in addition to the description of the modules, the maps and Hy, ..., H;. The size of the proof is
m + Nn elements in By and n + Nm elements in Bs.

Typically, m and n will be small, giving us a proof size that is O(m + n + N) elements in B;
and Bs. The proof size may thus be smaller than the description of the statement, which can be of
size up to Nn elements in A1, Nm elements in As, Nmn elements in R and N elements in Ar.

7.1 NIWI proofs for bilinear groups

We will now outline the strategy for making NIWI proofs for satisfiability of a set of quadratic
equations over bilinear groups. As we described in Section 3, there are four different types of
equations corresponding to the following four combinations of Z,-modules:

Pairing product equations: A; = Gy, A4y = G, Ay = G, f(X,)) = e(X,)).
Multi-scalar multiplication in Gi: A; = G1, Ay = Zn, Ar = G, f(X,y) = y&X.
Multi-scalar multiplication in Go: A1 = Zy, Ay = Go, A7 = Go, f(z,Y) = ).
Quadratic equations in Zy: Ay = Zy, Ay = Zn, Ar = Zn, f(z,y) = xy mod n.

The common reference string will specify commitment schemes to respectively scalars and group
elements. We first commit to all the variables and then make the NIWI proofs that correspond to
the types of equations that we are looking at. It is important that we use the same commitment
schemes and commitments for all equations, i.e., for instance we only commit to a scalar x once and
we use the same commitment in the proof whether z is involved in is a multi-scalar multiplication in
G or a quadratic equations in Zy. The use of the same commitment in all the equations is necessary
to ensure a consistent choice of x throughout the proof. As a consequence of this we use the same
module Bf to commit to x in both multi-scalar multiplication in G and quadratic equations in Zy,.
We therefore end up with at most four different modules By, BY, B2, B} to commit to respectively
X,x, Y,y variables.

8 Instantiation based on the subgroup decision assumption

Setup. The first instantiation is based on the composite order groups introduced by Boneh, Goh
and Nissim [BGNO05]. The setup algorithm Gpgn outputs (gk, sk) where gk = (n,G,Gr,e,P)
describes a bilinear group of composite order n and sk = (p,q) consists of two primes such that
n = pq. Boneh, Goh and Nissim also introduced the subgroup decision assumption, which says
that it is hard to distinguish a random element of order q from a random element of order n.

Definition 12 (Subgroup decision assumption) We say the subgroup decision assumption
holds for Ggan if for all non-uniform polynomial time A:

Pr[(gk, sk) + gBGN(lk); o+ LU = apP : A(gk,U) = 1]
~ Pr[(gk,sk) « Gean(1¥);a « Zi:U = oP : A(gk,U) = 1].
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Statements. Based on the subgroup decision assumption we will construct NIWI proofs for the

language consisting of pairing product equations, multi-scalar multiplication equations and quadratic

equations as described in Figure 1. A statement consists of Np pairing product equations of the

form [[;e(A;, Vi) - [1;;e(Vi,¥5)" = tr, Nu multi-scalar multiplication equations of the form

Yo aiYit) xiBfer vij2:Yj = T and Nq quadratic equations of the form ), aimi+zi7j VijTikj =

t mod n, and a claim that there are x1,...,2x;ym € Zy and V1, ..., YV, € G that satisfy all equations.
Formally, given a setup gk = (n, G, Gp, e, P) we define the language:

L= {({CATE ) b0 (@, B T TN, (B T 0)1S) | 3mon € N37 € 2V e 6™
Vi e [Np]: A; € G" A TV € Matyxn(Zn) Atr; € G A (A - Y)YV -TFY) = tr
A Yie[Nyl:@ e ZMAB; € G ATM € Matyun(Za) AT € GAG -V +Z-Bi+2-TMY =T,
A Vi€ [Nglibi €Z7 A T® € Matmum(Zn) A i € Zn A @ -b; + & TPT = t; mod n}.
Soundness will hold in the order p subgroups of G, Gy and Z,. More precisely, define A\ € Z,, as an

integer satisfying A = 1 mod p and A = 0 mod q. Then AZ, is the order p subgroup of Z, and A\G
is the order p subgroup of G. We will get Lgyiii-soundness for

Loae = { ({4 T8, #r 3% (@, B T TN (B TR 40} ) | vim,n € NY& € (\Za)™VD € (AG)"

Jie [Np]: A; ¢ G* v TV ¢ Matyun(Zn) Vir; ¢ Gr vV (A - )Y -TYY) £ tp)
Vo oJie[Ny]:d ¢ Z'V B ¢ G"VIM ¢ Maty,n(Z n)vﬁgGvai-ym-zsﬁx-r?@#m
V Ji€[Nglibi ¢ Z" V TR ¢ Matmum(Zn) V i ¢ ZnV 7 b; + & - T2Ft; mod p}.

Multi-scalar multiplication equations. We will build our full NIWI proof from a combination
of NIWI proofs for pairing-product equations, multi-scalar multiplication equations and quadratic
equations. First consider the case where we only have multi-scalar multiplication equations. Define
M (Lg{mt) to be L (Lgui) restricted to Np = Nq = 0 such that it only has Ny multi-scalar
multiplication equations.

We can use our framework to get NIWI proofs for LM. The multi-scalar multiplication case
corresponds to R = Zn, A1 = Zn, Ay = G, Ap = G, f(z,Y) = z)Y and equations of the form
a- y+x B+ ry T over variables ¥ € A" andyEA”

The setup gk = (n, G, Gr,e, P) implicitly defines Ay, Ay, Ap, f. It also implicitly defines B; =

By = By =G and F(X,)) = e(X,)) and the linear maps®

u(z) = 2P ) =Y vr(T) =e(P,T)
p1(zP) = Az mod n p2(Y) =AY pr(e(P,T)) = AT.

Since A2 = A mod n the maps commute as described in Figure 2. That is, we have

(2, Y) ——— 2y

(¢1,02) lr

(xP,Y) # e(P,zY)

5To uniquely define the maps let the setup include a bit indicating whether p is the large or the small prime factor
of n.
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and we have

f

Az, AY) ————— Az

(p1,p2) pr

(P, V) — L e(PxY)

The common reference string o consists of an element U € G. In the soundness setting it is
generated as U = apP and in the witness-indistinguishability setting it is generated as U = aP,
where o < Zj. The subgroup decision assumption implies that soundness strings and witness-
indistinguishability strings are computationally indistinguishable.

We will be using I/ as a commitment key in both Bj and in Bs. In order to commit tox € A1 = Zy,
we pick r € Z,, and compute the commitment C := ¢1(z) + 7 d = 2P +rU € By = G. In order to
commit to Y € As = G we pick s < Zy and compute the commitment D := 12(Y) +sU =Y + sU €
By =G.

On a soundness string, U describes a binding key for both commitment schemes. We have
p1(UU) = p1(apP) = AP = 0 mod n and pa(U) = AapUd = O. Furthermore, the maps p; o ¢1(z) =
p1(zP) = Az mod n and pa 0 12(Y) = p2(¥Y) = AY and pr o vp(T) = pr(e(P,T)) = AT are all non-
trivial. A commitment C € B defines the committed value uniquely in AZy, and a commitment
D € By defines the committed value uniquely in AG.

On a witness-indistinguishability string, & describes a hiding key for both commitment schemes.
Since U is a generator for By = By = G we have 11(A1) = 11(Zn) = G = (U) and 12(A2) = 12(G) =
G = (U). This implies that the commitment schemes are perfectly hiding. The only solution
H € Matix1(Zn) told « HU =1, ie., e(U, HU) = 1 is H = 0. We do therefore not need to include
any Hi,..., H, in the common reference string.

Theorem 11 now gives us a NIWI proof for the simultaneous satisfiability of a set of multi-
scalar multiplication equations with perfect completeness, perfect Lgﬂﬂt—soundness and composable
witness-indistinguishability.

Pairing product equations. Now consider the case where we only have pairing product equa-
tions. Define L (Lguﬂt) to be L (Lgyiit) restricted to Ny = Ng = 0 such that it only has Np
pairing product equations. Using our framework, this corresponds to R = Zy, A1 = Ay = G, Ap =
Gr, f(x,y) = e(x,y), and equations of the form (.,éf 37)()7 . Fﬁ) = {7 over variables V1,...,), € G.
The setup also defines modules By = By = G and By = G and the bilinear map F(X,)) = e(X,)).
We use the maps 12()) = Y and p2()) = A\Y described in the multi-scalar multiplication case above

together with tr(27) = 27 and pr(zr) = z% to get the commutative diagram

AlzG X AQZG AT:GT
f(X,D) = e(X, )

L2 Y% L2 D2 T pr

GF(va) :6(.)(,3))

BlzG X By T:GT
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Using the same type of common reference string as in the multi-scalar multiplication case de-
scribed above, we get a NIWI proof for the simultaneous satisfiability of pairing product equations
with perfect completeness, perfect Lguﬂt—soundness and composable witness-indistinguishability.

Quadratic equations in Z,,. Finally, consider the case where we only have quadratic equations.
Define LY (Lguﬂt) to be L (Lgyiit) restricted to Np = Ny = 0 such that it only has Nq quadratic
equations in Zy. Using our framework, this corresponds to R = Zn, A1 = Ay = Ap = Zn, f(z,y) =
zy mod n, and equations of the form Z-b+7-T'F = t mod n over variables L1y Tm € Zyn. The setup
also defines modules By = By = G and Bp = G and the bilinear map F(zP,yP) = e(zP,yP). We
use the maps ¢1(z) = 2P and p;(xP) = Az described in the multi-scalar multiplication case above

together with vp(t) = e(P,tP) and pr(e(P,tP)) = At mod n to get the commutative diagram

A1:Zn X AQZZD AT:Zn
f(x,y) = zy mod n

L1 p1 L1 p1 lr pr

F(X,Y)=e(X,))
BlzG X B2:G BTZGT

Using the same type of common reference string as in the multi-scalar multiplication case de-

scribed above, we get a NIWI proof for the simultaneous satisfiability of quadratic equations with
perfect completeness, perfect Lguﬂt—soundness and composable witness-indistinguishability.
The general case. In the three special cases described above, we used the same type of common
reference string ¢ = U. To get a NIWI proof for the simultaneous satisfiability of equations we
will combine them by using the same U for all three types of equations. The same commitments to
scalars x; € Zy, are used in both multi-scalar multiplication equations and in quadratic equations in
Zy and the same commitments to variables ); € G are used in both pairing product equations and
in multi-scalar multiplication equations to enforce consistency accross different types of equations.
The full NIWI proof for L is as follows:

Setup: (gk, k) = ((n, G, Gr, e, P), (p,q)) < G(1¥), where n = pa.
Soundness string: On input (gk, sk) return o := U where U := rpP for random r € Z},.

Witness-indistinguishability string: On input (gk, sk) return o := U where U’ := P for random
r € Zy.

Prover: On input (n,G,Gr,e, P,U), a set of N = Np + Ny + Nq equations, and a witness f,:)_j
do:

1. Commit to the scalars x1,...,x,, € Z, and the group elements );,...,Y, € G as
CZ' = ZL‘@P + Tiu Di = yz + Siu
for randomly chosen 7 € Z})', 5 € Z7..
2. For each pairing product equation (.%T : 37)()7 . FJ_}) = tr make a proof as described in

Section 6.3
¢ = FA+FTC+TY+5TauU
n n n n n
= Z s A + Z Z(%’j + i) s Vi + Z Z Yijsis;U.
i=1 i=1 j=1 i=1 j=1
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3. For each multi-scalar multiplication equation & - V+Z-B+7Z-TY =T the proof is

b: = *T8‘+ FTFJ7 + 7 TsU + 5T ap + =l W

= ZT’ZB + ZZTWUJJJ + Z Z%ns]u + Zsl (a; + Z%]xj

=1 j=1 =1 j=1

4. For each quadratic equation & - b+ 7 -T%=tin Z, we have

¢ = TP+ (P+PT)x7>+rTrm
an +ZZ Vij ‘1‘731 riZ; P—I—Zz%ﬂ“ﬂ’]
i=1 j=1 i=1j=1

Verifier: On input (n,G,Grp,e, P,U), a set of equations and a proof C_;ﬁ, {¢i}N| do

1. For each pairing product equation (./I . 37)()7 -T )7) = tr with proof ¢ check that

n n

[Te(AuDo) - T T e(Di D)5 = tretd, ¢).
i=1j=1

=1

—

2. For each multi-scalar multiplication @-Y + #- B+ #-T'Y = T with proof ¢ check that

HB azP D H CMB HH CMD i = (P7T)6(u7 Qb)

=1 =1 i=175=1

l

3. For each quadratic equation T - b + t in Zy with proof ¢ check that
[1eC.6:P) - TITL e C) s = e(P, PYettt, ).
i=1 i=1j=1

Theorem 13 The NIWI proof for L given above has perfect completeness, perfect Lgyii-soundness
and composable witness-indistinguishability.

Proof. Perfect completeness follows from the perfect completeness of each of the three types of proofs.
Perfect Lgyjit-soundness follows from Theorem 10 since we use the same commitments and maps
p1, p2 accross different types of equations thus making the order p solutions ¥ = p; (5), V= pg(ﬁ)
consistent with each other for all three types of equations. The subgroup decision assumption implies
that soundness and witness-indistinguishability common reference strings are indistinguishable. On
a witness-indistinguishability string the commitments are perfectly hiding and we get perfect witness-
indistinguishability from Theorem 8. O

Size. The size of the NIWI proof is m +n + N group elements in GG, where m is the number of
variables in Z, n is the number of variables in J and N = Np + Ny + Nq is the total number of
equations.
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9 Instantiation based on the SXDH assumption

Setup. The setup algorithm Ggxpg returns a prime order bilinear group gk =
(p, G1,G2,Gr, e, P1,P2). We will assume the decision Diffie-Hellman problem is hard in both groups,
i.e., the Symmetric External Diffie-Hellman (SXDH) assumption.

Definition 14 (SXDH assumption) We say the SXDH assumption holds for Gsxpu if for all
non-uniform polynomial time A and all b € {1,2} we have

Pr[gk < QSXDH(lk); a,t Z; : A(gk, aPy, tPy, atPy) = 1]
~ Pr[gk + QSXDH(lk); o, t,r Z;‘; - A(gk, aPy, tPy, rPy) = 1]

Statements. The setup gk = (p,G1,G2,Gr,e,P1,Pa) defines the ring Zp and modules
Zp,G1,G2,Gr and bilinear maps corresponding to multiplication in Zp, scalar multiplication in
G1 and (9, and the pairing e : G1 X Go — Gr.

With this setup we can define pairing product equations, multi-scalar multiplication equations
and quadratic equations as follows:

Pairing product equations: Using our framework, this corresponds to R = Zp, A1 = G1, Ay =
Ga, Ar = Gr, f(z,y) = e(z,y), and equations of the form (A - Y)(X - B)(X - TY) = tr.

Multi-scalar multiplication in Gi: Using our framework, this corresponds to R = Zp, A1 =
G1,As = Zp, Ar = Gy, f(X,y) = y&, and equations of the form A g+ 2. b+ X-Ty="T.

Multi-scalar multiplication in Go: Using our framework, this corresponds to R = Zp, A1 =
Ly, Ay = Ga, A = G, f(2,Y) = 2, and equations of the form @ - V+Z-B+7Z-TY="Ts.

Quadratic equation in Zy: Using our framework, this corresponds to R = Zp, A1 = Zp, Az =
Zp, AT = Zyp, f(x,y) = vy mod p, and equations of the form a@-y+ - b+ & -I'y =t.

We consider statements that consist of sets of pairing product equations, multi-scalar multipli-
cations in G and G4, and quadratic equations as described above. The equations are over variables
Tlyee oy T/ Y1y Yy € Zp and Xp, ..., Xy € G and Vi,..., YV, € G2. We let L be the language
of statements where there exists a solution Z, 7/, X , Y that simultaneously satisfies all equations of
all types.

Commitments. Consider a group G of prime order p. With entry-wise addition we get the
Zp-module B := G*. We will use a commitment key of the form

u; = (P, Q) :=(P,aP) ug = (U, V),

where o < Z; is chosen at random. We can choose uz = (U, V) in two different ways: ug := tu;
or ug := tu; — (O, P) for a random t € Z;. The former choice of uy gives a perfectly binding
commitment key, whereas the latter choice of ug gives a perfectly hiding commitment key. The two
types of commitment keys are computationally indistinguishable under the DDH assumption.

Let us now describe how to commit to an element X € (1 using randomness r1,r2 € Zp:

u(2):=(0,2) p(21,22) =29 —aZ; c:=u(X) + riug + rous.

On a binding key where uy = tu; we have that po is the identity map on G and p(uy) = p(ug) = O.
The commitment ¢ = ((rq + rot)P, (r1 + r2t)Q + &) corresponds to an ElGamal encryption of X.
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On a hiding key on the other hand, u; and us are linearly independent. This means wuq, us form a
basis for B = G? and +(G) C (u1, us) giving a perfectly hiding commitment.
Commitment to a scalar x € Zp using randomness r € Zp works as follows:

u:=ug + (O, P) J(2) = zu P (1P, 22P) := 20 — az c:=1(x) +rus.

On a binding key p’ o // is the identity map and p’(u1) = 0, so the commitment scheme is perfectly
binding, and in fact the commitment ¢ = ((r + zt)P, (r + xt)Q + xP) is an ElGamal encryption
of zP. On a hiding key we have u = tu; so u € (u1), which implies ¢/(Zp) C (u1). A hiding key
therefore gives us a perfectly hiding commitment scheme.

Common reference string. The common reference string is of the form (uq,ug,v1,v2), where
(u1,u2) is a commitment key for the group G; implicitly defining maps ¢1,p1, ¢}, p| as described
above, and (v1,v2) is a commitment key for G implicitly defining maps g, pa, th, py as described
above.

We will always use By = G2, By = G and we define By := G4T with addition being entry-wise
multiplication. The map F' is defined as follows:

reatxaisar (). () (3 @)

On a witness-indistinguishability string, we have hiding commitment keys wuj,uo
and wv1,v9 where each pair of vectors is linearly independent. The four elements
F(ui,v1), F(u1,v2), F(u2,v1), F(u2,v2) are also linearly independent in the witness-
indistinguishability scenario. This implies that @ ¢ HY = 0 only has the trivial solution
where H is the 2 x 2 matrix with O-entries. Therefore, the common reference string does not need
to include any matrices Hq,..., H, for the pairing product equations. The same holds true for the
other types of equations, we do not need any matrices Hy, ..., H, in the common reference string.

Pairing product equations. Consider first the restricted language L C L, where the statements
only have pairing product equations. The common reference string describes R = Zp, A1 = G1, Ay =
Go, Ay = Gp, and B; = G%, By = G%, Br = G4T, and commitment keys wui,us,v1,v2, and the
following commuting linear and bilinear maps:

(X, X)) e(X, )

(Ll, Lg) lr

() (5) == (1 )

For the following maps we recall u; = (P1,a1P1) and v; = (P, aaPo):
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(Ao — a1 X1, Y2 —adh) ———— e(Xo — aq X1, Vo — 1)

(Pl s P2) pr

(&) On)—— (a3 @)

This gives us the setup from Section 5 and we can use the NIWI proofs described in Section 6
on the pairing product equations.

Multi-scalar multiplication in G; or G3. For multi-scalar multiplications in 1, we will need
maps o : Gp — Gﬁfp and pr : G‘jlﬂ — (1. For multi-scalar multiplications in Go we will need maps
ir: Go — G4T and pp : G4T — (2. The two cases are symmetric, so we will just focus on multi-scalar
multiplication in G2 here.

We define

ir(Z) = F(11(1),12(2)) = F(u, (0, 2)) pr = e (pr(2)),

where e~ !(e(P1, Z)) := Z. In the soundness setting pr o it is the identity map on Gs.

We have F (¢ (z),t2(Y)) = F(¢)(1),12(zY)) = ir(x)) by the linearity and bilinearity of the maps,
and py (x1P1, 22P1)p2(V1,D2) = (22 — a121) (V2 — adh) = 12)2 — a121Ye — (221 — a1z1)1) =
pr(F((z1P1, 22P2), (M1, 2))). This gives us the commutative diagram of linear and bilinear maps:

A1:Zp X A2:G2 AT:GT
f(@,Y) =2y

Bi=G? x By=G2 Br =G4,

Using this setup, we can apply the NIWI proof from Section 6 to multi-scalar multiplication
equations in GGo. The case of multi-scalar multiplication in Gy is treated similarly.

Quadratic equations. For quadratic equations in Zy we define the maps ¢/, : Zp — G4T and
P G — Zy as follows

vp(t) = F (1 (1), 05(t)) = Flu, tv) pr(2) :=10g.(p, p,) (P (2))-

In the soundness setting p/. o ¢/ is the identity map on Zp. To see that the maps satisfy the two
commutative properties from Figure 2, observe F(/}(x),5(y)) = F(/}(1),t2(zy)) = /(zy) by the
linearity and bilinearity of the maps, and

P1(z1 Py, 22P1)ps (1 P2, y2Pa)
= (2 —aqz1)(y2 — aoy1) = @2y2 — aq@1y2 — ao(wayr — arx1yr) = pp(F((x1P1, 22P2), (1 P2, y2P2))).

This gives us the following setup:
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A1:Zp X AQZZP AT:Zp
f(z,y) = zy mod p

B1:G% X BQZG% BTZG%

NIWI proof. We now give the full NIWI proof for L.
Setup: gk := (p, G1,Ga,Gr, e, P1,P2) < Gsxpu(17).

Soundness string: On input gk return o := (uy,ug,v1,v2) where ug = tju; and ve = tov; for
random t1,to < Zp.

Witness-indistinguishability string: On input gk return o := (ug, ue, v1, v2) where ug = tju; —
(O, P1) and vy = tavy — (O, P2) for random t1,ty < Zp.

NIWI proof: On input gk, o, a set of equations and a witness f, )7, Z, 1y do:

1. Commit to the group elements Xe G'" and the scalars ¥ € Z?}' as
Z:=u(X)+Ri &@:=/(z)+7uy where R Maty,xo(Zp), 7 Zgl.
Commit to the group elements )7 € G and the scalars i € Zg/ as

d:=13())+ 57 d:=i5(y)+5v;, where S« Maty,x2(Zp), § Zg/.

2. For each pairing product equation (A-Y)(X - B)(X-TY) = ty make a proof as described
in Section 6. Writing it out, we have for T" <— Matoy2(Zp) the following proof:

— —

= R'up(B)+ R Twy(Y)+ (R'TS—T")7
= ST (A)+STT 0 (X)+Tia

Sl =N

Following Section 6.2, for each linear equation A-Y = t7 we use 7 := 0 and § := ST 11 (A).
There is a bijective correspondence between ST A = p1 () and § = 11(ST.A). The proof
can therefore be communicated by sending STff, which consists of two group elements
in Gl.
For each linear equation X - B = t1 we use & := RTLQ(g) and 6 := 0. As above, the proof
can be communicated by sending the two group elements RTB in Gs.

3. For each multi-scalar multiplication equation A y+ X b+ X- 'y = 71 in G the proof
is for random T' <— Matqx2(Zp)

7 = R'LOB)+ R TL@H) + (R'T8—T Ny

0 = Fu(A)+5 T X)) +Ta
For each linear equation A - § = 77 the proof is @ := 0 and 0 := §TL1(/T). There is a

bijective correspondence between 57 A = p;(6) and 6 = 1, (57 A). The proof can therefore
be communicated by sending 57.A, which consists of one group element in Gj.

For each linear equation X b="T the proof is 7@ := RTLIQ(B) and 6 := 0. As above, the
proof can be communicated by sending the two field elements R'b.
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4.

Verifier:

1.

— —

For each multi-scalar multiplication equation @-Y + Z - B + I'Y =T in Gy the proof
is for random 7" <— Matay1(Zp)

= 7 (B)+7 Tw)+ (F'TS—T")7

0 = ST(@)+S T (@) + Tw

For each linear equation @Y = 73 the proof is m := 0 and 6 := ST/ (@). There is a
bijective correspondence between STa@ = p|(0) and 6 = /(ST a@). The proof can therefore
be communicated by sending S @, which consists of two field elements.

For each linear equation Z - B = T3 the proof is 7 := FTLQ(E) and 5:_)2 0. As above, the
proof can be communicated by sending the single group element 7' B.

For each quadratic equation @i+ & - b+ I'y = t in Zy the proof is for random T' < Zp,

m o= Fh(0) + 7 Th(H) + (FTI5— Ty

0 = 5@+ 5 T+ Tu
For each linear equation @ -4 = t we use 7 := 0 and 0 := 5'/}(@). There is a bijective
correspondence between STEL’ = p{(0) and 6 = /| (57@). The proof can therefore be

communicated by sending 5" @, which consists of one field element.
For each linear equation Z-b = ¢ we use 7 = ’I"TLIQ(b). As above, the proof can be
communicated by sending the single field element 7Tb.

On input (gk, o), a set of equations and a proof ¢, cf, c, Ji, {7, é;}f\’:l do:

—, — —

For each pairing product equation (A - Y)(X - B)(X - T'Y) = t with proof (7,6) check
that

—

1 (A) ed+ e (B + wp(tr) + Ge 7+ 0 et

oI'd =
. For each multi-scalar equation A - 7+ X - 5—1— X Ty =T in Gy with proof (7,0) check

that
(A od +ceiy(b)+cold = ip(T7) +Te 7+ F(B,v1).

—

. For each multi-scalar equation @-Y + & - B+ &-TY = T3 in Gy with proof (m,0) check

that

-, -

S(@) ed+7 e(B)+& oTd=vp(Tz) + Fluy,m) + G et

. For each quadratic equation @ - i+ 7 - b+ 7 I'y =t in Zp with proof (7,6) check that

—,

J(@) ed +7 eiy(b)+ & oTd = in(t) + Fluy, ) + F(0,v1).

Theorem 15 The protocol is a NIWI proof with perfect completeness, perfect soundness and com-
posable witness-indistinguishability for satisfiability of a set of equations over a bilinear group where
the SXDH problem is hard.

Proof. Perfect completeness follows from Theorem 6. Perfect soundness follows from Theorem
7 since the p o ¢ maps are identity maps on Zp,G1,G2 and Gp. The SXDH assumption gives
us that the two types of common reference strings are computationally indistinguishable. On a
witness-indistinguishability string, the commitments are perfectly hiding and we get perfect witness-
indistinguishability from Theorems 8 and 9. g
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Assumption: SXDH Gi1 | Gy | Zp
Variables = € Zp, X € Gy 2 0 0
Variables y € Zp,Y € Ga 0 2 0
Pairing product equations 4 4 0
- Linear equation: A-Y=tr 2 0 0
- Linear equation: X -B= tr 0 2 0
Multi-scalar multiplication equations in G1 | 2 4 0
- Linear equation: A-§ =T 1 0| O
- Linear equation: X-b=T 0 0 2
Multi-scalar multiplication equations in Gy | 4 2 0
- Linear equation: a - V=" 0 0 2
- Linear equation: & - B="T, 0 1 0
Quadratic equations in Zp 2 2 0
- Linear equation: @ -y =1 0 0 1
- Linear equation: & - b=t 0 0 1

Table 3: Cost of each variable and equation measured in elements from G, G2 and Zp.

Size. The modules we work in are B; = G% and By = G3, so each element in a module consists of
two group elements from respectively G; and Ga. Table 3 lists the cost of all the different types of
equations.

10 Instantiation based on the DLIN assumption

Setup. Let Gprin be a generator of a bilinear group (p,G,Gr,e,P). The decisional lin-
ear assumption (DLIN) introduced by Boneh, Boyen and Shacham [BBS04] states that given
(aP, BP,raP,spP,tP) for random «, 3,7, s it is hard to tell whether ¢t = r + s or ¢ is random.

Definition 16 (DLIN assumption) The decisional linear assumption holds for Gprin if for all
non-uniform polynomial time A we have

Prlgk « GpLin(1F); o, B, 7,5 < Ly : A(gk,aP, BP,raP,spP,(r + s)P) = 1]
~ Prlgk < GpLin(1F); 0, B, 7, 5,1 Zy : A(gk,aP, BP,raP,sfP,tP) = 1].

Statements. The setup gk = (p,G,Gr,e, P) describes three Zp-modules Zp, G and Gp. A
statement will consist of a set of equations, which can include quadratic equations in Zp, multi-
scalar multiplication equations in GG and pairing product equations. The equations are over variables
1y Tm € Zp and YVy,...,Vp € G.

Pairing product equations: Using our framework, this corresponds to R = Zp, A1 = G, Az =
G,Ar = Gp, f(z,y) = e(z,y), and equations of the form (.,I )7)(37 : I‘:)j) =tr.

Multi-scalar multiplication in G: Using our framework, this corresponds to R = Zp, A1 =
In, Ay =G, Ar =G, f(x,Y) = Y, and equations of the form i-Y+7-B+Z-TY="T.

Quadratic equations: Using our framework, this corresponds to R = Zp, A1 = Zp, Ay =
Ly, AT = Zyp, f(x,y) = zy mod p, and equations of the form & - b+ 7 -TF =t
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We will construct NIWI proofs for the language L that consists of statements with pairing product
equation, multi-scalar multiplication equations and quadratic equations for which there is a choice
of &, ) satisfying all equations simultaneously.

Commitments. We will now describe how to commit to elements in Zp and G. The commitments
will belong to the Zy-module B = G? formed by entry-wise addition. The commitment key is of
the form

up = (U,0,P) = (aP,0,P) ug == (0, V,P) =(0,B6P,P) uz = (Wi, W, Whs),

where a, 8 < Zy,. The vector uz can be chosen as either uz := ruj+sug or uz := ru;+suz— (0,0,P)
giving a binding key or a hiding key, respectively. The DLIN assumption says it is hard to tell
whether three elements rif, sV, tP have the property that ¢ = r + s, which implies that the two
types of commitment keys are computationally indistinguishable.

For committing to ) € G using randomness (s1, sg2, $3) Z% we define

3
1 1 o
uZ2):=(0,0,2) p(Z21, 29, 23) 1= 23 — 521 — EZQ giving us ¢ := (Y) + Z Sill;.
i=1

On a binding key we have po. is the identity map and p(u1) = p(u2) = p(us) = O so the commitment
is perfectly binding, and in fact ¢ = ((s1 + rs3)U, (s2 + ss3)V, (s1 + s2 + (r+ s)s3)P + ) is a linear
encryption [BBS04] of Y with p being the decryption algorithm. On a hiding key wj,ug,us are
linearly independent so they form a basis for B = G® and therefore +(G) C (uj,us,us) so the
commitment scheme is perfectly hiding. The commitment scheme described here coincides with the
scheme of Waters [Wat06]. We note that the different, and less efficient, commitment scheme of
Groth [Gro06] can be similarly described in our language of modules.

To commit to a scalar x € Zp we define v := uz + (O, O, P) and using randomness 71,72 € Zp
let

1 1
J(2) == zu P (1P, 20P, 23P) i= 23 — —21 — BZQ giving us ¢ := xu + riuy + rous.
a
On a binding key, p’ o ¢/ is the identity map on Zp and p'(u1) = p/(uz) = 0 so the commitment
c=((r1 +rz)U,(ro+ sx)V, (r1 + ro + x(r + s))P + «P) is perfectly binding. On a hiding key, we
have that u = ru; + sug so /(Zp) C (u1, uz) and the commitment scheme is perfectly hiding.

Common reference string. The common reference string is of the form (u1,ug,u3), which im-
plicitly defines maps ¢, p,:/, p’ and commitment schemes in B = G2 as described above.

We use the module By := G% with addition corresponding to entry-wise multiplication. We use
two different bilinear maps F, F. The map F:@BxG— G9T is defined as follows:

N Xy i e(X1, V1) e(X1,)2) e(X1,)s)
F:o(l & |, Yo |)=| e(X2,)1) e(Xo,)2) e(As,)s)
X3 V3 e(X3, V1) e(A3,)2) e(A3,)3)

The symmetric map F' is defined by
1~ 1~
We use the notation ® and e when using F' and F, respectively, as the underlying bilinear maps
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Pairing product equations. For pairing product equations we define

1 11
tp(z)=1 1 1 1
11 2

211 212 %13 11 11\ a 11\
pr(| 221 222 73 |) = 233205% 23 <231211a 221B> <232Z12a 222B> :
231 232 %233
The map pr corresponds to first decrypting down the columns using the decryption key «, 3 for the
linear encryption scheme [BNBSO4] and then decrypting along the resulting row. We note that procp
is the identity map. Both I and F satisfy the two commutative properties in Figure 2.

Some computation shows that the nine elements F'(u;, u;) are linearly independent in the witness-
indistinguishability setting. This implies that @ ® Hu only has the trivial solution where H is the
3 x 3 matrix with O-entries. On the other hand, the map F' has non-trivial solutions to # e Hu
corresponding to the identities F'(u;, u;) = F(uj, u;). Some computation shows that the matrices

0 10
H=(-100 H, =
0 00

0
0
-1

0 0 1 0 0
0 00 Hs;=10 1
-1 0 0 0 0
form a basis for the matrices H such that u e Hiu = 0. Since these matrices are fixed, we do not
need to define them explicitly in the common reference string.

Multi-scalar multiplication equations. We will now look at the case of multi-scalar multipli-
cation in GG. We define

ir(2) = F(/(1),u(2)) = F(u,(0,0,2))  ir(2):=F(/(1),u(2)) = F(u, (0,0, Z))

pr(z) = pr(z) == e L(pr(2)) where e e(P, 2)) = 2.

In the soundness setting pp o tp and pr o ip are the identity maps on G. Nﬁ satisfies the
two commutative properties, since by the linear and bilinear properties give F(i/(x),:(Y)) =
F(/(1),((2Y)) = tr(xY) and p'(21P, 2P, 23P)p(V1, Vo, V3) = (w3 — 221 — 2) (V3 — 2 V1 — 5D2) =

pr(F((x1P, 2P, x3P), (M1, V2, V3)). F also satisfies the two commutative properties, since the bilin-
carity gives us F(/'(z),(Y)) = F(/'(1), u(xY)) = ir(2Y) and p'(2)p(y) = 50/ (2)p(y) + 30/ (y)p(z) =
3br(F(x,y)) + 5pr(F(y, 2)) = pr(F(z,y)).

Quadratic equations. Finally, we have the case of quadratic equations in Z,. We define

Tp(2) = F(/(1),/(2)  p(z) = F(/(1),0(2))  Pp(2) = logeep p) (pr(2))-

On a soundness string p/. o o/ and p/ o ¢/ are the identity maps on Zp.

F satisfies the commutative properties from Figure 2, since by the linear and bilinear prop-
erties F'(//(x),/(y)) = F(/(1),¢(zy)) = ir(zy) and p'(a1P,22P, x3P)p' (1P, y2 P, ysP) = (w3 —

Loy — La)(ys — 2u1 — Su2) = pr(F((@1P, 22P, 23P), (1P, y2P,ysP)). F also satisfies the two
commutative properties, since the bilinearity gives us F(¢/(x),!(y)) = F(/(1),/(zy)) = tr(xy) and

P ()P (y) = 30/ (@) (y) + L' ()P () = 305 (Fz,y)) + 305 (F(y,2)) = plr(F (2, ).

31



NIWI proof. Having described the modules, maps and matrices that are implicitly given by the
common reference string above, we are now ready to give the full NIWI proof.

Setup: gk := (p,G,Gr,e,P) + QDLIN(lk).

Soundness string: On input gk retwrn o := (uj,u2,u3), where vy = (aP,O,P),us =
(0, BP,P),uz = ruy + sup for random «, 8 <= Z;, and r, s < Zp.

Witness-indistinguishability string: On input gk return o := (uj,u2,u3), where u; =
(aP,0,P),uz = (O, BP,P),us = rus + suz — (0, O, P) for random «, 8 - Zy, and 1, s < Zp.

Prover: For notational convenience let ¥ = (uj,u2). On input gk,o, a set of equations and a
witness &, ) do:

1. Commit to the scalars ¥ € Z[ and the group elements Ve G as
¢:= /(&) + RV d:= )+ Si

for randomly chosen R < Mat,,x2(Zp), S < Maty,x3(Zp).

2. For each pairing product equation (A - Y)(Y - T'Y) = tr make a proof as described in
Section 6.3 using the symmetric map F' and random 71, 72,73 < Zp.

3
¢:=STuA) + ST +T () + 8T TSa+ Y riHia.
i=1

For each linear equation A-Y = tr we use the asymmetric map F following Section 6.2
to get the proof
7=0 0 :=STu(A).

The reason we use the asymmetric F for the linear equation is that there are no non-
trivial matrices H such that # ¢ H# = 0, which simplifies the proof. Observe that
6= L(ST./T) = STL(/T) and, conversely, p(g) =STAis easily computable in this special
setting, since ¢(A) = (O, 0, A). We can therefore just reveal the proof ¢ := p(6) = ST A,
which consists of only three group elements.

3. For each multi-scalar multiplication equation @ - V+& -B+7-TY = T we use the
symmetric map F and as in Section 6.3 let R’ be R with an appended 0-row. The proof
is for random 71, 72,73 < Zp:

3
¢ :=(R)"u(B)+ (R) Tu(Y) + ST (@) + STTT/ (@) + (R)TTSi+ Y riHiil.

i=1
For each linear equation @ - Y =T we use the asymmetric map F to get the proof
=0 0:= ST/ (a).

It suffices to reveal the value gi_; = STG. Since 6 determines qg uniquely, this does not com-
promise the perfect witness-indistinguishability we have on witness-indistinguishability
strings. The verifier can compute § = ¢/(¢). The proof now consists of only 3 elements
in Zp.
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Verifier:

1.

2.

3.

For each linear equation Z- B =7 we use F to get the proof

—,

7:=R"u(B) 0 =0.

We can use q? — R B as the proof, since it allows the verifier to compute 7 = t(¢p). The
proof therefore consists of only 2 group elements.

. For each quadratic equation & - b+ -T%=tin Zp we use the symmetric map F. The

matrix H| = < 0 1 ) generates all H such that ¢ e H¥. The proof is for random

-10
] < Zp:
¢:=R/(b)+ R (T +T")/(z) + R'TRT + ri H17.

For each linear equation & - b =t we use the asymmetric map F to get the proof 7 :=
RT/(b). Tt suffices to reveal just ¢ = R'b, from which the verifier can compute # = /().

On input (gk, o), a set of equations and a proof ¢, d. {ﬁgz}fL do:

For each pairing product equation (A - Y)(Y - TY) = tp with proof & check that
W(A)oed+deld=up(tr) +ded.

For each linear equation A-Y = tr with proof gg check

UA) & d = uvp(tr) + o

S

)e .
For each multi-scalar multiplication @Y + 7 - B+ 7-TY =T with proof qg check that
V(@ ed+ceuB)+ceTd=ip(T)+ e
For each linear equation a - YV =T with proof qg check
(@) s d=ip(T)+/(¢) v .
For each linear equation & - B =T with proof 5 check
&% uB) = in(T) + 7% ).
For each quadratic equation I - b+ 7 -TF=tin Zp with proof qg check that
Col(b)+ColC=ip(t)+Teg.
For each linear equation & - b =t with proof qy check

ge /(b) = ip(t) + 7% /().

Theorem 17 The protocol is a NIWI proof with perfect completeness, perfect soundness and com-
posable witness-indistinguishability for satisfiability of a set of equations over a bilinear group where
the DLIN problem is hard.

Proof. Perfect completeness follows from Theorem 6. Perfect soundness follows from Theorems
7 and 10 since the p o« maps are identity maps on Zp, G and G7. The DLIN assumption gives
us that the two types of common reference strings are computationally indistinguishable. On a
witness-indistinguishability string, the commitments are perfectly hiding and we get perfect witness-
indistinguishability from Theorems 8 and 9. g
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Assumption: DLIN
Variables x € Zp,Y € G
Pairing product equations

N
°

- Linear equation: .,AT . )7 =tr
Multi-scalar multiplication equations
- Linear equation: @-Y =T

- Linear equation: I - B=T
Quadratic equations in Zp

O OO O w oW
N OO WO O OO

- Linear equation: &-b=1

Table 4: Cost of each variable and equation measured in elements from Z, and G.

Size. The module we work in is B = G3, so each element in the module consists of three group
elements from G. In some of the linear equations, we can compute p(¢) efficiently and we have
t(p(¢#)) = ¢, which gives us shorter proofs. Figure 4 list the cost of all the different types of

equations.

11 Zero-knowledge

We will now show