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Abstract. In this note, we present a 2nd-preimage attack on AURORA-
512, which is one of the candidates for SHA-3. Our attack can generate
2nd-preimages of any given message, in particular, the attack complex-
ity becomes optimal when the message length is 9 blocks or more. In
such a case, the attack complexity is approximately 22°° AURORA-512
operations, which is less than the brute force attack on AURORA-512,
namely, 2°12710829 ~ 9508  Qur attack exploits some weakness in the
mode of operation.
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1 Description of AURORA-512

We briefly describe the specification of AURORA-512. Please refer to Ref. [1] for
details. An input message is padded to be a multiple of 512 bits by the standard
MD message padding, then, the padded message is divided into 512-bit message
blocks (Mo, Ml, ey MNfl).

In AURORA-512, compression functions Fy, : {0, 1}2°6 x {0,1}512 — {0,1}256
and Gy, : {0,1}?°¢ x {0,1}°'2 — {0,1}?3%, two permutations M F : {0,1}51% —
{0,1}%12 and MFF : {0,1}%'2 — {0,1}%12) and two initial 256-bit chaining
values HY and HP are defined!.

The algorithm to compute a hash value is as follows.

1. for k=0to N —1{
2 HY. | — F,(HY, My).

3 H;?+1<—Gk(HkD,Mk)

4 If kmod 8 =7 {

D. temp <—H,[€]+1||H,?+l
6. HY ||HP,, < MF(temp).
7. }

8.}

9. Output MFF(HY||HE).

b Fy and F are identical if k¥ = k'mod 8. G and G4 also follow the same rule.



2 Attack Description

Our attack can generate 2nd-preimages of any given message, in particular, the
attack complexity becomes optimal when the message length is 9 blocks or more,
in which case it is approximately 22°° AURORA-512 operations. Strictly speak-
ing, the attack complexity depends on the output distribution of the compression
function. We first assume that the output distribution is perfectly balanced, then
discuss other cases later.

The attack procedure for a 9-block message Xo||X1||--- || Xs is as follows.
The attack is also illustrated in Fig. 1
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Fig. 1. 2nd-preimage construction for a 9-block message in AURORA-512

1. Compute a hash value of the given message. Let TV and TP be HY and HY
for the given message, respectively.

2. Choose an My and compute HY « Fy(HY, My). Repeat this computation
with changing My until a 232-collision of HY is obtained.

3. Following the first block, we apply the Joux’s attack [2] to M; through M.
In total, we obtain a 232*7 = 2224_collision of HY .

4. Compute HY « Fy(HY, My) for 2288 (= 2256 . 232) (ifferent Mys. If the
output distribution of F7 is perfectly balanced with respect to M7, namely,
the output distribution of F;(HY,-) is balanced, we obtain 232-collisions
for all possible values of HY. Therefore, we obtain a 232-collision of My
that maps HY to TY. Consequently, we obtain 22°6(= 2224 . 232) messages
My|| M| - - - | M7 that produce TY.

5. Compute HP |, — Gp(HP, My),0 < k < 7 for all M| Ml|---||Mr ob-
tained at Step 4. Since we have 2259 different choices, we expect that one of
them will match TP. Let M| M;y] ---||M3 be the matched message, then,
M| M| - - - || M3*]| Xs is a second preimage of the given message.



2.1 Complexity evaluation

At Steps 2 and 3, if we try 2288(= 2256.232) different M}, for each block, we obtain
a 232-collision due to the pigeonhole principle. The time complexity is at most
7-2288 [} operations and the success probability is 1. Step 4 costs exactly 2288
Fy-operations if the output distribution of Fy(HY , ) is perfectly balanced. Step 5
costs 8 - 2256 G-operations. Therefore, the total time complexity of this attack
is 72288 1 9288 1 8.9256 ~ 9291 [ or (G-operations, which is approximately
2290 AURORA-512 operations.
At Steps 2 and 3, we need to prepare 2288 x 512 bits of memory.

2.2 Remarks on output distribution

At Steps 2 and 3, we need only one 232-collision. Therefore, the attack complexity
becomes less if the distribution is not balanced. At Step 4, we need one 232-
collision that produces TV . If the distribution is not balanced and T is produced
more frequently than other values, the complexity becomes less. However, if Ty is
not produced as much as other values, 2288 trials may not be enough to produce a
desired 232-collision. In such a case, one solution is simply trying more messages
until we obtain a 232-collision. Another solution is keeping other multi-collisions
of HY at Step 3, and start to compute Fy by replacing the value of HY.

3 Conclusion

In this note, we presented a 2nd-preimage attack on AURORA-512 with a com-
plexity of 2290, Our attack exploits the weakness in the mode of operation and
efficiently finds a 2nd-preimage by generating many multi-collisions. We note
that a collision attack is also presented at Ref. [3].
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