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Abstract. Recently, Dario Fiore and Rosario Gennaro proposed the
IB-KA protocol, which was inspired by MQV protocol. They provide a
full proof of security of IB-KA protocol using techniques developed by
Krawczyk in the Canetti-Krawczyk model. They designed the IB-KA
protocol with some security properties such as perfect forward secrecy,
reflection attack resilience, and key compromise impersonation resilience.
But they didn’t consider ephemeral key compromise problem in the de-
sign of IB-KA protocol, and made no analysis whether the IB-KA pro-
tocol can resist ephemeral key compromise attacks. In this paper, we
present ephemeral key compromise attack on the the IB-KA protocol.
Our work shows that the IB-KA protocol is designed without ephemeral
key compromise resilience.
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1 Introduction

Ephemeral key compromise (EKC) resilience was first proposed by Krawczyk [1]
in 2005. Krawczyk point out that Many applications may boost protocol per-
formance by pre-computing ephemeral pair (z, g*) for later use in the protocol,
and these stored pairs are more vulnerable to leakage than static private key. In
2007, LaMacchia, Lauter and Mityagin [2] added Ephemeral key reveal query in
the extended Canetti-Krawczyk (eCK) model, which was based on the Canetti-
Krawczyk model [3]. Their motivation to include revelations of ephemeral keys
in the model comes from practical (i.e. engineering) considerations and scenarios
such as active adversarial attacks or compromise of the random number gener-
ator (RNG) used by one of the parties. In the eCK model, the adversary can
make reveal queries on the test session according to the freshness definition, and
reveal both ephemeral private keys, both static keys, or one of each from the
two different parties. Based on these reasons, it seems to be reasonable to put
more emphasis on the EKC resilience.

In recent, Fiore D and Gennaro R proposed a new identity based key agree-
ment protocol, called IB-KA protocol [4], which was inspired by MQV protocol
[5,6]. They provided a full proof of security in the Canetti-Krawczyk model [3].



But they didn’t consider ephemeral key compromise problem in the design of
IB-KA protocol, and made no analysis whether the IB-KA protocol can resist
ephemeral key compromise attacks. In this paper, we will show that their pro-
tocol cannot resist ephemeral key compromise attack.

The rest of this paper is organized as follows. In Section 2 we introduce
preliminaries used in this paper. In Section 3 we review the IB-KA protocol. In
section 4 we present an attack on the IB-KA protocol. In the final section, we
conclude this paper.

2 Preliminaries

Let p and ¢ be primes, where g|p—1. Let G =< g > be a multiplicative subgroup
of Z;, of prime order q.

— Computational Diffie-Hellman (CDH) Problem: Given U = g%,V =
9" € G, where u, v were drawn at random from Z,, compute W = g% € G,
such that CDH(U,V) = W. That is, compute g% = ¢“¥ mod p.

— Decisional Diffie-Hellman (DDH) Problem: Given U = g*,V = ¢*, W =
g" € G, where u, v, w were drawn at random from Z,, determine whether
DDH(U,V,W) = 1 or not. That is, determine whether w = wv mod ¢ or
not.

— Gap Diffie-Hellman (GDH) Problem: Given U = ¢,V = ¢” € G,
where u, v were drawn at random from Z,, as well as an oracle that solves
the DDH problem on G, compute g* = g*¥ mod p.

We say that G satisfies the GDH assumption if no feasible adversary can
solve the GDH problem with non-negligible probability.

3 Review of the IB-KA Protocol

In this section, we briefly review the IB-KA protocol. For more details about the
IB-KA protocol, refer to [4].

Protocol setup.

The Key Generation Center (KGC) chooses a group G of prime order ¢, a random
generator g € G and two hash functions Hy : {0,1}* — Z, and Hy : Zy X Zy —
{0,1}!. Then it picks a random x € Z, and sets y = ¢®. Finally the KGC
outputs the public parameters (G, g,y, H1, H2) and keeps the master secret key
x for itself.

Key Derivation.

A user with identity ID receives, as its secret key, a Schnorr’s signature of the
message m = I D under public key y. More specifically, the KGC after verifying
the user’s identity, creates the associated secret key as follows. First it picks a



random k£ € Z; and sets r;p = gk. Then it uses the master secret key x to
compute s;p =k + Hi(ID;rp)x. (rip,srp) is the secret key returned to the
user. The user can verify the correctness of its secret key by using the public key
y and checking the equation ¢°/° = rpyr(IP:71p),

In the IB-KA protocol, two parties A and B perform the following steps.

Stepl: Party A selects t4 € Z, randomly, computes uy = g'4, then sends
(A,ra,ua) to party B.

Step2: Upon receiving the message (A,7ra,ua), party B selects tg € Z,
randomly, computes ug = g*#, and sends (B,rg,up) to party A. Then party B
computes the session key Z = Ha (21, 22), where 21 = (uArAyHl(A’TA))tB+SB and
zZ9 = ’U,ff .

Step3: Upon receiving the message (B, rp,up), party A computes the session
key Z = Hy(z1, 22), where z; = (uBTByHl(B””B))tAJFSA and zo = ug‘.

4 Analysis of the IB-KA Protocol

In this section, we present EKC attack on the IB-KA protocol. In fact, if the
adversary can learn the ephemeral private key ¢ 4 or tp, he will mount the attack
successfully and generate the same session key as party A or party B. The
adversary F can carry out his attack as follows:

Stepl: Party A selects t4 € Z, randomly, computes ug = g'4, then sends
(A,r4,ua) to party B.

Step2: The adversary F intercepts the message (A4,74,u4). Then E chooses
tg € Z,; and computes up = g%. Finally, he impersonates party B to send the
message (B,rp,u};) to party A.

Step3: Upon receiving the message (B, rp, ul), party A computes the session
key Z = Hy (21, 22), where z; = (uiyrgy™(Bre))tatsa and zy = (uf)!4.

Since we assume the adversary can get t 4, the adversary can learn —t 4 easily.
Then he can compute z1, 2o as

gtEtA (gSA)tE I gtEtAgtESA - (gtE)tA-‘rSA — (Z:%gSB)tA-‘rSA — (u*BgsB)tA"l‘SA -
(u*BrByHl(B,TB))tA+SA =2
giBta(gem) Tt = gipta—smia = (gipmsp)ia = (L2 )4 = (up)A = 2
It means that the adversary F can generate the same session key as party A.
So we have successfully launched this attack on the IB-KA protocol. The attack
to party B can mount similarly.

5 Conclusion

Since EKC problem was pointed out by Krawczyk in 2005, there are many proto-
cols designed with EKC resilience. However, there are still some protocols with-
out ECK resilience. In this paper, we analyze the IB-KA protocol and show that
the IB-KA protocol proved secure in the Canetti-Krawczyk using Krawczyk’s
method cannot resist EKC attack.
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