Golden Fish: An Intelligent Stream Cipher Fuse Memory Modules
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Abstract

In this paper, we use a high-order iterated function
generated by block cipher as the nonlinear filter to
improve the security of stream cipher. Moreover, by
combining the published rounds function in block
cipher and OFB as the nonlinear functional mode with
an extra memory module, we enable to control the
nonlinear complexity of the design. This new approach
fuses the block cipher operation mode with two
memory modules in one stream cipher. The security of
this design is proven by the both periodic and
nonlinear evaluation. The periods of this structure is
guaranteed by the traditional Linear Feedback Shift
Register design and the security of nonlinear
characteristic is demonstrated by block cipher
algorithm design itself, which is remarkably safer than
the previous designs of stream cipher. We also can find
such design style at SHA3.
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Cipher Modes as Stream Cipher, Memory Modules

1. Introduction

Recently, the area of symmetric key encryption is
very active due to growing importance of both
academic research and industrial applications. iBesp
of the standardization efforts (like AES [1], NEEJP]
and CRYPTREC [3]) on the governmental controls
over export of cryptography, stream cipher is seldo
studied in public. The main idea of this paperads t
replace the nonlinear function in stream ciphersaby
equivalent operation mode in block cipher.

Furthermore, we can intelligent design the ciphers
according to different network environments [4-BJ.
order to demonstrate our approach, we construct a
simple synchronous stream cipher, which provides a
significant flexibility for hardware implementatisn
with many desirable cryptographic advantages. The
security of the encryption and decryption are based
the computational complexity, which is demonstrated
by AES and NESSIE competition recently, where all
the finalists fall into the category “no attack or
weakness demonstrated”, in which people can go for
the simplest, and most elegant design comparing an
more complicate and non-transparent one. To
implement the idea above, we take output feedback
mode (OFB) of the block cipher as the nonlineaeffil

in stream cipher design. The rest part of this papas
follows: Section 2 describes the typical structof¢he
block and stream cipher. A simple security proof is
given for the new structure of stream cipher iregpipby
operation mode of block cipher afterwards. SecBon
summarizes the current results on the design based
information theory.

2. The Sketch Design: Fusing Block Cipher
into Seam Cipher

One important approach is developed in the legal
area at almost the same time when cipher Rijndael i
chosen as the AES, which produce the portfolios of
primitives recommended for 1SO standards such as
NESSIE or E-government. Since 2000, NIST has been
making an effort for selection of modes of opematio
for block ciphers. The nonlinear feedback regisser



another interesting direction on the research refast
cipher design, which we will not discuss in thippa

2.1 The typical structure of classical stream
cipher

A typical stream cipher is incorporated by theestat
transition function computing a new state from the
previous one, and the filter producing the outpates
The state transition function is generated by augrof
Linear Feedback Shift Register§ LFSR) , and the
filter is generated nonlinearly by sorts of methsdsh
as SBox, bent function, or some other combination
flexibility functions (see Fig. 1 .
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Figure 1. The typical stream cipher model

Current art on stream ciphers is less stable timan o
block ciphers, due to large variety of construction
such as the difference between two basic models SP
(a stream ciphers) and Feistel cipher (a blockeph
In the area of the stream ciphers, Kasumi[6] predid
typical ciphers, which is a modification of a block
cipher MISTY[7], as complementary standard A5/3 for
3GPP cellular phones in addition to the weak
algorithms A5/1 and A5/2 used previously[8]. Tresfd
the stream ciphers’ design turns into blockwiseeastr
ciphers (i.e. output a block of bits, either onaebgr
32-bits instead of a single bit), such as RC4, SNOW
2.0[9]. Stream cipher with part of structure frotodk
cipher like round functions can intermix with more
traditional LFSR-like structure such as MUGI [10].

2.2 A note to modes of block cipher operating
as stream cipher

With the development of design and analysis of
block cipher, there are many stream ciphers adgptin
the techniques from block ciphers such as Cipher

Feedback mode (CFB mode) and Output Feedback

Mode (OFB mode), which are two typical types of

synchronizing block cipher modes and are used as

iterated nonlinear function, of which the secutéyel
is determined by the block and key size of bloghter

(at least 128bit in this study). The cipher feedkbac
mode, CFB, follows the second basic approach, namel
an achievement of a variant of the one-time key
encryption mechanism: the required pseudo-random
cipher key stream is generated by the block enicnypt
(an encryption algorithm) of the underlying block
cipher, without employing the corresponding
decryption algorithm. Thus, this mode cannot beduse
in an asymmetric block cipher. Basically, the ciphe
key stream is extracted from the outputs of theclblo
cipher encryption whose inputs come from feedbdck o
the ciphertext stream.

The collision of CFB mode is found with
probability of 1/2' if last clock’s ciphertext is same,
wheres is the block size antlis the feedback size of
CFB mode, which implies that under the ciphertext
attack there are many same cipher chains in the
ciphertext, and the cryptographic system can be
recovered accordingly. Thus, CFB mode is not
recommended as a nonlinear part of stream ciphar or
key stream generator. On the contrary, OFB modmas
entire key stream of block cipher can be used as a
feedback of the shift register, which can work as a
high-order iterated nonlinear pseudorandom generato
Although CTR mode can convey block cipher to
stream cipher as well, it suffers from the losskef

I\]nformation and thus the generated string is out of

control.

2.3 The new art of design inspired by OFB
mode of block cipher

There are typical designs used technologies both
for stream and block cipher. Some eSTREAM
candidates and MUGI utilized arts of block cipher i
stream cipher design as well. We summarize these
designs in Table 1, showing that only SP structsre
embedded in stream cipher.

Table 1.Updated Design of Stream Cipher

Algorithm Stream cipher Block Cipher
Trivium NFSR Design Principle
Sosemanuk Snow2.0 Serpent

LEX No AES

MUGI No AES

The OFB mode of block cipher can be used as
nonlinear function in stream cipher, which is amoth



type of iterated structure based on simple round
function of block cipher. The linear function moewdf

instead of KeelLog. In this demonstration, we ormné t
details of each module.

the design adopts the uploadable and downloadable n

LFSRs, with the period of"2l. This memory module
M, depends on both LFSR and OFB mode of block
cipher (Fig. 2).

In Fig.2 we demonstrate the new architecture of
stream cipher, where ;Mmodules are the memory

3. Conclusion

With the development of eSTREAM, the design and
analysis of stream cipher attract more public’sraton.
Especially, the fuse of both high-order iteratedction

designs, a store cells organized by some functionsand memory modules tend to be one of the maindutur

related to the last output's state, B module idatib
cipher's OFB mode, and P module is the plaintext
stream. The cipher stream is generated by keyrstrea
added the plain stream directly over thE(& ). The
key stream can be formularized as:

K(X) = B(F(M(x))), wherexe GF(2",

FU

Figure2: Golden Fish: stream cipher fused with the
block cipher design
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Here, all the operations are accorded to bytewise
technology. Function F denotes one of the LFSR’s
feedback n-order primitive polynomial, of which the
hardware implementation is uploadable and down-
loadable, with the periods at leastl2 The value of n
should choose as the times of minimum (CUP, OS),
which usually as multi-32 or multi-64. The design

model is against previous analysis, such as Linear

attack [11,12,13], Differential attack [14,15],
Differential linear Crypt analysis, Side-Channel
Cryptanalysis and Fault Analysis [16,17,18] etc.
Function B is the OFB mode of a block cipher, where
the round number is determined by the secure

designs of stream cipher. In this study, we shaat ¢h
design implementing the OFB mode of block cipher
does improve the security of the cipher, despite of
increasing the operation time cost in iterative
transformation. Indeed, security trades off the
efficiency for current algorithm. Practically, thock
cipher is applied as nonlinear function, as an egoo
method to promote the security. Furthermore, the
realization of modules M Module B and LFSR is
highly flexible and transformable. For instanceating

the reversible block cipher as the nonlinear funrctf
stream cipher could be another useful design in low
layers of wireless networks as well as Internetthear
hardware implementation can merge block cipher in
stream cipher directly and increases speed oftthara
cipher accordingly. In of SHA3, the mode2
shows the M=2circles memory while the model is the
Mo,=1circle. The M is implemented as the compression
function of ¢ Every part of golden fish can be
achieved as intelligent level becausg M,, LFSR and

B are designed to highly changeable, flexible and
transformable. We can find that LFSR is used as
Constant generator in of SHAS. Furthermore, the
seamless connection of every part is a very difficu
project. Maybe we name it asstream cipher hopping
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