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Abstract

The general Huff curves which contains Huff’s model as a special
case is introduced in this paper. It is shown that every elliptic curve
with three points of order 2 is isomorphic to a general Huff curve. Some
fast explicit formulae for general Huff curves in projective coordinates
are presented. These explicit formulae for addition and doubling are
almost as fast as they are for the Huff curves in [9]. Finally, the
number of isomorphism classes of general Huff curves defined over a
finite field is enumerated.

Keywords: elliptic curve, Huff curve, isomorphism classes, scalar multi-
plication, cryptography

1 Introduction

The elliptic curve cryptosystem was independently proposed by Koblitz [10]
and Miller [12] which relies on the difficulty of discrete logarithmic problem in
the group of rational points on an elliptic curve. One of the main operations
and challenges in elliptic curve cryptosystems is the scalar multiplication.
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The speed of scalar multiplication plays an important role in the efficiency
of the whole system. Elliptic curves can be represented in different forms.
To obtain faster scalar multiplications, various forms of elliptic curves have
been extensively studied in the last two decades. Some important elliptic
curve families include Jacobi intersections, Edward curves, Jacobi quartics,
Hessian curves etc.. Details of previous works can be found in [1, 3, 9.
Recently, Joye, Tibouchi, and Vergnaud [9] revisit a model for elliptic curves
over Q introduced by Huff [8] in 1948. They presented fast explicit formulae
for point addition and doubling on Huff curves. They also addresses in [9]
the problem of the efficient evaluation of pairings over Huff curves such as
completeness and independence of the curve parameters.

In order to study the elliptic curve cryptosystem, one need first to answer
how many curves there are up to isomorphism, because two isomorphic ellip-
tic curves are the same in the point of cryptographic view. So it is natural to
count the isomorphism classes of some kinds of elliptic curves. Some formu-
lae about counting the number of the isomorphism classes of general elliptic
curves over a finite field can be found in literatures, such as [6, 11, 13, 14].

In this paper, the general Huff curves z(ay* — 1) = y(bz? — 1) which
contains Huff curves ax(y? — 1) = by(x? — 1) as a special case is introduced.
We show that every elliptic curve with three points of order 2 is isomorphic
to a general Huff curve. Some fast explicit formulae for general Huff curves
in projective coordinates are presented. These explicit formulae for addition
and doubling are almost as fast in the general case as they are for the Huff
curves. Finally, the number of isomorphism classes of general Huff curves
and Huff curves defined over a finite field is enumerated.

Throughout this paper, K will be a filed and I, a finite field with ¢
elements. The algebraic closure of K is denoted by K.

2 General Huff curves

In [9], Joye, Tibouchi, and Vergnaud developed an elliptic curve model intro-
duced by Huff [8] in 1948 to study a diophantine problem. The Huff’s model
for elliptic curves is given by the equation azx(y* — 1) = by(x? — 1). They
also presented addition formula on Huff curves. Using (0,0, 1) as the neutral
element, the addition formula was given by

(x1 4+ 22)(1 + z122) (Y1 + y2) (1 + 2122) )
(1 + z122)(1 — 3132)” (1 — 2122) (1 + y192)

(z1,91) + (22, 72) = (

2



in affine coordinates. Moreover, this addition law is unified, that is, it can be
used to double a point. Actually, curve families ax(y* — 1) = by(z* — 1) are
included in curve families z(ay?—1) = y(bx? —1). We call the curve with the
equation z(ay®—1) = y(bx? — 1) the general Huff curve. For the general Huff
curve Hyp : z(ay* —1) = y(bz* — 1), if a = p* and b = v? are square elements
of the field K, and let 2/ = va and 3 = py, then px'(y? — 1) = vy/(z? — 1).
That is, curve families az(y* — 1) = by(z* — 1) are part of curve families
z(ay? — 1) = y(bz? — 1) with a,b are square elements of the field K. Note
that H,p : z(ay® — 1) = y(bz? — 1) is a smooth elliptic curve if ab(a — b) # 0.
Let F(X,Y,Z) := aXY? — bX?Y — XZ% + Y72 then the Hessian of the
curve F(X,Y,Z) =01is

FXX FXY FXZ -bY (CLY—bX) A
H(F) = FYX Fyy FYZ =8 (aY—bX) aX -7 s
Fzx Fzy Fzz Z —Z (X -Y)

where F'yy is the second partial derivative of the polynomial F' with respect
to X and Y. Since the general Huff curve is smooth, the inflection points of
F' are the intersection points of F' and H(F'). Hence, it is clear that (0,0, 1)
is an inflection point and there is no inflection points with Z = 0.

Theorem 2.1. Let K be a field of characteristic # 2, and let a,b € K with
a # b. Then the curve

Hu,p: X(aY?—Z?) =Y (bX? - Z%)

1s 1somorphic to the elliptic curve

VAW = U(U + aW) (U + bW)
via the change of variables o(X,Y,Z) = (U, V,W), where

U=bX—-aY, V=(0b—a)Z, and W =Y - X.
The inverse change is (U, V,W) = (X,Y, Z), where
X=U+aW,Y=U+bW, and Z =V.

Proof. From U = bX —aY, V = (b—a)Z, and W =Y — X, we have

VAW = (b—a)*(Y = X)Z? and U(U +aW)(U+bW) = (b—a)*XY (bX —aY).
Therefore, V2W = U(U +aW)(U + bW ) since X (aY? — Z?) =Y (bX? — Z?).
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On the other hand, since V2W = U(U+aW)(U+bW), X = U+aW, Y =
U+bW, and Z = V, we have W = X—_Z/ and U = %. Therefore,

ZX(X—Y) = XY (aY —bX), that is, X (aY2— 22) = Y (bX?— Z2). Obviously,
the maps ¢ and ¢ are mutually inverse to each other. O]

For the affine edition, the general Huff curve z(ay* — 1) = y(bz? — 1)
is isomorphic to y?* = x(x + a)(z + b) over K. Tt was proposed in [7]
that an elliptic curve E over an algebraic number field K contains a copy
of Z/27 x 727 if and only if E admits one of the normal forms y? =
x(x — a)(z — b), where a,b € K and ab(a — b) # 0, and E over K contains
a copy of Z/27 x Z/AZ if and only if E admits one of the normal forms
y? = z(2? + 2(a® + 1)z + (a® — 1)?)), where a € K and a # 0,+1. Noting
that y? = z(2? +2(a* + Dz + (a*> = 1)?)) = z(z + (a + 1)*)(x + (a — 1)?), E
contains a copy of Z/27 x 7Z/AZ if and only if E admits one of the normal
forms y? = z(z + t*)(x + (¢t + 2)?), where t € K and t # 0,—1,—2. For

2
anya,beKwithagéb,letu:b andt:ba

—a —a u
# = b. Since y? = z(x + t*)(z + (¢t + 2)?) is isomorphic to (%)2 =
2
G+ (=
E contains a copy of Z/27Z x Z/4Z if and only if E is isomorphic over K to
a Huff curve az(y* — 1) = by(2* — 1). Therefore we give another proof of
Theorem 2 in [9]. Note that the j-invariant of the curve z(ay®*—1) = y(bz*—1)
. o (a® —ab+ b?)3
is 28
a’b?(a — b)?
(CL4 - a2b2 + b4)3
atbi(a? — b2)2

, then — = a and

)?), and then is isomorphic to y* = z(x+a?)(z+b?),

, and the j-invariant of the curve az(y*> — 1) = by(z> — 1)

is j = 28

2.1 Huff curves and twisted Jacobi intersections curves

Twisted Jacobi intersections elliptic curves were introduced in [5]. A twisted
Jacobi intersections elliptic curve over the field K is defined by the affine
equations au? 4+ v? = 1,bu?® + w? = 1 or by the projective equations aU? +
VZ = 72 bU? + W? = Z2 where a,b € K with ab(a —b) # 0. In [5],
it was shown that a twisted Jacobi intersections curve E, : au? + v? =
1, bu* + w? = 1 with ab(a — b) # 0 is a smooth curve and is isomorphic
to an elliptic curve y?> = z(x — a)(z — b) over K. However, every elliptic
curve over K having three K-rational points of order 2 is isomorphic to



a twisted Jacobi intersections curve. Since the general Huff curve H,; :
z(ay* — 1) = y(bz? — 1) is isomorphic to y* = z(x + a)(z + b) over K, the
general Huff curve H,; : z(ay? — 1) = y(bz* — 1) is isomorphic to a twisted
Jacobi intersections curve —au? +v% =1, —bu? +w? = 1. Especially, a Huff
curve ax(y? — 1) = by(z? — 1) is isomorphic to a twisted Jacobi intersections
curve —a’u®+v? =1, —b*u®+w? = 1. Actually, as proposed in [9], Huff [§]
considered rational distance sets S with some forms. Such a point must then
satisfy the equations 22 +a? = u? and 2% +b? = v? with u,v € Q. The system
of associated homogeneous equations 2% +a%2? = u? and 224b?2% = v? defines
a curve of genus 1 in P2, This homogeneous equations is just a twisted Jacobi
intersections curve

—a?2? +u? =2 b2 0% = 22

It is smooth if and only if a® # b* and ab # 0 according to Theorem 1 in [5].

2.2 Huff curves and twisted Edwards curves

In [2] it is proved that every Edwards curve Ey : 2% + y* = 1 + daz*y?
birationally equivalent to a Montogomery curve My g : By* = 2 + Az + x
via

Q M2(1+dd)71d — Ed with (l‘,y) — (g, z+ 1) .
The map is not defined everywhere. However, this maps can be extended
to give an everywhere-defined isomorphism between the respective desingu-
larized projective models. The extended map takes the neutral element to
the neutral element, hence, ¢ and ¢~ commute with the group structures.
Moreover, the twisted Edwards curve E, 4 : ar®+y* = 14dz?y? is isomorphic
to Ma@ray 4 . Since the Huff curve ax(y? — 1) = by(2? — 1) is isomorphic

=) =)

to Maziye 4 1 2y = a® 4 <20 H’ 2?2+ z, the Huff curve az(y? — 1) = by(z* — 1)
ab  ’ab

is isomorphic to the Edwards curve Eavy : 2 + 4% = 14 (437)°2°y.

a-+b

3 Enumeration of isomorphism classes
Let E be an elliptic curve over a field K given by a Weierstrass equation

E: Y?=X>4+aX*+ asX + ag



with as, as, ag € K. An admissible change of variables defined over an exten-
sion field L/K in a Weierstrass equation is one of the form

X' =u’X +rand Y =Y

with w,r € L and u # 0. The elliptic curves F;/K and Ey/K are said to be
isomorphic over L, denote by E; = FEj, if there is an admissible change of
variables defined over L transforming F; to Ej.

Let By /K :Y? = X% 4 aoX? + ay X +ag and By /K : Y? = X3 4 a, X2 +
a, X + ag be two elliptic curves defined over K. It is well known from the
definition that E; =, FEs if and only if there exists u,r € L and u # 0 satisfy
the following equations

!
u?ay, = a+3r,
4 _ 2
uay = + 2ras + 317, (1)
uSag = ag+ras+riag+ 1.

Note that F; and Ej are isomorphic over K if and only if j(E,) = j(E»).
If K =T, is a finite field, then the statement is not true. We have only
J(Ey) = j(Ey) if By and Ey are isomorphic over F,. The reader is referred to
[15] for more results on the isomorphism of elliptic curves.

The Legendre elliptic curve over K is defined as

Ey:y? =a(x—1)(z - \),

where A € K. It is clear that the Legendre curve FE) is nonsingular for
A # 0,1. The points O, (0,0), (1,0), and (A, 0) are all the 2-division points,
that is, the points of order 2. The j-invariant of Ey is j(E)) = 28%.
In this section, let K = TF,. It is clear that any general Huff elliptic curve
is isomorphic to a Legendre curve over the algebraic closure Fq. From the
enumeration result of the isomorphism classes of Legendre curves over Fq

([6]), we have the following theorem.

Theorem 3.1. Suppose F, is a finite field with q elements and char(F,) #
2,3. Let N, denote the number of Fq-isomorphism classes of general Huff
curves Hyyp : x(ay® — 1) = y(bx?® — 1) (which is the same as the Huff curves
az(y? — 1) = by(x* — 1)) defined over F, with ab(a —b) # 0. Then

5
%, if ¢q=1,7 (mod 12),
N _
q +1
QT, if ¢=5,11 (mod 12).



3.1 [,-isomorphism classes of Huff curves

Since ax(y* —1) = by(x* — 1) is F,-isomorphic to y? = z(x +a?)(z + b?), it is
also F-isomorphic to y? = z(z—1)(x — (1—t%)) by (z,y) — (z/a*+1,y/a?),
where t = b/a.

Lemma 3.2. The Huff curves ax(y* — 1) = by(z* — 1) with a,b € F, and
ab(a —b) # 0 (or curves y* = x(x —1)(x — (1 —t?)) witht € F, and t #0,1)
are isomorphic to Legendre curves y?> = x(x — 1)(xz — X) with at least one of
A, 1 — X is a square element over IF.

The following lemma can be gotten easily.

Lemma 3.3. Suppose that F, is a finite field with char(F,) > 3. Let N(s,t)
be the number of a € F, with < =5 and ( 7 ) =t. Then

——,  if ¢=1(mod4),
—1,-1)

—|—q>

——, if ¢=3(mod4).

Firstly, assume that ¢ = 1 mod 4). According to [6], we can divide the
Legendre elliptic curves Fj, : y* = a:(x — 1)(z — b) with b # 0,1, into the
following 4 disjoint sets Hq, HQ, Hj3 and Hy, where

H = { = 2(z —1)(z — b)|(§)=($)=1},

Hy = { — 2(z — 1)(z — b)|(g):1, b :—1},
Hy = { — a(z —1)(z — b)|<§>:—1, (17—”):1},
Hy = {p?=ol@-D@-vl (L) =1 (%) = -1}

From Lemma 3.3, we get that |H,| = 42 and |H,| = |H;| = |Hy| = <.

Therefore, We know from [6] the Legendre curves from the 3 distinct sets
H,, Hy U H3 and H, can not be F -isomorphic to each other. let N, y, be
the number of F -isomorphism classes of Legendre elliptic curves Hy. Then
we have ([6])

——, if ¢=1,17 (mod 24),
¢.Hy —
——, if ¢=5,13 (mod 24).



Secondly, assume that ¢ = 3(mod 4). The number of Legendre curves
Ey :y* = x(x — 1)(z — b) with b and 1 — b are non-square elements equals
to %. From [6], the number of curves isomorphic to a given curve with
both b and 1 —b are non-square elements equals to 3 if the j-invariant j # 0,
and equals to 2 otherwise. But j = 0 occurs only when ¢ = 7(mod 12).
Therefore, the number of [F -isomorphism classes of Huff curves equals to

1
(i—Q)/3+1=ﬂ, if ¢q=7 (mod 12),
4 12
qg+1,,, q+1 .
(B3 =" if ¢=11 (mod 12).

By subtracting above numbers from the number of F -isomorphism classes
of Legendre curves ([6]), we have the following enumeration result.

Theorem 3.4. Suppose F,, is a finite field with q elements and char(F,) > 3.
Let N, be the number of F,-isomorphism classes of Huff curves ax(y* —1) =
by(z* — 1) defined over F, with ab(a —b) # 0. Then

#, if ¢q=1 (mod 12),
1
i, if ¢q=5 (mod 12),
6
N, = 1 1
qT, if ¢q=17 (mod 12),
%, if ¢=11 (mod 12).

3.2 [, -isomorphism classes of general Huff curves

In order to enumerate the [F -isomorphism classes of general Huff curves, it
is sufficient to count the [F;-isomorphism classes of elliptic curves of the form
Bay : y? = x(x—a)(x—0b). For any elliptic curve y? = 23 +ax +b defined over
[F,, the number of elliptic curves which are F -isomorphic to y* = 2* +az + b
equals to ([11])

—1

qT’ if a =0 and ¢ =1 ( mod 3),
-1

qT’ jfb:()anqul(HlOdéL),
-1

qT, otherwise.



Let E be an elliptic curve with at least one order 2 point then by moving this
point to (0,0) it can be changed to the form E,; : y* = 2® + az? + bz. The

.. . - 256(a?—3b)3 : —0; a2 =
j-invariant of E,; is (a1 Note that j(E,;) = 0 if and only if a* = 3b,
and j(FE,,) = 1728 if and only if a(9b — 2a?) = 0 since E,, is isomorphic
to the elliptic curve y* = 2% — (a® — 3b)z + (1/2)a(9b — 2a?). Every order
2 point admits this change, hence, the number of elliptic curves which is [F,
isomorphic to E,; equals to

—1
qT, if j=0and ¢ =1 (mod 3),
—1
%, if j = 1728 and ¢ = 1 (mod 4),
3(g—1
%, otherwise.

if the curve has three order 2 points.
The number of elliptic curves with three order 2 points equals to W

since they admit the normal forms y*> = z(z — a)(x — b). Hence, the number

(¢=D(g=2)
2

(g—1) = q(q_2—1)‘ The number of elliptic curves E,; : y* = 2* + ax® + bx with
J(E,.p) = 0 equals to ¢ — 1 since j(E,;) = 0 if and only if a®> = 3b. Thus, if
it possess three order 2 points then

-(59-(2)-()

Hence, the number of elliptic curves E,; : y* = 2® + az? + bz possess three
order 2 points with j(E,;) = 0 equals to (¢—1) if ¢ = 1 (mod 3), and equals
to 0if ¢ = 2 (mod 3). Similarly, j(F,,) = 1728 if and only if a(9b — 2a?) = 0
and then if and only if b = 2(a/3)?. Therefore, the number of elliptic curves
Eup: y? = 2% 4+ az® 4+ bx with j(E,;) = 1728 equals to (¢ — 1) + (¢ — 1) =
2(q — 1). Thus, if it possess three order 2 points then a? — 4b is a square
element in F,. From 9b = 2a? we have a® — 4b = b/2 = (a/3)*. Hence,

of elliptic curves with only one order 2 points equals to ¢(¢ — 1) —

the number of elliptic curves F,; : y? = 23 + az® + bx possess three order
2 points with j(E,;) = 1728 equals to @. Thus, the number of elliptic
curves E,p : y* = 2% + az? + bxr which possess three order 2 points with
J(Eqp) # 0,1728 equals to
—1)(g—7
%, if g =1 (mod 3),
—1Y(g—5
%, if ¢ =2 (mod 3).



By the above argument, the number of F,-isomorphism classes of elliptic
curves B,y : y? = x(x — a)(z — b) defined over F, equals to

X 3¢—1) (¢—=1D(g-7) s

q— P P _q

QJF3((J—1)Jr 3¢—1) 3
2 1 2

if ¢ = 1 (mod 12). Other cases can be computed similarly. Therefore we
have the following theorem.

Theorem 3.5. Let F, be a finite field with q elements and char(F,) > 3. Let
N, denote the number of Fy-isomorphism classes of z(ay® — 1) = y(bz* — 1)

defined over F, with ab(a — b) # 0. Then

( 5}
%, ifg=1 (mod 12),

1
%, if =5 (mod 12),

A

Ny = q+2

SER if g =7 (mod 12),
q—2 ,

5 if ¢ =11 (mod 12).

4 Arithmetic on general Huff curves

Let C be a nonsingular cubic curve defined over a field K, and let O be a
point on C(K). For any two points P and @, the line through P and @
meets the cubic curve C' at one more point, denoted by PQ. With a point
O as zero element and the chord-tangent composition P() we can define the
group law P+@Q by P+ @Q = O(PQ) on C(K) making C'(K) into an abelian
group with O as zero element and —P = P(0OO). If O is an inflection point
then —P = PO and OO = O.

4.1 The addition law on general Huff curves

Let the line joining P = (x1,y1) and Q = (z2,y2) be y = y1 + ANz — 1) =
Ax + u, where A is the slope of the line. Substituting this expression for y
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into the Huff equation z(ay?* — 1) = y(bz? — 1), we get x(a(Ax + p)?> — 1) =
(Az + p)(bx? — 1), that is,

(aX? — bA)z® + (2a\p — bp)x? + (ap® + X — 1)z + pu = 0.
Let PQ = (x3,y3), then

B 2a\p — bu

1+ Tg+ X3 = a)\Z—b)\'

Hence,

[2a(y2 — y1) — b(zg — 1)] (221 — T1%2)
(Y2 —y1)(a(y2 — y1) — b(z2 — 21))

—1133:931+{L'2—|—

Noting that

(a(y2 — y1) — b(w2 — 21)) (22 + 1) Y192

(a(z1y2 + T1Y2 — T2y — T1Y1) — b$% + bI%) Y1Y2

(azays — brays)yr — (ax1yi — briy)ys + a(@1y2 — Toy1)y1y2
(

(

To — y2)y1 — (1 — y1)y2 + a(1y2 — T2y1)Y1Y2
T1Y2 — $2y1)(ay13/2 — 1),

we have
alr1 +x a(ys — —blxe —x1)) (29 + 2
“my = @+ T — (21 2)Y1Y2 1 (aly2 — y1) (72 1)) (2 1)Y1Yy2
ayrys — 1 (1 — y2)(ay1y2 — 1)
x —x alr, +x
= 2+ 3o+ 1Y2 2Y1 ( 1 2)?J1y2
Y1 — Yo ay 1y — 1
_ it — XalYs a(xy + x2)y1y2
Y1 — Y2 ayryz — 1
(2)
From
(11 — y2) (az122(vh + y2) + (21 + 22))
= (az1yi + y1)w2 — (azay3 + y2)x1 + (21y1 — Tayp)
= (bafyr + 1)xs — (brays + 2)x1 + (T1y1 — T2Y2)
= brizo((z1yn — 22y2)) + (131 — Z2y2)
= (T1y1 — 22y2)(br12e + 1),
we get

T1Y1 — TaYs ar1z2(y1 + y2) + (21 + 22)
Y1 — Yo brire + 1 '

11



Furthermore, from formula (2) we get

ar12(y1 + y2) + (z1 + x2) B a(xy + x2)y1ye

s brire + 1 ayrys — 1
(az122(y1 + 12) + (21 + 22)) (agny2 — 1) — a(xy + 2)y1y2 (brr 2o + 1)
(bxize + 1)(avry2 — 1) '
(3)
Again from
(ax122(y1 + y2) + (21 + 22))(ayry2 — 1) — a(xy + 22)y1y2 (b1 20 + 1)
= a2x1$2(y1 + Y2)Y1y2 — ar172(y1 + Y2) — (21 + 2) — ab(x1 + T2)T1T2Y1Y2
a(az1yiroys + azaysriys — briyixays — br3ysmiy1) — axz1T2(y1 + 42) — (21 + 22)
= a((x1 —y1)22y2 + (22 — Y2)T1y1) — a1 22(y1 + 12) — (21 + T2)
= —axaynYs — ax1y1ye — (T1 + T2)
= —(z1 +22)(1 + ay1yp),
(4)
we have

(21 + xa)(arhy2 + 1)
(bx1me + 1)(ayrya — 1)

Similarly, by symmetry we have

(y1 + 12) (br120 + 1)
(br1zo — 1)(ayry2 + 1)

3:

we claim that the third intersection point (z3,ys) of the tangent line at P
has coordinates

2y (baf + 1)
(bt — 1)(ayi +1)°

o 2z (ay? + 1)
P e+ (- 1)

and y3 =

Note that the slope of the tangent line at P is

ay? — 2bxyy; — 1

P= br? — 2axyy; — 1

In order to prove the claim we need only to check
2y, (bx? + 1)
ay? — 2bxyy; — 1 _ (bx? — 1) (ay? + 1
ba? — 2axiy; — 1 221 (ay? 4+ 1)
(b + 1)(ayi — 1)

)_91
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This is true since the right side of the above equation is

2y1(ba + 1) — y1 (ba? — 1) (ay; + 1) (bxi+ 1)(ay; — 1)
2x1(ayi + 1) — z1(bat + 1)(ay; — 1) (ba? — 1)(ay; + 1)

+ 1)(ay; — 1)
—1)(ay} + 1)

y1 (bt + ayi — abriy; +3) (b
x1(bx? + ayi — abriyi + 3) (bx

|
=N =N

yi(bey + 1) (ay; — 1)  (ayi — 1)(—yi(bai + 1))

w1 (b} —(ayi +1)  (baf — 1)(—a1(ayt + 1))

(ay; — 1)(y1 (b2 — 1) — 2bxTyr)  (ayi — 1) (21 (ay; — 1) — 2baiy,)

(bri — 1)(x1(ayi — 1) = 2azyi)  (baf — 1)(ya(bai — 1) — 2az137)

(ay; — 1)(z1(ayf — 2bx1y; — 1)) xy(ayi — 1)(ay; — 2bxyy; — 1)

(bx? — 1) (y1(b2? — 2ax1yy — 1)) yi(bx? — 1)(ba? — 2axyy; — 1)

ayi — 2bxyypy —1 .

br? — 2axy; — 1

Let H,j; be a general Huff curve X (aY? — Z?) = Y (bX? — Z?). We know
that (0,0, 1) is an inflection point and (1,0, 0), (0,1,0) and (a, b, 0) are exactly
the three infinite points from Section 2. For any two points P = (X3, Y7, Z1)
and @ = (Xy,Ys,Z,), the third intersection point (Us, Vi, W3) of the line
joining P and @ has coordinates

Us = (X120 + XoZ,)(bX 1 Xy — Z12Z5) (a1 Yo + Z125)?,
Vi = (YiZy + YoZi)(aY1Yo — Z125) (b X1 Xo + Z125)?,
Wy = (PXPX5 - Z723) (oYY — 23 Z3).

Firstly, choose O = (1,0,0) as then neutral element. Then for any
point P = (X4,Y1,7Z;7) with X1Y1Z; # 0 on the curve, the point OP =
(—Z2,bX,Y1,0X 7). Furthermore OO = (0,0,1), O(a,b,0) = (0,1,0),
0(0,1,0) = (a,b,0), 0(0,0,1) = (1,0,0), and —(X1,Y1, Z1) = (X1, Y1, —Z1).
Hence, let P+ Q = (X3, Y3, Z3), then

X3 = (bX1X2 — leg)(leXz -+ leg)<leQ — aYiYi),
Ys = b(X1Zy+ XoZy)(bX1Xo + Z125) (Y122 + YaZh), (5)
Zy = b(X1Zy+ XoZ1)(bX1Xe — Z125)(aY1 Y2 + Z125).
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The afline addition formula is

(br1xo + 1)(1 —ayrya)  (y1 + yo)(bz1z2 + 1) >
b(z1 + x2) (1 + ayrye) * (1 + ayiys)(briwy — 1) )

(21,91) + (T2, 12) = <

Secondly, choose O = (0,1,0) as the neutral element. Then for any
point P = (X3,Y),7;) with X;Y1Z; # 0 on the curve, the point OP =
(aX1Y1,—Z2,aY1Zy). We also have OO = (0,0,1), O(a,b,0) = (1,0,0),
O(1,0,0) = (a,b,0), 0(0,0,1) = (0,1,0), and —(X,,Y;, Z1) = (X1, Y1, ).
Hence, letP + @ = (X3, Y3, Z3), then

X3 = a(X1Zs + XoZ1) (Y122 + Yo Zy) (a1 Yo + 21 Z5),
Ys = (212, — bX1 X)) (aY1Yy — 2, Z5)(aY1Ys + 21 Z5), (6)
Zy = a(bX1Xo+ Z125)(aY1Ys — Z1Z5) (Y125 + Yo Zy).

The affine addition formula is

(21 + x2) (L + atrya) (1 — bxyzo)(1 + ay1y2)>
(14 bzrxo)(ayny2 — 1) a(yr + yo) (brrwa +1) )

(r1,y1) + (22,92) = (

Thirdly, choose O = (0,0,1) as the neutral element. Then for any
point P = (X4,Y3,7Z;) with X;Y1Z; # 0 on the curve, the point OP =
(aX1Yy,—Z%,aY1Z;). Now OO = (0,0,1) and —(X,, Yy, Zy) = (X1, Y1, —Z1).
Hence, let P+ Q = (X3, Y3, Z3), then

X; = (X124 XoZy)(aY1Ys + 2122)2(21Z2 —bX1X5),
Ys = (Y1Zy + Y2Zy) (X1 X + Z129)* (2125 — aY1Ys), (7)
Zy = (PX{X3 - ZRZ5)(aPYPY] — Z373).

The affine addition formula is

o (@t m)(ayiye + 1) (y1 4+ y2) (14 brias)
(1, 30) + (72 12) = <<1 hmna) (L — ayis)’ 1+ agnys) (1 = bx1x2>>

The Addition Law on the Huff curve az(y* — 1) = by(2? — 1). Let
us consider the curve aX(Y? — Z?) = bY (X% — Z?). For any two points
P = (X1,Y1,7;) and Q = (Xs,Y3, Z5) on the curve, the third intersection
point (Us, V3, W3) of the line joining P and @) has coordinates ([9])

Us = (XiZy+ XoZ/) (X1 Xo — Z125) (Y Yo + 2122)27
Vs = (VZo+YaZh)(V1Ys — Z125) (X1 X + Z125)3,
Wi = (XPX3 - Z3Z5)(Y?YS — 23 73).
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Choose O = (1,0,0) as the neutral element. Then for any point P =
(X1,Y1, Zy) with X1Y;Z; # 0 on the curve, the point OP = (—Z%, XYy, X1 7}).
Furthermore OO = (0,0, 1), O(a, b,0) = (0, 1,0), O(0,1,0) = (a,b,0), 0(0,0,1) =
(1,0,0) and —(X1,Y1,71) = (X1,Y1,—7Z;). Hence, let P+ Q = (X3,Y3, Z3)
then

Xy = (XaXo— Z125)(XaXo + Z125)(Z1Zy — Y1Y5),
Ys = (XaZo+ XoZh)(XaXo+ Z125) (Y122 + Yo 2h), (8)
Zs = (XaZy+ XoZh)(XaXo — Z125)(Z1 25 + Y1Y5).

)

Similarly, choose O = (0,1,0) as the neutral element Then for any
point P = (X3,Y1,7;) with X;Y1Z; # 0 on the curve, the point OP =
(X1Y1, —Z2,Y1Z;). Now we have OO = (0,0, 1), O(a,b,0) = (1,0,0), O(1,0,0) =
(a,b,0), 0(0,0,1) = (0,1,0), and —(X1,Y7, Z1) = (X1,Y7,—Z7). Hence, let
P+ Q= (X3,Y3, Z3) then ([9])

X3 = (XaZo+ XoZh ) (Y1 2o+ Yol )(VAYa + 21 2Z5),
Ys = (XaXo— Z122)(Z1Zy — V1Y) VaYe + 21 25), 9)
Zy = (XaXo+ Z12:) (V1Y — Z125) (Y125 + Ya ).

Now we choose O = (0,0,1) as the neutral element. Let P + @ =
(X3, Y3, Z3) then ([9])

X; = (XqZe+ XoZy)(V1Ys + Z1Z2)2(21Z2 - X1 X5),
Vs = (Y1Zo+ YaZ) (X1 X+ Z125)*(Z1 25 — V1Y), (10)
Zs = (2375 — XPX3)Z7Z5 — Y{PY5).

4.2 Algorithms

Noting that formula (5) and (6) are symmetric to each other, we need only
to consider the formula (5) in algorithms.

Addition on X (aY? — Z?) = Y (bX? — Z?). By formula (5), the following
algorithm compute (X3 : Y3 : Z3) = (Xy : Y1 : Z7) + (Xo : Yo 1 Z5) in
11M +3D costs, i.e., 11 field multiplications and 3D constant multiplications
by a,b and 1/b respectively.

A = XXy, B=Y\Ys; D=27,7Zy; E=0A; FF=aB;
G = (Xi+24)(Xo+ 2Z) —A—D;

H = M+ 2)(Y2+2Z) —B—D;

X3 = (1/b)- (E+ D)(E = D)(D — F);

Y; = GH(E+ D);

Zs = G(E—D)(F+D).
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By formula (7), the following algorithm compute (X3 : Y3 : Z3) = (X, : Y7 :
Z0)+ (X 1 Yy 1 Zy) in 12M +2D costs, where 2D are constant multiplications
by a and b respectively.

A = XXy, B=Y1Ys; D= 717y, E=0A; F=aB;
G = (Xi+2)(Xo+ 2Z) —A—D;

H = M+ 2Z)(Y2+22) - B—D;

L = (D—E)D+F); M= (D+E)(D - F);

X; = GL(D+F); Ys=HM(D+E); Zy = LM.

Doubling on X (aY? — Z?) = Y (bX? — Z?). By formula (5), the following
algorithm compute (X3 : Y3 : Z3) = 2(X; : Y] : Zp) costs 6M + 55 + 3D,
where 3D are constant multiplications by a,b and 1/b respectively.

A = X% B=Y? C=27% D=>bA; E=aB;
<X1+Z1)2—A—C;

G = W1+ 2,)>-B-C;
(D-C)(D+C)C - E);

FG(C+ D);

Zy = F(D-0O)(C+E).

T
|

=
1l

By formula (7), the following algorithm compute (X5 : Y3 : Z3) = 2(X; : Y5 :
Z1) in TM + 55 + 2D costs, where 2D are constant multiplications by a and
b respectively.

= X} B=Y} C=27% D=0A; E=aB;
(X1+Z1)2—A—C,
(Y + Z1)* = B— C;
(E+C)(C—-D); M= (C+ D)(C-FE);
X3 = LF(C+E); Ys=GM(C+D); Zs=LM

~ QT
I

The costs of addition and doubling on the Huff curve a X (Y? — Z?) =
bY (X2 — Z?) are 11M and TM + 58, respectively in [9]. Therefore, the addi-
tion in general Huff curves X (aY?— Z2) = Y (bX? — Z?) are almost as fast as
that in the curves aX (Y2 — Z2) = bY (X% — Z?), but the general Huff curves
POSSESS more curves.

Tripling on X (aY? — Z?) =Y (bX? — Z?).
We can get the tripling formula from addition formula when using O =
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(1,0,0) as the neutral element. Assuming that (X3 : Y5 : Z3) = 3(X; : Y7 :
Zl)> then

Xs = X (abX?Y? — aYPZ? —bX2Z2 — 32 (abX?Y? + 3aY2Z? + ZF — bX2 737,

Yy = Yi(abXPY? —aY2Z? —bX32Z? — 3Z1)(abX2Y2 + 3bX2 2% 4 ZF — aYP2Z2)?;

Zs Z1(abX2Y2 4+ 3aY2Z? + ZF — bX2Z2)(abXPY 2+ 3bX2 2% + 7 — aY2Z?)
(3abX2YE 4 aY2Z? + 0X272 — 7).

This algorithm compute (X3 : Y3 : Z3) = 3(X; : Yy : Z1) costs 10M + 6S by
using temporary variables X2, Y2, Z2, 7} X2Y2 Y173, X\ 72,

Similarly, we can also get the tripling formula from addition formula when
using O = (0,0, 1) as the neutral element. Assuming that (X3 :Y;: Z3) =
3(Xy:Y1: Zy), then

X3 = X1(Z4 —bX2Z22 4+ 3aY2Z2 + abX2YR)2(3Z4 + bX2Z2 + aY2Z? — abX2Y?);

Yy = Yi(Z343bX2Z2 — aY2Z? + abX2YR)2(3Z4 + bX2Z2 + aY2Z? — abX2YR);

Zy = Z1(Z}+3bX272% — aY2Z2 + abX2Y2)(Z — bX2Z? — aY2Z? — 3abX2YE)
(ZF = bX2Z2 + 3aY2Z2 + abX2YP).

The following formula can be used to triple the points on general Huff curves
which is independent with the curve parameter a and b.

Xy = Xu(Z!— XPZ243VPZE + XIVRP(32E + X222 + V222 — XPYP)

Yy = Vi(Zl+3XiZy—YPZE + XPYRP(3ZE+ X322 + Y222 — X2VP)

Zy = ZZ0+3XiZ —YPZE+ XD (ZE - X222 — Y2 2P — 3XCY})
(24— XEZ2 4 3YEZE 4 X2V,

This algorithm compute (X3 : Y3 : Z3) =3(X;:Y; : Z1) in 10M 4+ 6S + 3D
costs by using temporary variables X7, Y2 72 Z1 XY, Y17} X, Z3.
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