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Abstract

Recent breakthrough results by Brakerski et al and Dodis et al have shown that signature schemes
can be made secure even if the adversary continually obtains information leakage from the secret key
of the scheme. However, the schemes currently do not allow leakage on the secret key and randomness
during signing, except in the random oracle model. Further, the random oracle based schemes require
updates to the secret key in order to maintain security, even when no leakage during computation is
present.

We present the first signature scheme that is resilient to full continual leakage: memory leakage as
well as leakage from processing during signing (both from the secret key and the randomness), in key
generation, and in update. Our scheme can tolerate leakage of a 1 — o(1) fraction of the secret key
between updates, and is proven secure in the standard model based on the symmetric external DDH
(SXDH) assumption in bilinear groups. The time periods between updates are a function of the amount
of leakage in the period (and nothing more).

Our construction makes new use of the Groth-Sahai proof systems, and in particular avoids com-
posing proofs, which gives improved efficiency. In addition, we introduce a new tool: independent
pre-image resistant hash functions, which may be of independent interest.
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1 Introduction

Cryptographic schemes have traditionally been modeled under the assumption that the secret key is hidden
completely within a device and attacks are of “black box” nature. However, cryptographic engineering
has taught us that devices are not perfect and can leak information about the key, primarily via what is
known as “side channels.” These channels give the adversary some partial information by observing physical
leakage correlated with the secret key, such as timing or radiation or power consumption associated with
computations (either directly by probing the circuit or via antennas probing unshielded devices), as well as
memory leakage that reveals information about the secret key (cf., [BB05, QS01, KJJ99, HSH+08].)

The threat of partial leakage of keys has not escaped cryptographers; perhaps the earliest works on the
subject are Shamir’s secret sharing [S79], and later Rivest’s all or nothing transform [R97]. In the last few
years a large body of work on leakage-resilient cryptography has emerged (cf., [[SW03, MR04, SMY09,
AGV09, DKL09, P09, NS09, ADW09, KV09, FKPR10, DGK+10, FRR+10, BG10, DP10, JV10, GR10,
DHLW10, BKKV10]), which provide different leakage models requiring that cryptographic schemes be
secure even if partial information about the secret key is leaked to an adversary. In order to have an abstract
model that is not directly dependent upon the hardware architecture itself, but rather can produce some
general guidelines to systems and hardware designers regarding how much leakage can be tolerated overall
(within a given setting), leakage was formally modeled as functions associated with algorithmic steps and
states. These leakage functions fi(sk),..., fy(sk) of the secret key sk, are from some given family of
functions, where the specific f; is selected by the adversary arbitrarily. The leakage (i.e., the function result
which contains only partial information about the key) is applied to the relevant state or computation and is
given to the adversary (in addition to the black-box access it gets).

Wiki-Leakage: The variety of Leakage Models. There are many types of leakage sub-models based on
various parameters of leakage, which we briefly review here. Adaptive leakage, where the function is chosen
dynamically by the adversary, obviously gives it more power than non-adaptive. Such adversaries that rather
than observing the device once execute side channel attacks repetitively, are stronger and require the schemes
to be continuous leakage resilient. Repeating (continual) adaptive leakage requires the scheme to have an
update procedure for the secret key. Otherwise, the adversary can eventually leak enough information about
the key to break the scheme, even if the amount of leakage per time period is small. However, the public key
should not be changed by the secret key update. For example, a signature verification key should remain
valid throughout the lifetime of the scheme.

Next we note that leakage can be processing leakage (i.e., only computation leaks) so that physical
computations on the device are the only source of leakage. Procedures such as key generation, key updates,
and other kinds of processing (i.e., signing, decryption, etc.) which involve random values may be allowed
different amounts of leakage, but are all related to some physics of computations (e.g., timing of operations).
The influential works of Ishai, Sahai, and Wagner [ISW03] and Micali and Reyzin [MR04] enable us to
construct schemes under the “any computation, and only computation, leak information,” model, which
has led to many recent achievements. In contrast, memory leakage [AGV09] (which, in some sense, can
be traced to the original works of Shamir and Rivest mentioned above) are produced as a function of the
memory state itself. This type of leakage is orthogonal to computational leakage: an adversary can get
memory leakage by probing memories even if the memories are not currently used in any computation (e.g.,
the cold-boot attacks [HSH+08]). For example, the scheme of [DHLW10] is secure against memory attacks
(even continual), but assumes that the signing process leaks no information. The most general model allows
full leakage which includes leakage both from processing and memory.

The most demanding case for designing digital signature schemes seems to be the case of adaptive
and continual full leakage that is available to the adversary from both computational and memory sources
(without protection of sub-steps of computations). However, to date, there are no known schemes which



achieve a digital signature scheme in this adversarial setting in the standard model. All known schemes with
full (memory and processing) leakage either do not have a key update algorithm and thus are not continual
(cf., [KV09]), have a key update algorithm but require some restrictions (e.g., [ADWO09] which requires
an additional leakage-free master key), or are based on the random oracle model (with a relaxation of the
definition of a “time period”) [BKKV10].

1.1 Our Contributions

We propose the first signature scheme satisfying all of the above requirements, whose security can be proven
in the standard model and without further relaxation. Specifically, our scheme protects against (1) continual
memory leakages combined with (2) all types of continual processing (computational) leakages, namely
leakages from key generation, key updates, and signing.

Moreover, the amount of information that our scheme allows to leak in each time period is optimal, in
the sense that our scheme remains secure even if 1 — o(1) fraction of the secret key of each time period is
leaked. Here “time period” is the period between two consecutive updates of the secret key (the time period
is a function of the accumulated leakage itself and not a relaxed notion which depends on other parameters).
We stress that our scheme remains secure even when the leakage during signing is a function f(sk,r) of
both the secret key and the randomness. Further, the function f can be adaptively chosen by the adversary.
Using standard techniques, our scheme also allows O(log ) leakage in the key generation and in each of the
key updates, where k is a security parameter. (The secret key has O(k) bit length. The fraction of leakage
is therefore O(log k/k).)

Comparison with Recent Schemes. Let us compare our scheme with the recent breakthrough results of
Dodis, Haralambiev, Lopez-Alt, and Wichs [DHLW10] and Brakerski, Kalai, Katz, and Vaikuntanathan
[BKKV10]. The signature scheme of [DHLW10], as noted above, has to assume that there is no leakage
from the signing process. The work in [BKKV10] proposed two signature schemes. Their first scheme is
secure on if there is no leakage from the signing process. The second scheme relies on random oracle to
protect against leakage during signing, and further requires signatures to be treated as leakage. That is, even
if there is no actual side-channel leakage during a certain time period, the signing key must be refreshed
to preserve security. In contrast, our signature scheme is proved secure in the standard model and the key
needs to be refreshed only if leakage occurs (i.e. signatures do not constitute leakage).

Other related work. In the recent years a very rich body of research on leakage resilient cryptography
has been developed. Dziembowski and Pietrzak [DPOS8], and Pietrzak [P09] describe the first stream ciphers
resilient to continual leakage in the only computation leaks model. Faust et al [FKPR10] construct signature
schemes resilient to continual leakage in the only computation leaks model. Faust ef al [FRR+10] give a
general compiler using secure hardware that protects an arbitrary circuit against continual leakage that can
be modeled as a shallow (ACO) boolean circuit. Juma and Vahlis [JV10], and separately Goldwasser and
Rothblum [GR10], give compilers that protect any algorithm against continual leakage (without complexity
restrictions), using secure hardware. Recently, Dodis and Pietrzak [DP10] show how to build continual
leakage resilient pseudorandom functions that are secure against non-adaptive leakage.

Discussion on processing leakage. Continual memory attacks are a very powerful leakage model that
allows the adversary to continuously obtain leakage from the entire secret key. A natural question to ask
is whether adding processing leakage into the mix adds anything to adversarial power. Indeed, the only
additional information available to the adversary during processing leakage is ephemeral randomness that is
used in the computation. In many cases, such as in the case of public key encryption or decryption (using
the corresponding private key), leakage on ephemeral randomness does not provide any useful information
to the adversary about the secret key. In fact, in public key encryption and decryption, the adversary can



simulate the leakage from the randomness of these algorithms on her own. However, this is not the case for
signature schemes.

In a signature scheme, a signature is computed using the secret key, and made public. Consequently,
signatures can viewed as a very restricted type of leakage on the secret key. A signature scheme is considered
secure if such “signature leakage” is useless to any efficient adversary. When the adversary is given leakage
from the randomness of the signing process, she may be able obtain information that will allow her to
extract useful information from the accompanying signature. For example, each signature may contain an
encryption of the secret key under a random key that is generated during signing, and then forgotten. If the
adversary is able to leak this random key, she trivially breaks the security of the scheme.

1.2 The Idea Behind Our Construction

We are motivated in our construction by the (non-continual) memory-attack resilient signature schemes of
Alwen, Dodis, and Wichs [ADW09], and of Katz and Vaikuntanathan [KV09]. Both [ADWO09] and [KV09]
use the following high level approach, which is based on the Fiat-Shamir heuristic [FS86]: a signature of a
message M relative to a public key pk is an extractable proof of knowledge (in the random oracle model) of
a value sk for which H (sk) = pk. Here is H is a hash function.

The security proof of these signature schemes relies on the second preimage resistance of the hash
function H, and the witness extractability of the proofs that are used. That is, they use the property that it is
infeasible to find sk* # sk satisfying H (sk™) = H (sk).

To prove security, they construct a simulator that generates a secret key sk randomly and computes
pk = H(sk). The simulator then can answer leakage queries and signing queries using the secret key that
it itself has generated. If an adversary can forge a message/signature pair, the simulator extracts the witness
sk’. Now, if the fraction of leakage of sk is less than 1 — o(1), the exact key sk that is used by the simulator
is information theoretically undetermined in the view of the adversary (specifically, there are at least two
possible keys, given the leakage). Therefore, with probability at least 1/2, the witness sk’ is different from
sk, which breaks the second pre-image resistance of H.

We start with this basic approach, and enhance it along three dimensions. Specifically, we:

1. Remove the requirement for a random oracle, and get a scheme secure in the standard model.

2. Add a key update procedure that refreshes the secret key, while keeping the public key fixed. This
yields a signature scheme resilient against continual memory attacks [BKKV10].

3. Develop a proof method that allows leakage of randomness used in signing within a period (allowing
optimal leakage).

1.2.1 Removing the Random Oracle

The simplest idea to remove the random oracle from the scheme of [ADWO09, KV(09] is to prove the knowl-
edge of the secret key not by using Fiat-Shamir heuristic, but by using other known non-interactive proof
systems in the standard model.

This initial attempt fails for the following reason: the argument of [ADW09, KV09] showing sk* # sk
is purely information theoretic. Hence, if we want to use the argument of [ADW09, KV09], the proof
systems should hide sk not in a computational sense, but in an information theoretic sense. But if the proof
system hides sk information theoretically, the secret key sk™ used by an adversary is also hidden information
theoretically (since no random oracle is available). Hence, it is impossible for the simulator to get the second
pre-image sk™ from the adversary’s forgery, and so we cannot rely on second pre-image resistance.



To overcome the above problem, we use the Waters’ function

h(H, M) = Ho + Z My, Hy,

where Mj, is the k-th bit of a message M and H = (H, ..., H,,) is a tuple of group elements'. The
function is introduced in [W05] in order to construct an adaptively secure ID-based encryption scheme. The
Waters’ function has the property that a simulator can choose the parameters Hy, . .., H,, in a special way
that defines a subset M of the range of h. It can then be shown that with non-negligible probability, all
signing queries M of the adversary satisfy h(H, M) € M, and the forgery M* satisfies h(H, M*) ¢ M.

We construct a Waters-like function h’ such that M is a set of all non-DDH tuples in the range of
h'. Consequently, we get that with non-negligible probability all signing queries of the adversary map to
non-DDH tuples, and the forgery maps to a DDH tuple.

We then combine the above hash function 4’ with the Groth-Sahai [GS08] proof system. Groth-Sahai is a
proof system which uses a common reference string (CRS). The proof system hides the witness information
theoretically if the CRS is a non-DDH tuple and hides it only computationally, and the witness therefore is
extractable, if the CRS is a DDH tuple.

Hence, by using Groth-Sahai proofs as signatures, and h'(M) as the CRS of the Groth-Sahai proof, we
get a proof system that hides the witness sk information theoretically when the simulator generates proofs
as answers to signing queries, and allows the witness sk™ to be extracted from the proof generated by an
adversary as a forged signature.

The scheme before adding key update. Our scheme therefore has the following basic structure. The
private key consists of a vector of group elements W, and the public key consists of group elements A and
T such that e(/f, W) = T'. The public key also contains the description of a Waters-like hash function 7/’
To sign a message M, we first use i’ to compute a CRS h/(H, M) for the Groth-Sahai proof system. Then,
the signature is a proof, under the CRS //(H, M), that e(A, W) = T

Before proceeding to describe our key update procedure, we believe it is instructive to see why the
above scheme, without update, is secure. Intuitively, this follows from the second pre-image resistance of
the hash function H E<X ) := e(A, X). From the perfect witness indistinguishability of Groth-Sahai proofs

we know that the adversary learns about the specific witness 174 only from leakage. However, since the
amount of leakage is bounded, the actual witness W in the private key remains information theoretically
undetermined. Finally, when the adversary submits a successful forgery, we use the indistinguishability of
common reference strings technique discussed above to show that, with non- negligible probability, a witness
W’ can be extracted from the forgery. This witness is likely to be different from W, which would give the
simulator two inputs W and W’ such that H ; (W) H; (W’ ). This in turn violates the second pre-image
resistance of H ;.

We remark that the above technique is somewhat reminiscent of the Feige-Lapidot-Shamir [FLS90]
method for using witness indistinguishability to achieve witness hiding.

1.2.2 Adding Key Updates

The approach of Section 1.2.1 allows us to move from the random oracle to the standard model. However,
the above scheme can still tolerate only a bounded amount of leakage. We now describe a method for
choosing the private keys of the scheme that allows us to randomize the key without having to issue a new
public key.

"Here we use additive notation to describe the function.



We start by observing that if our scheme relies for security on the second pre-image resistance of the
hash function H, then no key update algorithm can exist. This is because otherwise we could use the key
update algorithm itself to break second pre-image resistance as follows:

If we can get new key sklit1] efficiently by updating sk ], this means that one can get two keys

skl and skl satisfying of T = H(skll) and T = H(skl"1), where T is the public key.
The function H therefore cannot be second pre-image resistant.

Note that our model does not allow to update the public key for the convenience of verifiers. The above
collision of the function H is therefore unavoidable.

(n, k)-independent pre-image resistant (IPIR) hash functions. We overcome the above problem by
introducing the following new notion: (n, k)-independent pre-image resistant hash function H, where n
is an integer and k£ < n — 2. This is a linear function H from an n-dimensional vector space H" to a
1-dimensional vector space T, over Z,. We require that, given certain trapdoor information about [, one
can find a tuple (Y4, ..., Vi1, T) satisfying T =H(Y;)forall j € [k + 1]. However, it must be infeasible
to find Y, € H" satisfying T = H( *) and Y, ¢ Aff(Y1,..., Y1), where Aff(Yy, ... Y ) is the
smallest affine space spanned by Yl, .. Yk+1 We call the hardness property (n, k)-independent preimage
resistance.

We note that although in this paper we give a construction of an (n, k)-IPIR hash function, we do
not use it as a black box in our signature scheme. Indeed, the Groth-Sahai proofs that are generated use the
parameters of the hash function, which are of a very specific form. However, the notion of IPIR seems useful
in itself, and we hope that other applications will be found for it. Furthermore, abstracting the properties that
we need from H allows us to present a modular and structured proof of security for our signature scheme.

Generating and updating keys. Using the linearity of H, we can generate any linear sum of Yi,..., Ykﬂ
in polynomial time. We use this property to perform key update. And we use the IPIR (instead of the second
pre-image resistance) when we show that no adversary can forge a signature.

In slightly greater detail, we construct the key generation algorithm and the update algorithm of our
scheme as follows. In the key generatlon by using the trapdoor of the hash function H, we generate
(Y1,Ys, T) satisfying T = H (Yl) H (Yg) We then compute Q—Y— YQ and publish @ as a part of the
public key. The secret key is W) « Y3. Note that H(Q) = H(Y;) — H(Y3) = 0 holds.

Key update then works as follows: in the (i 4+ 1)-st round, we select s/ & 7, randomly and compute
Wit — Wl 4 s[i]@. Based on the linearity of H, and the equality H (Q) = 0, one can easily show that
HWHY = gWy = ... H(W) = H(Y,) = T holds, and that W7 is an element of Aff(Yy, Y5).
The latter holds because Wil are linear sums of W0 = }7'2 and @ = )71 - 172. We then use an adaptation of
the “leakage resilient subspace” technique from [BKKV10] to show that the affine subspace Aff(f}l, )72) (or
even AfF(S_/'l, e ,?kﬂ)) is hidden from the adversary, even given continual leakage (assuming the refresh
procedure above is periodically performed). Given the hiding property of the affine space, it follows that
if the adversary forges a signature o* = Prfy- (W*) for some message M*, she likely uses a witness
W* ¢ Aff(Y1,Y,). However, this violates the IPIR of H. The security of the scheme follows.

1.2.3 Security Against Leakage in Signing

The main challenge in achieving security under leakage from the signing process is that the signature and the
secret key are correlated through the randomness that was used to produce the signature. When the adversary
obtains leakage on the randomness, the signature may become much more valuable, and potentially allow
the adversary to break the scheme (as we discussed in the introduction).



In the proof based signature schemes we described above, there is no guarantee that leakage on the
randomness of the prover does not break the zero-knowledge or witness indistinguishability property of the
proof system. We solve this problem through a combination of several tools: first, as described above, we
rely on Groth-Sahai proofs, which have a dual mode — witness hiding and witness binding. When the proof
is (perfectly) hiding, it is information theoretically independent from the witness, which is the secret key, if
there is no leakage on the randomness of the prover.

We use the above fact to “invert” the order in which components of the signature are generated: first
the GS proof o in the signature is generated using some globally fixed witness ) (note that this is only
done by the simulator in the analysis, and so there is no leakage on the witness )). Then, given an actual
witness W for the proof, we “reverse engineer” the randomness I that would yield the same proof o, and
compute leakage on (W, R). We use an additional property of Groth-Sahai that for every pair of proof and
witness (o, W) there exists a unique randomness RU,W that causes the prover to output o given witness

W. Moreover, since the proof is perfectly witness hiding, for all witnesses W, the distribution on the
tuple (o, RUW) are identical whether we first generate the proof using witness V and then determine the
randomness, or choose the randomness uniformly, and compute the proof directly.

The above approach, however, does not work as is, since the process of finding R may not be efficiently
computable! We therefore rely on an information theoretic leakage resilience property of random subspaces
that was shown in [BKKV10] (in fact, we prove a slightly stronger version that suits our construction).
We combine both techniques together, simultaneously using the randomness reverse engineering technique
described above to handle leakage from signing, and information theoretic indistinguishability of random
subspaces under leakage. Using these techniques together, we show that the adversary is unable to gain
information about the subspace from which we generate private keys during update, even if leakage on the
signing process is available. We then use independent pre-image resistance to conclude that our scheme is
secure.

2 Preliminaries

Notations. Let [n] denote {1,...,n} and [k..n] denote {k,...,n}. For two random variables X and Y,
dist(X,Y") denote the statistical distance between X and Y.

Linear Algebra. Unless otherwise stated, vectors in this paper are column vectors. We represent a row
vector as a transpose of a column vector in this paper. For natural numbers n and m, let Z;*"™ denote the set
of n x m matrices over Z,. Let AT denote the transposed of a matrix A = (a; j); ;, thatis, AT = (a;;)i ;.

For two vectors 4 = (u1, . .., un), ¥ = (v1,...,v) € Zy, we let (i, ¥) denote the inner product of them in
Zp, thatis, (4, 7) = . u;v; mod p.

For a vector ¥ = (v1,...,v,) € Z; and an element W of the group G or H, let 7I¥ denote the vector
('UIVV,...,’UTLW). . . . .

For a vector space V and vectors Y7,...,Yr1 € V, let Span(Yy,...,Y) denote the smallest vector

subspace of V" which contains all of (Y;) ¢4 that is,

Span(?l,...,?k) = {?EV” ‘ ds1,..., sk EZPZ?: Z Sj?j}-
JEK]

Similarly, let Aff(Y7,. .., Y1) is the smallest affine subspace of V" which contains all of (17]) jelk+1]> that
is,
Aff(?l,...,?k+1) = {? ey | 381, ..., Sk+1 € Zp : }7 = Z Sj}_}j, Z S = 1}.
Jjelk+1] jE[k+1]



Note that the space Aff(ﬁ, ... ,?kﬂ) becomes k dimensional, when k£ + 1 vectors }71, ... ,}_}k_l,_l are linear
independent.

2.1 Signature Schemes Resilient Against Continual Leakage

A signature scheme with key update SGN  consists of four algorithms Kg, Sig, Ver, and Update. The inputs
and outputs of Kg, Sig, and Ver are the same as in standard signature schemes. Update takes as input a secret
key and a public key and outputs a new element of the secret key space. SGN = (Kg, Sig, Ver, Update)
has to satisfy the following property:

e (Correctness) For any integer n > 0 and any message M, if we compute (pk, skg) «— Gen(1%),
sk1 « Update,;(sko), ..., skn < Update, (sky—1), and o « Sig(skn, M), Ver(pk, M,0) = 1
always holds.

We follow the definition of [BKKV10] of leakage resilient signatures.

Definition 1 ((BKKV10]). Let pg, pu, pa, and pg be elements of the real range [0,1]. We say that
SGN = (Gen, Sig, Ver, Update) is (pg, pu, par, ps)- EU-CMA-CML secure (stand for existentially un-
forgeable under chosen message attack in the CML model) if no PPT adversary A succeeds in the game of
Fig.1 with non-negligible probability. Here Rnd[Algo] denote the set of randomnesses for algorithm Algo.

Setup A(17) sends to the challenger a function f satisfying [f(R)] < pg[R] for all R. The challenger then selects

RE Rnd[Gen] computes (pk, sko) < Gen(1%; R) sends (pk, f(R)) to A, and initializes i «— 0 and L; «—
| f(R)|. Here i represents the number of updates and L; denote the bit length of all leakages about the i-th secret
key.

Queries A makes queries of the following three types polynomial number of times:

e Update queries (update, f) where f is a circuit satisfying | f(sk, R)| < pu(|sk| + |R|) for any (sk, R).
If L; + |f(ski, R)| < parl|sk;| holds, the challenger chooses R & Rnd[Update] randomly, computes
skiy1 < Update, (sk;) and sends f(sk;, R) back to A and resets i « i + 1 and L; < [f(sk;, R)|.
Otherwise, the challenger aborts.

e (Memory) leak queries (leak, f), where f is a circuit. If L; + | f(sk;)| < par|sk;| holds, the challenger
sends f(sk;) to adversary and resets L; < L; + | f(sk;)|. Otherwise, the challenger aborts.

e Signing queries (sig, M, f) where f is a circuit with | f(sk, R)| < pg(|sk| + |R]) for any (sk, R). The
challenger chooses R « Rnd[Sig] randomly, computes o < Sig(sk;, M; R) and sends (o, f(sk;, R))
back to A.

Challenge Assuming the challenger did not aborts, A outputs (M., o). It succeeds if Ver(pk, M,,o0.) = 1 holds
and A never made query (sig, M.).

Figure 1: Game of (pg, pu, par, ps)-EU-CMA-CML secure

2.2 Bilinear Pairings

In our paper, we are working on a bilinear pairing, e : G x H — T with prime order p, where G # H
holds and there is no efficiently computable homomorphism between two groups G and H (Such a pairing
is called Type III [GPS08]). We denote by gk bilinear map parameters of the form (p, G, H, T, e). We will
occasionally refer to gk as group description.



Our proofs rely on basic properties of linear algebra. We therefore find it convenient to use additive
notation for pairings. For example, we write e((a +b)A, W) = a - e(A, W) + b - e(A,W). For two
(column) vectors A = (Ay,..., A,)T € Gand W = (W1, ..., W,)T € H, we denote

e(AT, W) =" e(4;,W;).

i€[n]

Assumption 2 (SXDH assumption [GS08]). We say that gk = (p, G, H, T, e) satisfies the Symmetric exter-
nal Diffie-Hellman (SXDH) assumption, if the DDH assumption holds both over G and H (note that this is
possible in type Il pairings).

2.3 Groth-Sahai Proofs

Groth and Sahai [GS08] proposed efficient non-interactive witness indistinguishable proof systems for set-
tings where a bilinear pairing is available. Their system allows efficient proofs of various statements about
the groups of the pairing, and the pairing relation.

In this work we prove statements of the form e(/TT , W) = T, where an instance (/T, T) € G™ x Tis the
input to the verifier, and W is the witness used by the prover.

Let gk = (p,G,H, T,e) be a group description and crs = (C_j, H ) € H2. The Groth-Sahai proof using
crs as CRS (Common Reference String) is as follows.

o Prf(gk, crs, (T, /T), W) : Parse gk and crs as (p, G,H, T,e) and ((_j, ﬁ) respectively. Select R &
2*? randomly, and compute

(C,D) — (R-G,W+R-H)
— RTA

=

and output o = (C, D, II).

o Vrf(gk, crs, (/Y, T),o) : Parse gk, crs, and o as (p, G, H, T, e), (é, ﬁ) and (C_”, D, ﬁ) respectively.
Output 1 iff the following equality holds.

(e(AT,C),e(AT, D)) = (e(Ti, G), T + e(TiT, H))

One can easily show that a correctly generated proof is always accepted by Vrf.

Groth and Sahai [GS08] gave the following two algorithms HideCRS and BindCRS to generate two
different types of CRS: hiding and binding. When a hiding CRS is used for the proof, the witness is perfectly
(information theoretically) hidden. When a binding CRS is used, BindCRS provides a trapdoor along with
the CRS, and the trapdoor can be used to extract the witness from any proof. Finally, it is required that the
two types of CRS are computationally indistinguishable.

For the above proof system, let gk = (p, G, H, T, e). The algorithms HideCRS and BindCRS are defined
as follows:

—

e HideCRS(gk) : Select G, H & w2 randomly and output crs — (G, H).

e BindCRS(gk) : Select G S M anda & Z, randomly, compute H — oG and output crs — (G, H)
and the trapdoor a.
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Groth-Sahai show that in the above proof system, a hiding CRS and a binding CRS are indistinguishable
under the SXDH assumption. Formally, the perfect witness indistinguishability, and the witness extractabil-
ity properties are defined as follows [GS08]. Below, Setup(1*) be an algorithm which generates a group
description gk = (p, G, H, T, e).

¢ (Composable Perfect Witness Indistinguishability) For all (possibly unbounded) adversaries .4

- gk < Setup(1%), crs < HideCRS(gk), b1
(/T, T, Wo, Wl, st) — A(gk, crs), o «— Prf(gk, crs, (/T, T), Wo), b Ao,st) =~

_p; gk «— Setup(1%), crs < HideCRS(gk), he1
N (ff, T, Wy, W1, st) — A(gk, crs), o «— Prf(gk, crs, (ff, T), Wl), b A(o,st) "~

where we require e([f, W[O]) = e([f, W[l]) —T.

e (Perfect Extractability) For all possible output gk = (p, G, H], T, e) of Setup(1*), all possible output
(crs,a) of BindCRS(gk), all (A, T) € G" x T and all o = (C, D,1I) € H? x H? x G? satisfying
Vrf(gk, crs, (A, T),0) = 1, if we set

W* — D — aC,

the equality e(A, W*) = T always holds.

3 Independent Preimage Resistant (IPIR) Hash Functions

We introduce a new notion: independent pre-image resistance (IPIR), that we use in the construction and
analysis of our scheme. As we have already mentioned in the introduction, our construction does not use
the IPIR hash function described below in a black box way. Nevertheless, we believe it to be instructive to
define this notion separately, both to conceptually isolate the properties of the hash function that we use, and
for potential future use.

Definition 3 (Independent Preimage Resistant Hash Function). Let n be a positive number, and let H
and T be cyclic groups of order p. Let Gen, H, GenSim, Check be polynomial time algorithms whose inputs
and outputs are as follows. Below, k is the parameter representing the dimension. Note that a k-dimensional
affine (not linear) subspace contains k + 1 vectors and GenSim of the below therefore outputs k + 1 vectors

Y.

e Gen(1") outputs some public information P.

For any possible output P of Gen, Hp is a deterministic linear function from H" to T.

GenSim takes an integer k € [n — 2] as an input and outputs a public information P, a trapdoor td,
(T,Y1,..., Y1) € T x (H") ! satisfying T = Hp(Y;) forall i € [k + 1].

Check takes P, (T, Yi,... , Vkﬂ), an element Y’ of H", and a trapdoor t¢d as inputs and outputs 1 or
0.

For integers n and k € [n — 2|, we say that H is (n, k)-independent pre-image resistant with respect to
(Gen, GenSim, Check) if it satisfies the following properties.
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e (Correctness) For all outputs (P, td, (T, Yi,...,Yey1)) of GenSim and all Y’ € H",
Check(P, td, (T, Y., ..., Vis1), V') = 1 holds iff T = Hp(V") and ¥ € AFf(Y1, ..., Vss1) holds.

Moreover, for an output (P, td, (T, Yi,...,Yes1)) of GenSim, P have the same distribution as an
output of Gen(1%) and (Y4, ..., Yiy1) umformly distributed on {Y € H" | Hp(Y) = T}++1,

e ((n, k)-Independent Preimage Resistance) For any polytime adversary A,

e | (Prtd, (T, Yi,...,Ye41)) < GenSim(1%), T = Hp(Y,)
Y*(;A(P’Ta}/lv"'ayk-i—l) Y. ¢ (Y '7Yk+1)
is negligible.

Note that one can check whether Y, ¢ Aff(Y},...,Y,.1) holds or not in polytime by using Check
and the a trapdoor td.

Construction of an mdependent pre-image resistant function. In our signature scheme we use the
function H (Y ) = e(A,Y). The algorithms Gen, GenSim, and Check for the function H are as follows.
Below, Setup(l”) is an algorithm which generates a group description gk = (p, G, H, T, e).

e Gen(1%) : Compute gk — Setup(1%) and generates A & gn randomly, and output P — (gk, A).

e GenSim(1%) : Compute gk < Setup(1%), and choose randomly A & G, and @ & Zy. Compute
A «— @A. Choose randomly Y Smed Zp, and §; € Zy satistying (@, ;) = t for j € [k + 1].
Choose n — k linearly independent vectors €7, . . ., €, satisfying (€}, 7;) = 0 forall i € [n — k],
j € [k]. Output P = (gk, A), td — (€)icjn_t)» and Y; «— ;Y for j € [k], T « tY.

e Check(P, td,(T,Y;,...,Yes1),Y") : Parse P and td as (gk, A) and (€3)icn—r] respectively. Output
Liff e(A,Y’) = T and (&;,Y’) = 0 holds for all i € [n — k].

Proposition 4. For any n and k < n — 2, the scheme (Setup, H, GenSim, Check) is (n, k)-independent
pre-image resistant under the SXDH assumption.

Correctness is straightforward. We give the proof of independent pre-image resistance in Appendix A.1.

4 Proposed Scheme

Let n > 3 and m be integers. Let Setup be a polytime algorithm that generates a group description gk =
(p, G,H, T,e), as discussed above, where e : G x H — T. For H = (Ho,Hl, o ,Hm) c (H?)™*! and
M € {0,1}™, we define a Water’s hash function h as

hge(H, M) = Ho+ > MyH,
ke[m)]

where Mj, is the k-th bit of M. Let Prf and Vrf be the proof algorithm and the verification algorithm of the
Groth-Sahai proof system reviewed in Section 2.3. Our signature scheme SGN = (Kg, Update, Sig, Ver)
works as follows.
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—

Key Generation Kg(1): gk «— (p,G,H, T,e) « Setup(1”), G — HLH — (ﬁo, Hi,..., Hy,) «
(HQ)m-i-l'
Randomly select A & G, Q & H, and a, ¢ & Zy, satisfying (@, ¢) = 0 and compute A — GA, Q —
dQ. Select W0 S g randomly, compute 1" «+— e(/f, W[O]), and outputs pk — (gk, G, H, AT, C_j)
and sk — WOl

Key Update Update,, (skl): Parse pk and skl as (gk, G, H, A, T, Q) and W respectively, select s &
7, randomly, and output skl — W+ — Wil 4 5.

Signing Sig(sk[™, M) for M € {0,1}™: Parse pk and skl as (gk,G,H,A,T,Q) and W, Compute
Hyp — hgi(H, M), set crspr (G, Hyr), and o — Prf(gk, crsyr, (A, T), W) and output o.

Verification Ver(pk, M, o): Parse pk as (gk, G, H,A,T, Q), compute Hy — hgi(H, M), and set crsp «—
(G, Hyy). If Ver(gk, crsyr, (A, T), ) = 1, output 1. Otherwise, output 0.

Theorem 5. For any constants ¢ > 0 and any v = ©(1/+/k), the proposed scheme STG is (pc, pu, pr, PS)-
EU-CMA-CML secure under the SXDH assumption. Here

c-logk c-logk 1_2+7 1_2+7)

(PGaPU,pM7PS): (nlogp’ nlogp’ n ) n

We can achieve the fraction 1 — o(1) of leakage in signing and in memory by setting n = .

4.1 Security Analysis
4.1.1 Overview

Our proof starts with a reduction that shows how to convert any adversary that obtains leakage on key
generation and updates, to an adversary that does not require such leakage. This follows from the lemma of
Brakerski et al [BKKV10]. (See Appendix A.2 for the proof.)

Lemma 6 (Informally given in [BKKV10]). Ler SGN = (Kg, Sig, Ver, Update) be a (0,0, par, ps)-EU-
CMA-CML secure signature scheme. Then if py; = w(logn), it is also (clog k/m, clog k/m, pyr, ps)-EU-
CMA-CML secure for any c. Here m is the maximum of the length of secret key.

The proof of Theorem 5 then proceeds by a sequence of games (depicted in Fig.2):

1. In games 1-3 we follow a standard argument about the properties of Waters’ hash. Specifically, we
show that with non-negligible probability the common reference strings determined by the messages
that the adversary submits in signing queries are hiding CRS (and therefore hide the witness perfectly),
and the CRS of the forgery is binding (and therefore the witness can be extracted).

This part of discussion of the our proof is essentially the same as that of [W05] (simplified by [BR09]).

2. In game 4, we change the way that secret keys are generated. Instead of being generated by the update
algorithm, the secret key is now randomly chosen from an n-3 dimensional subspace W of the set
= {W|e(A, W) = T} of valid secret keys (which is of dimension n — 1).

Indistinguishability with game 3 follows from the DDH assumption on the group H.
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Wil becomes
leak. of key gen and a random

updates becomes 0 Waters hash element of W IPIR

— ——
Original—Game 0—=Game 1—Game 2—Game 3—Game 4—neg.
stat. {)
indis.
Game' 4 (W L)
Figure 2: Games in the reduction

3. Game' 4 is described only to prove a specific property of Game 4 that we need. In Game' 4 the keys
are chosen randomly from the space ) of all valid secret keys.

We rely on the perfect witness hiding of Groth-Sahai proof and a lemma from [BKKV10] to show
that game 4 and Game' 4 are statistically indistinguishable.

We then obtain the property of Game' 4 that the subspace )V is information theoretically hidden, and
this property transfers to Game 4 due to the indistinguishability of the two games.

4. Finally, in Game 4 we use the fact that JV is information theoretically hidden from the adversary to
argue that the witness W* extracted from the forgery the an adversary will almost certainly be an
element of ) \ W.

This allows us to violate the independent pre-image resistance of the hash function H 5(17) —e(A,Y),

because we can find a pre-image W* of T under H 1> and that pre-image is independent from the set
of known vectors W.

4.1.2 Proof

Additional Notation. Let A be an adversary that breaks the (0,0, pas, ps)-EU-CMA-CML security of
our scheme with advantage . Let 7 be the number of steps of 4, and let qy/, ¢g, and gz, be the number
of update, signing, and leakage queries of .4 respectively. Let pk = (gk, C_j, H, fT, T, Cj) be a public key
and skl = Wl be the i-th updated secret key. Let My, ..., M,  be the messages queried by A to the
signing oracle, and let (M™*, 0*) be a message/signature pair forged by .A. For a message M, let crsy; be
(G, hgi(M,H)). That is, crsys is the CRS which is used to compute Sig(sk[”, M) and to verify it.

We denote by Succ.Game;[A] the probability of success of A in Game .

Games pertaining to properties of the Waters’ function.

Game 0. Game 0 is the experiment of (0,0, pas, ps)-EU-CMA-CML security, played with the adversary
A. By definition, we have Succ.Gamey[A] = e.

Game 1. Game 1 proceeds the same as Game 0, except that the public parameters of the hash function H
are generated differently. Specifically, let § = [¢s/e] and U = [—m(6 — 1)..0] x [0..6 — 1]™. Then, the
public parameters of H are computed as:

—»—»$ N $ — $
U,V EH i (ug, ... uy) < U v<—(vl,...,vm)<—Z;”+1

Hy «— uiU + v,V foreach k € [0..m] and set H «— (ﬁo, .. Hp,

This change does not change the distribution of H. Hence, we get Succ.Gameg[.A] = Succ.Game; [A].
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We define the functions K (@, M) and L(0, M) as follows (following [BR09]). Note that K is computed
over Z but L is computed over Zj,.

K(tu, M) :=up + Z ugMy L0, M) := vy + Z v My,  mod p
ke[m] ke[m]

Then, we can rewrite:

how(M,H) = K (@, M)U + L(a@, M)V.

Game 2. Game 2 proceeds identically to Game 1, except that the adversary is considered to have won only
if she forges a signature, and K (i, M;) # 0 holds for all j, and K («, M*) = 0 holds. Following the proof
in [WO05] (simplified by [BR09]), we get

Lemma 7. Succ.Gamey[A] = Q(e%/mqs)

For completeness we give the proof in Appendix A.3.

Game 3. Game 3 proceeds as Game 2, except that the vector Vis generated differently. Specifically, the

challenger chooses « & Zy, randomly and sets V « aG. From the DDH assumption on H, there exists a
polytime adversary J such that

Succ.Games[A] > Succ.Games[A] + Adv.DDHy[F]. 4.1)

If A wins this game, K (i, M;) # 0 for all j and K(H,M*) = 0 holds. The former ensures that
ersy; = (G, hge(M;, H)) is a hiding CRS because hyy (M;, H) = K (@, M;)U + L(@, M;)V holds and
(é , Ij) is not DDH with overwhelming probability.

The latter ensures that crsy+ = (G, hgw(M*,H)) = (G, L(@, M*)V) = (G, L(@, M*)aG) is a bind-
ing CRS, and the challenger of Game 3 can compute the extraction key L (i, M)« of crsps«. It therefore
can extract the witness W* from the signature o* forged by .A. We will use these properties towards the end
of our analysis.

Changing Wi to a Random Element of W.

Game 4. Game 4 is the same game as Game 3, except that the challenger generates the part (/T, T, Q) of
the public key and the secret keys (W[i])ie[qU} differently. The challenger computes (A, T, Q) as follows.

To compute the public key, randomly choose
AdenZ,. . . Z, s 8m addEH
satisfying e(A", Z) = O forall k € [n — 3] and e(A", Q) = 0,

Additionally, randomly choose Y & H", and set T« e(A,Y).
To compute the private key, let

W= )7 + Span(Zl, cey Zn_g).

and randomly choose W1 & W for i e [0..qu].

Note that the challenger of Game 4 can compute (ff, 7 Tyeeos Zn_g, Q) in polynomial time by first gener-
ating the discrete logarithms of these group elements from the appropriate distribution, and then computing
the group elements themselves.

The following lemma is shown in Appendix A.4.
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Lemma 8. There exists a polytime adversary Fs for the DDH problem satisfying

Succ.Gamey[A] > Succ.Games[A] + %AdV.DDHH[fQ].
n

W is statistically hidden from the view of A.

Game' 4. Game' 4 is the same as Game 4, except that the updated key Wi of time period ¢ is chosen
randomly from ) instead of VV. Here,

Y={WeH"|e(A,W)=T}

is the set of valid witnesses for the statement e(A4,Y) =
The following lemma shows that Game 4 and Game' 4 are statistically indistinguishable. We leave the
proof of the lemma until Section 4.2.

Lemma 9. Let viewy and viewj1 be the views of the adversary A in Game 4 and Game' 4 respectively,

where the view includes randomness of A, public key, and answers to all queries. Then, dist(viewy, view};)
is negligible, under the assumption that A wins.

Bounding the advantage of .4 in Game 4. We now show how to use an adversary for Game 4 to break the
IPIR of the hash function H 4(Y') = e(4,Y).

To this end, we construct an adversary B for the IPIR. B takes (/T*, T*, }71*, cee }7,;"71) an instance of
the (n, n — 2)-IPIR problem for the H defined above.? 13 then embeds this instance in Game, by setting

(‘Zf, Tv }7) — (j*7T*v }7;—1)7

—

Zj — }*—}7*,1 forjen—3; Q<Y ,-Y;

n

Then, YV becomes

Note that B can simulate the signing and leakage oracles since she knows the secret key wii & W.

We know that A wins the game with non-negligible probability and outputs a forgery (M*,o*) such
that a witness W* satisfying e(/f, W*) = T can be extracted from o*.

From Lemma 9, W is statistically hidden from .A. Moreover, no information about (3_/;;‘_1, 3_/;;‘_2) is
given to A, except for § = }7;72 - }7;;*71. Hence, W* is independent from all of }71*, - ,}7;2‘72 with
overwhelming probability. However, in this case, by outputting W*, B violates the (n,n — 2)-IPIR of H ;.
Theorem 5 therefore holds.

4.2 Proof of Lemma 9

In this section, we use the notation from Section 4.1.2, and all algorithms are computationally unbounded,
unless otherwise stated.

We stress that we are considering an affine subspace of H™ (rather than linear). Hence, there exist n — 1 independent vectors
in the n — 2 dimensional affine subspace. The instance of (n, n — 2)-independent pre-image resistance contains n — 1 vectors Y;".
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Leakage resilient random subspace game [BKKV10]. In order to show Lemma 9, we use the following
adaptation of the information theoretic argument about leakage from random subspaces from [BKKV10]:
let b € {0,1}, n, ¥, q be integers satisfying n > ¢ > 2, p be a prime, P be a finite set, and K be a n-
dimensional vector space over Z,. We will make use of the following game played with a computationally
unbounded adversary D:

1. Let Z1,..., Zp & K. Let T; & Span(Zi, ..., Z,)ifb=0and T; & Kifb = 1.

2. D adaptively submits (possibly not polynomial time computable) functions F;, ..., F, : K — P as
leakage queries, and is given F;(I';) for each i. We stress that each F; may depend on the previous
answers F(I'y), ..., F;_1(I';—1) from the challenger.

3. Finally, D outputs a bit V'

Proposition 10 (Implicitly used in [BKKV10]). Let D be an adversary for the above game. Then, for all
§ >0, if|P| < p~16%/¢> then

| Pr[D outputs 1|b = 0] — Pr[D outputs 1|b = 1]| < 0.

The proof of Proposition 10 is given in Appendix A.5.

Overview. The simplest idea to prove Lemma 9 is sending a function F’ ()? ) = f ()7 + )? R)y) as a query
to the oracle of the game of Proposition 10 with £ = n — 3 and K = {W]e(A,W) = O} Here f is the
leakage function of a signing query, Y is a vector used in Game 4 and Game' 4, and R); is the randomness
used in the signing.

Then, the answer FT;) =f (Y + I';) from the oracle is equal to the leakge in Game 4 or Game' 4
because Wl < Y + T'; is a random element of W = Y + Span(Zy,...,Zp—3)or Y = Y +K depending
on whether b = 0 or not. Game 4 and Game' 4 therefore seem to be indistinguishable.

This initial approach fails because a simulator has to generate a Groth-Sahai proof o, for the witness
Wl — ¥ + I; also without knowing T; itself.

One approach to overcome this problem is setting a function F’ (X' ) to the concatenation of the Groth-
Sahai proof and leakage f (17 +X , Ryr). However, this approach fails also because the bit length of leakage
function |F ()Z )| beccomes too large for showing EU-CMA-CML security. Note that this is the approach
which Brakerski et.al. used to show weaker security of their scheme [BKKV10] than ours.

To overcome this problem, we exploit the perfect witness indistinguishability of the Groth-Sahai proof.
This property enables us to generate o, using arbitral witness and makes the challenger to find suitable
randomness R yy.

In greater detail, let o5 be a Groth-Sahai proof generated by arbitral witness, and F'(I';) be the function
which computes Wl — ¥V 4+ T, “reverse engineers” the randomness R, that would yield the same proof
oy = Prf(gk, crs, (A, T), Wl Ryr), (where Ry always exists because of the perfect witness indistin-
guishability) and outputs Ay = f(W[i] Rys). Then opy and A\ are a Groth-Sahai proof and its leakage
using witness wii respectively. Note that F' is not necessarily efficiently computable, because of the defini-
tion of game of Proposition 10. Because of the above discussion, we suceeds in overcomming the problem
mentioned before.

Additional Notation. In this section, we use the same notations as those in Section 4.1.2.
For an element (A, T") of G x H, a hiding CRS crs, and a witness W € ), let

Prfgk, crs, (A, T)]
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be the set of possible outputs of Prf(gk, crs, (A, T),W). Note that the distribution induced on the set
Prf[gk, crs, (/_f, T)] by the prover algorithm of Groth-Sahai does not depend on W. This is because the
Groth-Sahai proof system is perfectly witness indistinguishable.

For o € Prflgk, crs, (A, T)] and a witness W € Y, let

rd(gk, crs, (A, T), 0, W)

denote the randomness R such that o = Prf(gk, crs, (fY, T), W R). We will show that rnd is well defined
in Appendix A.6. Note that rnd is not necessarily efficiently computable.

The actual proof. We now prove Lemma 9. Let B be a (possibly unbounded) adversary B for Game 4 and
Game' 4, and suppose that |Succ.Gamey[B] — Succ.GameZ[B]] > 0.

To avoid cumbersome notation, and for simplicity of exposition, we explain how to handle the case
when the adversary only makes a single signing query between every two updates (recall that a signing
query includes leakage). The general case follows in a straightforward way.

Description of an adversary D. By using 3, we construct an adversary D which has advantage ¢ in
distinguishing the two distributions in Proposition 10 with £ = n — 3 and K = {W|e(4, W) = 0}.

D generates all the parameters of Game 4 or Game' 4 except (Z1,...,Z,—3) and feeds the public key
to B. More specifically, D generates Y and pk = (gk, G, H, AT, @), where T = e(ff, }7), and gives pk to
B. Whenever the adversary B submits a signing query (M, f), D first computes crs s, chooses randomness
Ry for the signing algorithm, and generates a signature

o Prf[gk, crsar, (A, T)].

Note that D generates signatures in the above way regardless of the key updates. D then constructs a function
f as follows, sends it as a query to the challenger, obtains an answer Ay, and sends o3y and A\py to B as a
signature and its leakage respectively.

Description of f, where (17', gk, crsar, (A, T), o) is hard-wired in f.
1. Take input I';.

2. Let Wil — ¥ 4T and RY; — md(gk, crsp, (A, T), o0, WH).

3. Output A\yy = f(WU, RY)).

D does nothing when B makes update queries. D finally outputs 1 iff 5 wins.

Correctness of the simulation. We now argue that when I'; is selected from Span(Zi, ..., Z,_3) and
K = {W|e(A, W) = 0}, D simulates B perfectly in Game 4 and Game' 4 respectively.

The main issue seems to be how we generate signatures: in Game 4 and Game' 4, signatures are com-
puted using witness W selected from W and respectively, while in the simulation of B by D they are
selected randomly from Prf[gk, crs, (A, T)]. Note that selecting a proof randomly from Prf[gk, crs, (A, T)]
is equivalent to generating a proof given a witness. This is implied by the fact that for each proof and witness
there exists a unique randomness of the prover that yields this proof.

From the perfect witness indistinguishability of the Groth-Sahai proof system we have that the tuples

(Prf(gk, crsr, (A, T),V; Rar), fF(WUL R),)) and
AT

(Prf(gk, ersar, (A, T), WL R, fOWE Ry )
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are identically distributed when R is uniformly random. Here, Wl =Y +1;.

In other words, the pair (o7, Aps) produced by D is a valid (signature, leakage) pair when the secret
key is Wl =Y +1;.

If T'; is selected from Span(Z1, ..., Z,_3) or K, the secret key wlhl =y + I'; is a random element of
WwW=Y + Span(Z1,...,Zp_3)0or Y = Y + K respectively. Therefore, the tuples (onr, Aur) given by D to
BB are distributed according to the distribution on signatures and leakage in Game 4 and Game' 4, when T'; is
selected either Span(Zy, ..., Z,—3) or K respectively. This contradicts Proposition 10. Lemma 9 therefore
holds.

5 Conclusion

In this work, we propose a signature scheme that protected against (1) continual memory leakage combined
with (2) all types of continual processing (computational) leakage, namely leakage from key generation,
key updates, and signing. Our scheme remains secure even when the leakage during signing is a function
f(sk,r) of both the secret key and the randomness.

The security of our scheme is proven in the standard model. Moreover, the amount of information that
our scheme is allowed to leak during each time period is optimal, in the sense that our scheme remains
secure even if 1 — o(1) fraction of the secret key of each time period is leaked.

Recently (in fact, one day after we wrote a preliminary version of this paper), we learned that in a
concurrent and independent work, Boyle, Segev, and Wichs [BSW10] proposed a different signature scheme
which also tolerates the same amount of leakage as our scheme.
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A Proof of Lemmata and Propositions

A.1 Proof of Proposition 4

In order to prove Proposition 4, we review the double pairing problem and show that this problem is hard to
solve under the DDH assumption.

Proposition 11 (Hardness of Double Pairing Problem on H under DDH on G [AFGKHO10]). For any
polytime adversary A,

gk — (p, G,H, T) « Setup(1~),

 e(CLU) +e(D,V) = 0,(U,V) #0
0.0 & C.(U.V) — Agh.c,p) OV TDVI=0LT)

Pr
is negligible under the DDH assumption on G. The problem defined in the above probability is called the

double paring problem.

Proof of Proposition 11. (idea) Let (C, D, C’, D’) be an instance of the DDH problem on G. If one can find
(W1, W) € H? satistying e(C, W1) +e(D, W) = 0, one can know whether (C, D, C’, D') is a DDH tuple
or not, by checking whether e(C,U) + e(D, V') = 0 holds or not. O

Proof of Proposition 4. Let n and k < n — 1 be natural numbers. Let A be an adversary for the (n, k)-IPIR
of the function W — e(ffT ,W). By using A as a subroutine, we construct an adversary B for the double
pairing problem on H.

Description of 5. B takes an instance (C, D) of the double pairing problem on H, selects ¢, d& Z,, and

Yo 1 S g randomly, and computes
P—A—aC+dD, T —elA",Y, ).
B then takes a random basis (Z j)jeln—2) of the kernel of the linear function
¢ : XeH" — (@X,d"X)eT?
as follows.
e Select2y,...,2, 9 € ZZ satisfying
- (&%) =(d,z) =0,
- Z1,...,2n—2 are linearly independent with each other.
o Select W 3 g randomly.
e Compute Z; — Z;W for each j € [n — 2.

B then computes
Y, — Y, 1+ Z; foreachje [n—2],

feeds (P, T, Yi,..., ?k+1) to A, gets an output Y’ of A, computes
Z'—Y' Y., (UV)— (Z,dZ)

and outputs (U, V).
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Since Zj is in the kernel of ¢, it satisfies e(A, ZJ) = e(cC + JD,Z}) = 0. Hence, e(ff,i_}j) =
e(ff, }771,1 + Zj) = e(/_f, }7”,1) = T holds. This means that 3 simulates the view of A correctly.

Success Probability of 5. We show that the output (U, V') of B is an answer to the instance (C, D) of the
double pairing problem with non-negligible probability. Specifically, we show

e(C,U)+e(D,V) =

(C,D) #0.
From the definition of the game of the IPIR, the output Y’ of A satisfies the following properties with
non-negligible probability:
e(AT,Y)=T (A1)
Y'is linearly independent from }71, ... ,?k+1 (A.2)

From equation (A.1) and e(AT,Y,_1) = T, it follows that e(AT, Z') = 0. Hence, it follows that
e(C,U)+e(D,V)=e(@C,Z)+e(d" D, Z")=e(AT,Z') =0

We next show that (C, D) # 0. Since B did not feed (Yo, ...,Y,_1) to A, the distribution of this
tuple is mdependent from the view of A. From (A 2), this means that Y’ is linearly mdependent from all of
Yl, .. ,Y _1. Therefore, the value 7' =Y - Y _1 is linearly independent from all of Y Yn 1= Z for
Jj€n—2]

Recall that the tuple (Z )jeln—2) is the basis of ker ¢. Since Z 7' is linearly independent from all of Z for
j € [n— 2], Z' is not in the kernel of ¢. This means that (U, V) = (&' Z',d" Z') = ¢(Z") is not 0.

From the above discussion, 13 succeeds with non-negligible probability. 0

A.2 Proof of Lemma 6
We prove Lemma 6 by using the Chernoff bound.

Lemma 12 (Chernoff Bound). Let 0 < p < 1, and let X1, ..., X, be independent 0-1 random variables,
so that Pr[X; = 1] = p for each i. Then, for all £ > 0, we have

o

Proof of Lemma 6. Suppose that there is an adversary A that has advantage ¢ 4 in breaking (0,0, pas, ps)-
EU-CMA-CML security of the signature scheme SGN. To simplify the notation, we recognize the key
generation as “the 0-th key update”.

By using A as a subroutine, we construct an adversary B which can break (pg, pur, par, ps)-EU-CMA-
CML security of SGN/, where

m .
=11

—p'ge} 21—2-672”152

c-logk
nlogp

PG = pU =

Idea Behind the Construction of B. Before giving the details, we give the idea behind the construction of
B.

The main problem is the simulation of answering the leakages in (the O-th or later) key updates: 5 has to
answer to A leakage f (SkM ,7) in updates, although B herself cannot get these leakage from the challenger.
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We overcome this problem by defining a function Fs; which “guesses” the leakage «. BB then sends Fj; to
the challenger as a (memory) leakage query, and passes the answer F; (skm) to A as the leakage of updates.

The description of Fst(sk[i]) is as follows. Let .4 be the copy of the description of A and st be the
current state of A. For any o € {0,1}¢1°8% F,,(skl"l) executes A(st) as a subroutine, after giving o to A
as the leakage of update. Above, the descrption of A and the state st are hard-wired in F. St(skm) by B. Note
that F;(sk [i]) can answer to oracle queries because it knows sk as an input.

By doing the above execution a lot of times, Fst(skm) guesses o which maximizes the success prob-
ability of A. Fy(sk[) finally outputs this ov. Note that Fy(sk[!) can do above procedures in polynomial
time because the amount of update leakages are O(log n) in our case and therefore only polynomial number
of candidate « of leakage are there.

Detailed Description of F;;. We first give the detailed description FY; for the i-th update for : > 1. Bellow,
the copy A of the description of A and the current state st of A are hard-wired in Fi; by B:

1. Take sk as an input.

2. For every candidate of leakage value o € {0, 1}¢1°8%, repeat the following procedure « times, each
time rewinding A to state st:

(a) Give o to A(st) as a leakage in the key update.

(b) Simulate A to completion, answering all queries correctly, and randomly updating the secret
key.
Note that since Fls; has sk as input, it can sign, compute leakage, and randomize sk inside its
computation and can therefore answer all queries asked by A.

3. Compute the fraction of times d,, that the above procedure concluded with A producing a successfully
forged signature.

4. Output o which maximize 6. (If there are two or more such o, output any one of them.)

The function Fl; for the key generation, which we will write F7, due to differentiate the function for
other updates, is the same as the above one, except that F”, inputs to .4 not only « but also the public key
pk. (pk is hard-wired in it by .)

Detailed Description of 5. The description of B is as follows.
1. Take pk as an input.
2. Execute A until it sends a leakage function of the key generation as a query.
3. Copy the current state st of .4, make query F,, and pass the answer to A.
4. Execute A until it halts, answering queries as follows.

(a) If A makes a signing or a leakage query, pass it to the challenger, get an answer, and pass the
answer to A.

(b) If A makes an update query with leakage function f, make update query with no leakage func-
tion, copy the current state st of A, sends Fy; to the challenger as a memory leakage query, and
pass the answer to A.

5. If A succeeds in outputting a forgery, output this forgery. Otherwise, output 1.
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Success Probability of B. To simplify the analysis, we make the challenger compute all skl fori e [0..qu]
at the beginning of game. This change enables us to avoid cumbersome discussion about the dependency of
random valiables. Note that this change clearly do not effect the success probability of B.

Let
€A

2(qu +1) .
Let st; 1 be a state of A just after making the i-th update query in the game with 3 and before getting the
answer to the query.

77(—

In order to clarify the number 4 of times of updates, we let 50 denote Og.
The function Fy;, , computes the estimate 5&’ ) of the probability (5&1 ) that A will win when she gets «
as a leakage of the i-th key update.

The Chernoff bound implies that

pr [|59) - o)

< n} <1-2.¢ 20 =1 neg(k). (A.3)

)

We estimate max,, 5((; ) and SS recurively as follows. Suppose that

max 5&” >e4— N (A.4)

)

holds. Recall that I, | outputs o which maximizes Séf . From equation (A.3), F, , outputs « satisfying

39 >eq—(i+1) (A.5)

with overwhelming probability. Since A gets the output o of F;, | as the leakage of the i-th update,
equation (A.5) implies that the adverasary .4 wins with probability €4 — (i + 1)7, even after getting « as
the leakage of the ¢-th update.

This means that, if A gets the “correct” leakage in the (i + 1)-th update, A wins with probability
€4 — (i + 1)n even after getting the leakage of the (7 + 1)-th update. In other word, there exists an answer

0 to the (i + 1)-th update query satisfying 5(gi+1) >e4 — (i + 1)n. In particular,

max 60t > e — (i 4+ 1) (A.6)

«

holds. The equation (A.6) enables us to estimate 55,} +1)

to estimate S&i ).

By using the above estimation gy + 1 times, we can get the estimate

, by the same way that the equation (A.4) enables us

0N 2 e — (qu + 1)n = ea/2.
From the definition of 653 ) and B it follows that
5(90) = Pr[B wins].

Hence, B wins with probability e4 — (qu + 1)n = £4/2, which is non-negligible. This contradicts the
assumption. O
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A.3 Proof of Lemma 7

This part of proof is essentially same as the simplified security proof [BR09] of the Waters’ ID-based en-
cryption [WO05]. Our proof however is even more simpler than [BR09], because our usage of Waters’ hash
function enables us to skip the following part of discussion of [BR09]: In [BR09], Bellare and Ristenpart
showed that that the advantage of an adversary does not depend on when the challenger checks equalities
K (@, M) # 0. In our case, however, it is clear that the advantage does not depend on it.

Proof of Lemma 7. Let A be an adversary of Games. Let gg be the number of signing queries of A, M;

be the j-th signing query of A, and (M., o.) be a forgery of A. To simplify the notation we write M =
(M, My, ..., M,y).

Let GD be the event that, at the end of Gamey, both K (@, M;) # 0 for all j and K (u, M,) = 0 holds.
Let BD be the event that GD does not occur.

For any vector M = (M, My, ..., M), let
Y(M') = Pr[K (i, M) = 0, K (i, My) #0,..., K(ii, M) # 0].

Here the probability is taken over the choice of & U. This is probability of GD under the particular
sequence of the signing queries M7, ..., M and the output message M.
We use the following two lemmata for proving Lemma 7.

Lemma 13 ([BR09]). Let m, 0, and qs be parameters which is used to define Waters’ function. Then for
any M' = (M, My, ..., M} ) € ({0,1}™)%H1 it follows that

1 qs Y 1
— (1 - —) <y (MY< ——Mm——.
m(9—1)+1( o) S M) = DT
O
Lemma 14 ((BR09]). Let M’ = (M., Mi, ..., M,_) be atuple of messages. Let Q(M') be event that A
in Gamey results in making queries My, ..., M and outputting M. Then, it follows that
e Pr[GD A Q(M")] = (M) Pr[Q(M")). 0

The above two lemmata are proved in [BR09] based only on the computations of probabilities, using the
game as a blackbox. These lemmata therefore holds even for our games.

Let F be the event that the forgery of A is accepted by the verification algorithm. Because the distribution
of the value # is independent from that of the view of .4, the success probability of forging does not depend
whether GD holds or not. Hence, it follows that

Pr[F | GD] = Prl[F]

That is,
Pr[F A GD] = Pr[F] Pr[GD].
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From the above arguments, it follows that

Succ.Gamey[A] = Pr[F A GD]
= Pr[F] - Pr[GD]
= Succ.Game [A] - Z Pr[GD A Q(M")]
i

—c Z( (M") Pr[Q M’)])

>¢- mln{'yM )} Z Pr[Q(M")]
M/
1 qs

e - g)

Since we set § = [gg/c], the light hand side of the above inequality is not smaller than

1 e2(1 —¢)

Right Hand Side > ¢ - 1—¢)>
: 2 s/ D10 s — o)

= Q(e?/mqs).

A.4 Proof of Lemma §

Lemma 15. Let n be a natural number and B be an adversary. Define game Game|[B] as follows: The
challenger takes

Z_ZL_Q i H ' v, Ups l Ly,
randomly, sets
(21, 2 3) — (N g vn-3Zy,_).
and gives (Z}, ..., Z!,_, Z!,_5) or a randomly selected element of (H"~1)"=2 to N. B has to guess whether

the input is random one or not. Then, for any adversary B, there exists an adversary F satisfying
1
Adv.Game[B] > — Adv.DDHy[F].
n

We omit the proof of Lemma 15 because it is well-known.

Proof of Lemma 8. By using an adversary A of Games, we construct an adversary I for the game of Lemma
15.

Descrption of Simulator. 5 takes a group description gk = (p, G, H, T, e) and an instance (Z} o) €

(H"~1)"=2 of the game of Lemma 15 as an input. She then generates matrix Z = (Z Z 3) €
H"*("=3) and vectors A € G" and Q € H" satisfying
(AT, Z) = =e(A",Z,5) =e(AT,Q) =0,
3X1,.. Xn 2 €H" : Zy=Z)||Xe, Q=2 5||Xno

Specifically, it generates Z = (Zl, e Zn_g) € H"*("=3) A and @ as follows.
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e Take A, 3 Gand Gly--eyQp_1 & Z,, randomly and set

A (a14n, ... an_14n, Ap)T.
e For each ¢ € [n — 2], parse Zé as (Zy1,.-.,Z4,n—1) and set

Zo— (Zuay- s Zop, — Z arZoy)"
ken—1]

o Set

B then randomly takes
—H" skl — il & 7y Span(Zi,...,Z,—3) foreach i € [0..qy].

and computes
T — (AT, Y").

B generates the other parts (G, H) of the public key than (gk, A, T)), by using the same way as the
challenger of Game, does. It then sets pk < (gk, G, H,A,T, @) and feeds pk to A.

If A makes query (update, f), B will use Wit ag the secret key. Itresets ¢ «— ¢+1. B simulates signing
queries and leakage queries by using W as the current secret key. B finally outputs 1 or 0, depending on
whether A wins the game or not.

Correctness of Simulation. If the instance I = ( 7 Tyenes Z_ZL_Q) is randomly selected elements of (H™~1)"~2,
the view of A simulated by B is clearly the same as that in Games. In contrast, if the instance [ satisfies
Z )= WZZL_Q for some (v¢)¢c[,—3], one can easily show that

Zy = puZn—2 = 1eQ

holds for any ¢ € [n — 3.
Then, forz > 1, '
whl ey’ + Span(Zi,...,Z,_3) =Y’ + Span(Q)

holds. Hence, there exists ul!l € Z,, satisfying
W — 4 4l
Let
Y Y +a%Q, sl — ull — 4T mod p

Then, it follows that
wlol — ?7 Wi+l — yyrld S[i]@

That is, the distribution of TWi+1] generated by B is the same as that of W+ in Game,. Hence, the view
of A simulated by B is clearly the same as that in Game4. From the above discussion, the lemma holds. [
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A.5 Proof of Proposition 10

The following proposition was explicitly given by [BKKV10] and was proven by using “generalized crooked
leftover hash lemma” [DS05, BFOO08]. We will prove Proposition 10 based on it.

Proposition 16 ((BKKV10]). Let n, ¢ be natural numbers satisfying n > £ > 2, p be a prime, P be a finite
set, KC be a n-dimensional vector space over Zy,, and F' : KK — P be a function. Then for randomly taken
Z e (Zv,..., Z) &KLV & Span(Z,..., Zy), and U & K,

dist((Z, F(V)),(Z,F(U))) <¢

holds as long as
P < ptté

Proof of Proposition 10. We prove Proposition 10 using a hybrid argument. Specifically, let Hyb, be the
same as the game of Proposition 10 except that, regardless of the value of b, the challenger takes I'; from K
for1 < j <4i—1, and from Span(Z, ..., Z,_3) fori < j < q. In order to differenciate the notation, we
let U ; and X_/'] denote randomly selected element of K or Span(Z1, ..., Z,_3).

Let D be a distinguisher for the game Game of Proposition 10. We next show that forall 1 < ¢ < ¢ —1,
the outputs of a distinguisher D in Hyb; and Hyb, , ; are closely distributed.

Let § be the gap between the probability that D output 1 in Game if b = 0, and the probability that it
outputs 1 in Game if b = 1. Let us denote by J; the gap between the probabilities of D outputting 1 in Hyb,
and Hyb, ;. We know that there exists an 1 < i < ¢ — 1 such that §; > §/q.

For convenience of notation, let us remove D from the argument, and instead encode its adaptivity logic
into the leakage functions. Then, the tuple of the answers in Game if b = 1 and b = 0 respectively can be
written as

(F{(VA), Fy(A1, Vo), .., Fb(A1, ..o, Ag-1, V) and
(F{(Th), B3\, U)o Fy(A, -2 A=, Uy))

where J; is the output of Fi’ (note that the above definition is recursive).
From the hyblid argument, we therefore get the distributions

Di = (F{(Uh),....,Fl_y (M1, Aima, Uis1), EY (A oy Nie1, Vi) o F( A
Diy1 = (F{(Th),.... F/(A, . X2, U), Fl (Mo A Vi), oo Fo (Mo A

satisfying dist(D;, D;+1) > d/q.
Let Z = (Z1,...,Zy) be arandomly selected element of KC¢ and T'; be an element selected from either
Span(Zy,...,Zy) or K = {W|e(A,W) = 0}. We define the distrbution D'(T';) as follows:

)) and
)

q—1> ‘/;1—1
g1, Vg—1

e Choose ﬁl, e ﬁi,l & K.

—

e Forj=1,...,i— 1, recursively compute the values \; « F/_;(A1,...,Aj—1,Uj-1).

o Let F(-) = Fj(A1,...,Ai—1,-) be the function that we will use to distinguish the distributions of
Proposition 16, and \; be F'(T';).

—

e Forj=i+1,...,q,recursively compute the values \; « I ;(A1,..., Aj—1, Vj—1).

o Let D'(T;) be (A1,...,Aq).

The distribution D’(T';) is the same as D; or D; 1 depending on wether I'; is selected from Span(Z1, . . ., Zy)
and K = {W]e(A, W) = 0}. From Proposition 16, this means that dist(D;, D;;1) should be less than ;.
This contradicts dist(D;, D; 1) > 6;. Proposition 10 therefore holds. O
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A.6 Proof of Well-Definedness of rnd

Lemma 17. For all (f_l', T) € G™ x H, all hiding CRS crs, all witnesses W e Y, and all possible output
o of Prf(gk, crs, (A, T), W), there exists one and only one element R of the set of randomness satisfying
o = Prf(gk, crs, (A, T), W; R).

Proof of Lemma 17. We take (/T T), o0, and W as in the statement of the proposition. Because of the perfect
witness 1ndlst1ngu1shab111ty, there exists at least one random 1 tape R satlsfylng o = Prf(gk, crs, (A T), W ;i R).
Parse o as (C, D, II). From the definition of Prf, (C, D) = (R - G,W + R - H) holds. When we write
down the above equality by each components, we can consider it as the a system of linear equations for the
coefficients of R. This system has 2n equations for 2n variables. Hence, it has only one solution at most.
This means that there exists one and only one R satisfying o = Prf(gk, crs, (A; T), W R). O
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