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Abstract

Recently, many non-interactive deniable authentication (NIDA) protocols have
been proposed. They are mainly composed of two types, signature-based and
shared-secrecy based. After reviewing these schemes, we found that the
signature-based approach can not deny the source of the message and thus can not
achieve full deniability; and that, the shared-secrecy based approach suffers KCI
attack although it can achieve full deniability. In addition, both types of schemes lack
efficiency consideration for they mainly base on DLP, factoring, or bilinear pairing.
Due to this observation, in this paper, we use the Fiat-Shamir heuristic method to
propose a new ECC-based NIDA protocol which not only can achieve full deniability
but also is more efficient than all of the proposed schemes due to the inheritent
property of elliptic curve cryptosystem. Further, we prove the properties of full
deniability and KCI resistance conflict for a NIDA protocol. Besides, we deduce that
a NIDA protocol is deniable if and only if it is perfect zero-knowledge.

Keyword: deniability, deniable authentication protocol, Fiat-Shamir heuristic, perfect
zero-knowledge, simulatability, key compromise impersonation attack,

elliptic curve cryptosystem.

1. Introduction

The basic security requirements such as integrity, confidentiality, non-repudiation,
and authentication have been paid much attention over Internet communications.
Recently, the property of “deniability” is getting attractive more and more since it can
protect personal privacy which we often need in the real life or business activities. For
example, a bidder of an action may not expect the content of his bid revealed to a
third party. Even, he may wish nobody knows his participation. Under this
requirement, the property must let the bidder be able to deny his participation if an

unexpected event occurs. In a digital world, this privacy requirement can be



implemented by a deniable authentication protocol in which the receiver can verify
the authenticity of both the message and the sender, but afterwards the sender can
deny to a third party that he had sent the message. Up to now, there are many schemes
proposed in this area [1-10, 22-26].

In 1998, Dwork et al. [1] first proposed a deniable authentication protocol based
on concurrent zero-knowledge proof. Their study permits a sender S to authenticate a
message for a receiver R, but a third party can not verify the authentication. In other
words, it does not permit R to convince a third party that S has authenticated m to
him-as if there were no “paper trail” of the conversation left between them. In the
same year, Aumann and Rabin [2] proposed another deniable authentication protocol
based on factoring. They mentioned that if R can simulate all the communications
between him and S, then S can deny the communications that he had ever taken. In
2006, Raimodo and Krawczyk [3] define an authentication and key exchange protocol
to be deniable if R’s view (all the information that R obtains by participating in the
protocol) can be simulated by an efficient machine (called the simulator) which
doesn’t know S’s secret key. Here, if S’s secret key needs to be known, then the
deniability property fails since only S should know his secret key; and an efficient
machine (simulator) means it can construct the transcripts without relying on
deducing S’s secret key (from his public key). In addition, they also proposed the
notion of “partial deniability” for SIGMA protocol [11] which uses non-repudiable
signature for authentication; and proposed the notion of “full deniability” for SKEME
protocol [12] which uses encryption-based method for the same purpose. In their
deniability definition, S can only deny the content of message m, but for a fully
deniable one, S can deny both the content of message m and where it comes from.
From literatures [1-3], we can see that “simulatability” of the receiver’s view implies
“deniability” of the sender. In 2008, Li ef al. [23] apply the deniable authentication
property in an electronic voting protocol for mobile ad hoc networks. However, in
their scheme, if the system is not equitable, it can impersonate any other voter to vote.
As a result, the vote can not convince anyone. Conversely, if the system is equitable,
there is no necessity for the system to vote for any voter. In other words, their

application is not suitable.

Except for the schemes mentioned above, many non-interactive deniable
authentication (NIDA) protocols [6-10, 22, 24-26] have been proposed. We classify
these NIDA schemes into two types: (a) signature-based, and (b) shared-secrecy based.
If an item (which is regarded as a signature by the sender) in the sent message can not
be reproduced by the receiver. We term such a protocol as a signature-based protocol.

Otherwise, we term it a shared-secrecy based protocol. By our classification, [6, 7, 8,



22] are signature-based and [9, 10, 24, 25, 26] are shared-secrecy based (Although
this might not be consistent with the titles mentioned in the original papers.). In these
schemes, a message with its proof produced by a sender is sent to a receiver in only
one pass. Then, the receiver can use this proof to verify the authenticity of both the
message and its sender. But afterward the sender can deny to a third party that he had
sent this message. Except for this property, a non-interactive protocol generally has
the advantage of communication efficiency for its only one-pass communication and
hence can be applied to off-line applications such as sending e-mails or signing
documents. However, we found that these schemes either have security vulnerabilities
or can not achieve the goal of full deniability. Below, we roughly describe the main

frameworks of these schemes.

For signature-based schemes [6, 7, 8, 22], the sender S signs on a random nonce »
as sig r, encrypts » as enc_r by using R’s public key, and computes a MAC-based
proof, proof = HMAC (r, m), which thus implicitly binds m with S$’s r-related
signature sig_r. S then sends the four-tuple message flow (sig r, enc_r, proof, m) to R.
After receiving this message flow, R first decrypts enc r to obtain r, and then uses » to
verify both sig 7 and proof. If both verifications are valid, R accepts the message. The
authors claimed that in their schemes, S can deny the content of m because R can
choose arbitrary m' and computes proof' = HMAC (r, m'). Then, this newly formed
four tuple (sig_r, enc_r, proof’, m") is still a valid transcript. However, it can be easily
seen that as long as R reveals 7, S can not deny his sig » on » because sig_» can not be
efficiently simulated (forged) due to the unforgeability of a signature. More precisely,
S can not deny his action of sending the four-tuple message flow. Hence, we consider
that these signature-based NIDA schemes can not achieve the fully deniability (which
means the sender can deny both the content of the message and its sender). Except for
the unsatisfaction of full deniability, schemes [7, 8] also have another security hole.
They suffer from the session key compromise impersonation attack as pointed by [10],
which we denote as SKCI. From now on, we will use “deniability” to stand for “full

deniability”.

For shared-secrecy based schemes [9, 10, 24, 25, 26], S and R use the pre-shared
secrecy to achieve mutual authentication, secret communication and deniability.
However, we found using this type of approach will result in KCI (key compromise
impersonation) attack. KCI is a security notion which means that the loss of a user u’s
secret value would enable an adversary E to impersonate any other party to
communicate with u [13]. According to this definition, we know that there are two
possible ways for £ to launch such a KCI attack in an interactive two-party (say 4 and

B) protocol: E compromises 4’s (or B’s) private key and then impersonates B (or A) to



communicate with 4 (or B). But for a one-pass NIDA protocol, only one KCI
launching is possible that £ compromises R’s private key, and then impersonates S to
authenticate a message m' to R. Therefore, we consider schemes [9, 10, 25] suffer
from KCI attack since once £ compromises R’s secrecy (which is also the secrecy of
S’s), he can easily impersonate S to communicate with R. The similar argument for a
deniable shared-secrecy based IKE (Internet key exchange) protocol can be seen in
[5]. For scheme [24], we will demonstrate its drawback in Section 2.3. As for scheme
[26], although it claims their scheme is fully deniable, we found it can not attain their
goal. At most, it can be termed as a partially deniable authentication scheme when the
underlying scheme is ElGamal signature. Because the space cardinalities of both ¢
and C are different from the ones in the existential forgery. That means, it isn’t a

perfect zero-knowledge scheme (which we will describe in this paper).

From the above-mentioned, we know there still lacks a secure and complete NIDA
protocol. (We will give a more detail drawback description about these schemes in
Section 2.2 and 2.3, respectively.) Therefore, in this paper, we base on Fiat-Shamir
heuristic [15] to propose a NIDA protocol, attempting to resolve the weaknesses
found in both of the signature-based and shared-secrecy based schemes. After that, we
prove a NIDA protocol is deniable if and only if it has the property of perfect
zero-knowledge [17]. Our protocol can produce a receiver-simulatable
non-interactive proof. It allows the designated R to simulate the real transcripts
formed by S and him. Such a designation is similar to Jakobsson et al.’s “designated
verifier proof” [16] that the designated verifier can always use his trapdoor to
simulate any transcript initiated by S. The details will be discussed in Sec. 4.
Unfortunately, we found our scheme still suffers from KCI attack. Hence, we go a
step further to prove that the property of deniability conflicts with the property of KCI

resistance, for a NIDA scheme. We will discuss and prove it in Sec. 5.

The rest of this article is organized as follows. In Sec. 2, we introduce the
Fiat-Shamir heuristic on which our scheme bases and then give a detailed discussion
of previous work. In Sec. 3, we propose our protocol. The analyses of its deniability
and other security features are described in Sec. 4 and Sec 5, respectively. Finally, a

conclusion is given in Sec. 6.

2. Background and Related Work

In the following, we first give the definitions of used notations in this paper. After
that, the Fiat-Shamir heuristic is introduced in Sec. 2.1 and then we discuss the three
signature-based NIDA protocols [6, 7, 8] and the three shared-secrecy based
approaches [9, 10, 25] together with their corresponding drawbacks in Sec. 2.2 and



Sec. 2.3, respectively.

Definitions of used notations:
P, q: two large primes satisfying ¢g|(p-1),
G a group of order q,
g: the generator of G,
G, Gy: groups of order g on an elliptic curve,
P: a primitive element of G,
x;: user i's private key,
Y;: user i's public key which equal to g in DLP scheme or x;P in pairing scheme,
H: a one-way hash function mapping from {0, 1}* to Z,,
Hi: a one-way hash function mapping from G, to Z,,
H>: a one-way hash function mapping from G| x G to Z,,
Hj: a one-way hash function mapping from {0, 1}* to G,
e: a pairing function mapping from G| x G to G,

auth: a message authenticator.
2.1 Fiat-Shamir heuristic

In 1986, Fiat and Shamir [15] suggested a heuristic means for designing a secure
digital signature scheme which enables a user to prove his identity and authenticate
his message by the following two steps:

(1) Choose a secure 3-pass identification scheme, e.g., Schnnor’s identification
scheme[17] in which the output transcript in each round is denoted as
(commitment, challenge, response), where commitment is the first flow from
the prover to the verifier, challenge is the second flow from the verifier to the

prover, and response is the last flow from the prover to the verifier.

(2) Choose a secure hash function # to produce the challenge. When a signer
wants to sign on a message m, he executes the above identification scheme by
himself to produce an acceptable transcript (commitment, challenge, response)
as his signature on m, where challenge equals H(commitment, m). That is, he
first generates the commitment then hashes the commitment with message m
to produce the challenge and finally computes the response according to the
identification scheme.

For clarity, in the following, we demonstrate the above two steps by first adopting
Schnorr Identification Scheme in step (1) and supposing that a signer has his private
key SK = x€,Z, and public key PK = g . Then for step (2), when signing on message

m, the signer computes commitment ¢ = gk, challenge ch = H(t, m), and response s = k



+ SK * ch, and forms (¢, s) as his signature. The signature (z, s) can then be publicly
verifiable by checking whether ¢ = gS(PK)ﬂ(th) holds or not.

The Fiat-Shamir heuristic is also treated as an efficient way in building
non-interactive zero-knowledge proofs [18, 19, 20]. Its security is based on the secure

hash function # and can be proved in the random oracle model [20].
2.2 Review of signature-based NIDA schemes

In 2004, Shao [6] proposed a signature-based scheme using generalized ElGamal
signature. In the scheme, when Alice wants to send a message with its authenticator to
Bob, she randomly chooses € Z, and computes k = Y, ) (mod p), r = H(k), s = t— x,r
(mod g), and auth = H(k||m). Then, she sends (7, s, auth, m) to Bob. After receiving (7,
s, auth, m), Bob computes k' = (ng 4 r)xB and verifies whether both » = H(k") and auth =
H(k'||m) hold. However, in 2006, Lee et al. [10] pointed out Shao’s scheme has a
vulnerability that once the session key k& was compromised, the attacker can take
arbitrary message m' to form another valid auth’ = H,(k|m'). Then, he can
impersonate Alice to send Bob (7, s, auth’, m"). Bob would then be fooled because he
will extract the same k from the old (7, s) and thus verify auth’ as valid. We denote
such an attack as SKCI attack. Except for the SKCI attack pointed by Lee et al., this
study also found Shao’s scheme lacks the deniability property since nobody other than
Alice can efficiently make the signature s on . Hence, as long as Bob reveals both &
and » = H(k) to a third party, Alice can not deny her signature s . In addition, although
R could arbitrarily produce k' = (¢"'Y,")" by randomly choosing s’ and ', the equation
r' = H(k") can be hardly satisfied because the probability that the hash value of k&’
would be equal to a pre-defined value r' is negligible. This demonstrates the

undeniability of Shao’s scheme.

In 2005, Lu and Cao [7] proposed a signature-based NIDA scheme based on Weil
paring. In their scheme, when Alice wants to send a message m with its authenticator

to Bob, she first randomly chooses ¢€ Z, and computes » = H,(e(P, P)), s - Y,,
r+

xA
and auth = H,(é(P, P)', m). Then, she sends (7, s, auth, m) to Bob. After receiving (7, s,
auth, m), Bob extracts the session key k = é(P, P)' by using the session parameters (7,
s), Bob’s private key, and Alice’s public key, i.e. é(s, xz'(rP+Y,)) = é(P, P).
Meanwhile, in 2005, Lu and Co [8] also proposed a signature-based scheme based on
factoring in which when Alice wants to send a message with its authenticator to Bob,
she transmits (s, b1, by, ¢, a1, ay, auth, m), where (s, by, by) is Alice’s signature on a
random nonce » and (c, aj, az) is r encrypted by Bob’s public key. After receiving

Alice’s message, Bob first decrypts (c, aj, ay) to obtain 7, and then verifies Alice’s



signature, (s, b;, by) on r. If it is valid, Bob believes that the message is sent from
Alice.

However, in 2006, Lee et al. [10] pointed out that both [7] and [8] have the
vulnerability of SKCI attack. In addition, this study also found both schemes lack the
deniability property. Because in [7], as long as R reveals k = é(P, P)' and r = H,(é(P,
P)") to a third party, S can not deny his signature s on 7; and in [8], for any given r,
nobody other than Alice can efficiently compute 7’s signature (s, b;, by) due to the
difficulty of factoring. That is, when Bob reveals (s, by, b,, ) to a third party, Alice
can not deny that she had ever sent (s, by, bs, ¢, a1, a, auth, m) to Bob. Moreover, in
2007, Lu et al. [22] proposed an improvement on [8] to include both identities of the
two communicating parties. However, this study found their improvement still has the

same deficiency as that existed in [8].
2.3 Review of shared-secrecy based NIDA schemes

In this section, we first introduce the conflict of deniability and KCI resistance in
shared-secrecy based deniable protocols from studies [5, 14]. Then, we review three
shared-secrecy based NIDA protocols, [9, 10, 24 ], and show they suffer from KCI
attack.

In 2004, Boyd and Mao [5] pointed out that the two properties of allowing
deniability and preventing KCI attack in the shared-secrecy based IKE protocol [4]
conflict. For in [4], once the shared secret key of a party, say 4 (or B), was
compromised, the attacker will know the secrecy shared between them. He then could
impersonate B (or A4) to talk with A4 (or B). This is exactly what the KCI attack means.
Chou et al. [14] had demonstrated such a KCI attack. In 2005, Cao et al. [9] proposed
a Weil pairing ID-based NIDA protocol. In their protocol, there exists a TA (Trust
Agent) whose private key is s€Z, and public key is P,,, = sP. TA computes Alice’s
public / private key pair as Q4= H3(ID,) / S4= sQ4 and computes Bob’s public /
private key pair as Oz= Hs(ID3) / Sp= sQp. When Alice wants to send a message m
and its authenticator to Bob, she computes Y = é(¢tP,s+S4, tP+0p), k = H(Y, ID4), and
auth = H(k||m), where ¢ is a timestamp, then she sends (ID, t, auth, m) to Bob. After
receiving (IDy, t, auth, m), Bob can extract Y = é(tP+(Qy4, tP,u+Sp) because he and
Alice had pre-shared a secrecy e(P+Qy, P+Qp)’. From the description in [5], we can
see this scheme suffers from the KCI attack. Because if an adversary £ compromised
Bob’s private key Sp, he can impersonate Alice to send a message to Bob by
computing Y’ = é(t'P+Qy, t'Ppuy+Sp), k' = H(Y', ID4) and auth’ = H(k'||m"), where t'is a
timestamp, and sending (/Dy4, t', auth', m") to Bob. As a result, E can successfully fool

Bob to accept his message.



For patching the vulnerability of SKCI in signature-based schemes [6, 7, 8], in
2006, Lee et al. [10] proposed a scheme using ElGamal signature with the sender’s
signature s sent in a hidden way. In addition, due to Alice and Bob had pre-shared a
default long-term secrecy (Y4)'s = (Y3) "+ = g*+"s(mod p), we therefore classify their
scheme as shared-secrecy based. In their scheme, when Alice wants to send a message
m and its authenticator to Bob, she randomly chooses ¢ and computes » = g’ (mod p), s
= H(m) x4+ tr (mod q), k = (¥, ) (mod p), and auth = H(k||m), and then sends (m, r,
auth) to Bob. Although, Alice does not send her signature s, Bob can extract the
session key by computing k' = (Y,™#"Y'# (=k) and then verify whether auth = H(k'||m)
holds. Since Alice and Bob had pre-shared a default long-term secrecy, according to
[5], it suffers from the KCI attack. Because if an adversary compromised Bob’s
long-term private key xp, he can successfully impersonate Alice to communicate with
H(m’)(rjr’)x‘*(mod p) and auth' =
H(k'||m"), and sending (m', ', auth’) to Bob. Bob would accept this forged message

Bob by randomly choosing 7', computing &' = (Y,

(m', r', auth”) unconsciously. In 2009, Wang et al.[24] proposed a NIDA scheme
based on designated verifier proofs. They claimed that their scheme is deniable and
unforgeable against a polynomial-time adversary. However, this study found if an
adversary E eavesdrops and obtains message M and authenticator Authen = (w, g', c, s)
in the simulation phase, E can randomly pick («, /3, s) and compute ¢'=g“, A =
2 (yip) 7, B=h%(yz) °, and ¢ = HM, c', A, B). He then computes w = 8 -c, and g' =
g“ ™ / yu. Thus, E can successfully simulate the transcript authen=(w, g', c, s) without
the real value of r. It is obvious that this forged transcript can pass the verification by

the designated verifier.
3. The proposed scheme

Our design bases on the Fiat-Shamir heuristic because it can produce a
non-interactive proof (signature) on sender’s message. The unforgeability of the proof
can prevent the receiver’s simulator from simulating. Therefore, for designing a
non-interactive deniable authentication protocol, we modify the Fiat-Shamir heuristic
to make the simulator possess the simulating ability. The main difference of the
modified scheme from the original one is that we replace the one-way hash function
with ECC-based ElGmal encryption (ELG _Enc) to produce the random-looking
challenge. Thus, when simulating, the simulator can invert any pre-chosen random
challenge by ElGmal decryption as long as it knows the decryption key. Besides, for
attaining a better efficiency, we adopt elliptic curve cryptosystem into our scheme.

Next followings are the details of our scheme which is also illustrated in Fig. 1.

Let operator - denotes a point multiplication, for example, a-B = aB, where ac Z,,
and Be Gy, and operator = denotes a modular multiplication. There exists a CA

8



(Certificate Authority) to certify a user’s public key Y, = —x,P, where —x, € Z,is the
user’s private key and P is the base point of G;. When Alice (whose public/private key
pair is Y,/—x,) wants to authenticate message M to Bob (whose public/private key
pair is Yz/—xjp), they together do the following steps. (Here, plaintext M is a point (m;,
my) € G, m; denotes the x-coordinate, and m, denotes the y-coordinate of M on the

elliptic curve.)

Alice’s part

(1) Randomly chooses ke rZ, and computes the commitment T = kP.

(2) Generates a random-looking challenge, CH, by applying ECC-based ElGmal
encryption to N, where N = M+R+T = (ny, ny) and R is a random element of G;.
For encrypting (n, ny), she does as follows:

(a) randomly chooses r € zZ,, and
(b) computes V' =rP,
W=rYg=(wi, wy),
c1 =wp = n; (mod g),
2 =wy = npy (mod gq),
C=(ci1, 2), and
CH =ELG_Enc(M+R+T)=(V, O).

(3) Computes response, rsp =k + x,« H,(CH) (mod q).

(4) Computes hash value, & = H,(R).

(5) Sends (M, T, CH, rsp, h) to Bob.

Bob's part
After receiving (M, T, CH, rsp, h) from Alice, Bob does the following.

(1) Verifies whether or not
T=rsp-P+H)CH)-Y, holds. ... (E1)
If E1 does not hold, Bob rejects the received message.
(2) Decrypts CH (= (V, C) = (V, (c1, ¢2) ) by using his private key, —x;, obtaining N'.
That is, he computes
w',wY=—xzvV, . (E2-1)

ny' = cix(wy 9'1 mod ¢,

ny' = cyx(ws 9'1 mod ¢, and

N=m''n . (E2-2)
(3) Computes R'=N'" — M — T and verifies the following equation
h=H,®R). . (E3)

If it holds, Bob accepts; otherwise, aborts.



. /privatekey:x, privatekey : x,
Alice . Bob i
publickey:Y, =-x P publickey:Y, =—x,P

.randomly chooses
keZ, and ReG,.
.computes 7 =k - P,
CH =ELG Enc(M +R+T),
rsp=k+x,*H,(CH)(mod gq),and
h=H,(R).
M,T,CH,rsp, h

.verifies T'=?rsp- P+ H,(CH)-Y,.
If the equation doesn't hold, aborts.

.decrypts CH to obtain N'.

.extracts R'= N'-M —T.

.verifies h=7?H (R").

If it equals, accepts.

Figl. The proposed NIDA protocol
4. Deniability analysis

In this section, we introduce the concept of perfect zero-knowledge for the
property of deniability in NIDA protocol. We claim that a NIDA protocol is deniable
if and only if it has the property of perfect zero-knowledge. After that, we inspect the
deniability for our protocol by using this claim.

4.1 Deniability for a NIDA protocol

Recalling the literatures [1-3], we see that “simulatability” of the receiver’s view
in a protocol implies “deniability” of the sender. However, we think this definition on
deniability is not enough. Consider the simulation in signature-based NIDA schemes
[6], [7], and [8]. The simulator only can reuse the signatures that have ever appeared
in the real transcripts to compose the simulated transcripts. Because of the inheritent
characteristic of signature, we think these schemes don’t possess perfect
simulatability and hence are not deniable. That is, the sender can not deny his
participation in the protocol. Accordingly, we wuse the concept of perfect
zero-knowledge [17] to inspect whether or not a NIDA protocol has perfect

simulatability. Perfect zero-knowledge indicates both the transcript sets produced by
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the simulator and the sender are equal and their corresponding probability
distributions are the same. For clarity, we use perfect zero-knowledge to rephrase the

deniability property for a NIDA protocol as follows.

Let 4 be a NIDA protocol in which a sender S can send a message m with its proof
to a receiver R and all messages transferred between S and R in a round comprise a
transcript. We denote the set of all possible valid transcripts for R (actually running 4
with S) as ¥%. Assume that an efficient machine called simulator, SIM, can create T
alone by input R’s private key as if it were from the real protocol run (with S). If we
denote the set of all possible transcripts produced by SIM as Vs, then we claim 1 is
fully deniable if and only if it has the property of perfect zero-knowledge. That is, Tk
= Vsps and for any Tre V4, there exists a Tspre Ve such that Tz = Tsps and Pr{Tz] =

Pr[ZIsii]. We prove the claim as follows.
Claim 1. 4 is deniable iff it is perfect zero-knowledge.

Proof: For “<=", it is obvious that due to the indistinguishability between T and Vsp,,
S can deny any valid transcript of 4. Next we prove “=>" by contraposition. That is, if
a NIDA protocol does not have the property of perfect zero-knowledge then it is
undeniable. Without loss of generality, suppose there exists a valid transcript T and its
probability distribution in 7% is significantly different from the one (7)) in ¥sp.. Then
S will fail to deny T since one can determine with significant probability that which

set, T or Vspy, T comes from. We prove the claim.

4.2 The deniability of our protocol

In this section, we will use Claim 1 to inspect the deniability of our protocol.
Before that, we first prove our protocol to be perfect zero-knowledge by using three
moves: (I) construct an efficient SIM to generate a valid transcript, (II) analyze the
cardinality and probability distributions for spaces Vs and ¥, respectively, and (I1I)
show that sets T and Ty, are identical. For simplicity, in the following, we omit the
notations mod ¢ which are supposed to appear in the expressions.

(I) Construct an efficient SIM.

Assume that Alice and Bob execute the protocol honestly and produce a transcript,
(T, CH, rsp, h) for message M. For this transcript, we can construct an efficient
simulator SIM to forge this transcript. On input the public parameters (¢, Gi, P, Hi,
H,), message M, Alice’s public key Y4, Bob’s public key Y5, and Bob’s private key
—xp, SIM does the following steps.

Step 1. Randomly chooses rsp’ e, Z,, and V', C' €, Gi.

11



Step 2. Sets CH' = (V', C") and computes 7' =rsp'-P + Hy(CH'") -Y 4.
Step 3. Lets C'= (¢, ¢,"). Computes W' =—xz-V" = (w1’, w2") and N’ = (¢1«(w1')",

¢y «(w 9'1) =(n', ny").
Step 4. Computes R'=N'— M —T" and h'= H|(R").
Step 5. Outputs (77, CH', rsp’, h") for message M.

It is obvious that this simulated forged transcript (7", CH', rsp', h') for M is valid
and SIM can run efficiently.

(IT) Analyze the cardinality and probability distribution for spaces Vs, and 7%
respectively.
(II.A). Analyze space Vs
Considering the given simulated transcript Tsp, = (T, CH', rsp', h"ye Vs for M,
the probability can be determined by the randomly chosen elements rsp’e, Z,, and V",
C'e, G since we can see that
@) |rsp=4q,
(ii) CH'is formed by V" and C' ( |CH'| hence is ¢° ),
(i) 7" 1is computed from rsp’ and CH' (When rsp' and CH' are determined, 7" is
determined as well.),
(iv) h'is computed from R'=N'— M — T" and N'is determined by C’ and V' as
described in Step 3 of (I) (When rsp’, C’, and V", are determined, CH', T", N',

and hence R’ are determined as well. Thus, /' is also determined.).
Consequently, the cardinality of space Vs, for M is

|Vl = ¢
Hence, the probability of any simulated transcript Tspse Vspy is

Pr{ Tsnd] = (1/ ).

(IL.B) Analyze space T
Consider a real transcript Tz = (T, CH, rsp, h)e V; for message M. The cardinality
is determined by the random numbers £, €z Z,, and random point R € z G;. Thus, the

cardinality of space T} is
V&l = g’

Hence, the probability of any real transcript Tz e TV for M is
Pr[Tr] = (1/ ¢°).

(IIT) Show that 7% and Vs, are identical.
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Because from (II), we know || = | Vs, and the probability distributions of %
and Vs are the same. Hence, to show the property of perfect zero-knowledge for our
protocol, we only need to prove that for any given Tz V%, we can find a Tgpre Vg
such that Tz = Tg,. When given M’s Tz = (T, CH (=(V, C)), rsp, h) e V; and trying to
find its Tsps = (T", CH' (=(V', C"), rsp', h"ye Vsps such that Tz = Tgpy, we can do as
follows.

(i) Since V', C" and rsp’ can be arbitrarily chosen by SIM and | Vx[=|Vsn, there

must exist a transcript in Vs, satisfying V=V, C'=C and rsp'=rsp.

(i1)) under determined V' and C’, both the values of T’ (=rsp'-P + H,(CH')-Y,)

and N’ can be uniquely determined as well.

(ii1)) under determined V', C’, N’ and 7', the value of R' (=N'— M — T') in the

transcript can be uniquely determined and equal to R.

From above, we has found an equal transcript (7", CH' (=(V", C")), rsp', h") = Ty,
which belongs to Ty, with the same probability distribution. Therefore, we prove
that our protocol possesses the property of perfect zero-knowledge. According to

Claim 1, we conclude that our protocol is deniable.

5. Security analyses and comparisons

In this section, we will examine our protocol with some needed properties for a
NIDA protocol. By using Theorem 1 through Theorem 4, we will show that our
scheme possesses the properties of correctness, unforgeability, authenticability, and
SKCI resistance. Theorem 5 indicates that the deniability property of a NIDA protocol
conflicts with KCI resistance. Finally, two comparison tables, Table 1 and Table 2, are
made. Table 1 compares the three properties: SCKI resistance, KCI resistance, and
deniability, among our scheme and protocols [6-10, 25]. Table 2 makes comparisons
in both aspects of computation and communication cost between our scheme and
protocols [10, 25].

Theorem 1. (Correctness) The proposed scheme is correct.

Proof: When Alice follows the protocol, equation E1 (verified by Bob) will hold since

rsp-P+ Hy(CH)-Y ;= (k+x,+ H)(CH))-P+ H,(CH) - (—x4P)=kP=T.

Similarly, equation E3, 2 = H|(R'), will hold as well. Because the following
three deductions hold.

(1) W', wa)=—xz-V==x5- (rP)=r-(—xz P)=rYz = (w1, wy),

(2) ELG Dec(CH)=N"'

= (crx(w1) ", cax(w))
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= (crx(w1) ", eax(wa) ™)

= (n1, n2)

=N, and
B)R'=N'-M-T=N—-M-T=R.

Theorem 2. (Unforgeablity) An adversary E could produce a valid transcript which

can be verified by Bob only with a negligible probability.

Proof: Although the non-interactive proof for a message generated by Fiat-Shamir

heuristic can hardly be forged by anyone who hasn’t the knowledge of
sender’s private key, our modified Fiat-Shamir heuristic leaves a trapdoor for
the receiver to produce (forge) a valid one. In our scheme, without the
knowledge of sender’s private key the only way for adversary E to generate a
forged transcript for message M’s proof is to simulate the receiver. However,
without the knowledge of receiver’s private key —xpz, £ can not decrypt the
random challenge, CH', to make a valid pair (R, 7’) such that
ELG Enc(M+R'+T") = CH'. Therefore, we conclude that the probability £
could produce a valid transcript equals to break the ElGamal cryptosystem.
This probability is negligible.

Theorem 3. (Authenticity) As long as Alice follows our protocol honestly, Bob can

authenticate both Alice and the message she sent.

Proof: Since when Alice follows the protocol honestly, the parameters 7, CH=(V, C),

rsp, and A in the message flow would be generated correctly. Obviously, on
receiving the message flow, Bob can use Alice’s public key Y, to verify
equation E1 successfully. Then, he uses his secret key to decrypt CH,
obtaining N’ as E2 illustrates. Using N’, he can correctly compute
R'=N'-M-T. Hence, he can verify equation E3 successfully. It means the
authenticity of both the identity of Alice and the transmitted message M can be
satisfied. This completes the proof.

Theorem 4. The proposed scheme can resist SKCI attack.

Proof: Since our scheme doesn’t require that the two communicating parties compute

a session key to produce a MAC-based authenticator as the proof of a message
(as does in the previous related studies). Therefore, our scheme is free from
SKCT attack.

Theorem 5. If a non-interactive authentication (NIA) protocol is deniable then it
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inevitably suffers KCI attack.

Proof: For there are only one message flow in a NIDA protocol, the only one possible
KCI attack is pretending Alice to communicate with Bob. i.e. £ compromises
Bob’s private key and impersonates Alice to communicate with Bob. We prove
this theorem by contraposition. That is, if a NIA protocol can resist KCI attack,
then it does not have the deniability property. Assume E knows Bob’s private
key but can not impersonate Alice to communicate with Bob, it implies that
some component of a real transcript produced by Alice can not be forged by E.
That means, even with Bob’s private key, the unforgeable component of the
real transcript can not be efficiently produced by a simulator. Therefore, the

protocol does not have the deniability property. We prove the theorem.

After presenting the above five theorems and their proofs, in the following, we
make a comparison among related schemes and ours by using three dimensions: SKCI
resistance, KCI resistance, and deniability in Table 1. And then, make an efficiency
comparison between schemes [10, 25] and ours in Table 2.

Table 1: some properties comparisons among NIDA protocols and ours
SKCI KCI

Scheme Approach resistance  resistance deniability
[6] ElGamal signature-based No Yes No
[7] Weil paring signature-based No Yes No
[8] QR signature-based No Yes No
[9] Weil paring ID-based
(but using implicit shared No No Yes
secrecy)

[10] ElGamal signature-based
(but using implicit shared Yes No Yes
secrecy)

[25] RSA-based(baged on Yes No Yes
trapdoor commitment)

Ours ECC-based Yes No Yes

Table 2: a performance comparison between scheme[10, 25] and ours

Sender’s Receiver’s Total Size in
Scheme . . . ..
computation computation computation communication
510 MM 765 MM .
[10] (2 EXP + 2 H) (3 EXP + 2 H) 1275 MM 1184 bits
[25] >10 MM >10 MM 1020 MM 1344 bits
(2 EXP +2H) (2 EXP +2H)
Ours >8 MM 87 MM 145 MM 800 bits

(2 ECC-mul + 2H) (3 ECC-Mul + 2 H)

MM: 1024-bit modular multiplication, EXP: g mod p, where |g| is 160 bits and |p| 1024 bits,
ECC-mul: ECC point multiplication, H: hash, IEXP=255MM, 1ECC-mul=29MM
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From Table 1, we see that our scheme and [10, 25] are competitive in required NIDA
properties. However, schemes [10, 25] are designed from ElGamal signature scheme
and RSA respectively, while ours is from modified Fiat-Shamir heuristic. This
provides an alternative approach in designing a NIDA protocol. Besides, from Table 2,
we can see that our scheme is more efficient than schemes [10, 25] in both
computation and communication cost. This is because for efficiency consideration, we
implement our scheme by using elliptic curve cryptography. The comparison outcome
results from [21]. It states that one exponentiation multiplication ( EXP ) is about 255
times the cost of a 1024-bit modular multiplication ( MM ) and one ECC-point
multiplication ( ECC-mul ) is about 29 MM. Hence, for the same security level, our
scheme requires only 145 MM in computation cost and 800 bits for communication
size; while scheme [10] needs 1275 MM in computation cost and 1184 bits for
communication size, and scheme [25] needs 1020 MM in computation and 1344 bits

for communication.

6. Conclusion

Many non-interactive deniable authentication protocols have been proposed.
Among them, the signature-based NIDA schemes [6, 7, 8] obviously can not achieve
deniability due to the unsimulatability (unforgeability) of the signature. The
shared-secrecy based NIDA, schemes [9, 10, 25] although can achieve deniability;
however, suffering from either SKCI attack or KCI attack. For avoiding the
drawbacks in these schemes, we propose a novel ECC-based NIDA protocol by
modifying the Fiat-Shamir heuristic to achieve full deniability and attain better
efficiency. In addition, we are the first attempt in using perfect zero-knowledge to
prove that a NIDA protocol is deniable if and only if it is perfect zero-knowledge.
According to this claim, we show our protocol is deniable. Moreover, we also prove
that our scheme has the properties of unforgeability, authenticability, and SKCI
resistance required in a NIDA protocol. Nevertheless, it still suffers from KCI attack.
Accordingly, we further prove that for a NIDA protocol, the properties of both

deniability and KCI resistance conflict.
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