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Abstract. It is proved that there does not exist a linearized polynomial
L(x) € Fan[z] such that ™ 4 L(x) is a permutation on Fan when n > 5,
which is proposed as a conjecture in [I5]. As a consequence, a permuta-
tion is EA-equivalent to the inverse function over Fan if and only if it is
affine equivalent to it when n > 5.
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1 Introduction

Permutation polynomials over finite fields play an important role in cryptog-
raphy, especially in block ciphers they are often used as substitution boxes (S-
boxes) of block ciphers. A function F(z) from Fon into Fan is called differentially
d-uniform if for any a € F3, and b € Fon, F(z) + F(z + a) = b has at most §
solutions [I8]. The functions with differentially 2-uniform are said to be almost
perfect nonlinear (APN). APN functions provide the best resistance to differen-
tial attack [3]. Much work has been done on APN functions, see [T/4U5IGITT].

For efficiency of software and hardware implementations, an S-box is often
designed as a permutation over Fo2. in practice. However the existence of APN
permutations on Fo2» is a major open problem in the study of vectorial boolean
functions. The main results concerning this problem are that there are no APN
permutations over Fos and there are no APN permutations over Fy2. with coef-
ficients in Fon [13]. A breakthrough of this problem is that Dillon found a first
APN permutation on Fys, which is CCZ-equivalent to the Kim map [9]. The
existence of APN permutations on Fo2»,n > 4 remains open.

Therefore, it is optimal to choose differentially 4-uniform permutations as
S-boxes of block ciphers in real applications. The most famous differentially 4-
uniform permutation is the inverse function over Foz» [2JI8], which also has the
highest known nonlinearity on Foz. [I4]. Based on these reasons, it is appropriate
to choose the permutation polynomials affine or extend affine (EA) equivalent
to the inverse function on Fa2» as the S-boxes of block ciphers. For example, the
S-box of AES is affine equivalent to the inverse function over Fas.
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Recall that two functions Fi (z) and Fy(x) over Fan are called EA-equivalent
if there exist affine permutations Ay (), Az(z) € Fan[z] and an affine polynomial
A(x) € Fan[z] such that Fy(x) = A;(F2(Az(z))) + A(z) [BI8]. When A(x) =0,
Fy(z) and Fy(z) are said to be affine equivalent. Let S4(F') and Sg(F') be the sets
of functions over Fa» which are affine and EA-equivalent to F'(z) respectively.
Then it is easy to see that S4(F) € Sg(F). Since in most cases an S-box is a
permutation on Fon, it is interesting to know whether or not SP4(F) C SPg(F),
where SP4(F) and SPg(F) are the sets of permutation polynomials on Fan
which are affine and EA-equivalent to F'(x) respectively.

Investigating this problem means that we have to characterize the existence of
permutation polynomials EA-equivalent and affine inequivalent to F'(x). Notice
that if a permutation on Fan is EA-equivalent and affine inequivalent to F'(z),
then there exists a nontrivial linearized polynomial L(z) € Fan[z] such that
F(z) + L(z) is a permutation on Fan. For F(z) = 2 with ged(d,2" — 1) > 1,
some work have been done concerning the existence of permutation polynomials
of the type 2 + L(z), see [I5/I9)20]. For the inverse mapping over Fon, let us
recall the following conjecture raised in [I5].

Conjecture 1. There does not exist a linearized polynomial L(z) € Fan[x] such
that 27! + L(z) is a permutation on Fan when n > 5.

In [I5], some elementary simulation results are given to support Conjecture 1.
The present paper attempts to give further study on this conjecture because of
the importance of ™! in cryptography. Making use of results from Kloosterman
sums over a finite field, one can characterize the existence of permutation poly-
nomials of the form =1 4 L(x), which leads to a complete solution of conjecture
m

The paper is organized as follows. In Sect. [2| some preliminary results are
introduced that will be used throughout the paper. The proof of the conjecture
[ is provided in Sect. 3] The conclusion is given in Sect. [4]

2 Preliminaries

Let n be a positive integer and Fa» be the finite field of 2™ elements. Tr denotes
the absolute trace map from Faon to Fs.

In this section, let us recall some known results that will be used in this paper.
First, we introduce the definition of Kloosterman sums. For any a € Fan, the clas-

sical Kloosterman sum K (a) over Fon is defined as K(a) = 3. (—1)T(@ ' +az),
zeF;,

The complete Kloosterman sum C(a) is defined as K(a) = K(a) + 1, or equiva-

lently
Kla)= 3 (=) e,
xE€Fon
The set of values of K(a)is {k € Z | k =0 mod 4,k € [-23FT1 + 1,25+ +
1]}[14]. Some properties of boolean functions are related to the complete Kloost-
erman sums, such as for A € F5,., Tr(Az?"~1) is a bent function on Fyem
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if and only if tlhe complete Kloosterman sum of \ over Fom equals zero, i.e.
S (=1)T@+A2) — o [10/8]. Characterizing the set of those A € Fyn with

z€Fom

K(A) = 0 is raised as an open problem in [§]. The complete kloosterman sums

are also powerful for us to characterize the permutation polynomials of the type

271 4+ L(x) over Fan, especially we need the following results.

Lemma 1. [72[7]T7] Let n > 3. For any a € Fan, K(a) =0 mod 8 if Tr(a) =0
and K(a) =4 mod 8 if Tr(a) = 1.

Lemma 2. [T7] Let n > 4. For any a € Fan, K(a) is divisible by 16 if and only
if Tr(a) = 0 and Tr(y) = 0, where y? + ay + a® = 0.

The following results are from [I5].

n—1 )
Theorem 1. Let n > 3, and L(x) = Y. c;a® € Fanlz] be a linearized polyno-
i=0

mial. If for some 1 <k <n-—1, cp_p + cinik # 0, then x=' + L(z) is not a
permutation polynomial on Fon.

Ezample 1. =1 + az?’ is not a permutation on Fon for a € 5, and ¢ with
0<i<n-—1.

At last, let us recall Hermite’s criterion, which is often used for determining
whether a polynomial is a permutation over finite fields.

Lemma 3 (Hermite’s Criterion). [16] Let F, be of characteristic p. Then
f € Fylz] is a permutation polynomial of Fy if and only if the following two
conditions hold:

1. f has exactly one root on IFy;
2. for each integer t with 1 <t < q—2 and t # 0 mod p, the reduction of

f(x)" mod (27 — )

has degree < q — 2.

3 Permutation polynomials of the type ™! + L(x)

Throughout this section, for an integer ¢ € Z, ¢; means ¢;/, whered’ € {0,1,...,n—
1} with ¢ = 4 mod n. In particular, ¢, = c¢g. Moreover, L(z) € Fan[z] always
denotes a nontrivial linearized polynomial, and for ¢ € N, ws(t) denotes the
number of nonzero terms in the binary expansion of t. We shall first prove the
following lemma that will be used in the subsequent discussions of this paper.

n—1 )
Lemma 4. Letn >4, and L(z) = Y c;a® € Fou[z] be a linearized polynomial.
i=0

If =1 + L(x) is a permutation on Fan, then for any 1 <i < j <n—1, we have
21 2 21t 2
Cit1Cit1 + ¢ _i1Ciq T 6165 = 0.
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Proof. Suppose 2! + L(x) is a permutation on Fan. For 1 <i < j <n—1, we
have 1 < 2"+ 27 +1 < 2™ — 2 because of n > 4, and

(z~! + L(x))2i+2f+1
= @2 2 ()2 g ()2 g ()2
+2~ @2 L(2) + 2~ @DV L(2)Y 4+ 2~ @D L(2)2 + L(2)2 T2 1,

It is easy to check that for 0 < k1 # ko <mn — 1,

n—1 —
L(m)2k1+2k2 _ (Z ok1 2l+k1 Z k2 2l+k2
=0 =0
notnzl k k l1+k lo+k
1 2 1 1 2 2
= Z A
11=015=0

Now 22" ~! is one of the terms of x_QkL(az)le"’ka mod (22" 4 z) if and only
if 28 = (2htkr 4 9l2Fk2) mod (2" — 1) for some 0 < ly,lo < n — 1, which is
equivalent to

ll+k1£k—lmodn
lo + ko =k —1 mod n.

Thus l; =k — k1 —1 mod n,ls =k — ks — 1 mod n. Hence using the convention
of notation in the beginning of this section, the coefficient of z2" ! in

xiQkL(x)Zmerz mod (22" + )

is 2" 02k2

k—k1—1Ck—ko—1"

On the other hand, 22" ~!is one of the terms of 2~ (2! JF2’€2)L($)21c mod (2%" +
z) if and only if for some 0 < i < n — 1, 28 = 2k 4 2k2 mod (27 — 1).
When 0 < k1 # ko < n — 1, there are no 0 < ¢ < n — 1 satisfied the above
formula since wy(2F + 252 mod (2" — 1)) = 2. Then 2" ~! is not a term of
2= [(2)2" mod (22" + x).

Also, the algebraic degree of the terms of L(aJ“)le"’ka"’1 is at most 3 and
we(2" — 1) = n > 4, hence z?"~! is not one of the terms of
L) 42241 mod (22" + ).

Thus the coefficient of 22"~ in (z= + L(z))? *?'*! mod (2" + ) is

27 2! 2! 27
Ci—j—1Ci—1 T Cj_; 1Cj—1+C2; 175 1,

which equal to zero by Hermite’s criterion. By Theorem !, Ch_f = cin " for
1 <k <n-—1. Remember ¢y = ¢,, then for any 0 < k < n, ¢, = ck . Hence
we have

_ 29 2! 2¢ 27
0=ci_j_1ci- 1‘|‘Cj i—1CGj—1+ ¢ 175 4
21 1 n 1 2n 1
Cj—i+1Gi—1 + Cj i—1Cj—1 + cz+1 Cjy1 -

The proof is finished by squaring the above formula. ad
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By Lemma |4} it is possible to get more relations among coefficients of L(x)
when L(z) is a linearized polynomial and x~! + L(x) is a permutation on Fan.
Some useful relations are given as follows.

n—1 i
Corollary 1. Let n > 4 and L(z) = Y ¢;x* € Fau[z] be a linearized poly-
i=0

nomial. Assume that =% + L(x) is a permutation on Fon. Then the following
statements hold.

(1) For any 2 <k <n-—2, cpcpi2 + C§k716%72 + c%kci =0.

k+1 k+2
(2) For any2 <k < [252], cppocopt1 +c; T2+ 2702 =0,
Proof. By Lemma setting ¢ = k— 1,7 = k+1, we get (1); Similarly, by setting
i=k+1,j =2k, (2) is obtained. The corresponding boundary of k is deduced
from the inequality 1 <i< j <n-—1. a

By means of Lemma [4] we can obtain many relations about the coefficients
of L(x). But it is not enough to give complete solution to Conjecture 1. However,
results on the Kloosterman sums can be used to prove that certain coefficients
of L(z) are zero when 2~ ! + L(z) is permutation on Fy.. The following is such
a result.

n—1 )
Lemma 5. Letn >3, and L(z) = Y c;a® € Fou[z] be a linearized polynomial.
i=0

If 2714+ L(x) is a permutation polynomial over Fan, then the following statements
are true:

(1) Ya € Fs, K(aL(a)) = 0;

(2) Vx € Fon, Tr(zL(x)) = 0;

(3) Co — 0.

Proof. (1) Suppose x~! + L(x) is a permutation polynomial over Fon. Then for

any o € F5,., Tr(a(x~! + L(x))) is a balanced boolean function, which implies
that

0= Z (_1)Tr(a(w*1+L(w)))

zE€Fyn

_ Z (71)Tr(z_1+aL(az))).

z€Fon

Since 2! + L(x) is a permutation, we have ¢,_; = c?nii forall0 <i<n-—1
(remember ¢, = ¢p). Thus Vz € Fan, and Va € F3,.,

n—1
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n—1 ) )
= Z Tr((ac(ax)?)?" )
=0
n—1 )
= Z Tr(a(ca)? 'z)
=0

= ’I&"((i acn,iagnﬁ)x)
= Tr(aL(a)z).

Therefore, Yo € F3,., the complete Kloosterman sums K(aL(«)) = 0, thus (1) is

proved.
(2) Since K(aL(a)) = 0,Va € F5,, by Lemma [l we have Vo € F3,,

Tr(aL(e)) = 0.

Notice that 0 satisfies also the above formula, then Tr(zL(z)) = 0,Vx € Fan.
(3) When n is even, Vz € Fan, we have:

n—1
:
zL(z) = coz® + g cix? Tt
i=1

nq
2 . . . n
k2 n— n—1 E
=coz® + E (i T cf 2 ThH 4 Cyn p??
i=1

o1

2 271,71' 2n7'i 1 Qn—i 2n7'i 1 2'i 2% 1
:cox—&—g (¢ 2® T'+(d 2® Y ) 4epat

i=1

Since =1 + L(z) is a permutation, then cn € F,z by Theorem |1} Also
Vi € Fon, 222+l € F,z.SoVa € Fan, Tr(c%:cﬁ‘*‘l) = 0. Hence 0 = Tr(zL(x)) =
Tr(coz?),Va € Fan, which implies ¢y = 0 when n is even.

Similarly, when n is odd, we still have Tr(zL(x)) = Tr(coz?), hence c¢q = 0.
Then we complete the proof. a

The following proposition is needed in the proof of Lemma[7} In this propo-
sition, a + b always means (a + b) mod (2" — 1).

Proposition 1. Let n > 5 and Sy = {(2¥ +1)2" mod (2" —1) |0 <i<n—1}.
Then the following statements hold.

L5
(1) For any a,be |J Si, a+b¢S;.
=2
3]
(2) Let a = (28 + 25*1) mod (2" — 1) for some 0 < k<n—1,b€ CJ Si. Then
i=2

a+be€ Sy if and only if b= (28 + 283) mod (27 — 1).



On permutation polynomials EA-equivalent to the inverse function 7

(%]
Proof. First, notice that wo(a) = 2 for all @ € |J S;, and S; N S; = @ for
i=1
1<i<j<|[3]. ‘ .
(1) Suppose a = (2*1 +1)2% mod (2" — 1), b = (2*2 +1)2%2 mod (2" — 1) for
some 2 S k‘l,k‘g S L%J, 0 S il,ig S n — 1. Then

a+b=(2M+h 4 oh 4 okaia 4 92y od (27 —1).

Let K; = {i;, (k; +4;) mod n},l = 1,2, then there are three cases as follows:
Case 1: K1 N Ky =@. Then a+ b € Sy, since wa(a + b) = 4.
Case 2: |[K; N K| = 1. Then it is easy to see that wa(a + b) = 3 since
2 < ki, ko < |%]. For example, if k1 + 4y = (k2 4 42) mod n and i; # 4y, then

a+b=(2MTutl L9l 4 92y mod (27 — 1)
= (2keFiztl 4 ohr 4 982) mod (27 — 1).

Meanwhile, i; # (k1 + i1 + 1) mod n and iy # (ko + 42 + 1) mod n since 2 <
ki,ka < [5]. Then we have wo(a + b) = 3. The other cases can be deduced
similarly and hence a + b & S;.

Case 3: K1 = Ks. Then a +b = 2a € Si,, which means a + b ¢ S; since
S1NSy, = for2<k <[3].

Therefore, the proposition holds.

(2) The sufficiency is obvious, we only need to prove the necessity. Suppose
a = (2¥4+2%1) mod (2"—1) forsome 0 < k < n—1,b = (2¥3+1)2% mod (2"—1)
for some 2 < k3 < [§], 0 <i3 <n—1, then

a+b=(2F +2F1 4 2ksFis 4 9is) mod (27 - 1).

L5
Notice that b € O S; and a € Sy, then |[{k, (k + 1) mod n} N K| < 1, where
i=2
K, = {is, (ks + i3) mod n}. Since wa(a + b) = 2, then it must have k € K.
Otherwise, we(a +b) = 4 when {k, (k+ 1) mod n} N K, = &; and we(a+b) =3
when ((k+ 1) mod n) € K;, and k ¢ K3, which can be easily proved as in the
case 2 in (1).
Let {k'} = K} \ {k}, then we have

(a-+b) = 2F + 2+ 4 9k 4 9k mod (27 — 1)
= (252 1+ 2% ) mod (2" — 1).
Since a +b € Sy, then ¥ = (k+1)modn or k¥ = (k+ 3) mod n. If k' =
(k 4+ 1) mod n, then b = a € Sy, which contradicts with b € LLZJ: S;. Therefore,

k' = (k+3) mod n and b = (2% + 253) mod (2" — 1). O

We also recall the following lemma [I5]:
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Lemma 6. Let F(z) € Fan[z], S be a subset of Fan, H(x) = [] (z + «). Then
a€s
the following statements hold.

1. Tr(F(z)) =0 for all x € S if and only if there exists G(x) € Fan[x] such
that F(z) = (G(z) + G(z)?) mod H(x).

2. Te(F(x)) = 1 for oll x € S if and only if there exist G(x) € Fanlx],y €
Fon, Tr(y) = 1 such that F(x) = (G(z) + G(z)? +7) mod H(z).

n—1 )

Lemma 7. Letn > 7 and L(z) = Y. ¢;x? € Fan[x] be a linearized polynomial.
i=0

Assume that x=1 + L(x) is a permutation. Then c; = 0 and c3 = 0.

Proof. Assume that 2! + L(z) is a permutation on Fyn. By Lemma 5 ¢y = 0,
and Vo € Fon, Tr(zL(z)) = 0. Let

n—1
2

i( 2" 2" T )2 for odd n,
i=1 j=0
Fle)=q = QZ 1 21
(2" 22 7+1)2j + 22 (’yﬁxﬁ“)zj, for even n,
=1 7=0 7=0

where v € Fon with v + ’y% = cz when n is even, which is true since by
Theorem I} ¢z € F, 2. Thus it easy to check that

xL(x) = (F(x) + F(z)?) mod (%" + ).
Therefore, for any « € Fon with L(a) # 0, the roots of equation
y* +aL(a)y + (aL(@))® =0

are aL(o)F(o) and aL(o)F(o) + aL(a). It has shown that (aL(a)) = 0 by
Lemmal5] Then according to Lemma [2] we have

0 =Tr(aL(a)F(a))
_Tr( (@)? + F(a)?)
Tr(F(a) + F(a)?)

for all a € Fan \ ker(L). Notice that for a € ker(L), the above formula also holds.

Then we have
Yo, Tr(F(a) + F(a)®) = 0.

According to Lemmal6] there exists G(x) € Fan[2] such that

F(z) 4+ F(2)® = (G(z) + G(z)?) mod (2" + )

2" —1
=Y (g +93)a, (1)
=0
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where % is interpreted as an element in Zon_1, and % is the unique inverse of 2
in ZQ"—l'
Writing F(z) as F(z) = ¢ 22" '+ 4 K(z), then

F(z)? = (& 22" " 4+ K(2))® mod (22" + )
= (c%n71+1x2n71+4 +2" 2T K (2)? + 123K (2) + K (2)® mod (22" + 7))

= (& 2T L K (2) + Ka(x) + K3(z)) mod (22" + )

where Ki(z) = 2" 22" LK (2)2, Ky (z) = 123K (), K3 (z) = K(2)3.

Let Sj, be the same sets as in Proposition |1} 1 < k < [%], and 2% = {2 |
d € S1}. It is easy to see S, _j = S for 1 <k < |%]. Considering the following
cases:

N 13)
(i) The terms of K3(x) are of the form 2¢** mod (2" + 2) for a,b€ |J S;,
i=2
which can never be in 21 according to (1) of Proposition

(i) The terms of Ky(z) are of the form 22" 7+ 43 mod (22" + ) for 2 <
i < [5],0 < j <i—1. By (2) of Proposition [} it is in ) if and only if
(27~ 4+ 27) mod (2" — 1) = 9. Therefore, j = 0,4 =n — 3 or i = j = 3, which
are impossible since n > 7and 2 <i < [§],0<j <i— 1.

(iii) The terms of K (z) are of the the form 22" " +27+2" 741 1od (22" +
x)for2<i<|5],0<j<i—1. By (2)of Proposition it is in 2% if and only
if

n—i+j+1=n—1modn
7+ 1=2mod n,

which is equivalent to j = 1,7 = 3.

Hence, the only term of Ki(z) in 2 is c%n_lcgn_lxﬁ. Thus the terms of
(F(z) 4+ F(z)?) mod (22" +z) in 2 with nonzero coefficients are A
and 2" 2" ab,

Equating the coefficient of 25! in equation , we have

on—1 2

Cln_l o - 92”*1{»1 +92n—2+2n—17

a3 =gs+93,

0 =g, +g%, forieS;\ {621 +1}.
2

Therefore,
on—1 2
Cl = 92n—1+1 —+ 92n72+2n71

22

= gon-141 t gon-3 on—2
2'!:,72

= gan-141 t ga1 492

n—2

2
=gon-141+95
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and
2n71 27171 . 2
€1 ¢ =gst+Y3
_ 4
- 96 + 92n—1+1.
Then we have ) . .
gn—1 gn—=1 _  gn—1l.4
1 €3 =(c1 )%

which is equivalent to cjc3 = cf.
Let k =3 in (1) of Corollary [} then we have

2% 2 2% 2
€3C5 = C3 C] + ] C3

2
= cg c% + (0103)203
=0.

If c3 # 0, then c5 = 0. Let k = 5 in (1) of Corollary [1} then we have
c?cé = cs5e7 + c?scg =0.

This shows c3 = 0, which is a contradiction. Hence ¢3 = 0. Furthermore ¢; = 0
from the equality c‘f = cic3 and ¢3 = 0. O

With the above Preparations, we are ready to prove the main result of this
paper.
n—1 i
Theorem 2. Let n > 7 and L(z) = Y. c;z? € Fan[z] be a linearized polyno-
i=0
mial. Then =1 + L(x) is not a permutation on Fan.

Proof. Assume that =1 + L(x) is a permutation on Fa.. By Lemma [5| and
Lemma we have ¢g = 0, ¢; = 0 and ¢35 = 0. According to (1) of Corollary
we have

2kt 2 2k 2
0=cpCpqa+c5 cCj_og+cycp

= CkCk+2 (2)

for 2 < k < n—2. In particular, let k = 2, we get cacy = 0. Using (2) of Corollary
by setting k = 2, we have ¢3° = ¢4c5 since ¢3 = 0. Then

cél = 02(:%0 = cocycs = 0.
Hence c5 = 0.

Notice that equation means that for 2 < k < n — 2, if ¢, # 0, then
cr+2 = 0. We claim that ¢, = 0 for all 2 < k < L%‘lj This can be proved by
induction on k. First, we already have ca = c3 = 0. Assume c¢; = 0 for all j with
2 < j<k—1. We need to show ¢ = 0. Without loss of generality, we assume
k > 4. Assume ¢j, # 0, then ¢ 2 = 0. According to (2) of Corollary [I} we have

2k+1 2 2k+2 2
0= chiacorsr + ¢4 0+ Gy Gy
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forall 2 < k < L%J Therefore from cgio = 0 and ¢x—o = 0 (by induction),
we know ¢ = 0. This contradiction shows ¢; = 0, and hence the claim holds.
Then when n is odd, L(z) = 0, a contradiction. As for n is even, L(z) = cz T3,
According to Example |1, 71 4+ L(x) is not a permutation on Fax.

Thus we have proved that ~! + L(z) is not a permutation on Fy. when
n>"T. a

Summarize Theorem [2|and the simulation results in [15], the following result
is obtained immediately.

Theorem 3. Suppose L(x) € Fan|x] is a linearized polynomial, then

(1) When n = 3, =1 + L(x) is a permutation polynomial over Fys if and only
if L(z) = ax?® + otzt, where a € F3s.

(2) When n =4, 2=t + L(z) is a permutation polynomial over Fau if and only
if L(z) = ar? + (az)®, where a € Fjy and o® = 1.

(3) When n > 5, there are no permutation polynomials of the type x=1 + L(x)
over Fon.

4 Conclusion

By means of Hermite’s criterion and some results of the complete Kloosterman
sums, we have proved the nonexistence of permutation polynomials of the form
271+ L(x) on F3» when n > 5. Hence a permutation polynomial is EA equivalent
to the inverse function on Fon if and only if it is affine equivalent to it when n > 5.
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