THE FOURIER ENTROPY-INFLUENCE CONJECTURE HOLDS
FOR A LOG-DENSITY 1 CLASS OF CRYPTOGRAPHIC
BOOLEAN FUNCTIONS

SUGATA GANGOPADHYAY AND PANTELIMON STANICA

ABSTRACT. We consider the Fourier Entropy-Influence (FEI) conjecture in
the context of cryptographic Boolean functions. We show that the FEI con-
jecture is true for the functions satisfying the strict avalanche criterion, which
forms a subset of asymptotic log—density 1 in the set of all Boolean functions.
Further, we prove that the FEI conjecture is satisfied for plateaued Boolean
functions, monomial algebraic normal form (with the best involved constant),
direct sums, as well as concatenations of Boolean functions. As a simple con-
sequence of these general results we find that each affine equivalence class of
quadratic Boolean functions contains at least one function satisfying the FEI
conjecture. Further, we propose some “leveled” FEI conjectures.

1. INTRODUCTION

Let Fy be the prime field of characteristic 2. Let Fy = {x = (z1,...,2,) 1 2; €
F2} be the vector space of dimension n over Fy. Any function from F% to Fa is said
to be a Boolean function on n variables, whose set is denoted by 98,,. The additions
over Fo and F3 are both denoted by & whereas the addition over integers is denoted
by +. For any positive integer n, the set [n] := {1,...,n}. For any x € F3, the
weight of x is wt(x) = Y., #;. The algebraic normal form (ANF) of a Boolean
function f € B, is

f(xl,'."xn): @ ,L,Lal'(ll‘l,..l’g;n
a=(a1,...,an)EFY

where p1 € Fy, for all a € Fy. The algebraic degree of f is deg(f) = m%x{wt(a) :
acFy
ta # 0}. The Fourier transform or the Fourier coefficient of f € B, at u € F} is

Flu) =27 37 (~1)f I 1y

x€Fy
where u - x = @?21 u;x; is the inner product of u = (uy,...,u,) and x =
(21,...,2n). The multiset of Fourier coefficients [f(u) : u € F3] is said to be

the Fourier spectrum of f. The Walsh-Hadamard transform of f € B,, at u € Fy

Date: January 25, 2014.

2010 Mathematics Subject Classification. Primary: 94C10, 94A17; Secondary: 05A10, 94A60.

This paper was written during an enjoyable visit of S. G. at the Applied Mathematics Depart-
ment of Naval Postgraduate School in December, 2013. During the preparation of this paper, S.
G. was supported in part by VSP award no. N62909-13-1-V105 (Department of the US Navy,
ONR-Global).



2 SUGATA GANGOPADHYAY AND PANTELIMON STANICA

is Wy(u) = Z (=1)F I (—1)ux = Z”f(u). The multiset of Walsh-Hadamard co-
x€eFy
efficients [W¢(u) : u € F3] is said to be the Walsh-Hadamard spectrum of f. These
transforms are invertible, that is, for all x € Fy, (—1)7) = 27™ Z Wi(u)(—1)"™>* =
uely
Z f(u)(—l)“'x. The crosscorrelation of f,g € B,, at u € Fy is

uclky

(1) Crg(u) = Y (~1)70I(~1)sbxow),

x€eFy
If f =g, then Cff(u) is said to be the autocorrelation of f at u € F3. The
Walsh-Hadamard transform and autocorrelation of f are related by (referred to as
Wiener-Khintchine Theorem [3, Theorem 2.8, p.8])

Crsly) =27 37 Wiu)(—1).
uclky
The correlation between the functions f and g is measured by Cy 4(0). Thus the
Fourier coefficients of f measure the correlations between f and the affine functions
in 9,,. A desirable property of Boolean functions employed as cryptographic prim-
itives is lowest possible correlation to all the affine functions. The construction of
such functions f € 9B, is constrained by Parseval’s identity

(2) > fx?=1

x€Fy
It is known that a Boolean function on n variables maximally resist affine approxi-
mations, if the squares of its Fourier coefficients are all equal to 27". Such functions
exist (if n is even) and are called bent functions [15].

For any f € B, it is clear that f(u)? € [0,1]. This, along with the Parseval’s
identity (2) associates to f a probability distribution with the probability mass
function u — f(u)2, for all u € Fy. A high value of f(u)z means that u - x
or its complement is a good approximation of f. The entropy of the probability
distribution corresponding to a Boolean function f, referred to as the entropy of f,
is

H(f) = 3 Flu)?log, ——
Flwy?
The maximum entropy is attained by functions with flat spectrum [16, Theorem
2.6], which are bent functions. If f is bent, then its Fourier coefficients are all
+2-"/2 and so, that maximum entropy becomes

Z 27" logy 2" = n.
ueky

Suppose e; € Fy is the vector whose ith component is 1 and all the other
components are 0. The influence of the ith variables z; of f € 9B, is defined as

Inf;(f) = Prob[f(x) # f(x & e;)]

where x € [F}} is chosen at random, and the total influence is then

(3) Inf(f) = Z Inf;(f).
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Recall the Dirac symbol
0, ifx#1
6 =
(=) {1, if o =1.
The influence of the ith variable and the total influence on f is related to the Fourier
coefficients of f as

(4) Infi(f) = Y é1(u-e;)f(u)?,

ucky
and

n
(5) () = S () = 3 whu) Fu)?.

i=1 ueFy
A very important conjecture involving the total influence and the entropy of a
Boolean function is as follows.
Fourier Entropy—Influence (FEI) Conjecture (Friedgut and Kalai [5]): There
exists a universal constant C such that for any Boolean function f we have

H(f) < C - Inf(f).

The FEI conjecture implies a version of Mansour’s conjecture (see [9, 13]), which
states that given a Boolean function f whose conjunctive normal form has a number
of terms which is polynomial in n, then most of the nonzero Fourier coeflicients are
also concentrated on polynomial number of input variables. The FEI conjecture
(and variations) generated a lot of research in the past twenty years (see [8, 11, 12,
13] and the references therein). We only mention here that O’Donnell et al. [13]
have verified the conjecture for symmetric functions and functions computable by
read—once decision trees.

We generalize the notion of the influence concept in the following way. We define
the derivative of f with respect to any vector a by D, f(z) = f(x) @ f(x®a). For
a fixed k, and a vector u whose weight wt(u) = k, we define the (generalized)
influence with respect to u as

Infy(f) = Prob[f(x) # f(x ® u)],
We define the ¢-level influence, respectively, £-total influence by
Infy(f) = Z Infy(f), respectively,

u,wt(u)=~¢

0 4
Wff(f) =D Ml () =3 > Ifulf)

=1 u,wt(u)=1
We propose the following level versions of the FEI conjecture.

{-Level FEI Conjecture. There ezists a universal constant C such that for any
Boolean function f we have

H(f) < C - Infyy(f)

¢-Total FEI Conjecture. There exists a universal constant C' such that for any
Boolean function f we have

H(f) < C-Tnfld(f)
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It is obvious that if £ = 1, we recover the original FEI conjecture, and that for
any /¢, the ¢-Level FEI Conjecture implies the ¢-Total FEI Conjecture. For a subset
S C B,, of Boolean functions, if lim,, .o 10%# 5 = [ exists, then we call this limit
L <1 to be the log-density of S. In this paper we prove the ¢-level FEI conjecture
for a class of Boolean functions of log-density 1, for any ¢ > 1.

Throughout this paper, we use the Vinogradov symbols >, < and the Landau
symbols O, Q, o, < with their usual meanings. We recall that f < g, g > f
and f = O(g) are all equivalent and mean that |f(x)| < c|g(z)| holds with some
constant ¢, for z sufficiently large, while A < B (we sometimes use A = ©(B), or
B = 0(A)) means that both A < B and B < A hold. Also, f = Q(g) is equivalent

to g =0O(f), and f = o(g) if lim,_, % =0.

2. THE FEI CONJECTURE IS TRUE FOR FUNCTIONS SATISFYING SAC AND PC(¢)

In this section we will show the Fourier Entropy—Influence Conjecture is true for
a class of log-density 1. Throughout, we assume that n > 4.

The Strict Avalanche Criterion (SAC) was introduced by Webster and Tavares [17]
in a study of design criteria for certain cryptographic functions. A Boolean func-
tion f satisfies the SAC if and only if by changing any input bit the output changes
with probability 1/2. Equivalently, a function is SAC if and only if the derivative
Daf(z) = f(x) ® f(x @ a) (with respect to any vector a with wt(a) = 1) is bal-
anced [3]. Further, we say that a function satisfies the SAC of order 0 < k < n — 2
(with notation SAC(k)) if and only if by fixing k variables, the resulting function is
SAC. If for a function f, by fixing k variables the output changes with probability
1/2, we say that the function satisfies PC(k). It is known [3] that if a function sat-
isfies the SAC(k), then it satisfies SAC(j), 1 < j < k. Also, if f satisfies SAC(k),
then its algebraic degree satisfies 2 < deg(f) <n —k — 1.

Lemma 1. We have

Infiy(f) = ;(z) o Y Z Dl

x€FY u,wt(u)=

4
mfl(f) = ;Z(’;)—WLZ ST (-pPuft,

i=1 x€FY u,1<wt(u)<e

Proof. Tt is easy to show that (see also [3, p.9]])
1 1 %
Prob[f(x) # f(x ® u)] = 3 it Z (—1)Puft,
x€eFy
which, by summing, implies
1 D X)
x€FY u,wt(u)= Z

and the lemma is shown. O

Theorem 2. The FEI conjecture is true for a Boolean functions class of log-
density 1 (that is, the class of SAC functions).
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Proof. Using Lemma 1, we restate the FEI conjecture as

(6) Z f 10g2 f(u)2 <C|5 2n+1 Z Z Daf )

uelky a,wt(a)=1x€Fy

for some universal constant C. Thus, since the entropy is upper bounded by n,
to show the FEI conjecture for a class of functions it is sufficient to show that the
right hand side of the expression (6) is lower bounded by n (for some constant
(). Thus, if we assume that f is SAC, therefore D,f(x) is balanced, we get
erF;(_DDaﬂx) = 0. Then the right hand side of (6) becomes $n, and so, the
FEI conjecture is shown, with C' = 2, for the set of SAC Boolean functions.

Further, it was shown in [1] that the number of SAC functions L,, satisfies

n—1\ "
L > (2 ) 22n_n2n71 - 1 2271_%_’_“7

n—2 /2

where the last approximation uses Stirling’s formula. Thus, the number of SAC

log, L
functions in n variables satisfies lim % =1, so, the set of SAC functions has

n—oo
log-density 1.
O

Remark 3. Certainly, if f satisfies PC(¢), the {-level and £-total FEI conjectures
are also true.

Remark 4. We observe that the FEI conjecture is fully proven for any f if one

can show (denoting da(f) = Z (=1)PaF) ) that Z da(f) = Q(n2"), with
x€Fy a,wt(a)=1

the involved constant strictly smaller than 1/2.

3. THE FEI CONJECTURE IS TRUE FOR PLATEAUED FUNCTIONS

In this section we will show the Fourier Entropy—Influence Conjecture for the
class of plateaued functions, a class of functions introduced by Zheng and Zhang [18],
which generalizes bent and semibent functions. A Boolean function f is called
plateaued if the set of Fourier coefficients Spec(f) = {0, £A}, for some A # 0 (called
the amplitude of f). Using Parseval’s identity, it is easy to see that A must be of
the form 2(*=")/2 where 0 < k < n is such that n = k (mod 2) (we shall refer to
k as the level of f).

Theorem 5. The Fourier Entropy—Influence Conjecture is true for the class of
plateaued Boolean functions.

Proof. If f is affine, then the FEI conjecture is obviously satisfied. If f is bent,
then its Fourier coefficients are all 2="/2 and so, the FEI conjecture becomes

" /n C
—-n n_ < E - _ g E i ==
E 27" log, 2 n<C wt(u)2 C2 ' Z(z) 5™
uezy uezy i=0

and so, we can take C' = 2, for the class of bent functions.
Next, we assume that f is a plateaued function that is neither affine, nor bent,
of Spec(f) = {0,42k=")/2} "1 < k < n. Tt is known that the number of nonzero
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vectors u for which f (u) # 0 is exactly 2"~*. The FEI for the plateaued functions

is written as
Z f( )2 log, ,\ 5 < C Z wt(u

uezy uezp
= Z 2’“7"10g2 k< Z wt(u)2k "
u, f(u)#0 u, f(u)#0
(7) = n—k<C2kn Z wt(u)
u, f(u)#0

for some universal constant C'.
In the worst case, we assume that all nonzero Fourier coefficients are clustered

in the smallest weight input vectors. We take T, ; the smallest integer such that
Tn,k

Z <n> > 2"7%_ Certainly, since k > 1, then Tnx < n/2. Using the identity
i
i=0
i(") = n(?~}), the right hand side of the inequality (7) becomes

Tk Tn—1 1

wiy) = 2y i(f) < S (7))

i=1

We need to show that there exists a universal constant C' > 0 such that
Top—1 1
n —

8 > o2n k.
®) > (")

As a simple observation, if n — k = O(1), then the left hand side of the above
inequality (8) is certainly increasing and unbounded with n, so it will overcome
2=k = 20() for n > ny. One can choose C' = 1, and the FEI conjecture holds,
for n > nyg.

Using ( ) < 2(";1) and the definitions of T},_1 ; and T}, , we obtain

Ty
e EOECD)
n—1 Thn—1,k n—1 n—1 Tn-1,k+1 n
2n7k<2n7k - <9 - - _
)= S (1)) 2

=0 =0

which shows that Ty, 1 < T < Th_1p + 1.
If T, = Th-1k+ 1, then the inequality (8) is obviously satisfied with C' = 1/2.
Assume next that T}, , = T,—1 % := T < n/2. Using the known estimate [6]

Y m\  [e@Em) if N >m/2—/m
) ;(J‘{@((l—iﬁ)—l(ﬁ)) if N <m/2—/m,

and taking all k such that T > 2+ —\/n —1, we obtain that

(”_1) o) >y -2k,

IM:
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for some constant C;. Now, take all k£ such that T' < ’%1 — +/n — 1, then by (9),

TZ—:(nf) :@<(1—2(:_11))_1 (;_D>

Let S := ZZ:OI (";1) We obtain that

()0 (-2

n

which means that the term ( ;1) is smaller than a constant multiple of S. Using

g(n;1> :jg‘: (n;l) . (n;l) p——

we obtain that equation (8) holds, for some constant Cy. Thus the FEI conjecture
holds with C' := min{C1, Cs}. O

4. THE FEI CONJECTURE FOR SOME MORE CLASSES OF FUNCTIONS

O’Donnell, Wright and Zhou, [13] have proved the FEI conjecture for sym-
metric Boolean functions and read-once decision trees. O’Donnell and Tan [14]
proved that if ¢1,...,gx are functions over disjoint sets of variables, denoted by
x',..., 2% and F € B, all satisfying the FEI conjecture, then their composition
F(gi(z1),. .., gr(z¥)) satisfies the FEI conjecture. In fact O’Donnell and Tan [14]

have proved the FEI conjecture for more general u-biased Fourier coefficients.

Definition 6 (Definition 5, [14]). Let B be a set of Boolean functions. We say
that a Boolean function f is a formula over the basis B if f is computable with
gates belonging to B. We say that f is a read-once formula over B if every variable
appears at most once in the formula for f.

As an application of their result, O’'Donnell and Tan [14] show that the FEI
conjecture holds for read-once formulas over arbitrary gates of bounded parity which
extends the result in [13].

The fact that Boolean functions having monomial ANF satisfy the FEI conjecture
is known [13, 14]. In this section we revisit this problem and prove that the universal
constant C' is 4 for monomial Boolean functions.

Finally we prove that if f and g are two Boolean functions having disjoint Fourier
spectra and satisfy the FEI conjecture then their concatenation also satisfies the
FEI conjecture.

4.1. The FEI conjecture for monomial functions. In this section we consider
the case when the algebraic normal form (ANF) of f € 9B, is a monomial (i.e.,
contains only one term). Without loss of generality, we assume f(x) = x; ...z,
where k£ < n. Let V be the span of the elementary basis vectors ex41,..., ey, that
is, V.= (eg+t1,...,€e,) and up = e1@...Deg. The indicator function of any S C F}
is 1g5(x), which is 0, if x ¢ S, and 1, if x € S. Then f becomes

Jx)=21... .2 = Lyev)(X).

Theorem 7. The FEI conjecture is true for monomial Boolean functions with
C = 4, which is the best possible.
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Proof. Tt will be sufficient to show the conjecture for f(x) = 1y, gv(x). The Walsh-
Hadamard transform of f is

LAV I GV W Co Vi N O I W C VS W Co Vi

xcu, ®V x¢ug+V xcu, BV xe]F'g
=2(=1)FHU N (1)U D (1) = 2(=1) Y (1) 4 270 (1)
x€eV x€Fy xev

2" — 2" Ml if u = 0,
_ on—k+1 1Qu-ug n _ 1®u-upon—k+1 : L
=2 (-1) 1yi(u) + 2% (u) = ¢ (1) k2 if0#£ueV,

0 otherwise.

Therefore
1-2""Fifu=o0,
Flu) = { (~1)1@wwol=k jf y £ 0, u € V*,
0 otherwise,
that is,

(1-2F)2ifu=0,
Fu)? = { 220-5) if y £ 0,u € VL,
0 otherwise.
Thus, f(u)?is (1 —2'%)2 at 1 element in F} and 22(1=%) at 2¥ — 1 elements of F%,
that is, at all the nonzero elements of V. The entropy of f is
1
(1—21-k)2
ok—1
= (2F —1)2372% (1 — k) +2(1 — 2'7%)? 1og, P
=(2F —1)2572 (1 — k) +2(1 —2'"7)2(k — 1) — 2(1 — 287 %)% log, (281 — 1).

Using Lemma 1 for £ = 1 we have Inf;(f) = 1 — 2n%E:xelpg(—1)16(")@10("@’31').

H(f) = (2 — 122070201 — k) + (1 - 2152 log,

2
If i € [k], then f(x)® f(xDe;) =a1.. 0, DXy ... Tp DXy ... Tim1Tiq1... T =
$1...$i_1$i+1...$k,thati&

Z (_1)f(X)EBf(x6Bez) = (2" — 2n—k+1) _on—k+l _on _ gn—k+2
x€Fy
If i € [n]\ [K], then f(x)® f(x D e;)) =x1... 2 Dxy...25 =0, that is,
> (ayessen)
x€Fy

The influence of x; on f is

1 _ 1 (on _ on—k+2) ir;
Infi(f) = 42 '2n+1(2 2 ) if i € [k
0ifien]\[k]
The total influence becomes

n k
Inf(f) = Zlnfi(f) = Z <; B 2n1+1 (2" — 2n—k+2))

i=1

ko1
=35~ g (k2" - k2n Rty = 2tk
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Thus we have

(10 Iiﬂf({}) = (1 - %) (2" —1)2° 7" 4 2* (1 = 2k11>2 ((1 - %) - %) .

Using the transformation k£ = 1+1log,(s+1) in the expression I]ij({;) , we see that

(1) H(f) 2((s+1)*In(s+1) —s*Ins)

Inf(f) (s+1)In(2(s+ 1)) ’
(A more delicate Calculus analysis shows that this expression is in fact increasing,
but we will not need that.) We show that

H(f) _ 2((s+1)%*In(s+1) — s?Ins)

Tt (/) G+OmRGE+))
(s+1)%In(s +1) — s*Ins < 2(s +2) In(2(s + 1))

sln (1 + i)s +(2s+1)In(s+1) <2(s+2)In(2(s+ 1))

[

1 S
sln(l—l—) —In(s+1) <2(s+2)In2
s
1 S
= s<1n<1+> 21r12>§1n(s+1)+41n?7
s

which is certainly true, since In (1 + %) *—21In2 < 0 using the fact that the sequence
{(1 + %)S}g is increasing with the limit lim

“ 5§—00
(Certainly, when k — oo, then s = 281 — 1 — 00.)

Certainly, since the quotient Iiﬂf({ }) depends upon k only, to show that C' =4 is
the best possible, it will be sufficient to investigate what happens when k£ — oco.
The limit of the first term in (10) is 4, as k — oo. We will show that the limit of the
second term is 0, as k — oo. (We could have used L’Hépital’s rule in (11), together
with some elementary considerations, but we preferred a more direct approach
below.) With k£ = 1+4logy(s+1), the limit of the second term in (10) (disregarding

2(1- %%1)2 — 2, as k — 00) becomes

1 S
(1 + > = e (Euler’s constant).
s

(s+1) (logy(s +1) —logys) _ .~ (5+1)logy(1+1/s)

li =
Pt 1+ logy(s+1) s=voo 1+logy(s+1)

—  lim logy (14 1/s)5t! — lim logy (1 +1/5)% 4+ logy(1 + 1/5) _o,
s—oo 14 logy(s+1) 500 1+ logy(s+1)

since the numerator of the last fraction approaches log, e, and the denominator

approaches infinity, as s — oo. Therefore, limy_, % = 4. This proves the FEI

conjecture for monomials with (the best possible constant) C' = 4. (]

The fact that the direct sum of two Boolean functions satisfying the FEI con-
jecture also satisfies the FEI conjecture is a consequence of the results proved by
O’Donnell and Tan [14], although, using our method, the proof takes just a cou-
ple of paragraphs. Given any positive integer n, the representatives of the affine
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non-equivalent quadratic Boolean functions in n variables [10, p. 438] can be chosen

h

Zl‘gi_ll‘gi =+ E(ml, To, ... ,J?n), h < \‘gJ R

i=1
where £ is an affine function (we can disregard it — we simply inserted it to show
dependence on n). Since all of these terms (disregarding the affine terms) are
direct sums of monomials it is clear that for any positive integer n each affine non-
equivalent class of quadratic Boolean functions contains a function which satisfies
the FEI conjecture.

4.2. FEI conjecture for concatenations of Boolean functions. Finally we
obtain a sufficient condition under which the concatenations of two Boolean func-
tions satisfying the FEI conjecture also satisfies the FEI conjecture.

Theorem 8. Suppose f,g € B, have disjoint Fourier spectra which satisfy the FEI
conjecture. Then h € B, 11 defined by

h(u,v) = f(u) ®v(f(u) ® g(u)), for allu e Fy, v e Fy,
satisfies the FEI conjecture.

Proof. Since f and g satisfy the FEI conjecture there is a constant C' such that
H(f) < C - Inf(f) and H(g) < C - Inf(g) (we assume that C' > 2). It is known [3,
Chapter 4, p.66] that the Fourier transform of h at (u,v) € Fy x Fy is

~

A, v) = 5 F(w) + (~1)"55(w).

Taking squares of both sides we have

h(u,v)? = 2 (f(u) + (-1)"G(u))* =

~ ~

(f(0)* +G(w)* +2(=1)" f(u)g(u))

| =

= —(f(u)* +g(u)?) (since, f and g have disjoint Fourier spectra).

The entropy becomes

H(h) =~ Y > h(u,v)* logy(h(u,v)?)

u€eF? veF,
— 1 2 > (w2 + ) b, (W)
uelky vels
=3 3 (PP + w2 s, (W)

(112 YR
( (u)?log, fw? +g(u)?log, g(121)> (using log-sum inequality)

(w)*(logy (F(w)?) = 1) + Y g(w)*(loga(g(w)*) — 1)

<uemg ucFy
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S(H() + Hi(g)) +1 < 5O (Wni(f) + Tnf(g)) +1

The total influence is then

Imf(h) = > > h(u,v)?wt(u,v)

ucky velfs

=Y h(w,02wt(u) + Y h(u,1)*wt(u,v)

uefFy ucFy

= 1 3 G’ + gw)wtw) + 3 (Flw)? +gw)?)wi(w)

uclkFy uelky

+5 3 (F)? +9(0)?) = S k() + nt(g) +1)

Therefore (since C' > 2),

H(P) < - (f(f) + Tnf(g) +1) 41— 5 = O Tnf(f) — (5~ 1) < O Inf (),
and the claim is shown. O
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