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Abstract

We propose a key-policy attribute-based encryption (KP-ABE) scheme with constant-
size ciphertexts, whose semi-adaptive security is proven under the decisional linear (DLIN)
assumption in the standard model. The access structure is expressive, that is given by
non-monotone span programs. It also has fast decryption, i.e., a decryption includes only
a constant number of pairing operations. As an application of our KP-ABE construction,
we also propose a fully secure attribute-based signatures with constant-size secret (signing)
keys from the DLIN. For achieving the above results, we extend the sparse matrix technique
on dual pairing vector spaces. In particular, several algebraic properties of an elaborately
chosen sparse matrix group are applied to the dual system security proofs.

*An extended abstract of a preliminary version of this paper is presented at SCN 2014, the 9th Conference on
Security and Cryptography for Networks. This is the full version, and provides significant technical contributions
over the preliminary version, e.g., semi-adaptive security from DLIN with reduction factor O(n), where n is the
maximum number of attributes per ciphertext. Refer to Table 1 in Section 1.2 and Theorem 1 in Section 6.1.
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The notion of attribute-based encryption (ABE) introduced by Sahai and Waters [28] is an ad-
vanced class of encryption and provides more flexible and fine-grained functionalities in sharing
and distributing sensitive data than traditional symmetric and public-key encryption as well as
recent identity-based encryption. In ABE systems, either one of the parameters for encryption
and secret key is a set of attributes, and the other is an access policy (structure) over a universe
of attributes, e.g., a secret key for a user is associated with an access policy and a ciphertext is



associated with a set of attributes. A secret key with a policy can decrypt a ciphertext associ-
ated with a set of attributes, iff the attribute set satisfies the policy. If the access policy is for
a secret key, it is called key-policy ABE (KP-ABE), and if the access policy is for encryption,
it is ciphertext-policy ABE (CP-ABE).

All the existing practical ABE schemes have been constructed by (bilinear) pairing groups,
and the largest class of relations supported by the ABE schemes is (non-monotone) span pro-
grams (or (non-monotone) span programs with inner-product relations [23]). While general
(polynomial size) circuits are supported [16, 18] recently, they are much less efficient than the
pairing-based ABE schemes and non-practical when the relations are limited to span programs.
Since our aim is to achieve constant-size ciphertexts in the sizes of attribute set or access pol-
icy in expressive ABE, hereafter, we focus on pairing-based ABE with span program access
” is valid as long as the description of the attribute or policy is not
considered a part of the ciphertext, which is a common assumption in the ABE application.
Hence, we use “constant” in this sense hereafter.

While the expressive access control (span programs) is very attractive, it also requires addi-
tional cost in terms of ciphertext size and decryption time. Emura et al. [15], Herranz et al. [19],
and Chen et al. [10] constructed ABE schemes with constant-size ciphertexts, but their access
structures are very limited. Attrapadung, Libert and Panafieu [3] first constructed a KP-ABE
scheme for span programs with constant-size ciphertexts and fast decryption which needs only
a constant-number of pairing operations.

While Attrapadung et al.’s KP-ABE scheme (and subsequent works [33, 2]) show an interest-
ing approach to achieving constant-size ciphertexts with expressive access structures, the secu-
rity are proven only based on ¢-type assumptions (n-DBDHE assumption with n the maximum
number of attributes per ciphertext and more complex EDHE assumptions). Previously, since
the introduction by Mitsunari et al. [21] and Boneh et al. [6], various kinds of ¢-type assumptions
have been widely used in order to achieve efficient cryptographic primitives [5, 7, 17, 14, 19].
However, the assumptions (and also the associated schemes) suffered a special attack which
was presented by Cheon [12] at Eurocrypt 2006. More recently, Sakemi et al. [29] have shown
that the attack can be a real threat to g-type assumption-based cryptographic primitives by
executing a successful experiment. Consequently, it is very desirable that the above schemes
should be replaced by an efficiency-comparable alternative scheme based on a static (non-q type)
assumption instead of a ¢-type assumption. In concurrent and independent work, Chen and
Wee [11] introduced the notion of semi-adaptive security for ABE, where the adversary specifies
the challenge attribute set after it sees the public parameters but before it makes any secret
key queries, and they also constructed a small-universe KP-ABE scheme with constant-size
ciphertexts on composite-order groups.

Hence, to construct an expressive KP-ABE scheme with constant-size ciphertexts from a
static assumption on the prime-order groups remains an interesting open problem in terms of
practical and theoretical aspects on ABE. Also, since there exist no attribute-based signatures
(ABS) [20, 25] with constant-size secret keys, to construct ABS with constant-size secret keys
is open.

structures. Here, “constan

1.2 Our Results

e We propose a KP-ABE scheme with constant-size ciphertexts, whose semi-adaptive secu-
rity is proven from the DLIN assumption in the standard model (Section 5). The access
structure is expressive, that is given by non-monotone span programs. It also has fast
decryption: a decryption includes only a constant number of pairing operations, i.e., 17
pairings independently of the sizes of the used attribute set and access structure. For



Table 1: Comparison of our scheme with KP-ABE for span programs with constant-size cipher-
texts in [3, 2, 11], where |G|, |G|, n, ¢, r, and vy represent size of an element of a bilinear source
group G, that of a target group Gr, the maximum number of attributes per ciphertext, and the
number of rows and columns in access structure matrix for the secret key, and the maximum
number of the adversary’s pre-challenge key queries, respectively. PK, SK, and CT stand for
public key, secret key, and ciphertext, respectively.

| ALP11[3] | Al4 2] | CW14 [11] | Proposed |
Universe large large small large
Security selective adaptive semi-adaptive semi-adaptive
feduetion O(m) Ow) O(m) O()
Order of G prime composite composite prime
Assumption . DEDHE EDH'E3 & 4 para- Static éssump. on DLIN
metrized by n, ¢, r composite order G
Access Non-monotone Monotone Monotone Non-monotone
structures span program span program span program span program
PK size O(n) |G| O(n) |G| O(n) |G| O(n) |G|
SK size O(¢n) |G| O(¢n) |G| O(¢n) |G| O(ln) |G|
CT size 3G+ 1|Gp|* 6|G|+1|Gr| 2|G|+ 1|Gr] 17|G| + 1|Gr|

* In a subsequent work [33], CT size is reduced to 2 |G|+ 1|Gr|.

comparison of our scheme with previous KP-ABE for span programs with constant-size
ciphertexts, see Table 1.

e As an application of our KP-ABE construction, we also propose a fully secure ABS scheme
with constant-size secret (signing) key from the DLIN assumption (Section 7).

e For achieving the above results, we extend the sparse matrix technique on dual pairing
vector spaces (DPVS) [22, 23] developed in [24]. In particular, several algebraic properties
of an elaborately chosen sparse matrix group Hy(n,F,) are applied to the dual system
security proofs. For the details, see Sections 1.3, 4 and 6.3.

1.3 Key Techniques

We extend the sparse matrix technique on DPVS developed in [24], in which constant-size
ciphertext zero/non-zero inner-product encryption are constructed from DLIN on a sparse ma-
trix master key pair. Using the basic construction [24], to achieve short ciphertexts in our
KP-ABE, attributes I' := {x;};=1,_, are encoded in an n-dimensional (with n > n’+1) vector

¥ = (y1,--.,Yn) such that Z;:& Yn_jz) = 21 H?lzl(z — z;j). Each (non-zero) attribute
value v; (for i =1,...,¢) associated with a row of access structure matrix M (in S) is encoded
as o == (vl v, 1), s0 § - U = v?_l_"/ [[j=i(vi — x;), and the value of inner product is

equal to zero if and only if v; = x; for some j, i.e., v; € I'. Here, the relation between S and I' is
determined by the multiple inner product values ¥ - U; for one vector i which is equivalent to I.
Hence, a ciphertext vector element ¢ is encoded with wy (for random w), which is represented
by twelve (constant in n) group elements (as well as ¥/), and key vector elements k; are encoded
with ¥; and shares s; (i = 1,...,¢) for a central secret sg, respectively (see Section 5.1 for the

key idea). A standard dual system encryption (DSE) approach considers each pair of vectors



in the semi-functional space, (74, r;€1 + ¥;v;) or (7¢,r;¥;) with secret shares r; of a secret g
and random 7,%;, and then the vector pair is randomized with preserving the inner product
values based on a pairwise independence argument. Since we must deal with a common 7y in
all the above pairs, we should modify the original argument for our scheme, which is based on a
modified form of pairwise independence lemma (Lemma 3) for a specific matrix group Hy(n,Fy)
of size n xn .

The security of our scheme is reduced to that of DLIN through multiple reduction steps
(Theorem 1). A technical challenge for the security is to insert random (sparse) matrices
{Znith=1.. =1, 1n ’Hg(n,Fq)T to key components {k:}';i}h:l’m,l,;izl,m,g for each key query
h = 1,...,v even when the underlying matrix for the basis Bq is sparse. For the purpose,
first, only n randomness {Z }.=1,..» are sequentially inserted in a consistent manner with the
security condition on the challenge i and key queries, and then, they are amplified to any
polynomial number of random matrices, {Zhﬂ-}h:l’m’,,;izlwqg, by making linear combinations
of {Z.}x=1,..n. The above steps are accomplished by applying computational (swap) game
changes and information-theoretical (or conceptual) changes alternatingly, and by applying four
nice algebraic properties of elaborately chosen sparse matrix group Hy(n,F,) to the security
proof. The two key techniques are described in detail in Sections 6.3.1 and 6.3.2, respectively.

1.4 Notations

When A is a random variable or distribution, y & A denotes that y is randomly selected from A

according to its distribution. When A is a set, y & A denotes that y is uniformly selected from
A. We denote the finite field of order ¢ by Fy, and Fy \ {0} by F . A vector symbol denotes a
vector representation over Fy, e.g., ¥ denotes (1, ...,z,) € F;'. For two vectors ¥ = (21, ...,2n)

and U = (v1,...,vy), Z - U denotes the inner-product » ;" , z;v;. The vector 0 is abused as the
zero vector in Fg* for any n. X T denotes the transpose of matrix X. A bold face letter denotes an
element of vector space V, e.g., x € V. When b; € V (i =1,...,n), span(by,...,b,) CV (resp.
span(Z1,...,Ty)) denotes the subspace generated by by,...,b, (resp. &i,...,Z,). For bases
B := (b,...,by) and B* := (b},...,by), (z1,...,2N)B = Zfil x:b; and (y1,...,ynN)B =

N o JEINIREOC
> i—1 ¥ib;. €; denotes the canonical basis vector (0---0,1,0---0) € F'. GL(n,F,) denotes the

general linear group of degree n over F,.

2 Dual Pairing Vector Spaces and Decisional Linear (DLIN)
Assumption

For simplicity of description, we will present the proposed schemes on the symmetric version
of dual pairing vector spaces (DPVS) [22] constructed using symmetric bilinear pairing groups.
For the asymmetric version of DPVS, see Appendix A.2 of the full version of [23].

Definition 1 “Symmetric bilinear pairing groups” (q,G,Grp,G,e) are a tuple of a prime q,
cyclic additive group G and multiplicative group Gr of order q, G # 0 € G, and a polynomial-
time computable nondegenerate bilinear pairing e : G x G — G i.e., e(sG,tG) = e(G, G)* and
e(G,G) # 1. Let Gppg be an algorithm that takes input 1% and outputs a description of bilinear
pairing groups (¢, G, Gr, G, e) with security parameter X.
“Dual pairing vector spaces (DPVS)” of dimension N by a direct product of symmetric pair-
/—ivh
ing groups (¢,G,Gr, G, e) are given by prime q, N-dimensional vector space V=G x --- x G
over Fy, cyclic group G of order q, and pairing e : VXV — Gr. The pairing is defined by



e(x,y) = Hf\il e(Gi, H;) € Gr where x == (G1,..., Gy) € Vand y := (Hy,...,Hy) € V.
This is nondegenerate bilinear i.e., e(sx,ty) = e(x,y)* and if e(x,y) =1 for ally € V, then
xz=0.

Definition 2 (DLIN: Decisional Linear Assumption [6]) The DLIN problem is to guess
B € {0,1}, given (paramg, G,£G, kG, 006G, okG, Yp) & QﬁDL'N(l/\), where gﬁDL'N(l’\) : paramg =
(¢,G,Gr,G,e) & prg(l’\),ﬁ,é,f,a & Fq, Yo :=(6+0)G, Y1 J G, return (paramg, G, £G, kG,
0¢G,okG, Yg), for B S {0,1}. For a probabilistic machine £, we define the advantage of € for
the DLIN problem as: AdvBN(\) := |Pr [5(1&9)_4 ‘g iggL'N(m] —Pr [5(1&@)—4 ’g &

QPL'N(l)‘)] ’ . The DLIN assumption is: For any probabilistic polynomial-time adversary £, the

advantage AdvE-'™N(X) is negligible in \.

3 Definitions of Key-Policy Attribute-Based Encryption and
Attribute-Based Signatures

3.1 Span Programs and Non-Monotone Access Structures

Definition 3 (Span Programs [4]) U (C {0,1}*) is a universe, a set of attributes, which
is expressed by a value of attribute, i.e., v € F(:= Fy \ {0}). A span program over F, is
a labeled matriz S := (M, p) where M is a (¢ x r) matriz over Fy and p is a labeling of the
rows of M by literals from {v,v',...,—w, =/ ...} (every row is labeled by one literal), i.e.,
p:A{l,..., 0} = {v, ... v, L)

A span program accepts or rejects an input by the following criterion. Let I' be a set of
attributes, i.e., I' := {xj}1<j<nr. When T is given to access structure S, map v : {1,...,{} —
{0,1} for span program S := (M, p) is defined as follows: For i = 1,...,¢, set y(i) = 1 if
[p(i) = vi] A [v; € T or [p(i) = —vi] A Jv; € T]. Set y(i) = 0 otherwise.

The span program S accepts T' if and only if 1 € span((M;)(i=1), i-e., some linear com-
bination of the rows (M;) (=1 gives the all one vector I. (The row vector has the value 1 in
eciphertextsach coordinate.)

A span program is called monotone if the labels of the rows are only the positive literals
{v,v',...}. Monotone span programs compute monotone functions. (So, a span program in
general is “non”-monotone.)

We assume that no row M; (i = 1,...,¢) of the matrix M is 0. We now construct a
secret-sharing scheme for a non-monotone span program.

Definition 4 A secret-sharing scheme for span program S := (M, p) is:

1. Let M be ¢ x r matriz. Let column vector f¥ := (fioo s )T M Fg. Then, so := 1. fT =

> w1 fr is the secret to be shared, and 5T = (s1,...,80) T := M - fﬁr 1s the £ shares of the
secret so and the share s; belongs to p(i).

2. If span program S := (M, p) accepts T', i.e., 1 € span((M;)y)=1) with v : {1,..., 0} —
{0, 1}, there exist constants {o; € Fy |1 € I} such that I C {i e {1,..., £} | ~v(i) =1} and
Zie[ a;s; = Sg. Furthermore, these constants {«;} can be computed in time polynomial
in the size of the matriz M.



3.2 Key-Policy Attribute-Based Encryption (KP-ABE)

In key-policy attribute-based encryption (KP-ABE), encryption (resp. a secret key) is associated
with attributes T (resp. access structure S). Relation R for KP-ABE is defined as R(S,T") =1
iff access structure S accepts I

Definition 5 (Key-Policy Attribute-Based Encryption: KP-ABE) A key-policy attribute-
based encryption scheme consists of probabilistic polynomial-time algorithms Setup, KeyGen, Enc
and Dec. They are given as follows:

Setup takes as input security parameter 1* and a bound on the number of attributes per ci-
phertext n. It outputs public parameters pk and master secret key sk.

KeyGen takes as input public parameters pk, master secret key sk, and access structure S :=
(M, p). It outputs a corresponding secret key sks.

Enc takes as input public parameters pk, message m in some associated message space msg,
and a set of attributes, I := {x;}1<j<ns. It outpuls a ciphertext ctr.

Dec takes as input public parameters pk, secret key sks for access structure S, and ciphertext
ctr that was encrypted under a set of attributes I'. It outputs either m’ € msg or the
distinguished symbol L.

A KP-ABE scheme should have the following correctness property: for all (pk,sk) AL
Setup(1*,n), all access structures S, all secret keys skg & KeyGen(pk, sk,S), all messages m,

all attribute sets I', all ciphertexts ctr ni Enc(pk, m,I"), it holds that m = Dec(pk, sks, ctr) if S
accepts I'. Otherwise, it holds with negligible probability.

Definition 6 (Semi-Adaptive Security) The model for defining the semi-adaptively payload-
hiding security of KP-ABE under chosen plaintext attack is given by the following game:

Setup In the semi-adaptive security, the challenger runs the setup, (pk,sk) i Setup(1*,7n),
and gives public parameters pk to the adversary, then the adversary output a challenge
attribute set, T.

Phase 1 The adversary is allowed to adaptively issue a polynomial number of key queries,

S, to the challenger provided that S does not accept I'.  The challenger gives sks X
KeyGen(pk, sk,S) to the adversary.

Challenge The adversary submits two messages m®, m®). The challenger flips a coin b S

{0,1}, and computes ct(Fb) R Enc(pk, m® ). It gives ct(Fb) to the adversary.

Phase 2 Phase 1 is repeated with the restriction that no queried S accepts challenge T'.

Guess The adversary outputs a guess b’ of b, and wins if b/ = b.

The advantage of adversary A in the semi-adaptive game is defined as AdvﬁP'ABE’SA(A) =
Pr[A wins | —1/2 for any security parameter A\. A KP-ABE scheme is semi-adaptively payload-
hiding secure if all polynomial time adversaries have at most a mnegligible advantage in the
semi-adaptive game.



3.3 Attribute-Based Signatures (ABS)

Definition 7 (Attribute-Based Signatures : ABS) An attribute-based signature scheme
consists of four algorithms.

Setup This is a randomized algorithm that takes as input security parameter and a bound on
the number of attributes per ciphertext n. It outputs public parameters pk and master key
sk.

KeyGen This is a randomized algorithm that takes as input a set of attributes, I := {x; }1<j<n,
pk and sk. It outputs signature generation key skr.

Sig This is a randomized algorithm that takes as input message m, access structure S := (M, p),
signature generation key skr, and public parameters pk such that S accepts I'. It outputs
signature o.

Ver This takes as input message m, access structure S, signature o and public parameters pk.
It outputs boolean value accept := 1 or reject := 0.

An ABS scheme should have the following correctness property: for all (sk, pk) & Setu p(1*,n)

all messages m, all attribute sets I', all signing keys skr & KeyGen(pk, sk, I'), all access structures

S such that S accepts I', and all signatures o R Sig(pk, sk, m, S), it holds that Ver(pk,m, S, o) =
1 with probability 1.

Definition 8 (Perfect Privacy) An ABS scheme is perfectly private, if, for all (sk, pk) &
Setup(1*,n), all messages m, all attribute sets 'y and T, all signing keys skr, AL KeyGen(pk,

sk,I'1) and skp, R KeyGen(pk, sk, I'y), all access structures S such that S accepts T'1 and S
accepts I'a, distributions Sig(pk, skr,, m, S) and Sig(pk, skr,,m,S) are equal.

Since the correct distribution on signatures can be perfectly simulated without taking any
private information as input, signatures must not leak any such private information of the signer.

Definition 9 (Unforgeability) For an adversary, A, we define AdvﬁBS’UF()\) to be the suc-

cess probability in the following experiment for any security parameter \. An ABS scheme is
existentially unforgeable if the success probability of any polynomial-time adversary is negligible:

1. Run (sk, pk) R Setup(1*,n) and give pk to the adversary.

2. A may adaptively makes a polynomial number of queries of the following type:

e [ Create key | A asks the challenger to create a signing key for an attribute set T'.
The challenger creates a key for I' without giving it to A.

e [ Create signature | A specifies a key for predicate T' that has already been created,
and asks the challenger to perform a signing operation to create a signature for a
message m and an access structure S that accepts I'. The challenger computes the
stgnature without giving it to the adversary.

o [ Reveal key or signature | A asks the challenger to reveal an already-created key for
an attribute set I', or an already-created signature for an access structure S.

Note that when key or signature creation requests are made, A does not automatically see
the created key or signature. A sees it only when it makes a reveal query.



3. At the end, the adversary outputs (m',S' o).

We say the adversary succeeds if a correctly-created signature for (m',S") was never revealed to

the adversary, S’ does not accept any T' queried to the create key and reveal (key) oracles, and
Ver(pk,m',S',o’) = 1.

Remark 1 Since a signing query in the unforgeability definition in [20, 25] is made only with
an access structure S, the challenger should find an attribute set I' that satisfies S, and generate
a key skp with I' and a signature with S using (I',skp). In general, however, the challenger
may not always find a suitable I' from S in a polynomial time since it includes the problem of
solving the satisfiability for any DNF and CNF formulas with polynomial sizes. In this sense,
the definition of unforgeability in [20, 25] is problematic.

To address this issue, as in [27], our definition of unforgeability introduces four types of
queries, create and reveal queries for keys and signatures, in a manner similar to the security
definition for key-delegation by Shi and Waters [30]. Here, to obtain a signature for S from the
challenger, the adversary is required to give an attribute set I' that satisfies S to the challenger
in advance (i.e., the challenger has no need to find a suitable I" by itself.)

4 Special Matrix Subgroups

Lemmas 1 and 4 are key lemmas for the security proof for our KP-ABE and ABS schemes. For
positive integers w, n and ¢ := (y1,..,yn) € F;' \ span(ey), let

/
u uy

. D] wuieE, fori=1.m,
H(n,Fy) := - /: a blank element in the matrix , , (1)
u un/—l denotes 0 € [,
u’l’b
/ .,
1 uy i = (up)i=1,..n € FY,
. . / =l
o .. : un#O, Y- U = Yn,
Hy("’ Fq) := 1, a blank element in the matrix [ (2)
u, denotes 0 € IF,

Lemma 1 Hy(n,F,) C H(n,F,). H(n,Fy) NGL(n,Fy) and Hy(n, Fy) are subgroups of GL(n,Fy)
More specifically, Hy(n,Fy) is the isotropy group of ij in H(n,Fq) N GL(n,Fy), that is, Hy(n,Fy)
{U € H(n»Fq) N GL(’I’L,F(]) |gU = 37}

Lemma 1 is directly verified from the definition of (isotropy) groups. O

Lemma 2 Hy(n,F,) has a linear structure as Hy(n,Fy) = A,—1 \ Hy—2, where A, = {u’ €
Fo |y - d@" = yn} is an (n — 1)-dimensional affine space and Hy,—o := Ap—1 N {uy, = 0} is a
hyperplane section of Ap_1. N

For all (Z, € Hg(n,Fq)T)ﬁ:Lwn such that (Z, = Z,, — Z1)x=2,..n s a basis of linear
subspace V1 := {d' € F|§- 4" = 0} over Fy, the distribution of Z := Y ' {xZ, with
(&) 2 {(&)k=1,.n | Doy & = 1} is equivalent to uniform one, i.c., Z & Hy(n,Fy)T except
with negligible probability 1/q.

Next is a key lemma for applying the proof techniques in [23] to our KP-ABE and ABS
schemes.



Lemma 3 For all j € F —span(e,) and m € Fy, let Wy = {0 € F} —span{é,)*

where span(é,)* := {@ € F}' | @ - &, = 0}.
For all (§,0) € (Fy —span(é,)) x (F," —span(éy)®), if U and Z are generated as U &
Hy(n,Fq), Z := (U1, then UZ is uniformly distributed in Wy,

| - =7},

y-v) -
Let
L(w,n,Fy) :=
y -
Xi1 o Xiw Hi,j ‘ Nu'm € H(n,T,)
X = : : Xij = - o for i,j =
Xog  Xow Hig Hijn-1 L. w
Hijn
() GL(wn,F,). (3)

Lemma 4 L(w,n,Fy) is a subgroup of GL(wn,Fy).

The proof of Lemma 4 is given in Appendix A in the full version of [24].

5 Proposed KP-ABE Scheme with Constant Size Ciphertexts

5.1 Key Ideas in Constructing the Proposed KP-ABE Scheme

In this section, we will explain key ideas of constructing and proving the security of the proposed
KP-ABE scheme.

First, we will show how short ciphertexts and efficient decryption can be achieved in our
scheme, where the IPE scheme given in [24] is used as a building block. Here, we will use a
simplified (or toy) version of the proposed KP-ABE scheme, for which the security is no more
ensured in the standard model under the DLIN assumption.

A ciphertext in the simplified KP-ABE scheme consists of two vector elements, (¢g,c1) €
G°xG", and cr € Gp. A secret key consists of /+1 vector elements, (k§, k7, ..., k) € G°x (G”)é
for access structure S := (M, p), where the number of rows of M is ¢ and k! with ¢ > 1
corresponds to the i-th row. Therefore, to achieve constant-size ciphertexts, we have to compress

c1 € G" to a constant size in n. We now employ a special form of basis generation matrix,
/!

K My
X = /: € H(n,F,) of Eq. (1) in Section 4, where pu, pif, ..., pu, ad F, and
I |
o
b1
a blank in the matrix denotes 0 € F,. The public key (DPVS basis) is B := : =
by
nG mG
' ) : Let a ciphertext associated with I' := {z1,...,zy} be ¢1 =
MG Mn—lG
pnG
— u
(Wi)s = w(yibr + -+ + ynbn) = (WG, .. yn1wpG, w(3 L, Yip;)G), where w — Fy and
v := (y1,...,yn) such that Z?:_ol Yp—jzt = 2 I[}=1(2 — x;). Then, ¢1 can be compressed
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to only two group elements (C = wuG, Cy := w(} ;" yip;)G) as well as ¥, since ¢; can be
obtained by (y1C1, ..., yn—1C1,C2) (note that y,C1 = y;wuG for i = 1,...,n — 1). That is, a
ciphertext (excluding ¥) can be just two group elements, or the size is constant in n.

Let B* := (b}) be the dual orthonormal basis of B := (b;), and B* be the master secret
key in the simplified KP-ABE scheme. We specify (cg, k§, cr) such that e(co, k) = ggp_wso

and cp = gicpm € Gpr with sg is a center secret of shares {s;};—1, ., associated with access
structure S. Using {s;}i=1.. ¢, we also set a secret key for S as k} := (s;€1 + 0;0;)p- if p(i) = v;
and k := (s;U;)p+ if p(i) = —wv; where U := (vf_l,...,vi,l) and 0; 2 F,. From the dual

orthonormality of B and B*, if S accepts I', there exist a system of coefficients {a;}ic; such
that e(ci, k%) = g7, where k™ 1= > .1\ i)z QKT 4 D icr n p(i)=wn QY - #;) "1k, Hence,
a decryptor can compute g7* if and only if S accepts I, i.e., can obtain plaintext m. Since
¢ is expressed as (y1C1,...,yn—1C1,C2) € G™ and k* is parsed as a n-tuple (D7,...,D}) €
G", the value of e(cy, k*) is [['= e(yiCh, Df) - e(Co, D) = [[05) e(Ch,yiD¥) - e(Cy, D) =
e(Cy, Z?:_f y;D?)-e(Ca, D}). That is, n—1 scalar multiplications in G and two pairing operations
are enough for computing e(cl,E*). Therefore, only a small (constant) number of pairing
operations are required for decryption.

We then explain how our full KP-ABE scheme is constructed on the above-mentioned sim-
plified KP-ABE scheme. The target of designing the full KP-ABE scheme is to achieve the
selective (resp. semi-adaptive) security under the DLIN assumption. Here, we adopt and extend
a strategy initiated in [23], in which the dual system encryption methodology is employed in a
modular or hierarchical manner. That is, one top level assumption, the security of Problem 1,
is directly used in the dual system encryption methodology and the assumption is reduced to a
primitive assumption, the DLIN assumption.

To meet the requirements for applying to the dual system encryption methodology and
reducing to the DLIN assumption, the underlying vector space is six times greater than that

of the above-mentioned simplified scheme. For example, k¥ := ( s;¢1 + 0;v;, 0%, 77, 0" )B:

if p(i) = vi, kF = ( s0;, 0%, 7, 0" )BT if p(i) = —w, €1 = ( wg'702”,02”,golgj' )B,, and
X1 - Xig

X = : : € L(6,n,F;) of Eq.(3) in Section 4, where each X;; is of the
Xe1 - Xegp

form of X € H(n,F,) in the simplified scheme. The vector space consists of four orthogonal
subspaces, i.e., real encoding part, hidden part, secret key randomness part, and ciphertext
randomness part. The simplified KP-ABE scheme corresponds to the first real encoding part.

A key fact in the security reduction is that £(6,n,F,) is a subgroup of GL(6n,F,) (Lemma 4),
which enables a random-self-reducibility argument for reducing the intractability of Problem 1 in
Definition 10 to the DLIN assumption. For the reduction, see [24]. The property that Hy(n,[F)
is a subgroup of GL(n,IF,) is also crucial for a special form of pairwise independence lemma
in this paper (Lemma 3), where a super-group H(n,F,) N GL(n,Fq)(D Hyz(n,F,)) is specified

in £(6,n,F;) or X. Our Problem 1 employs the special form matrices {U; = Hy(n,Fq)}
and {Z; = (U j_l)T}, and makes Lemma 3 applicable in our proof. Informally, our pairwise
independence lemma implies that, for all (7, ), a vector, vZ, is uniformly distributed over
Fa\ span(é, )" with preserving the inner-product value, -7, i.e., #Z reveal no information but

(y and) - 0.
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5.2 Dual Orthonormal Basis Generator

We describe random dual orthonormal basis generator Q('fbp‘ABE using a sparse matrix given by

Eq. (3), which is used in the proposed KP-ABE scheme.
gbe'ABE(l)‘,G,n) : paramg := (¢,G,Gp,G,e) R gbpg(ﬂ), Ny :=5, Ny := 6n,
W 2 F g7 :=e(G, G)¥, param,, := (paramg, {N;}i=01, 97),
Xo = (X045 )ij=1...5 Y GL(Ny,F,), X1 Y L(6,n,F,), hereafter,
{,Ui,jy,U'/L'J‘J}i,j:l,...,6;l=l,...,n denotes non-zero entries of X; as in Eq. (3),
boi == (X0,i,1G; s X0,i,5G) for i =1,..,5, By := (bo,1, .., bo5),
B;j = pi G, BZ'-J-J = ,u;’j,lG fori,j=1,...,6;l=1,...,n,
for t = 0,1, (Vrij)ijet,.n, =1 (X)),
b = (0001 Gy oy Dy G) for i = 1, Ny, By = (b1, ., b ),

* /! *
return (paramn,Bo,Bo,{BiJ‘,Bi,j,l}i,j:l,...,G;l:l,...,n7Bl)'

Remark 2 Let

/ !

Bia A Big Biga
b1,i-1)nt1 ' ,

/ /!
Bi,l Bi,l,n—l Bi76 Bi,G,n—l (4)

bl,in B B

i,1,n 4,6,n

fori=1,...,6,
and Bl = (bl,la e ,b176n), )

where a blank element in the matrix denotes 0 € G. B; is the dual orthonormal basis of B7,
Le., e(b1, b7 ;) = gr and e(b1;,b] ;) =1for 1 <i#j <6n.

5.3 Construction

We note that attributes x;,v; are in qu, i.e., nonzero.

Setup(1*, n) :
R g
(param,,, Bo, By, { Bi j, By ;1 }ijjm1,..610=1,...n: B}) < Gy APE(1%, 6, n)),
Bo := (bo,1,b0,3,bo,5).
El = (bl,l, ceey bl,n, b1’5n+17 e ey b1,6’ﬂ) = {BZJ? B;,j,l}lz]-yGy]:]w761l:177n7
ES = (balﬂ b3,3a b8,4>7 T = ( >{,lﬂ SRR T,nv T,Sn—i—l? s >{,Em)ﬂ
pk := (1’\,paramn,{IfABt}t:0’1), sk := {I[AB;“}t:o’l, return pk, sk.
KeyGen(pk, sk, S:= (M, p)):
U - U
f <_F(;7 ST = (317"'7SZ)T ::M’fT7 S0 = 1fT7 1o <_IE‘qv
ké = (_807 07 17 No, O)Bga

. - -1 . 5 U2
fori=1,....0, v;:=(v;"",...,v;1) for p(i) = v; or —w;, 7; < F.",
n 2n 2n n
—_——t AN
. . U — . -
if p(z) = 0, 02 — Fq, k;k = ( sie1 + 01"1)2‘, 02n7 i, (1 ) s

12



n 2n 2n n
——N— N~
if p() = T, kik = ( Sﬂ_fi, 0271’ 77757 0" )BT?
return sks := (S, kj, k7, .., k7).

Enc(pk, m, I :={z1,...,zn | z; € F, n' <n—1}) 1w, 0,91, Y Fy,
v := (y1,---,Yn) such that ZJ o Ynjz) =2 H?lzl(z — xj),
co = (w, 0, ¢, 0, wo)By,
Chj=wBij+¢1Bsj, Coj:=3" u(wBi;, +¢DBg;,) for j=1,..6,
cr = grfpm, ctr := (I', co, {C15,C2,} j=1,..6,cT). return ctr.
Dec(pk, sks := (S, kg, ki,...,k;), ctr := (I, e, {C1,5,C2,j }j=1,...6. 1))
If S:= (M, p) accepts I := {x1,..., 2, }, then compute I and {o;}icr
such that 1= Y icr @iM;, where M; is the i-th row of M, and
TG et | ) = A €TV o) = v AT,
v:= (y1,.- .,yn) such that ZJ o Ynjz) =2 H?lzl(z — xj),
(Df.o Di) = > aki+ Y 60‘ Kk,
i€l A p(i)=v; i€l A p(i)=—wv; Y

= le Dt forj=1,...,6,
K —e(co,ko) H ( (Cr, E7) - e(Cay, D} )), return m’ :=ep/K.

Remark 3 A part of the output of Setup(1*,n), {Bi;, BLJ‘J}i:l,6;j:1,..,6;l:1,..7n> can be identified
with @1 = (bl,la ey bl,na b1’5n+1, cey bl’ﬁn) through the fOI"IIl Of Eq. (4), while Bl = (bl,la ey
bi6n) is identified with {BZ‘J,B;jl}i’j:l’“’ﬁ; 1=1,..n by Eq.(4). Decryption Dec can be alterna-
tively described as:

Dec’(pk, sks := (S, kg, k7, ..., k;), ctr :== ([, ¢0,{C1,,C2}j=1,.6:c1)) :
If S:= (M, p) accepts I := {x1,..., 2, }, then compute I and {a; }ier
such that 1= > icr @iM;, where M; is the i-th row of M, and
TCfie{l ot | [pli)=vi A veT] V [p(i) = A v &T] ],

/

¥ := (Y1,...,Yn) such that ijo Ynjzd = 2 [Tj=i (= = z),

n n

ci:= ( 11Ci1, . Yn-1C11,C21, 41C12,..,Yn—1C1,2,Ca 2,
y1C15, -, Yn-1C1,5,Co5,  y1C16,-,Yn-1C1,6,Co6 ),

n 2n 2n n
—_—— —— —— ——
that is, ¢; = ( W, 0%, 0%, 019 )By
8%
K :=ce(co, k) - e e Z‘ aik;f Z @.gk:; ,
el A p(i)=v; i€l A p(i)=—w;

return m’ = cp/K.

[Correctness] If S accepts I', e(co, kg)e(cr, D icrnpiy=o; @ik]) - €(C1s D icrap(iy=—w; 7.557)

_ g—wso—l-C H was;

waisi (T;9)/(Ti-g) _ gw(*50+2iel @isi)+¢ _ gC

1€INp(i)=v; 9r Hie[/\p(i):ﬁvi T - JT - JT
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6 Security of the Proposed KP-ABE

6.1 Theorem 1

Theorem 1 The proposed KP-ABE scheme is semi-adaptively payload-hiding against chosen
plaintext attacks under the DLIN assumption.

For any adversary A, there is probabilistic machines Fi,Fa, whose running times are es-
sentially the same as that of A, such that for any security parameter A,

KP-ABE,SA
AdvS () < AWZENO) + AN 4+ S (Adv]D_—lg_'J'_\_ll \) + Adv%_']b_g@)) +e
j=1

where Fi.,(+) = Fi(t,-) and Foj, () := Fa(j,e,-) forj=1,...,n; 1 =1,2, € := (3V@+ 10n +
10)/q, and v is the maximum number of A’s key queries, ¢ is the mazimum number of rows in
access matrices of key queries.

6.2 Proof of Theorem 1

Outline : At the top level strategy of the security proof, the dual system encryption by
Waters [32] is employed, where ciphertexts and secret keys have two forms, normal and semi-
functional. The real system uses only normal ciphertexts and normal secret keys, and semi-
functional ciphertexts and keys are used only in subsequent security games for the security
proof. Additionally, several temporary forms for keys are introduced as defined below.

To prove this theorem, we employ Game 0 (original semi-adaptive security game) through
Game 4. In Game 1, the challenge ciphertext are changed to semi-functional form, and and
all queried keys are changed to temporary-0 form. In Game 2-j- (j = 1,...,n; ¢t = 1,2), all
queried keys are changed to temporary-j-c form, then, in In Game 3, they are all changed to
semi-functional form. In Game 4, the challenge ciphertext is changed to non-functional form.
In the final game, the advantage of the adversary is zero. As usual, we prove that the advantage
gaps between neighboring games are negligible.

We have shown that the intractability of (complicated) Problems 1 and 2 is reduced to that
of the DLIN Problem through several intermediate steps, or intermediate problems, as in [23].
The vertical reductions are also indicated in Figure 1. The reduction steps indicated by dotted
arrows can be shown in the same manner as those in the full version of [23].

A normal secret key (with access structure S), is the correct form of the secret key of the
proposed KP-ABE scheme, and is expressed by Eq. (5). Similarly, a normal ciphertext (with
attributes I') is expressed by Eq. (6). A semi-functional ciphertext is expressed by Eq.(9). A
temporary-0 key is expressed by Egs. (7) and (8). A temporary-j-1 (resp. j-2) key is expressed
by Egs.(7) and (10) (resp.Egs. (7) and (11)) as well as Eq. (8) for matching attributes vy, ;.
A semi-functional key is expressed by Eq.(12) and Eq.(8) for matching attributes vp,;. A
non-functional ciphertext is expressed by Eq. (13) (with ¢; in Eq. (9)).

To prove that the advantage gap between Games 0 and 1 is bounded by the advantage of
Problem 1 (to guess 5 € {0,1}), we construct a simulator of the challenger of Game 0 (or 1)

(against an adversary .A) by using an instance with & {0,1} of Problem 1. We then show
that the distribution of the secret keys and challenge ciphertext replied by the simulator is
equivalent to those of Game 0 when 3 = 0 and those of Game 1 when § = 1. That is, the
advantage of Problem 1 is equivalent to the advantage gap between Games 0 and 1 (Lemma 7).
The advantage of Problem 1 is proven to be equivalent to twice of that of the DLIN assumption
(Lemma 5). Game 2-0-2 is Game 1. Similarly, we show that the advantage gap between Games
2-(j — 1)-2 and 2-j-1 for j = 1,...,n is equivalent to the advantage of Problem 2 (Lemma 8),
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Game 2-0-2

Game | Game | Game | Game Game | Game | Game | Game
0 1 2-1-1 2-1-2 2-n-1 2-n-2 3 4
Problem 1 Problem 2

L
\\\,’I T T
\\ Basic
\\ Problem 1
\
\
f
\\ Basic
\\ Problem 2
AN «
\\\\ ','I
DLIN

Figure 1: Structure of Reductions for the Proof of Theorem 1.

and then twice of that of the DLIN assumption (Lemma 6). We then show that Game 2-j-1
can be conceptually changed to Game 2-j-2 (Lemma 9), by using the fact that parts of bases,
bi2nt1,...,b13n and b7 9,14, ..., b] 5, are unknown to the adversary.

We then show that Game 2-n-2 can be conceptually changed to Game 3 (Lemma 10), by
using our modified pairwise independence lemma (Lemma 3) and the information-theoretical
security property of secret sharing. Finally, Game 3 can be conceptually changed to Game 4
(Lemma 11) by using the fact that parts of bases, by 2 and b 3, are unknown to the adversary.
In the conceptual change, we use the fact that the challenge ciphertext and all queried keys are
semi-functional, i.e., respective coefficients of bg,2 and b , are random.

6.2.1 Proof of Theorem 1

To prove Theorem 1, we consider the following 2n 4+ 4 games. In Game 0, a part framed by

a box indicates coefficients to be changed in a subsequent game. In the other games, a part

framed by a box indicates coefficients which were changed in a game from the previous game.
For notational simplicity, we use ¢ (:= £}) for the number of rows of any key queries below.

Game 0 : Original game.
(h=1,...,v)is:

That is, the reply to the h-th key query for Sy := (Mj, pp)

K} o == (—sn,0, (0], 1, 7.0, 0)B:,

n 2n 2n n
fori=1,...,¢, —~ = (5)
if pp(i) =vni, kh; =0 Sni€1+ 0n,Uh, , i 0" ey,
if pn(i) = —ong, kjr ;= ( Sh,iUh,i» , i 0" ey,
> U ~ u LU
where fi, < F7, 55 = (sp1,...,8n0)7 = M - FE sho =1+ [ 0nimno < Fouihy <
Fq2”,€1 = (1,0,...,0) € F}, and v ; := (v}:;l, cosUng, 1) € (F))™. The challenge ciphertext
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for challenge plaintexts (m(®), m™M)) and T := {z;} is:

Co ‘= (wv @7 7 07 QDO)IB()?
n

n 2n n
A ———
— 2n 2n — (6)
C1 = ( wy, 0 ) 0 ) w1y )BU
cr = ggm®,

where b <_U {07 1}7 w, C; ¥0, P1 ‘_U Fy and ¥ = (Y1,---,Yn) such that Z?:_(} yn—jzj = gl

H?:1(Z - x;j).

Game 1 : Same as Game 0 except that the reply to the h-th key query for Sy, := (M, pp) is:

k;kL,O = (_Sh,07 7 17 77h,0; O) 67 (7)

n 2n 2n n

fori=1,...,¢, 2 PN

if pp(i) = Vhis k;:,i = ( Sh7igl + 9}172‘17}17,‘, Th,igl + gh,il_fh,i , 0™, ﬁhﬂ‘, 0" )B*{, (8)

if pu(i) = —on;, ki, = ( Sh,iUhi, Th,iOhs |, 0", i, 0" )er,
where g & Fg 7"‘; = (rh,l,...,rw)T = M, - §E, Tho 1= T. g’hT, 5;” & F,. The challenge
ciphertext is:
Co ‘= (Wa 7 Cu 0, 900)15307
n 2n 2n n
. —— . (9)
cr= ( wy, 02", ey )Bis

or = ggpm,

where 7 <2 [y, and all the other variables are generated as in Game 0.
Game 2-5-1 (j =1,...,n) : Game 2-0-2 is Game 1. Game 2-j-1 is the same as Game
2-(j — 1)-2 except the reply to the h-th key query for Sy := (Mj, pp,) are: for i =1,...,¢,

if pp(i) =vhg N vpi €T,
n

khi== ( sni€1+0niUh,
2n 2n n

% N =

Enijot [(Thi€i + OniTni)y (rhi€i + Onithi) -| O €ninZe + Enijln) |, Tnis O™ s,
1

if pp(i) = —vn; A v €T,
n 2n 2n n

— % N =

- N — i—1 -
k.= ( snilhi, Th,ﬂ)h,z', ThyiOni -| Qe EhiwZe + Enigln) b Thi, 0" B,

where (&hix)r=1,... j+1 & {(€)nmt,jr1 € TSI 6 =1 A &g = 0if j = n} for
j =0,...,n and all the other variables are generated as in Game 2-(j — 1)-2. Note that since
&1 =1 (and other &, . = 0) when j = 0, the above distribution is equivalent to that in Game
1 (= Game 2-0-2).
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Game 2-j-2 (j =1,...,n): Game 2-5-2 is the same as Game 2-j-1 except the reply to the
h-th key query for Sy := (Mp, pp,) are: fori=1,...,¢,

if pp(i) =wvps A vpi €T, )
n
kh;= ( sni€1+0niUh,
2n 2n n
N =
(11)

Enij+1(Th,i€l  OniUni)s (rna@i + Onitni) | O €ninZe) s Tnis 0" ) 5

if pp(7) = —vps A vp; €T,

n 2n 2n n
—— N =
kiii= ( Snithi,  Snij+1 ThiOnis ThiVhi | (O he1 $niwZe) b his 0" By, )

where all the variables are generated as in Game 2-j-1.
Game 3 : Game 3 is the same as Game 2-n-2 except the i-th component of the reply to the
h-th key query for Sy := (My, pp,) are:

kG = (=sno, [wnol 1. Mo, O)sg,

. n 2n 2n n
fori=1,...,¢, - % —— A~ S (12)
if pr(i) =vni A vni €1, Kjy ;= ( 8pi€1 + OniVhi, 0%, |Wnil, This 0" )Br,
if pr(i) =~ A vpg €T, Kk ;o= ( Sh,iUh,is 0", | Whyil, 7his 0" )Br,

where wy, g & Fyq, Wi S Fg, ﬁh,i S span(i/)*, and all the other variables are generated as in
Game 2-n-2.
Game 4 : Same as Game 3 except that ¢y and cp of the challenge ciphertext are

Cy ‘= (w7 T, 7 07 (700)1307 Cr = g’%m(b)p

where ¢’ &4 [F, (i.e., independent from ¢ & [F,), and all the other variables are generated as in
Game 3.

Let Adv(® (), Advy (A), AdvE7 (1), AdvP () and Adv(’(A) be the advantage of A in
Game 0,1,2-j-¢,3 and 4, respectively. Advfg)(/\) is equivalent to AdeP'ABE’SA()\) and it is
clear that Adv%)()\) =0 by Lemma 12.

We will show five lemmas (Lemmas 7-11) that evaluate the gaps between pairs of the
advantages in Game 0, ..., Game 4. From these lemmas and Lemmas 5-3, we obtain

AdVEPABESA () < AQVRIN()) 4+ AdvRIN () 4+ S (Advg;_;_Nlm + AdvREN (A)) + ¢, where
¢ := (3uf +10n 4 10)/q. This completes the proof of Theorem 1. 0

6.2.2 Lemmas
Definition 10 (Problem 1) Problem 1 is to guess (3, given (param,,, {IBL,I?BT}LZOJ, {h} - ep.iti=0,..n)

& ggl(l/\, n), where

R _
ggl(l)\7 n) : (Paramm BO; ]BEkh {Bi,j7 Bz{,j,l}i,j:l,...,ﬁ;lZI,...,na BT) — gfl)(bp ABE(]./\, 6, n),

* . /
By := (b11,...,b],) is calculated from {Bid‘,Bi’j’l}i}j:l}n.’ﬁ;l:l’“.’n,
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BB = (b8,17b8,37"'7b8,5)’ T = ( T,lv"'v T,n’ T,?m—&-l""v T,Gn)v
5,50,w,gob<—UIFq, 7',p<—UIE‘qX for . = 0,1,
hao = (5707075070)15387 iO = (67 P7075070) 67 €0,0 = (%070707900)180; €10 = (UJ,T,O,O,QOO)BO,

. N . s — U
fori=1,...,n; & :=(0"%1,0" ) eFy, 5i<—IFq2",
n 2n 2n n
—— —— —

- > 2 s

hai T ( 5ei7 0 n7 (Si, on )B’l‘

h’f’i = oe;, pe;, O, i or )Egﬁ{
A = 2 2 >

eoi:= ( we, 0=, 0=, 016 By
L - - - 2 -

el,i = ( we;, TE;, TE4, 0 n, Y1€; )317

return (param,,, {B,, I@T}L:m, {h;";ﬁ»7 €3 }i=0,..m)s

for B & {0,1}. For a probabilistic adversary C, we define the advantage of C as the quantity
AQVEL(N) = [Pr [C(1,0) = 1]o <& GFY (1% m) | = Prlc(1%,0) = 1[0 & gP1 (1%, m) ||

Lemma 5 For any adversary C, there exist probabilistic machines F1 and Fa, whose running
time are essentially the same as that of C, such that for any security parameter X, Advgl(/\) <
AdvZEN () + AdvEIN(X) +10/g.

Lemma 5 is proven in a similar manner to Lemmas 1 and 2 in [23]. O

Definition 11 (Problem 2) Problem 2 is to guess (3, given (paramn,IBSO,IBSS,f{)“,eo,@l,BT,
* * R
{£Yim1,2n, {RG s eitiz1 ) < GE2(17,n), where

R KP-
G52(1Mn):  (param,,, Bo, By, {Bij, B ;i }ij=t...60=1....n. B}) < Ghy ABE(1%,6,n),

-----

U .
p—FS  fi=pbly, eo:=Tboa, f:=pbi, ; fori=1,... 2n,
. . . o - U
fori=1,...,n; & :=(0"%1,0" ) eF, (5,-<—Fq2",
n 2n 2n n
- ——

hai = ( 077,7 pgl7 Ona 5i7 On )]Ei‘

hii = ( 0n7 On: pglv 6i7 0" )BI

€; = ( 071,7 Té;’, 7—57;7 02n7 On )Bp

return (paramn7 ]B(]a Bav f(ak’ €y, Blv ]Bqa {fz‘*}i:L...,Qn> {h%,p ei}i:l,...,n)a

for B & {0,1}. For a probabilistic adversary B, the advantage of C for Problem 2, Advg2()\), 18
similarly defined as in Definition 10.

Lemma 6 For any adversary C, there exist probabilistic machines F1 and Fa2, whose running
times are essentially the same as that of C, such that for any security parameter X, Advcpz()\) <
AdvZEN () + AdvREN (X)) +10/4.

Lemma 7 For any adversary A, there exists a probabilistic machine C1, whose running time
is essentially the same as that of A, such that for any securily parameter X, \Advg\))()\) -

Advl) ()] < AdvEL(N).
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Lemma 8 For any adversary A, there exists a probabilistic machine Co, whose running time

(2-(j—1)- )()\)_

is essentially the same as that of A, such that for any security parameter X, |Adv

Adv Efj 1)( N < Advgzz_j()\), where Coj(+) := Ca(J,-)-
Lemma 9 For any adversary A, for any security parameter A, AdV(2 () = Adv (2 A0,

Lemma 10 For any adversary A, for any security parameter X, |Advj n'Z)()\) Adv ( )| <
31/€/q, where v is the mazimum number of A’s key queries, and { is the mazimum number of
rows in access matrices of key queries.

Lemma 11 For any adversary A, for any security parameter A, Advf)(/\) = Adv%)(/\).

Lemma 12 For any adversary A, for any security parameter \, Advff)(/\) = 0.

6.3 Key Techniques

One of the aims of the above game changes is that values of shares 75, for non-matching
indices (h,i) (i.e., (pn(i) = vpi AN vhi € I') V (pn(i) = —wn; A vp; € I')) are made hidden
from the adversary as in previous security proofs of ABE. For achieving it, random matrices
Zn,i € Hz(n,Fg)T are inserted in the hidden (or semi-functional) part of kj, ; for non-matching
(h,1).

In high-level description, it is accomplished by the sequence of swaps and information-
theoretical (conceptual) changes, similar techniques were used in [26]. Moreover, to generate
random Zj, ;, we use both of additive and multiplicative structures of Hy(n,FF,;). For the former
(resp. latter), see Section 6.3.1 (resp.6.3.2).

6.3.1 Iteration of Swaps and Conceptual Changes for Theorem 1

Theorem 1 is proven by the hybrid argument through 2n + 4 games (given in Section 6.2).

First, in Game 0, coefficients of the hidden parts of ¢; and kj ; (h=1,...,v;i=1,...,0)
are all zero. Then, in the next Game 1, that of ¢; is filled with (77, 7Y) € IFQQ" and the first
n-dim. coefficient (block) of the hidden parts of kj, ; (h = 1,...,v) are changed to pj; € Fj' such
that ph; := rhi€1 + VniUhi if pr(i) = vhis Dhi := ThiUhs if pr(i) = —vp,, as: (Hereafter, we
describe coefficients of the hidden part, i.e., span(bi 541, - - -, b13n) (resp.span(by .1, .. ,b’f73n>)
of ¢ (resp. kj, ; for non-matching (h,1)) and a blank indicates zero coefficients)

Coeflicients of the hidden part of ¢; in Game 0

| | |

Coefficients of the hidden part of ¢; in Game 1

— | i | i |
Coefficients of the hidden part of kj, ; in Game 0
h=1
v

Coefficients of the hidden part of kj, ; in Game 1

19



S
DPv.i

14

B8 < (D) 3 g0 )

ﬁll,i i (22:1 é-ll,i,ﬁ-[n)

Coefficients pj,; in kj, ; is conceptually changed to pp; - (>on_1 &hiwln) using random coefficients
(Eh,i,n)nzl,...,n with Zzzl gh,i,fe =1

After that, in turn for j = 1,...,n, the coefficient vector pp; - &nijln € Fy' is swapped
to the second block of the hidden parts of kj , (for h = 1,...,v;i = 1,...,¢) in Game 2-j-1
and the coefficient vector is conceptually (z'nfo;’mation—theoretically) changed to pp; - &pyi 45 in
Game 2-j-2 by a conceptual basis change. The swap can be securely executed under the DLIN
assumption (through Problem 2). In Game 2-n-2, each ph; - {pinZi (K =1,...,n) is added in
the second block of hidden parts in kj ;.

Coefticients of the hidden part of kj, ; in Game 2-(j — 1)-2

h=1 P Qe &1isdn) Pri- (O] &inZe)
— e —
v Pui - (Z::j §v,isndn) Pui - (qu;ll )
Coefficients of the hidden part of kj, ; in Game 2-j-1
h=1 Pri - (Xazjs i) Pri- (I €10 Z + €1 510)
swap : .
Phyi Eniiln
R —
v P - (ZZ:M Evjindn) Do * (Zf;ﬁ Eiti D A Eg )

Coefficients of the hidden part of kj, ; in Game 2-j5-2

h=1
change & .51p
to fh,i,ij

Pri - (i1 §1indn)

ﬁV,i ) (EZ:J'+1 fll,i,nIn)

Dl (Zf{; Gl oF &L 025

ﬁv,i : (qu;ll gl/,i,nz}{ + fl/,i,ij)

20



14

Pri - (Chzji1 §1ikdn)

Pui - (ZZ:J’-H §v,inln)

Pri ()1 &inZe)

ﬁu,i : (Zi:l §V,i,/€ZI€)

Coefficients of the hidden part of kj, ; in Game 2-n-2

h=1 i (S0 E1inZe)
— - —
v B (0 EvinZ)
h=1 ﬁl,i o Zl,i
v ﬁl/,i . Z}/,i

Insertion of Z; is realized by a conceptual basis change determined by Z; and the multiplicative
group structure of Hy;(n,Fy) (see item 2 in Section 6.3.2). Moreover, the obtained distribution
of vectors P i+ (D1 &ninZe) is equivalent to p ;- Zp,; with Z, ; &2 Hy(n, Fq)T, which is shown
by using the affine space (i.e., additive) structure of Hy(n,[F,) (see item 3 in Section 6.3.2).

Hence, in Game 3, the coefficient vector is changed to 1y, ; L Fg if pn(i) =vp; A v €71,
Wi &2 span(iN* if pp(i) = —wpi A vp; € I', and then the secret value rp ¢ for decryption are

information-theoretically hidden from the adversary for h = 1,...,v. In Game 4, the value of
challenge bit b is independent from the adversary’s view, and the proof is complete.

6.3.2 Key Properties of Hy(n,F,)

In order to achieve the game transformations given above, in particular, change into Game
2-j-2, the transformation (¢, ¥) — (yU,vZ) by (U, Z) with U & Hgz(n,Fy) and Z := (U 1)1 is
required to satisfy the following conditions.

1. It fixes the target ¥, i.e., yU = ¥, since Hy(n,F,) is the isotropy group of i (Lemma 1). If
yU was uniformly distributed in a large subspace outside of span(y), the challenger would
fail the simulation for the above game changes.

2. The fact that Hy(n,Fy) is a subgroup of GL(n,F,) (Lemma 1) realizes (iterated) information-
theoretical changes into Game 2-j-2 since (Z1,...,Zj-1, In)Z; = (Z1Z;,...,Zj1Z;,Z;)

is uniformly distributed in (Hy(n, F,)T)’ if Z; <2 Hy(n,Fy)T fori=1,...,5.

3. Hj(n,Fq) is described as A, 1 \ H,_2, where A, = {u' € Fo g - W = yn} is an
(n — 1)-dimensional affine space and H,,_2 := A,—1 N {u,, = 0} is a hyperplane section of
A,,_1. This additive structure generates a freshly random element by a linear combination

S € Z, with freshly random & such that 3" &, = 1 and Z, <> Hy(n, F,)T (Lemma
2).
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Figure 2: Three dimensional cases of Lemma 13 on the left and Lemma 3 on the right when
¥ - U # 0 and is uniformly random and independent from other variables. The vectors yU and
v/ are uniformly distributed in the shadowed subspaces, respectively.

4. vZ distributes uniformly in Wy .5 := {w € F' \ span(é,)* | - @ = - ¥} (Lemma 3).
That is, if - ¥ # 0 and is uniformly random (resp. - ¥ = 0), ¢Z distributes uniformly in
Fg (resp.in the hyperplane that is perpendicular to 4) except for negligible probability.

Lemma 3 is considered to be a pairwise independence lemma specific to Hy(n,F,). For
comparison, we describe the lemma for H(n,[F,) in [24] below. Fig.2 compares the two lemmas
when ¢-¥ (# 0) is uniformly random and independent from other variables, which is an important
case for the security proof of the proposed KP-ABE.

Lemma 13 (Pairwise Independence Lemma for H(n,F,) [24]) Let €, := (0,...,0,1) €
Fg. For all § € F \ span(ey) and m € Fy, let W= {(7, 1) € (span(y,en) \ span(é,)) x (Fg"\
span(é,)t) | 7w = 7}.

For all (§,7) € (F}' \ span(,)) x (F \ span(éy,)*) and (7, ) € Wi ) PrlgU =FATZ =] =

\Y-v
u —
1/ij7§7(y~.U), where U+ H(n,F,) N GL(n,F,) and Z:=(U"1)T.

The left hand side of Fig. 2 presents the transformation (¥, ¥) — (yU, vZ) which is given in
Lemma 13 using a pair of matrices (U, Z) with U & H(n,Fy)NGL(n,Fy,) in a three-dimensional
space when ¢-¥/ (# 0) is uniformly random. The image (yU, 7Z) is spreading over span(y, &) xF '
except for negligible probability since (yU)-(¥Z) = ¢-¥ is random. The right hand side of Fig. 2
presents the transformation which is given in Lemma 3 using (U, Z) with U & Hy(n,Fy) in a
three-dimensional space when ¢ - ¢ (# 0) is uniformly random. Then, ¥ is fixed, i.e., gU = ¢.
Only ©Z is spreading over F;' except for negligible probability since - (¥Z) = ¥ - ¥/ is random.
Since 7 is fixed in this conceptual change, i.e., change to Game 2-j-2, we can execute the next

computational change, i.e., swap in Game 2-(j+1)-1, in the sequence of changes given in Section
6.3.1.
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6.4 An Alternative Modular Approach

We describe an alternative proof of Theorem 1 using interactive Problem 3, which is defined
below. Lemma 14 shows that the advantage of Problem 3 is bounded by 2n-times the advantages
of the DLIN problem. In addition, Lemma 15 shows that the advantage gap between Games 0
and 3 (defined in Section 6.2) is bounded by the advantage of Problem 3.

6.4.1 High-Level Problem (Problem 3)

In Problem 3, the adversary declares the challenge ¥ in step 2 of the definition. While ciphertext
elements (ego and) eg1 are generated depending on ¥, key elements hj; , and {h} ;;} do not
depend any key query S, but can be used for simulation of any key query. Hence, Problem 3
is considered as a “no key query” version semi-adaptive security game that can be used for the
scheme’s semi-adaptive security. By using the high-level problem, i.e., Problem 3, we improve
modularity for the proof of Theorem 1. As an example, Problem 5 in Section 7.3.3, a variant of
Problem 3, can be seamlessly used for full security proof of the proposed ABS with constant-size
secret keys.

Definition 12 (Problem 3) Problem 3 is to guess 3, after running the following 2-step game:

1. The challenger generates

(param,,, By, By, By, { B, BZ{Z"Z}i,j:l,...,ﬁ;l:l,.‘.,n) & GETABE(1%,6,m),
Bo = (bo1,bog,- - bos), By = (651,05, b5 ),
Iﬁ%l = (b1,1, .-, b1,n, b1 3041, .., b1,6n) is calculated as in Eq. (2)
from {B, ;, Bz{yj?l}@j:l,,,.,ﬁ;l:l,.‘.,m
@T = ( T,l"'a T,nv T,Z’)n—l—l"'?biﬁn)v
and gives o1 := (param,,, {I@L,I@f}LZOJ) to the adversary.
2. The adversary gives the target vector y to the challenger. The challenger then generates
8,60, w, 00, o1 — Fg, 7,p < F,
hoo = (6,0,0,80,0)8;5, hiy:= (4, p,0,00,0)m;,
€00 = (w,0,0,0,900)B,, €1,0:=(w,7,0,0,%0)5,,
for j=1,.m; i=1,.,n; &:= (01,07 €Fpr, §j; < F2",

U; L Hy(n,Fy), Z;:= (U YT,

n 2n 2n n
% —~ =
- 2 <
0= ( 0€i, 0", iy 0" py
= (o, 0", pé; - Z 0jis 0" ey
. — 2 2 —
€0,1 \= ( wy, 0 n’ 0 n’ Y1y )Blv
L — — — 2 —
61,1 = ( wy, TY, TY, 0 7L7 1Y )BN

-----

For a probabilistic adversary B, we define the advantage of B as the quantity
AdvE3(\) := |Pr[B outputs 1|o; and gy with § = 0 are given to B] —
Pr[B outputs 1|o; and g2 with § =1 are given to B]|.
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Lemma 14 Problem 3 is computationally intractable under the DLIN assumption.

For any adversary B, there are probabilistic machines Fj, (j = 0,...,n; ¢ = 1,2), whose
running times are essentially the same as that of B, such that for any security parameter X,
AdvE(A) < 300 38 AdvREN(A) + (10n + 10) /q.

The proof of Lemma 14 is given in Appendix A.3.

6.4.2 Proof of Theorem 1 using Problem 3

To prove Theorem 1 using Problem 3, we only consider 3 games, Game 0 (original semi-adaptive
security game), Game 3 and Game 4, which are given in Section 6.2.

We will show Lemma 15 that evaluate the gap between Advfg)()\) and Advfj’)()\). From the
lemma and Lemmas 11 and 14, we obtain Adv/{"*BE()\) = Advfi))()\) < Advfg)()\) —Advff)()\) +

’Advfi’)()\) - Advff)()\)‘ < AdVER(N) +30/q < 3o 2| AVRN(A) + (304 + 100 +10) /g. This
completes the proof of Theorem 1 using Problem 3. O

Lemma 15 For any adversary A, there exists a probabilistic machine B, whose running time
1s essentially the same as that of A, such that for any security parameter A, \Advf)()\) —

Advfz)()\)] < AdVE3(A) + 3vl/q, where v is the mazimum number of A’s key queries, { is the
mazximum number of rows in access matrices of key queries.

The proof of Lemma 15 is given in Appendix A.3.

6.4.3 Iteration of Swaps and Conceptual Changes for Lemma 14

For comparison of the proofs in Sections 6.2 and 6.4, we describe the (simple) iteration of swaps
and conceptual changes for the proof of Lemma 14 here. Refer to Section 6.3.1 for comparison.

Lemma 14 is proven by the hybrid argument through 2n+2 experiments (given in Appendix
A.3.1): Experiment 0 = Experiment 1 = for j =1,...,n; Experiment 2-j-1 = Experiment
2-7-2

First, in a = 0 instance of Problem 3 (Experiment 0), coefficients of the hidden parts of
er and hy; (k =1,...,n) are all zero. Then, in the next Experiment 1, that of e; is filled with
(74, 74) € F" and the first n-dim. coefficient (block) of the hidden parts of hi;,(k=1,....n)
are changed to pe; € F' as: (Hereafter, a blank indicates zero coefficients)

Coefficients of the hidden part Coefficients of the hidden part
of e; in Experiment 0 of e; in Experiment 1
| | I I 7§
Coefficients of the hidden part Coefficients of the hidden part
of h ; in Experiment 0 of hy ; in Experiment 1
k=1 k=1 PE;i
J - J
n n PEi
After that, in turn for j = 1,...,n, the coefficient vector pé; € F' is swapped to the second

block of the hidden parts of h,

7i in Experiment 2-j-1 and the coefficient vector is conceptually
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(information-theoretically) changed to pe;Z; in Experiment 2-j-2 by a conceptual basis change.
The swap can be securely executed under the DLIN assumption. At the final Experiment 2-
n-2, each p€;Z; (j =1,...,n) is embedded in the second block of hidden parts in A%, i.e., an

750
instance of Experiment 2-n-2 is equivalent to a § = 1 instance of Problem 3.
Coefficients of the hidden part Coefficients of the hidden part
of hy; in Experiment 2-(j — 1)-2 of hy, ; in Experiment 2-j-1
k=1 YA k=1 pe;iZy
i = swap . =
— J PE; — J PEi
n PE; n pE;
Coefficients of the hidden part Coefficients of the hidden part
of h, ; in Experiment 2-j-2 of h, ; in Experiment 2-n-2
k=1 pe€; 21 k=1 pEiZ1
insert . . .
Zj : = : .
— J PeiZ; - J peiZ;

Insertion of Z; is realized by a conceptual basis change determined by Z; (see item 2 in Section
6.3.2).

7 Proposed Fully Secure ABS Scheme with Constant-Size Se-
cret Keys

We propose a fully secure (adaptive-predicate unforgeable and private) ABS scheme with constant-
size secret keys. This is because the adaptive-predicate unforgeability of the ABS can be guar-
anteed by the non-adaptive payload-hiding security of the underlying CP-ABE under the Naor
transform!.

7.1 Building Blocks for the Proposed ABS

7.1.1 Dual Orthonormal Basis Generator

We describe random dual orthonormal basis generator gbes below, which is used as a subroutine
in the proposed ABS scheme.

GABS(12,6,n) : paramg := (¢,G,Gr, G, e) <& Gbpg(17), No:=4, Ny :=6n, Ny :=7,
paramy, := (¢, Vi, Gp, Ay, e) := devs(lk,Nt, paramg) for ¢t =0,1,2,
U
< F)S, gr=e(G,G)", param, = ({paramy, }i—0,12, 91
Xi = (Xtig)iger... N, — GL(Ny, Fy) for t = 0,2, X, < £(6,n,F,), hereafter,

{1i j, uaﬂ}i,j:L,,,,G;l:me denotes non-zero entries of X; as in Eq. (3),

'Non-adaptive security of CP-ABE means that the adversary’s key queries may not depend on the challenge
ciphertext [1].
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b} s o= (Xtiisls - XtisNe Dby = Doiey Xeig @ for i =1, .., Ny, Bf := (b}, b} ) for t = 0,2,
B} = pi G, Bz{;,l = ,u;’jJG fori,j=1,...,6;1=1,...,n,

for t =0,1,2, (Yr5)ig=1..5 =¥ (X)),

bri o= (Ve Vrin,)a = Yooty Vg for i =1,.., Ny, By o= (by, .., by,

* * &S *
return (param,,, Bo, By, By, { B}, B’ }ij=1,...61=1,..n> B2, B3).

Remark 4 From Remark 2, {B;j, Bz{;‘,l}i7j=17---,6;l=1,m7n is identified with basis B} := ( Tareees
b ¢,,) dual to B;.

7.1.2 Collision Resistant (CR) Hash Functions

Let A € N be a security parameter. A collision resistant (CR) hash function family, H, associated
with Gppe and a polynomial, poly(-), specifies two items:

e A family of key spaces indexed by A. Each such key space is a probability space on
bit strings denoted by KH),. There must exist a probabilistic polynomial-time algorithm
whose output distribution on input 1* is equal to KH .

e A family of hash functions indexed by A, hk & KH, and D = {0,1}7(N) " Each such
hash function Hﬁ‘l’(D maps an element of D to an element of F* with ¢ that is the first
element of output paramg of gbpg(lA). There must exist a deterministic polynomial-time
algorithm that on input 1*, hk and ¢ € D, outputs H;\&D(g).

Let F be a probabilistic polynomial-time machine. For all A, we define
R
AdvER(N) == Pr[(o1,00) € D2 A1 # 02 AHNP (1) = HAP (02)], where D := {0, 1}V hk &

KH,, and (o1, 02) RF (1*,hk, D). H is a collision resistant (CR) hash function family if for any
probabilistic polynomial-time adversary F, Adv?_-’CR()\) is negligible in .

7.2 Construction

Setup(1*, n): hk <X KH,,
Bo.B*. B. {B*.. B/* \. . B,, B3) <X gABS(1*, 6
(paramn, 0,20, 17{ INE 1,3,1}z,j:l,...,G;l:l,...,ru 25 2)  Yob ( ) 7”)7
By := (bo,1,b0,4), B1:= (bi,1,...,b10,b14n41,...,b16n), B2 := (ba1,b22,b27),
BT = ( ’lﬁ,la SRR T,m T,Sn—&-l? SRR ’{,477,) = {B;’k,j? BZ(;',[}i:174;j:1,...,6;l:1,...,na
B3 := (bz,lv b§,27 b§,5, b§,6)>
return sk := bgq, pk = (1%, hk, param_, {B¢}i=0,1,2, {B7 }1=1,2, b7 3)-
KeyGen(pk, sk, T':={z1,..., 2y |2; €F}):

W, 0, P1 J Fy, ¥ := (y1,...,yn) such that Z?;ol Yn_j2d = 2 H?’/:l(z —Zj),
ko = (w, 0, o, 0)gg,

L i=wBf; + 1By, Ly =3, y(wBYY, +e1ByY,) for j=1,...,6,

k§,1 = (w(l, 0), 0, O, g0271,17 @27172, O)BE’ k;,Q = (w(O, 1), 0, 0, 4,02,271, @2,2,2, 0) ;,
return skp := (T, kg, {LTJ,LZJ}J’:L...,& {k;yb}bzm).

Remark From {L7 ;, L5 ;}j=1,.6 and ¢, ki is defined as
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n n

* L * * * * * *
1= ylLLp s ynflLl,p L2717 y1L1’27 D) ynflLLQa L2,27
* * * * * *
ylL1v57 "7yn71L175aL2757 y1L176a "7yn71L1’67L276 )s

n 2n n 2n
—_—— N N
that is, k7 = ( Wy, 02", 019, 0" )B

Sig(pk, skr, m, S:=(M,p)): IfS:=(M,p) accepts I' := {x;}=1__n,
then compute ¥ := (y1, ..., yn) such that Z;:& Ynj2) = 21 H;L/:1(Z — ),
I and {a;}ier such that ). ;a;M; = I, and
IC {ie{l,....0}| [p(i)=vi N v, €T] V [pi)=-v; A v; €T},

.

§SFY, (B) = A{(Br B | i B:M; =0},

so = &ky + 7, where 1 & span(bg 3),

sfo=i EkT+ S0 iy bl U= (0P 1) fori=1,..,,
where 77 s span(by 3,415+ -5 b7 4n)s and i, fl; := (Wi1, - - -, pin) are defined as
ifiel N p(i)=v;, vi:=aw, ﬁl<—U{ﬁl | [t =0 A pig = Bit,
itiel A p(i)=—vi, vii=oif(@-§), [ | il = B},
ifigl A pi)=vi =0, G {f | fi-%=0 A p=p
ifigT A p(i)=-wi, =0, fii—{f | i =70}

sip1 = E(k3, + HO(m [ S) K3 5) + 77y, where v, < span(bl 5, b3),

return 8 := (sg,...,8,,1)-

Ver(pk, m, S:= (M,p),s): f£ Fgs 5T = (s1,...,8)" = M-f_T,

- U
so:="1-f%, no,nes1, 001,801 — Fgy €0 := (=50 — s¢41,0,0,70)8q,
fori=1,...,0, @ =" . .., u,1), & :=(1,0,...,0),

(2
if p(i) =wv;, return 0if s; ¢ Vi, else §; J Fy, 7 s Fg”,

n 2n n 2n

— N/
Cc; = ( si€1 + 0;;, 02n’ 0™, 7; )Blv

if p(i) =—wv;, return 0if s; €V, else 7 S Fg",

n 2n n 2n
—N— ———
i g 2 -
Ci = ( SiVi, 0 n’ Onv i )BU

cost = (ser1 — Oer - HpD(m|]S), 0041,0,0,0,0, 70418,
return 0 if e(bg 1, s7) = 1,

return 1 if Hfi(l) e(ci,s7) =1, return 0 otherwise.

[Correctness| If §* is a correctly generated signature,

141 . ¢ 2 .
[Tilo e(ei, s7) = elco, k§)® - Tliey elei, ki) - TTimy T2y elein b7 )Foe - eeern, 874)
6(—so— dasi 1 iS5 4 d(—=so— 4 4
= g§( soser), [Lics 9%“ R 955 '95“ = 95“( somser) ’gg“ * '9% =1
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7.3 Security
7.3.1 Theorems

Theorem 2 The proposed ABS scheme is perfectly private.

Theorem 2 is proven in a similar manner to Theorem 1 in the full version of [27] (privacy of
the ABS scheme in [27]).

Theorem 3 The proposed ABS scheme is unforgeable (adaptive-predicate unforgeable) under
the DLIN assumption and the existence of collision resistant hash functions.

For any adversary A, there exist probabilistic machines Fy, . .., Fy, whose running times are
essentially the same as that of A, such that for any security parameter A,

AdVAPUT () < AdVREN (V) + T ST (ADVREIN () + 300 SR AVREN (V)
+ 3005 (AVEEN () + AdVIESR (V) + €,

where f.l—h—O(') = f.l(hvoa ')af.l—h—j—L(') = f.l(hvja l’a') fOTl = 1a27 ﬂ—h(') - f.l( ) fOTZ
3,4, vi (resp.vs) is the mazimum number of A’s reveal key (resp. signature) queries, { is the
mazximum number of rows in access matrices M of key queries, and € := (6I/KE—|— 20vgn +
10vk + 10vs + 5)/q.

7.3.2 Proof of Theorem 3

To prove Theorem 3, we consider the following 2vk + vg 4+ 3 games. In Game 0, a part framed
by a box indicates positions of coefficients to be changed in a subsequent game. In the other
games, a part framed by a box indicates coefficients which were changed in a game from the
previous game.

For notational simplicity, we use ¢ (:= ¢}) for the number of rows of any key queries below.

Game 0 : Original game. That is, the reply to a reveal key query for I' := {x;},—1  , is:

= (w, [0}, @0, 0)m;, (13)

n 2n n 2n
—
ki= ( wj, 0™, 17, 0% )y, (14)
k;,l = (w(la O)a Oa Oa ¥2,1,1,¥92,1,2, O)Bga k;@ = (w(()’ 1)a Oa 07 ©2.2,1, ¥2,2,2, O)BS?
—1-n'

U -
where w, @0, 91,9211, --.,9222 < Fg, and § := (y1, ..., yn) such that E] o Yn—jzl = 2"
H}il(z — ;). The reply to a reveal signature query for (m,S) with S := (M, p) are:

—

s = (6, [0], o0, 0)g;, spi=( t;, 07, &5, 02 )p fori=1,...,¢ } (15)
s* )\D
f _(6( ’Hh Tn”S . O-e-i-l) 182)

where, 5 & IE‘X, 00 & F,, & & IF' , O_"g+1 & F , (G) < {(Q) | Ele GM; = f}, and
for z =1,...,0, if p(i) = v;, then t; {t: ] & -7 = 0, tin = g@}, if p(i) = —w;, then
\ v = SQ} with v; 1= (v?il, v l) € Fg'. The verification text for (m/,S’) with

—

&2
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S = (M, p) is:

co = ([=s0 = se1], [0} 0, mo ),
n 2n n 2n

fori=1,....,¢, A~ N =
if p(Z) = Vi, C; = ( Sigl + 927717 7 Ona fil )IBM (16)
if p(Z) = i, Cj = ( Si/ljiv 7 Ona fil )15317

. AD
copr = ( $04181 + Opea (“HRL (! |8, 1), [02], 0%, 141 ), )

~ U b u U -
where f — F(;v §T = (817 .. ')SK)T = Mf_Ta S0 = 1fTT) 9i75€+17770,77€+1 — anni — ]Fq2n761 -
(1,0,...,0) € F, and @; := (v 1) € Fg.

Game 1 : Same as Game 0 except that the verification text for (m’,S') with ' := (M, p) is:

co = (=50 — Se+1, | =70 —Te41 ], 0, 10)Bys

n 2n n 2n

fori=1,...,¢, 7N % e N e

lf p(l) = Vi, C; = ( Sigl + 91171, , On, On, ﬁl )Bl, (17)
if p(Z) = T, G = ( siﬁia 7 0", 0", ﬁl )B1?

. AD =
o1 = (801181 + O (—Hy (M ||S)), 1), [Yher1], 0%, mes DB,

where §’<—U Fgs Pl=(ry,...,r0)T = M- G%, rg = T-G%, reer, M Fq,iﬁgﬂ Y Fg, and all
the other variables are generated as in Game 0.

Game 2-h-1 (h=1,...,vk) : Game 2-0-2 is Game 1. Game 2-h-1 is the same as Game
2-(h — 1)-2 except the reply to the h-th key query for I' are:

ko == (w, v %0, O)Bg, (18)

n 2n n 2n
A A\ ~ s e,
kT = ( Wga a 901.@ 02n )B{?
where 7, 7/ S F,, and the i-th component (i =1, ..., /) of the verification text for (m’,S’) with
S = (M, p) is:
n 2n n 2n
fori=1,...,¢, % AN
if p(Z) = A U g P? C; = ( Sigl + 01617 0n7 U_jl ) 0n7 7_7; )15317
if p(Z) =-w;, ANv; €T, ¢ = ( 8iUs, 0m, ﬁz , 0™, 7; )Blv

where ; < Fg, Ty span(i/)*, all the other variables are generated as in Game 2-(h — 1)-2.
Game 2-h-2 (h =1,...,vg) : Game 2-h-2 is the same as Game 2-h-1 except the i-th
component ¢; of the verification text for (m',S’) with §' := (M, p) are given by Eq. (17), and
the components ki, k3 ; and k3 5 of the reply to the h-th key query for I' is given by Eq. (14)
(and kj is given by Eq. (18)). all the other variables are generated as in Game 2-h-1.

Game 3-h (h =1,...,vg) : Game 3-0 is Game 2-vg-2. Game 3-h is the same as Game
3-(h — 1) except that s{, sj,; of the reply to the h-th reveal signature query for (m,S) are:

38 = ( gﬂ 7 00, 0 )Bgv 324_1 = ( g(laH});I;D(mHS))? 7 5@+17 0 ) 59
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where g &2 Fy, Tes1 & Fg, and all the other variables are generated as in Game 3-(h — 1).
Game 4 : Same as Game 3-vg except that ¢y generated in Ver for verifying the output of the

adversary is:
co:=( , =10 — Te+1, 05 70 )Bo»s

where g & [, (i.e., independent from all the other variables) and all the other variables are
generated as in Game 3-vg.

Let Adv(Y (1), Advi (0), AdvE" (1), AdvZ™ (1), and Adv((A) be the advantage of A in
Game 0,1,2-h-1,3-h and 4, respectively. Advffl)) (M) is equivalent to Advﬁ‘\Bs’UF()\) and it is obtained
that Advf)()\) = 1/¢q by Lemma 24.

We will show five lemmas (Lemmas 19-23) that evaluate the gaps between pairs of subse-

quent games. From these lemmas and Lemmas 6-16, we obtain AdvﬁBS’UF(A) = Advsfl))()\) <
v -(h—1)- -h- -h- -h-
‘Advffl))(k) - Adv§>(x)‘+zhgl(\Adv<j( D)) = Adv? 1>(A)‘+(Adv<j DA — AdvERD(0))+
vs | ‘Advf'(h_l))()\) - Advf’h)(A)‘ n \Advfj"”S’(A) - Advfjf)(A)\ + AV (A) < AdVEEN(A)+

v n v H,CR l
S SorE (AAVEEN (V4320 S0 AdVREN () 430505 (AdVEEN () +AdVE =T (M) + (6vied+
20vgn + 10vg + 10vg + 5)/q. This completes the proof of Theorem 3. O

7.3.3 Lemmas
We will show Lemmas 16-18 for the proof of Theorem 3.

Definition 13 (Problem 4) Problem j is to guess 3, given (param,,, {IBL,]ET}L:()J_’Q, {es.iti=0, ..n+1,
f) & gﬁp“(l)‘,n), where

* * * * R
GE' (1M n) :  (param,,,Bo, By, By, { By, B bijet,..61=1,..n, B2, B3) < GAES(1%,6,7),

~

* * >k *
B := (b0,17b0,37b0,4)7
> . . /
BY := (b1 1, b7 s b7 3541, -, b1 6,) 18 calculated as in Eq. (2) from {B};, B’ }ij=1,...6=1,..n>
™* * * * * U Umnx 7 U2
B; := (b2,17b2,27 2,5 --752,7)7 9,00 < Fg, p Fq , = Fq’
6070 = (5,0,0, 50)1@0, 61,0 = (5, p,O,(So)BO,

. - i— —q N u
fori=1,...,n; & :=(0"11,0" ") eF/, 5j,i<—IF‘q2",
n 2n n 2n
% ——
— > 2 s
eoi = ( 0€;, 0=", 0", 0 )By 5
el,i = ( 667,) pé;) Ona Onv 5_772 )Bl’

eD,n—i—l = (570)02502750)1532; el,n-‘rl = (67071157 02760)1827 f = 6b2,25

return (param,,, {B,, @T}Lzo,m, {egiti=0,..nv1, f),

for B J {0,1}. For a probabilistic machine B, the advantage of B for Problem 4, Advlpg4(/\), 18
similarly defined as in Definition 10.

Lemma 16 For any adversary B, there is a probabilistic machine F, whose running time
1s essentially the same as that of B, such that for any security parameter \, Adv?()\) <
AdvPHN(N) +5/4.

Lemma 16 is proven similarly to Lemma 1 in [23]. 0
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Definition 14 (Problem 5) Problem 5 is to guess [3, after running the following 2-step game:

1. The challenger generates

(param,,, Bo, By, By, { B}, Bi 1 }ij=1,...60=1,..n, B2, B3) < gABS(l/\,ﬁyn)a
Bo := (bo.1,b03,b04),  Bi:= (b11,..,010,b1.3011, - b1.6n),

*

* * * * . . / %
1= 11501001 3ng1s ..,bl,ﬁn) is calculated as in Eq. (2) from {B”7Bz’,j,l}i,j:l,...,6;l=1,...

and gives o1 := (param,, BO,BS,@l,@T,BQ,B;) to the adversary.

2. The adversary gives the target vector y to the challenger. The challenger then generates
5,80, w, 00, p1 < Fy, 7,p = FS,
hoo == (w,0,¢0,0)B;, hig:=(w,7,00,0)B;, eo:=(d,p,0,00)m,
forj=1,....n;i=1,...,n; ¢&:=(0"%1,0"% ¢ Fy, §jﬂ- <—UIF'qQ”,

U; < Hy(n,Fy), Zj:=(U")T

_Q

] b
n 2n n 2n
- —— ——
. — 2 5 9
hiy = ( wy, 0", 1Y, 0" )B:
L i - N N 2
il T ( wy, TY, TY, 1Y, 0=" )B’f:
eoji = ( 6¢;, péi, 0", 0", 0ji )B1 5
erji= ( €, 0", pé; - Zj, 0", 0j.i By

. * L *
fOI' 1= 172, h2,i = wa,’i?

U * * *
for B —{0,1}, and returns gz := (R} o, €0, R 1,{€pji}j=1,..n;i=1,..n: {R3 ; }i=1,2) to the
adversary.

For a probabilistic adversary B, we define the advantage of B as the quantity
AdvE®(\) := |Pr[B outputs 1|o; and gp with § = 0 are given to B] —
Pr[B outputs 1|01 and gy with =1 are given to B]|.

Lemma 17 For any adversary B, there are probabilistic machines Fo, F, whose running times
are essentially the same as that of B, such that for any security parameter X, AdVngs()\) <
AdVREINOA) + T 0 AVEEN(N) + (100 + 5) /g, where Fj(-) = F(j,,-).

Lemma 17 is proven in a similar manner to Lemma 14.

Definition 15 (Problem 6) Problem 6 is to guess 3 € {0, 1}, given (param,,, {I@t,Bf}t:Qz,Bl,
Bl) hﬂ 0’ €p, {h'l 7,}Z 1,..,n> {hﬂ 2,00 €2 Z}Z 1 2) — gP6(1>\ )) where

956(1’\,71) : (param IB%071530713317 {Bz]7 z{;’,l}i7j:17-~76§l:1,~~-,mBz’B2) gABS(l)\a 6, n)?
Bo := (bo1,bos, boa), B = (ba1,bo2.bas, ... by7),
B} := (b1, .., b],) is calculated as in Eq. (2) from {B};, B ]l}Z] 1y 6il=1,...m5

o,T S F , W, 0,00 J Fg, hgo = (6,0,00,0);, hig:=(6,0,00,0)r:, €0 := (w,,0,0)m,,
= obi, fori=1,...,n, U<GL2,F,), Z:=U"T,
fori=1,2; & := (01 1, 0°7%), 5; & Fg,
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l

— > 2
hazi = ( de, 0 di, 0 )JB%;H
hT,2,i = ( de, oe;U, 0i, 0 )]Bg,

o > > 2
62’1' = ( We;, TeiZ, 0 N 0 )]]332,

return (paramm {Bt> B;ﬁ‘ }t=0727 Blv BT? hfwa €0, {h’jlﬂ,z'}i=1w,nv {h,g,Q,i’ 62,1'}15172)’

for B J {0,1}. For a probabilistic machine B, the advantage of B for Problem 6, Advzﬁ()\), 18
similarly defined as in Definition 10.

Lemma 18 For any adversary B, there is a probabilistic machine F, whose running time
1s essentially the same as that of B, such that for any security parameter \, Advng()\) <
Adv2HN(N) +5/4.

Lemma 18 is proven in a manner similar to Lemma 2 in the full version of [23].

Lemma 19 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter X, \Advfg)()\) —

1
Advi) (V)] < AdvRF(N).
Lemma 19 is proven in a manner similar to Lemma 9 in the full version of [23].

Lemma 20 For any adversary A, there exists a probabilistic machine By, whose running time
18 essentially the same as that of A, such that for any security parameter \, \Advg'(h_l)_z)(/\) —
Advg_h_l)()\)\ < Advgf_h(/\) + 30/q, where By_p(+) := Bi(h,-) and 0 is the mazimum number of

rows in access matrices of key queries.
The proof of Lemma 20 is given in Appendix A.4.

Lemma 21 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter A, ]Advf_h_l)()\) —
Advf'h'Q)()\)\ < AR (N) + 30/q, where Byy () := Ba(h,-) and { is the mazimum number of

2-h
rows in access matrices of key queries.

The proof of Lemma 21 is given in Appendix A.4.

Lemma 22 For any adversary A, there exist probabilistic machines Bs and F4, whose run-
ning times are essentially the same as that of A, such that for any security parameter \,

AV ) — AV ()] < AdVES (A) + AdVESR(N) + 3/q, where Byy() = Bs(h,-) and
Fan () == Falh,-).

Lemma 22 is proven in a manner similar to Lemma 16 in the full version of [27].

Lemma 23 For any adversary A, for any security parameter A, |Adv5§’"j5)()\) - Advf)()\)\ <
1/q.

Lemma 23 is proven in a manner similar to Lemma 17 in the full version of [27].
Lemma 24 For any adversary A, for any security parameter A, Advff)()\) =1/q.

Lemma 24 is proven in a manner similar to Lemma 18 in the full version of [27].
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A Proofs of Lemmas

A.1 Proofs of Lemmas in Section 4
A.1.1 Proof of Lemma 2
Lemma 2 H;(n,Fy) has a linear structure as Hy(n,Fy) = Ap_1 \ Hp—2, where A,y = {i’ €
Fl G -4 = yn} is an (n — 1)-dimensional affine space and Hy, o := A,—1 N {u;, = 0} is a
hyperplane section of A,_1. N

For all (Z, € Hg(n,Fq)T),{:L_“,n such that (Z, = Z, — Z1)x=2,...n is a basis of linear
subspace Vi, —y = {@' € Fp|y-d = 0} over Fy, the distribution of Z := Y ' &xZ, with

(&) Y {(&)k=1,..n : 2on_y & = 1} is equivalent to uniform one, i.e., Z & Hg(n,Fq)T except
with negligible probability 1/q.

Proof. It is directly verified that Hy(n,[F,) has a linear structure as Hy(n,Fq) = A, 1\ Hy_2.
u n
For (&) « {(@c)n:h-.,n : 25:1 & =1},

n n n n
Z:= &Zn=3 &1+ Y &ulZe—21) =21+ &, (19)
k=1 k=1 k=1 K=2
where ZH = Z,. — Z1. Since (Z,{),ngwm is a basis of V,,_1 and &, for k = 2,...,n are indepen-

dently and uniformly distributed in F,, Z given by Eq. (19) is uniformly distributed in affine
space A,_1. Moreover, Z is outside of H, o except with probability 1/¢, hence, uniformly
distributed in Hy(n, F )T except with negligible probability 1/q. O
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A.1.2 Proof of Lemma 3
Lemma 3 For all §f € F' —span(€,) and w € Fy, let Wy := {& € F' —span(&,)* | §-& = },
where span(e,)+ = {0 € Fg | @-é, =0}

For all (y,7) € (Fq" —span(é’n>) X (IF;‘ —span<€n>J—), if U and Z are generated as U Y
Hy(n,Fq), Z = (U=HYT, then ©Z is uniformly distributed in Wi

g-0)
1 u) 1
Proof. Let : = U, =
VA 1
up, —(up) "ty —(up) Ty (up)

(uf,...,ul). Note that @' - 4§ = y,. For ¥ := (y1,...,yn) and
1

Wi=07 = (v1 — u'l(u;l)_lvn, B u;_l(u%)_lvn, (u;)_lvn)
= (up) " on - ((up (oo ) —uh) o (g (on 1w, ') —upy) 5 1)
- (u;l)_lvn (’Ela y Un—1, 1)7
where @, := ul, (vjv, 1) — uj for j=1,...,n — 1 and y,, := § - @'. Then,
e —1 — ~ — —
Y= (uy)  vn (Z?:f Y + yn) =g (20)
Case that -7 # 0 :  Since §-U # 0, ¢’ can be generated as: (u1,...,Up—1) Y {(@j)j=1,..n—1 €

- -1~ -1, ~ - - ~
Fo ' | 22750 90y + yn # O}, wpy o= va (30721 9505 + yn)/(§ - 0), and o) = ug (vjv, ') — @  for
j=1,...,n— 1. We note that the condition E?:_ll Yju; + yn # 0 among u; (j =1,...,n—1)
is equivalent to the condition u}, # 0.

. ~ ~ U ~ _ — ~ _ ~

Since (U1, -, tn—1) < {(U)j=1,.n1 € Fy 1| Y2071 yjj+yn # 0} and ul, := v, (3527 v+

yn) /(- 0), @ = () vp - (@1, .., Up—1,1) is uniformly distributed in Wi (.9)-
Case that -9 =0: Since §- 7 = 0, Eq. (20) is given as Z;le Yjuj 4+ yn = 0. Since § ¢
span(éy), there exists an index jo € {1,...,n—1} such that y;, # 0. Using the index jo, @ can be

~ U . . .
generated as: u; «— Fg (j=1,....50—Ljo+1,...,n—1), uj = (=D_,_1 o 1iot1m1 ¥t —
U _ ~ .
Yn)/Yjos Up — F¢ and f := uy (vjo, ') =@ for j=1,...,n — 1.
. ~ ~ U ~ _ — ~ U
Since (u1,...,tUn-1) < {(¥j)j=1,.n—1 € Fy 1 Z?le yju; + yn = 0} and uj, IFQX,
W= (u’n)_1 Up - (U1, ..., Up—1,1) is uniformly distributed in Wy,. O

A.2 Proofs of Lemmas in Section 6.2.2
A.2.1 Proof of Lemma 5

Lemma 5 For any adversary C, there exist probabilistic machines F, and Fa, whose running
time are essentially the same as that of C, such that for any security parameter \, Advgl()\) <
AdVRIN () 1 AVELIN () 10/

Lemma 5 is proven in a similar manner to Lemmas 1 and 2 in [23]. 0

A.2.2 Proof of Lemma 6

Lemma 6 For any adversary C, there are probabilistic machines F1, Fa, whose running times
are essentially the same as that of C, such that for any security parameter X, Advg2(/\) <
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AdvZEN () + AdVREN (X)) + 10/4.

Proof. To prove Lemma 6, we use an intermediate problem, Basic Problems 1, as indicated
below.

Definition 16 (Basic Problem 1) Basic Problem 1 is to guess 3, given (param,,, By, B, 607@17133»{,
% R
{hﬁ,ia ei}i:l,...,n) — QEPl(l/\, TL), where

R _
ggpl(l)\v n) : (paramn, By, BS? {BiJ? Bg,j,l}i,j=1,-~~76§l=17~--,n7 BT) — g!)(bp ABE(l)\? 6, n),

B = (b171, ..,b17n, b173n+1, . b1,6n) is calculated as in Eq. (2) from {Bi,j)Bz/‘7j7l}i,j:1,...,6;l:1 o

40

u
T — qu, 0,9 — F,, eg:=7bya,
) N . . - U
fori=1,...,n; & :=(0"11,0" ) eF), 4 —TF],
n 2n 2n n
% ——
hai = ( Ona 02”7 wébv 5i7 On )B*f
hi; = ( 0", te;, —0é;, Ve, 0, 0" )B
€; ‘= ( Ona Té;', Té;, 02”, On )Bla

return (paramn> BO) B();a €0, Bla BT? {hIBh ei}i:l,...,n)7

for B Y {0,1}. For a probabilistic adversary D, the advantage of D for Basic Problem 1,
AdVEPL(N), is similarly defined as in Definition 10.

Lemma 25 For any adversary C, there are probabilistic machine D1 and Do, whose running
times are essentially the same as that of C, such that for any security parameter X, Adv22()\) <
AdvEPL(N) + AdvEDE(N).

Lemma 26 For any adversary D, there is a probabilistic machine F, whose running time
1s essentially the same as that of D, such that for any security parameter A, Adv%Pl()\) <
Adv?HN(N) +5/4.

From Lemmas 25 and 26, we obtain Lemma 6. O

Below, we give proofs of Lemmas 25 and 26 in turn.

Proof of Lemma 25 To prove Lemma 25, we consider the following experiments. Problem 3 is
the hybrid of the following Experiments 0, ..., 3, i.e., Advg?(A) = |Pr [Exp2()\) — 1] — Pr [Expg()) — 1]|.
Therefore, from Lemmas 27-29, we obtain Lemma 25.

For a probabilistic adversary C, we define Experiment 0, Expg, using Problem P2 generator
GF2(1*,n) in Definition 11 as follows:

1. C is given p & GE2 (1M n).
2. Output g’ &K C(1*, o).

Based on Experiment 0, we define Experiments 0-3 below.

Experiment 0 (ExpQ) : (3 = 0 case of Basic Problem 3. That is,

n 2n 2n n
—— ——— — Y
fori=1,...,n, hf:= ( om, pé;, 0", i, o )B:
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where all variables are generated as in Basic Problem 3.

Experiment 1 (Expl) : Same as Experiment 0 except that

n 2n 2n n
—_— —_——
fori=1,...,n, hf:= ( o, (p+0)e;, —0¢;, 5i 0" )B s

where 0 <2 F,, and all the other variables are generated as in Experiment 0.

Experiment 2 (Exp3) : Same as Experiment 1 except that

n 2n 2n n
— % —_——
fori=1,...,n, hf:= ( o, 0é;, (p—0)é;, 5, on )Bs

where 6 <2 Fy, and all the other variables are generated as in Experiment 1.

Experiment 3 (Expg) : Same as Experiment 2 except that

n 2n 2n n
—HNh— —T——— — N —
fori=1,....,n, hf:= ( o, 0", pé;, 0, o )B s

where all variables are generated as in Experiment 2.

Lemma 27 For any adversary C, there exists a probabilistic machine Dy, whose running time
is essentially the same as that of C, such that for any security parameter X, |Pr[Expt(\) —
1] — PriExp2(\) — 1]] < AdvEP(N).

Proof. Given a BP1 instance (paramn,Iﬁéo,IB%(’;,eo,lﬁ%l7 *{,{hgd,ei}i:l,m’n), D, calculates p J
Fy, fo == pbj 2, ﬁj i=hj,+pbi 7] fori=1,...,n, wherer] & span(b*{EnH, oy b7 5,) and
I =pbi,; fori=1,...,2n. Dy then gives ¢ := (param,,, Bo, B, f5, €0, B1, BT, { £ }i=1.... 2n,
{Ez,ivei}z:l,--.,n) to C, and outputs ' € {0,1} if C outputs /. When § = 0 (resp. 8 = 1), the
distribution of p is exactly same as that of instances in Experiment 0 (resp. Experiment 1). This
completes the proof of Lemma 27. O

Lemma 28 For any adversary C, for any security parameter X, Pr[Exp%()\) — 1] = Pr[Exps(\) —
1].

Proof. Because the distributions ( p, p+ 60, —60 ) and ( p, 0, p — 0 ) with p,0 J F, are
equivalent. O

Lemma 29 For any adversary C, there exists a probabilistic machine Da, whose running time
1s essentially the same as that of C, such that for any security parameter A, \Pr[Expg(x\) —
1] — PrExpz(\) — 1]| < AdvBP(N).

Proof. Lemma 29 is proven in a similar manner to Lemma 27. O

Proof of Lemma 26 To prove Lemma 26, we use an intermediate problem, Basic Problems
2, as indicated below.
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Definition 17 (Basic Problem 2) Basic Problem 2 is to guess (3, given (paramn,IB%()’IB%a,@l’ .
{hai}i:l:---,n) £ ggm(l)‘,n), where

R _
G572 (1M n):  (param,,,Bo, By, {Bij, B} }ij-1,..60=1,..n: B}) < Ghy "BE(1%,6,n),
B1 := (bi,1, .., b1,n,b1,30+1, .., bi6n) is calculated as in Eq. (2) from {B; , Bl/',j,l}i,j:l,...76;l=1,...,na

6,4 < F,,

. N . i - U
fori=1,...,n; ¢é = (0" 1,07 yeF), 0 —TF},
n 2n 2n n
7\ A\ A
ai = ( 0n7 02”7 ¢(§;7 52‘, o™ )BT
T,i = ( Ona 9517 077,7 ¢€7,, 5@', o" )B’l‘

return (paramn,Bo,Bé,ﬁl, LR ti=1,0),

for B J {0,1}. For a probabilistic adversary &, the advantage of € for Basic Problem 2,
AdvEP2(\), is similarly defined as in Definition 10.

Lemma 30 For any adversary D, there is a probabilistic machine £, whose running time is es-
sentially the same as that of D, such that for any security parameter X, Adv%Pl()\) < Adv?w()\).

Proof. Given a BP2 instance (paramn,IB%o,IB%E‘),fBl, 1, {hgi}izl,m,n), £ calculates 7 <2 Fy, ey :=

Tb(),g, €e; = Tb172n+i for 1 = 1, o, and BII = (bl,la . ,bl’n, b173n+1, ey bl,gn).

€ defines new dual orthonormal bases Dy := (b11,...,b12n, d1 2041, -+, d130, b1 3041, - -,
bign) and D} := (b7 1,..., b7, d] 1o d] 9, 0T 9155 BT 6), Where dionyi i= b1ongi —
binti and di ., = bj, ., + bl for i = 1,...,n. We note that Dy is compatible with

subbasis B/.

& then gives ¢ := (param,,, B, B, eo, B}, D7, {h};, €i}i=1,...n) to D, and outputs 8’ € {0,1}
if D outputs 3.

(hg, b1, €i) are expressed over bases (By,B}) and (D, DY) as

- -

o= (0% 0w, b, 0" ey =( 0% 0%, 9E, &, 0" )y
hi, = ( 0" 08, 0" &, &, 0" )p =( 0 06, —0&, &, &, 0" )y
e'L - ( On) On? Tgi? 02”7 On )]Bl7 — ( 0n7 Ta? Té‘i) O2n) On )]D)l .

Therefore, when 3 = 0 (resp. 5 = 1), the distribution of ¢ is exactly same as that of instances
from GBP! (resp. GBP1). This completes the proof of Lemma 30. 0

Lemma 31 For any adversary &£, there is a probabilistic machine F, whose running time
1s essentially the same as that of £, such that for any security parameter A, Adv?m()\) <
Adv?HN(N) +5/4.

Lemma 31 is proven in a similar manner to Lemma 4 in the full version of [24]. O

A.2.3 Proofs of Lemmas 712

Lemma 7 For any adversary A, there exists a probabilistic machine Cy, whose running time
is essentially the same as that of A, such that for any security parameter \, \Advfg)()\) —
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Advi (V)] < AdvEL(N).

Lemma 7 is proven in a similar manner to Lemma 4 in [23]. Note that the simula-
tor (challengeAr) provides A a part of the given Problem 1 instance as a public key pk :=
(1*, param,,, {B}}:—0.1), which is independent from the target . 0

Lemma 8 For any adversary A, there exists a probabilistic machine Co, whose running time

is essentially the same as that of A, such that for any security parameter A, |Advf'(j_1)'2)()\) —

AdviTTY ()] < AdVEZ (V). where Coj(-) = Ca(j, ).

Proof. In order to prove Lemma 8, we construct a probabilistic machine Cs against Problem 2
using an adversary A in a security game (Game 2-(j — 1)-2 or 2-j-1) as a black box as follows:

1. Cyis given an index j and a Problem 2 instance, (param,,, By, B, f;, eo, @1, B, {f }i=1....2n:
{hj. €iti=1,..n)-

2. Co plays a role of the challenger in the security game against adversary A.

3. Co provides A a public key pk := (1, param,,, {@£}t=071) of Game 2-(j — 1)-2 (and 2-j-1),
where Bi) = (b071, b073, b075) and Bll = (bl,la ceey bl,na b1’5n+1, ey b1,6n)7 that are obtained
from the Problem 2 instance.

4. Then, Cy (or challenger) obtains challenge attributes I" with T’ := {z1,..., 2}, and Cy
calculates ¥ := (y1, ..., yn) such that Z?:_ol Yzt = Zn 1’ Hf;l(z — ;). Cy generates

U .
Z,, = (XK,L,I)L,Z — Hg(n,IE‘q)T fork=1,...,5— 1.

5. When the h-th key query is issued for access structure Sy := (Mjy, pn), Co generates
— N U —
FroGn <= B0 (sny ooy sne) T =My f¥ (s i)™ = My - GF, spo =1+ fil,rp0 =
1- §E , and answers as follows:

Cy calculates k{ as given in Eq. (7) using B of the Problem 2 instance and sj o, 75,0 above,
and the ¢-th component,

n j—1 n
kj, ;o= kiom + thm (ghj,j—&—lfb* + Zﬁh,m Z Xrul Fnar + gh,i,jh%,L> ;
=1

k=1 =1

where kj 7™ is a normal form given in Eq. (5) that is computed using B} of the Problem

2 instance and sp; above, P = (Ph,i1,---,Phin) are given as ph; := 75,;€1 + Jh,ﬁh,i
. . - L . U

if pp(i) = Vi, Phg = Th,iUhs if pp(i) = wng, and (§niw)r=1,.. 541 < {(e)r=1,...541 €
FT | 27516 =1 A &1 =01if j =n}. C; sends key sks, = (Sy, {k} ;}i=0,...) to A.

k=1

6. When Cs receives an encryption query with challenge plaintexts (m(o), m(l)) from A, Cs

selects (challenge) bit b 2 {0,1}. Co computes the challenge ciphertext (cg, c1,cr) such
that

co:=wby1 + ey + Cbos + wobos, c1:=> y(wbi, +e + oibisnt,), cr = Q%n(b)?

where w, , o, ©1 & F,, and (ep,{€,},=1,...n), BO,I@l are a part of the Problem 2 instance.

7. When a key query is issued by A after the encryption query, Cy executes the same proce-
dure as that of step 5.
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8. A finally outputs bit ¢'. If b =/, Cy outputs 3’ := 1. Otherwise, Cy outputs 3’ := 0.

When 3 = 0 (resp. 5 = 1), the view of A is equivalent to that in Game 2-(j — 1)-2 (resp. 2-j-1).
This completes the proof of Lemma 8. O

Lemma 9 For any adversary A, for any security parameter X, Advﬁ_j_l)()\) = Advf_j_2)()\).

Proof. To prove Lemma 9, we will show distribution (param,,, {I@t}tzo,l, {skéj)*}j:17.,,7,,, ctr) in
Games 2-j-1 and 2-j-2 are equivalent. For that purpose, we define new subbases d1 2,41, - .., d1 3,
and df 5,11, .., d7 3, of V; as follows:

For the target vector ¢, we generate U & Hy(n,Fy). Then, let Z := (U ')T. We note
that i - U = 3. Then we set (d172n+1, ceey d173n)T =7 (b172n+1, ceey b173n)T and (dT,2n+17 ..
T,?m)T =U- (bT,2n+1v e abik,?m)T and

*

Dy :=(b11,.--,b12n, d1 20415 -+, d1 30, b1.304+1, - -, b16n),
x (¥ * * * * *
1= ( 1,1+ Y120 ®1.2n+15 - > %1.3n> Y1,3n+1 - -+ 1,6n)'

We then easily verify that Dy and D] are dual orthonormal, and are distributed the same as the
original bases, By and B}. The i-th component of the h-th queried keys {kj ,} in Game 2-j-1
are expressed over bases B} and D7 as follows.

if (pn(i) =vhi A vpi €1) V (pr(i) = ~vp; A vp €T),

2n n 3n
~~ ~~
hi= Dh,i - (Zf;ll EniwZi + Ehijln), B
= ( - P+ (2023 EhiwZr + Shyijln) - Z, - s,
= ( Phii - (ng:l EhiwZr), T )D{a
otherwise,
2n n 3n 2n n 3n
AN A AN AN —— =
;km: ( - on, )B’{: ( - on, )T’

where pj, ; are given as pj; = 11,;€1 + UniUh,; if pr(i) = Vnis Dhi = ThiVh, if pr(i) = —wny,
u j+1 i+1 e P~
(Eni)r=t,jrt = {Enlumt,git €FFT | DI & =1 A &on1 = 0if j =n}, and 2, := Z,Z
for k =1,...,7 =1, Z; := Z are independently and uniformly distributed in Hg(n, Fq)T
T 7 < Hy(n, Fy)T.
Therefore, the distribution (param,,, {ﬁt}tzo,l, {Ské])*}jzl,_“’y,ctl") is equivalent to that in
Game 2-j-2. This completes the proof of Lemma 9. O

since

Lemma 10 For any adversary A, for any security parameter A, \Advg'n'2)(z\) — Advi’)()\)\ <

3vl/q, where v is the mazimum number of A’s key queries, and { is the mazimum number of
rows in access matrices of key queries.

Proof. The i-th component of the h-th queried key {kj .} in Game 2-n-2 is expressed over
basis B} as follows.

if (pn(i) =vns A vni €1) V (pr(i) = ~vn; A vpg €T),

2n n 3n
= =~
k;‘” = ( - Phi - (2221 EninZi), .. )B,{,
2n n 3n
otherwise, kj , = ( - 0", e B
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where pj, ; are given as pp; = 7hi€1 + YniUhi if pr(i) = vni, DPhi = ThiUhi if pr(i) = —vny,
U U
(Enyi)i=1,..n — {(&x)r=1,...n € Fg | > n & =1}, and Z,, — Hg(n,Fq)T fork=1,...,n.
We note that {Z, := Zx — Z1}x=2, . (given by {u} = (uy 1,...,uy,) € Fil}ima ) are

linearly independent except that the matrix (@, )x=2..n € F((In_l)xn does not have maximal

rank n — 1, i.e., except for probability 1/q. Therefore, from Lemma 2, since (&{4ix)r=1,... n are
freshly random for each key component indexed by (h,i) and Y . &, = 1, each Z,,; =
Y1 &ninZys in the hidden subspace is freshly random except with negligible probability 1/g.
Therefore, kj ; are distributed as

if (pn(i) =vhi A vpi €0) V (pa(i) = 2vps A vp €T),

n 2n 3n
A~ =
ki, = ( - 0", Phi = Znis e )y
n 2n 3n
N —T———
otherwise, ki, = ( - Dh,is 07, o )B

where Z, ; are freshly random (except with negligible probability).

From Lemma 3, W, ; := pp,; - Zp,; are distributed as wp, ; 2 {0 |0 ¢ = (rp€1 + 1’/;h71~17h7,-) -y}
if pp(i) = vps, Wh, S {W |0 - § = ryUh; -y} if p(i) = —w;. Hence, Wy, are distributed as
Wi L Fotif pn(i) = vni A v € T and W & span(iN* if pp, (i) = —wpi A vy, € I' except with
negligible probability 1/q, i.e., kj, ; are distributed as in Eq. (12). The corresponding shares rp, ;
are information-theoretically hidden from the adversary A. Also, rj; obtained from the other
indexes 7 for the h-th query are independent from a central secret 7}, . From this independence,

Game 2-n-2 can be conceptually changed to Game 3, i.e., kj, ; are distributed as in Eq. (12).
This completes the proof of Lemma 10. O

Lemma 11 For any adversary A, for any security parameter X, /—\dvfi’)()\) = /—\dv%)()\).

Proof. Lemma 11 is proven in a similar manner to Lemma 7 in [23]. 0
Lemma 12 For any adversary A, for any security parameter X, Advf)()\) =0.

Proof. The value of b is independent from the adversary’s view in Game 4. Hence, Adv%)(/\)
0. O

A.3 Proofs of Lemmas in Section 6.4
A.3.1 Proof of Lemma 14

Lemma 14 Problem 3 is computationally intractable under the DLIN assumption.
For any adversary B, there exists a probabilistic machine F, whose running time is essen-
tially the same as that of B, such that for any security parameter X\,

AdVEE(N) < 327 S0 AVEEN(X) + (100 4 10) /g, where Fi () := F(j e, ).

To prove Lemma 14, we consider the following 2n+ 3 experiments. For a probabilistic adver-
sary B, we define Experiment 0, Exp%, using Problem 3 generator (or challenger) in Definition
12 as follows:

1. B is given the first part of a P3 instance p; given in step 1 in Definition 12.
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2. B outputs the target i to the challenger, and is given the second part of a P3 instance g9
given in step 2 in Definition 12.

3. B outputs ' € {0,1}.

Based on Experiment 0, we define the other experiments below.

In Experiment 0, a part framed by a box indicates positions of coefficients to be changed
in a subsequent game. In the other games, a part framed by a box indicates coefficients which
were changed in a game from the previous game.

Experiment 0 (Exp%) : Experiment 0 is defined by using 3 = 0 instance of Problem 3 as

above. That is, 0, o, w, ©o, ©1 S Fq, 7,p S F., and

hé = (67 @7 07 507 O)Baa €p = (wa@7 07 07 QPO)Boa

. . N i— —i g U
forj=1,...,n; i=1,...,n; & :=(0"%1,0" ) ek, 5j,i<—IE‘qQ”,
n 2n 2n n
—~ =

hi, = ( 0€j, 0], 3jis 0" )ps
€] = ( w?j? a 02”7 @127 )]B17

Below, we describe coefficients of the hidden part, i.e., span(b1 nt1, .., b1 3,) (resp.span(by . 1,
., bi3,)) of eq (vesp. hy ;) w.r.t. these bases vectors for k = 1,...,n. Non-zero coefficients are
colored by light gray, and those which were changed from the previous experiment are colored
by dark gray.

Coefficients of the hidden part of e; Coefficients of the hidden part of h,;
in Experiment 0 in Experiment 0
k=1
J
n

Experiment 1 (Expg) : Same as Experiment 0 except that hg, h;,; and eg, e are:

hé = (67 7 Oa 507 O)B?}? €y = (wa a Oa 0’ @O)Bm

forj=1,...,n; i=1,...,n; & :=(0""1 1,077 eFy, S‘j,igl[?g",

n 2n 2n n
% —~ =
ki, = ( 6, el o, 0jis 0" s
L _ S S 2 o
€] = ( wy, TY, TY |, 0 ’er V1Y )317

where p, T J F,, and all the other variables are generated as in Experiment 0.

Coefficients of the hidden part of e; Coefficients of the hidden part of h,;
in Experiment 1 in Experiment 1
k=1 PE;
Ty ul J
n PE;
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Coefficients of the hidden part of hj ;

Coefficients of the hidden part of e
in Experiment 2-(j — 1)-2

in Experiment 2-(j — 1)-2

k=1 pEiZ1
Ty Ty J PE;
n pE;

Experiment 2-j-1 (Exp%’j'l,j =1,...,n) : Experiment 2-0-2 is Experiment 2-0. Experi-
ment 2-j-1 is the same as Experiment 2-(j — 1)-2 except the j-th component h}; are:

n 2n 2n
—~ =

fori=1,...,n; hj, = ( oé;, , i 0" py

where all the variables are generated as in Game 2-(j — 1)-2.

*

Coefficients of the hidden part of h,

Coefficients of the hidden part of e;
in Experiment 2-j-1

in Experiment 2-j-1
k=1 pEiZ1
Ty Ty J PE;
n PE;
Experiment 2-j-2 (Expé’ja,j =1,...,n) : Experiment 2-j-2 is the same as Experiment

2-7-1 except the j-th component h;‘z are:

U _
Uj — Hﬁ(nqu)v Zj = (U] 1)T7

fori=1,...,n;
n 2n 2n n
- —~ =
hii= (66, 0", |p&-Zj, by 0" sy

where all the other variables are generated as in Game 2-j-1.
Coefficients of the hidden part of h,_;

Coefficients of the hidden part of e;
in Experiment 2-5-2

in Experiment 2-j-2

k=1 pE; L1
T Ty J PE;iZ;
n PE;
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We note that an instance of Experiment 2-n-2 is equivalent of a § = 1 instance of Problem 1.

Coefficients of the hidden part of e; Coefficients of the hidden part of h,_;
in Experiment 2-n-2 in Experiment 2-n-2
k=1 YA
Ty ull J pE;Z;
n p€iZn

We will show three lemmas (Lemmas 32-34) that evaluate the gaps between pairs of Pr[Expg(\) —
1], Pr[Expk(A) — 1] and Pr{Expg”“(A) — 1] for j = 1,...,n; ¢ = 1,2. From these lemmas
and Lemmas 5 and 6, we obtain Advi>(\) = |Pr] xpB( ) — 1] — Pr[Exp2"2()\) — 1] <
Advil (N) + > i1 Advg (N <>, 2 AdvDL'N( ) + (10n 4 10)/q. This completes the proof
of Lemma 14. O

Lemma 32 For any adversary B, there exists a probabilistic machine Cy, whose running time
1s essentially the same as that of B, such that for any security parameter A, ]Pr[Exp%()\) —
1] — PrExpg(\) — 1] < AdvEl(N).

Proof. Cj is given a P1 instance (param,, {IBL,I/B\?Z‘}L:()J, {h},. €pi}i=0,..,n) and a target vector

y. Cp then calculates (param,,, {@L,@Z‘}Lzo,l) in Experiment 0, and calculates e}, := ego, €} :=
. u

Do Yiess hy* =R o AR T =R+ 300 0400130t =1, nsi=1,.n With 855, < g, sends

o := (param,,, {B,, B} }.—0.1, h¢", €5, {h];}j=1,..n;i=1,..n, €1) to B. Co outputs #' € {0,1} if B

outputs 3. The distribution of o is equlvalent to that in Experiment 0 (resp.1) when [ is 0
(resp.1). This completes the proof of Lemma 32. O

Lemma 33 For any adversary B, there exists a probabilistic machine C, whose running time s
essentially the same as that ofB such that for any security parameter A, \Pr[ExpB U=1)- 2(/\) —
1] — Pr(Expy” (A) — 1]] < AdVE2(N), where Cj(-) :=C(j,-) (5 > 1).

Proof. C is given a P2 instance (param,,, By, Bj, f{, eo,@hB’{, {f! =1, 20, {h':(ki,ﬂ €iti=1,.n) &
target vector i and an index j. C then calculates (param,,, {B,, B} },—01,ho* := dbj, + f5 +
dobp 5, €y := wbo 1 + €0+ pobo s, €] = YL v (wbi, + e, +p1b1 5nt.)) in Experiment 2-(j —1)-2

with 6, dg, w, o, Y1 J F,, and calculates
if k<yg;fori=1,....n, h%:=0b]; + 3" (XnisFri, + 0kiibl 304,)
where Z, < Hi(n,F) T, (Xwiss -« Xiim) 7= €+ Zie, ey A F,
if k= j; fori=1,...,n, h/j:=0b, +h%, + Y0 8;:.b}s,,, where dj;, < F,
if £ >g; fori=1,...,n, h[%:=0bj, + f + 377 0ri.b] 5,1, Where ., <—IB‘q,

and sends o = (paramn,{IB%L,IBB h=o.1, h{* 7607{h]/‘;}jzl,...,n;izl,...,naell) to B. C outputs ' €
{0,1} if B outputs . The distribution of g is equivalent to that in Experiment 2-(j — 1)-2
(resp.2-j-1) when 3 is O (resp. 1). This completes the proof of Lemma 33. O

Lemma 34 For any adversary B, for any security parameter A,
Pr[Expy’ ™ (A) — 1] = Pr[Expy” 2()\) —1].
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Proof. To prove Lemma 34, we will show distribution (param,,, {I?I%L7 I?Bf}bZO’l, hg, eo, {h;’i}jzlw,n; i=1,...m5
e1) in Experiments 2-j-1 and 2-j-2 are equivalent. For that purpose, we define new subbases
di2nt1,- -, d13n and dj 5, 14, .., dj 5, of V; as follows:

For the target vector ¥ := (y1,...,Yyn), we generate U J Hy(n,Fy) and Z := (U—HT.
We note that - U = ¢. Then we set (d172n+1,...,d1’3n)T = 7 (b172n+1,...,b1’3n)T and

* * T .__ * * T
(d1,2n+17 ces dl,?m) =U-( 1,2n410 s b1,3n) and
Dy := (b1,1,...,b12n,d1 2041, -, A1 30, b1 3041, ..., b16n),
D* := (b* * * * * *
1= ( 11> Y120 120415+ -+ %1.3n>) ¥1,3n4+17* -+ 1,6n)‘

We then easily verify that D; and D] are dual orthonormal, and are distributed the same as the
original bases, By and Bj. Keys {h],} in Experiment 2-j-1 are expressed over bases B} and Dj
as follows.

n 2n 2n n
—— ——

if Kk <yjjfori=1,....,n; hi,= ( de, 0", pé€; - Ly, gm, 0" )p:
- ( 567,7 OTL7 pé; : ZK] : Za gﬁﬂﬁ OTL )]D)I7

fk=j;fori=1,....n; hj,= ( d€¢, 0",  pé;, 0jis 0" )p:
- ( 5€’L7 On7 pé; ' Za ij,’h On )DTJ

if K>g; fori=1,...,n; hi,= ( ¢, pei, o, Oris 0" s
( 56’“ pg’b7 Onv 5H7i7 o" ) Tu

where Z; := Z and {Z], := Z,,+ Z},<; are independently and uniformly distributed in Hz(n,Fy)T
since ‘Hy(n,F,) is a subgroup of GL(n,F,;) (Lemma 1). Since - U = ¥, e; has the same
representations over both By and ;.

Therefore, the distribution of (param,,, {I@L,I@f}bzm,hs,eo, {h;f’i}jzl,m,n; i=1,..n, €1) in Ex-
periments 2-j-1 and 2-j-2 are equivalent. This completes the proof of Lemma 34. O

A.3.2 Proof of Lemma 15

Lemma 15 For any adversary A, there exists a probabilistic machine B, whose running time
is essentially the same as that of A, such that for any security parameter X, \Advfg)()\) —

Advfj)()\)| < AdVE3(A) + 3vl/q, where v is the mazimum number of A’s key queries, [ is the
mazimum number of rows in access matrices of key queries.

Proof. In order to prove Lemma 15, we construct a probabilistic machine B against Problem
3 using an adversary A in a security game (Game 0 or 3) as a black box as follows:

1. B is given the first part of a Problem 3 instance, which is given in step 1 in Definition 12,
(paramn, {BL, IBT}LZO,I)'

2. B plays a role of the challenger in the security game against adversary A.

3. B provides A a public key pk := (1, param,,, {I@g}t:m) of Game 2-(j — 1)-2 (and 2-5-1),
where IBIO = (b071, b073, b075) and Bll = (bl,h ey bl,n, b1,5n+1, ceey bl’ﬁn), that are obtained
from the Problem 3 instance.

4. When B (or challenger) obtains challenge attributes I' with I' := {z1,...,z,/} in the first
step of the game, B calculates ¢ := (y1, . .., yn) such that Z?:_ol Yn—jz) = z”_l_”/-]_[?zl(z—
xj), and gives ¥ to the challenger of Problem 3. Then, B is given the second part of the
Problem 3 instance, which is given in step 2 in Definition 12, (h?)’,o’ €30, {hz,j,i}j=1,--~7n; =1,
es,1)-
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5. When the h-th key query is issued for access structure Sy, := (Mp, pr), B generates f;;, Jh 2

T ._ 7T T . T 7 T o T
Foy(Snase-essne)” == M- fr, (thas- o The)” == Mp - Gy sno =1 fi,mn0 == 1- gy,
and answers as follows: B calculates

n
Ko o=+ g Kio= K™+ 3 Guigpihy, fori= 1,00,
=1

where kj7°™ is a normal form given in Eq. (5) that is computed using B} of the Problem
3 instance and sj; above, P := (Dh,i1,---,Phin) are given as ph; = rp €1 + Jh,mh,i
. . . _ . . U
if pn(i) = vhi, Dhi = ThiVn if pp(i) = —vpg, and (&nij)i=1,..n — {(&)j=1,..n €

n

6. When B receives an encryption query with challenge plaintexts (m(o),m(l)) from A, B

selects (challenge) bit b J {0,1}. B computes the challenge ciphertext (¢, c1,cr) such
that

co=ego+Cbos, c1:=eg1, cp:=gym®,

where ¢ S Fy, and (eg0,bo,3,€51) is a part of the Problem 3 instance.

7. When a key query is issued by A after the encryption query, B executes the same procedure
as that of step 5.

8. A finally outputs bit ¢/. If b =/, B outputs 3 := 1. Otherwise, B outputs 3 := 0.

When 3 =0 (resp. 5 = 1), the view of A is equivalent to that in Game 0 (resp. 3) except with
negligible probability 3v¢/q (see the proof of Lemma 10). This completes the proof of Lemma
15. O

A.4 Proofs of Lemmas in Section 7.3.3

Lemma 20 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter A, \Advf'(h_l)_Q)()\) —

Advf-h'l)()\)\ < Advlpg?_h(A) + 30/q, where Byp(+) := Bi(h,-) and { is the mazimum number of
rows in access matrices of key queries.

Proof. In order to prove Lemma 20, we construct a probabilistic machine B; against Problem
5 using an adversary A in a security game (Game 2-(h —1)-2 or 2-h-1) as a black box as follows:

1. By is given an index h and the first part of a Problem 5 instance, which is given in step 1
in Definition 14, (param,,, By, B§, B1, B}, B2, B3).

2. By plays a role of the challenger in the security game against adversary A.

3. By provides A a public key pk := (1%, hk, param,,, {I@Q}t:QLQ) of Game 2-(h — 1)-2 (and
2—h—1), where hk <—R KH)\, @6 = (b071, b074), @/1 = (bl,la e 7b1,n> b1’4n+1, ey bl’ﬁn) and
B, := (ba,1,b22,ba7), that are obtained from the Problem 5 instance.

4. When B; (or challenger) obtains the k-th key reveal query for attributes I' with T" :=
{z1,..., 2}, By calculates 4 := (y1,...,y,) such that Z?;ol Yn—iz' = 2" T (2 —
x;), and generates key components as follows:
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(a) if K < h, kg is calculated as in Eq. (18) and k7, k3, and k3, are calculated as in

Eq. (14) using fresh w, ', 90, 1, 92,11, - -, 222 < Fy.

(b) if Kk = h, Bj gives ¢ to the challenger of Problem 5. Then, B; is given the sec-
ond part of the Problem 5 instance, which is given in step 2 in Definition 17,
( E,t)veovhfi,p{eﬂ,j,L}Fl,..-,n;L=1,.--,nv{hg,i}izlﬂ)- B calculates kj := hg,o, ki =
R, and ki, = hy, + rf with 7 < span(b3 5, b3 q).

(c) if K > h, kg is calculated as in Eq.(13) and k7, k3, and k3, are calculated as in

. U
Eq. (14) using fresh w, po, @1, 021,15 .-, p2,22 < Fy.
By sends (constant-size) key skr := (I, k¢, kT, k3 1, k5 5) to A.

5. When B obtains a signature reveal query for S := (M, p), By generates a normal form
signature as in Eq. (15), and sends it to A

6. When B receives an output (m’, S, ') from A, By calculates verification text (¢g, . .., cpi1)
as follows: B generates f,§ J Fy, (5150, s))t = M - fr. (ri,...,r)T = M - g7T,
sp:=1- fT,ro = T-gT,S@+1,Tg+1,¢i & F, and By calculates

n
Ccp = cBorm “+ roeg — Tg+1b072, C; := c?orm + Z §i7jpi7Leﬁ,j,L fori=1,...,¢,
ju=1
o1 = €T + Doy ab2s + Pl 2b2a,

where €]°™ is a normal form given in Eq. (16) that is computed using @0,@1,1532 of the

Problem 5 instance and s; above, p; := (pi1,...,Di,n) are given as p; := €1 + ¢;v; if
. = I . U
p(i) = vi, pi »= i@ if p(i) = —wi, and (§j)j=1,..0 < {(§)j=1,.0 € F' [ 271§ = 1}
. S A,D .
and Py, = (Plyq 1:Ppr12) I given as gy, == rp1€1+1besr (—H (m'[|S'), 1). By verifies
the signature (m/,S’, §") using Ver with the above (¢y,...,¢sy1), and outputs ' := 0 if
the verification succeeds, 3’ := 1 otherwise.
When =0 (resp. 8 = 1), the view of A is equivalent to that in Game 2-(h — 1)-2 (resp. 2-h-1)
except with negligible probability 3¢/q (see the proof of Lemma 10). This completes the proof
of Lemma 20. g

Lemma 21 For any adversary A, there exists a probabilistic machine Ba, whose running time
is essentially the same as that of A, such that for any security parameter A, ]Advf'h'l)()\) —
Advf_h_Q)()\)\ < Advgg_h(A) + 30/q. where Boy(+) := Ba(h,-) and { is the mazimum number of

rows in access matrices of key queries.

Proof. In order to prove Lemma 21, we construct a probabilistic machine By against Problem
5 using an adversary A in a security game (Game 2-h-1 or 2-h-2) as a black box. By acts in the
same way as Bp in the proof of Lemma 20 except the following two points:

1. In case (b) of step 4; k{ is calculated as kg := hj ; + 79bf », where 7 & Fg, and hj . bg o
are in the Problem 5 instance.

2. In the last step; if the verification succeeds, By outputs 3 := 1. Otherwise, By outputs
B = 0.
When f = 0 (resp.f = 1), the view of A is equivalent to that in Game 2-h-2 (resp. 2-h-1)
except with negligible probability 3¢/q (see the proof of Lemma 10). This completes the proof
of Lemma 21. O
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