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Abstract

In secure delegatable computation, computationally weak devices (or clients) wish to outsource their
computation and data to an untrusted server in the cloud. While most earlier work considers the gen-
eral question of how to securely outsource any computation to the cloud server, we focus on concrete
and important functionalities and give the first protocol for the pattern matching problem in the cloud.
Loosely speaking, this problem considers a text 7" that is outsourced to the cloud S by a sender SEN.
In a query phase, receivers RECy, ..., REC; run an efficient protocol with the server S and the sender
SEN in order to learn the positions at which a pattern of length m matches the text (and nothing beyond
that). This is called the outsourced pattern matching problem which is highly motivated in the context of
delegatable computing since it offers storage alternatives for massive databases that contain confidential
data (e.g., health related data about patient history).

Our constructions are simulation-based secure in the presence of semi-honest and malicious adver-
saries (in the random oracle model) and limit the communication in the query phase to O(m) bits plus the
number of occurrences—which is optimal. In contrast to generic solutions for delegatable computation,
our schemes do not rely on fully homomorphic encryption but instead use novel ideas for solving pattern
matching, based on a reduction to the subset sum problem. Interestingly, we do not rely on the hardness
of the problem, but rather we exploit instances that are solvable in polynomial-time. A follow-up result
demonstrates that the random oracle is essential in order to meet our communication bound.
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1 Introduction

Background on outsourced secure computation. The problem of securely outsourcing computation to
an untrusted server gained momentum with the recent penetration of cloud computing services. In cloud
computing, clients can lease computing services on demand rather than maintaining their own infrastructure.
While such an approach naturally has numerous advantages in cost and functionality, it is crucial that the
outsourcing mechanism enforces privacy of the outsourced data and integrity of the computation. Solutions
based on cryptographic techniques have been put forward with the concept of secure delagatable compu-
tation [AIK10, CKV10, GGP10, AJLA™ 12, FGP14], which lately has received broad attention within the
cryptographic research community.

In secure delegatable computation, computationally weak devices (or clients) wish to outsource their
computation and data to an untrusted server in the cloud. The ultimate goal in this setting is to design
efficient protocols that minimize the computational overhead of the clients and instead rely on the extended
resources of the server. Of course, the amount of work invested by the client in order to verify the correctness
of the computation shall be substantially smaller than running the computation by itself. Another ambitious
challenge of delegatable computation is to design protocols that minimize the communication between the
cloud and the client, while using an optimal number of rounds. This becomes of particular importance
with the proliferation of Smartphone technology and mobile broadband internet connections, as for mobile
devices communication and data connectivity is often the more severe bottleneck.

Most recent works in the area of delegatable computation propose solutions to securely outsource any
functionality to an untrusted server [AIK10, CKV10, GGP10, FGP14]. While this of course is the holy
grail in delegatable computation, such generic solutions often suffer from rather poor efficiency and high
computation overhead due to the use of fully homomorphic encryption [Gen(09]. Furthermore, these solution
concepts typically examine a restricted scenario where a single client outsources its computation to an
external untrusted server. Another line of works studies an extended setting with multiple clients that
mutually distrust each other and wish to securely outsource a joint computation on their inputs with reduced
costs [KMR11, KMR12, LATV12, AJLA"12, CKKC13, GKL*15]. Of course, also in this more complex



setting with multiple clients recent constructions build up on fully homomorphic encryption (or consider a
more restricted setting where the clients do not collude with the server, or one of the clients “works harder”).
To move towards more practical schemes, we may give up on outsourcing arbitrary computation to
the cloud, but instead focus on particularly efficient constructions for specific important functionalities.
This approach has the potential to avoid the use of fully homomorphic encryption (FHE) by exploiting the
structure of the particular problem we intend to solve. Some recent works have considered this question and
proposed schemes for polynomial evaluation and keywords search [BGV11], set operations [PTT11] and
linear algebra [Moh11]. While these schemes are more efficient than the generic constructions mentioned
above, they typically only achieve very limited privacy or do not support multiple distrusting clients.

In this paper, we follow this line of work and provide the first protocols for pattern matching in the cloud.
The problem of outsourced pattern matching is highly motivated in the context of delegatable computing
since it offers storage alternatives for massive databases that contain confidential data (e.g., health related
data about patient history). In contrast to most earlier works, our constructions achieve a high level of
security, while avoiding the use of FHE and minimizing the amount of communication between the parties.
We emphasize that even with the power of FHE it is not clear how to get down to optimal communication
complexity in two rounds[l

Pattern matching in the cloud. The problem of pattern matching considers a text 7" of length n and a
pattern of length m with the goal to find all the locations where the pattern matches the text. Algorithms
for pattern matching have been widely studied for decades due to its broad applicability [KMP77, BM77].
Lately, researchers started to look at this problem in the context of secure two-party computation [TPKCO7,
HL10, GHS10, KM10, HT10] due to growing interests in private text search. In this setting, one party holds
the text whereas the other party holds the pattern and attempts to learn all the locations of the pattern in the
text (and only that), while the party holding the text learns nothing about the pattern. Unfortunately, these
solutions are not directly applicable in the cloud setting, mostly because the communication overhead per
search query grows linearly with the text length. Moreover, the text holder delegates its work to an external
untrusted server and cannot control the content of the server’s responses.

To be precise, in the outsourced setting we consider a set of clients comprised from a sender SEN and a
set of receivers (RECy, ..., REC;) that interact with a server S in the following way. In a setup phase the
sender SEN uploads a preprocessed text to an external server S. This phase is run only once and may be
costly in terms of computation and communication. In a query phase the receivers RECy, ..., REC; query
the text by searching patterns and learn the matched text locations. The main two goals are as follows:

1. Simulation-based security: We model outsourced pattern matching by a strong simulation-based se-
curity definition (cf. Section [3)) that captures all security concerns. Namely, we define a new reactive
outsourced pattern matching functionality Fopn that ensures the secrecy and integrity of the out-
sourced text and patterns. For instance, a semi-honest server does not gain any information about the
text and patterns, except of what it can infer from the answers to the search queries (this is formalized
more accurately below). If the server is maliciously corrupted the functionality implies the correct-
ness of the queries’ replies as well. As in the standard secure computation setting, simulation-based
modeling is simpler and stronger than game-based definitions, yet harder to achieve. As the simulator
must commit first to the data stored on the server, and yet, be able to simulate the server’s view as in
the real interaction. We further elaborate on these difficulties below.

2. Sublinear communication complexity during query phase: We consider an amortized model, where
the communication and computational costs of the clients reduce with the number of queries. More

"Namely, a two-rounds solution based on FHE would need a circuit that tolerates the worst case output size, which in pattern
matching implies a maximal number of matches that is proportional to the length of the text (or the database).



concretely, while in the setup phase communication and computation is linear in the length of the text,
we want that during the query phase the overall communication and the work put by the receivers is
linear in the number of matches (which is optimal). Of course, we also require the server running
in polynomial time. Notice that our strong efficiency requirement comes at a price: it allows the
(possibly corrupted) server to learn the number of matches at the very least, as otherwise there is no
way to achieve overall communication complexity that is linear in the number of matches. We model
this by giving the server some leakage for each pattern query which will be described in detail below.

1.1 Our Contribution

In the following we will always talk about a single receiver REC that interacts with a sender SEN and a
server S in the query phase. This is only to simplify notation. Our protocols can naturally be applied to a
setting with mutually distrusting receivers.

1.1.1 Modeling Outsourced Pattern Matching

We follow the standard method for showing security of protocols using the ideal/real world paradigm [Can00].
We give a specification of an ideal execution with a trusted party by defining a reactive outsourced pattern
matching functionality Fopm. This functionality works in two phases: In the preprocessing phase sender
SEN uploads its preprocessed text T to the server. Next, in an iterative query phase, upon receiving a search
query p the functionality asks for the approvals of sender SEN (as it may also refuse for this query in the
real execution), and the server (as in case of being corrupted it may abort the execution). To model the ad-
ditional leakage that is required to minimize communication we ask the functionality to forward the server
the matched positions in the text upon receiving an approval from SEN. Note that this type of leakage is
necessary if S and REC might collude, as in our case. We further note that our functionality returns all
matched positions but can be modified so that only the first few matched positions are returnedEl

Difficulties with simulating Fopyr. The main challenge in designing a simulator for this functionality
is in case when the server is corrupted. In this case the simulator must commit to some text in a way that
allows it later to produce a sequence of trapdoors that is consistent with the sequence of queries. More
precisely, when the simulator commits to a preprocessed text, the leakage that the corrupted server obtains
(namely, the positions where the pattern matches the text) has to be consistent with the information that it
sees during the query phase. This implies that the simulator must have flexibility when it later matches the
committed text to the trapdoors. Due to this inherent difficulty the text must be encoded in a way, that given
a search query p and a list of text positions (i1, ..., %), one can produce a trapdoor for p in such a way that
the “search” in the preprocessed text, using this trapdoor, yields (i1, .. .,4;). We note that alternative (and
even simpler) solutions that permute the preprocessed text in order to prevent the server from even learning
the matched positions, necessarily require that the server does not collude with the receivers, and even then
are not simple to implement. This is because the simulator must have some equivocation mechanism since
it cannot distinguish in the preprocessing phase between the last element in a list of matched positions
and a non-last element. In contrast, out solutions allow such strong collusion between the server and the
receivers. We stress that it is highly non-trivial to achieve collusion for round efficient protocols and that it
is impossible when considering general functionalities [GKL"15].

2This definition is more applicable for search engines where the first few results are typically more relevant, whereas the former
variant is more applicable for a DNA search where it is important to find all matched positions. For simplicity we only consider the
first variant, our solutions support both variants.



We wish to stress that the related problem of keyword search, where the goal is to retrieve a record
associated with some keyword given that the keyword appears in the database, is a much simpler problem
and easily solvable using pseudorandom functions (PRF). Specifically, keyword search has a fixed bound on
the query response and can be solved using oblivious PRF, whereas in pattern matching this bound may be
O(n) and this problem is much harder to solve (even without privacy).

1.1.2 Semi-Honest Outsourced Pattern Matching from Subset Sum

Our first construction for outsourced pattern matching is secure against semi-honest adversaries. At the
heart of our constructions lies a novel encoding technique that is based on the subset sum problem. In this
construction a sender SEN generates a vector of random values, conditioned on that the sum of elements in
all positions that match the pattern equals some specified value that will be explained below. Namely, SEN
builds an instance T for the subset sum problem, where given a trapdoor R the goal is to find whether there
exists a subset in T that sums to R. This is in contrast to all prior cryptographic constructions, e.g., [LPS10]
that design cryptographic schemes based on the hardness of this problem.

More formally, the subset sum problem is parameterized by two integers ¢ and M. An instance of
the problem is generated by picking random vectors T «+ Z%,, s « {0,1}* and outputting (T,R =
TT - s mod M ). The problem is to find s given T and a trapdoor R. Looking ahead, we will have such a
trapdoor R, for each pattern p of length m, such that if p matches I" then with overwhelming probability
there will be a unique solution to the subset sum instance (’i‘, R,). This unique solution is placed at exactly
the positions where the pattern appears in the text. The receiver REC that wishes to search for a pattern
p obtains this trapdoor from SEN and will hand it to the server. Consequently, we are interested in easy
instances of the subset sum problem since we require the server to solve it for each query (we note that using
our packaging technique described below, brute force may be applicable as well). We therefore consider low-
density instances which can be solved in polynomial time by a reduction to a short vector in a lattice [LOS5,
Fri86, CJL192] (see Section for more details). See Figurefor an illustration of our idea.

We further note that the security of the scheme relies heavily on the unpredictability of the trapdoor.
Namely, in order to ensure that the server cannot guess the trapdoor for some pattern p (and thus solve the
subset problem and find the matched locations), we require that the trapdoor is unpredictable. We therefore
employ a PRF F on the pattern and fix this value as the trapdoor, where the key & for the PRF is picked
by SEN and the two clients SEN and REC communicate via a secure two-party protocol to compute the
evaluation of the PRF. This ensures hardness of guessing the trapdoor for any pattern p.

Efficiency. The scheme described above satisfies the appealing properties that the communication com-
plexity during the setup phase is O(k - n) and during the query phase is proportional to the number of
matches times «. Furthermore, the space complexity at the server side is O(k - n) and the construction is
round optimal, where the number of messages exchanged by the parties is minimal. A moment of reflection,
however, shows that the scheme has very limited usage in practice. Recall that the server is asked to solve
subset sum instances of the form (T, R,), where T is a vector of length ¢ = n — m + 1 with elements from
Zyy for some integer M. In order to ensure correctness we must guarantee that given a subset sum instance,
each trapdoor has a unique solution with high probability. In other words, the collision probability, which
equals 2¢/M (stated also in [IN96]), should be negligible. Fixing M = 2"*™ for a security parameter k,
ensures this for large enough «, say whenever x > 80. On the other hand, we need the subset sum problem
to be solvable in polynomial time. A simple calculation (see analysis in Section [2.2)), yields in this case a
value of ¢ ~ /k. This poses an inherent limitation on the length of the text to be preprocessed.



The packaging technique (example)

T = 01010011010101001001 n=20,m=4
By = 01010011

By = 00110101
B3 = 01010100
By = 01001001
T = 01020304405  Q6A7A8G9A10 a11012013014015 a16G17018019020
él Bg Eg §4

a1 = H(F(k,0101||1)) a2 = H(F(k,1010||1)) a3z = H(F(k,0100]]1)) as = H(F(x,1001|]1)) a5 = H(F(x,0011][1))
ag = H(F(k,0011||2)) a7 = H(F(k,0110]|2)) as = H(F(k,1101||2)) a9 = H(F(k,1010[|2)) a10 = H(F(x,0101]|2))
a1 + a1z = H(F(k,0101]|3)) a1z + a1a = H(F(k,1010]|3)) a1s = H(F(x,0100]|3))
a6+ aro = H(F(k,0100][4))  arr + azo = H(F(k, 1001]14))  ars = H(F(x, 0010]|4))

Figure 1: The packaging technique applied to a text of length n = 20 bits, encoded to search for patterns
of length m = 4 bits.

An improved solution using packaging. To overcome this limitation, we employ an important extension
of our construction based on packaging. First, the text is partitioned into smaller pieces of length 2m
which are handled separately by the protocol, where m is as usual the pattern length. Moreover, every two
consecutive blocks are overlapping in m positions, so that we do not miss any match in the original text.
Even though this approach introduces some overhead, yielding a text 7" of overall length 2n/m, note that
now Eq. () below yields £ = 2m — m + 1 = m + 1 < /k, which is an upper bound on the length of the
pattern (and not on the length of the text as before). Namely, we remove the limitation on the text length
and consider much shorter block lengths for the subset sum algorithm.

This comes at a price since we now need to avoid using in each block the same trapdoor for some
pattern p, as repetitions allow the server to extract potential valid trapdoors (that have not been queried yet)
and figure out information about the text. This is in particular a problem when m is reasonably short as in
this case since the server may just try out all potential trapdoors. One may suggest to generate for each block
a completely independently chosen trapdoor. Unfortunately, this does not work as during the query phase
the receiver needs to communicate these trapdoors to the server which may require communication linear in
the length of the text. We solve this problem by requiring from the function outputting the trapdoors to have
some form of “programmability” (which allows to simulate the answers to all queries consistently).

Specifically, we implement this function using the random oracle methodology on top of the PRF, so
that a trapdoor now is computed by H(F(k, p)||b), for b being the block number. Now, the simulator can
program the oracle to match with the positions where the pattern appears in each block. Note that using just
the random oracle (without the PRF) is not sufficient as well, since an adversary that controls the server and
has access to the random oracle can apply it on p as well.

1.1.3 Malicious Outsourced Pattern Matching

We extend our construction to the malicious setting as well, tolerating malicious attacks in the presence of
(even colluding) corrupted server and receiver. Our proof ensures that the server returns the correct answers
by employing Merkle commitments and accumulators. Informally speaking, Merkle commitments are suc-



cinct commitment schemes for which the commitment size is independent of the length of the committed
value (or set). This tool is very useful in ensuring correctness, since now, upon committing to T, the server
decommits the solution to the subset sum trapdoor and the receiver REC can simply verify that the decom-
mitted values correspond to the trapdoor. Nevertheless, this solution does not cover the case of a mismatch
since a corrupted server can always return a ‘“no-match” massage. In order to avoid it we use accumulators
for proving whether an element is in a specified set or not. Specifically, SEN commits to the set of trapdoors
for all patterns p that match 7" in at least one position. We then ask the server to prove membership/non-
membership relative to this set, which contains at most n — m + 1 elements. This implies that the server
cannot declare “no-match” without providing a non-membership proof.

We further note that proving security against a corrupted REC is a straightforward extension of the
semi-honest proof using the modifications we made above and the fact that the protocol for implementing
the oblivious PRF evaluation is secure against malicious adversaries as well. Combining these proofs in
order to prove security in the presence of colluding server and receiver is follows easily.

Efficiency. Our protocols incur slightly higher overhead for the malicious setting due to the use of Merkle
commitments. More specifically, correctness against a corrupted server increases the communication com-
plexity by a factor of O(logn) in the query phase. This is because each matched position must be verified
against its commitment which costs O(logn) using Merkle commitments. On the other hand, we note that
our constructions are round optimal and maintain a minimal number of rounds (which is highly non-trivial
in the malicious setting). This assumes a two-rounds implementation of oblivious PRF evaluation in the
presence of a malicious receiver such as the protocol shown in [HL10].

1.2 Related Work

A related line of works regarding symmetric searchable encryption (SSE) [CGKO11, KPR12, KP13, JJK*13]
allows a party to privately outsource its data to another party while maintaining the ability to search for key-
words, where the main goal is typically to minimize the search time. We note that SSE that supports adaptive
queries, simulation-based security and query privacy can be applied in a setting with a single sender and mul-
tiple receivers, by letting the receivers learn their trapdoors using a secure two-party protocol that is engaged
with the sender. As recently demonstrated in [HZ14], there exists a large class of search problems (which
includes pattern matching and all its variants), where there exists no SSE with adaptive queries, minimal
interaction and communication that is proportional to the query’s response. This lower bound applies to
both non-private and private channels scenarios (where in the private channels setting corrupted parties do
not see the communication between the honest parties). This implies that our semi-honest construction is
tight with respect to the assumptions it requires. Achieving SSE robust against malicious servers requires
using additional techniques for ensuring correctness.

In [CS14], Chase and Shen solve outsourced pattern matching by constructing a queryable encryption
scheme, which is an encryption scheme that supports search queries between a client and a server with three
rounds of communication. Their construction is based on suffix trees (a data structure that solves pattern
matching and related problems on unencrypted data). We note that in the setting of [CS14] the server is
allowed to learn some relations between the queries, due to the possibility to observe the pattern relative to
nodes in the tree that were already visited. In particular, this solution leaks much more information than
what we allow in this work.

1.3 Limitations and Open Problems

A limitation of our constructions is that they only work for fixed length patterns, as the pre-processing in-
herently allows to search for patterns of length exactly m. We stress that most pattern matching algorithms



(in the non-private setting) work under a similar restriction, e.g., [KMP77], where the preprocessing phase
depends heavily on the value of m. The naive way of removing the above limitation is to repeat the prepro-
cessing many times, one for each individual pattern length we want to support. An alternative approach is to
use suffix tress as suggested in [CS14]; however this solution does not comply with our ideal functionality
for outsourced pattern matching due to the leakage which occurs by performing a search in the tree. We
leave it as an open problem to design more efficient solutions for outsourced pattern matching, allowing to
handle variable-length patterns without incurring in large leakage.

Our solutions are also limited in the range of values supported for the pattern length m. While algorithms
for low-density subset sum instances would work well even for large values of m (say m = 1000 bits), we
additionally need the solution of each subset sum instance to be unique with high probability which yield
much smaller values of m = /k. Extending the range of possible values for m is an interesting direction
for future research.

2 Preliminaries

2.1 Basic Notations

We let N be the natural numbers and denote with « the security parameter. Unless described otherwise, all
quantities are implicitly functions of the security parameter, which is usually represented in unary and given
as input to all cryptographic algorithms (including the adversary). We let poly(x) denote an unspecified
function O(k) for some constant c. A function negl(x) is negligible (in k) if it is x~(). Given a string
a € {0,1}" we specify its value in the ith position by al[i]; if a is a vector a[i] denotes the ith element
of a. We write PPT for probabilistic polynomial-time algorithms, i.e., randomized algorithms running in
time poly(x). Let X = {X,},cyand Y = {Y,}, .y be distribution ensembles. We say that X and Y are

computationally indistinguishable, written X ~ Y, if for any PPT algorithm D we have
|Pr[D(X,) = 1] — Pr[D(Y,) = 1]| < negl(k),

where the probability is taken over the random values X, and Y}, and the randomness of D.

2.2 The Subset Sum Problem

The subset sum problem is parametrized by two integers £ and M. An instance of the problem is generated
by picking random vectors a < Z4,, s «+ {0,1}¢ and outputting (a, R = a' - s mod M). The problem is
to find s given a and R. We rely on the following simple observation, which already appeared in [IN96].

Lemma 1 ([IN96]) Fix ¢ and M. Let a and s be chosen uniformly at random and R = a' - smod M.
Then, the probability that there exists a vector s' # s such that R = a' - s' mod M is upper bounded by
2L /M.

T

Proof: It is easy to see that the valuesa' -sand a' -’ are independent and uniformly distributed for every

pair s, s’. Hence,

QZ
Pr[3s#s':a' -smod M =a'-s' mod M] < Z Prla’ -s” mod M = 0] < U (1)
s"€{0,1}*
SN#OZ
|

The hardness of solving the subset sum problem depends on the ratio between £ and log M, which is usually
referred to as the density A of the subset sum instance. In particular:



1. When A < 1/, we speak of low-density instances which can be solved in polynomial time by a
reduction to a short vector in a lattice [LO85, Fri86, CJLT92].

2. When A > ¢/ log? ¢, we speak of high-density instances which can be solved in polynomial time us-
ing dynamic programming, or other sophisticated techniques [CFG89, GM91, FP0S5, Lyu05, Sha08].

In our protocols, we will need to set the parameters in such a way that the subset sum problem is solvable
efficiently. Furthermore, we need the term in Eq. (I to be negligible in the security parameter r; hence we
will set M = 25, The latter choice immediately rules out algorithms for high-density subset sum (e.g.,
algorithms based on dynamic programming, since they usually need to process a matrix of dimension M).
On the other hand, for low-density instances, Lemma implies £ + k > ¢2, so that we need to choose #, ¢
in such a way that

e<%(\/1+4m+1). 2)

Algorithms for solving low-density subset sum are based on lattices. In particular, one can show [CJL192]
that all low-density subset sum instances with A < 0.9408 can be solved efficiently with overwhelming
probability. The concrete run-time depends on the performances of the LLL algorithm as a function of the
lattice dimension; values of £ < 1000 yield to practical performances [CN11, GNO8, NS06]. We elaborate
more on the impact of the above analysis in our constructions in Section &}

2.3 Oblivious Pseudorandom Function Evaluation

Informally speaking, a pseudorandom function (PRF) is an efficiently computable function that looks like a
truly random function to any PPT observer.

Definition 1 (Pseudorandom function) Let F : {0, 1}%x{0,1}™ — {0, 1}! be an efficient, keyed function.
We say F is a pseudorandom function if for all PPT distinguishers D, there exists a negligible function negl
such that:

| Pr{DF®)(1%) = 1] - Pr[DF*(1%) = 1]| < negl(x),

where k is picked uniformly from {0,1}" and f, is chosen uniformly at random from the set of functions
mapping k-bit strings into l-bit strings.

In our protocols, we consider a protocol g that obliviously evaluates a pseudorandom function in the
presence of malicious adversaries. Let k € {0,1}" be a key sampled as above. Then the oblivious PRF
evaluation functionality Fpgy is defined as (k, x) — (—, F(k,x)). Such an oblivious PRF may be instanti-
ated with the Naor-Reingold pseudorandom function [NR97] that is implemented by the protocol presented
in [FIPROS] (and proven in the malicious setting in [HL10]). The function is defined by

m i
F((ag, - .., am),z) = g®llzia ™

where ¢ is a generator for a group G of prime order p, a; € Z, and x = (z[1],...,z[m]) € {0, 1}mE|
We remark that both the key and the range are not bit strings, as required by Definition [I] but they can be
interpreted as such in a natural way. The protocol involves executing an oblivious transfer (OT) for every
bit of the input z. A two-rounds semi-honest secure implementation can be achieved by using the [FIPROS]
protocol combined with any two-rounds semi-honest oblivious transfer. Applying the efficient OT construc-
tion of [PVWOS] in the malicious setting, implies a two-rounds protocol in the CRS setting with UC security
and constant overhead.

3We remark that this definition considers a function that is not pseudorandom in the classic sense of it being indistinguishable
from a random function whose range is composed of all strings of a given length. Rather, it is indistinguishable from a random
function whose range is the group generated by g as defined below.



2.4 Commitment Schemes

A (non-interactive) commitment scheme consists of a triple of efficient algorithms (Gen, Commit, Open)
defined as follows. (i) Upon input the security parameter x, the probabilistic algorithm Gen outputs a key
pk. (i) Upon input the key pk and message m € {0,1}* (and implicit random coins r), the probabilistic
algorithm Commit outputs (v,d) := Commit(pk,m;r) where ~ is the committed value, while ¢ is the
decommitment information needed to open the commitment. Typically § := (m,r). (iii) Upon input the
key pk, and a commitment-pair (-, d), the deterministic algorithm Open outputs a value m € {0,1}* or a
special symbol L.

A commitment scheme should be complete, i.e., for any security parameter , pk < Gen(1*), for
any message m € {0,1}* and (v,d) < Commit(pk, m) we have Open(pk,d,v) = m. In addition, a
commitment scheme has two properties known as binding and hiding:

Binding Property. A commitment scheme is computationally binding if for any PPT adversary .4 we have

pk <= Gen(1%); (6,6',v) < A(pk);

/ / .
Prim#mnmm 7Lz Open(pk,8,7); m’ « Open(pk, &',7)

< negl(k).

We say that the scheme is perfectly binding if this property holds even for unbounded adversaries.

Hiding Property. For all messages mg, m; € {0, 1}*, we have that

{pka Commit(pk7 mU)}HEN ~ {pka Commit(pka ml)}fiENa

where the two ensembles are considered as random variables over the choice of the randomness to
generate pk < Gen(1") and to compute the commitment. A scheme is computationally hiding if
these two distributions are computationally indistinguishable (rather than identical).

For ease of notations we will often denote a commitment scheme by (Commit, Open), omitting the algo-
rithm Gen.

2.5 Collision Resistant Hashing and Merkle Trees

Let in the following {H, } ven = {H : {0,1}?") — {0,1}?' (")}, be a family of hash functions, where p(-)
and p/(+) are polynomials so that p(x) < p(x) for sufficiently large x € N. For a hash function H «+ H,
a Merkle hash tree [Mer89] is a data structure that allows to commit to £ = 2% messages by a single hash
value h such that revealing any message requires only to reveal O(d) hash values.

A Merkle hash tree is represented by a binary tree of depth d where the ¢ messages my,...,my are
assigned to the leaves of the tree; the values assigned to the internal nodes are computed using the underlying
hash function H, whereas the value h that commits to my, ..., my is assigned to the root of the tree. To
open the commitment to a message m;, one reveals m; together with all the values assigned to nodes
on the path from the root to m;, and the values assigned to the siblings of these nodes. We denote the
algorithm of committing to ¢ messages my, ..., my by h := Commity(my, ..., my) and the opening of m;
by (m;, path(i)) := Openm(h, 7). Verifying the opening of m; is carried out by essentially recomputing the
entire path bottom-up and comparing the final outcome (i.e., the root) to the value given at the commitment
phase. For simplicity, we abuse notation and denote by path(i) both the values assigned to the nodes in the
path from the root to the decommitted value m;, together with the values assigned to their siblings.

We often need to talk about the value assigned to a particular node. To this end, we introduce a labeling
scheme for the nodes of a tree. We denote the root of the tree by €. For a node w € | J;4{0, 1}%, we label
its left child by w0 and its right child by w1. The value that is assigned to a node with a label w is typically

10



denoted by h,,. We also consider incomplete Merkle trees. An incomplete Merkle tree is a Merkle tree
where some nodes w, with |w| < d, have no leaves. We say that a (possibly incomplete) Merkle tree 7
with max depth d is valid if for all its nodes w with two children, we have H (hyo||hy1) = hy. We further
say that a path path(i) is consistent with a Merkle tree 7 (or in 7) if all the values assigned to the nodes
w in path(7) are also assigned to the corresponding nodes in 7, i.e., hy, = v, where v,, denotes the value
assigned to node w in path().

The binding property of a Merkle hash tree is due to collision resistance. Intuitively, this says that it is
infeasible to efficiently find a pair (x, 2’) so that H(z) = H(z'), where H < H, for sufficiently large .
In fact, one can show that collision resistance of {#, }.cn carries over to the Merkle hashing. Formally, we
say that a family of hash functions {#} is collision resistant if for any PPT adversary .4 the following
experiment outputs 1 with probability negl(«): (i) A hash function H is sampled from H,; (ii) The adversary
A is given H and outputs z, z’; (iii) The experiment outputs 1 if and only if x # 2’ and H (z) = H(z').

We note that Merkle hash tree that doe snot imply hiding in the natural sense since collision resistance
hash functions do not imply privacy. A standard way to obtain privacy is by applying a PRF or an encryption
scheme on the messages before applying the construction of the hash tree. In this work we will implicitly
use a PRF since the Merkle commitment is computed for the subset sum instance (that is the preprocessed
text). Another useful property of Merkle hash tree is succinctness where the size of the commitment is
independent of the number of committed messages. This property is particularly important since it allows
to ensure binding while keeping a small local state, that corresponds to the root of the hash tree.

2.6 Universal Accumulators

A (static) universal accumulator is a tuple of algorithms (Init, CreateAcc, CreateWit, Check) specified as
follows. (i) Algorithm Init takes as input a security parameter x and returns a pair (pk,.., Skacc). (ii) Algo-
rithm CreateAcc takes as input (pk,.., Skacc) and a set G to be accumulated, and it outputs an accumulator
hg together with some auxiliary information auz. (iii) Algorithm CreateWit takes as input a boolean value
type € {0,1}, a tuple (pk,.., G, hq, aux), and an element v: if type = 0, it outputs a witness ¢, for
membership of v in G or L (in case v € (); else, it outputs a witness ¢, for non-membership of +y in
G or L (in case v € G). (iv) Algorithm Check takes as input a boolean value type € {0, 1}, and a tu-
ple (pkaee, ha, Gy, y): if type = 0, it outputs 1 if and only if ¢, is a valid witness w.r.t. yg and pk,.
for membership of v € G ; else, it outputs 1 if and only if ¢, is a valid witness w.r.t. vg and pk,.. for
non-membership of v in G.

We say that the accumulator satisfies correctness if for all honestly generated keys, all honestly computed
accumulators and witnesses, the Check algorithm returns 1 with overwhelming probability (over the coin
tosses of all involved algorithms). As for security, collision freeness (defined below) informally states that it
is neither feasible to find a witness for a non-accumulated value nor it is feasible to find a non-membership
witness for an accumulated value.

Definition 2 Ler (Init, CreateAcc, CreateWit, Check) be a static, universal accumulator. We say that the
accumulator is collision-free if for any PPT adversary A there exists a negligible function negl(-) such that:

(Check(0, pkace, has G, v™) = 1AV € G)
Pr \%
(Check(1, pkace, ha, G+, 7") = 1AY* € G)

(pkacca Skacc) — |nit(1”)

(Gor 5  AP(poeg) | = M8l

where h¢ < CreateAcc(pK,cc, SKace, G) and O := CreateAcc(pk,cc, SKace, *)-

The definition above is weaker than the standard definition of collision freeness (see, e.g., [DHS15, Defini-
tion 8]), in that the standard definition even lets the adversary choose the randomness used to compute the
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value h¢g and gives A access to a witness creator oracle for membership and non-membership of arbitrarily
chosen elements. The simpler variant above is sufficient for our application.

Universal accumulators exist under a variety of assumptions, including strong RSA [LLX07], t-SDH [DTOS,
ATSMO09], and based on collision-resistant hashing [BLL0OO, BLL02, CHKO12], vector commitments [CF13],
and zero-knowledge sets [DHS15].

3 Modeling Outsourced Pattern Matching

The inputs for the basic pattern matching problem are a text 7" of length n and a pattern p (i.e., keyword) of
length m; the goal is to find all the text locations in which the pattern matches the text. A private distributed
variant of this problem is defined in the two-party setting, where a sender SEN holds a text 7" and a receiver
REC holds a pattern p. The goal of REC is to learn the positions in which p matches in the text, without
revealing anything about the pattern to SEN; at the same time, REC should not learn anything else about
the teXtEl In this section we are interested in an outsourced variant of the problem, which is specified in two
phases. In the setup phase a sender SEN uploads a (preprocessed) text to an external server S. This phase
is run only once. In the query phase receivers REC1, RECy, ... query the text by searching patterns and
learn the matched text locations. For simplicity, we focus on a single receiver REC asking multiple queries.
However, our model can be easily generalized to the multiple receivers scenario.

The basic idea is to implement the pattern matching functionality using the server as a mediator, answer-
ing search queries on behalf of SEN. In order to take some advantage from this modeling, we must allow the
server to obtain some leakage about the text, otherwise the communication complexity between the server
and receiver REC would be O(n). Instead, we are interested in building schemes where the preprocessing
phase requires O(n) workload, but the overall cost of issuing a query grows only linearly with the number
of matches (which is as optimal as one can obtain). This optimization comes with the price of revealing
some leakage about the text. More precisely, the server learns that for some text positions repetitions occur.
Attempts to hide this information from the sever by permuting the text fail if the server colludes with REC.
For some applications this leakage is tolerable given the improvement of running search queries. To sum up,
we aim for O(n) computation/communication overhead in the preprocessing phase and O(t,) in the query
phase, where t,, is the number of occurrences of pin T'.

We further require that the round complexity of any protocol implemented in this setting is minimal.
That is, in the setup phase we require a single message sent from the sender to the server, whereas in the
query phase we require clients REC and SEN to exchange only two messages (one in each direction),
and one message in each direction between REC and S in order to retrieve the output. We note that our
constructions meet this order of rounds, but this may not be the case in general. We denote a scheme with
this number of rounds by round optimal.

We formalize security using the ideal/real paradigm. Note that, in the context of outsourced compu-
tation, the server is a separate entity that does not contribute any input to the computation and is required
to run most of the function evaluation. In the ideal setting, such an entity is also communicating with the
functionality and, upon corruption, decides whether the functionality sends the outcome of the computation
to the prescribed receivers. Denote by T the substring of length m that starts at text location j (where m
is the length of the query). The pattern matching ideal functionality in the outsourced setting is depicted in
Figure [2 We write |T'| for the bit length of 7" and assume that receiver REC asks a number of queries p;
(i € [\]) where the queries’ lengths are always bounded by m.

4 As specified in the introduction, we can define a search functionality that only returns the first few and most relevant matches.
Our discussion and formalization below can be easily adapted for this functionality as well.
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Functionality Fopn

Let m, A € N. Functionality Fopy sets an empty table 3 and proceeds as follows, running with clients
SEN and REC, server S and adversary Sim.

1. Upon receiving a message (text,T,m) from SEN, send (preprocess, |T|,m) to S and Sim, and
record (text, T').

2. Upon receiving a message (query, p;) from receiver REC (for i € [A]), where message (text, -) has
been recorded and |p;| = m, it checks if the table B already contains an entry of the form (p;, -). If
this is not the case then it picks the next available identifier id from {0, 1}* and adds (p;, id) to B. It
sends (query, REC) to SEN and Sim.

(a) Upon receiving (approve,REC) from sender SEN, read (p;,id) from B and send
(query,REC, (i1, . . . ,i),id) to server S, for all text positions {i;} ;e[ such that T;, = p;.
Otherwise, if no (approve, REC) message has been received from SEN, send | to REC and
abort.

(b) Upon receiving (approve, REC) from Sim, read (p;,id) from B and send
(query, p;, (i1,...,1;),id) to receiver REC. Otherwise, send L to receiver REC.

Figure 2: The outsourced pattern matching functionality

The definition. As in the standard static modeling, a corrupted party is either passively or actively con-
trolled by an adversarial entity. In the passive case (a.k.a. semi-honest case) a corrupted party follows the
protocol’s instructions and tries to gain additional information about the honest parties’ inputs from its view;
in the active case (a.k.a. malicious case) a corrupted party is allowed to follow an arbitrary polynomial-time
strategy. In our case, when the server is corrupted we must ensure that the only information leaked by the
protocol is about the text positions for which repetitions occur, without disclosing the actual content of the
text in these positions or any additional information. A moment of reflection shows that in the security
proof the simulator needs to commit to the text before given the above leakage from the trusted party. We
emphasize that this technicality is not artificial, since even if receiver REC is corrupted at the beginning of
the execution, the simulator cannot be given the leakage about the queries in advance since the queries may
be asked in an fully adaptive manner. In other words, it may be the case that receiver REC does not know
all the queries it will ask in advance.

Formally, denote by IDEAL .\ sim(z) (%, (=, T, (p1,- - -,px))) the output of an ideal adversary Sim,
server S and clients SEN, REC in the above ideal execution of Fopy upon inputs (—, (T, (p1,...,px)))
and auxiliary input z given to Sim. We note that one can also consider a security definition that captures
collusion between the server and one of the clients. Our protocols capture collusion between S and REC. We
implement functionality Fopn via three two-party protocols 7 = (7pre, TQuery, Topm) Specified as follows.
Protocol 7p,e is run in the preprocessing phase by SEN to preprocess text 7" and forwards the outcome to S.
During the query phase, protocol mQuery is run between SEN and REC (holding a pattern p); this protocol
outputs a trapdoor R, that depends on p and will enable the server to search the preprocessed text. Lastly,
protocol mopm 18 run by S upon input the preprocessed text and a trapdoor (forwarded by REC); this protocol
returns to REC the matched text positions (if any). We denote by REAL; 4(.) (K, (=, T, (p1,...,px))) the
output of adversary .4, server S and clients SEN, REC in a real execution of 7 = (7pre, TQuery; TOpm) UpPON
inputs (—, (T, (p1, - . ., px))) and auxiliary input z given to A.

Definition 3 (Security of outsourced pattern matching) We say that 7 securely implements Fopn, if for
any PPT real adversary A there exists a PPT ideal adversary (simulator) Sim such that for any tuple of
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inputs (T, (p1,...,px)) and auxiliary input z,

{IDEAL}—OPI\/I,Sim(z) (Iﬁ (_7 T) (plv o 7]))\)))}/461\1 é {REALW,A(Z) (F&? (_7 T7 (p17 s 7PA)))}/{€N-

The schemes described in the next sections implement the ideal functionality Fopy in the random oracle
model. As usual in this case, we assume the existence of a publicly available function H behaving as a truly
random function. We stress that all parties are allowed to query the random oracle arbitrarily, regardless the
fact that they are malicious or semi-honest.

The F-hybrid model. Our constructions use secure two-party protocols as subprotocols. The standard
way of doing this is to work in a “hybrid model” where parties both interact with each other (as in the real
model) and use trusted help (as in the ideal model). Specifically, when constructing a protocol 7 that uses
a subprotocol for securely computing some functionality /, we consider the case that the parties run 7 and
use “ideal calls” to a trusted party for computing . Upon receiving the inputs from the parties, the trusted
party computes F and sends all parties their output. Then, after receiving these outputs back from the trusted
party the protocol 7 continues. Let F be a functionality and let m be a two-party protocol that uses ideal
calls to a trusted party computing F. Furthermore, let .A be a probabilistic polynomial-time machine. Then,
the F-hybrid execution of 7 on inputs (T, (g1, . ..,qx)), auxiliary input z to A and security parameter &,
denoted HYB 7 4(.)(%, (=, T, (q1,---,qx))), is defined as the output vector of the honest parties and the
adversary A from the hybrid execution of 7 with a trusted party computing . By the composition theorem
of [Can00] any protocol that securely implements F can replace the ideal calls to F.

4 Security in the Presence of Semi-Honest Adversaries

In this section we present our implementation of the outsourced pattern matching functionality Fopn and
prove its security against semi-honest adversaries. A scheme with security against malicious adversaries is
described in Section 5] building upon the protocol in this section. Recall first that in the outsourced variant
of the pattern matching problem, sender SEN manipulates the text 7" and then stores it on the server S in
such a way that the preprocessed text can be used later to answer search queries submitted by receiver REC.
The challenge is to find a way to hide the text (in order to obtain privacy), while enabling the server to carry
out searches on the hidden text whenever it is in possession of an appropriate trapdoor.

We consider a new approach and reduce the pattern matching problem to the subset sum problem
(cf. Section 2.2). Namely, consider a text 7" of length n, and assume we want to allow searches for pat-
terns of length m. For some integer M € N, we assign to each distinct pattern p that appears in 7" a random
element i, € Zy. Letting £ = n — m + 1, the preprocessed text T is a vector in Z?M with elements
specified as follows. Specifically, for each pattern p that appears ¢ times in 7', we sample random values
ai,...,a; € Zys such that R, = 23:1 a;. Denote with ¢; € [¢] the jth position in T" where p appears and
set T[i ;] = a;. Notice that for each pattern p, there exists a vector s € {0, 1} such that R, = TT -s. Hence,
the positions in T where pattern p matches are identified by a vector s and can be viewed as the solution for
the subset sum problem instance (R, T).

Roughly, our protocol works as follows. During protocol mp., we let the sender SEN generate the
preprocessed text T as described above, and send the result to the server S. Later, when a receiver REC
wants to learn at which positions a pattern p matches the text, clients REC and SEN run protocol mQuery;
at the end of this protocol REC learns the trapdoor R, corresponding to p. Finally, during mopm receiver
REC sends this trapdoor to S, which can solve the subset sum problem instance (R, ’i‘) The solution to
this problem corresponds to the matches of p, which are forwarded to the receiver REC. To avoid that SEN
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Protocol 7sy = (7TPrea T Querys 7TOpm)

Let x € N be the security parameter and let M, m, n, 11 be integers, where for simplicity we assume that n is
a multiple of 2m. Further, let H : {0, 1}* — Zjs be a random oracle and F : {0, 1}* x {0,1}™ — {0, 1}*
be a PRF. Protocol wsy involves a sender SEN holding a text T € {0,1}", a receiver REC querying for
patterns p € {0,1}™, and a server S. The interaction between the parties is specified below.

Setup phase, 7p,. The protocol is invoked between sender SEN and server S. Given input 7" and integer
m, sender SEN picks a random key k& € {0, 1}" and prepares first the text 7" for the packaging by
writing it as

T' = (By,...,By) = (T[1],...,T[2m]), (T[m+1],...,T[3m]), ..., (Tln—2m+1],...,T[n])),

where u = n/m — 1. Next, for each block By and each of the m + 1 patterns p € {0,1}™ that
appear in B}, we proceed as follows (suppose there are at most ¢ matches of p in By).

1. Sender SEN evaluates R, := H(F(k,p)||b), samples a1, ...,a,—1 € Zps at random and then
fixes a; such that a;, = R, — Zj;i a; mod M.

2. Set Byv;] = a; forall j € [t] and v; € [m + 1]. Note that here we denote by {vi}ien
(v; € [m + 1]) the set of indexes corresponding to the positions where p occurs in By,. Later
in the proof we will be more precise and explicitly denote to which block v; belongs by using
explicitly the notation v, .

Finally, SEN outsources the text T = (El, R Eu) to S.

Query phase, TqQuery. Upon issuing a query p € {0, 1}™ by receiver REC, clients SEN and REC engage
in an execution of protocol mquery Which implements the oblivious PRF functionality (k,p)
(=, F(k,p)). Upon completion, REC learns F(k, p).

Oblivious pattern matching phase, mopm. This protocol is executed between server S (holding ’f‘) and
receiver REC (holding F(k, p)). Upon receiving F(k, p) from REC, the server proceeds as follows
for each block By It interprets (B, H(F(k, p)||b)) as a subset sum instance and computes s as the
solution of By, - s = H(F(k, p)||b). Let {v;} ey denote the set of indexes such that s[v;] = 1, then
the server S returns the set of indexes {¢(b, v;) }e[u],jefs to the receiver REC.

Figure 3: Semi-honest outsourced pattern matching

needs to store all trapdoors, we rely on a PRF to generate the trapdoors itself. More precisely, instead of
sampling the trapdoors R, uniformly at random, we set R, := F(k, p), where F is a PRF. Thus, during the
query phase REC and SEN run an execution of an oblivious PRF protocol; at the end of this protocol REC
learns the output of the PRF, i.e., the trapdoor R,,.

Although the protocol described above provides a first basic solution for the outsourced pattern match-
ing, it suffers from a strong restriction as only very short texts are supported. We will provide more details
on this restriction in Section 4.1|P| To overcome this severe limitation, we partition the text into smaller
pieces each of length 2m, where each such piece is handled as a separate instance of the the protocol. More
specifically, for a text 7' = (T'[1],...,T[n]) let (T'[1],...,T[2m]), (T[m + 1],...,T[3m]), ... be blocks,
each of length 2m, such that every two consecutive blocks overlap in m bits. Then, for each pattern p that
appears in the text the sender SEN computes an individual trapdoor for each block where the pattern p
appears. More precisely, suppose that pattern p appears in block By, then we compute the trapdoor for this

STaking a look ahead, this solution can only support short texts as otherwise either the collision probability (cf. Lemma is
large and we cannot achieve correctness, or the subset sum problem cannot be solved efficiently as the instance is not low-density.
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block (and pattern p) as H(F(k,p)||b). Here, H is a cryptographic hash function that will be modeled as
a random oracle in our proofs. Given the trapdoors, we apply the preprocessing algorithm to each block
individually. The sub-protocols mquery and mopm Work as described above with a small change. In mQuery
receiver REC learns the output of the PRF F(k, p) instead of the actual trapdoors and in mopm receiver REC
forwards directly the result F(k, p) to S. The server can then compute the actual trapdoor using the random
oracle. This is needed to keep the communication complexity of the protocol low. Note that in this case if
we let {v;, } jvelty) De the set of indices corresponding to the positions where p occurs in a given block By,
the server needs to map these positions to the corresponding positions in 7' (and this has to be done for each
of the blocks where p matches). It is easy to see that such a mapping from a position v;, in block By, to the
corresponding position in the text 7" can be computed as ¢(b,v;) = (b — 1)m + v;. The entire protocol,
including the packaging mechanism, is shown in Figure 3} see also Figure[I|for a pictorial representation.

We now prove the following result in the Fprp-hybrid model (where Frryr denotes the oblivious PRF
evaluation functionality and is defined in Section 2.3).

Theorem 1 Let k € N be the security parameter. For integers n,m we set A\ = poly(k), u = poly(k),
u=n/m—1,0=(m+ 1)uand M = 2™~ We furthermore require that k is such that 2™ /M is
negligible (in k). Assume H : {0,1}' — Zps is a random oracle and F : {0,1}" x {0,1}"™ — {0,1}*
is a pseudorandom function. Then, the round optimal protocol msy from Figure [3| securely implements the
Fopwm functionality in the presence of semi-honest adversaries in the Fpry-hybrid model.

It is easy to verify that if we realize Fprp in two rounds (such as the implementation for [NR97]) then the
number of rounds within 7sy is optimal. First, SEN sends only one message to S. Next, we consider a
two-rounds oblivious PRF evaluation protocol for mqQuery. Finally, REC and S exchange only two messages.
We now continue with our security proof.

Proof: We first argue about correctness and then prove privacy.

Correctness. We say that our construction achieves correctness if with overwhelming probability each
pattern query p issued by REC is answered correctly with respect to the outsourced text 7'. More concretely,
for each pattern p € {0,1}" and a text T" € {0,1}", let {i;}c[4 be the positions in 7" where p matches
the text. Then, our protocol achieves correctness if for any 7" and p it returns the correct matches {7; } je[y-
Suppose that pattern p appears at position ¢;. We need to show that in this case the algorithm given in
Figure |§| returns indeed index 4;. To this end, suppose that position ¢; lies in block By, and By, for some
b € [1,v — 1] (recall that two consecutive blocks overlap at m positions, hence the bit 7'[i;] may appear
in both blocks; in case we have a match of a pattern exactly in the area that overlaps, then we will always
consider only the match in the first block). Wlog. assume that pattern p appears in block By 1. We run the
preprocessing algorithm on block B 1 to obtain the transformed block B, 1 that contains the solution of
the subset sum problem for (H(F(k, p)||b+1), By,1) at positions where the pattern p appears. Hence, when
during the execution of protocol mopm the server solves this subset sum instance, it will retrieve index 4; as
one of the solutions.

The analysis from above does not hold when one of the following situations occur. First, it may be
the case that for two different patterns p # p’ we get a collision in the PRF and/or random oracle. The
probability that this happens is negligible by the birthday bound. Next, we consider the following two cases
when we get a non-unique solution for the subset sum problem:

1. Two (or more) different subsets that sum to the same trapdoor in some block: From Lemma [I] it
follows that for each subset sum instance collision happens with probability 22™ /M. Taking the
union bound we get that the probability of collision for all patterns p (appearing in some block of
length 2m) is upper bounded by 2m - 22™ /M, which for our choice of parameters is negligible in x.
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2. There is no match in a block, but a subset in this block sums to trapdoor: For each trapdoor R, the
probability that some subset in a block sums to R, is upper bounded by 1/M. As there are 2™ possible
targets, we get by the union bound that the probability of this event is upper bounded by 2" /M which
is negligible in .

As both events above occur with a negligible probability and there are u = n/m — 1 blocks, we can apply
the union bound, resulting in a negligible (in k) probability of an incorrect result for our protocol. This
concludes the correctness proof of our protocol.

Privacy. We will show that for any PPT real adversary .A there exists a PPT ideal adversary (simulator)
Sim such that for any tuple of inputs (7', (p1, . .., py)) and auxiliary input z,

{IDEAL]:OPM,Sim(z)("Q) (*7 Ta (pla cee ap)\)))}HGN é {REALWSH,A(z) (Ka (*7 T, (Pla cee 7p/\)))}neN-

We prove each corruption setting separately. The final simulator from above can then be obtained by com-
bining the individual simulators.

A corrupted server. We begin with the case when the server is corrupted. Let A denote the adversary
controlling the server S. We will build a simulator Simg that simulates the view of A. To this end Simg
interacts with the trusted party and uses the leakage from the trusted party, which for each pattern query
reveals the matched text positions. We first describe the simulator Simg with access to A.

Convention: During the simulation Simg evaluates queries to the random oracle . Such queries are
made by A or by Simg during its simulation of the corrupted server. To evaluate H(x), Simg first
checks if it has already recorded a pair (z, ), in which case H (z) evaluates to the value r. Otherwise,
Simg chooses a random string € Zy, records (z, ) and evaluates H(x) to .

1. On input the auxiliary input z, Simg invokes A (i.e., the corrupted server) on this input. The simulator
keeps track of a table /5 that is initially set to the empty table.

2. Upon receiving a (preprocess, n, m) message from the trusted party denoting that the honest SEN
wants to outsource a text of length n to the trusted party, Simg defines text T by sampling uniformly
at random a vector of length ¢ := (m + 1)u from Zf\/‘,. It forwards T to adversary A and stores it for
later usage as well.

3. Uponreceiving a (query, REC, (i1, .. .,14;), id) message from the trusted party indicating that receiver
REC submitted a search query that was approved by SEN, Simg distinguishes two cases.

(a) Pattern queried by REC appears in T': In this case {i;} jejy) 1s not the empty set, and the sim-
ulator samples uniformly at random a value X4 from {0, 1}* (this will take the role of F(k, p)
in the real execution). Then, it proceeds as follows for each of the 4;’s. It first computes the
block number b = [i;/m] + 1 in which the index i; occurs and then the starting position
v;, = 1; mod m where the pattern appears in Eb. Then, Simg programs the random oracle
H(Xiq||) to Z;’ZZI T[Ujb]; if H has already been programmed to a different value, then we
abort.

(b) Pattern does not appear in T': In this case {i;};c[ is the empty set, and we check if table B
contains a value of the form (id, X;q). Otherwise, we pick the value Xjq uniformly at random in
{0, 1}* and store (id, Xjq) in B.

Finally, Simg (emulating the role of REC in the real execution) forwards Xjq to the adversary.
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4. If A does not answer with (i1, ...,4;), Simg sends L to ideal functionality and abort. Otherwise it
sends the trusted party (approve, REC).

5. Simg outputs whatever .4 does.

We first note that Simg runs in polynomial time since it only samples a random vector from Z ,, and then
calculates the sum of values from a given subset. Next, we show that the distribution produced by Simg in
the ideal world is computationally indistinguishable from the distribution that .4 expects to see in the real
world. This is required to hold even given the leakage revealing the positions where the pattern matches the
text. We start by defining a hybrid distribution HYB ., 4(.)(%, (=, T, (p1,...,px))) thatis defined as the
real experiment REAL ., 4z (%, (=, T, (p1,--.,px))) with the difference that Xiq is not computed by a
PRF but rather by a random function f,;. The following claim formalizes this statement.

Claim 2 Let F be a secure pseudorandom function (cf. Definition[l)), then there exists a negligible function
negl(-) such that for sufficiently large v € N and for any tuple of inputs (T, (p1,...,px)) and auxiliary
input z, it holds that

{REALWSH,A(Z)(Hv (_7 T7 (p17 s 7p/\)))}HEN é {HYBTA'SH,.A(Z) (’%7 (_7 T7 <p17 ce 7p)\)))}f$€N- (3)

The proof follows by an easy reduction to the pseudorandomness of F, as a distinguisher for the distributions
in Eq. (3) yields a distinguisher for the PRF.

To move to the simulated view, we need to bound the distance between the experiment HY B, 4(») (K,
(=T, (p1,--..,px))) and the simulated view. To this end, we define the event bad that occurs when the
simulator aborts in the ideal world.

- Event bad: Occurs if the simulation given above is aborted. In this case the corrupted server has asked
for a direct query to the random oracle of the form (f(p)||b) before it has seen f..(p), where b € [u]
and p is a pattern that occurs in the text 7'. Recall that f,; is a random function as defined in the hybrid
world.

We will show that the distribution produced by the simulator Simg in the ideal world is statistically close to
the distribution produced in the hybrid world.

Claim 3 For any input text T, patterns p1, . . ., py, and auxiliary input z, it holds that

{IDEAL.FOPM,Sim(z) (Kv (_7 T’ (pla v 7p>\)))}H€N =s {HYBWSH,A(,Z)(K’ (_7 Ta (p17 oo ’p)\)))}HGN'

Proof: We show that the view generated by Simg for the corrupted server in the ideal world has the same
distribution as the server expects to see in the hybrid protocol conditioned on the event bad. The view
contains the preprocessed text, answers to random oracle queries and the trapdoors that are sent by REC
during the sub-protocol mopm. In the ideal world, Simg chooses these values in the following way.

- Answers to direct RO queries: If the RO has already been asked on this input, then it returns the stored
value; otherwise it returns a value chosen uniformly at random,

- Preprocessed text: Sampled independently and uniformly from Z

- Trapdoors sent by REC: We first check if table B contains an entry of the form (id, Xjq), in which case
we return Xq. Otherwise, we consider two cases depending on the query (query, REC, (i1, ...,14;),id):

1. Pattern matches the text: Xiq is chosen uniformly at random from {0, 1}#. For each block B,

where the pattern appears, we program the random oracle H (Xq/|b) to th:l ’i‘[vjb], where v,

N J
are the positions in block Bj, where the pattern appears. We store (id, X;q) in .
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2. Pattern does not match the text: We pick Xj4 at random from {0, 1}* and store (id, Xiq) in B.

Notice that in the first case the trapdoor is a uniformly chosen value from Zj; as it is the sum of
uniformly and independently chosen values.

It is easy to see that individually these values are identically distributed in both the ideal and hybrid ex-
ecution. For the proof, we need to analyze the joint distribution that the corrupted server sees. The only
difference between the joint distribution in the ideal world and in the hybrid world is the way in which the
preprocessed text and the trapdoors are sampled. While in the ideal world the preprocessed text is sampled
uniformly and independently from Z?M in the hybrid world we prepare it according to the patterns that ap-
pear in the text 7. More precisely, in the hybrid world we put at locations where a pattern appears a random
additive sharing of a random value. This trivially implies that also in the hybrid world the transformed text
is sampled uniformly at random from Zf\/‘,. It remains to argue that at the later stage when the receiver
REC asks for patterns, the view in the ideal world remains consistent, namely, the sum of the values that
are put at the matched positions is equal to the trapdoor. We can achieve this consistency by programming
the value of the random oracle to the appropriate value. There is one exception when such programming
fails: namely, when the adversary has earlier queried the random oracle on this value. This is exactly when
event bad happens and the simulator aborts. It remains to show that the probability that event bad happens
is negligible in the security parameter.

Event bad occurs when the adversary asks the random oracle on a value X with form (f.(p)||b) for
some b € [u] and pattern p that appears in the text before it actually sees X. As f; is a random function this
happens with probability at most poly(x)/2* = negl(x). This concludes the proof. [ |

Combining Claimsand it holds that the distributions {IDEALx_ ..\ sim(z) (%, (=, T’ (P1, - - -, PA))) }ren
and {REAL ., () (%, (=, T, (p1,---,Pr))) }rxen are computationally close, which concludes the proof of
privacy in case of a corrupted (semi-honest) server.

A corrupted sender. Next, we consider the case when SEN is corrupted. Let A denote an adversary
controlling sender SEN, we build a simulator Simggn that generates its view. The simulator Simggn needs
to emulate the roles of receiver REC and of the server S using the leakage it gets from the trusted party. Let
us describe first the simulator Simggy that is given access to adversary A.

Convention: During the simulation Simggn evaluates queries to the random oracle H. Such queries
are made by A or by Simggn during its simulation of the corrupted SEN. To evaluate H(z), Simsgn
first checks if it has already recorded a pair (z,7), in which case H(z) evaluates to the value 7.
Otherwise, Simggn chooses a random string r € Zyy, records (z,r) and evaluates H(x) to r.

1. On input text T, length m, and auxiliary input z, Simggyn invokes A on these inputs.

2. Upon receiving T from A, Simggn sends a (text, T, m) message to the trusted party and receives
back (preprocess, |T|, m).

3. Upon receiving a (query, REC) message from the trusted party, denoting that the honest REC sub-
mitted a query p of length m to the trusted party, Simggn emulates the role of Fpgry and receives a
PRF key k from A. It then sends (approve, REC) to the trusted party on behalf of SEN (we recall
that the functionality excepts to receive an approval from both SEN and the ideal adversary). In case
A refuses to send a PRF key, Simggn sends _L to the trusted party, aborting the execution.

4. Simggn outputs whatever .4 outputs.
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We first note that the simulator runs in polynomial time since all it does is emulating the role of Fpgy.
Next, we note that the receiver’s privacy trivially holds in the Fprp-hybrid model since the sender and the
receiver do not communicate any message.

A corrupted receiver. Finally, we consider the case when receiver REC is corrupted. Let A denote an
adversary controlling receiver REC, we build a simulator Simggc that generates its view. Simulator Simggc
needs to emulate the roles of the sender SEN and of the server S using the leakage it gets from the trusted
party. Below we describe the simulator Simggc that is given access to adversary A.

Convention: During the simulation Simrgc evaluates queries to the random oracle H. Such queries
are made by A or by Simggc during its simulation of the corrupted REC. To evaluate #H(x), Simggc
first checks if it has already recorded a pair (z,7), in which case #(x) evaluates to the value r.
Otherwise, Simggc chooses a random string r € Zy, records (x, ) and evaluates H(x) to .

1. Upon receiving auxiliary input z, Simgrgc invokes A on this input.

2. (preprocess, n, m) messages from the trusted party that denote that the honest SEN submitted a text
of length n are ignored.

3. Whenever A initializes protocol mquery to learn the trapdoor corresponding to a given pattern, Simgsgn
emulates the role of Fpgy and receives an input p from A. It then generates a PRF key k& and forwards
Fi(p) to the adversary. Finally, Simgrgc sends (query, p) to the trusted party.

4. Upon receiving L from the ideal functionality, Simggc sends L to A and abort. Otherwise, it sends
(approve, REC) to the ideal functionality.

5. Upon receiving (query, p, (i1, ... ,4t),id) from the trusted party, Simrgc sends {i;};c|y to A and
outputs whatever A does.

Notice that the simulator runs in polynomial-time since it only emulates the role of Fprr. Next, we
claim that the privacy of sender SEN is guaranteed and that REC does not gain any additional information
during the execution of the real protocol msy. In fact, the hybrid and simulated views are statistically close
where the only potential difference is due to an incorrect response by the server in the real execution. Since
correctness is obtained with overwhelming probability (as formally stated above), the receiver’s view is
statistically indistinguishable in both executions.

Collusion. So far we considered single corruption cases. However, the proof carries over also in the
presence of collusion between the receiver REC and S. In this case, we need to show that the server and the
receiver cannot conclude any additional information about the text other than what is obtained by the leakage
from the queries. A proof of this statement follows the same argument as in the single corruption case. Note
in particular that the only additional information given to the server are the values of the patterns, and it still
remains infeasible to guess new trapdoors that enable to obtain more information about the outsourced text.

4.1 Efficiency

We start by considering the efficiency of our scheme when we do not use the packaging approach. Notice
that in this case we do not need the random oracle, but as shown below we have strong limitations on the
size of the text. Namely, without packaging the server S is asked to solve subset sum instances of the form
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('f‘, R,), where T is a vector of length / = n — m + 1 with elements from Z,; for some integer M. To
achieve correctness, we require that each subset sum instance has a unique solution with high probability
(cf. also the proof of Theorem|[I). In order to satisfy this property, one needs to set the parameters in such
a way that the quantity 2¢ /M is negligible. Writing M = 25+ we achieve a reasonable correctness level
with, e.g., security parameter > 80. On the other hand, to let S solve subset sum instances efficiently, we
need to consider low-density subset sum instances. The analysis of Section (see in particular Eq. (2))
yields, in this case, a value of £ ~ /k. This poses an apparently inherent limitation on the length of the text
to be preprocessed. For instance, even using a higher value x ~ 10* (yielding approximately subset sum
elements of size 10 KByte) limits the length of the text to only 100 bits.

To overcome this limitations, we can use the packaging approach from our protocol above. Namely,
when we structure the text into blocks of length 2m bits, the preprocessed blocks By, consist of £ = m + 1
elements in Z);. As above we can set M = 21+ 1o guarantee correctness. For efficiency, we have, h(lwever,
the advantage that the blocks are reasonably short which yields subset sum instances of the form (Bj, R))
that can be solved in polynomial-time. By combining many blocks we can support texts of any length
polynomial in the security parameter. We further note that for sufficiently small lengths of m (which are
typically some constant), a brute force search in time 2™ per package is sufficient in order to solve the
subset sum problem. Finally, we emphasize that the communication/computational complexities of TQuery
depend on the underlying oblivious PRF evaluation. This in particular only depends on m (due to the
complexity of the current implementation of the [NR97] PRF). Using improved PRFs can further reduce the
communication complexity. Whereas the communication complexity of mopm solely depends on the number
of matches of p in T which is essentially optimal.

5 Security in the Presence of Malicious Adversaries

In this section we explain how to modify the semi-honest construction from Section [4] to obtain security
against malicious adversaries (that is, corrupted server and receiver). For simplicity, we will consider pro-
gressive modifications of protocol wsy, where each modification deals with a different corruption case.
These extensions can then be combined to obtain a construction which supports full malicious security. In
order to maintain the presentation of our protocols simple, we will present the protocol in the presence of
corrupted server in its basic form without relying on the packaging technique described in Section f] We
stress though that our construction can easily handle packaging as well.

5.1 Dealing with a Malicious Server

The underlying idea here is to add an efficient mechanism in protocol 7sy that enables to verify the cor-
rectness of the server’s answers. Notably, this already provides security against a malicious server, because
the server does not have any input/output with respect to protocol mQuery, and we already ensured privacy
within the semi-honest proof. To do so, we will rely on Merkle trees [Mer89] commitment schemes (see
Section [2.5), that essentially produce a succinct commitment that is independent of the length of the com-
mitted message. We modify protocol 7pre by instructing sender SEN to commit to its preprocessed text
using Merkle trees. Precisely, let T' be the preprocessed text outsourced to server S, as described in the
protocol of Figure Sender SEN generates a binary tree building on top of leaves {T[i]||i}{_,. Then, for
every pattern p such that its trapdoor H (F(k,p)) corresponds to a subset in T with locations {i, ... i},
the server is asked to decommit the paths from the root to the leaves corresponding to these locations. To
verify such values, receiver REC recomputes the paths all the way back to the root. We emphasize that this
approach already ensures that the server cannot return a proper subset of the actual set of matches, since this
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would imply that the server has found two different solutions for a given target, which we know occurs only
with a negligible probability.

Nevertheless, Merkle trees do not protect against a malicious server declaring that there is no match
even though a given pattern is actually matched. To prevent this attack we use universal accumulators (see
Section [2.6)), so that the server has to provide a witness for non-membership of an element in a set. We
remark that applying this technique in a naive way would not work, since the potential number of elements
in the set is exponential in n (i.e., counting all possible subsets from the preprocessed text) resulting in
exponential running time for SEN and S. Instead, we let SEN commit to the set of trapdoors it generated
while creating the preprocessed text T. This yields a much smaller group G with at most ¢ elements. (For
privacy issues we need to pad G in such a way that S cannot detect the actual number of trapdoors, which
would also reveal the number of distinct substrings of length m in the text.) During the preprocessing the
sender computes an accumulator for this set.

Our final construction is slightly different than this, in that we need to provide REC with the proper
information allowing it to verify the values retrieved from the server. First, REC needs to know the commit-
ment to T, i.e., the root h of the Merkle tree, and the accumulator to the set G (which is denoted h¢). These
values will be sent from SEN within protocol wqQuery. Moreover, in order to verify validity of a witness for
(non-)membership, REC also needs the commitment of the trapdoor for pattern p, denoted by ~y,. Clearly,
this value can neither be forwarded by the server (since otherwise it could easily cheat), nor by sender SEN
(since otherwise it should keep a state of size equal to the number of trapdoors). Our solution is to split the
output of the PRF into two parts (R;, rp): The first part is used as input to the random oracle # to evaluate
the actual trapdoor R,,; whereas the second part is used as randomness in the computation of the commit-
ment 7y, corresponding to an (and thus to R,,)El Given this randomness, REC can compute the commitment
p and thus verify the accumulator’s proof.

To sum up, we rely on the following building blocks: (1) a succinct commitment scheme (Commity,
Openpy) (implemented via Merkle trees; see Section ; (2) a perfectly binding (and computationally
hiding) commitment scheme (Commit, Open) (see Section ; (3) a static universal accumulator (see
Section[2.6)). A detailed description of the protocol can be found in Figure [d}

Theorem 2 Let k € N be the security parameter. For integers n,m,\, u, i’ and { =n —m + 1, let M =
205 1 = poly(k), p' = poly(k), A = poly(k) and fix k such that 2° /M is negligible (in k). Assume that
H is a random oracle, and that (Commity, Openy) is binding, (Commit, Open) is computationally hiding,
and (Init, CreateAcc, CreateWit, Check) satisfies collision freeness. Then, the round optimal protocol myais
from Figure[|securely implements Fopw in the presence of a malicious server S.

Proof: Proving security follows in two steps. We first prove that protocol my,|s is correct. Namely, with
all but negligible probability the malicious server does not return a false search response. Second, we claim
that condition on that w4 1S correct, we can simulate the view of the server.

Proof of correctness. We say that our construction achieves correctness if with overwhelming probability
each pattern query p issued by REC is answered correctly with respect to the outsourced text 7'. More
concretely, for each pattern p € {0, 1} and a text T € {0, 1}", let {4;} ;s be the positions in 7" where p
matches the text. Then, our protocol is correct if it returns for any such p and 7" the same matches {3 } (-
As in Theorem [T} we neglect the event that a solution of subset sum is non-unique due to a collision in the
PRF and/or random oracle (since the probability that this happens is negligible in the security parameter ).

®In the basic form of the protocol it does not make any difference whether we commit to R, or to R;,. However, in the extension
based on packaging committing to R;, yields a better communication complexity in the setup phase.
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Protocol myais = (7TPre7 T Query 71-Opm)

Let k € N be the security parameter and let M, A\, m,n, u, 1’ be integers. Further, let H : {0, 1}* — Zys
be a random oracle and F : {0,1}* x {0,1}™ — {0,1}* be a PRE. Consider a succinct commitment
scheme (Commity, Openy), a computationally hiding commitment scheme (Commit, Open) and a static
universal accumulator (Init, CreateAcc, CreateWit, Check). Protocol 75 involves a sender SEN holding
atext T € {0,1}", a receiver REC querying patterns p € {0,1}" and a server S. The interaction is
specified below.

Setup phase, 7p.. The protocol is invoked between sender SEN and server S.

1. Preprocessing the text. Given input T and integer m, sender SEN defines a vector T of
length £ = n — m + 1 and picks a random PRF key %k € {0,1}". For any p € {0,1}" denote
by {i;};e[y the set of indexes corresponding to the positions where p occurs in T'. Sender
SEN evaluates (R),,r,) = F(k,p) (for R, € {0,1}*), computes R, = H(R)), samples
ai,...,at—1 € Zyr at random and then fixes a; such that a; = R, — 22;11 aj mod M. It
then sets T[z]] =a; forall j € [t].

2. Committing to the text. _ In addition, SEN commits to T by letting h =
Commitm ((T[1]|1(1)), ..., (T[€]]](£))) (for {T[4]||(¢)}; the committed values).

3. Committing to trapdoors. Denote by p1,...,p, all distinct patterns of length m in T', for
some v < {. Then, SEN computes y; = Commit(R,, ;rp,) forall i = 1,...,v and sets
G :={71, - sYwsYv+1,--.,7e} for randomly chosen v, 41, .. .,Ye.

4. Setup for the accumulator. Finally, SEN samples (pk,..,Skacc) « Init(1*), computes

(hg, aur) <+ CreateAcc(pk,ec, SKace, G), outsources (T, h, G, pk,ec, ha, auz) to S and
keeps (K, h, pkycc, b ).

Query phase, TqQuery. Upon issuing a query p € {0,1}™ by receiver REC, client SEN and REC engage
in an execution of protocol mquery Which implements the oblivious PRF functionality (k,p)
(L, F(k,p)), such that (R}, 7,) = F(k,p). Receiver REC also receives from SEN the commitments
h and hg, and the value pk,... Upon completion, REC computes trapdoor R, = H(R,,).

Oblivious pattern matching phase, mopm. This protocol is engaged between server S that inputs
(T, h, G, pkyee; ha, auz) and receiver REC that inputs (h, pkyee, ha, Ry, Ry, 7p).

1. Solving subset sum. Upon receiving (Ry,,7,) from REC, where v, = Commit(R,,;,), the

server views (T, R, = H(R;},)) as a subset sum instance and solves this instance. Let s denote
the solution, and denote with {i;} ;<[ the set of indexes such that s[i;] = 1.

2. Opening the Merkle tree. The server runs (T[i;], path(i;)) = Openm(h,i;) forall j € [¢].

3. Proving (non-)membership. The server computes a witness for (non-)membership (., <
CreateWit(type, pkyec, G, ha, auz,y,) (where type = 0if v, € G and type = 1 other-
wise). Hence, S returns REC the set {i; } ;[ together with {T[i;], path(i;)} ;e and ¢, .

Receiver REC verifies the openings {’i‘[z]}, path(i;)} ey, checks that 23‘:1 'T‘[zj] = R, and that
(Check(0, pkyee, ha, Gy, Vp)) V (Check(1, pkyee, ha, Gy, ) = 1.

Figure 4: Outsourced pattern matching resisting a malicious server

For each pattern p we consider two subcases: the case that p matches the text in at least one position,
and the case that p does not match the text. In both cases we reduce correctness to the collision intractability
of Merkle trees and the collision freeness of the universal accumulator.
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Claim 4 For any pattern p* € {0,1}™ such that p* matches T in at least one position, protocol TQuery is
correct assuming the binding property of Merkle trees and collision freeness of the accumulator.

Proof: Consider a pattern p* and assume that it matches the text in positions 7 = {i;}c[. We consider
two bad events and bound their probability.

- badj: Occurs in the real execution whenever S convinces REC that p* does not match the text.

- bads: chlrs in the real execution whenever S convinces REC that the solution to the subset sum
instance (T, Ry+) is 7 = {i } e for {3 }; # {i;};.

Intuitively, bad; happens with negligible probability since provoking this event means that the server is
able to prove that the commitment to a trapdoor R, does not belong to the set G of all commitments. This
violates collision freeness of the accumulator.

We start by considering a malicious A controlling S in the real world and provoking event bad; for
text 7" and pattern p*. From such an adversary, we build an efficient machine A breaking collision free-
ness of (Init, CreateAcc, CreateWit, Check), as follows. Adversary A is given pk,., and processes the
text 7" as described in the protocol of Figure {f in particular, it computes (T, G, h) and forwards G to
its own oracle O obtaining (hg, aur) such that (hq, aur) < CreateAcc(pk,cc,Skace; G). The values
(T, h, pkyee, G, he, aux) are forwarded to S. Next, A simulates a query for pattern p* (matching 7' by
hypothesis), as described in protocol mv,is; this yields a pair (R;,* ,Tp=) which is forwarded to the server. S
returns the matching positions {; } ;e[ together with a witness (,+. Finally, A outputs (G, Gy, Yp+).

Note that the above simulation is perfect from the point of view of S; in particular, since we are assuming
S provokes event bad; with non-negligible probability, we can conclude that Check(1, pk,cc, ha, (p=, Ypr) =
1 which contradicts collision freeness as v,« € G.

Now, consider the second event bads. Intuitively, bads happens with a negligible probability since pro-
voking this event means that the server is able to decommit at least one position in the text to a non-consistent
value. This violates the binding property of Merkle trees. Recall that, with overwhelming probability, there
exists at most one solution to the subset sum instance (T, R,+). Denote this “non-collision event” by nocol.
We can write:

Pr[bads] = Pr[bads|nocol] - Pr[nocol] + Pr[bads|nocol] - Pr[nocol] < Pr[bads|nocol] 4+ Pr[nocol].

Due to the low collision probability, we have Pr[nocol] < negl(x). It remains to prove that Pr[bada|nocol] <
negl(x). However, conditioned on nocol, the only way to provoke event bady is by violating the binding
property of Merkle trees: There exists an index i; € 7' such that Openm(h,i;) # T[i}]. In particular, an
adversary provoking this event can be turned into a concrete polynomial-time machine breaking collision
resistance of (Commity, Openp). Thus, Pr[bads|nocol] must also be negligible. Together with the previous
equation, this concludes the proof of the claim. [ |

Claim 5 For any pattern p* € {0,1}" such that p* does not match T, protocol TQuery is correct assuming
the binding property of Merkle trees and collision freeness of the accumulator.

This proof follows similarly to the proof of Claim [ and is therefore omitted. The only difference is that,
in the reduction to collision freeness, adversary A is able to produce a witness of membership for a value

Ypr € G.
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Privacy. Finally, we note that conditioned on correctness, simulating the server’s view reduces almost
immediately to the semi-honest case; so essentially the same simulator as in the proof of Theorem [I] will
do. We only need to specify how the simulator can simulate the additional messages which are included
in protocol s but not in wsy. Specifically, during the setup phase Sim needs also to produce the values
(h, hg, auz). To do so, the simulator will simply define G by committing to ¢ random values and then
compute (hq, aur) as in a real execution. Note that the value h can be computed consistently with the
sampled pre-processed text T. Finally, during the oblivious pattern matching phase, Sim will first compute
the value R, as described in the proof of Theorem E If the pattern matches, then ~, is chosen to be
a random element in GG; otherwise a fresh commitment of a random message is used. It follows from
the computationally hiding property of (Commit, Open) that the above strategy is not detectable by the
adversary but with a negligible probability.
A formal description of the simulator Simg (with access to .A) follows.

Convention: During the simulation Simg evaluates queries to the random oracle . Such queries are
made by A or by Simg during its simulation of the corrupted server. To evaluate H(x), Simg first
checks if it has already recorded a pair (x, ), in which case H(z) evaluates to the value r. Otherwise,
Simg chooses a random string € Zyy, records (z,7) and evaluates H(x) to 7.

1. On input the auxiliary input z, Simg invokes A (i.e., the corrupted server) on this input. The simulator
keeps track of a table B that is initially set to the empty table.

2. Upon receiving a (preprocess, n,m) message from the trusted party denoting that the honest SEN
wants to outsource a text of length n to the trusted party, Simg defines text T by sampling uniformly
at random a vector of length £ := n — m + 1 from Z¢,.

Next, Simg computes & = Commity ((T[1][|(1)), - - ., (T[€]]|(£))) (for {T[i]||()}: the committed val-
ues), lets G = {71, ...,7,} for randomly chosen 1, ..., 7, and sets (hg, aur) < CreateAcc(pksc.,
skacc, G) where (pk,cc, SKace) <= Init(1%). Hence, it forwards (T, h, pkaec, ha, aur) to adversary A
and stores (T, G) for later usage as well.

3. Uponreceiving a (query, REC, (i1, .. .,14;), id) message from the trusted party indicating that receiver
REC submitted a search query that was approved by SEN, Simg distinguishes two cases.

(a) Pattern queried by REC appears in T’ In this case {i;} ;e[ is not the empty set, and the simula-
tor samples uniformly at random a value Xiq from {0, 1}#. Then, it programs the random oracle
H(Xiq) to Z;Zl T|i;]; if H has already been programmed to a different value, then we abort.
Furthermore, Simg picks an element v < G.

(b) Pattern does not appear in T': In this case {i;};c[ is the empty set, and we check if table B
contains a value of the form (id, Xjy). Otherwise, we pick the value Xjq uniformly at random
in {0, 1}* and store (id, Xjq) in B. Furthermore, Simg picks an element -y by committing to a
random message.

Finally, Simg (emulating the role of REC in the real execution) forwards (Xiq,y) to the adversary.

4. If A does not answer with (i1, ...,4;), Simg sends L to ideal functionality and abort. Otherwise it
sends the trusted party (approve, REC).

5. Simg outputs whatever .4 does.

We first note that Simg runs in polynomial time since it only samples a random vector from Z,, and then
calculates the sum of values from a given subset. Next, we show that the distribution produced by Simg in
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the ideal world is computationally indistinguishable from the distribution that .4 expects to see in the real
world. This is required to hold even given the leakage revealing the positions where the pattern matches the
text. We start by defining a hybrid distribution HYB}rMMS,A(z) (k, (—, T, (p1,...,px))) that is defined as the
real experiment REAL o () (K, (=, T, (p1,--.,px))) with the difference that X4 is not computed by a

PRF but rather by a random function f,;. We have the following claim:

Claim 6 Let F be a secure pseudorandom function (cf. Definition[I)), then for all sufficiently large . € N
and for any tuple of inputs (T, (p1, . ..,p\)) and auxiliary input z, it holds that

{REALq,, o 4 (5, (=T, (p1, - .p))) been & {HYBL (5, (=, T, (p1, ... px))) bren.

The proof of the above claim is similar to the proof of Claim 2} and consists of a simple reduction to the
pseudorandomness property of the PRF.

Next we consider a hybrid distribution HYB72TMaIS, Az (B (=T, (p1, ..., pa))) that is defined as the
previous hybrid, with the difference that the elements in the set G are replaced by commitments to random

messages. A standard hybrid argument yields the following claim:

Claim 7 Let (Commit, Open) be computationally hiding, then for all sufficiently large v € N and for any
tuple of inputs (T, (p1, . ..,px)) and auxiliary input z, it holds that

{HYB}TMMS,A(Z) (Hv (_7 T7 (p17 e 7p)\)))}l€€N é {HYBiMaIS,A(z) (ﬁa (_7 T7 (p17 o 7p/\)))}K€N'

Finally, we need to bound the distance between the experiment HYB?rMaIS A(2) (5, (=, T, (p1y---,0x)))
and the simulated view. We do this in the next claim.

Claim 8 For any input text T, patterns p1, . . ., py, and auxiliary input z, it holds that

{IDEAL]——OPM,Sim(z) (Hv (_7 T7 (p1, B 7P>\)))}neN =s {HYBngaB,A(Z) (’ia <_7 T7 (p17 ce 7p)\)))}H€N‘

Proof: Define the following event bads that occurs when the simulator aborts in the ideal world.

- Event bads: Occurs if the simulation given above is aborted. In this case the corrupted server has
asked for a direct query to the random oracle of the form (f,(p)|.) (Where y|,, denotes the truncation
of bit-string y to the first u bits) before it has seen f,;(p), where p is a pattern that occurs in the text
T'. Recall that f is a random function as defined in the first hybrid world.

An argument similar to the proof of Theorem [I]shows that the simulated view and the output distribution in
HYB?rMaS,A(z)(H’ (=, T, (p1,-..,px))) are identical conditioned on the event bad := bad; A bada A bads
not happening.

On the other hand, since f,; is a random function, it is easy to see that bads occurs with probability
at most poly(x)/2* = negl(x). Now, Claim [§] and Claim [5] together with a union bound imply that the
probability of bad is negligible. This concludes the proof. [ |

Putting together Claimﬁ Claim and Claim (8 concludes the proof. [ |

5.2 Dealing with a Malicious Receiver

We note that the protocol of Figure [§]is already secure against a malicious REC (with a small change). In
fact, the only inputs receiver REC provides is an execution of protocol sy (sub-protocol mquery) are the
search queries p;’s. To this end, we claim that the only way REC can attack the protocol is by guessing
a trapdoor of which it did not submit a query for. We further claim that the probability of this event is
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negligible in the security parameter (where this event occurs with negligible probability even conditioned
on the fact that the receiver knows the Merkle commitment and the accumulator, as these preserve the
privacy of the text as proven above). Loosely speaking, this follows from the security of the PRF. Namely,
given that this event occurs with a non-negligible probability a distinguisher can detect this trapdoor in the
queries submitted to the random oracle. The reduction to the pseudorandomness of the PRF follows the
same outlines as the semi-honest reduction for the case that the server is corrupted and is therefore omitted.
Hence, it suffices to ensure that protocol mQuery is secure in the presence of malicious adversaries so that
a simulator can extract these queries. (An example is the protocol of [HL10], taken from [FIPROS], which
implements the Naor-Riengold function [NR97] in the presence of malicious adversaries.)
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