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Abstract

A novel internal state recovery attack on the whole Grain family of ciphers is
proposed in this work. It basically uses the ideas of BSW sampling along with em-
ploying a weak placement of the tap positions of the driving LFSRs. The currently
best known complexity trade-offs are obtained, and due to the structure of Grain fam-
ily these attacks are also key recovery attacks. It is shown that the internal state of
Grain-v1 can be recovered with the time complexity of about 2% operations using a
memory of about 2°891 bits, assuming availability of 24° keystream sequences each
of length 2%° bits generated for different initial values. Moreover, for Grain-128 or
Grain-128a, the attack requires about 2'%° operations using a memory of about 28259
bits, assuming availability of 27° keystream sequences each of length 276 bits generated
for different initial values. These results further show that the whole Grain family,
due to the choice of tap positions mainly, does not provide enough security margins
against internal state recovery attacks. A simple modification of the selection of the
tap positions, as a countermeasure against the attacks described here, is given.

Keywords : Stream cipher, Grain cipher, State recovery attack, BSW sampling.

1 Introduction

The Grain family of stream ciphers was initially developed through the Grain-v0 version,
which was submitted in the initial phase of the eSTREAM project in 2005 [18]. This
design is well suited for hardware restricted environments, and in 2008 Grain-v1 (a tweaked
version of Grain-v0) entered the last evaluation phase being one of the three remaining
candidates in the final hardware portfolio of the eSTREAM project [26]. Grain-v1 employs
an 80-bit secret key and a 64-bit initial value, whereas the number of internal state bits is
160 [19]. To satisfy higher security requirements, a version of Grain-vl, known as Grain-
128, was proposed by the designers in 2006 [20]. This version uses a 128-bit secret key
and a 96-bit initial value. Later, to meet both functionalities of message authentication
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and encryption, the designers presented a modified version Grain-128a at SKEW2011 [2],
whose key length and the length of the initialization vector is the same as for Grain-128.
The number of internal state bits for both Grain-128 and Grain-128a is 256.

The Grain family of stream ciphers has a compact and high-level structure, especially
suitable for hardware constrained applications. The design rationale of the Grain family
is based on the use of two shift registers, that is, one linear feedback shift register (LFSR)
and one nonlinear feedback shift register (NFSR). These registers provide the inputs to a
nonlinear filtering function » whose output is then added to one particular (secret) state
bit of the NSFR to provide the output keystream bit [19, 20, 2]. Due to the simplicity of its
design, the Grain family of stream ciphers has been a favourite target for the application
of diverse cryptanalytic methods. In general, the main cryptanalytic methods applied
to the Grain family of encryption algorithms may be divided into several major groups,
namely into distinguishing attacks [27, 25], algebraic attacks [1], various types of chosen
IV and (dynamic) cube attacks [12, 13, 24], related key chosen IV attacks [11, 10, 14], near
collision and differential fault attacks [28, 9], and internal state recovery attacks [5, 22, 23].

Our technique described here belongs to state (key) recovery attacks that are closely
related to the problem of inverting a one way function y = f(z). Notice that the idea of
Time-Memory trade-off attack (TMTO) was firstly proposed by Hellman in [17], which
combines the exhaustive key attack and the table lookup attack to solve the problem
of inverting one way functions. More precisely, the trade-off curve of TMTO in [17] is
described as TM? = N? and P = N, where T is the online time complexity, M is the
memory cost, P is the offline time complexity, and N is the number of possible keys.
Later, some new time-memory-data trade-off (TMDTO) attacks on stream cipher are
respectively presented by Babbage [4] and Goli¢ [16]. The tradeoff curve of Babbage-
Golic attack (i.e., BG-TMDTO attack) can be described as TM = N, P = M and T' = D,
where D denotes the data complexity and N is the number of possible internal states. At
Asiacrypt 2000, using multiple data points, Biryukov and Shamir proposed an extension
of TMDTO attacks [6]. The trade-off curve of Biryukov-Shamir attack (BS-TMDTO) in
[6] can be described as TM?D? = N? and P = N/D, where 1 < D? < T.

At FSE 2000, a new sampling technique was proposed by Biryukov, Shamir, and
Wagner (denoted by BSW sampling) [7], which can improve upon the BS-TMDTO attack
by providing a more flexible choice of parameters. The main idea of BSW sampling is to
find an efficient way to generate and enumerate “special” cipher states, from which the
first output segment of keystream bits of the cipher is a fixed string (such as a run of
consecutive zeros). If this can be done for a run of u bits, the sampling resistance of the
cipher is defined to be R = 27%. Being of no particular importance for small values of
u, this approach may lead to improved trade-off attacks if w is sufficiently large. In [5],
some special states of Grain-vl were identified giving the sampling resistance R = 2721,
This resistance allowed the authors to mount an attack on Grain-vl with online time
complexity of O(27°) and memory complexity of O(25%) after a precomputation of O(21%4)
steps and using O(2°%) bits of a known keystream sequence.

Recently, at Africacrypt 2014, Ding et al. [15] proposed a generalization of BG-
TMDTO attack, which combines the original BG-TMDTO attack and the BSW sampling
technique given that multiple data is available for the attacker generated from the same



Sample (d,d’) Time (off-line) Memory Time (online) Success rate Resource
(1,2%) 9104 969 970 1 [5]
(2467 250) 270 946 272 1 [22]
(1,267-8) 2731 262.8 2714 unresolved [28]
(24525 945.25) 969.5 969.5 969.5 1 [15]

(245, 219) 966 958.91 966 1 new

Table 1: Summary on the main attack on Grain-vl - a single-key framework

secret key and different IV values. The trade-off curve of this attack can be described as
MT =rRN,MD = N,P =M and D = d - d’, where r is an integer (1 <r < R™1), d de-
notes the number of keystream sequences the attacker can capture (generated by the same
key but different IVs), and d’ stands for the length of each sequence. It was shown that
this generalization of BG-TMDTO attack on Grain-vl and Grain-128 stream ciphers is
rather efficient since the online time, offline time and memory complexity of the attack are
all lower than an exhaustive key search. Even though the data complexity D = d-d’ > 2K
[15] (see also Table 1 and Table 2), the attack scenario is more realistic compared to the
case when the same amount of output data D is generated by a fixed secret key and a single
IV. Prior to this work, two major improvements regarding the cryptanalysis of Grain-v1
and Grain-128 were proposed recently in [22, 23|, where by employing the normality of
filtering function A the best known trade-off parameters could be obtained (cf. Table 1
and Table 2). Notice that this approach also requires D > 2K though d,d’ < 2K,

Nevertheless, it appears that the Grain family leaves a lot of space for improvements
to prevent the existence of these special internal states of relatively moderate size. In
particular, due to the choice of tap positions of the Grain variants and the sparseness of
the filtering function, we have been able to reduce the sampling resistance to R = 2728
for Grain-vl and to R = 2746 for Grain-128(a). For Grain-vl (and similarly for Grain-
128), this is done by manipulating the output keystream bit expression z; = » jeA bit; D
h(St+3, St+25, St+46, St+64, bt+63), where A = {1,2,4,10,31,43,56}, with respect to the 7
masking NFSR bits b;1;. Due to the designers selection of the tap positions the masking
NFSR bits do not influence the function h during a certain time interval. This further
implies that these bits can be computed by guessing the remaining state bits involved in
the computation, and in addition the sparseness of h also allows us to retrieve a few more
bits by fixing suitable state bits. Compared to the currently best known attack presented
in [22][15], our approach gives better complexity estimates.

Table 1 and Table 2 summarise relevant previous work and our main attack results
on the Grain variants. Apparently, our attack has smaller time complexity compared to
other approaches, and in general it performs better when all the complexity measures are
taken into account.

The rest of the paper is organized as follows. In Section 2, a brief description of the
structure of Grain family is given. In Section 3, based on a few simple observations, a state
(key) recovery attack is proposed against all Grain variants. Finally, Section 4 concludes



Sample (d,d’) Time (off-line) Memory Time (online) Success rate Resource
(1,2%9) 2113 259 2113 0.001 [12]
(1,26%) 290 263 290 0.05 [13]
(250, 295) ol11 9111 9116 1 23]
(2695, 269.5) 9117 o117 9117 1 [15]
(273, 276) 9105 982.59 9105 1 new

Table 2: Summary on the main attacks on Grain-128(a)- a single-key framework

the paper with a brief discussion concerning the possibility of thwarting similar kind of
attacks as the one presented here.

2 Preliminaries

2.1 A brief description of the Grain family of stream ciphers

For the self-completeness of the discussion that follows, we give a brief description con-
cerning the structure of the Grain family of stream ciphers. Due to a varying length of
the secret key and the initialization vector (as well as the length of the registers) used in
different versions, a full specification of the filtering functions used is given in Section 3.1
and Section 3.2.

It is convenient to denote by n the length of the shift registers, alternatively the length
of the secret key. The structure of the Grain cipher is depicted in Figure 1. The LFSR is
updated through a linear feedback polynomial f of degree n and is given by,

Strn = f(st), (1)

where s; = (8¢, St4+1,- - -, St4n—1) is the secret state of the LFSR at time ¢. Similarly, the
NFSR is updated through a nonlinear feedback polynomial g of degree n,

birn = 5t @ g(by), (2)

where by = (b, biy1,...,b4n—1) is a secret state of the NFSR at time ¢. The keystream
sequence is generated by combining the secret state bits of both registers in a nonlinear
manner,
2= (s, b)) ® Y bita, (3)
acA
where A C {0,1,...,n — 1}, and A is fixed for each Grain variant.

The key loading algorithm (KLA) loads an n-bit key into the NFSR and an m-bit
IV vector into the LESR (at first m stages). Since m < n, the remaining n — m bits of
the LFSR are loaded with some fixed padding scheme P which depends on the version
considered. However, the 2n bit initial secret state is of the form K||IV||P, where the
first n bits correspond to the content of the NFSR.



The key scheduling algorithm (KSA) is run for the first 2n clocks in a non-output
mode, which is formally accomplished by feeding back the output bits z; to the registers.
Thus, the update functions during the KSA are:

Styn = f(St) D 283 biyn = 5: D g(by) ® 2. (4)

After the completion of the KSA, z; is no longer used as a part of the update function
(which is now given by (1) and (2)), it is rather considered as the output keystream bit.

g(b) f(se)

NFSR <D< LFSR

Figure 1: Block description of Grain cipher

2.2 BSW Sampling and a generalization of the BG-TMDTO attack

The concept of BSW-sampling was firstly introduced by Biryukov, Shamir, and Wagner in
[7], which can be used to obtain wider choices of trade-off parameters for the BS-TMDTO
attack. In general, the BSW sampling trade-off works if the following assumption is
satisfied for a given cipher.

Assumption 1 For a given stream cipher with n = logy, N bits of internal state, given a
value of n—1 particular (special) state bits of the cipher and the first | bits of the keystream
sequence generated from the (partially unknown) internal state, then the remaining | bits
of the internal state can be recovered directly (and efficiently).

Assume that the sampling resistance of a given stream cipher is R = 27!, The adversary
can then use a family of one-way functions f: {0,1}"~! — {0, 1}~ as follows [7]:

Step 1 Fiz a specific function by choosing an l-bit string S as the first I bits of the
keystream sequence, e.g. take 0'.1

Step 2 Given S and an (n — 1)-bit input value x as a part of the secret state, recover
the remaining | bits of the secret state using Assumption 1.

Step 3 Clock the cipher n times, thus generating an n-bit output string S|y.

Step 4 Output y.

"Without loss of generality we consider the all-zero sequence of length I though any other string may
be used as well.



Actually, these functions map (n —1)-bit of states to (n—1)-bit keystream segments, re-
stricted to a subset of so-called special states. Finally, given D bits of the actual keystream,
the expected number of special states encountered is DR. Therefore, the adversary can
only consider the cost of inverting f: {0,1}"~! — {0,1}"! rather than inverting the full
state of the cipher.

At Africacrypt 2014 [15], Ding et al. combined the BG-TMDTO attack with the BSW
sampling technique to mount a new TMDTO attack, which is called here a generalization
of the BG-TMDTO attack. The main idea of this generalization is the use of multiple data
points, thus the keystream segments available for cryptanalysis are generated by the same
key and different IVs. More precisely, for a given stream cipher, assume the adversary
can collect a set of d keystream sequences generated by the same secret key but different
IVs, and the length of each sequence is d’ bits. Hence, the set of samples available for the
attack consists of approximately D = d x d’ keystream segment samples each of length 2n
bits.

Below, for self-completeness, we briefly describe the generalization of BG-TMDTO
attack, its offline and online phase.

The Offline phase[15]

Randomly collect r strings Si,--- , Sy, where each string consists of | bits and 1 <1 <
R~L. For each fized string S;, perform the following steps.

Step 1 Randomly collect 0 strings I1,--- ,Ig , each I; being of length n — [ bits.

Step 2 By treating I; as n — 1 particular state bits and S; as the first | bits of the
keystream, compute the remaining [ bits of the secret state, and clock the stream cipher
n times to generate an n-bit keystream segment. Moreover, put this pair (n-bit internal
state, n-bit keystream segment) in the table T; corresponding to S;.

The Online phase[15]

For each 2n-bit keystream segment sample, check the first I bits of the sample and
one of r strings S1,---,S,. If the match is not found, then go to check the next 2n-bit
keystream segment sample. If the match is obtained, then perform the following steps.

Step 1 For each match (say S;), check if the first n-bit keystream segment exists in
the second column of the corresponding table (i.e., T;). If it does not exist, consider the
next 2n-bit keystream segment sample. If there is an agreement of these n bits, record
the corresponding n-bit internal state in the first column of the table, clock the cipher 2n
times to generate 2n keystream bits, and then compare the output with the sample. If these
are identical, go to the output (a). Otherwise, consider the next 2n-bit keystream segment
sample.

Step 2 If none of the keystream segment samples give a match, go to the output (b).

Output: (a) recorded n-bit internal state; or (b) a flag that returns the algorithm is
failed.

The trade-off curve of this generalization of BG-TMDTO attack can be described as
MT =rRN,MD = N,P =M and D = d - d’, where r is a integer (1 <7 < R™Y), T is
the online time complexity, M is the memory cost, P is the offline time complexity, and
N is the number of possible keys [15]. Notice that there exists an important assumption
for this attack, that is, the availability of d keystream sequences each of length d’ bits
generated using different initial values, where d < 2™, d’ < 2V, and m stands for the



size of initial value vector. In this case, the keystream segment samples D = d x d’ even
can be larger than 2V. For instance, in [15], it is shown the internal state of Grain-v1
can be recovered with the time complexity of about 265 operations using a memory of
about 299 bits, assuming availability of 2425 keystream sequences each of length 2452
bits generated for different initial values, where D = d x d’ = 24525 x 24525 = 2905 -, 980

3 Internal state recovery attacks on Grain family

In this section, we describe an application of BSW sampling on Grain family used for
mounting state recovery attacks on the variants of the Grain cipher. It was originally
noticed [5] that Grain-v1 allows the attacker to recursively recover the secret key once the
whole secret state at some instance ¢ has been revealed. The importance of this fact lies
in the fact that even though we are formally referring to internal state recovery attacks
it should be understood that we at the same time refer to key recovery attack as well. A
similar observation also applies to Grain-128 and Grain-128a, see [8] and [10].

3.1 Attacking Grain-vl

The internal secret state of Grain-vl has 160 bits, and it consists of an 80-bit LFSR,
(denoted as (sg,---,S79)) and an 80-bit NFSR, (denoted as (bg,--- ,b79)). The update
functions of the LFSR and NFSR are, respectively, described as follows:

5t480 = St+62 D St451 D 51438 O St4-23 D S¢+13 D 5t

bitso = St ©bire2 D bit60 D bits2 B brras D bita7 B beyss D brios © biyoar D brta
@bit9 D bt D bri63bi+60 D bi13701+33 D bry15b+9 D br60bi+5201445
®bi+33b1+28b1+91 © bi163b1+45b1+28014+9 D beye0bi+5201+37b1+33
®bi+63b1+60b1-+21014+15 D br1-63b1-+6001+52b1+45b1+37
Dbiy33bi128b14+-21b111501 49 D bi4-52b4445014-37b1433D1 12801421 (5)

The output function is defined as

2 = h(S143, 51425, St146, St164, bite3) © D by, (6)
JEA
where A = {1,2,4,10,31,43,56}. The output bit z; is filtered by a nonlinear function h(z)
given by,

h(z) = 21 ® x4 ® 2023 D X223 D T3T4 D ToX1 T2 D ToT2x3 B ToT2Ty B T1T2T4 B Tox3ty, (7)

where the variables xg,x1, 22, 3, x4 of h(x) correspond to the tap positions s;i3, Stio5,
St+46, St+64, be+63, respectively.

Grain-v1 is initialized with a 64-bit IV injected directly into the LFSR (the remaining
bits of the LFSR are assigned value one), and an 80-bit key that is loaded into the NFSR.
Then the cipher is clocked 160 times without producing any keystream, but feeding the
output bits back into both the LFSR and the NFSR.



Notice that the NFSR bit b3 will be updated through the nonlinear feedback (5),
and this bit affects the computation of z;. To obtain more equations that indicate the
relationship between the state bits and z;, our strategy is to eliminate the dependence on
bites in z;. From (6), it is clear that the dependency of z; on byygs is equivalent to the
dependency of h(x) on the variable z4. More precisely, by setting certain constraints on
the secret bits of the LFSR we deduce two linear operation modes (OM) 2 of the cipher:

1. (OM 1) Let 2 = 0,23 =1 (i.e., Sy146 = 0, Sy164 = 1), then h(z) = zo @ z1,

2. (OM 2) Let Trog — 1,.%1 = O,xQ =1 (i.e., St4+3 = 1,815.;.25 = O,St+46 = 1), then
h(z) = x3.

Then using (6), the value of by119 can be computed directly from the values of z; and the
11 other state variables occurring in the output equation. Combining this observation in

the framework of OM 1, we can compute b;y19, for t =0,...,15, as follows:
bio = 20D b1 © by @by D b31 @ bag @ bse @ 53 D s25, where s46 = 0,564 = 1, (8)
bas = 215 @ b1s D b17 D b1g D by D bsg D br1 D s18 D s40, Where s61 = 0,579 = 1.

Consequently, 32 constraint secret bits are assigned for which h(x) = z¢ @ 1, that is, we
need to set sq6 = s47 = -+ = S¢1 = 0 and sg4 = Sg5 = -+ = S7y9 = 1 using OM 1. The
remaining assignment of the special state bits depends on the tap positions of the driving
LFSR.

The distance distribution of the LFSR’s tap positions s;i3, S¢4+25, St+46, St+64, St-+79
yields the following differences {25 — 3 = 22,46 — 25 = 21,64 — 46 = 18,79 — 64 = 15}.
Notice that the latest updated bit of the LFSR s:y79 is also taken into account since
st+79 will be shifted to the position of s;y¢4 after exactly (79 —64)+1 =15+1 = 16
clocks (steps). After these 16 clocks, we derive further constraints using OM 2. We notice
that the tap position difference 64 — 46 = 18 implies that during the next 2 clocks the
bits sg2 and sg3 will arrive at position s4g and therefore these bits must be set to one in
order to satisfy OM 2. Furthermore, since in this mode we also have the condition that
Si+3 = 1, $¢+25 = 0, which for ¢ = 16, 17, implies assigning 4 more bits to the above values.
So far, 32 + 6 =38 state bits have been specified. Similarly, taking into account the tap
position differences 25 — 3 = 22,46 — 25 = 21, we have been able to specify 13 more state
bits that satisfy the requirements for the two operation modes. Thus, in total 51 bits have
been specified. A full specification of these special state bits of the LFSR is summarised
in Table 3. Here, “* “ means an unspecified bit and there are 29 unspecified bits in total.

The next step is, based on the already assigned state bits (51 in total), to recover
25 secret bits of the NFSR and the 3 secret bits of the LESR (namely so, s1 and s3) by
additionally assigning 81 bits of the secret state. The process of recovering secret state
bits of the NFSR, by further specifying suitable state bits, is pretty straightforward. For
instance, to compute b1y using (8) it is enough to assign seven bits by, ba, bg, b31, bas, bse, S3

*Note that (OM 1) has the same linear relation as the property 2 in [21], but (OM 2) has completely
different linear relation compared to the property 2 in [21]



S0 S1 52 53 Sq S5 56 St S8 S9 S$10 | S11 512 S13 | S14 | S15

516 S17 | S18 S19 520 | S21 522 523 824 | S25 526 S27 | 528 529 | 830 531

S§32 | S33 | S34 | S35 | S36 | S37 | S38 | S39 | S40 | S41 | S42 | S43 | S44 | S45 | S46 | S47

548 S49 550 551 5§52 | S53 854 | S55 556 | S57 | S58 559 560 561 562 563

S64 | S65 | Se6 | S67 | S68 | S69 | Sto | S71i | S72 | S73 | Sv4 | Sv5 | Sv6 | Svv | Sv8 | S79
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

Table 3: Special state bits of the LFSR

for a given output zg. The whole process of computing 28 secret state bits by additionally
specifying 81 bits of the secret state is depicted in Table 4. For convenience of the reader,
we analyse in detail a more involved procedure of recovering the secret bit bag to bg in
Appendix A, which corresponds to the step 16 to the step 27 in Table 4.

The above discussion, along with Table 3 and Table 4, implies the following result.

Lemma 1 Given the value of 132 particular (special) state bits of Grain-vl and the first
28 keystream output bits generated from the internal state, then the remaining 28 bits of
the internal state can be recovered directly.

3.1.1 The complexity estimates

The attack has two phases, i.e., the preprocessing phase (off-line) and the internal state
recovery phase (on-line). A trade-off parameter [ used in both phases gives a flexibility
of adjusting different complexities of the attack, that is, to choose a suitable point on the
TMDTO (time-memory-data-trade-off) curve. The preprocessing phase contains the steps
depicted below, under the assumption that the cipher generates a keystream sequence
with the 28-zero prefix. Notice that during this phase, apart from having specified 51
special state bits and recovering 28 bits of the secret state by using Lemma 1, in addition
[ bits of the secret state are guessed.

Input: The trade-off parameter [, 2 <[ < 15.
Step 1: Set sjg = 1,---,830 = 1; 841 = 0,--- ,561 = 03862 = 1,-+- , 579 = 1
(51 constraint bits in total, see Table 3), and s3 =0, , 549 = 0.

Step 2: Based on the above constraints, for each of 2160-51-28=1 — 981-I

possible patterns of the internal state of Grain-v1 perform the steps below:

(1) For each given pattern, deduce the bits bg, b1o, - - - , b3o, b77, - , brg, S0, 1, S3
(28 bits in total) by using Table 3 and Table 4, cf. Lemma 1.

(2) Perform a backward computation recursively to recover the initial state
consisting of an 80-bit secret key, a 64-bit initial value, and a 16-bit padding



Step Recovered bit

Fixed NFSR and LFSR bits

Constraint conditions

CFE©®0~No ok whe— O
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20

21
22
23
24
25
26
27

b1o
b11
b12
b13
b14
b1s
bis
b17
b1g
b1g

S1

bag
ED)
ba7
bags
brs
brg
bo

b1, b2, by, b31, bas, bse, 53
b3, b5, b32, baa, bs7, 54
be, b33, bas, bss, S5
b7, b34, bag, bs9, S6
bs, b3s, baz, beo, 57
by, b36, bas, be1, S8
b37, bag, b2, 89, $31
b3s, bs0, be3, 10, $32
b3g, bs1, be4, S11, 533
bao, bs2, bes, 12, 534
ba1, b3, bee, 513, S35
b4z, bs4, be7, 514, 536
bss, bes, S15, S37
beg, 516, 538
b7o, 517, 839
br1, 518, 840
brs
b7e

b2, b3

b4

20:0,546:0,864:1
2120,84720,86521
22:0,84820,566:1
23:0,849:0,867:1
24 =0,850 = 0,868 =1
Z5:0,851:0,569:1
26 = 0,852 = 0,870 =1
27 =0,853 =0,871 =1
28:0,854:0,872:1
29:0,555:0,573:1
210 :07856 :0,874: 1
Z11 :0,357:0,575 =1
Z12 :0,858 =0,876 =1
Z13 :0,859 :0,877: 1
214 :0,860 :0,878 =1
Z15 :0,861 :0,579 =1
219 :0,822 = 1,844:0,865 =1
200 = 0,593 = 1,545 = 0,866 = 1
221 :0,824 = 1,846 :0,867: 1

216 = 217 = 225 = 0,819 = S99 = Sog =
841 = 842 = 850 = 0, 862 = Sg3 = s71 = 1
217 = 218 = 226
S42 = 843 = 851 = 0,863 = Sg4 = S72 = 1

= 0,590 = 821 = 529 = 1

291 = 0,830 = 1,850 = 0,873 =
218 = 0,821 = 1,543 = 0, 864 =
226 — 0,329 = 1,851 = 0,872 =1
295 = 0,808 = 1,850 = 0,871 = 1
Z299 = 0,825 = 1,847 = 0,868 =1
293 = 0,806 = 1,848 = 0,869 =
294 = 0,827 = 1,849 = 0,870 =1

Table 4: The deduced state bits of Grain-v1

value. Note that the 16-bit padding value is a 16-bit string of ones used in
the key initialization of Grain-vl cipher [19]. Then accordingly, generate a
160-bit keystream segment, and memorize the three values (the initial state,

the observed state, the 160-bit keystream segment).

Step 3: Output a three column table T with 281716~ = 265! yows. Notice
that the size of the table is reduced by a factor 27!¢ since the same padding
scheme is used, thus applying some sort of 16-bit filtering condition.
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For Grain-v1, we assume the availability of 2" keystream sequences each of length 2°
bits generated using different initial values, where 2" < 264 and 2% < 289, Within this
sample of 2% bits in total it is expected that 2"572% many segments has the prefix
consisting of 28 zeros, but similarly to [22] we only collect the segments with a desired
prefix thus ignoring segments with other prefixes. This means that the observed data is
actually 2"1% bits but only a portion of 277728 bits is used.

The online phase of the attack consists of the steps described below.

Inputs: The trade-off parameter [, 2 < [ < 15, and the table T from the

off-line phase.

Step a: Construct a sample space consisting of [%] different 320-bit

keystream segments generated by Grain-vl, with a 28-zero prefix.

Step b: For each 320-bit segment of the [W} samples, perform the steps

below:

(1) If the first 160 bits of the segment match with some entry in the third
column of T, say S*, retrieve this internal state S™*.

(2) Using this internal state S*, generate a 320-bit keystream segment. If the
generated 320-bit keystream segment and the considered sample segment are
identical, then the internal state S* is the correct one. Otherwise, repeat the
procedure with the next sample.

The complexity analysis of the attack is as follows. Similarly to the complexity evaluation
in [22], taking into account the sample keystream segments having 28-zeroes as a prefix,
we have that the data requirement is about 27+ = 251428+ — 979+ Lits. This means that
the special state bits of the LFSR (51 bits in total) in Table 3 will occur with probability
1. This amount of data also implies that a unique secret state (and consequently the
secret key) is recovered since the probability of recovering a wrong secret state is about
279+1=320 — 9=241+l ~ (), The time complexity of the preprocessing phase is O(28'~!) oper-
ations, which corresponds to Step 2 above. The memory complexity of the preprocessing
phase is about 26°~¢ x 160 x 3 &~ 273911 pjts.

The time complexity of the internal state recovery (on-line phase) is about 2%+ op-
erations. One should remark that these operations are simple table look-ups if a state
recovery attack is performed, whereas in the case of a key recovery attack the operations
are more complex due to the backward computation of the secret key bits. The mem-
ory complexity of the internal state recovery (on-line phase) is about 2791~ bits, which
corresponds to the size of the table T.

In particular, if for instance [ = 15, then the size of the observed sample is about 274
bits, e.g. the availability of 245 keystream sequences each of length 2% bits generated
for different initial values is assumed. The time complexity of preprocessing is about
206 operations and the memory complexity of this phase is about 25891 bits. The time
complexity of the internal state recovery (on-line phase) is also about 256 operations. The
space complexity of the internal state recovery (on-line phase) is also about 2°%°! bits.
The success rate of this attack is one. The attack parameters are summarized in Table 1.
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Remark 1 The core idea of our attack is to first eliminate the dependence on byyg3 (i-e.,
the variable x4 ) in z;. Actually, we can use another strategy to eliminate this dependence.
For instance, by letting xo = 0, we would have h(x) = x1BryDrorsPrsxy. It is clear that
z3-h(z) = (xo®21)xs. Then, by additionally requiring that z, = 0 and 3 4 bitj = 0, we
have (S¢+3® S¢125) - St+64 = 0 so that the dependence on by in z¢ (or h(x)) is eliminated.
Therefore, a similar attack on Grain-vl can be mounted using the above observations.

3.2 Attacking Grain-128

The internal state of Grain-128 has 256 bits, which consists of a 128-bit LFSR (denoted
as (sp,---,s127)) and a 128-bit NFSR (denoted as (bg,- - ,b127)). The update functions
of both the LFSR and NFSR are respectively defined as follows.

St+128 = St D St47 D 51438 D 51470 D Se481 D Si496 9)
bit128 = 5t D b D brio6 D bit56 D bryo1 D bryoe D br3bi+67 D bry11b1113
Db 1701418 B bi127bi1459 D brya0bryag B bit61bi465 B brr63bi484

The output function is defined as

2t = § bi1j © h(bty12, 5¢48, 514135 56420, bt195, St4+42, 5¢460, St479, St+95) D St193,
jEA

where A = {2, 15, 36,45,64,73,89}. Similarly to Grain-v1, the output bit z; is also filtered
by a nonlinear function h(xg,--- ,zs), where
h(zg,--- ,x8) = Tox1 ® T2x3 ® 425 B Tex7 D ToT4Xs.

The variables (xg, x1, x2, 3, T4, T5, T¢, T7, T3), respectively, correspond to the tap positions

bi412, 548, St413» 5t4+20, Dt-+95, St4+42, St4+60, St+79, St+95 ( or 8t+94)-

Grain-128 is initialized with a 96-bit IV that are input to the LFSR (the remaining bits
of the LFSR are filled with ones), whereas the secret 128-bit key is loaded into the NFSR.
Then the cipher is clocked 256 times without producing any keystream, but feeding the
output bits back into both the LFSR and the NFSR.

The main difference between Grain-128 and Grain-128a is a modification of the NFSR
update function given by,

St4128 = St D St47 D St4+38 D St470 D St+81 D St4965 (10)

bir12s = St D by D by D bryse D byror D birge @ bri3berer D brr11bit13
©bt117bt+18 D bry27bt459 D bia0biras D bry610t+65 D bit6sbirsa
©bt122bt124bt+95 D by 70014781182 D brr8sbt+9201493bt4-95-

Its pre-output function is defined as,

Yr = E biyj ® h(beg12, 51485 51413, St4205 D195, 51442, St-+605 51479, St4+94) B St493,
jEA
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where A = {2,15, 36,45, 64,73,89}. The pre-output function y;(-) shares the same filtering
nonlinear function h(xg,--- ,xg) as Grain-128, where

h(xog,- -+ ,x8) = xox1 @ X223 @ Taxs B TeX7 B TOTALS.

In difference to Grain-128, the variables xq, x1, T2, T3, T4, 5, Tg, T7, g Of the filtering non-
linear function in Grain-128a correspond to the tap positions bii12, Si+s, St+13, St+20,
bi195, St+42, St+60, St+79, St+94, respectively (the bit s;1 95 is replaced by si194).

Grain-128a has two different modes of operation, i.e., the first mode is with authen-
tication (IVp = 1), whereas the second mode is without authentication (IVy = 0). For
IVy = 1, the keystream output function is defined as z; = yga42¢, (£ > 0), i.e., every sec-
ond pre-output bit is used as the keystream bit. Notice that the first 64 pre-output bits
and the other half of Grain-128a are used for generating the MAC, see [3]. Moreover, for
1V = 0, the keystream output function is defined as z; = y, for t > 0, i.e., the pre-output
bits of Grain-128a are directly used as the keystream bits.

3.2.1 Attack details for Grain-128 or Grain-128a without authentication

Note that both Grain-128 and Grain-128a share the same filtering function h. The vari-
ables xg, x1, T2, T3, T4, x5, Tg, 7, g Tespectively correspond to the tap positions

bi112, 5148, St4+13, 51420, Dt+95, 14425 514605 St-+795 St-+94 ( or 3t+95)-

Since the approach taken here goes along the same lines as previously described for Grain-
vl, we give just a rough guidelines of these steps. More precisely, if we let g = 0,25 =0
(i.e., byr12 = 0, 84442 = 0), then we have h(z) = xox3 @ x6x7, which does not depend on
4. In this case we assign byy19 = 0, Spq442 =0, for t =0,...,41 and t = 46,...,49, thus
specifying 92 bits of the secret state in total. Similarly, from the structure of Grain-128
and Grain-128a without authentication, we observe that the internal state variables satisfy
the following equation,

bi189 = 2t @ b2 @ big15 D bry36 D bigas @ bryea D biy73 @ 51493 P S14135t4+20 D St4605¢+795

where by 119 = 0,84442 = 0 and t € {0,---,41,46,...,49}. Moreover, using the above
relationship and by additionally specifying 118 secret state bits, we are able to deduce 46
bits of the internal state of Grain-128 or Grain-128a without authentication directly. The
whole procedure is summarized in Table 5 and Table 6, see Appendix B.

Lemma 2 Given the value of 210 particular state bits of Grain-128 (or Grain-128a with-
out authentication model) and the corresponding 46 keystream output bits generated from
the internal state, then the remaining 46 bits of the internal state can be recovered directly.

3.2.2 The complexity analysis

Similarly to the internal state recovery attack on Grain-vl, the attack on Grain-128 or
Grain-128a without authentication also has the preprocessing phase (off-line) and the
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internal state recovery phase (on-line). In this case, we assume that the cipher gen-
erates a keystream segment with 46-zero in a 50-bit prefix, where z; = 0, for t =
0,...,41,46,...,49.

The preprocessing phase contains the following steps.

Input : The trade-off parameter [, 0 <[ < 13.

Step 1: Set biy12 = 0, sp440 = 0, for t € {0,...,41,46,...,49}, and s13 =
0,...,Sl+12 =0.

Step 2: Based on the above constraints, for each of 22°0—46x2-46-1 — 9l118-1
possible patterns of internal state of Grain-128 perform the steps below:

(1) For each given pattern, compute the bits bg, b1, bsg, . - ., b127, S6, S9, - - - , S12,
by using Table 5 and Table 6, cf. Lemma 2.

(2) Recover the initial state (i.e.,128-bit secret key, 96-bit initial value, and 32-
bit padding value). Note that the 32-bit padding value is a 32-bit one string
(or consists of a single 0 and 31 ones - Grain-128a). Then accordingly, generate
a 256-bit keystream segment by Grain-128 (or Grain-128a), and memorize the
triplet (the initial state, the observed state, 256-bit keystream segment).

Step 3: Output the three column table T containing 2'1871=32 = 2861 yows,

Similarly to the on-line attack procedure for Grain-v1, the internal state recovery consists
of the following steps.

Input: The trade-off parameter [, 0 <[ < 13, and the table T created in the
preprocessing phase.

Step a: Collect a sample space generated by Grain-128(a) consisting of [%]

different 512-bit keystream segment with 46-zero in the 50-bit prefix by Grain-
128 (or Grain-128a), where z; = 0, for ¢t = (0,--- ,41,46,--- ,49).

2r+s—46

Step b: For each 512-bit segment of [*z5—

below:

(1) If the first 256 bits of the segment matches with the third column in T,
retrieve the corresponding internal state S* from the table.

| samples, perform the steps

(2) Using the internal state S*, generate a new 512-bit keystream segment.
Moreover, check the new 512-bit keystream segment with the considered sam-
ple segment. If the two 512-bit keystream segments are identical, then the
internal state S* is the correct one. Otherwise, repeat the procedure with the
next sample segment.

The complexity estimates are summarized below under the assumption that a sample
collection of about 271s = 246+46x2+ — 9I38+1 hitg is available to the attacker. The
preprocessing phase has the following complexities :
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e Time complexity : It corresponds to Step 2 and requires operations for con-

structing the table T.

e Memory complexity: To store the table T 236~ x 256 x 3 ~ 295-59=! bits of memory
are required.

The on-line phase of the attack is characterized by the following complexity estimates:
e Time complexity : The internal state (key) recovery requires 272+ operations.
e Memory complexity: The size of the input table T which is 29559~ bits.

Moreover, an "optimal” choice of the trade-off parameter [ = 13 gives the following
complexity estimates. The complexity of the sample collection is about 2'°! bits, e.g.
availability of 27 keystream sequences each of length 276 bits generated for different
initial values. The time complexity of the preprocessing phase is about 2!%° operations,
whereas the memory complexity is about 28259 bits. The time complexity of the internal
state (key) recovery (online phase) is about 2!%° operations using table T of 2829 bits as
the input, see Table 2. As before, the success rate of this attack is one.

4 Summary

In this work a simple but powerful attack on Grain family of ciphers was presented. To
resist the new attack, the design must be more robust against the possibility of recovering
modest number of internal state bits under certain constraint conditions. For Grain-
v1l, whose output function is z; = E]EA birj @ h(s143, 51425, St+46 St+64, Di+63), Where
A=1{1,2,4,10,31,43,56}, the problem seems to be the placement of the NFSR bit s;156
which has a long delay before its update. In order to thwart BSW like attacks, we suggest
a replacement of the tap position 56 in A = {1,2,4,10,31,43,56}. For instance, if a
tap position ¢, for 70 < i < 79, is used instead, then the adversary may only deduce
about 79 — ¢ equations (internal state bits) by using the constraint conditions as discussed
in this article. Similarly, for Grain-128 and Grain-128a, the tap position 89 in A =
{2,15,36,45,64,73,89} may be replaced by some other tap position, for instance the
output may be taken at position i, where 120 < 7 < 127.
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Appendix A (The step 16 to the Step 27 in Table 4)

The step 16 in Table 4 aims at recovering the secret bit bog of the NFSR. We compute
biy10 in OM 2 for t=19,

bag = 219 @ bag @ b1 D b3z B bsg D bpa D brs D sg3, where sp2 = 1,544 = 0, 565 = 1.

Using the update function of LFSR, we have

583 = Sg5 D S54 D S41 D S26 D S16 D S3.

Hence we only need to guess one new bit bys to compute bag.

The step 17 in Table 4 aims at recovering the secret bit b3y of the NFSR. We compute
bi+10 in OM 2 for t = 20,

b3o = 220 @ ba1 @ baa @ by @ bs1 D be3 D bre D 584, Where so3 = 1,545 = 0,566 = 1.

Using the update function of LFSR, we have

584 = S66 D S55 D S42 D s27 D 517 D 54.

Hence we only need to guess one new bit by to compute bsg.

The step 18 in Table 4 aims at recovering the secret bit b7 of the NFSR. We compute
bt+56 in OM 2 for t = 21,

brr = 221 @ bao @ bag @ bos @ bsa D by D b31 D sgs, where s94 = 1,546 = 0, 567 = 1.

Using the update function of LFSR, we have

885 = 567 D 556 D 543 D 528 D 518 D S5.

Hence we need to guess no more new bit to compute b77.

The step 19 in Table 4 aims at recovering the secret bit sg of the LFSR. Notice that,

bss = 225 © bog D boy ® bag D bse D bes D bg1 D sg9, where s21 = 1,543 = 0,864 = 1.

bog = 216 D b17 P b1g B bog P byr P bsg P by B sg9, where s19 = 1,841 = 0, 562 = 1.

bo7 = 217 D big D b1g D bo1 P byg D bgo D brg D sg1, where sog = 1,540 = 0, 563 = 1.

On the other hand, we have

880 = S62 D S51 D S38 D S23 D S13 D So.

881 = S63 D S52 D S39 D S24 D S14 D 1.

889 = S71 D S60 D S47 D S32 D S22 D S9.

bg1 = 51 ® be3 D be1 D b3 D bag @ b3g © b3g © bag © bao © b5 © b1g © b1 © beabe1 D bzghbss ©
b16b10 @ be1b53ba6 B b3abaghaa B beabacbagbio B be1b53b38b34 B beabe1b22bie @ beabe1bs3ba6b3s B
b34b29b22b16010 D b53b46038D34b29022.

Moreover, we have

bss = 225@216@1317@[?18@bgo@bu@bg,g@@@%g@:ﬁm@538@523@513@@@217@b18@
b19®b21 DbsgDbeoDbr3 D 563D 552D 539D 524D 514D 51 DbogPbseDbeg P s1DbesDbe1 Db53Db4cD
b3 b34Db2gBbaoDb16Db10Db1 Bbeabe1 Db3gbsaDb16010Dbe1b53b46Db34b29b22Dbeabagbagb10D
be1053b38b34 D beabe1b22b16 D beabe1b53046038 @ b3abagboobisbio D b53D46b38034b29b22 B S89

Therefore, we have

50 = b35 @ 225D 216 Db17 D b18 D b2 D ba7 D b5g D b72o D 562D 551 D 533D 523 P 513D 217D b183D
b19 D ba1 Dbag Dbeo D b3 P 563D 552D 539D 524 D 514D bag D bse D beg Dbea B be1 D bs3 Dbas Db3g®
b34 D b2g D bao D b16 D b10 D b1 D beabe1 D b3gb34 D b16b10 D be1053b46 D b34b29b22 B be4basbagbio ®
be1b53b38b34 D beabe1b22b16 @ beabe1bs3ba6b3s D b3abagbaobighbio P b53basbagbzabagbar @ sg9.
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It is clear that we need to guess two new bits (byo, brs) for obtaining the bit sg.

The step 20 in Table 4 aims at recovering the secret bit s; of the LFSR. Similarly, we
can deduce that we only need to guess one new bits b4 for obtaining the bit s; by using
exactly the same way as step 19.

The step 21 in Table 4 aims at recovering the secret bit bog of the NFSR. We compute
bs11 in OM 2 for t = 27,

bag = 227 @ bag @ b31 @ b3y @ bsg D by D bg3 D s91, where s39 = 1,550 = 0,573 = 1.

Using the update function of LFSR and NFSR, we have

591 = 573 D 562 D S49 D 534 D S24 D 511-

bz = 53 @ bes D b3 D bss D bag @ bao D bz D b31 D bay B b7 D b1 © b3 D beebez D bagbze D
b18b12 @ be3bs5048 D b3eb31b24 D beebagbs1b12 ® be3b55b40036 D besbezb2abis @ beebe3bssbagbao B
b36b31b24b18012 @ bs5048b40b36b31b24.

Hence we need to guess no more new bit to compute bog.

The step 22 in Table 4 aims at recovering the secret bit so of the LFSR. We compute
S¢+64 in OM 2 for t = 18,

582 = 218 @ b19 @ bog @ bao @ bag @ bag @ be1 D bra, where s91 = 1,543 = 0, 564 = 1.

Using the update function of LFSR, we have

582 = Sp4 D S53 D S40 D S25 D S15 D S2.

Hence we need to guess no more new bit to compute ss.

The step 23 in Table 4 aims at recovering the secret bit byy of the NFSR. We compute
bs11 in OM 2 for t = 26,

@ = Zog P bag P b3 B bz D bs7 D bgg D bga D Sgg, Where s99 = 1,851 = 0, 870 = 1.

Using the update function of LFSR and NFSR, we have

890 = 572 D S61 D S48 D 533 D 523 D S10-

bga = 52 ® bea D be2 D bsa D ba7 D b3g @ bss @ b3g @ baz @ bis B b11 ® by @ besbea @ baghbss ®
b17011 @ be2b54b47 D b35030b23 D be5ba7b30011 D be2054b39035 B besbe2b23b17 © besbe2054b47b39 B
b35030b23b17011 @ b54b47b39b35b30b23.

Hence we need to guess no more new bit to compute ba7.

The step 24 in Table 4 aims at recovering the secret bit bog of the NFSR. We compute
bey1 in OM 2 for ¢t = 25,

bag = 225 @ bar @ bag @ b3s @ bse D beg D bg1 D sg9, where sgg = 1,550 = 0,571 = 1.

Using the update function of LFSR and NFSR, we have

589 = S71 D S60 D S47 D 532 D S22 D S9.

bg1 = 1D bez P b1 D bz D bag B bss D bsg B bag D bao B bis B b1g D by B bgabe1 D bsgbsy B
bi6b10 B be1b53b46 D b34bagbaa B beabacbagbio @ be1b53b38034 B beabe1b22b16 B beabe1bs3ba6b38 B
b34b29b22b16010 © b53046b38D34b29b22.

Hence we need to guess no more new bit to compute bog.
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The step 25 in Table 4 aims at recovering the secret bit byg of the NFSR. We compute
bi156 in OM 2 for t = 22,

brg = 222 @ b3 @ by @ bog @ bs3 D bes D bza D sgs, where so5 = 1,547 = 0, 563 = 1.

Using the update function of LFSR, we have

586 = Ses D S57 D S44 D S29 D S19 D S6-

Hence we need to guess no more new bit to compute brg.

The step 26 in Table 4 aims at recovering the secret bit byg of the NFSR. We compute
bi156 in OM 2 for t = 23,

brg = 223 @ bay @ bas D bay D bss D beg D b3z D sg7, where s96 = 1,548 = 0, 569 = 1.

Using the update function of LFSR, we have

887 = 869 D S58 D 545 D 530 D 520 D 57.

Hence we need to guess no more new bit to compute brg.

The step 27 in Table 4 aims at recovering the secret bit by of the NFSR. We compute
bi156 in OM 2 for t = 24,

bgo = 224 @ bas @ bag D bog @ bss D ber D b3a D sgg, where s97 = 1,549 = 0,579 = 1.

Using the update function of LFSR and NFSR, we have

588 = 570 D S59 D 46 D 531 D 521 D S8

bgo = 50 D be2 @ beo @ bs2 D bas @ bzr @ bzz @ bag D ba1 @ bi4 @ by © by D bezbeo D ba7bsz ©
b15b9 @ beobs2bas @ b3zbagbar @ be3basbagby © beobs2b3rbss @ be3beob21b15 D be3beobs2basbsr B
b33bagb21b1509 @ b52045b37033b28b21 -

Hence we need to guess no more new bit to compute bg.

Appendix B (Recovered bits in Table 5 and Table 6)

For the output function of Grain-128, if we let x¢=0, x5=0 (i.e., bi1-12 = 0, St4+42 = 0),
then we have z; = by12 @ by15 D bry36 D biga5 D by164 D by 73 D by89 D 51493 D St41351420 D
St4+60St+79-

The step @ (¢ = 0,---,34) in Table 5 (or Table 6) aims at recovering the secret bit
bi+sg of the NFSR. We compute b;yg9 for t =1,

bi+g9 = 2 Dbir2Dbi115Db;136Db;+45Db;164Dbi 173D 5i1-93D Si+135i4+-20DSi+605i+79,Where
bit12 =0, 85442 = 0.

Clearly, we only need to guess bits b;1-2, bi115, bit36, bitas, bited, bit73, Si+93, Si+13, Si+20,
Si+60, Si+79 to compute b; g9, which is showed in Table 5 (or Table 6).

The step 35 in Table 6 aims at recovering the secret bit sg of the LFSR. We compute
bt+89 for t = 48,

bi37 = 248Dbs0Dbez Dbsa DbyzDb112DBb121 B 5141 DS61568DS1085127,Where bgg = 0, s99 = 0.

Using the update function of LFSR and NFSR, we have

5141 = 513 D S20 D s51 D 583 D S94 D 5109.

bi37 = 59 @ by @ b3s @ bgs D b1oo @ bros D b12b76 D baob2z D bagbar @ b3gbsg D bagbs7 @
brob74 @ br7be3 @ b31b33b34 @ br9bgrby1 @ by7rb191b1020104-
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Hence we need to guess no more new bit to compute sg.

The step 36 in Table 6 aims at recovering the secret bit s1¢ of the LFSR. We compute
bt+89 for t = 49,

b13g = 249 @ bs1 @ beg  bgs D bog D b113 D b122 @ 5142 D S62569 D S1095128, Where bg; =
0, S91 = 0.

Using the update function of LFSR and NFSR, we have

5128 = S0 D 7 D 538 D 570 D 581 D S96-

5142 = 514 D S21 D S52 D S84 D S95 D 5110-

bi3g = 810 @ b1o D b3s D b D b101 D b1o6 D b13b77 @ b21b23 B barbag @ b3rbsg P b50bss D
b71b75 @ brgbos @ b32b34b35 © bgobggbya @ bygbio2b1030105-

Hence we need to guess two new bits sg, s7 to compute sig.

The step 37 in Table 6 aims at recovering the secret bit b1o4 of the NFSR. We compute
bt+89 for t = 35,

b124 = 235D b37Dbso D br1 DbgoDbgg D108 D 5128 D 548555 D S955114,Where by = 0, s77 = 0.

Using the update function of LFSR, we have

5128 = 80 D 57 D S38 D s70 D 581 D S96-

Hence we need to guess no more new bit to compute by24.

The step 38 in Table 6 aims at recovering the secret bit bio5 of the NFSR. We compute
bt+89 for t = 36,

b125 = 236Db3gDbs1 Db72Dbg1 D b100Db109 P 5129P 549556 D S965115,Where byg = 0, s73 = 0.

Using the update function of LFSR, we have

8129 = 81 D S8 P S39 D S71 D Sg2 D S97.-

Hence we need to guess two new bits s1, sg to compute byo5.

The step 39 in Table 6 aims at recovering the secret bit bisg of the NFSR. We compute
bt+89 for t = 37,

b126 = 237Db39 D b52Db73Dbg2Pb101Db110P 5130P 550557 P S975116,Where byg = 0, s79 = 0.

Using the update function of LFSR, we have

5130 = S2 D S9 D 540 D 572 D 583 D S98.

Hence we need to guess one new bits so to compute byg6.

The step 40 in Table 6 aims at recovering the secret bit bio7 of the NFSR. We compute
bt+89 for t = 38,

bio7 = 238 PbaoDbs3Db74 B bgs B b102Db111 P 5131 P S51558 P S9sS117,Where bsg = 0, sg0 = 0.

Using the update function of LFSR, we have

5131 = 83 D S10 D S41 D S73 D S84 D S99.

Hence we need to guess one new bits s3 to compute bio7.

The step 41 in Table 6 aims at recovering the secret bit s1; of the LFSR. We compute

bt+89 for t = 46,
bi3s = 246DbagBbe1 Bbga®Bbg1 Bb110Bb119DS139P 59566 P S1065125, Where bsg = 0, sgg = 0.
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Using the update function of LFSR and NFSR, we have

5139 = S11 D 518 D S49 D 581 D S92 D S107-

b13s = 57D b7 D b33 D bg3 D bos D b103 D b10b74 D b18bao D bagbos D b3abes © barbss D besbrz B
br5b91 © b2gb31b32 @ br7bssbsg © bosbggb100b102-

Hence we need to guess no more new bit to compute s1;.

The step 42 in Table 6 aims at recovering the secret bit s15 of the LFSR. We compute
bt+89 for t = 477

bi3s = 247DbagBbeaBbgsBbgarBb111Bb120PS140P S60567P 51075126, Where bsg = 0, sg9 = 0.

Using the update function of LFSR and NFSR, we have

8140 = S12 D 519 D S50 D S82 D S93 D S108-

b136 = 58D bg D b34 D bea D bgg P b104 D b11b75 D b19ba1 @ b25b26 D b35be7 P bagbse D begbrz D
brebga @ b3obzabss @ brsbseboo D bosb100b101b103-

Hence we need to guess no more new bit to compute s;2.

The step 43 in Table 6 aims at recovering the secret bit sg of the LEFSR. We compute
bt+89 for t = 41,

b130 = 241DbazDbse Dbr7DbgsDb105Db114D5134DS54561DS1015120,Where bsz = 0, sg3 = 0.

Using the update function of LFSR and NFSR, we have

5134 = S D S13 D S44 D S76 D S87 D S102-

b130 = 52 D by D bag D bsg D bg3 © by @ bsbsg D b13b15 D b19bap D bagbe1 @ baabso @ besber B
brobse B baabasbar © brabgobsa & boobgabosbgr.

Hence we need to guess no more new bit to compute sg.

The step 44 in Table 6 aims at recovering the secret bit by of the NFSR. We compute
bt+89 for t = 39,

b1og = 239Dby1 Dbs54Db75Dbga Db103Db112B 132D S52850P S998118,Where bsy = 0, 531 = 0.

Using the update function of LFSR and NFSR, we have

8132 = S4 D S11 D S42 D S74 D S35 D S100-

b12g = 50 D bg @ bag D b5 D bo1 D bgg @ b3be7 D b11b13 D b17b18 B barbs9 D bagbag @ be1bes D
begbss D bazbasbos @ brobrgbsa ® bggbgabgzbys.

Hence we need to guess one new bits s4 to compute bg.

The step 45 in Table 6 aims at recovering the secret bit b; of the NFSR. We compute
bH_gg for t = 40,

b12g = 240Dba2Db55Db76DbgsDb104Db113D5133P 853560 D 51005119, Where bsa = 0, sg2 = 0.

Using the update function of LFSR and NFSR, we have

5133 = S5 D 512 D 543 D 575 D S86 D S101-

b129 = 51 D b1 @ bar D b57 D b2 D b7 @ babes D b12b14 D b18b19 P bagbeo D ba1bag @ be2bes D
begbss D bazbasbag @ br1b79bs3 D bggbg3boabye.

Hence we need to guess one new bits s5 to compute b;.
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Step Recovered bit

Fixed NFSR and LFSR bits

Constraint conditions

© 00 N O T = W N = O

N DN DN N DN DN DN DN DN = = = e s = s
W O U W NP O © WO U i w4~ O

bgg
bgo
bo1
bg2
bo3
boa
bos
bos
bor
bos
bgg
b10o
bio1
b102
b103
b104
b1os
b106
bio7
b1os
b109
b110
b111
b112
b113
b114
b115
bi16
bi17

ba, bea, b73, 513, 520, 593
b3, bes, b7a, 514, 521, So4
b4, bes, b7, 515, 522, 595
bs, be, b76, S165 523, S96
be, bes, b77, 817, S24, So7
b7, beg, brs, S18, S25, S84, S98
bs, bro, br9, $19, S26, 585, S99
by, br1, bso, 527, 586, 5100
b1o, b72, bs1, S28, 887, S101
b11, bs4, b2, 829, S102
bss, bss, 530, 5103
bse, bsa, 831, S104
bs7, bss, 532, 5105
bs6, $33, 592, 5106
bs7, 834, S107
bss, 835, 5108
5365 5109
be2, 837, 5110
be3, 538, S111
539, 5112
540, 5113
541, 5114
5115
5116
5117
5118
5119
5120
5121

Z(]:O,b12207842:0
21:0,b13:0,843:0
Z2=0,b14=0,844:0
23:0,51520,845:0
24:0,516:(),846:0
2520,61720,84720
26:0;b18:o7348:0
Z7=0,b1920,849=0
28:0,b20=07850:0
29:0,b21=0,851 =0
210 = 0,b22 = 0,550 =0
211 = 0,b23 = 0,853 =0
212 = 0,b24 = 0,554 =0
213 = 0,b25 = 0,555 =0
214 = 0,b26 = 0,856 = 0
215 = 0,b27 = 0,557 =0
216 = 0,b28 = 0,558 =0
217 = 0,b29 = 0,559 = 0
218 = 0,b30 = 0,560 = 0
219 = 0,b31 = 0,561 =0
290 = 0,b32 = 0,562 =0
201 = 0,b33 = 0,863 =0
292 = 0,b34 = 0,864 =0
293 = 0,b35 = 0,565 = 0
294 = 0,b36 = 0,566 = 0
295 = 0,b37 = 0,567 =0
296 = 0,b38 = 0,563 =0
297 = 0,b39 = 0,569 = 0
298 = 0,b40 = 0,570 =0

Table 5: The deduced state bits of Grain-128
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and Grain-128a




Step Recovered bit

Fixed NFSR and LFSR bits

Constraint conditions

30 b119
31 b120
32 b121
34 b123
35 S9
36 510
37 b124
40 bi27
41 S11
42 5192
43 S6
44 bo
45 b1

5122
5123
5124
5125
5126
5127

50, 87
51,88
59
S3
S4
S5

Z29 = 0,b41 = O, S71 = 0
Z30 — 0,642 = O, S79 = 0
Z31 = 0,b43 = O, S73 = 0
Z32 = 0,b44 == O, S74 = 0
Z33 — 0,b45 = 0, S75 — 0
Z34 — 0,b46 = O, S76 = 0
248 = 07b60 = 0, S90 = 0
249 = 07b61 = 0, S91 = 0
Z35 :0,b47:0,877:O
Z36 — 0,b48 = 0, S78 = 0
zZ37 = 0,b49 = O, S79 = 0
Z38 — 0,650 = O, S80 = 0
246 = 0,658 = O, 588 — 0
247 = 0,b59 = 0,589 = 0
241 = 0,b53 = 0,583 =0
Z39 — 0,b51 = O, 581 = 0
240 = 0,b52 = 0, 582 = 0

Table 6: The deduced state bits of Grain-128 and Grain-128a
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