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Abstract. One way to guarantee security against malicious voting servers is to use NIZK shuffle
arguments. Up to now, only two NIZK shuffle arguments in the CRS model have been proposed. Both
arguments are relatively inefficient compared to known random oracle based arguments. We propose a
new, more efficient, shuffle argument in the CRS model. Importantly, its online prover’s computational
complexity is dominated by only two (n + 1)-wide multi-exponentiations, where n is the number of
ciphertexts. Compared to the previously fastest argument by Lipmaa and Zhang, it satisfies a stronger
notion of soundness.
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1 Introduction

A mix network, or mix-net, is a network of mix-servers designed to remove the link between ciphertexts and
their senders. To achieve this goal, a mix-server of a mix-net initially obtains a list of ciphertexts (z;)7—;. It
then re-randomizes and permutes this list, and outputs the new list (2])!"_; together with a non-interactive
zero knowledge (NIZK, [BEMSS]) shuffle argument [SK95| that proves the re-randomization and permutation
was done correctly, without leaking any side information. If enc is a multiplicatively homomorphic public-key
cryptosystem like Elgamal [Elg85], a shuffle argument convinces the verifier that there exists a permutation
and a vector t of randomizers such that z; = zy;)-encyk(1; ¢;), without revealing any information about ) or .
Mix-nets improve security against malicious voting servers in e-voting [Cha81[PTK93]. Other applications of
mix-nets include anonymous web browsing, payment systems, and secure multiparty computation [KMW12].

It is important to have a non-interactive shuffle argument outputting a short bit string that can be verified
by anybody (possibly years later) without interacting with the prover. Many NIZK shuffle arguments are
known in the random oracle model, see for example [FSO1NefO1/Fur05/TW10/Grol0a]. Since the random
oracle model is only a heuristic, it is strongly recommended to construct NIZK arguments in the common
reference string (CRS) model [BEMS8S|, without using random oracles. See App. [A| for motivation for using
the CRS modelE We note that the most efficient shuffle arguments in the random oracle model like [Grol0a]
also require a CRS.

Up to now, only two NIZK shuffle arguments in the CRS model have been proposed, by Groth and
Lu [GLO7] and Lipmaa and Zhang [LZI2ILZ13], both of which are significantly slower than the fastest
arguments in the random oracle model (see Thl. . The Groth-Lu shuffle argument only provides culpable
soundness [GLO7IGOS12] in the sense that if a malicious prover can create an accepting shuffle argument
for an incorrect statement, then this prover together with a party that knows the secret key can break
the underlying security assumptions. Relaxation of the soundness property is unavoidable, since [AF07]
showed that only languages in P/poly can have direct black-box adaptive perfect NIZK arguments under a
(polynomial) cryptographic hardness assumption. If the underlying cryptosystem is IND-CPA secure, then
the shuffle language is not in P/poly, and thus it is necessary to use knowledge assumptions [Dam91] to

! In a practical implementation of a mix-net, one can use the random oracle model also for other purposes, such as
to construct a pseudo-number generator or a public-key cryptosystem. In most of such cases, it is known how to
avoid the random oracle model, although this almost always incurs some additional cost.



Table 1. A comparison of different NIZK shuffle arguments, compared with the computationally most efficient known
shuffle argument in the random oracle model [Grol0al.

[GLO7) [LZ13] This work [Grol0a]
|CRS| 2n+8 ™+ 6 8n + 17 n+1
Communication 15n + 120 (+3n) 6n + 11 (+6n) T+ 2 (+2n) 480n bits
pro’s comp. 51n 4+ 246 (+3n) 22n+ 11 (+6n)  16n+ 3 (+2n) 6n (+2n)
ver’s comp. 75n + 282 28n + 18 18n + 6 6m exp.
Lifted No Yes No No
Soundness Culp. sound White-box sound Culp. sound Sound
Arg. of knowl. no yes yes yes
PKE (knowl. assm.) no yes yes no
Random oracle no yes

prove its adaptive soundness. Moreover, [GL07] argued that culpable soundness is a sufficient security notion
for shuffles, since in any real-life application of the shuffle argument there exists some coalition of parties
who knows the secret key.

Lipmaa and Zhang [LZ12] proposed a more efficient NIZK shuffle argument by using knowledge assump-
tions under which they also bypassed the impossibility result of [AF07] and proved that their shuffle argument
is sound. However, their shuffle argument is sound only under the assumption that there is an extractor that
has access to the random coins of all encrypters, e.g., all voters, allowing her to extract all plaintexts and
randomizers. We say in this case that the argument is white-bor sound. White-box soundness is clearly a
weaker security notion than culpable soundness of [GLO7], and it would be good to avoid it.

In addition, the use of knowledge assumptions in [LZ12] forces the underlying BBS [BBS04] cryptosystem
to include knowledge components (so ciphertexts are twice as long) and be lifted (meaning that one has to
solve discrete logarithm to decrypt, so plaintexts must be small). Thus, one has to use a random oracle-
less range argument [RKPOIICLZI2IFTL.Z13[Lip14] to guarantee that the plaintexts are small and thus to
guarantee the soundness of the shuffle argument (see [LZ12] for a discussion). While range proofs only have
to be verified once (e.g., by only one mix-server), this still means that the shuffle argument of [LZ12] is
somewhat slower than what is given in Tbl. [I} Moreover, in the case of e-voting, using only small plaintexts
restricts the applicability of a shuffle argument to only certain voting mechanisms like majority. On the
other hand, a mechanism such as Single Transferable Vote would likely be unusable due to the length of the
ballots.

Thbl. [1| provides a brief comparison between known NIZK shuffle arguments in the CRS model and the
most computationally efficient known shuffle argument in the random oracle model [Grol0Oa]. We emphasize
that the values in parentheses show the cost of computing and communicating the shuffled ciphertexts
themselves, and must be added to the rest. Moreover, the cost of the shuffle argument from [LZ12] should
include the cost of a range argument. Unless written otherwise, the communication and the CRS length are
given in group elements, the prover’s computational complexity is given in exponentiations, and the verifier’s
computational complexity is given in bilinear pairings. In each row, highlighted cells denote the best efficiency
or best security (e.g., not requiring the PKE assumption) among arguments in the CRS model. Of course, a
full efficiency comparison can only be made after implementing the different shuffle arguments.

This brings us to the main question of the current paper:

Is it possible to construct an NIZK shuffle argument in the CRS model that is comparable in efficiency
with existing random oracle model NIZK shuffle arguments? Moreover, can one do it while minimizing
the use of knowledge assumptions (i.e., not requiring the knowledge extractor to have access to the
random coins used by all encrypters) and using a standard, non-lifted, cryptosystem?

Our Contributions. We give a partial answer to the main question. We propose a new pairing-based NIZK
shuffle argument in the CRS model. Differently from [LZI2|], we prove the culpable soundness of the new



argument instead of white-box soundness. Compared to [GLOT], which also achieves culpable soundness, the
new argument has 3 times faster proving and more than 4 times faster verification. Compared to [GLOTILZ12],
it is based on a more standard cryptosystem (Elgamal). While the new shuffle argument is still at least 2
times slower than the most efficient known random oracle based shuffle arguments, it has almost optimal
online prover’s computation. Of course, a full efficiency comparison can only be made after implementing
the different shuffle arguments.

Our construction works as as follows. We first commit to the permutation ¢ (by committing separately to
first n—1 rows of the corresponding permutation matrix @) and to the vector ¢ of blinding randomizers. Here,
we use the polynomial commitment scheme (see Sect. [2)) with com(ck;m;7) = (g1, g9) P00+ immiPi00) ¢
G1 x Gg, in pairing-based setting, where € : Gy X Gy — Gy is a bilinear pairing, g; is a generator of G;
for i € {1,2}, (P;(X))i, is a tuple of linearly independent polynomials, y is a trapdoor, v is a knowledge
secret, and ck = ((g1,99)70))", is the CRS. For different values of P;(X), variants of this commitment
scheme have been proposed before [GIM02|GrolOblLip12].

We show that ¥ is a correct permutation matrix by constructing n witness-indistinguishable succinct
unit vector arguments, each of which guarantees that a row of ¥ is a unit vector, for implicitly constructed
v, =1, — Z?;ll ¥,;. We use the recent square span programs (SSP, [DFGK14]) approach to choose the
polynomials P;(X) = y;(X) so that the unit vector argument is efficient. Since unit vectors are used in many
contexts, we hope this argument is of independent interest.

After that, we postulate a natural concrete verification equation for shuffles, and construct the shuffle
argument from this. If privacy were not an issue (and thus zj = zy;) for every i), the verification equation
would just be the tautology [];, é(z}, ggi(X)) =TI, é(z,-,ggwl”)(X)). Clearly, if the prover is honest, this

equation holds. However, it does not yet guarantee soundness, since an adversary can use gll”(X) (given in

the CRS) to create (z[)"_; in a malicious way. To eliminate this possibility, by roughly following an idea
from [GLO7], we also verify that [T}, é(z}, gliy =1 [T, é(z, gg”’_lm(X)) for some well-chosen polynomials
7;(X). (We note that instead of n univariate polynomials, [GLOT] used n random variables x;, increasing the
size of the secret key to £2(n) bits.)

To show that the verifications are instantiated correctly, we also need a same-message argument that
shows that commitments w.r.t. two tuples of polynomials (y;(X))"; and (9;(X))’; commit to the same
plaintext vectors. We construct an efficient same-message argument by using an approach that is (again,
roughly) motivated by the QAP-based approach of [GGPR13|. This argument is an argument of knowledge,
given that the polynomials §;(X) satisfy an additional restriction.

Since we also require privacy, the actual verification equations are more complicated. In particular,

Z = zy@) - encpk(15t;), and (say) ggi/’_l(”(X) is replaced by the second element g;(myO(X)—ky”’_l(”(X» of a

1
commitment to ¥,;. The resulting complication is minor (it requires one to include into the shuffle argument
a single ciphertext U € G that compensates for the added randomness). The full shuffle argument consists
of commitments to ¥ and to ¢ (both committed twice, w.r.t. the polynomials (y;(X))I, and (§:(X))i), n
unit vector arguments (one for each row of ¥), n — 1 same-message arguments, and finally U.

If 4;(X) are well-chosen, then from the two verification equations and the soundness of the unit vector
and same-message arguments it follows, under a new computational assumption PSP (Power Simultaneous
Product, related to an assumption from [GLOT]), that z; = 2y, for every i.

We prove culpable soundness [GLO7IGOS12] of the new argument. Since the security of the new shuffle
argument does not depend on the cryptosystem either having knowledge components or being lifted, we
can use Elgamal encryption [Elg85] instead of the non-standard knowledge BBS encryption introduced
in [LZ12]. Since the cryptosystem does not have to be lifted, one can use more complex voting mechanisms
with more complex ballots. The use of knowledge assumptions means that the new argument is an argument
of knowledge.

The new shuffle argument can be largely precomputed by the prover and forwarded to the verifier even be-
fore the common input (i.e., ciphertexts) arrive. Similarly, the verifier can perform a large part of verification
before receiving the ciphertexts. (See [Wik09] for motivation for precomputation.) The prover’s computation
in the online phase is dominated by just two (n + 1)-wide multi-exponentiations (the computation of U).



The multi-exponentiations can be parallelized; this is important in practice due to the wide availability of
highly parallel graphics processors.

Main Technical Challenges. While the main objective of the current work is efficiency, we emphasize
that several steps of the new shuffle argument are technically involved. Throughout the paper, we use and
combine very recent techniques from the design of efficient succinct non-interactive arguments of knowledge
(SNARKSs, [GGPRI3IPGHRI3IDFGK14], that are constructed with the main goal of achieving efficient verifi-
able computation) with quite unrelated techniques from the design of efficient shuffle arguments [GLO7ILZ12].
The security of the new shuffle argument relies on a new assumption, PSP. We prove that PSP holds
in the generic bilinear group model, given that polynomials §;(X) satisfy a very precise criterion. For the
security of the SSP-based unit vector argument, we need y;(X) to satisfy another criterion, and for the
security of the same-message argument, we need y;(X) and 3;(X) to satisfy a third criterion. The fact that
polynomials y;(X) and ;(X) that satisfy all three criteria exist is not a priori clear; y;(X) and g;(X) (see
Prop. |3)) are also unlike any polynomials from the related literature on non-interactive zero knowledge.
Finally, the PSP assumption was carefully chosen so it will hold in the generic bilinear group model,
and so the reduction from culpable soundness of the shuffle argument to the PSP assumption would work.
While the PSP assumption is related to the SP assumption from [GLO7], the situation in [GLO7] was less
fragile due to the use of independent random variables X; and X? instead of polynomials y;(X) and §;(X).
In particular, the same-message argument is trivial in the case of using independent random variables.
This is the full version of a conference paper [FL16].

2 Preliminaries

Let n be the number of ciphertexts to be shuffled. Let S; be the symmetric group of d elements. Let G*
denote the group G without its identity element. For a < b, let [a..b] :== {¢ € Z : a < ¢ < b}. Denote
(a,b)¢ := (a%,b°). For a set of polynomials F that have the same domain, denote g7 (@) := (¢f(@)) ;.

A permutation matriz is a Boolean matrix with exactly one 1 in every row and column. If ¢ is a permuta-
tion then the corresponding permutation matrix ¥, is such that (¥ );; = 1 iff j = (7). Thus (¥y-1);; =1
iff i = 4(j). Clearly, ¥ is a permutation matrix iff its every row is a unit vector, and the sum of all its row
vectors is equal to the all-ones vector 1,,.

Let x be the security parameter. We denote f(r) =, g(x) if | f(k) — g(x)| is negligible in x. We abbreviate
(non-uniform) probabilistic-polynomial time by (NU)PPT. On input 1%, a bilinear map generator BP returns
(p,G1,Ga, Gr, é), where G, Go and G are multiplicative cyclic groups of prime order p, and é is an efficient
bilinear map é: G; X Go — G that satisfies the following two properties, where g1 (resp., g2) is an arbitrary
generator of Gy (resp., Ga): (i) é(g1,92) # 1, and (ii) é(gf,g3) = €(g1,92)*. Thus, é(gf, g3) = é(gf, 93) iff
ab = cd (mod p). We give BP another input, n (related to the input length), and allow p to depend on n.
Finally, we assume that all algorithms that handle group elements reject if their inputs do not belong to
corresponding groups.

We will now give short explanations of the main knowledge assumptions. For formal definitions see App [l
Let 1 < d(n) < d*(n) = poly(x) be two functions. We say that BP is

— d(n)-PDL (Power Discrete Logarithm, [Lip12]) secure if any NUPPT adversary, given values
((g1, gg)Xl)?g(L)), has negligible probability of producing .

— (d(n),d*(n))-PCDH (Power Computational Diffie-Hellman, [GIMO02IGrol0b]|GGPRI13]) secure if any
NUPPT adversary, given values ((gl,gg)Xz)ie[o”d*(n)]\{d(n)ﬂ}, has negligible probability of producing
gicd(")Jrl.

— d(n)-TSDH (Target Strong Diffie-Hellman, [BBOJIPGHR13]) secure if any NUPPT adversary, given
values ((g1, gg)Xl)fgS), has negligible probability of producing a pair of values (,é(g1, g2)*/ X~™)) where
r#£ X.

For algorithms A and Xa, we write (y;y’) < (A||Xa)(x) if A on input x outputs y, and Xa on the same
input (including the random tape of A) outputs 3 [AF07]. We will need knowledge assumptions w.r.t. up to



2 knowledge secrets ;. Let m be the number of different knowledge secrets in any concrete argument, in the
current paper m < 2. Let F = (P;)_, be a tuple of univariate polynomials, and Gy (resp., G2) be a tuple
of univariate (resp., m-variate) polynomials. For ¢ € [1..m], BP is (F, Gy, Ga,7;)-PKE (Power Knowledge of
Ezponent, [Gro10l)]) secure if for any NUPPT adversary A there exists a NUPPT extractor Xa, such that

gk — BP(].N,’H,), (glngaX) r GT X G; X Zp,’)’ —r Z;n,

G2 (X, v—s
Y—i = (71, cees Vi1 Vit - - - ,%n),aux — (gfl(X)7922(X7 )> > 0

(1, o as)7o) < (AIIXa) (&K (91, 3°)7), aux)
&(he, 93°) = é(g1, ho) A by % g0 T 00

Pr

Here, aux can be seen as the common auxiliary input to A and X4 that is generated by using benign auxiliary
input generation [BCPR14]. The definition implies that aux may depend on y_; but not on ~;. If F = (X*)L_,
for some d = d(n), then we replace the first argument in (F,...)-PKE with d. If m = 1, then we omit the
last argument ~; in (F,...,v;)-PKE.

We will use the Elgamal cryptosystem [Elg85] IT = (BP,genpkc,enc,dec), defined as follows, in the
bilinear setting.

Setup (17): Let gk + (p, G1, G2, G, é) «+ BP(1%).

Key Generation genpkc(gk): Let g1 <—, G}. Set the secret key sk <—, Z,, and the public key pk < (g1, h =
g3%). Output (pk, sk).

Encryption ency(m;r): To encrypt a message m € G; with randomizer r € Z,, output the ciphertext
encpk(m;r) = pk” - (1,m) = (¢g",mh").

Decryption decg(c1,c2): m = co/c§< = mh" /h" = m.

Elgamal is clearly multiplicatively homomorphic. In particular, if ¢ <, Z,, then for any m and r,
encpk(m; ) -encpk(1;t) = encpk(m; r+1) is a random encryption of m. Elgamal is IND-CPA secure under the
XDH assumption.

An extractable trapdoor commitment scheme consists of two efficient algorithms gencom (that outputs a
CRS and a trapdoor) and com (that, given a CRS, a message and a randomizer, outputs a commitment),
and must satisfy the following four security properties.

Computational binding: without access to the trapdoor, it is intractable to open a commitment to two
different messages.

Trapdoor: given access to the original message, the randomizer and the trapdoor, one can open the com-
mitment to any other message.

Perfect hiding: commitments of any two messages have the same distribution.

Extractable: given access to the CRS, the commitment, and the random coins of the committer, one can
obtain the value that the committer committed to.

See, e.g., [GrolQb] for formal definitions.

We use the following extractable trapdoor polynomial commitment scheme that generalizes various earlier
commitment schemes [GIM02IGrol0blLip12]. Let n = poly(x), n > 0, be an integer. Let P;(X) € Z,y[X],
for ¢ € [0..n], be n + 1 linearly independent low-degree polynomials. First, gencom(1%,n) generates gk <«
BP(1%,n), picks g1 + Gj, g2 < G3, and then outputs the CRS ck «+ ((gf"'(X),g;P”(X))?:O) for x <+
Zy\{j: Po(j) =0} and 7 <, Z,. The trapdoor is equal to tdeom = X-

Po(x) vPo(x))r .
1 )

92
% € Gy X Gg. The validity of a commitment (Aj, A7) can be checked by verifying

The commitment of a € Zy, given a randomizer r <, Z,, is com(ck;a;r) = (g

n P; P;
Hi:1(91 (X)79; (X))

that é(Al,g;PO(X)) = é(ng(X), AJ). To open a commitment, the committer sends (a,r) to the verifier.
The rather standard proof of the following theorem is given in App. [B]

Theorem 1. Denote Feom = (Pi(X))P. The polynomial commitment scheme is perfectly hiding and trap-
door. Let d := maxyser,, (deg f). If BP is d-PDL secure, then it is computationally binding. If BP is
(Feom, 0, 0)-PKE secure, then it is extractable.



Alternatively, we can think of com as being a commitment scheme that does not depend on the concrete
polynomials at all, and the description of P; is just given as a part of ck. We instantiate the polynomial
commitment scheme with concrete polynomials later in Sect. [3] and Sect. [6]

An NIZK argument for a group-dependent language L consists of four algorithms, setup, gencrs, pro and
ver. The setup algorithm setup takes as input 1% and n (the input length), and outputs the group description
gk. The CRS generation algorithm gencrs takes as input gk and outputs the prover’s CRS crs), the verifier’s
CRS crs,, and a trapdoor td. (td is only required when the argument is zero-knowledge.) The distinction
between crs,, and crs, is only important for efficiency. The prover pro takes as input gk and crs,, a statement
u, and a witness w, and outputs an argument 7. The verifier ver takes as input gk and crs,, a statement wu,
and an argument 7, and either accepts or rejects.

Some of the properties of an argument are: (i) perfect completeness (honest verifier always accepts
honest prover’s argument), (ii) perfect witness-indistinguishability (argument distributions corresponding to
all allowable witnesses are equal), (iii) perfect zero knowledge (there exists an efficient simulator that can,
given u, (crsp,crs,) and td, output an argument that comes from the same distribution as the argument
produced by the prover), (iv) adaptive computational soundness (if u ¢ L, then an arbitrary non-uniform
probabilistic polynomial time prover has negligible success in creating a satisfying argument), and (v) adaptive
computational culpable soundness [GLOTIGOS12] (if u & L, then an arbitrary NUPPT prover has negligible
success in creating a satisfying argument together with a witness that u ¢ £). An argument is an argument
of knowledge, if from an accepting argument it follows that the prover knows the witness. See App. [J] for
formal definitions.

3 Unit Vector Argument

In a unit vector argument, the prover aims to convince the verifier that he knows how to open a commitment
(A1, AY) to some (er,r), where e; denotes the Ith unit vector for I € [1..n]. We construct the unit vector
argument by using square span programs (SSP-s, [DFGK14], an especially efficient variant of the quadratic
arithmetic programs of [GGPR13]).
Clearly, a € Z;; is a unit vector iff the following n + 1 conditions hold:
— a; € {0,1} for i € [1..n] (i.e., a is Boolean), and
- Yimai =1
We use the methodology of [DFGK14] to obtain an efficient NIZK argument out of these conditions. Let
{0,2}"*1 denote the set of (n + 1)-dimensional vectors where every coefficient is from {0,2}, let o denote

“17) e ZI ™ and b= (%) € ZnH,

Clearly, the above n + 1 conditions hold iff Va + b € {0,2}"*1 i.e.,

the Hadamard (entry-wise) product of two vectors, let V :=

(Va + b— 1n+1) o (Va + b— 1n+1) = 1n+1 . (1)

Let w;, ¢ € [1..n + 1] be n + 1 different values. Let Z(X) := H:-L:Jrll(X — w;) be the unique degree
n + 1 monic polynomial, such that Z(w;) = 0 for all ¢ € [1..n + 1]. Let the ith Lagrange basis polynomial
G(X) = 11 jen . na1), 52 (X — wj)/(wi — wj)) be the unique degree n polynomial, s.t. f;(w;) = 1 and
li(w;) = 0 for j # i. For a vector & € Z'*!, let Lqy(X) = E?jll x:4;(X) be a degree n polynomial that
interpolates x, i.e., Lg(w;) = ;.

For i € [1..n], let y;(X) be the polynomial that interpolates the ith column of the matrix V. That is,
yi(X) = 20;(X) 4+ £p41(X) for i € [1..n]. Let yo(X) = —1 + £,+1(X) be the polynomial that interpolates
b—1,+1. We will use an instantiation of the polynomial commitment scheme with Feom = (Z(X), (v:(X))™,).

As in [DFGKT4], we arrive at the polynomial Q(X) = (31", aiyi(X)+0(X))2—1 = (y1(X) + yo(X))*~1
(here, we used the fact that a = ey for some I € [1..n]), such that a is a unit vector iff Z(X) | Q(X). As
in [GGPRI3DFGK14], to obtain privacy, we now add randomness to Q(X), arriving at the degree 2(n + 1)
polynomial Qu;i(X) = (rZ(X) + yr(X) + yo(X))* — 1. By [GGPRI3IDFGK14], Eq. (1) holds iff

(1) Qui(X) = (A(X) +yo(X))? — 1, where A(X) =7,2(X)+ >, a;yi(X) € span(Feom), and



(i) Z(X) | Qui(X).
An honest prover computes the degree < n + 1 polynomial 7,,;(X) < Qu:i(X)/Z(X) € Z,[X], and sets the
argument to be equal to 7}, := g?“’iu) for a secret x that instantiates X. If it exists, (X)) := Qui(X)/Z(X)
is equal to r2Z(X) +r - 2(yr(X) + yo(X)) + H;(X), where for i € [1..n], I;(X) := ((y:(X) + yo(X))? —
1)/Z(X) is a degree < n — 1 polynomial and Z(X) | ((y;(X) + yo(X))? — 1). Thus, computing 7%, uses two
exponentiations.

We use a knowledge (PKE) assumption in a standard way to guarantee that A(X) is in the span of
{X}] "+1 As in [GGPRI3IDFGKI14], we then guarantee condition by using a PCDH assumption and
condltlon by using a TSDH assumption. Here, we use the same technique as in [GGPRI3] and subsequent
papers by introducing an additional secret, 3, and adding one group element Af to the argument.

System parameters: Let com be the polynomial commitment scheme and let Feom = (Z(X), (y:(X))™ ;).
Setup setup,,,, (1%, n): Let gk «+ BP(1%,n).
CRS generation gencrs,,, (gk): Let (91,92, x,58,7) <+ G x G x Zg, st. Z(x) # O

2 i H ']:com
Set ck + (g1,99) Feom(X) rsuvp  —  (ck, (gl(y () +y0(x)) gl (X))Z_l gﬁ (X))’ MSuvy
Z ~ —
(91,97, g3, 937, 9370 627 (g1, 93) 7). Return crsyy = (CrSupp, CrSuu,y).

Common input: (A1, A) = ((91,99)%))" (g1, g9)"' ) where I € [1..n].

Proving pro,,, (gk, crsyp p; A1, A3; wy, = (@ = er,r)): Set 7k, <+ (glz(X))T2 . (gf(yI(XHyO(X)))’" . gfI(X). Set
AD o (gFZ0Nr g5 - Output 1y, = (1%, A?) € G2

Verification ver,, (gk, crsyp v; A1, A3; Tyw): Parse my, as my, = (WZU,Af). Verify that (1) é(w :U,g;Z(X))

(g, A3 g3 ) elgr,63)7(2) g1, AD) = E(A, ), and (3) (A, 03°) = (4], 7).

Set Fup,1 = {1} U Feom U XgFeom and Fup 2 =Y Feom U{Y, Y X3}, The formal variable Xz (resp., ') stands

for the secret key 5 (resp., fy) Since other elements of crs,, are only needed for optimization, crs,, can be

computed from crs}, = (g1 wot008) | o Fuv2 (06, ﬂ/)) If n > 2 then 1 & span({Z(X)} U {y:(X)}™,), and thus

{1,Z(X)}uU {yz(X) . ' , is a basis of all polynomials of degree at most n + 1. Thus, F,, 1 can be computed

iff (X7} U {Xg]-'com} can be computed.

u'u’

Theorem 2. The new unit vector argument is perfectly complete and witness-indistinguishable. If BP is
(n + 1,2n + 3)-PCDH secure, (n + 1)-TSDH secure, and (n + 1, XgFcom,{Y Xp})-PKE secure, then this
argument is an adaptive argument of knowledge.

The proof of this theorem is given in App. [C] The proof of the following proposition is straightforward and
thus omitted.

Proposition 1. The computation of (7, A?) takes one 2-wide multi-exponentiation and 1 exponentiation
in Gy. In addition, it takes 2 exponentiations (one in Gy and one in Gy) in the master argument to compute
(A1, AY). The verifier computation is dominated by 6 pairings.

4 New Same-Message Argument

In a same- message argument, the prover aims to convince the verifier that he knows given two commitment
keys ck and ck (that correspond to two tuples of polynomials (Py(X))i, and (P;(X ))Z:07 respectively), how
to open (A, A) = com(ck;m;r) and (Al,A ) = com(ck m;7) as commitments (w.r.t. ck and cT«) to the
same plaintext vector m (but not necessarily to the same randomizer ).

We propose an efficient same-message argument using Feom = (Z(X), (ys(X))P_ ) as described in Sect.
In the shuffle argument, we need (P (X)), to satisfy some speciﬁc requirements w.r.t. Feom, See Sect.
We are free to choose P; otherwise. We concentrate on a choice of P; that satisfies those requirements yet
enables us to construct an efficient same-message argument.

Denote Z (X) = PO(X ). For the same-message argument to be an argument of knowledge and efficient,
we choose ]51 such that (pz(w]));’ill = (yl((,uj));”l1 = 2e; + eny1 for i € [1..n]. Moreover, (Z(w;))" ! =

(2w = Oy, "



Following similar methodology as in Sect. |3 define
Qui(X) = (FZ(X) + X, i Bi(X)) = (rZ(X) + 372, miya(X))

Let 71 be the maximum degree of polynomials in (y;(X), Pi (X)), thus deg Qu; < 7. Since Qu;(w;) = 2(1h,—
m;) for j € [1..n], Qui(w;) = 0iff m; = 7ir;. Moreover, if m = riv then Qi (wn41) = Yy Mi— Y g m; = 0.
Hence, m = m iff
(1) Qui(X) = A(X) — A(X), where A(X) € span({Z(X)} U {y:i(X)}iL,), and A(X) € span({Z(X)} U
{Pi(X)}y), and
(i) there exists a degree < 7 — (n + 1) polynomial m,;(X) = Qui(X)/Z(X).

If the prover is honest, then 7, (X) = #Z(X)/Z(X) —r+ 3. m; - (Py(X) —y:(X))/Z(X)). Note that we do

not need that @Q,,;(X) = 0 as a polynomial, we just need that Q.;(w;) = 0, which is a deviation from the

strategy usually used in QAP/QSP-based arguments [GGPR13].
We guarantee the conditions similarly to Sect. [3] The description of the argument follows. (Since it is
derived as in Sect. 3] we omit further explanations.)

System parameters: Let n = poly(x). Let com be the polynomial commitment scheme and let Feom =
(Z(X), (y)P—y) and Feom = (Z(X), (P;)1,), where P;(X) is such that y;(w;) = P;(w;) for i € [0..n+ 1]
and j € [1..n+1].

Setup setup,,, (1%, n): Let gk < BP(1",n).

CRS generation gencrs,,, (gk): Let (91,92, %, 857, 7) — Gi x Gy x Zj with
Z(x) # 0. Set ck <+ (g1,99)7 and ck (91,97) Fem() | Let CrSmp

(Ck Ck 96 }-com(X) Z(X)/Z(X)vgla(g§Pi(X)iyi(X))/Z(X))?:l)v and Crssm,v <~ (91792a92ag2 ag;Z(X))' Re-

turn crs,, = (crsémp, CrSsmv)-
Common input: (A4;, A)) = com(ck;m;r), (A1, A) = com(ck; m; 7).

00 _ (g Z(X)/Z(X))f —r

Argument generation prosm(gk,crssm,p;Al,A;’,Al,flg;m,r,f): Set 7k, < g3 91

H?:l<g§Pi(X)*yi(X))/Z(X))mi_ Set A’f « A(glﬁ%(AX))T H?:l(gfyi(x))mi_ Output e, = (7 sm?Aﬁ) c GQ
Verification verg,, (gk, crssm 5 (A1, A7), (A1, A3); Tsm):
Parse Tam 85 Tom = (mhaAf). Verify that (1) é(g1,A3) = é(An,g)(2) é(Angl) =

A A N =~ VA ~
(Alng)() é(g1, AJ) = e(Ar, g3), and(4) é(ms,,, 37 N)) = e(A1/ A1, 63).
Let Y be the formal V’fxriable corresponding to 4. In the following theorem, it suffices to take crs* =
(glf”"’l(x’ﬂ),ggfsm’Q(X’BmA{)), Where ]:sm,l = {1} U -FcAom U ﬁcomAU Xﬁfcom U {Z(X)/Z(X)} U {(Pi(X> -
yi(X)/Z(X)} and Fyme =Y - ({1, X5} U Feom) UY - ({1} U Feom)-

Theorem 3. The same-message argument is perfectly complete and witness-indistinguishable. Let n be as
above. If BP is (f, 7 +n + 2)-PCDH secure, i-TSDH secure, (n+ 1, Fom1 \ {1} U Feom), Fsmz2 \ Y - {1} U
Feom),¥)-PKE secure, and (ﬁcom,meJ \ﬁcom,fgmg \ Y]:"com,’y)—PKE secure, then this argument is an
adaptive argument of knowledge.

The proof of this theorem is similar to the proof of Thm. [2| see App.
The proof of the following proposition is straightforward and thus omitted.

Proposition 2. The prover’s computation is dominated by one (W + 2)-wide and one (W + 1)-wide multi-
exponentiation in G, where 0 < W < n is the number of elements in the vector m that are not in {0,1}.
The verifier’s computation is dominated by 8 pairings.

In the shuffle argument below, the prover uses r = 7, so prover’s computation is 2W + 2 exponentiations.
For a unit vector m, we additionally have W = 0 and computing A? and the first two verification steps
are already done in the unit vector argument anyway, so the argument only adds 1 exponentiation for the
prover, and 4 pairings for the verifier.



5 New Assumption: PSP

We will next describe a new computational assumption (PSP) that is needed in the shuffle argument. The
PSP assumption is related to but not equal to the SP assumption (see App. that also provides short
comparison to PSP) from [GLO7]. Interestingly, the generic group proof of the PSP assumption relies on
the Schwartz-Zippel lemma, while in most of the known interactive shuffle arguments (like [Nef01]), the
Schwartz-Zippel lemma is used in the reduction from the shuffle security to some underlying assumption.

Let let d(n) > n be a function. Let F = (P;(X))™, be a tuple of polynomials We say (d(n), F) is
PSP-friendly, if the following set is linearly independent: ]:"d(n) = {Xi}?d U{Xxt. P (X)) Yo<i<d(n),0<j<n U
{Po(X) P (X)}i—o-

Let (d(n), F) be PSP-friendly. Let F = (P;(X))", be a tuple of polynomials of degree < d(n). The
(F, F)-Power Simultaneous Product (PSP) assumption states that for any n = poly(x) and any NUPPT
adversary A,

gk <= BP(1%,n), (91,92, x) <+ GT x G5 x Zy,

by | G123 (00 (s)10) ¢ Al (91,9 )i5 (01,0270 e |
() -Hsf)i(X) — {00 Hsfi(X) =1A(Fiel.n]:s#1)

i=1

In this section, we prove that the PSP assumption holds in the generic bilinear group model. PSP-friendliness
and the PSP assumption are defined so that both the generic model proof and the reduction from the
shuffle soundness to the PSP in Thm. [5| would go through. As in the case of SP, it is essential that two
simultaneous products have to hold true; the simpler version of the PSP assumption with only one product
(i.e., tTo(x) T1, sfi(X) = 1) does not hold in the generic bilinear group model. Differently from SP, the PSP
assumption incorporates possibly distinct ¢ and # since the same-message argument does not guarantee that
the randomizers of two commitments are equal.

Generic Security of the PSP Assumption. We will briefly discuss the security of the PSP assumption
in the generic bilinear group model. Similarly to [GLQOT], we start by picking a random asymmetric bilinear
group gk := (p,G1,Ge,Gr,é) < BP(1%). We now give a generic bilinear group model proof for the PSP
assumption.

Theorem 4. Let F = (P;(X)), be linearly independent with 1 ¢ span(F). Let d = max{deg P;(X)} and
let F = (Pi(X)), be such that (d, F) is PSP-friendly. The (F,F)-PSP assumption holds in the generic
bilinear group model.

Proof. Assume there exists a successful adversary A. In the generic bilinear group model, A acts obliviously
to the actual representation of the group elements and only performs generic bilinear group operations such
as multiplying elements in G; for i € {1,2, T}, pairing elements in G; and G5, and comparing elements to see
if they are identical. hence it can only produce new elements in G; by multiplying existing group elements
together.

Recall that the A’s input is gk and crs = (((g1,92)X )l O,(gl,gg)}-(X)) Hence keeping track of the
group elements we get that A outputs t,t,s; € G1, where log,, t = 23 _otix! + Zj o t3 P (%), logglf =

Z Eix? + 27— 13 Pj(x), and log,, s E] 08X’ + 225 Os”P( ), for known constants s th, ty, 1,
sij, s;;. Taking discrete logarithms of the PSP condition t7000 - T7 | sfi(X) = Pt . T, s P00 =1, we



get that the two polynomials (for known coefficients)

d n n d n
dy(X) = [ D X7+ PX) |- R(X)+ ) [ D s X+ s Pi(X) | Pi(X)
7=0 7=0 =1 7=0 7=0
d 4 n R ) n d . n A R
dy(X) = [ D EX7+ ) HP(X) | - Po(X) + D s X+ s Pi(X) | Bi(X)
7=0 7=0 =1 7=0 7=0

satisfy dy () = d2(x) = 0. Since the adversary is oblivious to the actual representation of the group elements
it will do the same group operations no matter the actual value of X(= x); so the values t;, ..., s}; are
generated (almostEI) independently of x. By the Schwartz-Zippel lemma there is a negligible probability that
d;(x) = 0, for non-zero d;(X ), when we choose x randomly. Thus, with all but a negligible probability d; (X)
and do(X) are zero polynomials

Since F and (X240 U {X? - Py(X)}icpo. djefo..n) are both linearly mdependent {x42d U
{P(X)P (X)}',jE[O..n] is also linearly independent. We get from d;(X) = 0 that Zj ot} Py(X)Pj(X) +

S 12] —0 5% P;(X)Pj(X) = 0, which implies si; = 0 for i € [1..n],j € [0..n]. Substituting these values
into da(X) = 0, we get that (Zj oL XT + S0t (X)) Po(X) 4+, ijo 5ij X7 P;(X) = 0. Since Fy is

linearly independent, we get that all coefficients in the above equation are zero, and in particular s;; = 0 for
i€l..n],j €[0..n]. Thus s; = 1 for i € [1..n]. Contradiction to the fact that the adversary is successful. 0O

6 New Shuffle Argument

Let Elgamal operate in G; defined by gk. In a shuffle argument, the prover aims to convince the verifier
that, given the description of a group, a public key, and two vectors of ciphertexts, the second vector of the
ciphertexts is a permutation of rerandomized versions of the ciphertexts from the first vector. However, to
achieve better efficiency, we construct a shuffle argument that is only culpably sound with respect to the
next relation (i.e., Rf;'lt—sound, see App. :

Rgu”t _ (gkv (pk’ (Zi)?=17 (Zz/')?zl)7 Sk) : gk € BP(1K7 TL)/\
shon (pk, sk) € genpke(gk) A (Vi) € S, : i : dece(2]) # decek(2y(:)))

The argument of [GL0O7] is proven to be R&M sound with respect to the same relation. See [GLO7] or the
introduction for an explanation why Rizilt is sufficient.

As noted in the introduction, we need to use same-message arguments and rely on the PSP assumption.
Thus, we need polynomials Pj that satisfy two different requirements at once. First, to be able to use the
same-message argument, we need that y;(wx) = Pj(wy) for k& € [1..n + 1]. Second, to be able to use the
PSP assumption, we need (d, F ) to be PSP-friendly, and for this we need 13]- (X) to have a sufficiently large

degree. Recall that y; are fixed by the unit vector argument. We now show that such a choice for ﬁj exists.
(See App. [Effor a proof.)

Proposition 3. Let §;(X) == (XZ(X) + 1) Y(X2Z(X) + 1)y;(X) for j € [1..n], and Z(X) = jo(X) :=
(XZ(X) + )" Z(X). Let Foom = (95 (X));‘:O. Then §;(wg) = y;(wk) for all j,k, and (n + l,fcom) 18

PSP-friendly.

Next, we will provide the full description of the new shuffle argument. Note that (¢;)?_; are commitments
to the rows of the permutation matrix ¥, proven by the n unit vector arguments (my,)j~; and by the

implicit computation of ¢,. We denote E((a,b), c) := (é(a, c), é(b, c)).

2 A generic bilinear group adversary may learn a negligible amount of information about x by comparing group
elements; we skip this part in the proof.
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System parameters: Let (genpkc,enc, dec) be the Elgamal cryptosystem. Let com be the polynomial com-
mitment scheme. Consider polynomials Feom = {Z(X)} U (y; (X)), from Sect. |3 Let Feom = (i (X))
be as in Prop. [3

Setup setup,;, (1%, n): Let gk + BP(1%,n).

CRS generation gencrs,;, (gk): Let (g1, 92, %, 53,7) < Gi xG3 XZ; with Z(x) # 0. Let (crsyy,p, CrSuv,v) —r
gencrs,,, (gk,n), (CrSsm.p,CrSsm,v) —r geNCrs, (gk n), but by using the same (g1,92,x,8,7) in both
cases. Let ck < (g1,93)7="(0 and ck « (g1, 97)7=n(0. Set (Dy,D]) + com(ck;1,;0), (D1, D]) «
com(ck; ln,O) Set crsypp < (Crsyy.p, ck, g7 (X)/Z(X)agh (ggyl(X) yl(X))/Z(X)),»zl,Dl,D2,D17D2), CrSshp
(crSuv,v, gg » {gﬂ’%(X),ng(X)}l 0, D1, DQ,Dl,D'y) and tdgp, < x. Return ((crssp p, Crssp o), tdsp ).

Common input: (pk, (z;, 2)1,), where pk = (g1,h) € G3, z; € G} and 2 = z(;) - encpi(1;¢;) € Gi.

Argument pro,, (gk, crssp p; pK, (2i, 20) 7130, (t)11):

(1) Let ¥ = ¥,,-1 be the n x n permutation matrix corresponding to 9.
(2) Forie[l..n—1]:
— Set r; < Zp, (ci1,¢)y) < com(ck; W;;1;), (éin, Ex ) — com(ck wiiry).

( ) Set 7y = — Zn 11 T4 (cnlaCnQ) (DlvD’Y)/ Hn 1(cl17 i2)-

(4) Set (éa1,e1) < (D1, DY)/ TI s )

(5) For i € [1..n]: set Ty = (5, 45 Ci1) = Proy, (8K, Crsuv p; Cit, Clo; Wi, 1)

(6) Set 74 4=y Zyp, (d1,d3) < com(ck; ;7;), and (dy,dy) < com(ck; ;7).

(7) Forie [1..n—1]:

— Set (7

(8) Set Tam.a  Prog,, (gk, crsem pi di, dd, dy, dY; t, 74, 74).

(9) Compute U = (Uy,Us) + pk™ -H” Zt e G2 // The only online step

7,11

B . YA A
Tam,is cip) = prog,, (8K, Crssm p; Ci1, ¢y Gi1, €lo; Wiy iy 1)

(10) OUtPUt Tsh < ((Czla 2270117 z2)2 1 7d1ad27d1ad27 (Wuv Z)z 15 (W:m,i)?:_llaﬁsm,d7U)
Verification very (gk, crsgp o; pk, (2, zl)l_l, Tsh)t

(1) Let (cﬂla n2) (DlvD’Y)/ Hn_ (Cllv 72)

Let (¢na1, n2) (DlvD’Y)/H” 1(0117 12)
For i € [1..n]: reject if very,(gk, Crsyy v; Ci1, Cja; Tuv.i) TEjECts.

Reject if verg,, (gk, crssm.v; di,dg, ch,Jg;wsm7d) rejects.
Check the PSP-related verification equations: // The only online step

(a) TIr) B(zL 93 )/ T, E(zi, ) = E((91,h),dY)/E

w,
i e Z
(b) TTi B 37/ TIL) Bl ) = El(an, ). d3)/ BV, 03 ).
Since ck,ck C crsshp, (D1,D3) = com(ck;1,;0) and (Dq,D3) = com(ck 1,;0) can be computed from
the rest of the CRS. (These four elements are only needed to optimize the computation of (¢, n2) and

(énl,é:’LQ).) For security, it suffices to take crs¥, = (g; For1 00 ’3),9 o208, 7)) where Fsp1 = Fupv1 U Feom U
{2(X)/2(X)} U{((X) — X))/ 2O Yy and Fop = Funa U+ ({1} U From)

(2)

(3) L

(4) For i € [1..n — 1]: reject if vers,, (gK; CrSsm v Ci1, Cig, Cil, Cja Tsm,i) T€jects.
(5)

(6)

3

"/Z(X )

Theorem 5. The new shuffle argument is a non-interactive perfectly complete and perfectly zero-knowledge
shuffle argument for Elgamal ciphertexts. If the (n + 1)-TSDH, (2,7 + n + 2)-PCDH, (Feom, Feom)-PSP,
(n + 17]:8}1,,1 \ ({1} U fcom)a-/."sh,Q \ Y - ({1} ) Fcom)v'Y)’PKE7 (fcomafeh 1 \ ]:comvfsh 2 \ Y]:comvﬁ)/) PKE
assumptions hold, then the shuffle argument is adaptively computationally culpably sound w.r.t. the language

Rf;"; and an argument of knowledge.

A full proof of this theorem is given in App. |[F} When using a Barreto-Naehrig curve [BN05|, exponentiations
in Gy are three times cheaper than in Gy. Moreover, a single (N + 1)-wide multi-exponentiations is consid-
erably cheaper than N + 1 exponentiations. Hence, we compute separately the number of exponentiations
and multi-exponentiations in both G; and G [Str64/Pip80|. For the sake of the simplicity, Prop. |4| only
summarizes those numbers. See App. [G] for a proof.
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Proposition 4. The prover’s CRS consists of 6n + 7 elements of G1 and 2n + 4 elements of Go. The
verifier’s CRS consists of 4 elements of Gy, 2n + 8 elements of Go, and 1 element of Gr. The total CRS is
6n + 8 elements of Gy, 2n + 8 elements of Go, and 1 element of G, in total 8n + 17 group elements. The
communication complexity is 5n + 2 elements of Gy and 2n elements of Gs, in total Tn + 2 group elements.
The prover’s and the verifier’s computational complexity are as in Tbl. [1]

Importantly, both the proving and verification algorithm of the new shuffle argument can be divided
into offline (independent of the common input (pk, (2, 2})i,)) and online (dependent on the common input)
parts. The prover can precompute all elements of 7}, except U (i.e., execute all steps of the proving algorithm,
except step @D), and send them to the verifier before the inputs are fixed. The verifier can verify 7sp, \ {U}
(i.e., execute all steps of the verification algorithm, except step @) in the precomputation step. Thus, the
online computational complexity is dominated by two (n + 1)-wide multi-exponentiations for the prover, and
8n + 4 pairings for the verifier (note that E((gy,h),dJ) and E((g1,h),d]) can also be precomputed by the
verifier).

Low online complexity is highly important in e-voting, where the online time (i.e., the time interval after
the ballots are gathered and before the election results are announced) can be limited for legal reasons. In
this case, the mix servers can execute all but step @D of the proving algorithm and step @ of the verification
algorithm before the votes are even cast, assuming one is able to set a priori a reasonable upper bound on
n, the number of votes. See [Wik(09)] for additional motivation.

Acknowledgments. The authors were supported by the European Union’s Horizon 2020 research and
innovation programme under grant agreement No 653497 (project PANORAMIX), and the Estonian Research
Council.
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A On Random Oracle Versus CRS Model

NIZK arguments for non-trivial languages require the use of either the random oracle (RO, [FS86]) model
or the common reference string (CRS, [BFMS8§|) model. In the random oracle model, it is assumed that all
parties have an oracle access to a uniformly random function. In practice, this is instantiated with say a
secure hash function [FS86]. Many shuffle arguments have been proposed in the random oracle model, see,
e.g., [NefOI/FSOTFur05TWI10IGrol0al. However, it is well known that the random oracle model is not always
instantiable [CGHI8IGKO3]. Thus, one should aim to provide a security proof in the in the (random oracle-
less) CRS model. In the CRS model, all parties have access to an honestly generated CRS. In addition, the
simulator will have access to a trapdoor. The CRS model is much more realistic than the RO model, especially
since the common CRS can be generated by using either multi-party computation or secure hardware.

B Proof of Thm. (1| (Security of Commitment Scheme)

Proof. PERFECT HIDING: since Py(X) is a non-zero polynomial (this follows from linear independence),
then due to the choice of x, 7Py(x) (and thus also log,, A;) is uniformly random in Z,. Thus, (A1, A7) is a
uniformly random element of the multiplicative subgroup of G} x G} generated by (g1, g3 ), independently
of the committed value.

EXTRACTABILITY: clear from the statement.

COMPUTATIONAL BINDING: assume that the adversary outputs (a,r,) and (b, r,) with (a,r,) # (b, 1),
such that d(X) := (ro Po(X) + Y1y @i Pi(X)) — (rePo(X) + Y1, biPi(X)) has a root at y. If the adversary
is successful, then d(X) € Z,[X] is a non-trivial polynomial. Since the coefficients of d(X) are known, we
can use an efficient polynomial factorization algorithm to compute all roots r; of d(X). Since one of these
roots has to be equal to x, the adversary can just output one of the r; randomly. (We note that in previous
papers like [GrolOb], one instead compared g7 (given in the CRS) to all values gi*. In our case, it is not
guaranteed that both g; and gy belong to the CRS, and thus for simplicity, we have this randomized step.)

TRAPDOOR: given x, a, r, a*, and ¢ = com(ck; a;r), we compute r* such that (r* —r)Po(x)+ > (af —
a;)P;(x) = 0. This is possible since Py(x) # 0. Clearly, ¢ = com(ck; a*; r*). |
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C Proof of Thm. 2| (Security of Unit Vector)

Proof. PERFECT COMPLETENESS follows from the above derivation. PERFECT WITNESS INDISTINGUISHA-
BILITY is due to the fact that there is a unique value of m,, that satisfies the verification equations.

ARGUMENT OF KNOWLEDGE: Assume that the PKE assumption holds. According to the preceding dis-
cussion, in this case, the argument of knowledge property means that any NUPPT adversary has negligible
chance of outputting an input w,, < (A1, AJ), an accepting argument m,, = (W:U,Af ), and a witness
Wyp = @’ € Zg”, such that

1. (A1, AY) = (91,99)400 with A(X) = Y2177 af X7,
2. One of the following holds:

(a) A(X) & span(Feom), where Feom = (Z(X), (v:(X))i,), or

(b) Z(X) 1 Qui(X) where Qui(X) = (A(X) 1 yo(X))* — 1.

Suppose there exists an adversary A,.r that breaks the argument of knowledge property. Then given a
correctly generated CRS, he can output (tys, Tuy, Wy ) such that both conditions [ and 2] hold. By the PKE
assumption, condition [ holds (it will also be guaranteed in the master argument by a similar knowledge
assumption). We will handle separately the cases when the conditions |[2a] and [2b| hold. In each case we derive
a contradiction to one security assumption.

Condition 2al holds: assume that there exists an adversary A, that, given gk and (CrSuv,ps CrSuw,v)
output by gencrs,, (gk), breaks the argument of knowledge property of the unit vector argument (with
some non-negligible probability €) by outputting A(X) such that A(X) € span({X*}7F}) \ span(Feom). We
construct the following (n + 1,2n + 3)-PCDH adversary Apcan. Apedn receives an (n + 1,2n + 3)-PCDH
challenge ch = (gk, ((g1,92)X )icfo.. 2n+3)\{n+2})- Let D be the set of polynomials ¢(X) from Z,[X], such
that degg < n+ 1 and ¢(X)f(X) has a zero coefficient for X" for all f € Feom.

Apcan picks ¢(X) randomly from D. Note that deg(q(X)f(X)) < (n+1)+ (n+1) = 2(n + 1) for any
f(X) € Feom- There are (n+2) — | Feom| = 1 > 0 degrees of freedom for choosing ¢(X). Thus, for a polynomial
7(X) outside of the span of Feom, the coefficient of X" in ¢(X)m(X) will be random.

Apcan then picks b <, Z,, sets 8(X) < Xq(X) + b and S < B(x). Since D consists of polynomials of
degree at most n + 1, then for f € Feom, B(X)f(X) is of degree at most (n+2) + (n + 1) = 2n + 3, with a
zero coefficient for X2, This means that Apcan can compute glﬁf ) from ch by using generic bilinear group
operations.

With the given values, Apcqn generates v <, Z,, and computes a correct CRS which is sent to Agok.

Suppose that Agx replies with (Uyy, Tyw, Wyy) such that A(X) = Z?:Jrol at X" is not in the span of Feom,

verification succeeds, and A; = gf(X). Since A(X) is not in the span of Feom, the coefficient of X"*1 in
q(X)A(X) is random. This means that with probability 1 — 1/p, the coefficient ¢ of X" in the known

polynomial 3(X)A(X) is non-zero. Since é(Ay, g3°) = é(A%, g3), Apean can compute A? = ng(X). However,
Apcan, knows all the coefficients of 3(X)A(X), and hence from ch she can compute gfu+2 = (gfxnﬁ)cfl.

Thus, Apcap solves the (n + 1, 2n + 3)-PCDH problem with non-negligible probability (1 —1/p) - €.
Condition 2Dl holds: assume that there exists an adversary A,k that, given gk and (crsyy,p, Crsyy,) output

by gencrs,,,, (gk), breaks the argument of knowledge property of the unit vector argument by outputting A(X)

such that Z(X) t Qu:(X) where Q,;(X) is defined as in condition In this case we construct a TSDH

adversary Assqn. Assume that Assqn gets as an input a TSDH challenge ch = ((gl,gg)xi)ijol. Then, Aisqn
generates random <, £, and uses them together with ch to generate a correct CRS for A,,r. Assume that

(with some probability ) Agor then outputs wu,,, an accepting argument 7, and a witness wy,,.

Since Z(X) = H?:ll(X —w;) and all X — w; are pairwise relatively prime, Z(X) t Qu:(X) means there
exists i € [1..n + 1] such that (X — w;) does not divide Q,;(X). Thus, there exists a non-zero constant
t € Z, and a degree 2n + 1 polynomial ¢(X) such that Qu:(X) = (X —w;)q(X) + ¢t.

Since Qui(X) = (A(X) + yo(X))? — 1 and the first verification equation accepts,

é(ﬂzmg;Z(x)) —é(A; -ng(X),Ag ~g;y0(X))/é(g1,gg) _ é(gl,g;)Q“”'(X) — é(gl,g;)(x—wi)q()()"rt )
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Then (g1, gq )90t/ (x—wi) = é(ﬂzv7g;Z(X)/(X7wi)), that is,
5 —wj Y —wi 5 -1
égr, g3) "0 = (é(ml, g3 7OV ) fe(gy, g3 )100)

Since deg Z(X) = n + 1, there exist polynomials ¢;(X),g2(X) of degree at most n such that ¢(X) =

@(X)Z(X) + q2(X). Thus we can evaluate é(g1,93)7%) as é(gy,g9) 000200+ = é(g‘fl(X),g;Z(X)) .

é(g”™ g2) by using elements (g )™y, g7, and gJZ™. We can also evaluate g7 %/ X~ from (g7¥X)n |

and g;’é"“(X)7 since Z(X)/(X —wi) = £i(X) [[;4(wi —wj), and for i # n+1, £;(X) = (y:i(X) — lny1(X))/2.

So since g3, 27 and g7“+'™ can all be computed from (ggxi)?jol, é(g1,93)"/ x=) can be computed

from ch.

Thus, the adversary A;sqp, given as input the TSDH challenge, .y, 7y, and w,,, can efficiently compute
(r = wj, é(g1,95) X)) (and thus also, with probability 1 — 1/p over the choice of 7, (r,é(g1, g2)*/ X))
for some j € [1..n+ 1], hence solving the (n+1)-TSDH problem with non-negligible probability (1—1/p)-e.
Thus, this argument is an argument of knowledge. a

D Proof of Thm. |3| (Security of Same-Message)

Proof. PERFECT WITNESS-INDISTINGUISHABILITY: All witnesses result in the same argument ,,, hence this
argument is witness-indistinguishable. PERFECT COMPLETENESS: Follows from the argumentation preceding
the same-message argument description.

ARGUMENT OF KNOWLEDGE: Suppose there exists an adversary A,k that breaks the argument of knowl-
edge property. That is, Ager can output a common input us,, = (4, A7, fll, A;’) and an accepting argument
Tom, but (A;, AY) and (A, AY) are commitments to different message vectors.

We first use the PKE assumptions to argue that from A,.; and certain extractors we can construct
another adversary A% , who outputs (usp,, Tsm) together with a witness ws, = (a, M, 7):

— By the (...,~v)-PKE assumption and since the verification equation holds, there exists an extractor

that can obtain a € Z2*? such that (A1, AJ) = (g1,99 )™, where A(X) = St e X

— By the (...,4%)-PKE assumption and since the verification equation (3|) holds, there exists an extractor

that can obtain (2, 7) such that (A;, AY) = com(ck; 7h; 7) = (91,99)2X) for some A(X) € span(Feom).

(If any of the extractors fails, then we can abort. By assumption, this happens with a negligible probability.)
Thus, assume A’ . outputs (Usm, Tem, Wsm = (@, 772, 7)), such that the verification holds.

As in the case of Thm. [2| if A . is successful, then either
(a) A(X) & span(Feom), Or
(b) A(X) € span(Feom) but Z(X) t Qui(X).

Case (fa]). Assume A(X) ¢ span(Feom). We construct the following (7, 7+ n + 2)-PCDH adversary Apcqn.
Apcan receives a (i, 7+ n + 2)-PCDH challenge ch = (gk, ((91,92)X )ic[0.. atn+2)\{at1})- Let

| a(X) € Zy[X] : deg(q) < A
. q(X)f(X) has a zero coefficient for X™ for all f € Feom

Apcan picks ¢(X) randomly from D. Note that deg(¢(X)f(X)) <n+ (n+1)= (2 +n+2) — 1 for any
f(X) € Feom. There are (i + 1) — |Feom| > 0 degrees of freedom for choosing ¢(X). Thus, for a polynomial
7(X) outside of the span of Feom, the coefficient of X™ in ¢(X)w(X) will be random.

Apcan then picks b <, Z,, sets B(X) < Xq(X) + b and S < B(x). Since D consists of polynomials of
degree at most 71, then for f € Feom, S(X)f(X) is of degree at most (7 +1)+ (n+1) = 7 +n+2, with a zero

coefficient for X™*+1. This means that Apcan can compute gf 709 from ch by using generic group operations.
With the given values, A,cqn, can now generate (v,5) < ZIQ,, and compute a correct CRS which is sent

to A* .. (To be able to compute the CRS, we need 7 to be like chosen in the theorem.) Suppose that A*

aok*
replies with (Usm, Tsm, Wsm ) such that A(X) = Z?:Jrol a; X" is not in the span of From, verification succeeds,

aok
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and A; = gf‘(X). Since A(X) is not in the span of Feom, the coefficient of X™ in ¢(X)A(X) is random.
This means that with probability 1 — 1/p, the coefficient ¢ of X®*! in the known polynomial 3(X)A(X)

is non-zero. Since é(A1,g9") = é(A’f,g;), Apcan can compute Af = ng(X). However, Apcqn, knows all the
41 Cxﬁ+l

coefficients of 3(X)A(X), and hence from ch she can compute g¥ = (¢X ) . Thus, Apcan solves the
PCDH problem with non-negligible probability (1 —1/p) - €.

So A(X) € span((y; (X))’ ) and thus A*_,
com(ck; m; 7).

Case . We construct a n-TSDH adversary A;sqn. Assume that A.sqn gets as an input a TSDH challenge
ch = (<gl7g2)xi>?:0_ Then, Assqn generates random -y, 4, 8, and uses them together with ch to generate a

correct CRS for A%, . (Again, to create correct CRS we need the chosen value of 72.) Assume that (with some

knows a witness (m = (mq,...,m,),r) such that (4, A]) =

probability ¢), A% . then outputs us,, accepting argument s, = (7 Af)7 and a witness wgy,.

Since Z(X) = H?:ll (X — w;) and all the X — w; are pairwise relatively prime, Z(X) { Q.;(X) means
there exists 7 € [1..n 4+ 1] such that (X —w;) { Qu:i(X). Thus, there exists a non-zero constant t € Z,, and a
degree < n — 1 polynomial ¢(X) such that Q.,;(X) = (X — w;)q(X) + ¢.

Since Qui(X) = A(X) — A(X) and the verification equation holds, we have that
et 937 N)) = e(A1/A1,63) = é(g1,97)90) = é(gy, g3) x0T Bu then é(gy, g3 ) 700/ (i) =
é(ﬂ';fm,g;Z(X)/(Xfwi)), which is equivalent to

~ —w; Al % —w; “ -1
&(g1, 97) " O = (e(ty, g3 7 Oy 16(gy, g7 ) 100

Since deg Z(X) = n+1, there exist polynomials ¢; (X), g2(X) of degree at most 71— (n+2) and n respectively,
such that ¢(X) = ¢1(X)Z(X) + ¢2(X). Thus, by the same argumentation used in Thm. [2] we can evaluate
é(g1,99)7%), é(g1, g9)"/ X% "and finally, with probability 1 — 1/p, (r = w;, é(g1,g2)"/X~")) from the given
values ch, breaking the n-TSDH assumption. Thus, this argument is an argument of knowledge. O

E Proof of Prop. (3| (PSP-friendliness of .’f:com)

Proof. First, since Z(wy) = 0, 9;(wk) = y;j(w) and Z(wy) = Z(wy) for j € [1..n],k € [1..n + 1]. To prove

(n+1, ]:"com) is PSP-friendly, it suffices to show that the degrees of all polynomials in (ﬁcom)n+1 are distinct.

o For j >0, §;(X) has degree (j —1)(n+2)+ (n+3)+n=(2n+3) + (j — 1)(n + 2), while deg Z(X) =
(n+1)(n+2)+(n+1)=(2n+3)+n(n+2).

o The degrees of all polynomials X*¢;(X), for i € [0..n+1], j € [0..n], are unique (namely, (2n+3) + (j —
1)(n+2)+i for j € [1..n] and (2n+3)+n(n+2)+i for j = 0) and also larger than max{deg X" }ic(0.. 2(n+1)]-

o The degree of Z(X)j;(X) is at least degZ(X) + (2n + 3) > degZ(X) + (n + 1) =
max{deg X"7;(X)}icpo.. nt1],j€f0.. n]-

Thus, (n+ 1, Feom) is PSP-friendly, and 7 = deg Z(X) = (n+ 1)(n + 3). |

F  Full Proof of Thm. [5| (Security of Shuffle Argument)

Proof. PERFECT COMPLETENESS: Assume that the prover is honest. To verify the proof, the verifier first

checks the consistency of the commitment (dy, dj) and n unit vector arguments; here we use the fact that the

n

unit vector argument is perfectly complete. Moreover, since ¥, = 1,, — >, _11 ¥, (cp1,c),) (and similarly,

(Cn1, é;’ﬂ)) is a commitment to ¥,, with randomizer r,,. Also, since the same-message argument is perfectly
complete, the verification equations on steps and all hold. The verification equations on step @ hold
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since for the verification equation (the verification equation is true similarly),

n
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CULPABLE SOUNDNESS: Let Agii be an NUPPT adversary that, given gk and a correctly generated crs,
outputs a statement (pk = (g1, h), (i, 2})"_;), a secret key sk, and an accepting shuffle argument 7, such
that the plaintext vector (z})!_; is not a permutation of the plaintext vector (z;)!"_;. (I.e., Aguit is an adversary
against Rih',lfl.) Assume that the unit vector argument and the same-message argument are arguments of
knowledge, and that both PKE assumptions hold (these claims are guaranteed by the assumptions of Thm.|5)).
We construct the following adversary A,s, that breaks the (Feom, ]:'mm)—PSP assumption.

Apsp obtains input (gk, crs,sp,) where crspsp, = (((91, g2)X )ZH'OI, (91, 92) C°"'(X)). Apsp then generates random

v, ¥, and B. A, constructs crs?, as follows:

n+1
1,92 =0 coms = X
(a) from ((g1,92)X ) 1) and F, she can create ck = (g1, go ) em ().
(b) from g1, g fmm(X) , and 3, she can create gBme(X) glfu” 1068) 4nq 9 Fom1068) , and thus glfSh*l(X’ﬁ);
¢) from g, 7, and 3, she can create g3, g;", and gicom(X) and thus g} 2007 ,v),
v 2 2
finally, from go and 4, she can create g5, and thus g, Fon206B7)
2

So A,sp can create a valid CRS crs’, = (crsgp, p, Crssp,) of the shuffle argument. A, then sends crsgy, ;, to
Aguitt, who returns ((pk, (2, 2})g), sk, Tsp), such that the verification algorithm verg, accepts msp,.

Recall that my,; = (7, ; = g 1(X), Z1) By applying the relevant knowledge assumption, we can pos-
tulate the existence of the following NUPPT knowledge extractors that, with all but a negligible probability,
return some witness:

1. By the (...,v)-PKE assumption and the PCDH assumption, for every i € [1..n — 1] there exists a
knowledge extractor that, given (c¢;1, 0?2) and access to Agii’s random coins, returns ((!I/ij)je[l ) i)
such that (¢;1,c}y) = com(ck; ¥;;7;). Let ¥, < 1, — Z?le ;and rp, < — Zl 1 Ti-

2. By the the (...,7)-PKE assumption and the PCDH assumption, there exists a knowledge extractor that,
given (dy,d}) and access to Agi’s random coins, returns (¢*,r;), such that (dq,d3) = com(ck; t*;77).

3. By the (...,%)-PKE assumption, for every ¢ € [1..n — 1] there exists a knowledge extractor that,
given (éil,éjz) and access to Agu.|t’b random coins, returns ((i/ij)je[l”n],fi), such that (éil,é?z) =
com(cAk; ;i 7). Let Wy, < 1, — > sl" and 7, ¢ — > 1 11 Py

4. By the (...,%)-PKE assumption, there exists a knowledge extractor that, given (azhcf;) and access to
Aguie’s random coins, returns (£*,77), such that (dy,d)) = com(ck ;7).

Since we assume the PKE and PCDH assumptions are true, the probability that any of these extractors fails
is negligible, in this case we can abort. In the following, we will assume that all extractors succeeded.

Let a be Agii’s output. Based on Agyiix and the output of extractors, we can build an adversary Ag ;.

that returns a to A,,, together with the witness ((![lhri,!lfuri)ie[l o1, 5T t*, 7).
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Since the unit vector argument is an argument of knowledge, ¥, Z" ! W, and 7y, ; verifies
for each i € [1..n], we have that (¢;1,c)5)"; commits to a permutatlon matrlx (Otherwise, we can break
the unit vector arguments and thus either the PCDH or the TSDH assumption.) Hence, ¥ corresponds to a
permutation ¢ € S,,, such that for i € [1..n], ¢;; = g;iﬂw_l(“(X)

Since the same-message argument is an argument of knowledge, it must be the case that ¥ = ¥. In
particular, (¢;, 672) = com(ck W, 7).

Finally, the verification equation (6a) accepts. Then (since we are proving culpable soundness
and thus A, knows sk) setting p* <« U/Usk, wi <« zi/25%, and p) <« zl,/(2l)%, the veri-
fication equation is equivalent to verifying that [[;_ LB, 1), W’(X))/ [T, E((zi1, i), cly) =
E((g1, ),dg)/E((Ul, ), ;YZ(X)). Here, Apsp knows all mentioned variables. After eliminating v, we get
(with probability 1 — 1/p over the choice of ) that

n
H - zlnuz yl(X /HE 2117/% 2004w, 1<)(X))
=1

riZ i
=E((g1,1), g5’ “"*Zm“’“)/E((Ul, ), 97y

tr i
Set Ry = Ul/(]._[z 121 -9 ) = p /Hl VHi R = 2 /(g7 (X)Zw(i),l)a and M; = pi;/pye for
€ [1..n]. Since the pairing is non—degenerate, by reordering the terms we get that Rg(X) T, R?i(X) =1

and M7 T, My = 1.

From the verification equation , we get that Ry X TT, R¥™ = 1 and MZN T, M7 ™ =1 for
(due to the soundness of the same-message argument) the same values of M; and R; for i € [1..n] as before.

Now, due to the construction of the CRS we can apply the PSP assumption to Rg(X) . H?:l R;y"(X) =1
and RZ™ . T, RV = 1 (getting R; = 1 for all i € [1..n]), and to MZ™ . T, MY = 1 and
MOZ(X) T, Miﬂi(X) =1 (getting M; = 1 for all i € [1..n]). Thus, (2}, 2}5) = (2431 2(;) 2) for i € [1..n],
and the shuffle argument is culpably sound.

ARGUMENT OF KNOWLEDGE: follows from the proof of culpable soundness, where 1 and ¢; were recovered
by using the PKE assumption.

PERFECT ZERO-KNOWLEDGE: We construct the following simulator S. It inputs gk « setup(17,n),
((crssh,p; CrSsh,v), tdsn) <— gencrs(gk), and the common input (pk, (2, 2})7), and does the following:
(1) Pick ry <= Zy,. For i € [1..n — 1]: pick r; < Z,,.
(2) Simulate commitments (¢;1,¢}y):

(a) Forie [1..n—1]: set (¢;1,c)y) < com(ck; e3;7;).

(b) Set (cu1,¢ly) ¢ com(ck; en; — S ).
(3) Simulate commitments (¢;1,¢)5):

(a) Fori e [l..n—1]: set (czl, &) « com(ck; e;; 7).

(b) Set (én1,¢l,) + com(ck; en;— S0 ).

(4) For i € [1..n]: set Tyy,i <= Proy, (gk, crsyy p; cit, 12,81,7’2)

(5) For i € [1..n — 1]: set Tgp, ; < prog,,(gk, CrSsm.p; Cily Clyy Ci, € 22761,7‘1,7‘1)

(6) Set (di,d]) < com(ck;0,;7;) and (dl,dﬁy) + com(ck; 05 7¢).

(7) Set Tgpm.a < prog,, (gk, crssm p; di,dy, d17d2, s Tty Tt )

(8) Set U « (g1, h)™ H;z 1(Zr1+yz(x)/Z(X)/( )yl(x)/Z(X))

(9) Output s, < ((cih i2>C%17 i2)i:1 sy, d27d17 d27 (ﬂ—lw,i)?zlv (W:m,i)?;llﬂﬂsm’dv U)

Note that we need to ensure Z(x) # 0.

Next, we give an analysis of the simulated proof. Clearly, (dy,d}), (dy,d]), (¢i1,¢}5), and (é;1,¢ 12) for
1 € [1..n — 1] are independent and random variables in G; X Ga, exactly as in the real run of the protocol.
Moreover, the values (cp1,c¢),) and (é,1,¢),) are generated in the same way as in the real run of the
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protocol, and the unit vector and same-message arguments are generated exactly as in the honest case.
Thus, verification steps to hold.

After that, S defines U so that it satisfies the verification equations. Since U is uniquely defined by the
verification equation, it also has the same distribution as in the real protocol. Thus, we are now only left to
show that the verification equations in step @ of the new shuffle argument hold. But

n n

Yy ( ;
HE 2, g3% HE 2iy Cl)
i=1 i=1

:H ;797@/1 x) HE (2,9 (mZ(XHyz(x)))

=1
n

i ; - riZ i
:E<H<z;>yl<x>,g;>/E<Hzi CoFui00 g

i=1 i=1
:EA(H((ZZ{)%(X)/Z(X)/Z:i"!‘yi(X)/Z(X)))’ g;Z(x))
i=1
=E((g1, 1), 93" 70 E((gu, by - T (700200 () 00/200), g1209)

=B((g1,h),d3)/E(U, g37 ™) .

Thus, the verification equation holds. Analogously, the verification equation holds, and thus
the simulator has succeeded in generating an accepting argument that has the same distribution as the real
argument. 0

G Proof of Prop. 4] (Efficiency of Shuffle Argument)

Proof. CRS. The prover’s CRS of the unit vector argument consists of 4n + 2 (resp., n + 1) elements of G,
(resp., G3), while the verifier’s CRS consists of 2 / 4 / 1 elements of G / G / Gr, respectively. The CRS of
the shuffle argument needs 2(n+1) +3 = 2n+5 additional elements of G; and (n+1)+2 = n+ 3 additional
elements of Go for the prover, and 2 (resp., (2n + 4)) additional elements of G; (resp., Gz) for the verifier.
Thus, the claim about the length of the CRS follows.

COMMUNICATION. The communication complexity of the unit vector arguments (my,;)j—; is 2n — 1

elements of G; (by the construction of ¢,1, we do not need to send cﬁ 1), part of the same-message argument
wsm ; adds n — 1 elements of G, and the same-message argument 7., ¢ adds 2 elements of G;. The shuffle
argument proper adds (2n + 2) (resp., (2n)) elements of Gy (resp., Gg) and hence the result.
PROVER’S COMPUTATIONAL COMPLEXITY. We write down the computation step-by-step:
(1) (ci1,c)y)i=): commitments are of the form (c;1,c}y) = (ng(X) gPO(X))” T (gf ), ’YPi(X))ai
honest prover a; € {0,1}, so n — 1 exponentiations (by 7;) are needed in both Gy and Go.
(2) (éa, éig)V)?;f: by a similar argument, requires n — 1 exponentiations in both G; and Gs.
(3) (Tuw,i)j—1: n two-wide exponentiations and n exponentiations in Gq, which can be reduced by one

. . . n—1 ﬂ . . . .
exponentiation, since from r, = — Zi:l r; We can compute ¢, ; using only multiplications.
(4) (dy,d]): one (n + 1)-wide multi-exponentiation in both G; and Ga,

(5) (dy,d}): one (n + 1)-wide multi-exponentiation in both G; and Go,

. For an

(6) (Tim.ir 2 )"t for an honest prover, my,; = (Trwi5 ) uses the same ¢, so we only need to compute
Thmi = (ng(x)/Z(x)) N 1(g(P {00=ui 0/ Z00ai for € [1..n — 1]. Similar to 7%, i» this only needs

n — 1 exponentiations (using # = r, and (ng(x)/Z(x))r gy = (glz(X)/Z(X)/gl)T).

(7) Tsm,a: one (n + 2)-wide multi-exponentiation and one (n + 1)-wide multi-exponentiation in G,
(8) U (online): two (n + 1)-wide multi-exponentiations in G;.
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For the sake of simplicity, assume that an (n 4+ 2)-wide multi-exponentiations are computed by executing
one (n + 1)-wide multi-exponentiation and one exponentiation, and that a three-wide / two-wide multi-
exponentiation is as expensive as three / two exponentiations.
Thus, in total the prover has to execute
i) m—1)4+m—-1)4+Bn—-1)4+04+0+(n—1)+ 1+ 0= 6n — 3 exponentiations in Gy,
(i) 0+0+04+14+14+0+2+2=06 (n+ 1)-wide multi-exponentiations in Gy,
(iii) (n—1)+(n—1)+0+0+04+0+ 0+ 0 = 2n — 2 exponentiations in Gy,
(iv) 0404+0+1+1+0+0+0=2 (n+ 1)-multi-exponentiations in G,.
Thus we get 16n + 3 exponentiations in total, only 8n — 5 of which are not part of a multi-exponentiation.
VERIFIER’S COMPUTATIONAL COMPLEXITY. Each unit vector argument can be verified using 6 pairings.
However, for the n unit vector arguments we do not need to check the consistency of (¢,1,¢l,) or ¢2,, saving
4 pairings.
The shuffle argument proper requires additional bilinear pairings :
(i) two to verify the consistency of (é1,¢é)) for i € [1..n —1],
(i) four to verify the consistency of (dy,d3) and (dy,dJ),
(iii) two to verify 73, ; fori € [L..n — 1],
(iv) four to verify the consistency of mgm, 4,
(v) 8(n+ 1) to verify the step [6]
However, é(g1,d3) and é(g1, cfg) are used in stepsand@of the verification, but only need to be computed
once. Thus, the shuffle argument adds 12n + 10 pairings to the verifier’s 6n — 4 pairings for the n unit vector
arguments, which means 18n + 6 pairings in total. a

H SP Assumption

Assume that we have a symmetric pairing, i.e., Gy = Gy = G. The Simultaneous Pairing [GL07] assumption
states that for any n = poly(x) and NUPPT adversary A,

gk = (p7G7GT7é) < BP(1H7n)agl r G*ax o ZZ7
i \n n n
(si)izy < Algk, {(91", 1) }iz) & (s0)imy € G™A

[Is¢ =T[5 =1nGielton]:s #1)
=1

=1

Pr ~, 0 .

The PSP assumption can be seen as a g-type variant of the SP assumption, where instead of n independent
random variables x; and x?, one uses the values y;(x) and §;(x) for single random variable y and public
polynomials y;(X), 9;(X). The use of independent random variables makes the SP assumption conceptually
simpler; however, it means that the prover of the shuffle argument has a considerably longer secret key.
Finally, since the new efficient same-message argument does not guarantee that the randomizers used in two
commitments are equal, the adversary of the PSP assumption is allowed to output two non-one values ¢ and
t. Due to the use of independent random variables y; and the use of specific “polynomials” X? in second
“commitment”, in the case of [GLO7] there exist an almost trivial same-message argument.

I Preliminaries: Knowledge Assumptions

We give the formal definitions of the knowledge assumptions introduced in Section
Let 1 < d(n) < d*(n) = poly(x) be two functions. We say that BP is
— d(n)-PDL (Power Discrete Logarithm, [Lip13]) secure if for any n = poly(x) and NUPPT adversary A,

gk < BP(1%,n), (g1, 92, X) <+ G} x G} x Z, :

xivd(n) ~ 0
A(gk, ((91,92)* )i=o) = X
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— (d(n),d*(n))-PCDH (Power Computational Diffie-Hellman, [GIM02]Grol0b]GGPRI13]) secure if for any
n = poly(x) and NUPPT adversary A,

gk — BP(1H7”’)’ (gthaX) —r GT X G; X Zp :
Pr d(n)+1 N 0

Algk, ((91792)X1)ie[0.. d*(n)]\{d(n)+l}) = gic

— d(n)-TSDH (Target Strong Diffie-Hellman, [BBOJIPGHR13]) secure if for any n = poly(x) and NUPPT
adversary A,
gk — BP(]_H,TL), (917927X) r GT X G; X Zp :

A (. (01,020 )D) = (rélorg0)/0) nr x| T

J Preliminaries: Zero Knowledge

Let R = {(u,w)} be an efficiently computable binary relation with |w| = poly(|u|). Here, u is a statement,
and w is a witness. Let £ = {u : Jw, (u,w) € R} be an NP-language. Let n = |u| be the input length. For
fixed n, we have a relation R,, and a language £,,. Here, as in [GLO7], since we argue about group elements,
both £,, and R,, are group-dependent and thus we add gk as an input to £,, and R,,. Let R,,(gk) := {(u, w) :
(gk,u,w) € Ry}

A non-interactive argument for a group-dependent relation family R consists of four PPT algorithms: a
setup algorithm setup, a common reference string (CRS) generator gencrs, a prover pro, and a verifier ver.
For gk < setup(1”,n) (where n is the input length) and (crs = (crsy, crs, ), td) < gencrs(gk) (where td is not
accessible to anybody but the simulator), pro(crs,; u, w) produces an argument 7, and ver(crs,; u, ) outputs
either 1 (accept) or 0 (reject). Here, crs,, (resp., crs,) is the part of the CRS given to the prover (resp., the
verifier). Distinction between crs, and crs, is not important from the security point of view, but in many
cases crs, is significantly shorter.

IT is perfectly complete, if for all n = poly(x),

p gk < setup(1%,n), ((crsp, crs,), td) < gencrs(gk), (u, w) < R, (gk) : )
g ver(gk, crs,; u, pro(gk, crs,; u, w)) = 1 -
IT is adaptively computationally sound for L, if for all n = poly(x) and non-uniform probabilistic polynomial-
time A,
p gk « setup(1%,n), ((crsp, crs, ), td) < gencrs(gk), ~ 0
g (u, ) < A(gk, crsp, crs,) : (gk, u) & Ly, Aver(gk,crs,;u,m) =1 TR

We recall that in situations where the inputs have been committed by using a computationally bind-
ing trapdoor commitment scheme, the notion of computational soundness does not make sense (since the
commitments could be to any input messages). Instead, one should either proof culpable soundness or the
argument of knowledge property.

IT is adaptively computationally culpably sound [GLOTIGOSI12] for L, if for all n = poly(x), for all
polynomial-time decidable binary relations R&“* = {R&'} consisting of elements from £ and witnesses
we"and for all non-uniform probabilistic polynomial-time A,

gk < setup(1%,n), ((crsp, crs, ), td) < gencrs(gk),
Pr | (u, m, w8 « A(gk, crs,, crs,) : ~,. 0 .

(gk, u, w) € REYT A ver(gk, crs,;u,m) = 1

IT is an argument of knowledge, if for all n = poly(k) and every non-uniform probabilistic polynomial-
time A, there exists a non-uniform probabilistic polynomial-time extractor X, such that for every auxiliary
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input aux € {0, 1}Poy (%)

gk < setup(1¥,n), ((crsp, crs, ), td) < gencrs(gk),
Pr| ((u,m);w) < (A||Xa)(crsp, crsy;aux) : ~, 0 .
(u,w) € R Aver(crsy;u,m) =1

Here, the notation A||Xa is defined in Sect. 2] As in the definition of PKE (see Sect. [2), we can restrict the
definition of an argument of knowledge to benign auxiliary information generators, where aux is known to
come from. For the sake of simplicity, we omit further discussion.

IT is perfectly witness-indistinguishable, if for all n = poly(k), if gk € setup(1%,n), ((crsp,crs,),td) €
gencrs(gk), and ((gk,u, wo), (gk, u,w1)) € RZ, then the distributions pro(crs,;u,wp) and pro(crs,; u,w;) are
equal. IT is perfectly zero-knowledge, if there exists a probabilistic polynomial-time simulator S, such that
for all stateful non-uniform probabilistic polynomial-time adversaries A and n = poly(k),

gk + setup(1®,n), gk + setup(1%,n),

((crsp, crsy), td) < gencrs(gk), ((crsp, crs,); td) < gencrs(gk),
Pr | (u,w) < A(gk,crsp, crsy), =Pr | (u,w) < A(gk, crs,, crsy),

7 < pro(gk, crsp; u, w) : 7« S(gk, crsy, crsy; u, td)

(gk,u,w) € Ry, AA(gk,7m) =1 (gk,u,w) € Ry, AA(gk,7m) =1

Here, the prover and the simulator use the same CRS. That is, we have same-string zero knowledge [DDO™01].
We recall that same-string statistical zero knowledge allows to use the same CRS an unbounded number of
times.
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