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Abstract In this paper we present the first biclique cryptanalysis é8®Iblock ci-
pher and a new biclique cryptanalysis of PRESENT block aipheese attacks are
performed on full-round MIBS-80 and full-round PRESENT-2@tack on MIBS-

80 uses matching without matrix method and has a data coityplegper bounded
by 252 chosen plaintext where it reduced security of this cipheuali bit. Attack

on PRESENT-80 has a data complexity of at m@3tchosen plaintexts and compu-
tational complexity of 2237 encryptions that both complexities are lower than other
cryptanalyses of PRESENT-80 so far.

1 INTRODUCTION

Along advances in low resource applications such as RFIB &gl Internet of
Things, lightweight cryptography became a popular fieldtoflg to find appropri-
ate solutions to different purposes of security in low resewevices. So far, many
block ciphers like MIBS|[1], Lblockl__[l2] and PRESENT] [3] aretioduced to sat-
isfy conditions of constrained applications. Biclique mignalysis of block ciphers
introduced by Andrey Bogdanov et dll [4]. After that, manydsés have been done
on security of different lightweight ciphers against hicie attack ES],|__[|6]II|7]IIB],).
The best known attack on PRESENT-80 is also a biclique cngtyais which
covers all rounds of PRESENT-80 and has data complexity leqoa2®® cho-
sen plaintext and computational complexity equals *2 with success proba-
bility equal to 100%|I|7]. Also there are other biclique crypalysis of PRESENT
([E],[Iﬂ],[]). The best known attack on MIBS-80 is a Multigensional Linear
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Cryptanalysis which covers 19 rounds of MIBS with data cawjpy equals to
25787 chosen plaintext and computational complexity equalt#2encryption of
19 rounds of MIBS with success probability equal to 90% [THere are also other
cryptanalysis of MIBS@Z]ﬂl] 3]) . In this paper we lvpresent the biclique
cryptanalysis of MIBS-80 and PRESENT-80. These attackgeasimgle key mode.

This paper is organized as follow. Secti@h 2. provides digtion of MIBS-80
cipher. Section[]3 shows the key recovery attack on full-coNMiBS-80. A brief
description of PRESENT-80 cipher is provided in secfion i4ligue Cryptanalysis
of PRESENT-80 is presented in sectibh 5. A conclusion of pliger is given in
section[®.

2 DESCRIPTION OF MIBS

Block cipher MIBS uses a standard Feistel structure wittbiédlock length and
supports user key of lengths 64-bit and 80-bit. Each roundtfan of MIBS con-
sists of a key addition layer, a nibble-wise S-box layer , amdixing layer can be
represented by a simple matrix productih: (GF (24)8) — (GF (2%)8). In this
paper we consider 80 bit key length version of MIBS (MIBS-889, if state® is
initialized by the 80-bit user key agate® = ksg,kzg,....ko , then 32 round keys
,0<i <31, are generated as follows:

state' = state' >>>19
state' = Sbox(state[’;g%]) Il Sbox(state["wm) Il state["ﬂm

state' = state] ., | (smte["lm] @ Round — Counter) Il state!,,

i+l

i_ i . — i
K' = state],y.,4,; state’” = state

3 KEY RECOVERY FOR MIBS-80

According to the key schedule of MIBS-80, the 'user key’ cancomputed from
eachstate ,0 <i < 31 . For mounting the biclique attack on MIBS-80, vector pac
of state?® is divided into 22 subsets each of them include® &lues ofstate?.
For this purpose, in each subset only bits in positi@4s43,42,41,11,10,9, 8] are
varied and the rest remain unchanged.

An independent biclique of dimension 4, is placed in the fivalfirounds of
cipher. For this purpose we consider two related-key diffiéials; the first one in
the encryption path caused by 16 possible differences oftfitsi[44,43,42,41] of
gate?® each of them represented BK[i] , 0 <i < 15 . The second related-key
differential in the decryption path is also generated by &6sjble differences of
four bits[11,10,9, 8] of state?® each of them represented BK[j] ,0< j < 15. As
it can be seen in Fig. 1, these two related-key differensihfse no active S-boxes,



Biclique cryptanalysis of MIBS-80 and PRESENT-80 3

So they can be used to make an independent biclique, whictred@ possible
differencesAK]i, j] = AK[i] @ AK]]j] , as it was expected.
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Fig. 1 4-dimension Biclique for MIBS over rounds 28-32

3.1 Matching without Matrix

The Matching without matrix method presentedlE [14] cowduce the computa-
tional complexity of the matching nibbles recomputatiorccérding to the Feistel
structure of MIBS cipher, we have

Lisa=M(SLi®oK)) ®R

, whichM andSrepresent the operation of mix and substitution layer . Atsmuld
be easily derived that

Liz1 =M(S(R43®Kii2)) ®Lita
. So we have the equality

M(S(Li ®Ki)) ®R = M(S(R13®Kit2)) ©Lits
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leads to the equality

SLiaK) @M Y(R) = SRz ®Kis2) @M (Lit3)

In our attack, we choose tHe 4 (left part of data register in round 15 that is
the input of F-function in round 15) as matching point. So \@a choose the data
corresponding to the®and the &' S-boxes in round 14 and their corresponding S-
boxes in round 16 which mean th¥ 4nd the & S-boxes in round 16 as matching
variable

3.2 B. The attack procedure

Step 1:Constructing biclique. Set bits numbergt4, 43,42 41,11,10,9, 8] of sate’®
to zero and choose a new value for the other 72 bits, assura&i020] and con-
struct a biclique as follows:

- chooseC = 064 as ciphertext and decrypt it to round 28 uski@, 0] to obtain
S, the data register in round 28 (ilexy andRy7).

- DecryptCq with keysK([0,0] & AK[O, j] , 1 < j < 15, to obtainS; (in the input
of round 28).

- Encrypt SO with keyX[0,0] ® AK[i,0] , 1 <i < 15 to obtainC;. Also, get their
corresponding plaintex3 ,0<i <15.

Step 2:Matching. EncryptR with KJi,0] to round 14 to obtain the matching

variablevi ¢ and store the proces’ﬁsKM Vi$ . Then encrypR with AK[i, j], 1 <
j < 15 to obtainvij . Only compute those parts of these processes that differ fro

the proces® @ Vi 6 . DecryptS; with AK[O, j] to round 16 to obtain the matching
variable¥gj and store the process; “t9 Sj. Then decrypsj with AK]i, j],1 <

i <15 to obtain¥ij and only compute those parts that differ framy KL Sj. The
procedure of matching is shown in Fig. 2 . A candidate A&y, j] leads to7i | = Vi j

. While matching variables are 8 bits we anticipae®= 1 key candidate for each
key set. Exhaustive search is needed to filter out wrong datelkeys.

Data complexity. According to Fig. 1, 3 nibbles of ciphertext is not effected
key differences. So the data complexity will not exce&4 ¥ = 252 chosen plain-
texts. Computational complexity. In step 1, 24x (194 6) + 15 = 415 S-boxes, in
step 2, 24x (34+ 24 x (71)) = 18720 S-boxes plus 24 (9+ 24 x (80)) = 20624
S-boxes are computed. In key schedule<28+ 9) + 52 = 244 S-boxes are com-
puted. Also there is 1 candidate key per each key set in agefdg MIBS-80 uses
320 S-boxes in a full round encryption, so the computatiaoahplexity is as fol-

low:
39344+ 415+ 224
Cfu|| = 272 ( + 1> = 278'98

320
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Since we used all keys in this attack, its success probakslit00
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Fig. 2 Matching over 27 rounds; left: Forward computation; rightcBaard computation

4 DESCRIPTION OF PRESENT-80 CIPHER

PRESENT uses a SPN structure with 64-bit block length angat user keys
of lengths 80-bit and 128-bit. Each round function of PRESE®bONsists of a
key addition layer, a nibble-wise S-box lay@:(GF (2*) — GF(2*) ) and a sim-
ple permutation layer. In this paper we consider 80 bit kaygtlk version of



6 Mohammad Hossein Faghihi Sereshgi, Mohammad Dakhilalian, andéndbhakiba

PRESENT (PRESENT-80). So, #ate” is initialized by the 80-bit user key as
gate’ = kygkzg. .. Ko , then 31 round keys and the post whitening Ky 0 <i < 31
, are generated as follows:

i i
K' = state;,q,
state' = state' >>>19

state' = Sbox(state["w%]) I state[’;sm

state' = stare] ., |l (state[ilgtls] @ Round — Counter) Il state!, .,

state’™" = state'

5 KEY RECOVERY FOR PRESENT-80

In case of PRESENT, the vector spacestate?8 is divided into 22 subsets each
of them includes 2values ofstate?8. To construct an independent biclique of di-
mension 4, we considered the four 7, 6,4| of state?8 to cause 16 differences
AK]i] , 0<i <15, and four bitg40,39 38,31] of state’8 to cause 16 differences
AK][j],0< j <15, which according to Fig. 3 share no active S-boxes inwiffgal
trails in the last 3 rounds.
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Fig. 3 4-dimension Biclique for PRESENT-80 over rounds 29-31
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Fig. 4 Sieve over the steps SLPLAKSL for PRESENT.

5.1 Sieve-In-The-Middle

To cryptanalysis the PRESENT block cipher we use the SievEhke-Middle at-
tack [12] and we use the sieve introduced in [11]. In this sigwe choose 16
left most bits of input of a subcipher Es=SLPLAKSL for inpand bits in posi-
tions (63,62,61,60,47,46,45,44,37,36,35,34,15,1423pr the key and output, as
is shown in Fig. 4. Prestored values of inputs and outputkisfstuperbox and their
corresponding keys could be used as matching variablesgodilit wrong keys.

5.2 The attack procedure

Step 1Constructing biclique. Similar to step 1 of section 3.2 and by assunmiag=
O64) and internal state S in round 28, we constigcd < j <15 andC,0<i <15
and their corresponding,0<i <15.

Step 2:matching. We compute the value of js which are 12 bits in posi-
tions (63,62,61,59,58,57,55,54,53,51,50,49) of inpuraafnd 15 by encrypting
R with AK]i,j], 0< j < 15 and values ofm which are 16 bits in positions
(63,62,61,47,46,45,37, 36,35,15,14,13) of output of dotié by decrypting each
Sjs usingAKli, j],0<i < 15.

So there are at mosf possible output values fér;. The possibility of a wrong
key K[i, j] matches in all 12 known bits & is 24x 2712 = 278 For a set of 2
keys, we will have 88 = 1 candidate key in average. We have to test each candidate
key by exhaustive search to filter out wrong keys.

Data complexity. According to Fig. 3, 42 bits of ciphertext are not important
So the data complexity will not exceed*242 = 222 chosen plaintextsCom-
putational complexity. In step 1, 24x (324 7) +9 = 633 S-boxes, in step 2,
24 x (394 24(193)) = 50032 S-boxes plus 24 (324 24(136)) = 35328 S-boxes
are computed. 24 (3+4) 4+ 25= 137 S-boxes are computed in key schedule. Also
there is 1 candidate key per each key set in average. The ARESE uses 527
S-boxes in a full round encryption, so the computational glewity is as follow:

853604 633+ 137
572 579365 ~ 57937
Crur =2 ( 557 +1> =2 =)
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Fig. 5 Matching over 28-rounds; up: Forward computation; down: Baoki computation
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The success probability of this attack is 100

6 CONCLUSION AND DISCUSSION

In this paper we presented the first independent bicligeelatin full-round MIBS-
80 and a new independent biclique attack on PRESENT-80. fidekaon MIBS-80
uses matching without matrix method with biclique crypigss for the first time,
and results in reduction of the ciphers security about IThié attack on PRESENT-
80 uses advantages of Sieve-In-The-Middle attack andtsedata and computa-
tional complexities better than other introduced attackéutl round PRESENT-80
so far.
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