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Abstract. We present a functional encryption scheme based on standard assumptions where
ciphertexts are associated with a tuple of values (z1,...,2,) € Z,, secret keys are associated
with a degree-two polynomial, and the decryption of a ciphertext Cay,....wn)EZp with a secret key
SKPez,[X1,..., Xn],deg(P)<2 Tecovers P(x1,...,r,), where the ciphertext contains only O(n) group
elements. Our scheme, which achieves selective security based on pairings, also yields a new
predicate encryption scheme that supports degree-two polynomial evaluation, generalizing both

[26] and [10].

1 Introduction

Functional Encryption [11](in short: FE) is a general paradigm that allows to generate restricted
decryption keys, that let users learn specific functions of the encrypted data, and nothing else.
Namely, ciphertexts ct, are associated with an attribute x, secret keys sky are associated with
a function f, and the decryption of ct, with sky allows to recover f(z), and nothing more. In
particular, ct, does not leak its underlying attribute x. The scheme must be resistant to any
collusion of secret keys sk for different functions f: such group of secret keys should not learn
anything more than the information leaked by each key sk, individually. This security property
makes FE schemes both hard to build and extremely useful, provided the class of function they
handle is large. In fact, combining the results of [8, 4, 5] proves that an FE for sufficiently
general functions' gives a construction for the almighty Indistinguishability Obfuscation for
circuits [20]. Perhaps unsurprisingly given the versatility of these cryptographic notions, we do
not know how to implement them based on standard assumptions, let alone efficient. Instead,
another approach consider specific classes of functions, and give efficient constructions, based
on standard assumptions. This is the case of Predicate Encryption [26](in short: PE), where
ciphertexts are associated with a plaintext m and an attribute x, and secret keys are associated
with a function f such that f(m,x) = m if and only if P(x) = 1, where P is a boolean predicate
(note that these are stronger that attribute-based encryption [33, 24| since a ciphertext should
not reveal its attribute ). More recently, [1, 3] build simple functional encryption for the inner
product functionality, namely, where ciphertexts cty are associated with vectors x, secret keys
are associated with vectors y of same dimension, and the decryption of cty with sky recovers
the inner product of x and y. To this date, boolean predicates and inner product are the only
functionalities that we know how to build from standard assumptions.

!The FE scheme must support the evaluations of three weak PRF and simple, finite operations.
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Our contributions.

We build the first FE scheme based on a standard assumption that supports a functionality
beyond inner product, or predicates. In our scheme, ciphertexts are associated with a set of
values, and secret keys are associated with a degree-two polynomial. This way, the decryption
of a ciphertext ey, wn)EZn with a secret key skpez,(x, ..., X,] deg(P)<2 Tecovers P(z1,...,x,).
The ciphertext size is O(n) group elements, improving upon [1, 3], which would require O(n?)
group elements, since they build an FE scheme for inner product. This implies new PE schemes
that satisfy a so-called attribute-hiding property, that is, ciphertexts are associated with a
set of values and a plaintext, secret keys are associated with a degree-two polynomial, and
the decryption of a ciphertext ... wn)EZp with a secret key skpez,(x, ..., X,], deg(P)<2 T€COVErS
the plaintext if, and only if, P(x1,...,2,) = 1. The attribute-hiding property refers to the
fact that Cay,....wn)ELp leaks no information on its attribute (z1,...,x,), beyond the inherent
leakage of the boolean value P(z1,...,z,) = 1. Again, this is done with ciphertexts of O(n)
group elements, instead of O(n?) when using [26], which build an Inner Product Encryption
(where the predicate is defined by a degree-one polynomial). Both our FE scheme and PE
scheme are proved selectively secure under the Matrix Diffie-Hellman assumption [19], which
generalizes standard assumptions such as DLIN or k-Lin for £ > 1, and the 3-pddh assumption
[10].

Comparison with prior works.

Prior PE schemes based on standard assumptions exist for Identity-Based Encryption [13, 2, 9,
7, 14, 38] (in this context, the attribute-hiding property is referred to as anonymity of the IBE),
Inner Product Encryption [26, 31, 28, 32, 15, 17|, and comparison [10, 12, 21], namely, when
ciphertexts and secret keys are associated with values, and the secret-key sky,cz, decrypts the
ciphertext ctyecz, if, and only if, y > x (here we only cite works that are secure in the standard
model, under static assumptions). IPE is the most expressive of these three, since the other
predicates can be efficiently reduced to IP. The PE we build is even more expressive, since it
allows to define predicate by degree-two polynomials. Note that there also exists lattice-based
attribute-hiding PE for all circuits [23], or PE for comparison with O(logn) group elements per
ciphertext [35, 22]. However, these PE are attribute-hiding in a weaker sense. In fact, in these
so-called weakly attribute-hiding PE, ciphertexts can reveal their attribute if some secret keys
that decrypt them are known (see Remark 1 for more details on the difference between weakly
and fully attribute-hiding PE).

Technical overview.

The difficulty is to have ciphertexts ct(;, . ..y of O(n) group elements, that must hide their
attribute (z1,...,2,) € Zy,, but still contain enough informations to recover the n? values x; T
for i,j € [n]. To ensure the attribute is hidden, the ciphertext will contain an encryption of each
value z;. Since we want to multiply together these encryptions to compute products z; - x;, and
since these encryption are composed of group elements, we require a pairing e : Gy X Go — Gr,
where G1, G2, and G are additively written, prime-order groups. Namely, decryption pairs
encrypted values in G with encrypted values in Go. For this reason, it makes sense to re-write
the function as: X' :=Zy x Z', K := Zy*™, and for all (x,y) € X, M € K,

F((x,y),M)=xMy= > mi;zy;.

i€[n],j€[m]



Private-key, single-ciphertext secure FE. Our starting point is a private-key FE that is
only secure for a single-ciphertext:

Ctxy = {[Al‘z + blxi]l}ie[np {[BSj + aj‘yj]Q}je[m] and sky = [Z mi,jI‘IATBSj]T,
0.
where we rely on implicit representation notation [19] for group elements : for a fixed generator
P, of G, and for a matrix A € Zn*', we define [A]; ;== AP, € G¢** where multiplication is
done component-wise, with s € {1,2,T}. Here (A|b*) and (Bla’) are bases of Zi** such that
ATal = B'bt = 0, & la [16]. The vectors [Ar;]; and [Bs,]s for i € [n],j € [m], a* and b+t
are part of a master secret key, used to (deterministically) generate ctyy and skng. Correctness
follows from the orthogonal property: decryption computes »; ;m; je([Ar; + blz;]], [Bs; +
aty;]2) = skm+ (b)) at-[F((x,y), M)]7 which is equal to sky if, and only if, F((x,y), M) = 0.
Security relies on the Di-mddh Assumption [19], which stipulates that given [A]; drawn from

a matrix distribution Dy, over Z;,kH)Xk ,

[Ar]; =~ [Ar + bL]l and [Bs|; ~. [Bs + aL]l,

where r,s <3 Z’;. This allows to change ctyoyo into cty g1, but creates an extra term
[Z”mmxllyjl — Zijmi,jx?yg . in the secret keys skng. We conclude the proof using the
fact that for all M queried to KeyGen, F((x%,y%),M) = F((x!,y!),M), as required by the

security definition for FE (see Section 2.4.2 for the definition of FE), which cancels out the
extra term in all secret keys.

Public-key FE. Going from one to many challenge ciphertexts poses three problems.

Problem 1. Generating [Ar; + bl for a fixed i € [n] but different j requires to know a',

which prevent using MDDH on [A];. The same problem holds relative to [B]y and b*.
In fact, this is even more stringent in the public-key setting, since [a']y and [b']; would
need to be part of the public key.

Problem 2. There are mix and match attacks, where some part of a challenge ciphertext
is used with a part of another ciphertext to break the scheme. For instance in the case
n =m = 1, pairing the part [Ar; +b*2°]; of ciphertext ct,o 0 with the part [Bs; +atyl];
of ciphertext ct,1 1, together with the secret key sknyp := [r]ATBs;]r for M = 1, yields
the value [x° - y']7 where only the values [2° - 4°]7 and [z! - y']7 should leak.

Problem 3. In the public-key setting, the secret keys sk for all M are computable efficiently
from the public key that contains the vectors [Ar;]i, [Bs;]a.
Abt |0 )

Solution to problem 1. We add an extra dimension, namely, we use bases < 0 1

B €L
and ( ’(? (1) > where the extra dimension will be used for correctness, while (A|b")

and (Blat) will be used for security (using the mddh assumption, since a* and bt are
not part of the public key anymore).

Solution to problem 2. The encryption randomizes the bases

Albt |0 d Blat | 0
o |1/)™ 0 |1

3



into

_,( Abt |0 Blat |0
w1 W'
( 0 1 > and < 0 1

for W <—; GLy12 a random invertible matrix. This “glues” the components of a ciphertext
that are in G to those that are in Gs.

Solution to problem 3. we generate secret keys in Gy instead of G, namely

SkM = [Z mi,erATBSj]g.

.3

We also randomize the ciphertexts, which contain [Ar;-v]; and [Bs;-o]s, where 7,0 < Z,
are the same for all ¢ € [n], and j € [m], but fresh for each ciphertext. The ciphertexts
also contain [y - o1, for correctness. This way, decryption gets [F((x,y),M)|r + [yo -

>_ij i, jt; ATBs;j]r, where the second term of the sum is e([yo]1,skm). Including this

7
“quadratic information” [y - o]2 inside the ciphertexts is similar to the techniques used
originally in [10], and in follow up [12, 21]. The similarity with these schemes ends here:
we need significantly new techniques to achieve general quadratic functions (they focus on
a particular case of quadratic function). A more detailed comparison between our work

and these papers is provided in the Discussion paragraph.

New problem 4. Computing secret keys in the group G» instead of the target group G, poses
a new problem when using a type 3 pairing (where there are no efficient isomorphism
between G; and G3), namely, how can we compute [A]y and use the MDDH assumption
on [A]y, in G1? Note that this problem does not arises in type 1 pairing (when Gy = Go),
but this is a less efficient setting that type 3 pairing, as demonstrated in [25].

Solution to problem 4. We secret share the secret keys in both G; and Go, allowing to
generate them only ([A]1, [B]1) or ([A]z, [B]2), but not both. Namely, KeyGen(msk, M)
computes K := [}, ,m; jr; A"Bs;|1—[u]; and K = [u]s, for u < Zyp that is freshly picked
for each secret key. This way, there is essentially two to compute secret keys: by computing
a meaningful value in G, and a random value in Go, or vice versa. Finally, for correctness,
the ciphertexts include the values [y - ¢]; and [y - 0] for v,0 < Z,, and the decryption
can cancel out the second term of the sum [F((x,y), M)|r + [yo - 3, ; my jr; A'Bs;]r by

~

computing e([yo]1, K) + e(K, [yo]2).

Combining the solutions to problems 1 to 4, we obtain:

Ctyy = { [(AZ ’Y>T W‘1] l}ie[n] , { [W (BZ' J)L}je[m] oy ol

where W <—¢ GLj42 and 7,0 <y Zj, are freshly picked for each ciphertext, and

skn = (K, K) where K := [Z mi it} A"Bs;]1 — [u]; and K := [u]s.
12
where u <y Zj, is freshly picked for each secret key.
Then, to get back the value F((x,y),M) in Z, (and not only in G7), we need to solve

discrete log in G, for instance using a look-up table when the output of F'is small, as done in
previous FE such as [1, 3].



Discussion.

The scheme described above is identically distributed to:

o ([T} ABCL ot

i€[n]

where r;,s; < Z'Ij,

sknt = (K, K) where K := [Z m; jr;s;)1 — [u]1 and K = [u]s.
i?j

This is reminiscent from constructions based on Dual Pairing Vector Space, originally introduced
in [30], and later used in [31, 27, 17] in the context of attribute-based encryption, and in
[18, 36] in the context of FE for inner product, with the crucial difference the all these previous
constructions do not include quadratic terms of the form [r]s;]o. The technical difficulty is to
achieve security even when these terms are leaked in the secret keys. More specifically, these
previous approaches use a security paradigm called Dual System Encryption, introduced by [37],
where the security proof uses a hybrid argument over all secret keys, leaving the distribution
of the public key identical. This is different from our proof, which changes the distribution of
the public and secret keys, and whose security loss does not depend on the number of queried
secret keys.

Finally, our approach differs from [10] and follow-up works [12, 21] in that these previous
works focus an a particular case of quadratic function, namely, the predicate comparison (see
Section 4), for which it is enough to consider vectors of the form: [Ar; + z;b*]1, [Bs; + y;a't]s,
where z; and y; are either 0, either some random value (fixed at setup time, and identical for
all ciphertexts and secret keys), or the vectors are just some “trash” random vector, i.e that do
not contain any useful information.In this case, the problem 2. pointed out previously does not
arise. We introduce new techniques to solve problem 2., thereby generalizing the aforementioned
works to any quadratic functions.

Concurrent and Independent work.

In concurrent and independent work, Lin [29], and Ananth and Sahai [6] present constructions
of private-key functional encryption schemes for degree-D polynomials based on D-linear maps.
As a special case for D = 2, these schemes support quadratic polynomials from bilinear maps,
as ours. Also, in terms of security, the construction of Lin is proven selectively secure based
on the SXDH assumption, while the scheme of Ananth and Sahai is selectively secure based on
ad-hoc assumptions that are justified in the multilinear group model. In comparison to these
works, our schemes have the advantage of working in the (arguably more challenging) public
key setting.

Road map.

We first give the necessary notations and preliminaries in Section 2. Then, following the techni-
cal overview, we first give a private-key functional encryption scheme that is only secure when
there is one challenge ciphertext in Section 3.1, and we give our public-key functional encryp-
tion in Section 3.2. In Section 4, we show how this gives a new PE that supports degree-two
polynomial evaluation, and how this applies to other interesting predicates, such as comparison.



2 Preliminaries

2.1 Notations

For a finite set .S, |S| denotes its cardinality, and we denote by s <—5 S the fact that s is picked
uniformly at random from S. By PPT, we denote a probabilistic polynomial-time algorithm.
We denote by A the security parameter, and by negl(-) any negligible function of \. We denote
vectors ¥ = (z;) and matrices A = (a; ;) in bold. For any prime p and any matrix A € Z;*™
with n > m, we denote by orth(A) := {at ¢ Ly - ATat = 0}. For all square matrices
A € Zy*", we denote by det(A) the determinant of A. For any n € N*, we denote by GL,, the
general linear group of degree n, that is, the set of all n x n invertible matrices over Z,,.

2.2 Pairing groups

Let GGen be a probabilistic polynomial time (PPT) algorithm that on input the security param-
eter 1*, returns a description PG = (p, G1, G, P1, P2,Gr,¢) of pairing groups where G, Gg,
Gr are cyclic group of order p for a A-bit prime p, P;, P» are generators of G, Go, respectively,
and e : Gy x Gy — Gr is an efficiently computable (non-degenerate) bilinear map. Define
Pr :=e(Py, P,), which is a generator of Gp. We use implicit representation of group elements:
for a € Z,, define [a]s = aPs € G, as the implicit representation of a in G, for s € {1,2,T'}.
Given [a]; and [b]2, one can efficiently compute [ab]r using the pairing e. For two matrices A,
B with matching dimensions define e([A]1, [B]2) := [AB]r.

2.3 Complexity assumptions

We recall the definitions of the Matrix Decision Diffie-Hellman (mddh) Assumption [19].
Definition 1 (Matrix Distribution)

Let k € N*. We call Dy, a matrix distribution if it outputs, in polynomial time, matrices in

Z](,]Hl)Xk of full rank k, and satisfying the following property:
Broperty 1
1
Prlorth(A) C span(B)] = ——,
orth(A) € span(B)] = 5

where A, B + Dy.

Without loss of generality, we assume the first k rows of A <—; D form an invertible matrix.
Note that the basis property is not explicit in [19], but, as noted in [16, Lemma 1 (basis lemma)],
all examples of matrix distribution presented in [19, Section 3.4], namely Uy, Lk, SCk, Ci and
ILy, satisfy this property.

The Dy-Matrix Diffie-Hellman problem in G4 for s € {1,2,T} is to distinguish the two
distributions ([Al, [Aw],) and ([Aly, [u]s) where A < Dy, W 4 ZF and u < ZFTL.

Definition 2 (Dy-Matriz Diffie-Hellman Assumption Di-mddh)

Let Dy be a matrix distribution. We say that the Dy-Matrix Diffie-Hellman (Dj-mddh)
Assumption holds relative to GGen in Gy, for s € {1,2,T}, if for all PPT adversaries A,

AdvEETE (V) = | PrLA(PG, [Al,, [Aw],) = 1] = PrA(PG, [Al, [u],) = 1]| = negl(}),

where the probability is taken over PG <y GGen(1*), A <y Dy, W <y Z’;, u < Z’;H.




For each k > 1, [19] specifies distributions (Uy, L, SCk, Cr, and ZLy) over Z}(,kﬂ)Xk such that
the corresponding Di-mddh assumptions are generically secure in bilinear groups and form a
hierarchy of increasingly weaker assumptions. Li-mddh is the well known k-Linear Assumption
k-Lin with 1-Lin = DDH.

Let Q > 1. For W < ZF? U « Z¥ ™% we consider the Q-fold Dy-mddh Assumption
which consists in distinguishing the distributions ([A], [AW]) from ([A], [U]). That is, a chal-
lenge for the Q-fold Di-mddh Assumption consists of () independent challenges of the Dg-mddh
Assumption (with the same A but different randomness w). In [19] it is shown that the two
problems are equivalent.

Lemma 1 (Random self-reducibility of Uy ,-mddh, [19))

Let k,Q € N, and s € {1,2,T}. For any PPT adversary A, there exists a PPT adversary
B such that

N

p—1

where Adv@or P (\) == | Pr(B(PG, [A],, [AW],) = 1] — Pr[B(PG, [Al,, [U],) = 1]| and
the probability is taken over PG < GGen(11), A < Uy, W < Z’;XQ, U <y ZéHl)XQ.

Q-Dj-mddh Dy-mddh
Adviceng, 4 (A) < Advgea g, s(A) +

We also recall the definition of 3-party Decision Diffie-Hellman (3-pddh) Assumption intro-
duced in [10]. We give a variant in the asymmetric-pairing setting.

Definition 3 (3-party Decision Diffie-Hellman Assumption 3-pddh)

We say that the 3-party Decision Diffie-Hellman Assumption (3-pddh) Assumption holds
relative to GGen if for all PPT adversaries A,

AdvERIN(N) o= | PA(PG, [a]1, [bl2, e, [cla, [abcl1) = 1]

— Pr[A(PG, [a]1, [bla, [c]1, [c]2, [d]1) = 1]|
= negl()\)

where the probability is taken over PG < GGen(1%), a,b,c,d < L.

2.4 Functional Encryption

A functional encryption scheme for a function F' : K x X — ) consists of four algorithms
(Setup, Enc, KeyGen, Dec):

e Setup(1*, X,K,Y) — (pk,msk,ek). The setup algorithm gets as input the security pa-
rameter A, the key space I, the plaintext space X, the output space ), and outputs the
public key pk, the master key msk and the encryption key ek. In a private-key scheme,
ek := msk, whereas ek := () in a public-key scheme.

e Enc(pk,ek,z) — ct,. The encryption algorithm gets as input the public key pk, the
encryption key ek, and a plaintext z € X. It outputs a ciphertext ct,.

o KeyGen(pk, msk, k) — skg. The key generation algorithm gets as input msk and a key
k € K. It outputs a secret key skp.

e Dec(pk, sk, k,cty) — y. The decryption algorithm gets as input sk, the associated key
k, and ct,. It outputs y € V.



2.4.1 Correctness.

We require that for all (k,z) € K x X,
Pr[Dec(pk, sk, k, Enc(pk, ek, z)) = F(k,z)] = 1,

where the probability is taken over (pk, msk, ek) < Setup(1*, X, K, )), sk < KeyGen(pk, msk, k),
and the coins of Enc.

2.4.2 Security definition.

For a stateful adversary A and a functional encryption scheme FE, we define the advantage
function

state «— ASeturO(+). 1
AdVIE(N) i=Pr b=V o ARKeGen00) (state) | 2
where SetupQ, on input (z(©) € X, z(!) € X), computes (pk, msk,ek) < Setup(1*, X, K), picks
b < {0,1}, and returns (pk, Enc(ek, pk, x(b)); KeyGenO, on input k € K, returns KeyGen(msk, k);
with the requirement that SetupQ is called only once at the beginning of the game, and that
all queries k € K that A makes to KeyGenO(-) satisfy F(k,z() = F(k,2(1). FE is said to be
selectively secure, if for all PPT adversaries A, the advantage Adv'F(\) = negl()\). Note that in
the private-key setting, this corresponds to single-ciphertext security, since the adversary only
gets to see one challenge ciphertext (and contrary to the public-key setting, it cannot generate
ciphertext by itself without ek).

2.5 Predicate Encryption

An predicate encryption (PE) scheme for a predicate P : X x ) — {0,1} consists of four
algorithms (Setup, Enc, KeyGen, Dec):

e Setup(1*, X,)Y, M) — (pk, msk). The setup algorithm gets as input the security parameter
A, the attribute universe X, the predicate universe ), the message space M and outputs
the public parameter pk, and the master key msk.

e Enc(pk,z, M) — ct,. The encryption algorithm gets as input pk, an attribute € X and
a message M € M. It outputs a ciphertext ct,. Note that x is public given ct,.

e KeyGen(pk, msk,y) — sk,. The key generation algorithm gets as input msk and a value
y € Y. It outputs a secret key sk,.

o Dec(pk,sky,y,ct;) — M. The decryption algorithm gets as input sk,, the associated
attribute y, and ct, such that P(x,y) = 1. It outputs a message M.

2.5.1 Correctness.
We require that for all (z,y) € X x ) such that P(z,y) =1 and all M € M,
Pr[Dec(pk, sky,y, Enc(pk,z, M)) = M] =1,

where the probability is taken over (pk, msk) < Setup(1*, X', Y, M), sk, + KeyGen(pk, msk, y),
and the coins of Enc.



2.5.2 Security definition.
For a stateful adversary A, we define the advantage function

state < A5etuPO(). 1

PE
AdVA ()\) = PI“ b = b/ . b/ “ AKeyGenO(')(State) - 5

where SetupO, on input (.CU(O) e X,2W e X, My € M, M; € M), computes (pk, msk) <
Setup(1*, X, Y, M), picks b < {0,1}, and returns (pk, Enc(pk, z(*), Mj); KeyGenO, on input y,
returns KeyGen(msk, y); with the requirement that SetupO is called only once at the beginning
of the game, and that all queries y that A makes to KeyGenQ(-) satisfies P(z(9), ) = P(z(1), y).
Moreover, if P(m(o),y) = 1, for the queries y to KeyGenO, then My = M;. A PE scheme is
selectively secure, fully attribute hiding, if for all PPT adversaries A, the advantage AdeE()\) is
a negligible function in .

Remark 1 (Fully vs weakly attribute hiding)

The fully attribute hiding property refers to the fact that an adversary cannot distinguish
a ciphertext for attribute () from a ciphertext for (1), as long as it only queries keys sky
where P(z(©), ) = P(z(1), y). This is stronger that a so-called weakly attribute hiding prop-
erty, which requires that the adversary only queries keys sk, where P(z©,y) =Pz, y) =
0.

3 Functional Encryption for Quadratic Functions

In this section we give a functional encryption scheme for quadratic functions, that is, for
n,m € N, PG = (p,G1, G, Py, Py,Gr, e) ¢+ GGen(1?), X C Ly X Lty K C Zy*™, Y C Zy, and
for all (x,y) € X, M € K:

F((x,y),M) =x"My € Z,

Following the technical overview of Section 1, we first give in Section 3.1 a private-key
functional encryption scheme that is only single-ciphertext secure, and we build up from the
latter a public-key functional encryption in Section 3.2.

3.1 Private-key, Single-ciphertext secure FE

In Figure 1, we present a family of private-key, single-ciphertext secure functional encryption
schemes for quadratic functions, parametrized by an integer £ > 1 and a matrix distribution
Dy, (see Definition 1). That is, for each k£ € N, and each matrix distribution Dy, the scheme
FEone(k, Dy) presented in Figure 1 is single-ciphertext, selectively secure under the Di-mddh
assumption, on asymmetric pairings.

Theorem 1

For any k € N* and any matrix distribution Dy, the functional encryption scheme FEgne (k, Dy,)
defined in Fig. 1 has perfect correctness.

Proof Theorem 1: Correctness follows from the fact that for all i € [n], j € [m],
e(leili, [€j]2) = [} A"Bs; + (b) atauy]r,
since ATa™ = B'b' = 0. Therefore, the decryption computes

D =Y mjrjA"Bs; + x' My - (b4) ]y — e(K, [1]2) — e([1]1, K) = x My - [(b™) a"].

.3



Setup(1}, X, KC, Y, 1%, Dy,):
PG +r GGen(1"), A,B <5 Dy, at < orth(A), bt «y orth(B). For i € [n],j € [m],
r;,Sj <=r Z’;

Return pk := (PG, [(b+)"a']r) and msk := (A,al,B,bL, {ri,sj}ie[n]’je[m])

KeyGen(msk, M € Z;*™):
U g Zp, K = [Zie[n],je[m] ’I?’LL]‘I'-;ATBth — [u]l, I? = [U]Q
Return skyg := (K, K) € Gy x Gy

Enc(pk, msk, (x,y) € Zy x Zy'):

For i € [n]: ¢; := Ar; +bta;,
For j € [m]: €; := Bs; + aly;,

~ n(k+1 m(k+1
Return ctiyy) = {[eil1, [€2}iepul,jepm € G1H T x G

Dec(pk, ct(x,y), skm):

D = Yictul jefm) M - e([eilt [€]2) — e(K [1]2) — e([L1, K).
Return v € Z, such that [v- (b-)Tat]y = D.

Figure 1: FEone(k, D), a family of private-key, functional encryption schemes parametrized by
k € N* and a matrix distribution Dy, single-ciphertext, selectively secure under the Di-mddh
assumption on asymmetric pairings.

Property 1 in Definition 1 implies that (b+)"al # 0 with probability 1 — % over the choices

of A,B ¢ Dy, and a® < orth(A), b+ < orth(B). Therefore, one can enumerate all possible
v € Y and check if v - [(b+)Tat]r = D. This can be done in time |)|, thus, we need to set ) to
be of size poly(\). O

Theorem 2 (Security)

For any k € N* and any matrix distribution Dy, if the Di-mddh assumption holds in G
and G, then, the private-key functional encryption scheme FEqne(k, D), defined in Fig. 1,
is selectively secure, in a single-ciphertext setting (see the security definition in Section 2.4).
Namely, for any PPT adversary A, there exist PPT adversaries B and B' such that

one Di.-mddh D;.-mddh _
AdvEE () < Advgr i o (A) + Advgkame o (A) + 2 QW)

Proof Theorem 2: We prove the security of FEone(k, Dy) via a series of games described in
Fig. 2 and we use Adv; to denote the advantage of A in game G;.

Lemma 2 (Gy)
Advg = Advir (V).

Proof Lemma 2: We show that Gg corresponds to the game for selective security of the func-
tional encryption scheme, in the private-key, single-ciphertext setting, as defined in Section 2.4.

10



||

SetupO((X(O),y(O)), (X(1)7y(1))): GO’ Gl’L@?J‘

PG <—r GGen(1Y), A,B ¢ Dy, b <5 {0,1}, at <4 orth(A), bt <« orth(B). For
i€ n],j€[m]: r;<x Z’;, Sj < r Z’;

lcih = [Ar; + 2”bL)y: | i)y <n G

€] 1= [Bs; + 3" a']s; [[€]2 o G5

Return pk := (Pg, [(bJ‘)TaJ‘]T) and Ct(x,y) = {[Ci]la [Ej]Q}ie[n],je[m]

KeyGenO(M € Zp*™):
U n Ly, K= 32, mijlees — [ —xOTMy® - [(bh)Tat]y, K = [u]
Return skyg := (K, K)

Figure 2: Games Gg, G1, Gy for the proof of selective security of FEqne(k, Dy) in Fig. 1. In each
procedure, the components inside a solid (dotted) frame are only present in the games marked
by a solid (dotted) frame.

It is clear that the oracle SetupO is identically distributed in both of these games. We show
that this is also the case of KeyGenO. Indeed, for all i € [n], j € [m], we have:

~ b) (b
c;¢;j =r;A'Bs; + xz( )yj(» )(bJ‘)TaJ‘.
Thus, in game Gy, for all M € Z;*™, KeyGenO(M) computes:
K= mijleicih — [ul —xOMy®[(bt)at);
,J

= mi [rj ATBs;]; + xP"My@[(bh) at ]y — [u)y — xOTMy®[(b) at ]

7:7j
= mi;[r; A"Bs;]1 — [u],
i?j
which is exactly as in the security game for selective security. O

Lemma 3 (Gg to G1)
There exists a PPT adversary By such that

Advo — Advi| < Advgs () 4+ 2720,

Proof Lemma 3: Here, we use the mddh assumption on [A]; to change the distribution of
the challenge ciphertext, after arguing that one can simulate the game without knowing a’ or
[Al2.

Namely, we build a PPT adversary B, against the n-fold mddh assumption in G; such that

|Advo — Advi| < AdvE ok 50 () + 279, Then, by Lemma 1, this implies the existence of a
) "0

PPT adversary By such that |Advg — Advy| < Advgé;r:%ihgo(/\) + 2790,
Adversary B, simulates the oracles SetupO and KeyGenO as described in Figure 3. Finally,

it outputs 1 if the bit ¥’ output by the adversary A is equal to b, 0 otherwise. We show that

11



By (PG, [Al1, [hy]- - [hy]y):

Simulation of SetupO((x(?,y©), (x(V),y(1)):

B < Dk, b4 {0,1}, bt < orth(B), For j € [m]: sj < ZF, 2 < Z)
c;:=h; + ;vz(-b)bJ-

c; :=Bs; + ygb)z;

Return pk := (PG, [(b>)z]r) and ct := {[c;]1, [€]]2}ien],jeim]

Simulation of KeyGenO(M € Z;*™):
w i Ly, K= 3, miglei€gln — [uly = xTMy® - [(b1) 2]y, K o= [u]y
Return skyp := (K, I?)

Figure 3: Adversary B, against the n-fold Dy-mddh assumption, for the proof of Lemma 3.

when B is given a real mddh challenge, that is, [hi|---|h,]; := AR for R < Z’;X", then it
simulates the oracles as in game Gy, whereas it simulates them as in game G; when given a

k+1)xn
Gg+)><

fully random challenge, i.e. when [hy]|--- |hy]; <& , which implies the lemma.

We use the following facts.

1. For all s € Z’;, Bc ZI(JkH)Xk, bt ¢ orth(B), and a* ¢ Z’;“, we have:
(bH)at = (b1)"(Bs +at).
(0) k.
2. For all (THES Ly, 8 € Ly:

({Sj}je[m])s].<_nzzzg = ({Sj + y]('b)s}je[m])

S (—RZ]:;

(Bs + o) SR

1
A B« Dy,atrporth(A),sZk  20)

since (Bla't) is a basis of Z];‘H, with probability 1 — % over the choices of A, B, and at

(this is implied by Property 1).

Therefore, we have for all y(® e Ly
bl IBs. () Ly by J_>
( ,{Bsj +y;a Jjepm), (b7) a ABalorth(A)blorth(B),s; < Zk

= (bt,{Bs; + yPat ). 1, (b1) (Bs +at ) by 1.
( { J y] }]6[ ] ( ) ( ) A B,al<«yorth(A),bLt<porth(B), S g Z]; ,sj<—KZ’Z§ ( Y )

= (b, {Bs; + 4" (Bs+a )} je, (b*) (Bs +a*)) (by 2.)

A ,B,at«rorth(A),bt<«yorth(B),s,s;«rZk

%

2 (b By + " @ e, (1) 12) (by 3.

a®) A.Balcorth(A) bt eorth(B), Z ¢—g ZET! s 7k
Note that the first distribution corresponds to pk, {C;};cm), and KeyGenO distributed as in
games Gg or G (these are identically in these two games), while the last distribution corresponds

to pk, {Cj};cpm), and KeyGenO simulated by Bj.

12



By (PG, Bla, [hy] - - [hy,]2):

Simulation of SetupO((x(?,y©), (x(V),y(1)):

A Dy, b {0,1}, at < orth(A), v < Z,
C; <R Z§+l

Ej = hj + yj(-b)aJ-;

Return pk := (PG, [v]r) and ct := {[ci]1, [C5]2 }icmn),je[m]
Simulation of KeyGenO(M € Zp*™):

wn Ty K= 30, ma e €la — [u]s —xOTMy®) - oy, K = [u]y
Return sky := (K, K)

Figure 4: Adversary B} against the m-fold Dg-mddh assumption in Ge, for the proof of Lemma 4.

Finally, when Bj is given a real mddh challenge, i.e when for all ¢ € [n], h; := Ar;, for
(b)

r; < Z’;, we have c¢; := Ar; + x, bt, exactly as in game Gg, whereas c; is uniformly random
over Z’;‘H when Bj is given a random challenge, i.e. when for all i € [n], h; < Z’;‘H, as in
game Gj. O
Lemma 4 (G1 to Ga2)

There exists a PPT adversary By such that

]Advl — AdV2| < Advgé;:‘,%d;Bl ()\) + 2—9()\).

Proof Lemma 4: Here, we use the mddh assumption on [B]s to change the distribution of
the challenge ciphertext, after arguing that one can simulate the game without knowing b or
[Bl;.

Namely, we build a PPT adversary B} against the m-fold mddh assumption in G such that

|Advy — Advsy| < Advgzg]";;}?ig{'()\). Then, by Lemma 1, this implies the existence of a PPT

adversary By such that |Adv; — Adva| < Advgé;:?;;&(/\) + p%l.

Adversary B simulates the oracles SetupO and KeyGenO as described in Figure 4. Finally,
it outputs 1 if the bit ¥’ output by the adversary A is equal to b, 0 otherwise. We show that
when B] is given a real mddh challenge, that is, [hy|-- - [hy]y := [BS]s for S <y ZEX™, then
it simulates the oracles as in game G, whereas it simulates them as in game Go when given a

fully random challenge, i.e. when [hy|- - [hp]s < GO 7™ which implies the lemma.

We use the fact that for all A,B € Zl(okH)Xk,

1 1 1 — 1
(a >(b )Ta )aJ-<—Rorth(A),bJ-<—Rorth(B) = (a ’U)M—RZP)'

Note that the leftmost distribution corresponds to pk, {Ci}ie[n}7 and KeyGenO distributed as in
games G or Gy (these are identically distributed in these two games), while the last distribution
corresponds to pk, {¢;}ic[n), and KeyGenO simulated by Bj.

Finally, when Bj is given a real mddh challenge, i.e when for all j € [m], h; := Bs;, for
Sj < r Z'g , we have ¢; := Bs; + y§b)aL, exactly as in game Gi, whereas ¢; is uniformly random

over Z’;“ when B is given a random challenge, i.e. when for all j € [m], h; < Z’p““, as in
game Go. U

13



Lemma 5 (Gz)
AdV2 =0.

Proof Lemma 5: By definition of the security game, for all M queried to KeyGenO, we have:
xOTMy® = xOTMy ) Therefore, the view of the adversary in G is completely independent
from the random bit b < {0,1}. O

Combining Lemma 3, 4, and 5 gives Theorem 2. O

3.2 Public-key FE

In Figure 3, we present a family of public-key functional encryption schemes for quadratic
functions, parametrized by an integer £ > 1 and a matrix distribution Dy (see Definition 1).
That is, for each & € N, and each matrix distribution Dy, the scheme FE(k,Dy) presented in
Figure 5 is selectively secure under the Di-mddh and the 3-pddh assumptions, on asymmetric
pairings.

Setup(1*, X, K, Y, 1%, Dy.):
PG ++ GGen(1*), A, B < Dy;

For i € [2n],j € [2m], r;,8; <= Z’;.
Return pk := {[r] AT];, [Bs;]2}

and msk := (A7B, {ri’sj}iE[QnLje[Zm])

i€[2n],j€[2m)]
KeyGen(msk, M € Zp*™):

U g Zp, K = [Zie[n],je[m] mi j (I‘IATBSJ‘ + I';_‘_iATBSerj)]l — [u]1 S Gl, [? = [’U/}Q S GQ.
Return sky := (K, IA{) € Gy x Gy

Enc(pk, (x,y) € Zy x Z}'):
V. W 4 Glyyo, v x Zp, co = Co := 7, for all i € [n],j € [m]:

T T
C; = <’y ;‘?rl> Wil, Cpnti i = (’7 ’ 1&()1'77,.),_7;) Vﬁl,

c;j =W (Byj’), Cnyj =V (BSS““)

~ ~ 2n(k+2 2m(k—+2
Ctiy) = {[co]1, [Go)2: [eil1, [€5]2 biciany jejom] € G TP 5 qamE+2H

Dec(mpk, ct(x,y), Skr):

Return Y1 jepm i (€((Cil1s [€5]2) + e([entilt, [€majle)) — e([colr, K) — e(K, [Go]a)-

Figure 5: FE(k, D), a family of functional encryption schemes parametrized by k¥ € N* and a
matrix distribution Dy, selectively secure under the Di-mddh and 3-pddh assumptions.

Theorem 3 (Correctness)

For any k € N* and any matrix distribution Dy, the functional encryption scheme FE(k, Dy,)
defined in Figure 5 has perfect correctness.

Proof Theorem 3: Correctness follows from the facts that for all ¢ € [n], j € [m]:

e([eil, [€5]2) = [yr; A"Bs; + z;y;]7 and e([cnii]1, [Cnrjl2) = [y17, A Bspyj]r.
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SetupO((X(O),y(O)),(X(l),y(l))): G07 Gla:GQa G3 :7 G4 5 G5

,,,,, -

PG ¢4 GGen(1%); A, B ¢y Dy: by {0,1}; |a &, orth(A), b’ ¢, orth(B) |
For i € [2n],j € [2m]: v; < ZK, s; <& Z

pk = {[Ari+ mgb)bLJ ,{Arnﬂ'— xz(_o)bL ,{st-i- y;b)aLJ I Bspmys + y§0)a¢ }
1 1 2 27 i€ln]

~ i ~
V., W < GLiyo, v = Zyp; ‘v r Zpr; co=7Co: =7

r N T r N T
-Ar; + +Ppt +. vz bt 1 -Ar, . — e 1 vz Opt 1
;= (’Y YLy Lo T W_1’C7L+i — Y + Y Lo V_l,

acgb) — a:gb) 0+ a:go)
R Bs; + y§b)al N Bs,4j; + 1/§(J)al
Cj = W (b) s Cerj = (0)
Yi — Yj 0+ y;

Return pk and Ct(x,y) = {[ciha [Ej]2}ie[2n],j€[2m]

KeyGenO(M € Z;*™):
U g Lp, K := [Zie[n],je[m] myi.j (I‘IATBSJ’ + I':l_HvATBSm_,_j)]l - [u]1 € Gq; [? = [u}g € Go.
Return sky := (K, A) € Gy x Go

Figure 6: Games G;, i =0, ...,5 for the proof of selective security of FE(k, Dy ) in Fig. 5. In each
procedure, the components inside a solid (dotted, gray) frame are only present in the games
marked by a solid (dotted, gray) frame.

Therefore, the decryption gets

[ Y. miy(ffATBsj 417, AT Bsyy ) r

i€[n],j€[m]

+1 Y migmiyslr — e(feolr, K) — e(K, [o2)
i€[n],j€[m]

= Z My ;Y57
i€[n],j€[m]

Then, the decryption solves the discrete log to recover x' My € Z,, which can be done efficiently
as long as the set ) is of size poly(\). O

Theorem 4 (Security)

For any k € N* and any matrix distribution Dy, if the Di-mddh and the 3-pddh assumptions
hold in PG, then the functional encryption scheme FE(k, Dy) defined in Figure 5 is selectively
secure. Namely, for any PPT adversary A, there exists PPT adversaries B, B and B” such
that

ADVIE(N) < 4+ AdvEETET () + 4+ AdvEeT el (V) +2- Advedyin () + 2770,

Proof Theorem 4: We prove the security of FE(k,Dy) via a series of games described in
Figure 3.2 and we use Adv; to denote the advantage of A in game G;. G corresponds to the
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game for selective security of the functional encryption scheme, as defined in Section 2.4.2
Lemma 6 (Go to G1)
There exists PPT adversaries By and By such that

|Advg — Advy| < 2- Advgé;:gi'jlgo (AN +2- Advgé;?:%i*f& (A) 42790,

Proof Lemma 6: Using the selective, single-ciphertext security of the underlying private-key
scheme (which is exactly the scheme in Figure 1), we can change the distribution of the public
key elements from {[Ar;];, [st]g}iepnwe[gm} to

{[Ari + Txgb)bj‘]l, [Arp4i — rxz(»o)bJ‘h, [Bs; + Syj(.b)aj‘]g, [Bsy4; + sy§0)aL]g}ie[n] el

In order to apply Theorem 2 we rely on the fact that the FE public key can be seen as an FEgpe
encryption of longer vectors

X =0ez2 and ¥ = 0 € 22" in Gy,
XD = (xO) = x0) € 22" and 3 = (y®||y©) € 22" in G1.
Also, secret keys in FE can be seen as FEqpe secret keys corresponding to matrices

T M| O 2nx2m
M_< ) M)EZP

With this observation in mind, it can be seen that the restriction

x(WT My = %O My ()
in the queries made by A translates into legitimate queries by By since xOT M y®) —xOT My () =
0 and XOTMy©® = xOTM§FM) = 0. Thus, by Theorem 2 (security of the single-ciphertext
secure scheme), we obtain the lemma. O
Lemma 7 (G1 to Ga2)

There exists a PPT adversary Bs

|Advy — Adva| < AdvEiedh (A) + 2790

Here, we change the distribution of the challenge ciphertexts, using the 3-pddh assumption.

Proof Lemma 7: Upon receiving a 3-pddh challenge (PG, [a]1, [b]2, [c]1, [c]2, [2]1) (see Defini-
tion 3), By simulates SetupO(x(O),y(O)), (x(l),y(l) by picking A, B ¢ Dy; b < {0,1}; at <
orth(A), bt < orth(B), and setting[y]1 := [c]1 and [y]2 := [c]o. Then, for i € [2n],j € [2m], By
picks r; < Z’;, Sj ¢ r Z’pc and computes

pk := { [Ari + axgb)bl} L [Arnﬂ' — axgo)bj‘} L [st + byj(-b)aj‘} . [BSm+j + byj(‘o)al] 2} cinljcim]
i€[n],j€[m

It picks W, A <& GLg1o and implicitly sets

< (Bp-at|o\" < (Bp-at|o\!
W.—W< 0 1) andV.—V< 0 1 .
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Here we use the fact that (B|bal) is full rank with probability 1 — % over A;B <y Dy,
atorth(A), and b <y Z, (this is implied by Property 1).
Then, for i € [n],j € [m], it computes

.
T A™B 0

0 s
ey = || 22 0 | (bL)al [0 | W' and [&:= |W |4
£ 0 1 Yyl
% 1 J 2
NEpsi A'B 0 [0\ (smi
[Cn—l-i]l = —Z 3350) 0 (bJ-)TaJ- 0 V_l and [6m+j]2 = |V y§0)
0 0 1 . 0 )
B computes [co]1 = [7]1, [co]2 := [7]2, and simulates KeyGenO as in Gg (see Figure 3.2).

Finally, if A outputs b, By outputs 1 if ' = b, and 0 otherwise.

It can be seen that when [z]; is a real 3-pddh challenge, i.e., [z]1 = [abc]i, then Ba simulates
game Gp; whereas it simulates game Gy when [z]|; <—x G1. In particular, while this is easy to see
for the elements of the public key and for ciphertexts [C;]2, [Cm+ ]2, for the ciphertext elements
[ci]1, [cn+i]1 we observe that they can be written as

-
vBT Ar; . _1 N
cii=|z- :cgb) - (bh)Tat ( Blb-a” | 0 > w1 VATt 7&5)7) T w-1
(b) 0 1 !
Z;
YB"Ar,,; T Bl ol [0\~ o\
Cnyi = | —2z- 3350) - (bt)Tat < ’ O'a X > vl — <7Arn+i +Ozb - X, > vl
0

So, if z = abe, then zb™' = av and the ciphertexts are distributed as in Gi; otherwise if z

is random zb~! is identically distributed to (ay + v) as in Gg. This proves |Adv; — Advs| <
3—pddh _

Adveehi (A) +2790, O

Lemma 8 (G2 to G3)
|Advy — Advs| < 2790,

Here, we change the distribution of the challenge ciphertexts, using a statistical argument.

Proof Lemma 8: First, we use the fact that for all v € Zj:

(V? v+ /)/)'U(*R,Zp = (77 U)U(*R,Zp‘
Therefore, we can write the challenge ciphertexts as follows. For all i€ [n], j € [m]:
} O\ " , OMAN
c; = (’YAI'Z +(g)xz b ) W cpi = (’YAI"nJrz 6 vz; b v—L
Then, we use the facts that:

o (v<—y Zp) 1 (v <= Zp) such that v +1 # 0 mod p.

e (A,B, aL)A,BeaDk,aJ—HRorth(A) ’%ﬁ (A,B, aL)A,BeRDk ,aL<porth(A)\span(B)> by Property 1.
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e For any v € Z, such that v +1 # 0 mod p, W <y GLj42 is identically distributed

Therefore, we can change the distribution of {c;,€;}ic[n) jem) as follows:

and

C;

ik | O [ 0

—~ Blat | 0 s
thanW-( 0 1)- 0 |25
0 [-1]1

A,B < Dy, and at < orth(A) \ span(B).

Blat | 0

-1
> , where W <— GLg9,

0 1

—~ ( Blat |0 i | O | 0 1
Cj:W'< 0 1) 0 'Uj]rl v41 yj
0 [ —-1]1 yt®)
J
S
~ ( Blat |0 )
:W‘< 0 1)‘ Y,
0
—W. st—kyj(»b)aL
0
wi\' /AB| 0 o Id 0] o0\ " |
[ kxk 1 - —
= [ va” 0 [(bDar [0 0 |5y -<B’g‘ (1’) Wl
) 0 0 1 0 [ —-1] 1
yr; A™B 0 0 B -1
xl(b) 0 (bH)Tat uil
T
r; A'B 0 0 N 1
= (w+1) 2" 0 [(HTat |0 <B|§ (1)> w
0 0 0 1
Ari+ (0+1) 2Pt &
— | VAT UO T WL

Then, we use the facts that:

® U <y Zy such that v4+1#0 modp%%U%RZpsuchthatv—i—l;éO mod p and v # 0

mod p.

e For any v € Zj, such that v +1 # 0 mod p and v # 0 mod p, V <5 GLj, 2 is identically

Blat |0

distributed than V - < 0 1

ldixs [0] 0
>- 0o [1] 1
0 [1]1+1

GLpi2, A,B ¢ Dy, and at < orth(A) \ span(B).
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Therefore, we can change the distribution of {Cp i, Cm+j}icin] jeim] as follows:

Id 0| o Sj
_ 1 kxk J
o (B0 () (2
0 [1]1+1 0
S,
- L 2
0 |1 1)
Yj
_%. (st _|_((Z)/)J(0)aj_>
Y;
and
T T -1
VCnti A'B 0 0 |dj e 0 Blal | 0 L
Cnyi = | —vaz” 0 [(YHTat|o |- 0 [1] 1 ( 0 1) V!
0 0 0 1 0 [1]1+1
T
0l A'B 0 0 1 -1
= —vxz(o) 0 (bL)TaL'(l—F%) %1 <B|(;l (1]) v
0 0 —(bT)al 1
Vrnti A'B 0 0 L -1
— [+ [0 [®al (B‘g‘ ‘1)) -
5650) 0 0 1
T
VAT, 1 (v—&—l):cgo)bJ‘ S
= NO) Vv

Finally, we use the fact that for any v € Z,: (v + 1) where v <— Z, such that v +1 # 0
mod p and v # 0 mod p ~2 (v + ), where v <— Z,. Thus, we obtain, for all ¢ € [n] and
P

Jj € [ml:

T 0 T
¢ = (vArw(v Jv)wi”)bj Wl ey i= (vArn+i—(1()o)+ 7z, )bL) v,
€T

)

0
This proves |Advy — Advs| < 2790, O
Lemma 9 (Gs to Gy)

There exists an adversary Bs such that

— (ORI ~ [(+Bs. + 4 Val
cj =W <7BSJ Ty;a ), Cmtj =V <7 % —iEOZ)/J a , as in game Gg.

|Advs — Advs| < AdvEPedh (A) +27 90,

Here, we change the distribution of the challenge ciphertext, using the 3-pddh assumption,
as for Lemma 7.
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Proof Lemma 9: Upon receiving a 3-pddh challenge (PG, [a]1, [b]2
nition 3), By simulates SetupO((x(?,y(@) (x(M, yM)) by picking A
at < orth(A), bt < orth(B), and setting: [y]; := [¢]; and [y]s := |
[2m], B3 picks r; < Z’;, Sj < r Z’; and computes

el [z, [2]1) (see Defi-
,B <& Dy; b < {0,1};
c|a. Then, for i € [2n],j €

pk := { [Ari + axgb)bﬂ L [Arnﬂ- — amgo)bL} U [st + byj(b)a } {Bsmﬂ + by(o) J‘} ) }ie[n] P

It picks W, V GLj42 and implicitly sets

Blb-at [0 Blb-at [0 "
W = W( 0 1) and V := V( 0 1 .

Here we use the fact that (B|ba™’) is full rank with probability 1 — (p) over over A, B < Dy,
atorth(A), and b < Z, (this is implied by Property 1).
Then, for i € [n],j € [m], it computes

vr; \ [/ ATB 0 0 S,
el = | | 22 0 [(bhat o | W and [& = |W |4
0 0 0 |1 0
L 1 2
T
Vi A'B 0 0 Sm+j
il = || -2 2 0 | (6D al [0 | V| and @uyjlo:= |V | "
SUZ(O) 0 0 1 1 y§0) 9
Finally, Bs computes [co]1 = [Y]1, [Co]2 := [7]2, and simulates KeyGenO as in Gs (see

Figure 3.2). Note that when [z]; is a real 3-pddh challenge, i.e [z]; = [abc]i, then B3 simulates
game Gs; whereas it simulates game G4 when [z]; < Gi. This proves |[Advs — Advy| <
Advg g (A) +2700, O
Lemma 10 (G4 to Gs)

There exist PPT adversaries By and Bs such that

D ddh D ddh -
|Advy — Advs| < 2 Advgk ey (A) +2- Advgkres (A) + 2790

Proof Lemma 10: This transition is symmetric to that between game Go and Gi: we use

the selective, single-ciphertext security of the underlying private-key scheme (in Figure 1), to
. b b

switch: {[AI‘l + 335 )bL]l, [Arn+i — l‘go)bL] [BSJ + y( )aL]g, [Bsmﬂ- + yj(»o)aL]g}ie[n]’je[m] to

{[Ar;]1, [Bs;]2}ic[an] je[2m], since xgb)TMyy (O)TMy]( ) = 0, by definition of the security

game. Thus, by Theorem 2 (security of the single-ciphertext secure scheme), we obtain the

lemma. O
Theorem 4 follows from Lemmas 6-10, and the fact that game Gs is independent from the
bit b +— {0, 1}. O

4 Application to PE Supporting Degree-Two Polynomial Eval-
uation.

Here we show how to use our functional encryption schemes to build a Predicate Encryption
(PE) scheme for the evaluation of bilinear maps over attributes. Specifically, we give a scheme
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for the predicate P : X x Y — {0,1} where X C Z; x Z;*, Y C Zy*™, and for all (x,y) € &
and M € V:
x'My € {0,1} and P((x,y),M) =1 iff x' My = 1.

In Figure 7, we present a generic construction of PE for P from any functional encryption scheme
FE for the bilinear maps functionality F' : I x M" = ), where M’ := Z3 x Z*, K := Zp*™,
V' :=1Z, and for all (x,y) e M', M € K

F(M, (x,y)) = x' My.

The PE scheme can be instantiated by using one of our FE constructions presented in Sections 3.

Setup(1*,P, M := Z,): Enc(pk, (x,y) € X, M € Z,):
Return (pk, msk) < Setupgg(1*, F) w g Lp; Co :=w+ M

Cy := Encee(pk, (w - x,y))
KeyGen(msk, M € )): Return cty,y) := (Co, C1)

Return sky := KeyGengg (msk, M)
Dec(pk, Ct(x7y) = (Co, Cl), SkM)Z

K = DecFE(pk, Cl,SkM)
Return Cy — K.

Figure 7: PE, a predicate encryption scheme, selectively secure if the underlying FE scheme
(Setupgg, KeyGengg, Encgg, Decgg) is selectively secure.

Theorem 5 (Correctness)

If FE := (Setupgg, KeyGengg, Encpg, Decpg) is a perfectly correct functional encryption
scheme for functionality F', then so is the predicate encryption scheme PE defined in Figure 7.

Proof Lemma 5: By correctness of FE, we have for all (x,y) € X, w € Z,, M € }:
F(M) (UJ : X,Y)) =w- XTMy =w- P((X)Y)a M)

Thus, when P((x,y), M) = 1, decryption recovers the encapsulation key w. O
Theorem 6 (Security)

If FE := (Setupgg, KeyGengg, Enceg, Decpg) is a selectively secure encryption scheme for F,
then so is the predicate encryption scheme PE defined in Figure 7. Namely, for any PPT
adversary A, there exists a PPT adversary BB such that:

AdvEE(N) <4 - AdviEE(N).

Proof Lemma 6: We prove the selective security of PE via a series of games described in
Figure 8 and we use Adv; to denote the advantage of A in game G;.

Lemma 11 (Go to G1)
There exists a PPT adversary By:

|Advg — Advy| < 2 Advig-(A).
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||

SetupO((x(©), y @), My, (x), y 1)), My): Go,| G1,1Ga 1|

b <= {0,1}, (pk, msk) <=5 Setuppg(1*, F)
W g Zp, Cy :=w + My, C1 := Encre(pk, (w - x(b),y(b)))
If Mo # M;, Cy = Encee(pk, (0,0))]

L e e e e e e e e e e e e e e - — |

Return pk and ct := (Cy, C1)

KeyGenO(M € Zy*™):
Return skyg := KeyGengg(msk, M)

Figure 8: Games G, for i = 0,1, 2 for the proof of adaptive security of PE in Figure 7. In each
procedure, the components inside a solid (dotted) frame are only present in the games marked
by a solid (dotted) frame.

Proof Lemma 11: By definition of the security game, we know that if My # M7, then it must
be that for all queries M to KeyGenO(-), x" "My = 0 (i.e., the predicate over the challenge
attributes is false). Therefore, using the security of the underlying FE scheme, we can switch:
Enc(pk, (w - x®), y(®)), computed by SetupO when My # M, to Enc(pk, (0, 0)). O
Lemma 12 (G1 to G2)

There exists a PPT adversary Bj:

|Advi — Adva| < 2- Advig-(N).

Proof Lemma 12: By definition of the security game, we know that for all queries M to
KeyGenO(-), P((X(O),y(o)), M) = P((x(l),y(l)), M). Together with the fact that for all (x,y) €
X and M € Y: x"My € {0,1}, we obtain that: x(OTMy(© = x(TMy® . Therefore, using
the security of the underlying FE scheme, we can switch: Enc(pk, (w - x®,y®)), computed by
SetupO when My = M, to Enc(pk, (w - x(0), y(©))). O
Lemma 13 (G2)

AdV2 =0.

Proof Lemma 13: We show that the A’s view is independent of b <— {0, 1} in this game. If
My # M, the challenge ciphertext is of the form (Cy, C1) where Cy := [w]p + M), for w < Zy,
and (1 is independent of w and b. Thus, the message M} is completely hidden by the one-time
pad [w]r, and the ciphertext is independent of b.

If My = M;, the challenge ciphertext is of the form (Cy,C) where Cy := [w]r + M, for
w <—g Zp, which is independent of b since My = M;; and Cy := Enc(pk, (w - x(o),y(o))), which
is also independent of b. O

Theorem 6 follows readily from Lemmas 11, 12, and 13. ([
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4.1 Applications of PE for Bilinear Maps Evaluation

In this section, we discuss two applications of our fully attribute-hiding PE scheme supporting
bilinear maps evaluation.

PE for constant depth boolean formulas.

As a first application, we can use the PE scheme in Figure 7 to handle boolean functions of
constant degree d in n variables. This yields a solution where ciphertexts comprise O(nd/ 2)
group elements, in contrast to O(n?) group elements in [26] (the asymptotic is taken for large
n, constant d).

The idea is to encode a predicate for boolean formulas into a predicate for bilinear maps
evaluation. This can be done as follows. Consider the following predicate P : X x ) — {0, 1},
with X := Z% and Y := {T € Zs[X1,...,Xy],deg(T) < d}, such that for all x € X, T € X,
P(x,T) =1 iff T(x) = 1. Below we describe how to encode x € X and T € ) into a vector x
and a matrix T such that P(x,T) = 1 iff ¥ TX = 1.

To see this, assume for simplicity that d is even, and let us consider the setting where n > g.

~ ~ d
First, we map every x € X to X := (M1(x),..., M;(x)) € 73, where d := 2o (”), and for all

(2

J € [(g)} , Mj is the j-th monomial of degree at most % on n variables (there are exactly d such
y T jeg LigMiMj,
where for all i,j € [cﬂ, T;; € Zo, and we map T' € Y to T e Zng such that for all 7,5 € [(I],
ﬁ,j :=T; ;. This way, for all x € X and T' € ), we have P(x,T) = 1 iff XTx=T(x)=1.

Therefore, using the PE which supports bilinear maps evaluation presented in Section 4,
we obtain a PE for boolean formulas with ciphertexts of size O(cj) Using a similar encoding
to the PE from [26] that support linear maps evaluation yields a solution with ciphertexts of
dimension O(c/i\) where d := Z?:o (7;) When considering asymptotic for large n, constant d, our
ciphertext size is O(n%?), against O(n?) for [26].

Finally, we note that boolean formulas can be arithmetized into a polynomial over Zs, a la
[34]. Namely, for boolean variables x,y € Zy, AND(x,y) is encoded as x -y, OR(z, y) is encoded
as x +y —xy, and NOT(z) =1 — z.

monomials, which we order arbitrarily). Second, we write every T" € ) as Zz

PE for comparison.

Let us consider the comparison predicate P< : [N] x [N] — {0,1} that for all z,y € [N] is
defined by
P<(z,y)=1iff z <y.

We can reduce this predicate to a polynomial of degree two, as done (implicitly) in [10], as
follows. First, any integer x € [IN] is canonically mapped to the lexicographically ordered pair
(x1,22) € [VN] x [VN] (we assume V' N is an integer for simplicity). Then z; is mapped to

1

vectors X = (1 \/N:m) e {0, 1}\/1V where 1¢, 0° denote the all-one and all-zero vectors in
{0,1}¢, respectively; and X := e,, € {0, 1}‘/ﬁ, where for all i € [v/N], e; denotes the i’th vector

Oxz—l
) . For all

of the canonical basis of Z;,/N. Finally, 2o € [v/N] is mapped to X := <1W_12+1

(xl’xQ)v (y17y2) € [\/N] X [\/N]

PS((CUL:L‘Z)? (3/14/2)) =1iff 53/1 + i'\y1 'fyg = ]-7
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where for any vector z € ZI‘,/N , and any ¢ € [V N], we denote by z; € Z, the i-th coordinate of
Z.

This means that by using the above encoding, for an integer attribute x € [N] one can use
a PE for bilinear maps evaluation to encrypt the pair of vectors

X 1 VN VN
(§):(&)) ez <z

This gives a PE for comparison with ciphertexts of O(v/N) group elements, as in [10, 21].
More precisely, by instantiating our PE scheme with the FE of Section 3.2, we obtain a PE
for comparison with ciphertext size (12v/N + 1) - |Gq| + (6v/N + 7) - |Gal, and secret-key size
|G1|+|G2|, compared to ciphertext size 5v/N - |G1| 4+ 4vV/'N - |Ga| 4 |G| and secret-key size |Co
for [21], where both schemes are selectively-secure based on SXDH.
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