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Abstract. Barreto, Lynn and Scott elliptic curves of embedding degree
12 denoted BLS12 have been proven to present fastest results on the
implementation of pairings at the 192-bit security level [I]. The compu-
tation of pairings in general involves the execution of the Miller algorithm
and the final exponentiation. In this paper, we improve the complexity
of these two steps up to 8% by searching an appropriate parameter. We
compute the optimal ate pairing on BLS curves of embedding degree 12
and we also extend the same analysis to BLS curves with embedding de-
gree 24. Furthermore, as many pairing based protocols are implemented
on memory constrained devices such as SIM or smart cards, we describe
an efficient algorithm for the computation of the final exponentiation less
memory intensive with an improvement up to 25% with respect to the
previous work.

Keywords: BLS curves, Optimal Ate pairing, final exponentiation, mem-
ory resources, Miller loop.

1 Introduction

The performance of pairing-based protocols depends on the efficiency of
pairing computation. This computation consists of two main parts: the
Miller step and the final exponentiation. Given an elliptic curve E de-
fined over a finite field I, and two points R and S on F, the Miller
step consists of computing the function f, r with divisor Div(f, r) =
u(R) — ([u]R) — (u—1)(O) where u is an integer and O denotes the iden-
tity element of the group of points of the elliptic curve. The efficiency
(the number of operations) of the Miller step depends on the bit length



logy(u) of w and its Hamming weight since this step uses the double-
and-add Miller algorithm [2]. The final exponentiation consists of rais-

ing the result f, r(S) of the Miller step to the power of pk%l as follows

Pk (P)
k71 T

p
= <fu7R(S) Px(P) , where r is a large prime dividing the

k_q
Fur(S)"
order of the group of rational points of F, k is called the embedding de-
gree of E and is the smallest integer such that r divides p* — 1; and or(x)
is the k-th cyclotomic polynomial. The computation of the first part of

pF-1
the final exponentiation i.e the computation of A = f, r(5)%® is gen-
erally cheap as it consists of few multiplications, an inversion and taking

p-th power in F .. The second part which consists of the computation

(p)
A%rp is more difficult and is called the hard part. An efficient method

to compute this term is described by Scott et al. [3]. They suggested to
write d = ¢’“T(p) inbasepasd=do+dip+...+ d¢(k)_1p¢’(k)*1 and find a
short vectorial addition chain to compute A% much more efficiently than
the naive method.

In this paper, we are interested in the improvement on the computation
of the Miller step and the final exponentiation on BLS curves [4] at the
192-bit security level. Indeed, the 192-bit security level is the highest se-
curity level for public-key operations in the National Security Agency’s
Suite B Cryptography standard [5]. Also based on the results concerning
implementation of pairings on elliptic curves with embedding degree 12
at the 192-bit security level, BLS12 curves have the fastest performances
[1]. Specifically, we search for an adequate value of the parameter u to
reduce the number of addition steps in the Miller algorithm and the com-
plexity of the final exponentiation. Furthermore, as many pairing-based
protocols are implemented on memory constrained devices, we describe
an efficient algorithm for the computation of the final exponentiation with
less temporary variables. The improvement in this work is up to 25% in
memory resources and about 8% in the complexity of the optimal ate pair-
ing compared to the previous work done in [1]. The rest of the paper is
organised as follows: In Section [2| we present the Barreto-Lynn and Scott
curves (BLS) and a brief description of optimal pairings. The Section
is the state of the art on the computation of the hard part of the final
exponentiation. In this section we follow the work of Aranha et al.[I] and
we study the number of temporary variables used for the computation of
the final exponentiation using their approach in the development of the
exponent. In Section [4] we present a new development of the exponent in




the hard part of the final exponentiation for BLS12 curves which enable
us to improve the cost of the computation and requires less memory re-
sources comparatively to the results in [I]. We propose also in section |5/ a
new parameter u of the BLS12 curves which leads to the reduction of the
Miller loop and an efficient final exponentiation. The Section [6] presents
a similar analysis for BLS24 curves. The results obtained are an improve-
ment up to 8% than Aranha et al. results. In Section [7| we compare the
results obtained in this work with previous fast results on optimal ate
pairings at the 192-bit security level. Section [§| concludes our paper.

Notations:
In this paper we denote by:

— M), a multiplication in F.

— Sk a squaring in F .

— I}, a Frobenius map application in F .
— I an inversion in F k-

A multiplication, a squaring and an inversion in [F,, are denoted by M, §
and [ respectively.

2 Barreto-Lynn-Scott Curves (BLS12) and Optimal Ate
Pairings

In 2002, Barreto, Lynn and Scott presented in [4] a method to gener-
ate pairing-friendly elliptic curves over a prime field F, with embedding
degree k = 12. BLS12 are defined over F,, by the following equation:

E:y =23+
and by a parameter u € Z such that:

p=(u— 12! — w2 +1)/3+u
r=ut—u?+1 (1)

where t is the trace of the Frobenius map on the curve. The parameter u
is chosen such that p and r are prime and have the sizes corresponding
to the desired security level following the recommendations in [6]. At the
192-bit security level for BLS12, p and r are of at least 640 and 384 bits
in sizes respectively.

The concept of optimal pairing is defined in [7]. Let 7, : E (Fp) —



E (Fp),(z,y) — (2P,y*) be the Frobenius endomorphism on the curve
where F, is an algebraic closure of F,. Denote [n] : P — [n]P the
endomorphism defined on E(F,) which consists of adding P to itself
n times. Let G4 = E(F,)[r] be the r-torsion subgroup of E(F,). Let
Gy = E'(F2)[r]N Ker(m, — [p]) where E’ is the sextic twist of £ and
Gs = u, is the subgroup of IF;H consisting of r-th roots of unity. An
explicit formula of the optimal ate pairing on BLS12 curves is detailed in

[1] and is given in Proposition

Proposition 1 [7] The optimal ate pairing over the parametrized BLS12
curves is the bilinear and non degenerated map:

€opt : G1 X G2 — G3

p12_1

(P,Q) — fuq(P)

where fy R is the function with divisor Div(f, r) = u(R) — ([u]R) — (u —
1)(0)

Let v = up2™ + ... + w12 4+ up with u; € {—1,0,1}. Let ¢ g be the line
passing through the points R and @ of the elliptic curves.

12

The function f, o (and in general the pairing fu,Q(P)p v 1) is efficiently
computed thanks to the following algorithm known as the Miller’s algo-
rithm [2].

Miller algorithm and pairing computation:
Input: u, n = log,(u), P,Q
12
Output:f, o (P) 8
1: Set fi < land R+ Q

2: For i =n — 1 down to 0 do

3 fi < fi Lrr(P), R+ 2R Doubling step 1

5 if u; =1 then

6: fi fi-lro(P) R+ R+Q,endif Addition step

7 if u; = —1 then

8 fis filr_o(P) R+ R—Q, end for Addition step
124

10: return e = flp T Final exponentiation

Remark 2 The loop length of the Miller algorithm is loga(u) and the
addition steps are done only if u; € {—1,1}. Therefore any u with a
smaller bit size (1,,) and low Hamming weight (w,,) will be a good solution
for the efficiency of the algorithm. Ezample[3 gives an illustration.



Example 3 Aranha et al. presented in [1l] a value u for the BLS12 curve
which is a 107-bit integer length (1, = 108) of Hamming weight w, = 4:

u = _2107 + 2105 + 293 + 25

This parameter yields a 638-bit prime p and 427-bit prime r. For this
parameter u, in Miller loop, the number of doubling steps is 107 and the
number of additions steps is 4.

3 Previous Work on the Computation of Final
Exponentiation on BLS12

The computation of optimal ate pairing on BLS12 curves is done in [I].
However the authors do not take into consideration the number of tem-
porary variables involved especially in the computation of the final ex-
ponentiation. This may be a drawback when implementing pairings over
memory constrained devices. In this section we try to overcome this draw-
back by adding details to their computation, especially for the hard part
of the final exponentiation given by:

p12_1

4_ .2
pr—p+1
= (' =1) (" +1) =
6_1 2 1

To compute the first part f = fl(p )(+1) we have to perform just two
easy Frobenius operations, two multiplications and an inversion in F ..
This inversion is a hard operation, however it has an important conse-
quence for the rest of the computation. Indeed, powering f; to the p® — 1

makes the result unitary [8]. By this way, during the hard part of the final
4 2
exponentiation (the computation of f = +1) all the elements involved

are unitary. This simplifies the computations. For example any future
inversion can be implemented as a Frobenius operator, more precisely
ft= fp6 which is just a conjugation [§], [9]. Consequently, we assume

r

in this section that inversions are free. The exponent I%H of the hard
part can be simply written as a polynomial in p of degree 3:

4 2
—-p°+1

]%:)\04-)\1}9—1—/\2])24-)\3193

where
Xo=u’—2ut+2u® —u+3
M=ut—2ud+2u—1
3 2 (2)

Ao =u’ — 2u° +u
As=u2—2u+1



In [I], the computation of fro+tA1p+A2p*+2sp° ig done in 2 steps:
First they compute

f N f—2 N fu N f2u BN fu—2 N fu2—2u N

fu3f2u2 SN fu472u3 N fu472u3+2u SN fu572u4+2u2

which requires 5 exponentiations by u, 2 multiplications in Fj,2 and 2
cyclotomic squarings. The second step is applying Frobenius maps and
multiplying terms together to have the following expression:

Jé = gt (a2 ( =42 f_l)p ( fui—z? fu)P2 ( fut-2u f)P:‘

which requires 3 Frobenius maps and also other 8 multiplications. There-
fore, the total cost of the hard part of the final exponentiation through
Aranha et al. method is 5 exponentiations by u, 10 multiplications, 2
squarings and 3 Frobenius in F,i2. In their paper, Aranha et al. do not
specify the number of temporary variables used to compute f¢. This can
be a requirement if we think about implementation of pairings in a re-
stricted environment. That’s why, we have computed them and have found
that we need to use at least 6 temporary variables in Fj12 to compute the
hard part of the final exponentiation as shown in Algorithm 1. A magma
code to check the correctness of this algorithm is available here. The
overall cost of computing f¢ is then (51, — 3)S12 + (5wy + 5) Mz + 3Fys.
Considering the value of u chosen in example [3] the total cost of this
algorithm is 537512 + 25M12 + 3F12.

Remark 4 In fact, neither Aranha et al [1] nor the present authors com-
pute the optimal ate pairing itself, but rather its cube. The advantage of
that is that the coefficient \; become integers.

4 New development of d with u proposed in [1]

As we earlier said in the introduction, our aim in this paper is to reduce
the complexity and the number of temporary variables used to compute
the hard part of the final exponentiation f @ In this Section we
propose another development of the exponent d which enable us to use less
temporary variables and therefore decrease the number of multiplications
in IF,. Recall that d = ptgﬁ = Ao + A1p + Xaop? + A3p3. To improve
the cost of the computations we rewrite A\; with 0 <4 < 3 differently as


http://www.camercrypt.org/BLSformulas

Algorithm 1: Aranha et al.[I]| Computed Terms|Cost
development and comments
Input: f, u
Output: fp47€2+1
Temp. var.: to,t1,t2,t3,ta
ts
to — fﬁ2 -2 S12
ts < f“ (lu — 1)512 + (wu — 1)M12
t1 < t% f2u Sh2
t3 < tots o2 Mo
to 4 [ (= 1Sz + (wa — )Mo
to < tg fusiQu (lu — 1)512 + (wu — 1)M12
tg + t5 fu472u3 (lu — 1)312 + (wu — 1)M12
ta <+ tita Mo
byt felm2te2® 1) Shs 4 (w — 1) Mg
s« t3*
t1 t3t1 M12
ty <+ t1f fro Mz
t3 < f_l
to tof f)\g Mo
to < tgs Fio
ty < tsty fXl Mo
tq tZ Fio
ts < tats 2 M2
ts < th F12
ts < tsto Mo
t5 < tsta M2
ts < tsty f% Mz
return {5
Table 1. Temporary variables used in the previous work [
follows:
A= ANu—+3
)\1 = /\2u /\3 (3)
Ao = A3u

A3 =u?—2u+1

From these new relations satisfied by Ao, A1, Ao and A3 we get algorithm 2
4 2

in Table [2| which allows us to compute f PR OA magma code to check
the correctness of this algorithm is available here.

To compute any exponentiation, we use the square and multiply algo-
rithm [I0]. The cost of the four exponentiations by w in this algorithm is
4(l, — 1)S12 + 4(wy, — 1) Mj2 and the cost of the exponentiation by u/2 is
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Algorithm 2: new Computed Terms |Cost

variant of Aranha et al.[1] and comments

Input: f, u

Output: fp47§2+1

Temp. var.: to, t1,t2,1t3,t4

to < f2 Si2

t1 t’(‘)‘ (lu — 1)512 + (wu — 1)M12
to +— tqf/2 fuz (lu - 2)512 —+ (wu - 1)M12
t3 <+ f71

t1 < t3t1 et M2

t — t " foAuAt

t1 + tito s Mo

to < tif fAQ (lu — 1)512 + (wu — 1)M12
t3 < (tg)u f>\2u (lu — 1)312 + (wu — 1)M12
bttt fos

13 + tits i Mo

to— b e

t1 <+ tfs _]EA:’;D3 Flg

to +— th f>\2p2 F12

t1 < tito fA?’pSfAZPZ Mo

to < t4 e (lu — 1)S12 + (wy — 1) Mo
to < tato Mo

to th f)\() M12

t1 < tito f>\3p3 f>\2p2 f>\o Mo

to tg f)\lp F12

t1 — tito kapsf/\wz fhpf/\o Mo

return ¢

Table 2. Temporary variables used with the new development of d

(1u—2)S12+(w,—1) Mys. The overall cost of computing f¢ with steps given
in Algorithm 2 is then 4(1,,—1)S12+ (I, —2) S12+S12+ (5w, +3) M12+ 3 Fo.
We summarise in Table Bl the two results from Table [[l and Table [21

Method Complexity Temp. var.
S12 Mz |Fi2

Aranha et al.[I]

(algorithm 1) Slu — 3\5wu +5| 3 6

This work 50, — 5|50, +3] 3 4

(algorithm 2)

Table 3. Comparison between Aranha et al.[I] and our new development



Through Table [3]| we remark that our approach gives faster results
than the method given in [I] for the computation of the hard part of
the final exponentiation. We saved 2 squarings and 2 multiplications in
[F,12 thanks to the fact that u is even. We have also decreased the used
memory resources, we have used 4 temporary variables instead of 6 in [].

In order to give a more explicit comparison we consider Example

Example 5 Let E a BLS12 elliptic curve defined over a prime field F),
by

E:y?=a%+4
Based on the parameter u = —2'07 4+ 2105 1 993 4 95 proposed by Aranha

et al. an exponentiation by u needs 3 multiplications and 107 squarings
in Fp2. A detailed comparison is given in the following Table.

Method Complexity | Temp. var.
S12|Mi2|Fi2

5371 25 | 3 6

Aranha et al.[I]
(algorithm 1)
This work
(algorithm 2)

535 23 | 3 4

Table 4. Comparison between Aranha et al.[I] and our new development

For a full comparison, we give the complexity of each F,12 operation in
F,. In our case —1 is not a square and (1 + «) is neither a cube nor a
square.

The field F,,12 is built using the following extension tower.

— Fpe = IFp[oz]/(oz2 +1)
- IE‘pﬁ = sz [6]/(53 —(a+ 1)))
- IF‘plz = I[;‘106 [7]/(72 - /B)
The cost of arithmetic operations in [y, F,2, F,¢ and Fj12 are detailed in

[11], [12], [].

5 Development of d with a New Parameter u

Our aim is to reduce the complexity of the computation of the pairing as
much as possible for both the computation of the hard part of the final
exponentiation and also the Miller loop. We wrote a Pari/GP code to find



a suitable u with low hamming weight and minimal number of bits for
the 192- bits security level.

Proposition 6 The best value of v we were able to find is
w = —2107 | 984 | 919

which gives p a 641-bit prime number and r a 428-bit prime number.
The Hamming weight of u is w, = 3, this low Hamming weight has an
advantage because any exponentiation by u needs only 2 multiplications
instead of 8 needed if we use the parameter proposed by Aranha et al.

Now we present the improved cost of our development of the hard part
of the final exponentiation using the new value of the parameter u in the
following Table 5} We can deduce that using the new parameter u in our

Method Complexity |Number of Temp. var.
S12|Mi2|Fi2 must used
Aranha et al.[I] 53795 | 3 5
This work with
u of Aranha et al.[T] 53523 | 3 4
This work 535 18 | 3 4
with new u

Table 5. Comparison of the cost of the hard part of the final exponentiation

development is a fast alternative for computing the hard part of the final
exponentiation.

4 2
The overall cost of the final exponentiation f® C-DE* D s an in-

version in 12, 10 multiplications, 4 Frobenius, one cyclotomic squaring, 5
exponentiations by u and 1 exponentiation by u/2, where the easiest part
costs 2 multiplications, an inversion and a Frobenius. Any exponentiation
by our new parameter u requires 107 compressed squarings, simultaneous
decompression of 4 field elements when Karabina’s exponentiation tech-
nique [13] is employed and 2 multiplications in IFj12. So we have to perform
107(652) + 4(3M2 + 352) + 3(3M2) +Is+ 2(18M2) = (57M2 + 65455 + Ig)
to compute any exponentiation by u. The overall cost of the final expo-
nentiation is therefore 4(57Ms + 65459 + Is) + (57My + 64855 + o) +
4(15M) + 10(18M3) + (23M3 + 1153 + I2) 4+ 952=8116M+-61.

As computed in [1], the cost of a multiplication in 2 is about 54M, a
cyclotomic squaring costs 18 M and a Frobenius in F 12 is 15 multiplica-
tions in [F),. Consequently, the cost of the final exponentiation using the




new parameter u and our new development is less than the cost given in
[1]. We saved about 408 multiplications in [F,, which is about 5% of the
overall cost of the final exponentiation. The advantage of our parameter
u is also that we reduced the computational cost in the Miller loop. The
number of doubling step in Miller algorithm is determined by the length
of w in base 2 which is |log2(u)] = l,. The Hamming weight of u deter-
mines the number of addition steps in Miller’s algorithm.

That’s why, using the new parameter u that we proposed in this paper we
have to perform just 2 addition steps instead of 3 done in [I]. Therefore
we save an addition step with line evaluation and also a multiplication in
F,12. This gain is about 80 multiplications in [, which represents 1%.

6 Optimal Ate Pairings over BLS24 Curves

Although BLS12 curves present the fastest results for the implementation
of pairings at the 192 bits security level [1], BLS curves of embedding
degree 24 are also well suited for implementing pairings at the high secu-
rity level [14]. The objective of this section is to improve the cost of the
computation of the optimal ate pairing over BLL.S24 curves. The analysis
follows the same approach we used in the case of BLS12 curves. Mainly,
a new parameter is obtained with low hamming weight. This enables us
to improve the cost of the Miller loop and the computation of the final
exponentiation. BLS24 curves are families of elliptic curves parametrized
as follows:

p= (w12 —ut +1)/3+u
r=ud—ut+1 (4)
t=u+1

The authors in [I] consider the implementation of optimal ate pairing
on the BLS24 curve defined by the equation y? = 2% 4+ 4 and with the
parameter u = —2%8 4245 4 231 _ 97,

6.1 Previous results on BLS24 curves

The final exponentiation for BLLS24 curves is

24 8 4
D . 1:(p12—1)(p4+1)%




The exponent % of the hard part of the final exponentiation is
written as

pPopter M 5 7
— = Z Aip'=Xo+AMp+dep”+ -+ Arp
i=0
where ()\0:u9_2u8+u7_u5+2u4_u3+3
A =u® — 207 + ub —ut 4 20 — 2
Ao =u’ —2ul +ud —ud 4+ 202 —u
A3 =10 — 25 +ut —u?+2u—1
Ay = uf — 2ut 4 ud (5)
s = ut —2u3 4+ u?
X6 = ud — 2u? +u
\)\7:u2—2u—i—1

The hard part of the final exponentiation is computed as

Fd = o f/\1pf>\2p2 f/\3p3 f>\4p4 f/\5p5 f>\6p6 f>\7p7

Following [1], the computation of f¢ needs 9 exponentiations by w, 7
Frobenius operations, 2 cyclotomic squarings and 12 multiplications in
]Fp24.

Considering the parameter u = —248 4+ 2% 4+ 231 _ 27 an exponentiation
by u requires (l, — 1) squarings and (w, — 1) multiplications in F21. The
cost of the hard part of the final exponentiation presented in [I] is then
(9(ly — 1) +2) Sa4, (9(wy, — 1) + 12) M2y and 7 Frobenius operations.

6.2 Improvement of the cost of Optimal Ate pairing on

BLS24 curves

To improve the computation of f¢ we observed that the coefficients in
the decomposition of d verify the following relations:

Ao =Au+3
)\1 = Azu
)\2 = )\3u
)\3 = /\4u — /\7
)\4 = )\5u (6)
)\5 = Aﬁu
A6 = A7uU
(A7 =u?—2u+1

Using these relations we can evaluate f¢ in Algorithm 3.



Algorithm 3: BLS24 Computed Terms|Cost
curves. and comments
Input: f, u
pS—ptt1
Output: f -
Temp. var.: to,t1,t2,t3,t4
t7 +— f2 524
t1 <t fQU (lu — 1)524 + (wu — 1)M24
to +— t;‘m fu (lu — 2)524 —+ (wu — 1)M24
s« t5°
ta < t1ts Moay
to tzf fA7 Moy
ts <ty f>\6 (lu — 1)S24 + (wu — 1)M24
tg +— tg f>\5 (lu — 1)524 —+ (wu — 1)M24
t3 < tge f>\6p6 Foy
tg tZS fASPE) Foy
ts < tsty Moy
ts < ty e (lu —2)S24 + (wu — 1) Moy
te tg ) (lu - 1)524 4 (wu - 1)M24
to <ty
te <+ teto e Moy
ts < tgg fA:wB Foy
t3 < t3ls May
ts < tg 2 (lu = 1)S24 + (wu — 1) Moy
to +— t§2 f/\2p2 F24
t3 < t3to Moy
e < t% f:l (lu — 1)Sas + (wy — 1) Moy
t() <— t6 f ip F24
t3 < t3to Moy
ts < LY fho (ly — 1)S24 + (wy — 1) Moy
to < tz2)7 fA7p7 Foy
ts < tst7 Moy
t3 < tata Moy
t3 < t3ts Moy
return ¢3

This algorithm requires (8(l, — 1)) Sa4, (ly — 2) S24, So4,
(9(wy — 1) +12) My and 7 Frobenius operations in 1. Thanks to the
fact that u is even, we saved 2 squarings in [F 4.
As in section [p| we also tried in this case to find a new parameter u which
has a low Hamming weight. Our Pari/GP code let us find the following
parameter
W = 98 _ 930 4 926

which gives p a 479-bit prime number and r a 384-bit prime number. This
new parameter v’ is a 48—bit integer as the u proposed in [I]. However its



Hamming weight is 3 instead of 4 in the case of [1]. This is an advantage
because we have in our case less operations to perform. For the param-
eters p et r, the extension field 24 is built using the following tower of
extensions:

- p2 Fyla]/(o? +1)
— Fpo =F[8]/(8° — (2 +2)))

= Fpie =Fpe[]/ (7> = B)

— Fpu = Fpm [9}/(02 — ’y)

The arithmetic for this tower of extension is presented in [I]. Using the
new parameter u', any exponentiation by this parameter costs (I, — 1)
squarings and (w, — 2) multiplications in [F,2:. Because the Hamming
weight of 1/ is 3, this enables to save one multiplication in 24 in each ex-
ponentiation by u’ giving a total of 9 saved multiplications in IF24. There-
fore the hard part of the final exponentiation requires (8(l, — 1)) Sau,
(ly — 2) Sa4, Sa4, (9(wy — 2) 4+ 12) Moy and 7 Frobenius operations. Then
the overall cost of the computation of the final exponentiation is

8 (48(12M3) + 89Ms + 255 + 2(54Ms) + I2)+8(45M ) +14(54Ms) + 18 Mo
+ (47(12M3) 4 89 My + 2S5 + 2(54M>) + 1) = 7802M3 + 2955 +400M +
101. In term of the computation of the hard part of the final exponenti-
ation, our method is faster than Aranha et al. method presented in [I].
We saved 1548 multiplications in F, which is about 8%.

The fastest cost of the Miller loop for computing optimal ate pairing
over BLS24 curves is reported in [I]. The doubling step costs 21 My + 8 M
for the point doubling and 36> for updating the Miller function in this
step. The addition step costs 37Ms+8M for the point addition and 39M>
for updating the Miller function in this step. In this work, we presented a
new parameter v’ which enable us to perfom only 3 point additions with
line evaluations instead of 4 by using u. We win also one multiplication in

[F,24 which represents 353 multiplications in [;,. Hence the gain is 2.5%.

7 Comparison

In this paper we were not only interested in the complexity of the optimal
ate pairing curves but also on memory usage on BLS12 . We also studied
the complexity of the computation of the optimal ate pairing on BL.S24
curves using a new development of the hard part of the final exponen-
tiation and we presented a new parameter u. A full comparison of the
results in this work with previous fast results on optimal ate pairings at
the 192-bit security level is given in the following table.



Curves

Method u

Complexity of
Miller loop

Complexity of
the final expo

Aranha et al.[I] 10865 8524M+61
BLS12 Curves i work 10785 | 8166M+6l
Aranha et al.[I] 14927 25412M+101
BLS24 Curves i wark 14574 |23864M+ 101
BN Curves |Aranha et al.[I] 16553M 7218M+41
KSS18 Curves|Aranha et al.[I]| 13168M 23821M+8I

Table 6. Comparison of previous fast results with this work on pairing at the 192-bit
security level

Table[6]shows that our new approach is more efficient than the method
presented by Aranha et al.[I] in the case of BLS12 curves and also BLS24
curves.

8 Conclusion

For the 192-bit level security, it is recommended to use BLS12 curves
because the computation of pairings over this category of curves is more
efficient than others curves such as BN curves [15], KSS16 curves [16].
In this paper we improved the computation of the hard part of the final
exponentiation and also the computation of Miller loop compared to the
costs presented in [I] in BLS12 and BLS24 curves. We implemented our
new algorithms in Magma to verify their correctness [17]. As a conclusion,
our new methods for computing the hard part of the final exponentiation
are more efficient than previous methods in the literature and they are
always less memory intensive. Hence, there are an interesting alternative
for pairing implementation in restricted environments for the 192-security
level.
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