Low Linear Complexity Estimates for Coordinate
Sequences of Linear Recurrences of Maximal Period
over Galois Ring

Abstract

In this work we provide low rank estimations for coordinate sequences of linear
recurrent sequences (LRS) of maximal period (MP) over Galois ring R = GR(p"™, ),
p > 5, r > 2, with numbers s such that s = kr + 2, k € Ny.
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1 Introduction

Pseudo-random sequences are essential ingredients of every modern digital communica-
tion system including cellular telephones, GPS, secure internet transactions and satellite
imagery. Each application requires pseudo-random sequences with specific properties.
This article describes the design and properties of pseudo-random sequences, obtained
from those generated strictly by shift registers over Galois rings.

Let R = GR(p™,r) be a Galois ring [12, 13], ¢ = p", p is a prime, u is a linear recurrent
sequence of the full period over R with characteristic Galois polynomial F'(z) of degree
m [10].

Let T(F) denote a period of polynomial F'(z), i.e. minimal ¢ with property: F(z) | z*(2'—
e) for some A\ > 0.

Let F(z) be an image of F(z) under canonical epimorphism R[z] — R[z]/pR|z].

Let remind [11], that :

T(F(2)) |T(F ()| T(F(x)) - p"

Polynomial F'(z) is called distinguished , if



Under additional condition T(F) = ¢™ — 1, polynomial F(z) is called polynomial of
maximal period (MP-polynomial) . Unitary and reversible polynomial we call regular.

Galois ring R = GR(p™, ) is called nontrivial iff n > 1, r > 2, i.e. iff R is neither field
nor residue ring of integers .

It is well-known [1] that for the synthesis of algebraic shift registers over finite fields,
rings or modules in most cases are necessary to construct polynomials with high periodic
properties.

Let S = GR(p",rm), Q = q™, be a Galois extension of R, splitting ring of the
polynomial F(z), 6 is a root of F(x) in the ring S. Then [9] there exists an unique
constant £ € S with property :

u(i) = Tr (€6, i € Ny, (1.1)

where Tri(z) = Y 27 is a trace function from the ring S into ring R.
oc€Aut(S/R)
It is known that the arbitrary element s € S may be uniquely represented in the form

S—Z% s)p', vi(s) €T(S), i=0,n—1, (1.2)

where T'(S) = {x € S | 29 = x} is a p-adic coordinate set of the ring S (Teichmueller’s
representatives system).

The set I'(S) with operations @ : x @y = (z + )9 and ® : ©® y = xy is a Galois
field GF(Q).

The field T'(S) contains as a sub field the set T'(R) = {z € R | ¢ = x} which is a
p-adic coordinate set of the ring R.

Operations on elements of the I'(R) are defined in the same way. Because of that the
set I'(R) is a field GF(q).

It is known that [12, 13] the group Aut(S/R) is a cyclic and is generated by the
Frobenius automorphism p which acts upon the element s € S of the form (1.2) according
to the rule

= nZO vi(s)1p'. (1.3)

Representation analogous to the (1.2) takes place for elements of the ring R.

The sequence u(i), i € Ny, uniquely determines n p-adic coordinate sequences (i) =
Y(u(i)), I =0,n —1, i € Ny, over the field (I'(R), ®, -).

Herewith if u is a linear recurrence of maximal period T(u) = (p"™ — 1)p"~!, then for
every s € 0,n — 1 T(us) = (p™ — 1)p*~ 1, i.e. u, also has large period.

Let us denote by mg(z) the minimal polynomial of the sequence ug, s = 0,n — 1, over
the field I'(R). By the linear complexity or rank of the sequence u; we denote the degree
of its minimal polynomial: ranku, = degm,(z).



If we have a task to generate a pseudo-random sequence relying on linear recurrence
over Galois ring we may choose one or several elder coordinate sequences of this linear
recurrence:

Un—1(1) = Y1 (u(7))
u(@) : = ug(i) = s (u(d)) - (1.4)

uo () = o (u(i))

In this case it is important to have estimations for the linear complexity/ranks of
those coordinate sequences 7, (u), I = 0,n — 1, because it is well-known that the linear
complexity is a parameter which characterizes the power of pseudo-random sequence in
relation to linearization method of cryptanalysis.

In the work [6] were obtained lower and upper estimations for the ranks of coordinate
sequences of linear recurrences of maximal period over primarily residue rings. Besides
that, there were obtained minimal polynomials of coordinate sequences for some types of
such linear recurrences.

Also in the work [6] were obtained minimal polynomials of sequences u;, [ = 0,1, over
nontrivial Galois ring.

In the article [4] were obtained the minimal polynomial and the rank of the first
coordinate sequence of linear recurrence u over non-trivial Galois ring determined in
arbitrary coordinate set.

Further in the article [2] were obtained exact values of ranks for second coordinate
sequence of faithful linear recurrent sequence over binary residue ring with minimal Galois
polynomial of degree not less then 5 in dependence on the initial vector of this LRS.

In [16] were provided polynomials over Galois field I'(R) which respectively divides
and are divisible by minimal polynomial of the second coordinate sequence of the linear
recurrence u in p-adic coordinate set under condition of p > 5.

These results provide a way to obtain upper and lower estimations for the rank of the
second coordinate sequence of this linear recurrence.

In this article we follow-up the pevious work [16] and obtain lower estimations for linear
complexity of coordinate sequences u; of LRS MP under condition s =2 (mod r), p > 5,
where R = GR(p", ).

Let M,w € N. Let’s denote by Z(M,w) the set of vectors )= (j1,...,jm), 0 < j; <
p—1,1=1, M, with property: > j; = w, and by {Aj } let’s denote cardinality of the set

Z(M,w). Let’s note that {]\j } is a number of placements of w indistinguishable balls in

M different boxes under condition that in every box may be placed not more than (p—1)
balls.
These equalities are true |14, p.215]:

min{w,(M—w)/p} w w— ps —
{]\5}: 5 (_1)5<8><M+M_;i 1)) (1.5)

s=0



if0<w< M(p—1), and
{M}:o (1.6)

w
in other case.
Further we shall suppose that vectors " constituting the set Z(M,w) are ordered as-
cending in lexicographical order.
Let u be a linear recurrent sequence of maximal period over ring R [10]| with minimal
polynomial F(z). Let’s denote by F(z) = vo(F(x)). It is known that [6]

F(z)P 1 ‘ me(z), s=1,n— 1,
where by the estimate of Nechaev—Kuzmin follows:
m(p*t +1) < ranku,, s> 0. (1.7)

Let 0, = 75(8% 55 = 78(5)7 s=0,n—1
If F(z) is a polynomial of maximal period then 6, is a primitive element of the field
['(S) and 6, # 0.
Let m=1_rm+ri—2
Ha) = ]I Qxeeghop “ﬁ“”), (1.8)

XeZ(m,p),
Cex(m,p-1)

where X = (/\07 ceey >\m—1)> 5: (Co, ce 7€m—1)~
It is known [16, Theorem 2.1| that if u is a linear recurrent sequence (LRS) of maximal
period (MP) over non-trivial Galois ring then

H(z)? | mo(z). (1.9)

Moreover, [16, Theorem 2.1] if & # 0 and additional conditions fulfill:

rm—+rk—1

WeZmp) Yo (&) #0 (1.10)

k=0,m—1 : (>0

and

v(eZ(myp) Yo %«,ﬁ )w;mz%mmmhwm“¢m (1.11)
¢G>0

-1
I=0,m—T [Ti=o !

then for polynomial

m—1
E prm-H”l—l,Cl

Z@%:ﬁH 6 60,~° (1.12)



this relation fulfills:
Z(x)P | ma(x) . (1.13)

Let u be a LRS MP over ring R = GR(p™,r) with minimal polynomial F'(z). In [6,
Teopema 1.3| were proved that for arbitrary Galois ring R = GR(p™,r), ¢ = p", and for
arbitrary s € 1,n — 1 equalities accomplish:

mg(z) = F(z)P e foq ()P fop(@)? T TR (), (1.14)

where fs () is separable polynomial, £k = 1, p*~!, and

F(x) - fsp(x) - fopsr(z) | 2™ Se, (1.15)

s—1

where

s = (¢™ = 1)p°, m=deg F(x), s=0,n—1.
Because F'(x) is a polynomial of maximal period for s = 0,n — 1 this equality holds:
1" —e=pHo, (2) (mod F(x)), (1.16)

herewith

deg @, 1(z) <m, Dgiy(z) #0.
Following the article [4] let’s denote
u®) = ®,(2) - u, and w = 5, (u), s,t =0,n— 1. (1.17)
If p > 3 for arbitrary Galois ring R it is proved [6, Jlemma 2.1]:
! =ul s> 1, nul? =ul? s > 2. (1.18)
Besides that if by u,; denoted sequence of form

usy = (2™ S e’ uy, s> t+2,t>0,st€0,n—1, (1.19)
then this state takes place:

Statement 1.1 (Dorofeev N.V., 1993, personal communication). In the case of non-trivial
Galois ring R = GR(p",r), ¢ =p", v > 2, p > 3, these relations hold:

Wy = (w6 (u§;>)p @ E(p, s, 1), (1.20)
and for t < s —2
W T = @)Dy, 6 <u(()1)>p+(p12) AR @®&(p,s,t),  (L21)
where
(él(x)Q'%)p, p=3,t=0,5 =2,
€(p,s,t) = (@1@)2 : u0>p : (ug”)@—l)Zf;fﬂ‘“, p=3,t=0,5>2, (1.22)
0, in other cases



O
Let’s note that in |7, (2.13)] A.S.Kuzmin has published previously obtained analogous
results for the case of Zpn.

2 Main result

Theorem 2.1. Let R = GR(p",r) be a non-trivial Galois ring, ¢ =p", p > 5, r > 2, F(x)
be a polynomial of maximal period and degree m over ring R, u be a non-zero modulo
pR sequence with characteristic polynomial F'(z), S = GR(p",rm) be a Galois extension
of R, 0 be a root of F(z)in S, £ € S be under condition (1.1).

Let 0s = 74(0), & = 7s(§), s =0,n — 1,

m—1 rm—+4rl—2
o P (Ni+pGr)
H(z)= ]] (x o 9021_0 ) :
XeZ(m,p),
CeZ(m,p—1)

ﬂi pr'mw‘»rl*l.cl
Zx)= 1] |zo6"

{eZ(m.p)

Then for every natural s > 2 such that

s=2 (mod r), (2.1)
this inequality holds:
s—1 s—1 m m
mp’ " +1)+p { }{ }Srankus. 2.2
"+ 1) R (22)

Besides that, if & # 0 and additional conditions take place:

Wellmp) Yo (&)

k=0,m—1 : (>0

£0 (2.3)

vCeZ(mp) Yo (Cl) (05710, ) 2 S T g (9.4)
¢G>0

-1
1=0m—1 [Ti=o G

then for those s inequality takes place:

m(p*t 4+ 1) +p*t. {m} { m }ers_1 : {m} < rank u,. (2.5)
P p—1 p



Proof. Let s > 3. Then according to (1.21), (1.22),

s o u(l) s—1
{Qﬁplzwﬁhpl-%ule<0§’, (2.6
N '
Ug,g _ (u(()l))p—l Cuy © ( 02 )P
Let’s note that in those tact i € Ny when u(l)(i) = 0 also
U,270<Z.) = US70(’L.) =0. (27)

Therefor further we concern only those tact ¢ € Ny when u(()l)(z') # 0.
From (2.6), and previous equations, and conditions of the Theorem follow that if

s=2 (mod r), (2.8)

then that system of equalities will take a form:

e
W = (uf )yt m o (2.9)
P ((Dyp-1 . (ug"y? ’
uh = (up ) u © 5
Indeed if s — 2 = kr, k € N, then
pr_l ’ka—].:ps_Z—]..
and
pP-1lp(p?-1)=(p"-1)-(p-1),
where from for arbitrary o € T'(R) \ {0}
QP ) =-n
or
ol = Pl
Hence under condition (2.8) the equality takes place:
Ug o = U2,0- (2.10)
This way under condition (2.8),
My o (T) = Ty o (7). (2.11)
Because for arbitrary Galois ring this equality holds:
M (@) (2 SF@P L), (212)

~ HOM (m,, (x), (z70 & ey 7)

7



hence for p > 5 this equality takes place:

fsi(@) = fou(2). (2.13)

Since

H(z) | f2a(2), (2.14)

then from here with considering equality (1.14) inequality (2.2) follows.
Besides that, taking into account conditions & # 0, (2.3), (2.4) we can deduce that
this relation holds:
Z(x) | f2a(z), (2.15)

from which it follows relation (2.5). O

3 Conclusions

It is easy to see that estimations (2.2), (2.5) largely improve previously known Kuzmin—
Nechaev estimation (1.7), [6].

Weakness of newly acquired estimates consists in that the new estimates extends not
at all coordinate sequences ug, s = 0,n — 1.

From the other side for the case r =1, p > 3, i.e. R = Z,n, in |7, (1.24)] were obtained
estimate
m
pS
It shows a deep difference between cases of non-trivial Galois ring and residue ring of
integers.

rank u, Zm(p81—|—1)—|—{ }, s=0,n—1.
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