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Abstract

Motivated by the problem of one-time password generation with security against server breaches, we
introduce the notion of adjustable signature schemes that allow the length of a signature to be adjusted—
at the setup, signing or verification stages, depending on the application. Defining security for such
schemes poses several challenges, such as: (i) different signature lengths should provide different levels
of security, and (ii) the effort required for forging a very short signature (e.g., 6 bytes) should not be
reusable for forging additional signatures. We provide security definitions that concretely capture the
trade-off between signature length, number of forgeries and level of security provided by the scheme.

The above requirements rule out all existing solutions for short signatures. In this paper, as a feasi-
bility result, we provide the first instantiation of all variants of adjustable signatures based on indistin-
guishability obfuscation. Our starting point is the state-of-the-art construction by Ramchen and Waters
[ACM CCS 2014]. We observe that their scheme fails to meet our requirements for an adjustable sig-
nature scheme, and enhance it to obtain adjustable signatures with shorter signatures, faster signing and
strong unforgeability. We also employ new proof techniques in order to obtain the above-mentioned
notions of security.

For the simpler case where adversarial effort does not grow with the number of forgeries, we also
provide a concrete construction based on the BLS signature scheme, by instantiating it using smaller
group sizes that yield shorter signature lengths while providing reasonable security. We implement this
scheme for various signature sizes and report on its efficiency.

1 Introduction

One-Time Passwords (OTPs) are widely used in practice to either replace or strengthen traditional password-
based authentication mechanisms. Examples include Google Authenticator [Goo] and RSA’s SecurelD to-
kens [RSA78]. In most use cases, a user holds a trusted device (smartphone, security token, etc.) that
generates a short, human-readable string (the OTP) that the user presents to a server for authentication. The
server generates the OTP on its own and compares it with the string provided by the user. The authentication
succeeds if the two match and fails otherwise. OTP-based solutions have two main advantages over tradi-
tional passwords: (i) OTPs have higher entropy than human-chosen passwords as they are often generated
using cryptographic primitives, and (ii) each OTP is only used once, keeping future sessions protected even
if a current OTP is compromised.

To the best of our knowlege, all existing OTP-based authentication solutions are based on a symmetric-
key setup where the user and the server agree on a long-term secret key k that is used to generate future OTPs
for that user. A common implementation follows the “Time-based One-Time Password” (TOTP) algorithm
(IETF RFC 6238 [For]), where HMAC [BCK96] is used as a pseudorandom function to generate time-based
OTPs. In particular, the OTP is generated by first computing HMAC () for a synchronized time value ¢ (see
the RFC for details on how ¢ is chosen) and then truncating the output of HMAC to an appropriate length
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that is short enough for humans to type, but still reasonably hard for an adversary to guess. Note that there
is a natural trade-off between the size of the OTP and the guessing probability of the adversary, which can
be easily adjusted by truncating more or fewer bits of the HMAC output.

A major drawback of any symmetric-key based OTP solution is its susceptibility to a user-data breach
which nowadays is an all-too-common ocurrence. In particular, the server needs to store in a user database,
a unique secret key for each user of its service, and use that key to generate OTPs for each authentication
session. Furthermore, the server cannot just store a hash of the user’s secret key (as done with passwords—
e.g., [PM99]), as the full key is needed in order to generate the OTPs. As a consequence, a breach of the
user database implies a breach of all secret keys, which in turn renders the OTP-based solution ineffective.
This motivates OTP generation using public-key primitives where the server only needs to store a per-user
public-key, and thus security is not compromised in case of a server breach.

OTP based on short signatures. A natural candidate is to generate OTPs using a digital signatures
scheme, where the server stores the verification key vk and the user stores the associated signing key sk.
The client generates an OTP by computing OTP= Sign(sk, t) for a synchronized time ¢, and the server ver-
ifies it by computing Verify(vk, t,OTP). The authentication passes if and only if the verification does, with
the hardness of guessing the OTP being implied by the unforgeability of the signature.

The problem with this approach is that signatures are too long for humans to type. The state-of-the-art
short-signature scheme based on well-studied number-theoretic assumptions is that of [BLS01], generating
signatures that are at least 160-bits (20 characters) long. More importantly, and unlike the symmetric-key
scenario, the work-around of truncating the signature for a length/security trade-off fails, since a truncated
signature cannot be verified by the verification algorithm.

Alternatively, based on the stronger indistinguishability obfuscation assumption (i0) [BGIT01, GGH"13],
Sahai and Waters [SW14] and Ramchen and Waters [RW14] show how to design even shorter signatures.
For the case of selective security, the scheme of [SW14] lends itself to truncation since the signature only
consists of a PRF output. For a fully secure signature scheme, however, even the i(J-based schemes fall
short of achieving an acceptable solution. In particular, the signature scheme in [RW 14] contains a tag ¢ that
is as long as the security parameter, and a string s of PRF-output length. This almost doubles the signatures
length, and it is not clear how to adjust the length by truncating both ¢ and s without breaking the func-
tionality of the scheme. This motivates the formulation and study of the notion of adjustability of signature
schemes.

Our contributions. The first new property we need to capture when defining adjustable signatures is
that security of a signature depends on its length. For example, for any signature length /, there is a 2¢-time
adversary that runs the verification algorithm on all possible signatures until it finds a forgery. Our definition
for adjustable signature captures this graceful degradation in security by making both the adversary’s running
time and winning advantage a function of /.

Then, a natural solution would be to obtain shorter signatures by operating in smaller groups (e.g.,
for both RSA and ECDSA signatures), hence trading signature length for security (see Section 5 for one
such instantiation). This approach, however, has two important shortcomings. First, in order to change
the signature length, we have to generate new keys for each different size. This is in direct conflict with
adjusting the signature length at signing or verification time. A simple fix, of course, would be to generate
many keys, one for each desired length and use the appropriate key on-the-fly. The more critical issue with
this approach is that an adversary who breaks the scheme for a small group size (e.g., by factoring a relatively
small integer), can reuse its work and forge all future signatures of the same length generated using the same
key. We want to prevent such attacks by requiring that producing multiple forgeries should be harder than
producing one forgery. Our definition for adjustable signatures captures this hardness-increasing property



by making the running time of the adversary an increasing function of the number of forgeries.

Indeed, we provide the necessary syntax and security definitions that concretely capture the trade-off
between signature length, number of forgeries and security level for three variants of adjustable signature
schemes. These variants allow the signature length to be adjusted at setup, signing or verification stage,
depending on the application scenario. In case of setup-adjustable signatures, the key generation algorithm
takes a length parameter ¢ as input, and generates the key-pair (sk, vk) accordingly. Any signature gener-
ated using sk will be ¢-bits long and the scheme provides a level of security that is correlated with £. A
drawback of this variant is that one needs to re-run the setup algorithm in order to increase/decrease the sig-
nature length, as mandated for example by the current security needs. In the case of signing-adjustable and
verification-adjustable signatures, the length of the signature is decided at signing/verification time and can
change from one invocation to the next. These notions provide much higher flexibility as one can decide the
level of security on-the-fly, without re-running the setup phase or prior coordination. In the OTP generation
scenario, a signing-adjustable scheme allows the user device to change the OTP length spontaneously, with
the server still being able to verify its authenticity using the same verification key; a verification-adjustable
scheme, on the other hand, allows the user to precompute full length signatures (OTPs) beforehand and only
adjust their size during the actual verification (authentication) phase.

We propose the first feasibility results for all variants based on indistinguishability obfuscation (:O).
Our starting point is the state-of-the-art i(J-based short signature scheme by Ramchen and Waters [RW14],
which itself is an improved variant of the signature construction proposed by Sahai and Waters in [SW14].
In order to achieve a fully secure signature scheme, Ramchen and Waters associate a tag with each signature,
which plays an essential role in the security proof. The addition of tags to each signature, however, makes
the signatures longer (almost twice as long), and harder to truncate, violating the main goal of adjustable
signatures and our motivating application.

We enhance the scheme of [RW14] in order to design a new short and adjustable signature that improves
theirs in several ways: (1) our signatures are shorter as they do not include the tag, and can easily be made
adjustable since they only contain a PRF output that can be truncated, (2) our signature schemes achieve
strong unforgeability, and (3) signing is noticeably faster. We also employ a differnt proof technique (com-
pared to [RW14]) in order to capture the hardness-increasing property when forging multiple signatures.

At a high level, in our signature schemes, instead of generating the tag at random and including it with
the signatures, we generate the tag both at signing and verification, “on the fly” and as a deterministic
function of the message being signed and the verification key. We achieve this by including a set of random
strings (one pair of strings for each bit of the message) in the verification key, and compute the temporary
tag by XOR-ing one random string from each pair based on each bit value of the message. As a result, the
tag is no longer sent with the signature. Furthermore, in our scheme each tag value is, with all but negligible
probability, unique to a message and as a result the generated signature is also unique, hence achieving
strong unforgeability for free. Furthermore, we observe that a obvious extension of the proof techniques of
[RW14] to the case of n forgeries incurs an exponential (in n) loss in security. We show an alternative proof
technique that requires puncturing the PRF in multiple points but does not lead to any security loss when
considering multiple forgeries. Finally, we optimize the scheme of [RW14], by reducing the signing cost by
almost a factor of two.

We also consider the design of concretely efficient adjustable signature schemes. We show how to instan-
tiate a setup-adjustable scheme concretely on specific curves, based on the BLS signature scheme [BLSO01].
Specifically, we explore how to instantiate BLS using smaller-size groups that provide reasonable security
given known attacks against discrete log, while yielding short signature lengths. We implement our con-
struction for various signature lengths and report on its efficiency. We note that this instantiation has the
drawback that the attacker’s effort for one forgery can be used in future forgeries since the same key is used.



Related work. The design of schemes supporting short signatures has always been an important efficiency
goal. In [BLSO1], Boneh, Lynn and Shacham proposed a signature scheme based on bilinear maps in the
random oracle model whose signature length is half the size of DSA signatures [0ST] for a similar level of
security. Later, Boneh and Boyen [BB04] described a signature scheme where signatures are almost as
short as the BLS signatures, but whose security holds in the standard model.

In these pairing-based constructions, verification is the most time-consuming algorithm, since it is at
this stage where the pairing operations are performed. With that motivation, Camenisch ef al. [CHPO7] pro-
posed the first batch verifier for messages from many signers in the standard model and with a verification
complexity where the dominant operation is independent of the number of signatures that are to be veri-
fied. Extensions of this batch verifier approach (to identity-based signatures, group signatures, etc.) were
presented by Ferrara et al. [FGHPO09].

Bellare and Rogaway [BR96] initiated the study of the exact security of digital signatures (RSA and
Rabin), making precise reductions from a forger to the algorithm that solves the underlying hard problem.
Micali and Reyzin [MRO02] adapted the concrete security paradigm to Fiat-Shamir-like signature schemes
that yield better concrete security than those based on the original Fiat-Shamir method.

As mentioned above, some of our adjustable schemes are based on indistinguishability obfuscation (:0),
the first realization of which was proposed by Garg et al. [GGH™ 13] based on multilinear maps. Since its
introduction, indistinguihsability obfuscation has enabled the design of numerous cryptographic primitives
and protocols. One such primitive is short signatures. Sahai and Waters in [SW14] gave the first construction
of a selectively secure short signature scheme based on O, with follow-up work by Ramchen and Waters
[RW14] showing how to extend it to full security.

Finally, as we mentioned earlier, our hardness-increasing property makes the running time of the ad-
versary an increasing function of the number of forgeries. As such, the notion is related to the notion of
multi-instance security of Bellare, Ristenpart and Tessaro [BRT12], who show how in settings where it is
computationally feasible for instances to be compromised, such as password-based cryptography, security
can be amplified linearly in the number of instances in the random oracle model under a proper modeling,
and to the more general notion of inversion effort preserving functions of Garay et al. [GJKY13], which, at
a high level, postulates a complexity lower bound in various models on the problem of solving (inverting)
multiple instances simultaneously as a function of the sum of the complexities of solving those instances
individually.

Organization of the paper. The balance of the paper is organized as follows. We present notation and the
basic cryptographic notions used in the paper in Section 2. The syntax and security definition of all variants
of adjustable signatures are presented in Section 3. The ¢O-based constructions are given in Section 4, while
Section 5 is dedicated to a concrete proposal for setup-adjustable signatures based on bilinear groups. For
ease of readability, complementary material and some of the proofs are presented in the appendix.

2 Preliminaries

In this section we present the notation, cryptographic notions and building blocks used throughout the pa-
per. We will use A to denote the security parameter, and ¢ to denote the length (in number of bits) of the
(adjustable) signatures, and assume it is polynomially related to the security parameter, i.e., £ = poly(A).
Since the nature of our work requires discussing concrete efficiency and security (cf. [BR96]), we will use
the function ¢ : N x N — N (taking the length of the signature and potentially other inputs) to denote a con-
crete bound on the running time of an algorithm in a fixed computational model; we call such an algorithm a
t-time algorithm. We will use a similarly concrete function € : N — R to denote a bound on the probability
of an algorithm (adversary)’s success. We remark that in our analyses there will be asymptotic terms of the



form negl(\) and concrete terms; throughout the paper, we will assume that ) is large enough to render the
asymptotic terms insignificant compared to the concrete terms.

We will use 0|, to denote the bit string o truncated to its least significant ¢ bits, and m/[i] to denote the
1-th bit of vector m.

Indistinguishability obfuscation. Next, we present the definition of indistinguishability obfuscation (:O)
as it appeared in [GGH™'13].

Definition 2.1. A uniform PPT (in \) machine iO is called an indistinguishability obfuscator for a circuit
class {C\} if the following conditions are satisfied:

e For all security parameters A, all circuits C' € Cy, and all inputs x, we have that

Pr[C’(z) = O(2)|C" + iO(\,C)] = 1.

e For any PPT adversaries Samp, D, there exists a negligible function negl(-), such that the following
holds: if
Pr|Vz, Co(x) = C1(x)|(Co, C1,0) + Samp(11)] > 1 — negl()),

then we have

|Pr[D(0,iO(), Cp)) = 1|(Cy, C1,0) < Samp(11)]
— Pr[D(0,iO(\, C1)) = 1](Cy, C1, o) < Samp(11)]] < negl(}).

In this paper we will make use of such indistinguishability obfuscators for all polynomial-size circuits.

Definition 2.2 (Indistinguishability obfuscator for P/poly). A uniform PPT machine iO is called an indis-
tinguishability obfuscator for P /poly if the following holds: Let Cy be the class of circuits of size at most \.
Then iQ is an indistinguishability obfuscator for the class {C)}.

Indistinguishability obfuscators for all polynomial-size circuits have been constructed under novel hard-
ness assumptions in [GGH™ 13, CLT15].

Puncturable PRFs. We now recall the notion of puncturable PRFs, a variant of “constrained” PRFs in-
troduced in [BW13, BGI14, KPTZ13]. Roughly speaking, puncturable PRFs are PRFs that can be defined
on all bit strings of a certain length, except for any polynomial-size set of inputs.

Definition 2.3 (Puncturable PRFs). A family of puncturable PRFs F' is given by a triple of algorithms Key .,
Puncturep, Evalp, and a pair of computable functions n(-), m(-), satisfying the following conditions:

e For every PPT adversary A, such that A(1*) outputs a set T C {0, 1}V, then for all x € {0,1}*V)
where x ¢ T, we have that

Pr([Evalp(K, z) = Evalp (K7, )| K + Keyp(1}), K1 + Puncturep (K, T)] = 1.

e Forevery PPT adversary (A1, Az) such that Ay (1) outputs a set S € {0,1}"™) and state o, consider
an experiment where K + Key (1)) and Kg < Punturep (K, S); then we have

IPr[As(o, K, S, Evalp(K, S)) = 1] = Pr[As(0, Ks, S, Upyayis) = 11| = negl(V),



where Evalp (K, S) denotes the concatenation of Evalp (K, 1), ..., Evalp (K, zi), where S = {x1,...,z1}
is the enumeration of the elements of S in lexicographic order, and Uy denotes the uniform distribution over
¢ bits.

For ease of notation, we will use F'( K, x) to represent Eval (K, x) and K (T') to represent Puncturey (K, T').
As recently shown in [BW13, BGI14, KPTZ13], puncturable PRFs can be built from one-way functions us-
ing the classical GGM tree-based construction of PRFs [GGMS84]. Specifically:

Theorem 2.4 ((BW13]). If one-way functions exist, then for all efficiently computable functions n(\), m(\),
there exists a puncturable PRF family that maps n(\) bits to m(\) bits.

Hardness-increasing collections of one-way permutations. Our constructions and security proof require
the existence of a concretely secure family of collections of one-way permutations. In particular, each
collection contains a permutation for each length ¢ € £, and we have one such collection for eachn € N.
The following definition captures an important property of the family, namely, that the effort needed to break
one-wayness of n different instances of the family should increase with n (cf. [GJKY13]). This is captured
by requiring that the running time (£(¢, n)) of an adversary has to grow with n.

Definition 2.5 (Hardness-increasing one-way permutations). Let £ and N be sets of positive integers. We
say a family of collections of permutations Fp n = {{M"}KEC}neN’ where 1y, : {0, 1} — {0,1}%, is
hardness-increasing (t, €)-one-way, if there exists an increasing function t(-, -) (in both arguments) such that
forany ¢ € L andn € N and for any t(¢,n)-time adversary A,

PrA({m0i () Yiepm) = (@i biepllmes & Fons i & {0,1},¥i € [n] < e(0).

We note that we only require the existence of such collections, as they are only used in the proofs (Section 4).
In Appendix A we present a DL-based instantiation of Definition 2.5 for a specific set L.

3 Adjustable Signatures

In this section, we present our new notion—syntax and security model—of adjustable signature schemes.
Roughly speaking, in such a scheme, the actual length of the signature can be specified, sometimes “on the
fly,” according to a parameter /. Further, in an adjustable signature scheme > = (Setup, Sign, Verify), the
adjustment can happen in one of three phases, corresponding to the three algorithms. If the adjustment is
specified in the setup phase, the setup algorithm would take the length parameter as input, and the signature
algoritm would generate ¢-bits long signatures. If the adjustment is specified in the signing phase, the length
of each signature is given as input to the signing algorithm and can vary from one invocation to the next.
Finally, when the adjustment is specified in the verification phase, the signing algorithm outputs a standard
signature but the verification algorithm will only process the signature’s ¢ least significant bits.! Next, we
discuss each variant in more detail in turn.

Setup-adjustable signatures. In the first variant of adjustable signature schemes, the length parameter ¢
is an input to the Setup algorithm, thus fixing the length of all signatures that are to be produced and veri-
fied. Sign and Verify remain as in a standard signature definition. The ability to decide the signature length
during the setup allows an application to weigh the security/efficiency trade-offs before generating the keys.
A drawback of this variant is that one needs to re-run the setup algorithm in order to increase/decrease the

!One can envision more general formulations where the verification algorithm can take the ¢-bit output of an arbitrary function
of the signature; for simplicity, here we just focus on the truncation function.



signature length, as mandated for example by the current security needs. Nevertheless, setup-adjustable
signatures are the simplest notion of adjustability we consider, and the one with the most efficient instantia-
tions.

Setup(1*, £): On input the security parameter A and the length parameter /, the Setup algorithm outputs a
signing key sk and a verification key vk.

Sign(sk,m): On input the signing key sk and a message m, the signing algorithm outputs a signature o
where |o| = £.

Verify(vk, o, m): On input the verification key vk and a signature/message pair (o, m), the verification
algorithm outputs 1 (accept) or O (reject).
Signing-adjustable signatures. Here, how long a signature is going to be is specified at signing, and this

can change from one invocation to the next.

Setup(1*): On input the security parameter ), the setup algorithm outputs a signing key sk and a verifica-
tion key vk.

Sign(sk,m, £): On input a secret key sk, a message m and the length parameter ¢, the signing algorithm
outputs a signature o, where |o| = ¢. We assume the length parameter / is included in signature.

Verify(vk, o, m): On input the verification key vk, a signature/message pair (o, m), the verification algo-

rithm outputs 1 (accept) or O (reject).

Verification-adjustable signatures. In the third variant of adjustable signature schemes, the verification
algorithm takes the length parameter as input.

Setup(1*): On input the security parameter ), the setup algorithm outputs a signing key sk and a verifica-
tion key vk.

Sign(sk,m): On input the signing key sk and a message m, the signing algorithm outputs a signature o.

Verify(vk, £, 0, m): On input the verification key vk, a length parameter /, the signature o and the message
m, the verification algorithm only reads an adjusted ¢-bit function of o (i.e., f(0) = o, and outputs
1 (accept) or O (reject).

Definition 3.1. Let L be a finite set of positive integers. We call a signature scheme L-adjustable, if the
length parameter can be chosen to be any £ € L.

Correctness. The correctness of an L-adjustable signature scheme 3 is defined similarly to standard sig-
nature schemes. A setup-adjustable signature scheme is correct if

Y\, m,{ € L, Pr[Verify(vk, o, m) = 1|(sk, vk) < Setup(1*, /), o < Sign(sk, m)] = 1.
Similarly, a signing-adjustable signature scheme is correct if

Y\, m, 0 € L, Pr[Verify(vk, o, m) = 1|(sk, vk) < Setup(1*), o < Sign(sk,m, )] = 1.
Finally, a verification-adjustable signature scheme is correct if

Y\, m,{ € L, Pr[Verify(vk, £, 0, m) = 1|(sk, vk) + Setup(1*), o < Sign(sk,m)] = 1.



Security. We now define the notion of strong existential unforgeability under chosen-message attacks for
a L-adjustable signature scheme .. To adjust the security level with the length parameter ¢, we let the
adversary’s advantage function e and running time ¢ take ¢ as input. As discussed earlier, we also need to
capture the property that the adversarial effort needed to produce n forgeries should grow proportionally to
n. To capture this property, the the running time of the adversary ¢(¢, n) needs to be an increasing function
inn.

The experiments Expti‘itl’p'adj (€,m, 1), Exptjgn'adj (¢,n,1") and ExptVAfy'adj(& n, 1) used to describe
the interaction between a challenger and an adversary A are parameterized by the length parameter ¢ € £
and the number n > 1 of successful forgeries made by the adversary A. (See Figure 1.) In the experiments,
O (sk, -) returns a signature o < Sign(sk, m); Oa(sk, -, -) returns a signature o < Sign(sk,m, () if £ € L
and | otherwise; and O3(sk, -) returns a signature o < Sign(sk, m).

1. (sk,vk) < Setup(£, 1) 1. (sk,vk) < Setup(1*)
2. {(my,00)}7_y < AC1EK)(vk, £, n) 2. {(my,00) 1y < AC2K) (vk, £, n)
3. output A" , Verify(vk, o, m}) 3. if V¥ |o| # £ output 0;

4. else output A]"_, Verify(vk, o, m})
(a) Expts™™¥(4,n,1%) (b) Expt®E™9(¢,n,1%)

1. (sk,vk) < Setup(1?)
2. {(mi, 00) Yy = A% (v, €, m)
3. output A" , Verify(vk, £, 0}, m})

(©) Expty™(¢,n,1%)
Figure 1: Security experiments for adjustable signature schemes

We say the adversary A wins in experiment Expt*¢™P-24i (respectively, Expt®8"2di Expt'-2di) if the
output of Expt*¢tP2d (resp., Expt*i&"2d Expt¥-adiy js 1.

Definition 3.2. We say a L-setup-adjustable (respectively, L-signing-adjustable, L-verification-adjustable)
signature scheme 3 is (t, gsign, €)-strongly existentially unforgeable against adaptive message queries, if
there exists an increasing function t(-,-) (in both arguments), such that for all { € L and n € Z, and
any t(¢,n)-time adversary A that makes at most qsign(€) queries to the signing oracle, the probability of A

wining in Exptjt”p_adj (€,n, 1) (Exptjgn_adj (¢,n, 1), Expt\jy'aOIj (€,m,17), resp.) is less than €(£).

Remark 3.3. Since we consider the strong unforgeability notion for signature schemes, we require that if
the challenge message m™ is the same as one of the queried messages, then the output signature ¢* in the
forgery tuple (m*, o*) must be different from the signature obtained from the query.

As mentioned in Section 2, in our analyses below there will be asymptotic terms of the form negl(\)
(from the security of the obfuscation and the puncturable PRF family, for example) and concrete terms
(from the concrete security of the hardness-increasing one-way permutations). We will assume that A is
large enough to render the asymptotic terms insignificant compared to the concrete terms.

4 10O-based Adjustable Signatures

In this section, we present our constructions for adjustable signatures in all three scenarios based on Q.
In the following section, we also show how to instantiate a setup-adjustable signature scheme using BLS
signatures [BLSO1].



Achieving our notions of adjustable signatures appears to be a challenging problem. For example, it
is not obvious how to adjust group sizes/security level of a DL-based signature scheme at the signing or
verification stages without making any changes to the keys which are decided at setup. Nevertheless, we
propose the first feasibility results for signing/verification-adjustable signatures based on ¢, and leave open
the question of a concrete instantiation or constructions based on weaker general assumptions.

Our starting point is the short signature scheme by Ramchen and Waters [RW 14], which we now briefly
review. There are two main components in that construction. The first signature “piece” is a one-time-like
signature scheme, as follows: one generates a tag ¢ of A bits and lets s1 = ®f_, ) (K1, t||i||M(3)), where
F1(K4,-) is a puncturable PRF with appropriate input length. The verification key is an obfuscated circuit
that on input (M, (¢, s1)) checks that s; is of the above form. The security property is that an adversary, on
seeing a signature for a message M that uses tag ¢, cannot construct a signature on M™* # M that uses the
same tag ¢t.

The second piece is the ability to sign the tag ¢ according to the “prefix-guessing” technique [HW09].
To sign a tag ¢, a puncturable PRF Fgﬂ-(Kg, i,-) is evaluated on every prefix. Here Fy;,i=1,...,/¢, takes
inputs of i bits. The signature piece is thus sy = ©)_| Fy ;(K2,1,t|;), where #|; denotes the length-i prefix
of t. A verification key is an obfuscated circuit that on input (£, s2), checks that sy is of the above form.
The security property is that an adversary, on seeing a signature that uses tags 1, . .., %4, cannot produce a
signature with a tag t* # t; for some ¢. The complete scheme merges these two ideas to generate a concise
signature. The signatures s; and sp are XOR-ed together yielding a single signature s. The complete
signature is thus (¢, s). The verification circuit on input (M, (¢, s)) computes s; = @¢_, F1 (K1, #|]i|| M (i))
and sy = @;\:1}7’271-([(2, i,t|;) and checks that s = s1 @ s9.

We now turn to our constructions.

4.1 An:O-based setup-adjustable signature scheme

We let F;(K;,-) be a puncturable PRF mapping i-bit inputs to A-bit outputs, for i € [3\]. We assume our
message space is M = {0,1}*. (Longer messages can be hashed into this space.) Then the iO-based
setup-adjustable signature scheme (Setup, Sign, Verify) can be described as follows:

— Setup(1*,£): On input the security parameter \ and a length parameter ¢, the setup algorithm first
randomly chooses puncturable PRF keys { K;}32,. Then it selects 2\ random bit-strings k; ,, € {0, 1}3,
fori € [\],b € {0,1}. The signing key is sk = {/;}3?,, and the verification key vk is an obfuscation
of the program described in Figure 2, plus random bit-strings {ki,b}ie[ Al,be{0,1}- Note that the k; p’s are
outside of the obfuscated program and publicly known.

- Sign(sk, m): On input the signing key sk = {K;}3}, and a message m € {0, 1}*, the signing algorithm
first computes a temporary tag £ = @E\zlki,m[z’], and then computes

s = @2 Fi(Ki, t);).

It outputs signature o = s|,.

— Verify(vk, o, m): The verification algorithm first computes the temporary tag t = @f\:lki,m[i] for mes-
sage m and then runs the obfuscated program in Figure 2 on the message/signature pair (o, m) and
temporary tag ¢, and outputs the result.



Hardcoded: PRF keys {K;}32, and a length parameter ¢ € L.
Input: A message/signature pair (m, o) and a temporary tag ¢.

1. Compute s = @R F;(K;, t);).

2. Output 1 if s|; = o, otherwise output 0.

Figure 2: Program Verity Signature for the L-setup-adjustable signature scheme

Theorem 4.1. Let F y be a hardness-increasing family of collections of (t, €)-one-way permutations (Def-
inition 2.5).% If the obfuscation scheme used in Figure 2 is indistinguishably secure and {F; :121 are secure
puncturable PRFs, then the above L-setup-adjustable signature scheme is (t, gsign, €)-strongly existentially
unforgeable (cf. Definition 3.2).

Proof. The proof consists of a sequence of hybrid experiments, where the first hybrid corresponds to the
experiment Exptj’ft“p'adJ (¢,m,1%). The hybrids can be described as follows:
— Hybrid Hy: In the first hybrid, the following experiment is played between challenger and adversary A:
1. {K;}32, are chosen as keys for the puncturable PRFs {F;}32,, as well as 2\ random bit strings
{kip} € {0,1}3}, fori € [\],b € {0,1}.
2. The verification key vk is given out as an obfuscation of the program described in Figure 2, plus
the 2\ random bit strings {k; 5 }ic[x],be{0,1}-
3. The adversary makes at most gsign queries to the signing oracle on messages m;, and obtains s,
as an answer, where the signing oracle first computes a temporary tag t = @ﬁzlki,mm, and then
computes s = G Fj (K, t|;)

4. The adversary outputs n message/forged signature pair {(m}, o)}, and wins if A", Verify(vk, m

177
1 holds.

— Hybrid H;: In this hybrid, the challenger requires that the messages {m;}!" ; in the forgery array
{(m},o})}, have not been queried before. The rest of the hybrid remains unchanged.

— Hybrid Hs: In this hybrid, the challenger changes the wining condition by enforcing an additional check.
Upon receiving queries {m; };c[q,,] and their derived temporary tags {; };c[y,,.)- the challenger first let
P be the set of all strings p such that p is not a prefix of any ¢;, but p[|,_; (truncate the last bit of p) is
the prefix of at least one ¢;, for i € [gsign]. We note that the size of P is always less than (3\ — 1)gsign,
i.e., the total number of prefixes of all tags in the received queries.

This additional check is to ensure that some prefix of the temporary tag derived for each challenge
message generated by the adversary is in set P. If the check fails, the game outputs L. The rest of the
hybrid remains unchanged.

— Hybrid H3: Same as hybrid Hs, except that the challenger first categorizes the elements in set P by
their length, i.e., P = U} S;, where set S; = {p € P||p| = i}. Fori = 1,...,3)\, compute z;; =
Fi(K;,s5),Ys; € S;, and let set Z; = {z;}. Then puncture the PRFs F; on set S;, i.e., K; g, =
Puncturer, (K;, S;). Finally, the challenger sets vk to be the obfuscation of the program described in
Figure 3. The rest of the hybrid remains unchanged.

2The existence of such a family is only used in the proof.
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Hardcoded: Punctured key K; g,, for i € [3)], a length parameter ¢ € £, and sets P and Z;, for i € [3)].
Input: A message/signature pair (1m, o) and temporary tag t.

1. If there does not exist p € P such that p is a prefix of ¢, then if
o= O F(Kis,, tli)le

output 1, otherwise output 0.

2. Else, initialize three empty sets S, I, Z, and for p € P, if p is a prefix of ¢, then update S =
SuU{p},I =1U{|p|},andZ = Z U {z}, where z = F;(K;,p). Then if

0= Drezz Digr F(Kis,, tli)le

output 1, otherwise output 0.

Figure 3: Program Verify Signature* for the L-setup-adjustable signature scheme

— Hybrid Hy: The same as hybrid H3 except that we replace elements z; in Z;, ¢ € [3)A], with random
element w;|y, where u; is chosen uniformly at random from the range of the puncturable PRF Fj;, for
i€ [3A].

— Hybrid Hs: The same as hybrid Hy except that, for i € [3)], we set z; = my;(e),Vz; € Z;, where

3$ . . .
7o < Fun, and o is a random £-bit string.

Claim 4.2. Suppose the winning probability of adversary A in Exptffft“'”'adj (€,m,1%) is €, then the wining

probability of adversary A in hybrid Hy is also e.

Proof. We show that the requirement enforced in this hybrid is a benign one, which does not affect the ad-
versary’s advantage in the forgery experiment. For a message m, the signature o for m is deterministically
generated by first computing the tag t = @?Zlki,m[i], and then evaluating the PRFs based on the tag ¢,
ie., s = @) Fi(K;,t|;). Therefore, for a pair (m}, o) in the forgery list, where m has been queried
before, in order to pass the verification algorithm, the forged signature o must be the same as the signature
obtained for the response for query m;, which means the adversary’s advantages in hybrids Hy and H; are

the same. O

Claim 4.3. Suppose the winning probability of adversary A in hybrid H is €, then the wining probability
of adversary A in hybrid Hy is at most negligibly different from e.

Proof. The difference between hybrids H; and Hs is the additional check enforced for the forgeries. In
hybrid H1, the additional check is to ensure that no message in the forgeries has been queried before, while
in hybrid Hs, we construct a set P, where each element in P is not the prefix of any temporary tags t;
derived from queried message m;, but p||p|_1 is the prefix of at least one ¢;, for ¢ € [qsign]. The additional
check in hybrid Hs is to ensure that for all t; derived from each challenge message m*, some prefix of t;- is
in set P. This check fails if and only if ¢; = ¢; for some ¢, j. We observe that this probability is negligible
given that m;‘ =% m,; for all 4, j. In particular, given the way the tags are generated, the probability that the
tags for any two different messages are the same is less than 2* x 2} /23% = 272,
Therefore, the advantage of adversary in hybrid H; is only an additive factor of 27 less than that of H..
O
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Claim 4.4. If the obfuscation scheme used in Figure 3 is indistinguishably secure, then the probability of
adversary A distinguishing between hybrids Ho and Hs is negligible, i.e.,

|Pr[A(Hs2) = 1] — Pr[A(H3) = 1]| < negl()\).

Proof. We argue the computational indistinguishability of these two hybrids based on the security of in-
distinguishability obfuscation, by demonstrating the functional equivalence of the programs described in
Figure 2 and Figure 3. Consider a message/signature pair (m, o) and a temporary tag ¢ derived from mes-
sage m, which is an input to the verification program in Figure 3. The program first checks if there exist
element p € P as prefix of ¢. If not, then by the functionality-preserving property of puncturable PRF F;
for i € [3)], we have

0 = B2 F(Kis,. i)

Else, there exists some element of set P which is a prefix of the temporary tag ¢;. Initialize three empty
sets S, I, Z, and for p € P, if p is a prefix of ¢, update S = S U {p},I = I U{|p|},Z = Z U {z}, where
z = F;(Kj;,p), and test whether

0 = @rez2le Digr F(Kis, tli)]e-

Since the hardcoded elements z are evaluation of PRFs on corresponding truncation of temporary tags, the
output of program Verify Signature® in Figure 3 is the same as program Verify Signature in Figure 2. There-
fore, if there exists an advantage difference, we can create an algorithm B that breaks the indistinguishability
of obfuscation by submitting Verify Signature and Verify Signature* to the obfuscation challenger. O

Claim 4.5. Based on the security of puncturable PRFs, the probability of adversary A distinguishing be-
tween hybrids Hs and Hy is negligible, i.e.,

[PrlA(H;) = 1] - PrlA(Hy) = 1] < negl(\).

Proof. We now show that for any polynomial-time (in A) adversary, the advantage in forging signatures
must be negligibly close in hybrids Hs and H4. Otherwise, we can construct an algorithm B that breaks the
selective security of the puncturable PRF at the punctured points, as follows. B first constructs the set P
with the property specified in hybrid Hs, and then categorizes the elements by their length, i.e., P = U?ﬁlSi,
where set S; = {p € P||p| = i}. Fori = 1,..., 3, it then computes z;; = F;(K;, s;),Vs; € S;, and lets
set Z; = {z;;}. B then runs experiment Hy except that it sets z; j = z; j o, for z; ; € Z; and i € [3A]. If 2; ;¢
is the output of the PRF F; g, at point p; ;, then we are in hybrid Hg; if 2; ; ¢ is chosen randomly, then we are
in hybrid Hy. B will output 1 if the adversary wins. Thus, an adversary with different advantages in the two
hybrids leads to an algorithm B that breaks the security of the puncturable PRF. O

Claim 4.6. Based on the security of indistinguishability obfuscation, the probability of adversary A distin-
guishing between hybrids Hy and Hs is negligible,

|Pr[A(Hs) = 1] — Pr[A(H5) = 1]| < negl()\).

Proof. We argue the computational indistinguishability of these two hybrids based on the security of indis-
tinguishability obfuscation. We observe that the input/output behavior of these two programs are identical.
The only difference is that in the first verification program, for i € [3\] and z; € Z;, we set z; = u;|¢, Where
u; is chosen uniformly from the range of a puncturable PRF F;, and in the current verification program in

hybrid Hs, we set z; = 1y (;),Vz; € Z;, where 7y ; i Fo n for a hardness-increasing family of one-way
permutations as defined in Definition 2.5. Therefore, if there exists a difference in the advantages, we can

create an algorithm B that breaks the indistinguishability of the obfuscation by submitting both programs to
the challenger. O
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Claim 4.7. Given a hardness-increasing family of collections of (t,€)-one-way permutations Fr n, the
probability of a t-time adversary A winning in hybrid Hs is less than e.

Proof. If there exists a successful attacker in hybrid Hs, we can use it to break the (¢, €)-security of the
one-way permutations family. The algorithm B works as follows: it first receives z; i = my,i(ai ;) as an

input for i € [3\], j € [gsign], Where a; ; is a random bit string and 7y ; & Fon, fori € [3\] and j € [gsign]-
B then computes the set P from queried temporary tags, and punctures the PRFs as described in hybrid Hs.
Next, B replaces the elements in Z; with zg’ ;¢ correspondingly. Since the Zz,', ;¢S are identically distributed
to the z; ; ,’s in hybrid Hs, the view of an attacker A is identical to the view in hybrid Hs. If an attacker
successfully outputs a forgery (m*, o*), where o* = s*|,, then by definition 3 can compute the random
string z as
2= 8" Dz 2le Digr F(Kis;,tli)le-

Therefore, if the one-way permutation is (, €)-secure, then no ¢-time attacker can forge with probability
larger then e. O

Combining the description of hybrids Hg, H1, Ho, Hs, Hy, H5 and the above claims, we conclude that the
advantage of a t-time adversary in the existential unforgeability experiment is less than . O

4.2 An :0O-based signing-adjustable signature scheme

Next, we present our construction of the signing-adjustable signature scheme based on ¢O. We still let
F;(K;, ) be a puncturable PRF mapping i-bit inputs to A-bit outputs, for ¢ € [3)], and assume message
space M = {0,1}*. The description of algorithms ¥ = (Setup, Sign, Verify) for this variant are given
below. In a nutshell, the length of signatures are now decided on-the-fly at signing time, and so the length
parameter is taken as an input by the Sign algorithm; in addition, the obfuscated program (verification key)
also takes it as an input (it can actually be derived from the signature itself), in contrast to the setup-adjustable
case, where it was hard-coded.

Setup(1*): On input the security parameter ), the setup algorithm first randomly chooses puncturable PRF
keys {K;}3},. Then select 2n random bit strings k; , € {0,1}3*, for i € [\],b € {0, 1}. The signing
key is sk = { K, i}f’él, and the verification key vk is an obfuscation of the program described in Figure
4, plus random bit strings {k; 5 }ic[x]be{0,1}-

Sign(sk,m, ¢): On input the signing key sk, a message m and a length parameter ¢ € L, the signing
algorithm first computes the temporary tag t = @?:1]‘%,771[1'}, and then computes

s = @R Fi(K;, t];).
It outputs signature o = s|,.

Verify(vk, m, o): On input the verification key vk, a message m, and a signature o, the verification algo-
rithm first computes the temporary tag t = @f\:lki,m[ﬂ for the message m, and runs the obfuscated
program in Figure 4 on input (m, o, ¢, t), where £ = |o|.

Hardcoded: PRF key {K;}3.
Input: A message m, a signature o, a length parameter ¢ € £, and a temporary tag t.

e Output | if o0 = @3, F;(K;, t|;)

¢, otherwise output 0.

Figure 4: Program Verity Signature for the L-signing-adjustable signature scheme
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Theorem 4.8. Let F y be a hardness-increasing family of collections of (t, €)-one-way permutations (Def-
inition 2.5). If the obfuscation scheme used in Figure 4 is indistinguishably secure and {Fz}f’ﬁl are secure
puncturable PRFs, then the above L-signing-adjustable signature scheme is (1, gsign, €)-strongly existen-
tially unforgeable (Definition 3.2).

The proof is similar in spirit to the proof for setup-adjustable signatures above; a proof sketch is pre-
sented in Appendix B.1.

4.3 An:O-based verification-adjustable signature scheme

We conclude this section by presenting our ¢(O-based construction of signatures whose length can be fixed
at the verification stage. As such, algorithms Setup and Sign are oblivious to the length parameter, while
Verify takes it as an additional argument.

Setup(1*): On input the security parameter )\, the setup algorithm first randomly chooses puncturable
PRF keys {K;}32,. Then select 2n random bit strings k; , € {0,1}**, fori € [A],b € {0,1}. The
signing key is sk = {Kl}fé\l, and the verification key vk is an obfuscation of the program described
in following Figure 5, plus random bit strings {k; s }ic[\) be{0,1}-

Sign(sk,m): On input the signing key sk and a message m, the signing algorithm first computes the
temporary tag t = EBf‘:lki’m[i], and then outputs signature o'

0 =5 =& F(K; t:).

Verify(vk, £, m, o): On input the verification key vk, a length parameter ¢, a message m and a signature o,
the verification algorithm first computes the temporary tag t = @Z\:lki;m,[i] for the message m, and
runs the obfuscated program in Figure 5 on input (m, o, ¢, t).

Hardcoded: PRF key {K;}3},.
Input: A message m, an adjusted signature o, a length parameter £ € £ and a temporary tag ¢t.

e Output 1 if o0 = @3, F;(K;, t|;)|¢, otherwise output 0.

Figure 5: Program Verity for the L-verification-adjustable signature scheme

Theorem 4.9. Let F y be a hardness-increasing family of collections of (t, €)-one-way permutations (Def-
inition 2.5). If the obfuscation scheme used in Figure 5 is indistinguishably secure and {Fz}f’ﬁl are secure
puncturable PRFs, then the above L-verification-adjustable signature scheme is (t, Gsign, €)-strongly exis-
tentially unforgeable (Definition 3.2).

A proof sketch is presented in Appendix B.2.

In the above constructions the adjustment to the signatures was specified using a length parameter £,
and the output of the PRF was simply truncated to ¢-bits. We note that if we replace truncation by any
other “uniformity preserving” function, the correctness and security proofs would still hold with minor
modifications.

14



5 A Concrete Setup-Adjustable Signature Scheme

In this section we focus on a concrete instantiation of setup-adjustable signatures, based on the BLS signa-
ture scheme [BLSO1]. Recall that BLS provides the shortest existing signatures for the same level of security
as other schemes, and hence provides a good starting point for achieving smaller size signatures, relevant to
our OTP motivating application. The basic idea is to instantiate the BLS scheme using smaller size groups.
This would yield shorter signatures, but also weaker security guarantees. We show how careful choices of
the elliptic curve groups can provide a reasonable trade-off between signature length and security. We also
report on our prototype implementation for different values of the length parameter.

5.1 Bilinear maps and BLS signatures

We first present a few facts related to groups with efficiently computable bilinear maps, followed by a
specific number-theoretic assumption.

Let G and G be two multiplicative cyclic groups of prime order g. Let g be a generator of group GG and
e be a bilinear map, i.e., e : G x G — G satisfying the following properties:

1. Bilinearity: for all u,v € G and a, b € Z,, we have e(u?, %) = e(u,v)®.
2. Non-degeneracy: e(g,g) # 1.

We say that G is a bilinear group if the group operation in G and the bilinear map e : G X G — G are
both efficiently computable. Notice that the map e is symmetric since e(g%, ¢°) = e(g,9)® = e(g’, g%).

We present the computational Diffie-Hellman assumption (CDH) as follows. Choose a group G of prime
order ¢ according to the security parameter, and let a,b € Z, be chosen at random. The problem is, given
(9, 9% g"), to compute g2,

Definition 5.1. We say that the CDH assumption holds if no polynomial-time adversary has a non-negligible
advantage in solving the problem above.

Remark 5.2. As mentioned above, in this work we use BLS signatures [BLS01] (described below) to
construct setup-adjustable signatures. Therefore, we will also use a concrete version of the CDH assumption
in the instantiation, and we will say that the CDH assumption is (¢, €)-hard (potentially using additional
arguments—see below), , if for a ¢-time adversary, the advantage of solving the problem above is at most
€.

BLS signatures. We describe the algorithms (Setup, Sign, Verify) of the BLS signature scheme [BLSO1]
as follows. We let the group G be a cyclic group of size ¢ generated by the generator g, where the CDH
assumption is hard in G. We also let G* = G — {1}. The signature scheme also makes use of a full-domain
hash function H : {0, 1}* — G*.

Setup(1*): On input the security parameter ), the setup algorithm picks a random z € Z, and computes
v = g*. The verification key is vk = v, and the signing key is x.

Sign(sk, 1): On input the signing key sk = = and a message m € {0, 1}*, the signing algorithm first
computes h = H(m) and 0 = h”, and outputs o.

Verify(vk, m, o): On input the verification key vk = v and a message/signature pair (m, o), the verification
algorithm first computes h = H(m) and outputs 1 if (g, v, h, o) is a valid Diffie-Hellman tuple, i.e.

7 .
e(g,0) = e(h,v), and otherwise outputs 0.
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It is easy to verify the correctness of the BLS scheme. For security, we resort to the following theorem.

Theorem 5.3. Assuming the CDH assumption in group G is (1,t',€')-hard , the signature scheme is
(t,qm, qs, €)-secure against existential forgery on adaptive chosen-message attacks, where

t<t' —2clgp(qy +qs) and  €>2e-qg€,

where c is a small constant, e is the base of natural logarithm, qg, qs denote the number of queries to the
random oracle H and the signing oracle, respectively, and T is equal to twice the time necessary to compute
a pairing on group G.

5.2 Our setup-adjustable variant

In order to instantiate BLS using smaller group sizes, we first need to understand how it affects the security
of the resulting signature scheme. In particular, we first map the hardness of CDH in the original group
to the hardness of DL in a related finite field. To do so, we need to recall the notion of security multiplier
introduced in [BLS01] and the security analysis therein the work as follows:

Definition 5.4 (Security multiplier [BLSO1]). Let p be a prime number, k be a positive exponent, and E be
an elliptic curve over I, with m points. Let P on curve E be a point of prime order q where > 1 m. We
say that the subgroup (P) has a security multiplier o, for some integer o > 0, if the order of p* in IFg is .
In other words,

q|pt—1 and gtp —1,vj=1,...,a—1.

As we will show below, for the CDH problem to be hard in the subgroup (P), the security multiplier
for this subgroup cannot be too small. On the other hand, in order for the group operations in (P) to
be efficient, the security multiplier cannot be too large. Therefore, the challenge in constructing setup-
adjustable signatures based on BLS is to find curves with security multipliers that are large enough for
security, but small enough for efficiency. We adapt the analysis of [BLSO1] to find the right curves for our
setup-adjustable scheme.

Let (P) be a subgroup of E/F . of order g with security multiplier . There are two standard ways of
solving the DL (discrete log) problem in (P): the “MOV” reduction [MOV 93] and the generic reduction
algorithms, such as Baby-Step-Giant-Step and Pollard’s Rho method [MVOV96]. The running time of the
generic methods is proportional to /q. Thus, we must ensure that g is sufficiently large to resist these
attacks. The MOV reduction, on the other hand, maps the DL problem in (P) to the DL problem in the
extension of [, say, IF x: for some 4, and requires that the image of (P) under this mapping be a subgroup
of F; of order q. This requires that q| (p** —1), which implies i > « by the definition of security multiplier.
Hence, the MOV reduction can at best reduce the DL problem in (P) to the DL problem in a subgroup of
FF o Therefore, to ensure that the DL problem in (P) is hard in our setting, we need to choose curves with
large security multipliers.

Supersingular curves usually have small representations, which in our setting will result in small sig-
nature sizes. Due to the perception of the Menezes-Okamoto-Vanstone [MOV 93] reductions as attacks,
supersingular curves are widely believed to be weak curves, and thus not desirable for cryptographic appli-
cations. However, as argued in [Kob02, FST10], there is no known reason why a nonsupersingular curve
with small embedding degree k would have any security advantage over a supersingular curve with the same
embedding degree.

As we will show below, the supersingular curves given by E3» : y? = 23 + 22 + 2 and Esq : y? =
23 4 2z + 1 have security multiplier 6, which is sufficient for generating short signatures. The MOV
reduction described above reduces the DL for these curves to the DL problem in E3 o /Faer and (E3 1 /Fser ).
This means that we can use relatively small values of k to obtain short signatures, but the security depends
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on the DL problem in a large finite field. We use the following two lemmas to describe the behavior of these
two curves.

Lemma 5.5 ([Kob98]). The curve E3 5 : y? = 23 + 2z + 2 defined over Far satisfies:

#(Es,2/Fa) = 38+ 1++3-3F  whenk =1 mod 12;
3,2/L3k) = 3k +1 - \/ﬁ when k = £+5 mod 12.

The curve Es 1 : y*> = x3 + 2x + 1 defined over Fa. satisfies:

#(Es1/Far) = 35 +1— V335 whenk=+1mod 12;
3,1/L3k) = 3k: +1+ ﬂ when k = £5 mod 12.

Lemma 5.6 (IBLSO1]). Let curves E3 1, E3 9 be defined as above over 3k, where k mod 12 = 1 or +5.
Then we have #(E /Fq:)|3%% — 1.

Combining the above two lemmas, we obtain that for relevant values of k, the curves E3 1 and E3 2 over
finite field 5, will have security multiplier at most 6.

In addition to the supersingular curves described above, we also use a curve proposed in [MNTO01], call
it “MNT,” for our implementation. Let a be an even number; we choose a polynomial basis for F« over I,
by a irreducible polynomial with no odd terms, i.e.,

Fpa =Fplz]/(f(z)), f(2) = 2%+ ba02 2 + - - boz® + by.

The curve is set to be EmnT @ 42 = 2> — 32 + B, where B € ), and the group order divisible by a large
prime N such that N divides p* — 1 and N does not divide p® — 1 for § < a.

Finally, for hashing onto the elliptic curves in the BLS signature scheme, we follow the same approach as
[BLSO1], i.e., the MapToGroup hash, to construct the hash function. Suppose we are given a hash function
H':{0,1}* — F,. x{0, 1}, and let the curves be denoted by y* = f(z). We note that the failure probability
of the MapToGroup hash function can be made arbitrarily small by picking an appropriately large I. For
self containment, we recall the MaptoGroup hash function H : {0,1}* — G:

Input: m € {0,1}*
1. Seti=0and (x,b) < H'(ilm) € Frx x {0,1}.

2. If f(z) is a quadratic residue in F pks then let yo,y1 € Fp i be the two square roots of
f(x). First set P, € E/F . be the point (z,y,), where b € {0,1}. Then compute
P, = (m/q)]sm Output P,, as the result if P,, € G*.

3. Otherwise, increment 4, and continue from step 1. If I reaches 2/, then report failure.

Figure 6: Description of the MaptoGroup hash function [BLSO1]

In the description below, we assume that the length parameter £ is chosen from one of those in Table 1
(i.e., £L = {27,85,126, 149, 154}). Then, the L-setup-adjustable signature scheme based on BLS signatures
can be described as follows:

e Setup(1*,4): Given one of the values £ in Table 1, let E/F4x be the corresponding curve and ¢ be the
largest prime factor of the curve. We set P € E//F4x to be a point of order g. Select a random z € Z;
and set R = x - P. Set the verification key vk = (k, ¢, P, R) and secret key sk = .
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e Sign(sk,m): On input a message m € {0, 1}, first use hash function MaptoGroup to map m to a
point P,,, € (P). Then set S,, = x - P,,. The signature o of message m is the z-coordinate of .S,.

e Verify(vk, m, o): On input a message/signature pair (m, o) and verification key vk = (k, ¢, P, R), do
the following:

1. Insert the signature o into the elliptic curve equation to get a valid y-coordinate y. Set point
S = (0,y). If no valid y could be found, output L.

2. Ife(P,S) = e(R, H(m)), accept the signature. Otherwise, reject.

We state the security of our setup-adjustable signature scheme below. The proof structure follows the
proof of Lemma 5 in [BLSO1].

Theorem 5.7. Suppose E/Fsi is one of the curves described above, q is the largest prime dividing #E, P
is a point of order q on E, and the CDH problem is (t',€')-hard in group G = (P). Let H' : {0,1}* —
F3¢ x {0,1} be a random oracle. Then the setup-adjustable scheme described above is (t,qm, Gsign, €)-
secure against existential forgery on adaptive chosen-message attacks in the random oracle model, with

t <t' —2c(log q)(qm + gsign) — qu log(#E/F) — 27 and € > 2e - gsign€
where c is a small constant and T is equal to twice the time necessary to compute a pairing on group G.

We omit a full proof of the theorem here, but note that the BLS signature scheme is (t1, gx, gsign, €1)-
secure against existential forgery on adaptive chosen-message attacks according to Theorem 5.3, with £; <
t' — 2¢clgp(qu + qs) and €1 > 2e - gqgse’. By adjusting the terms based on the concrete security of the hash
function H and the concrete security over the field [F5x. instead of the group G as in [BLSO1], we obtain the
new bounds on ¢ and e.

Remark 5.8. For succintness, we have provided the analysis and experiments (see below) for supersingular
curves F3o : y? = 23 + 22 + 2 and F3; : y? = 23 + 22 + 1 over F5x and MNT curve EynT : 4> =
23 — 3z + B, hence focusing on the length parameters depicted in Table 1. We note that it is possible to
accomodate more choices of £ by searching for other curves with appropriate security guarantees.

Curve Sig. size (bits) | k | Initialize (s) | Setup (s) | Signing (s) | Verify (s) | DLog security
Es5(Fsi7) 27 17 0.53 0.28 0.07 6.45 23
Es1(F3s3) 85 53 11.39 5.64 0.33 152.37 82
Es32(F3m) 126 79 42.27 21.09 1.43 504.12 126
Es 1(F307) 154 97 57.38 39.24 1.86 989.42 154

Evnt 149 n/a 0.03 0.31 0.02 4.29 149

Table 1: Timing of setup-adjustable signatures for different values of £

Implementation details. We have implemented our signature construction using the elliptic curves dis-
cussed above. Our implementation uses the NTL library [Sho]. The most expensive feature of the BLS
signature is the verification algorithm as it computes two pairings. The initialization of the bilinear group,
setup, signing and verification algorithms are all timed separately in Table 1 using a 1.6GHz dual-core pro-
cessor machine. The variety of short signatures instantiated using different curves illustrates the practical
feasibility of setup-adjustable signatures.
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A Concrete DL-based One-Way Permutations

In the security proofs of our ¢{O-based adjustable-signature constructions presented in this paper, we make
use of a family Fz v = {{m/n}ecr}nen of collections of one-way permutations (refer to Definition 2.5
for the notion), which here we show how to instantiate assuming the hardness of CDL. We instantiate each
one-way permutation 7y, in family F; y using a family of elliptic curves. We follow the approach of
Koblitz and Menezes [KMO5] for constructing a family of elliptic curves over I, with embedding degree 2

as follows:

e If ¢ = 3mod 4, return 4> = 23 4+ ax forany a € F

*
q

e If g = 5mod 6, return > = 23 + bforany b € Fg-
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and then we let £ = {27,85,126, 149, 154} (similarly to the curves given in Table 7). The construction of
a (t, €)-one-way permutation collection 7y ,,, ¢ € L, based on the DL-problem is given in Figure 7.

Input: z € {0,1}*

1. Given one of the curves generated above, let E/F, be the corresponding curve and ¢ be
the largest prime factor of the curve. Set P € E//F, be a point of order g¢.

2. Denote © = x129--- 24 € {0,1}¢, and set y = Zle 2iz;. Set point S = y - P. Output
the bit representation of z-coordinate of point S as 7(x).

Figure 7: A DL-based collection of concrete one-way permutations

Based on the hardness of CDH on the curve E/IF,, we have the following lemma:

Lemma A.1. Let E/F, be one of the curves described above, q the largest prime dividing #E, P a point of
order q on E, and assume the CDH problem is (t, €)-hard on group G = (P). Then the above construction
gives a (t, €)-one-way permutation collection for set L = {27,85,126,149, 154}.

B Proofs

B.1 Proof of Theorem 4.8

Proof (sketch): The proof is similar to the proof of Theorem 4.1, consisting of a sequence of hybrid experi-
ments, where the first hybrid corresponds to the original signature security experiment Expti"g"'adJ (¢,n, 1),
and similar argument for indistinguishability between two consecutive hybrids.

e Hybrid Hg: In the first hybrid, the following experiment is played:

1. {K;}?, are chosen as keys for the puncturable PRFs {F;}3} . Then choose 2\ random bit
strings {k;»} € {0,1}?), fori € [\],b € {0,1}.

2. The verification key vk given out as an obfuscation of the program described in Figure 4, 2\
random bit strings {k;  }ic[x),pe{0,1} and a length parameter ¢ chosen from set £ are sent to the
adversary A.

3. The adversary makes at most gsign queries to the signing oracle on messages (m;, £). For query
(my, £), the signing oracle first computes temporary tag t; = @?Zlkj,mi[j], then outputs signa-
ture o = (@j\:le (KZ‘, ti) ‘g.

4. The adversary outputs n message/forged signature pair {(m;, o)} ; and wins if A} ; (Verify(vk, m}, o)A
|o¥| = ¢) = 1 holds.

e Hybrid H;: In this hybrid, for ¢ € [n], the challenger requires the message m; in the forgery pair
(m}, o) is not queried before. The rest of the hybrid remains unchanged.

1771

e Hybrid Hy: In this hybrid, challenger changes the wining condition. Upon receiving queries {1 }ic[q,;,.]
and their derived temporary tags {ti}ie[qsign]’ the challenge first computes the common unused prefix:
Let set P to be of all strings p having the property that p is not a prefix of any ¢;, but p||p‘_1 (trun-
cate the last bit of p) is the prefix of at least one ¢; for i € [qs;gn]. The size of P should be at most
(3X — 1)gsign. The additional check added here is to check the prefix of temporary tags derived from
challenge messages are in set P. The rest of the hybrid remains unchanged.
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e Hybrid Hs: Same as hybrid Hy, except that the challenger first categorized the elements in set P by
their length, i.e. P = U S;, where set S; = {p € P||p| = i}. Fori = 1,...,3\ compute the
zij = Fi(Kj,s;),Vs; € S;, and let set Z; = {z;;}. Then puncture the PRFs F; on set S;, i.e.
K; s, = Puncturep, (K;, S;). Then challenger sets vk to be the obfuscation of the program described
in Figure 8. The rest of the hybrid remains unchanged.

Hardcoded: Punctured key K; g, for i € [3A] a length parameter £ € L. and strings sets P and
Z; fori € [3)].
Input: A message/signature pair (m, o) and temporary tag t.

1. If these dose not exisit p € P such that p is a prefix of ¢, then if
o= O F(K; s, tli)le

output 1, otherwise output 0.

2. Else initialize three empty sets S, I, Z, and for p € P, if p is a prefix of ¢, then update
S=SU{p}, I =1U{|p|},Z = ZU{z}, where z = F;(K;,p). Then if

0 = ®zez2le Digr F(Kis,,t]i)le

output 1, otherwise output 0.

Figure 8: Program Verity Signature* for signing-adjustable signature

e Hybrid Hy: The same as hybrid H3 except that we replace elements z; in Z; for i € [3\] with random
element u|,, where w; is chosen uniformly at random from the range of the puncturable PRF F; for
i€ [3A].

e Hybrid Hs: The same as hybrid Hy except for i € [3)] set z; = mp;(a;),Vz; € Z;, where 7y, &
Fi,n,and o is a random /-bit string.

The proof now follows through a series of claims, similarly to Theorem 4.1. Combining the description
of hybrids Hg, H1, Ho, H3, Hy, Hs and the corresponding (omitted) claims, we conclude that the advantage
of t-time adversary in the existential unforgeability experiment is less than . O

B.2 Proof of Theorem 4.9
Proof (sketch): The proof of the theorem is similar to the previous two. Here we describe the sequence of
hybrid experiments.

e Hybrid Hg: in the first hybrid, the following experiment is played:

1. {K;}?, are chosen as keys for the puncturable PRFs {F;}3},. Then choose 2\ random bit
strings {k;»} € {0,1}3*, fori € [\],b € {0,1}.

2. The verification key vk given out as an obfuscation of the program described in Figure 4, 2\
random bit strings {k;  }ic[x),pe{0,1} and a length parameter ¢ chosen from set £ are sent to the
adversary A.

3. The adversary makes at most gsign queries to the signing oracle on messages m. For query
m,;, the signing oracle first computes temporary tag t; = @j)“=1k'j,mi j]> then outputs signature
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4. The adversary outputs n message/forged signature pair { (m;, o, ¢)}_, and wins if A]"_, Verify(vk, m}, o7, () =
1 holds.

e Hybrid H;: In this hybrid, for i € [n] the challenger requires the message m in the forgery tuple
(m}, o}, () is not queried before. The rest of the hybrid remains unchanged.

17

e Hybrid Hy: In this hybrid, challenger changes the wining condition. Upon receiving queries {1 }ic[q,,.]
and their derived temporary tags {ti}ie[qs;gn] , the challenger lets P be the set of all strings p having the
property that p is not a prefix of any ¢;, but p|,—; (truncate the last bit of p) is the prefix of at least
one t; fori € [qs;gn]. Note that size of P is at most (3\ — 1)gsign, i.e. the total number of all prefixes
of all received signature queries. The additional check added here is to check that at least one prefix
of the temporary tags derived from each challenge message is in set P. The rest of the hybrid remains
unchanged.

e Hybrid Hs: Same as hybrid Hy, except that the challenger first categorized the elements in set P by
their length, i.e. P = U S;, where set S; = {p € P||p| = i}. Fori = 1,...,3\ compute the
zij = Fi(Kj,s;),Vs; € S;, and let set Z; = {z;;}. Then puncture the PRFs F; on set .S;, i.e.
K; s, = Puncturep, (Kj;, S;). Then challenger sets vk to be the obfuscation of the program described
in Figure 9. The rest of the hybrid remains unchanged.

Hardcoded: Punctured key K; g, for i € [3\] a length parameter ¢ € L. and strings sets P and
Z; fori € [3A].
Input: A message/signature pair (m, o) and temporary tag t.

1. If these dose not exisit p € P such that p is a prefix of £, then if
0= @?élF(KLSi?t’i)‘Z

output 1, otherwise output 0.

2. Else initialize three empty sets S, I, Z, and for p € P, if p is a prefix of ¢, then update
S=SU{p}, I =1U{|p|},Z = ZU{z}, where z = F;(K;,p). Then if

0 = Dzezzle Digr F(Kis,, tli)le

output 1, otherwise output 0.

Figure 9: Program Verity Signature* for the verification-adjustable signature scheme

e Hybrid Hy: The same as hybrid H3 except that we replace elements z; in Z; for ¢ € [3A] with random
¢» where u; is chosen uniformly at random from the range of the puncturable PRF F; for

element u;
i€ [3A].

e Hybrid Hs: The same as hybrid Hy except for i € [3)] set z; = mp;(;),Vz; € Z;, where 7y ; &
Fu,n, and o is a random /-bit string.

Combining the description of hybrids Hg, H1, Ho, Hs, Hy, Hs and corresponding (omitted) claims about
their indistinguishability/security, we obtain that the advantage of a polynomial ¢-time adversary in the
existential unforgeability experiment is less than e. O
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