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Abstract. The algorithm presented in this paper computes a maximum probability differ-
ential characteristic in a Substitution-Permutation Network (or SPN). Such characteristics
can be used to prove that a cipher is practically secure against differential cryptanalysis or
on the contrary to build the most effective possible attack. Running in just a few second on
64 or 128-bit SPN, our algorithm is an important tool for both cryptanalists and designers
of SPN.

1 Introduction

1.1 Motivation

Modern block ciphers are mainly divided in two categories: Feistel ciphers and Substitution-
Permutation Networks, or SPN for short. The encryption process in a Feistel cipher or in a
SPN consists in applying a simple operation called round function to the plaintext several times.
A different round key is used for each iteration of the round function. These round keys are
extracted from a master key using an algorithm called key schedule. Such ciphers are called
iterated block ciphers. In a SPN, the round function is made of three distinct stages: a key
addition, a substitution layer and a permutation layer.

Differential [3] and linear [12] cryptanalysis are considered as the most important attacks
against block ciphers [9]. Therefore, all current ciphers have to resist them. Lai, Massey and
Murphy [10] have proposed a formalization for differential cryptanalysis. They clearly exposed
the hypothesis made for the attack and introduced Markov ciphers. Since SPN are Markov
ciphers, our presentation is based on their work.

A differential predicts that if two plaintexts have a given difference «, then the corresponding
ciphertexts have a given difference 5 with a certain probability. A differential characteristic is
more precise since it gives the difference of intermediate messages for each round. To built a
differential crytanalysis, we usually use a differential that ends just before the last round of the
cipher and some ciphertext pairs for which we know that the corresponding plaintexts have the
required difference.

For each possible value of the last round key, we decrypt the last round of the ciphertext pairs.
If the proportion of obtained pairs satisfying the predicted difference is close to the expected
probability, then the chosen round key is probably the right one. Once the last round key is
found, it is generally not difficult to recover the entire master key. Therefore, finding an effective
differential is the most important part in differential cryptanalysis.

The actual cipher security against differential cryptanalysis is evaluated with the differential
probabilities. As these probabilities are difficult to compute, four measures of security have been
proposed [8]. They can be split in two categories according to the security they imply.
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— The provable security is evaluated by two measures called precise and theoretical. The precise
measure gives the maximum differential probability whereas the theoretical measure upper-
bounds it.

— The practical security is assessed by two measures called heuristic and practical. The heuristic
measure gives the maximum differential characteristic probability while the practical measure
upper-bounds it.

The number of chosen plaintexts and the differential cryptanalysis complexity is inversely pro-
portional to these probabilities [3]. A block cipher is said to have provable or practical security
whenever these measures are lower than a threshold depending on its features.

It should be emphasized that differential characteristic probabilities are computed assuming
that the subkeys are independent and uniformly distributed. Although the subkeys are fixed
in a classical differential attack, this assumption provides a good approximation of the true
probability. This hypothesis, called stochastic equivalence, seems to hold for almost all secure
ciphers. Furthermore, to the authors’ knowledge, there is no practical way to compute the exact
probability of a differential.

1.2 Previous Works

Under the previous hypothesis, computing a characteristic probability is simple. However, prac-
tical security is assessed by the maximum differential characteristic probability and the number
of differential characteristic is such that an exhaustive search is intractable.

In [13], Matsui presented an algorithm that find a maximum probability characteristic in a
Feistel cipher. Such an algorithm computes the cipher heuristic measure and enables the practical
security evaluation. Running it several times on DES, Matsui found a permutation of the S-boxes
making the DES stronger against both differential and linear cryptanalysis. While its complexity
remains high for the cipher FEAL, two successive improvements have been proposed in [14] then
[2].

An adaptation of Matsui’s algorithm is possible for SPN. However the block size (64 or 128
bits) of modern ciphers makes the calculations intractable. This fact was also highlighted by
Collard et al. [7] who then proposed a few improvements to use this algorithm on the cipher
SERPENT. Another variation is exposed by Ali and Heys [1]. They gave up finding a maximum
probability characteristic to reduce the complexity. On the other side, their algorithm cannot
prove cipher practical security, but may still help the cryptanalyst to build an attack.

1.3 Contributions

This article presents a search algorithm for a maximal probability differential characteristic in a
SPN. Due to the duality between differential and linear cryptanalysis [5], all the results of this
article can be adapted to linear cryptanalysis.

The aim of our work is to adapt Matsui’s algorithm for SPN but especially to reduce its
complexity greatly. Indeed, spending three months in computing the practical security of a known
cipher is not a problem. However, the designer has to repeat several times this search in order to
optimize the choice of its cipher components (S-boxes, permutation) or the number of rounds.

In the last few years, many lightweight ciphers have been suggested [4,6,15]. They are de-
signed to be implemented in restricted environments such as RFID tags. Consequently, their
permutation layers are often bit permutation for efficiency purposes. We have focused our atten-
tion on this case and our algorithm allows to analyze practical security of a few cipher systems
in just a few seconds.



The security analysis of PRESENT [4], PUFFIN [6] and ICEBERG [15] was performed with
the practical measure. Their authors have upper-bounded the probability for a small number of
rounds (form 1 to 5) and have then deduced an upper-bound for the full cipher. Our algorithm
allows to assess their security more precisely by computing maximum probabilities characteristics.

The following section gives the definitions and notation used in this paper. Section 3 presents
a simple adaptation of Matsui’s algorithm [13]. Our optimizations are exposed in Sections 4 and
5. Finally, Section 6 describes our results.

2 Definitions

A S-bit substitution bor (or S-bor) is a permutation over F5. A S-Box can be seen as a look-up
table. The set of integers from a to b included is denoted [a,b]. Let 0, = (0,...,0) denote the
identity element of F7.

Definition 1 (SPN). Let S and N be positive integers and o1, ...,0n be S-bit S-boxes. Let us
define the following function

o (BN — (F5)Y
= (x1,...,zn) — (o1(x1),...,0n(ZN)) -
Let 7 be a bijective Fo-linear mapping from TSN to FSN . Let us define the round-function F by
F(k,z)=(roo)(z® k),

for any round key k in 5™ and for any message x in F5N. The key addition is the operation
x — x®k which consists of an exclusive OR of the message x with the round key k. The functions
o and 7 are respectively called the substitution layer and the permutation layer of the round
function F. An iterated cipher having F' as round-function is called a Substitution-Permutation
Network or SPN for short.

Remark 2. The last round of a SPN is usually different from the previous ones. Since a differential
characterisic ends just before the last round, this article remains relevant.

Definition 3 (bit permutation). A linear mapping  : F5N — F§Y is called bit permutation
if there exists a permutation ¢ of [1, SN] such that

7T((E1, N ,:L’SN) = (l'd,—l(]_), N 7x¢—1(SN)) .

Throughout the article, we consider a generic given SPN. The basic aim of differential
cryptanalysis [3] is to study the propagation of a difference between two plaintexts z; and z3
through the SPN rounds. Let (k1,...,kr) denote fixed round keys used for encryption. For each
1 <r < R, let us define 2,1 = F(k,,z,) and 27, = F(k,,z;). The difference o, = x, ® x;
between z, and z} is fixed by the round key addition since (x, ® k) ® (2@ k) = z, Bz} = .
Let y. = o(x, @ k) and yF = o(a} ® k,) denote the outputs of the substitution layer and
Br = yr ® y; denote their difference. Note that f, is k,-dependant. The linearity of = implies
that apy1 = 21 ® 27 = 7(yr) © w(yy) = 7(yr ®y;) = 7(B,). Thus, the input difference of
the round r 4+ 1 depends only on the output of the round r.

Notation. Input and output differences of the substitution layer for the round r are respectively
referred as

a, = (af,...,ay) and g, = (b],...,0y) .



These belong to (F5)". Whenever an arbitrary round is considered, the index r is omitted and
we simply write
a=(ay,...,ay) and B =(by,...,bn).

A difference that can be both in input or output of the substitution layer, is denoted vy =
(Cla"'acN)‘

In the rest of the paper, the subkeys are assumed to be independent and uniformly distributed.
The probability that a difference a € F5 produces b € F5 by the i-th S-box is given by

o 5| oz oix®a) =

The 29 x 25 matrix formed by these probabilities is called the differential table of the i-th S-box.
It should be stressed that P;(0 — 0) = 1. The probability that a difference a € (F5)" produces
8 by the substitution layer is

N

P(Oé — ﬂ) = HIPi(ai — bl) s (2)

i=1
since the S-boxes are assumed to be independent [10].

Definition 4 (active S-box). Let v be a difference. The i-th S-box is activated by 7 if ¢; # 0.
Let us define the application
#SB: (F35)N — [1, N]
Y= (Cla'“vCN) ’_>#{7’€ [[17N]] | Ci #0} )

that relates a difference to the number of S-Bozes it activates.

Definition 5 (candidate). A candidate for an input difference « is an output difference 8 such
that P(a — ) # 0.

The following lemma links both previous definitions.

Lemma 6. If 8 is a candidate for a, then b; = 0g < a; = Og for each i such that 1 <i < N,
that is, they activate the same S-boxes. In this case,

]P)(Oé — ﬁ) = H Pi(ai — bl) .

1,a;7#0s

Proof. Assume that § is a candidate for . Let ¢ such that 1 < i < N. As P(a — ) # 0, we
have P;(a; — b;) # 0. As S-boxes are one-to-one, the probability P;(a; — Og) is non-zero if and
only if a; = 0g. Further, P;(0g — b;) is non-zero only if b; = Og. The result follows. O

Definition 7 (characteristic). Let R be a non-negative integer. A R-round differential char-
acteristic is an element

T = ((al,ﬂl), ey (OzR,BR))

of (F5N)2) ! satisfying o1 = m(By) for all1 < v < R. For each 0 <i < j < R, let Ty; j; denote
the sub-characteristic ((oy, Bi), . .., (o, 55)).



As we have seen, a difference is fixed by the subkey addition and is mapped by the permutation
layer almost surely. The subkeys being independently and uniformly distributed, a R-round
characteristic probability is computed by

R R N
P(T) = [[Plar = B;) = [] [[ Pila; — 8}) - (3)
r=1 r=1i=1
Definition 8 (optimal characteristic). A R-round characteristic with maximum probability
among all the R-round characteristics is said optimal'. In this case, its probability is denoted
PBest(R) -
Definition 9 (extension). Let r and r’ be integers such that 0 <r <r'. Let T and T’ be r and

r’-round characteristics respectively. The characteristic T' extends T if the r first round input

and output differences of T and T’ are equal, that is, 7‘[’“] =T. In this case, T' =T || 7{;“’“.

Ezample 10. Consider the SPN SMALLPRESENT(4) [11]. Its parameters are S = 4 and N = 4.

The hexadecimal notation is used for the elements of F5 = 5. For instance, A denotes the vector
(1,0,1,0). The four S-boxes are defined by

a 0123456789 ABCDEF
0;(a))C56B90AD3EF84712

for each 1 < ¢ < 4. Since they are equal, P;(a — b) = P1(a — b) holds for each i. Let ¢ denote
the permutation given by

k11234567 8 910111213 14 1516
o(k)[15913268123 7 1115 4 8 12 16

The linear layer 7 is the bit permutation associated with ¢.

Now we turn our attention to the following pairs of input/output differences
041:(7F,,) 012:(7,74) a3:(717 71)
51:(71a,) ﬁ2:(7735) 53:(337 73)'

Since ap = w(f1) and ag = w(52), they can be concatenated to form longer characteristics. Three
rounds of the cipher are represented in Figure 1. The S-boxes activated by a1, as and ag are
grayed. It is not hard to check that
Pi(F—>1)=P;(4—5)=P(1—3)=2"2and P;,(F—>2) =0
with Equation (1). Thus, /31 is a candidate for «; while (1,0,0,0) and (0,2,0,0) are not. Let T
denote the 2-round characteristic ((«1, 81), (g, 82)). Using Equation (2), we have
P(al = 0) = H?:l Pi(a% — bzl) = ]P’Q(aé — b%) = PQ(F — 1) =272,

Similarly, P(az — 32) = 272 and P(az — 83) = 274 Then P(T) = P(a; — B1)P(ag — B2) =274
according to Equation (3). Once the differential table is computed, it is easy to check that T is
optimal as it activates the minimum number of S-boxes with maximum probabilities. There are
several optimal characteristics, for instance

(((0,0,0,F),(0,0,0,1)),((0,0,0,1),(0,0,0,3)))

is also optimal. By definition, 7/ = T || («as, f3) extends 7. It can be shown that 77 is optimal
by running the algorithm presented in this paper. In contrast, T[; 3] is not optimal as IE”(T['2 3]) =
276 <274,

! Let us mention that there may exists more than one optimal characteristic.
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Fig. 1. Three rounds of SMALLPRESENT(4)

3 Search for an Optimal Characteristic

3.1 General Principle

Let us denote R the actual number of rounds. The algorithm presented here computes an optimal
R-round characteristic without requiring any a priori knowledge. It is based on the algorithm
OptTrailEst. The latter accepts an integer R > 2, the probabilities (ppest(r))i1<r<r and an
estimation pgstim Of PRest(r) as arguments and returns an optimal R-round characteristic with
its probability pgest(r)- The knowledge of (ppest(r))1<r<r and pestim speeds up the search. Next,
an automatic management of the estimation pggtim is proposed which gives rise to the algorithm
OptTrail. Thus, OptTrail takes R and (ppest(r))i<r<r as inputs only, and still outputs an
optimal R-round characteristic.
It should be stressed that ppegt(1) can be easily computed (cf Remark 15). Then, compute

PBest(R) = OptTrail (Ra (pBest(r))1§r<R)

for R from 2 to R. The latter computation gives the desired result.



In the rest of this section we explain the principle of OptTrailEst. The next section describes
several optimizations. Finally, the section 5 presents the automatic management of the estimation

PEstim-

Algorithm OptTrailEst
For each non-zero output difference (1,
Call the search procedure FirstRound ()
If a characteristic has been found (£ is not empty),

Return £ and prstim > Here, ppest(r) = PEstim and & is optimal
Else

Return () > Here, ppest(r) < PEstim
End of the algorithm

Function FirstRound ()
PRA(1) < Maxq P(a — B1)
a1 < a such that P(a = f1) = praq)
oz < (1)
If R > 2, then
Call the search procedure Round(2),
Else
Call the search procedure LastRound ()
End of the function > We continue the main loop

Function Round(r) (2 <r < R)
For each candidate 3, for a,,
PRA(r) < Plar — Br)
If H:zl PRd(s) is not lower than the rank-r bound, then
Qpp1 £ 71'(61")
If r+1 < R, then
Call the search procedure Round (r + 1)
Else,
Call the search procedure LastRound ()
End of the function > We continue Round(r — 1) or FirstRound ()

Function LastRound ()

Pra(r) — maxg P(ar — B)

Br < f such P(ar — B) = pra(r)
If Hf;l PRd(s) = PEstim, then

&+ ((a1,B1)s--.,(ar,BR)) > The current characteristic is saved
R
PEstim < [ [;—, Prag) = P(E)-
End of the function > We continue Round(R — 1) or FirstRound ()

Fig. 2. Search algorithm for an optimal characteristic

Figure 2 describes the algorithm OptTrailEst. First, suppose that the condition on the bound
in procedure Round is true. Under this assumption, the algorithm runs implicitly through the
tree of all R-round characteristics and saves one which has a maximum probability in £. Observe
that the first and last rounds have a special treatment that speeds up the search. When the



program reaches the function Round(r), the current characteristic is

r—1 r—1
T = ((Oél,ﬂl), ey (017'—1767-—1)) and P(T) = H IP(O(Z' — 60 = Hde(i) .

i=1 i=1
The input difference «, for this round equals 7(8,—1). Then, for each candidates j, for «,,
T is extended by («, ;) and the search for the next round is called. Therefore, the program
performs a depth-first search. When the program reaches the function LastRound (), it is not hard
to compute the output S that maximizes the probability of the last round. The characteristic
is then saved only if it is better than £. Let us now explain the condition on the bound.

Definition 11 (rank-r bound). Let T be a r-round characteristic with r < R. Its probability
is lower than the rank-r bound if

P(T) < PEstim )
PBest(R—7)

This condition on the probability of the current characteristic allows to prune the search tree
without missing an optimal characteristic. It can be rewritten P(7) - ppest(r—r) < PEstim and
means that even if the characteristic is extended by an optimal (R — r)-round characteristic, the
probability of the whole characteristic would be lower than pgetim.

The significance of pgstim is now clear. If pggtim > PBest(R)> & characteristic expandable in an
optimal R-round characteristic can be cut. Furthermore, no characteristic will be saved because
of the condition in LastRound(). On the other hand, the closer pgstim is from ppesi(r), the
stronger is the pruning condition and the lower is the complexity of OptTrailEst.

3.2 Proof of the Algorithm

We have explained the general principle of the algorithm. Let us now prove the optimality of the
characteristic returned.

Lemma 12. Let r be an integer such that 1 < r < R. Let T be a r-round characteristic whose
probability is lower than the rank-r bound. Then there exists no R-round characteristic extending
T of probability greater than or equal to prstim-

Proof. By contradiction, assume that 77 is an extension of 7 such that P(7’) > pgstim. Then
the probability of the (R — r)-round characteristic 7[; +1,R) 18
PT)P(T; 41, 5)) _ P(T I Tyyrm)  B(T)

B(T) P(T) - P(T)

By assumption, P(7") < pEstim / PBest(r—r) holds. Note that this strict inequality implies pgstim >
0. It follows that

P(T/[T""LR]) =

]P)(TI) > PEstim PEstim =p
= — PBest(R— .
P(T) P(T) PEstim /pBest(Rfr) A=)
By definition of ppest(r—r), this leads to a contradiction and hence the result follows. a

Theorem 13 (validity of the algorithm). The algorithm OptTrailEst returns a character-
istic £ such that P(€) = pest(r) if there exists a R-round characteristic of probability greater
than pestim, in other words, if pestim < PBest(r)- Otherwise, the algorithm returns the empty
characteristic.

Proof. Suppose the condition on the bound removed. If pgstim is lower than pgegi(r), an optimal
characteristic is saved in &, otherwise £ remains empty. The previous Lemma ensures that the
pruning condition avoids only characteristic with probability strictly lower than pgstim. The result
still holds. a



4 Optimizations

The complexity of this version of OptTrailEst is too large to be achievable with real-sized SPN.
For example, the first step requires to call the procedure FirstRound for all non-zero output
differences B;. Since there are 25V — 1 such differences, we can lower-bound its complexity by
264 if (N, S) = (16,4) and by 2!28 if (N, S) = (16,8). The optimization of the different parts is
the focus of this section.

4.1 Construction of the First Difference

As we have just seen, the number of calls to the function FirstRound() is a problem that we
must now solve. To optimize this step, a partition of the set of all non-zero differences is defined.
Then, we give an effective way to test whether no difference in one part can be the beginning of
an optimal characteristic.

Let n be an integer such that 1 <n < N. The maximum probability of the n-th S-box is

y = max P;(a = b) .
PsB(4) a,beFS z( )
Let us sort these probabilities in the decreasing order. This is equivalent to define a permutation
7 of [1, N] such that psp(r(:)) > PsB(r(i+1)) for all 1 <i < N. Let pp,).sg denote the maximum
probability of a one-round characteristic activating n S-boxes. In other words we have

Pinl-sg = max Pla— ).
" a,Be(F;)N ( )
#SB(a)=n

Proposition 14. Let n be an integer such that 1 < n < N. Then,

P[n]-sB = HPSB(T(i)) .
i=1

Proof. Let o be an input difference activating n S-boxes and § be an output difference. We
will prove that [, psp(-(;)) = P(a — f). For each i in [1,N], define ¢; = P;j(a; — b;). By
definition, P(a — ) = va:l Pi(a; — b;) = Hfil gi- Let p be a permutation of [1, N] such that
dp(i) = p(i+1)- Since the input difference « activates n S-boxes, it must be the case that g,;) =0
for each i > n. It follows that P(a — f8) = Hf\il 4 = sz\; Ap(i) = [T, Qp(i)-

As T, Ps(-(s)) is the product of the n best probabilities, the inequality [T, psp(-(i)) >
171 psB(p(i)) holds. Next, [T, psB(p(i)) = [1iz1 4p(i) since psp(y > ¢; > 0 for each @ in [1, N].
The result hence follows. O

This proposition makes the computation of pj,.sp easy as the probabilities pgp(;) can be read
on the differential tables.

Remark 15. As a corollary, the inequalities pjj).s > ... > pin1.sB hold. Thus, the probability of
an optimal one-round characteristic is

PBest(1) = N BrggF}é)N Pla — B) = Pl1)-sB = PSB(r(1)) -
) 2

Of course, the differential tables and the probabilities psp(;) and ppj.sp are precomputed to
optimize the search.



Algorithm
For n from 1 to N,
If p[n)-sB is lower than the rank-one bound, then
Exit the loop
Else,
For each output difference 81 activating n S-boxes,
Call FirstRound ()
If a characteristic has been found (£ is not empty), then
Return £ and pgstim
Else
Return ()

Fig. 3. First optimization — construction of the first difference

Theorem 16. Let n and n' be integers such that 1 < n < n' < N. If pp.sp s lower than
the rank-one bound, then there exists no R-round characteristic activating n' S-boxes in the first
round with probability greater than or equal to PEstim-

Proof. Assume that py,).gp is lower than the rank-one bound. Let 7" be a one-round characteristic
activating n' S-boxes. By definition, P(7) < pp,q-s. The inequality pp,.s < pin)-sp follows
from Proposition 14, therefore P(7) < pj,)-sg. Hence, P(T) is lower than the rank-one bound
and Lemma 12 ensures that there exists no R-round characteristic extending 7 with probability
greater than or equal to pgstim- This concludes the proof. O

This theorem states that whenever pj,).sp is lower than the rank-one bound, we only have to
test the output differences 5 activating at most n — 1 S-boxes. There are

:Z (JD(QS i

such differences, compared with 25V — 1 otherwise.

We have run the final algorithm with several SPN having a bit permutation as linear layer.
With N = 16 and S = 4, pjy.sp is always lower than the rank-one bound. There are at most
22! differences to be tested instead of 264. With N = 16 and S = 8, the gap is even larger since
pj3)-sB is always lower than the bound. Finally, 22! differences instead of 2!?® remain to be tested.
The algorithm optimized with Theorem 16 is described in Figure 3.

4.2 The Round Function

Following Matsui’s algorithm [13], the round candidates are constructed recursively. Let o denote
the input difference of the current round. According to Lemma 6, a candidate /3 is constructed
by selecting an output for each S-box activated by a.

Recall that the support of L in FY is the set supp(L) = {i € [1, N] | L; # 0} and its Hamming
weight is w(L) = # supp(L).

The function list : (F5)Y — F maps a difference v to the vector list(y) = (z1,...,2x) where
x; equals 1 if and only if the i-th S-box is activated by ~. It is clear that #SB(v) = w(list()).
Further, § is a candidate for « if and only if list(«) = list(5).

Let L € FY be a compact representation of active S-boxes and define

PListSB(L) = H PsB(i) -
i € supp(L)

10



Let V denote the bitwise OR and A denote the bitwise AND. Next, the vector of size n in which
the first n coordinates are 1 and the last N —n are 0 is denoted (0,1n_p).

Ezample 17. With the same notations as in the previous example, list(ag) = list(83) = (0, 1,0, 1)
and list(as) A (0212) = (0,1,0,1) A (0,0,1,1) = (0,0,0,1).

Theorem 18. Let r be an integer such that 1 < r < R and T be a r-round characteristic.
Denote m = #SB(«,) and let n be an integer satisfying 1 < n < m. Define the function
p: [1,m] — [1,N] that maps i to the index of the i-th S-box activated by .. Finally, let us
define L = list(c,) A (0,00 In—pny)- If

P (7{1’7“71]) (H?:l Pp(i) (a;(i) — b;(i)))pListSB(L)
is lower than the r-rank bound, then for all v satisfying:

— Cp(i) = by, for eachi <n, and
= Pomy (@) = Cotn)) < Ppm) () = 0 ny)

there exists no R-round characteristic extending Ty -1 || (e, ) with probability greater than or
equal to PEstim-

Proof. If 7 is not a candidate for ., then P(a;, — ) = 0 and any characteristic extending
Trr—1] |l (@r,7) has also a zero probability. Therefore, we assume that v is a candidate for a,
in the following. Since supp(L) = {p(i) | n +1 < i < m}, it follows that

Plar = ) = [T21 Pogiy (@) = pi))
= ILiza Poiy (a5) = o) Tz i1 Poti) (@) = (i)
< T Pociy (@) = b5 Tt Poti (@) = o)
< (TT2 Poay (@) — b)) ) PristsB(L)
Next, we have the inequality
P(Ti -1 || (ar = 7)) = P(Tp 1)) Pl — )
< IP(T[lm—l]) ( | ]P)p(i)(a;(i) — b;(i)))pListSB(L) .

Consequently, the probability of 71,17 || (o, ) is lower than the r-rank bound. The result
then is a consequence of Lemma 12. |

Remark 19. All the probabilities prissp(r), with L in FY are precomputed. For each 1 <i < N
and each input difference a, the output differences are sorted in decreasing order according to

4.3 Active S-Boxes in the Next Round
Throughout this part, the linear layer 7 is assumed to be a bit permutation.

Definition 20. Let L and L' be elements of FY. Define L < L' if and only if supp(L) C
supp(L'). It is easy to show that % is partial order. Clearly,

(L L) = (PListSB(L) = PListSB(L/)) -

11



Define the function D : [1, N] x F§ — (F5)" that maps a pair (i,c) to D(i,¢) = (c1,...,cn)
where ¢; equals ¢ if i = j and Og otherwise. To simplify, let us denote D;(c) = D(i, ¢). It is easy
to see that v = ZZV:I Di(ci) = 32, ¢, 205 Di(ci) for each difference . Furthermore, we say that
two differences v and ' (seen as elements of F5™V instead of (F5)") are mutually disjoint if for
al1<i<SN,vi=v=7v="

Ezxample 21. Using again the previous notations,

f2=(0,0,0,5) = Dy(5) and f3=123_; 5., D;(b?) = D2(3) + Da(3) .

Lemma 22. Let vq,...,7, be n pairwise mutually disjoint differences. Then
n n
list (Zm) = \/ list(7y;) -
i=1 i=1

Proof. By induction on n. The case n = 1 being trivial, we assume n = 2. Define L = list(y; +72),
L' = list(y;) and L? = list(y2). Let i be an integer such that 1 < i < N. Since 7 and
v2 are mutually disjoint, the equality c¢; = ¢? implies ¢} = 0g and ¢? = 0g. The converse
being immediate, the equivalence (c; + ¢ = 0g) < (¢} = 0g and ¢ = 0g) follows, that is
(ch+ ¢ # 0s) & (¢} # 05 or ¢2 # 0g). Next, L; = 1 & ¢} + ¢ # 05 & (¢} # 0g or
c? #0g) < (L} =1or L? = 1). Therefore, L = L' vV L%. The result follows by induction on n as

n

¥ and Ziz_ll v; are mutually disjoint. O

Corollary 23. Let B be an output difference. Let m be an integer such that 1 < m < N and
p:[1,m] — [1, N] an one-to-one function. Then

st (= i Do (bpi) ) ) = \_n}llist (7(Dpiiy (bpiiy) -

Proof. Since 7 is linear, the following equality holds

m

”(ZDpu)(bp(i))) =2 ™Dy (bp(i) -

i=1

Clearly, the D, (by;)) are mutually disjoint as p is one-to-one. Since 7 is a bit permuta-
tion, it must be the case that the m(D,¢)(by(;))) are also disjoint. From Lemma 22, we have

list (30 (D) (bp(iy)) = Vimy list(m(Dpiy (bp(iy)))- O

Ezample 24. On the one hand, list(w(D1(C) + D5(9))) = list(7(C,9,0,0)) = list(C,8,0,4) =

(1,1,0,1).
c 9
c 8 4
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On the other hand,
list(m(D1(C))) V list(w(D2(9)))
— list(8,8,0,0) V list(4,0,0,4)
= (1’ ]‘70’ 0) \/ (17 0? O’ 1) = (17 ]" 07 1) *

Theorem 25. We use the same notations as in Theorem 18 except that r < R — 1. Define
L = \/?:1 list(w(Dp(i)(b;(i)))). If

{P (7[1,%1]) (pr(i) (a;(i) — b;(i)))pListSB(L)} X PListSB(L')
i=1

is lower than the rank-(r + 1) bound, then for all vy such that c,;y = b;(i) for each i < n, there
exists no R-round characteristic extending T ,—1) || (e, ) with probability greater than or equal
to PEstim -

Proof. Following the proof of Theorem 18, we can assume that « is a candidate for «,. and deduce
the upper-bound

P(Th -1 |l (ar, 7)) < ]P’(7f1,r—1])<HPp(i) (ahy — b;(i))>pListSB(L) .
=1

Define .11 = w(7). Let 5,41 be an output difference. Similarly, we can assume that §,41 is a
candidate for a;41. Define,

L" =Tist (7 (X1 Doy (cpiiy))) = list(m(7)) = list(cry1) -

Since L" = list(c,41), it follows that P(a 11 — Bry1) < pristsB(n~)- According to Corollary 23,

L' =V ist (7 (D) (cp(i)))) = Viey list (7 (Dygay (o)) = L -

Consequently prissp(r) < Pristspz’) and P(ay41 — Br41) is upper-bounded by prissp(r/)-
Finally,

P(Tr—1 | (@, ) [ (@11, Brsa))
= P(7—[1,r71] H (ara’y)) X I[D(OérJrl — 5’r+1)
< [P(Te—1)) (TTi2y Poy(apsy = b;(i)))pListSB(L)] X PListSB(L') -
Thus, the probability of 71 ,_1] || (ar,7) || (a1, Br41) is lower than the rank-(r + 1) bound

and there exists no R-round characteristic extending it with probability greater than or equal to
PEstim- Using the fact that this property holds for all 3,11, the desired result is proven. O

The search procedure Round optimized with Theorems 18 and 25 is described in Figure 4.

4.4 Test on the Bound

The previous results can be preserved while strengthening the condition on the bound. Suppose
we have found a characteristic with probability greater than or equal to pgstim. Then, we have
pEstim = P(E). Now, assume that the probability of the current characteristic 7 satisfies P(T) -
PBest(R—r) = PEstim- In this case, this probability is not lower than the rank-r bound and the
algorithm tries to extend it. However, the previous equality implies that we can optimally find
a R-round characteristic with probability pgstim. As such a characteristic is already known (£),
the extension of T can be aborted. This discussion leads us to improve Definition 11.
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Function Round(r) (2<r < R)
/87“ — OSN
For each 7 such that 1 <7 < #SB(a.)
Let p- (i) denote the position of the i-th S-box activated by o
Call SubRound(r,1)
End of the function > We continue Round (r — 1) or FirstRound ()

Function SubRound (r,n)
If n > #SB(a,), then
Pra(r) < Plar = 6r) =[]
Qry1 < W(ﬂﬂrl)
If r+1 < R, then
Call Round(r + 1)
Else
Call LastRound ()
Else
For each b, (, sorted in decreasing order according to Py, (n)(ay, () — °)
Lryn — liSt(Oér) A (Opr(n)lN—pr(n))
Pra(rm) < By () (0, n) = Upm))
If H:;ll DPRA(3) - H;L:I PRA(r,j) * PListSB(L,,,) 18 lower than the rank-r bound, then
Exit the loop > See Theorem 18
If 7 is a bit permutation, then
Lp =\ list(x(Dy, ) (B, 1))
If H::_ll DRA(4) 'H?:l PRA(r,5) " PListSB(Lr,n)  PListSB(L}, ,,) 1S not lower than the rank-(r + 1)
bound, then
Call SubRound(r,n + 1) > See Theorem 25

#SB(ar)

=1 Prd(r,j5);

Else
Call SubRound(r,n + 1)
End of the function > We continue SubRound(r,n — 1) or Round (r)

Fig. 4. Second optimization — the search function Round

Definition 26 (rank-r bound). Let T be a r-round characteristic with r < R. Its probability
is lower than the rank-r bound if

— & is empty and
- P(T> < DEstim /pBest(Rfr)7

or if

— & contains a characteristic and
- ]P)(T) < PEstim /pBest(Rfr)-

5 Automatic Management of the Estimation

The parameter pggiim has a high impact on the complexity of OptTrailEst. Several methods
exist to obtain a good estimation of ppeg(r). For instance, an iterative characteristic can be used.
Following an idea of Ohta, Moriai and Aoki [14], we propose the algorithm OptTrail. The latter
has two main advantages. First, the estimation management is fully automatic — no knowledge is
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required on the SPN. Second, its complexity has the same order of magnitude, as OptTrailEst
runs with PEstim = PBest(R) / 2.

The algorithm OptTrail is presented in Figure 5. To understand how it works, it is worth
recalling that OptTrailEst finds no characteristic whenever pgstim > Pest(r) (Theorem 13). In
this case, pgstim is not modified by OptTrailEst. Since ppesy(r) < PBest(R—1), We begin by running
OptTrailEst with pgstim = PBest(r—1)/2- The estimation is then each time divided by two until an
optimal characteristic is found. This happens whenever the condition pgstim < PBest(r) becomes
true.

Indeed, the larger is the value of pggstim, the stronger is the pruning condition and the lower
is the complexity of the search. The exact nature of this result is still unknown. However, we
have observed experimentally that the complexity of OptTrailEst running with pgeim > 2% -
PBest(R)» 15 negligible compared with the complexity of the same algorithm running with pgstim =
PBest(r) / 2. The following result comes from this observation: if OptTrailEst is computable with
PEstim = PBest(R) / 2, then OptTrail is also computable.

Proposition 27. The complexity of OptTrailEst decreases as the input ppstim increases.

Algorithm
PEstim <~ PBest(R—1)
Until no characteristic has been found,
PEstim — PEstim / 2
Call OptTrailEst with prsim as estimation
Return £ and prstim

Fig. 5. Automatic estimation management

6 Results

Experiments and simulations have been performed by a AMD Phenom II X4 965 Black Edition
3.4 GHz processor. The running time for a R-round cipher includes the precomputations and
R —1 calls to OptTrail, as explained in Section 3.

To prove the practical security of PRESENT [4] against differential cryptanalysis, the authors
have shown that the probability of any 5-round characteristic is upper-bound by 2729 and had
exhibited a 5-round characteristic of probability 272!. The algorithm presented here allows us to
prove in 0.3 second that this upper-bound is reached with the following optimal characteristic:

oy = (0,0,0,7,0,0,0,0,0,0,0,0,0,0,0,7)
p = (0,0,0,1,0,0,0,0,0,0,0,0,0,0,0,1)
B2 = (9,0,0,0,0,0,0,0,0,0,0,0,3,0,0,3)
B3 = (9,0,0,0,0,0,0,0,0,0,0,4,0,0,0,4)
B4 = (0,0,0,0,0,0,3,3,0,0,0,0,0,0,0,0)
Bs = (0,0,0,0,0,0,0,0,0,6,0,0,0,6,0,0) .

They have then deduced that any 25-round characteristic probability is upper-bounded by 27190,

Our algorithm shows that the optimal characteristic probability is 27!'° in 0.5 second. The
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number of rounds is not a problem since an optimal 64-round characteristic is computed in just
2 seconds. Note that PRESENT has 32 rounds.

The permutation used in SMALLPRESENT [11] (and in PRESENT) can be generalized for each
integers N and S. Define ¢5 v for all 1 <k < SN by

psn(k)=N(k—1mod S)+ |5t +1.

It is easy to verify that the permutation ¢ used in Example 10 is ¢4 4. We have constructed a
128-bit SPN on the same model as PRESENT to test our algorithm efficiency. Define 7 as the bit
permutation associated with ¢g 16 and the 16 S-boxes as the AES S-box. We have obtained an
optimal 13-round characteristic of probability 273 in 7.1 seconds.

To analyze PUFFIN security against differential cryptanalysis, Cheng et al [6] have upper-
bounded the probability of an optimal 31-round characteristic by 27%2. In 0.02 second, we have
computed a characteristic that reaches this bound. It is obtained by extending the following
iterative characteristic:

QG = (47 g Wy Uy Uy Uy Uy Uy U Uy U U Uy U U )
Bl = (47 ) 7 ) ) ) 9 ) b ) 9 ) ) ) 7 )
Qi1 = ( s Yy Yy Yy 747 s Yy Yy Uy Uy Uy Uy U U, )
Bi—i—l = ( s Vg Uy Uy Uy By Uy U, Uy Uy Uy U, Uy Yy Y, )

Finally, we have tested our algorithm on ICEBERG [15]. Its permutation layer is not a bit
permutation but a linear diffusion. The optimization presented in Section 4.3 is thus no longer
applicable. The authors have upper-bound the probability of an optimal 16-rounds characteristic
by 27160, We proved that it is in fact 271756 in 2.3 seconds. All these results are outlined in
Figure 6.

Cipher Block Round Upper- Best Running

P size number bound probability time

PRESENT 64 5 2-20 2-20 0.3s

PRESENT 64 25 9~ 100 g~110 0.5s

PRESENT-like 128 13 - 2789 71s
PUFFIN 64 31 962 962 0.02 s

ICEBERG 64 16 2~160 Q1716 2.3s

Fig. 6. Summary of Results
Conclusion

In this paper, we have presented a generic algorithm that computes a maximum probability
differential characteristic in a SPN. Running this algorithm may allow to prove the practical
security of the block cipher. In the opposite case of weak cipher, the returned characteristic
allows the cryptanalyst to build an optimal attack.

Especially optimized for SPN using a bit permutation as permutation layer, we are able to
find a maximum probability characteristic of PRESENT and PUFFIN within one second. Block
cipher designers have then a powerful tool which can be run several times to improve block cipher
components.
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