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Abstract

Hierarchical identity-based encryption (HIBE) can be extended to revocable HIBE (RHIBE) if a
private key of a user can be revoked when the private key is revealed or expired. Previously, many
selectively secure RHIBE schemes were proposed, but it is still unsolved problem to construct an adap-
tively secure RHIBE scheme. In this work, we propose two RHIBE schemes in composite-order bilinear
groups and prove their adaptive security under simple static assumptions. To prove the adaptive security,
we use the dual system encryption framework, but it is not simple to use the dual system encryption
framework in RHIBE since the security model of RHIBE is quite different with that of HIBE. We show
that it is possible to solve the problem of the RHIBE security proof by carefully designing hybrid games.
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1 Introduction

Hierarchical identity-based encryption (HIBE) is an important extension of identity-based encryption (IBE)
[6] that uses the identity of a user as the public-key of the user. In HIBE, the identity of a user is represented
as a hierarchical structure and a user with a private key can delegate his private key to next-level users. The
concept of HIBE was introduced by Horwitz and Lynn [14] to reduce the burden of a private key generation
in a trusted center and a secure HIBE scheme that supports arbitrary many levels are proposed by Gentry
and Silverberg [[12]]. HIBE can be extended to broadcast encryption, forward-secure encryption, chosen-
ciphertext secure encryption, and searchable encryption []1,/7,8,/10] and it has many interesting applications
like encryption systems for medical data and range query on encrypted data [[2,31].

To use an HIBE scheme in real applications, we should revoke the private key of a user if his private
key is revealed or his credential is expired. Revocable HIBE (RHIBE) is an extension of HIBE that supports
the revocation functionality by broadcasting an update key for non-revoked users per each time period.
Previously, an efficient revocable IBE (RIBE) schemes were proposed by many researchers [3118})22/24,2§|].
Seo and Emura [27] proposed the first RHIBE scheme by following the design strategy of Boldyreva et
al. [3]] that uses a binary tree and proved its selective security. After that, some efficient RHIBE schemes
with improved parameters were proposed [20L[30], but these are also proven to be selectively secure.

The right security model of RHIBE is the adaptive model where an adversary can select a target in the
challenge step. In RIBE, adaptively secure RIBE schemes were already proposed in [18,[22}28]]. However,
all RHIBE schemes only provide the selective security where the challenge identity /D* and the challenge
time 7" should be submitted before receiving public parameters or the selective revocation list security
where the challenge revocation set R* should be additionally submitted [20,27,30]. Although an RHIBE
scheme claimed to be adaptively secure was proposed in [29]], the security proof that uses the dual system
encryption technique has some flaws. The flaw is that the private key of ID € Prefix(ID*) and the update
key of T = T* cannot be directly converted from normal to semi-functional since the simple information
theoretic argument doesn’t work for this case. Therefore, the construction of an adaptively secure RHIBE
scheme is an unsolved open problem.

1.1 Our Results

In this paper, we give an answer to this unsolved problem by proposing two RHIBE schemes in composite-
order bilinear groups and proving their adaptive security under simple static assumptions.

We first propose an RHIBE-CS scheme by combining the HIBE and IBE schemes of Lewko and Waters
[21] and the complete subtree (CS) scheme of Naor, Naor, and Lotspiech [23]] in a modular way. For the
construction of our RHIBE-CS scheme, we follow the modular design approach of Lee and Park [20] except
that the underlying HIBE and IBE schemes are replaced by the schemes of Lewko and Waters. We then prove
the adaptive security of our RHIBE-CS scheme by using the dual system encryption framework [21}35].
However, the naive approach of dual system encryption does not work for RHIBE since an adversary can
query a private key for ID that is a prefix of ID* and an update key for 7* where /D" is the challenge identity
and T* is the challenge time, and these private key and update key cannot be easily converted from normal
to semi-functional. Thus, solving this problem of RHIBE when the dual system encryption was used is the
core of the security proof. The main technical idea of solving this problem is described in the later part of
this section.

Next, we propose an RHIBE-SD scheme by using the subset difference (SD) scheme instead of using
the CS method to reduce the size of an update key. As mentioned before, we also follow the modular
design approach of Lee and Park [20]. Our RHIBE-SD scheme has O(r) number of group elements in an



Table 1: Comparison of revocable hierarchical identity-based encryption schemes

Scheme PP Size SK Size UK Size CT Size Model Assumption
SE [27] O(L) O(*logN) O(trlogh) o) SE-IND DBDH
SE (CS) [30] O(L) O(LlogN) O(Lrlog®) o(1) SE-IND g-Type
SE (SD) [30] O(L) O(L1og?N) O(Lr) o(1) SRL-IND g-Type
RLPL [25] o(1) O(¢logN) O(trlogh) o(L) SE-IND q-Type
LP (CS) [20] o(1) O(logN) O(f+rlogh) o) SE-IND g-Type
LP (SD) [20] o(1) O(log’N) O(l+r) o) SRL-IND g-Type
Ours (CS) O(L) O(LlogN) O(L+rlogh) o(1) AD-IND Static
Ours (SD) O(L) O(Llog>N) O(L+r) o(1) AD-IND Static

Let N be the number of maximum users in each level, r be the number of revoked users. Let L and ¢ be the
maximum depth and the depth of a hierarchical identity respectively. We count the number of group elements
to measure the size of parameters. We use symbols SE-IND for selective IND-CPA, SRL-IND for selective
revocation list IND-CPA, and AD-IND for adaptive IND-CPA.

update key and 0(10g2 Nynax) number of group elements in a private key whereas our RHIBE-CS scheme has
O(r10g(Nyax/r)) number of group elements in an update key and O(log N,,,) number of group elements in
a private key. The detailed comparison of RHIBE schemes in bilinear groups is given in Table 1] To prove
the adaptive security of our RHIBE-SD scheme, we carefully use the proof technique of Lee et al. [[18]] that
was used to prove the adaptive security of their RIBE scheme.

1.2 Our Techniques

To prove the adaptive security of an HIBE scheme, the dual system encryption framework was introduced
by Waters [35]]. In the dual system encryption framework, ciphertexts and private keys can be normal or
semi-functional in which a normal ciphertext can be decrypted by a normal or semi-functional private key
whereas a semi-functional ciphertext cannot be decrypted by a semi-functional private key. To prove the
adaptive security, a normal challenge ciphertext is changed to be semi-functional, and then each normal
private key is changed to be semi-functional one by one through hybrid games. The main obstacle of this
proof is to overcome the paradox of dual system encryption in which a simulator can check whether a private
key is normal or semi-functional by decrypting a semi-functional ciphertext since a simulator can generate
a ciphertext and a private key for any identity. Lewko and Waters [21]] solved this problem by introducing
the nominally semi-functional type of private keys where a semi-functional ciphertext can be decrypted by
a nominally semi-functional private key. Note that an information theoretic argument should be given to
argue that a nominally semi-functional key is indistinguishable from a semi-functional key.

For the security proof of an RHIBE scheme, one may simply use the dual system encryption technique
that changes private keys and update keys from normal types to semi-functional types one by one through
hybrid games. However, this simple strategy does not work since the adversary of RHIBE can query a
private key for ID that is a prefix of ID* and an update key for T = T* where ID* and T* are the challenge
identity and time. That is, we cannot show the information theoretic argument for these private key and
update key since ID is a prefix of ID* and T = T*. In HIBE, the restriction of an adversary that /D is not



a prefix of ID* is essentially used to show the information theoretic argument. Thus, it is not easy to prove
the adaptive security of an RHIBE scheme by using the dual system encryption framework.

Our strategy to overcome this problem is that private keys and update keys of an RHIBE scheme are first
divided into smaller component keys and then these component keys that are related to the same node in a
binary tree are grouped together. Next, these component keys that belong to the same group are changed
from normal types to semi-functional types one by one through hybrid games. Similar proof strategy was
used in [[17,/18}/26]. In particular we consider an RHIBE-CS scheme that use the CS method. A private key
consists of many HIBE private keys that are related to a path in a binary tree and an update key also consists
of many IBE private keys that are related to a cover set in a binary tree. By the grouping of HIBE private
keys and IBE private keys with the same node, we can use the restriction of the RHIBE security model to
show an information theoretic argument.

For example, if an adversary requests a private key for ID € Prefix(ID*) and one HIBE private key of
this private key is related to a node v*, then all IBE private keys in update keys satisfy 7' # T* for this node
v* since this private key should be revoked on time 7* by the restriction of the security model. Thus, we
first change IBE private key related to v* from normal to semi-functional one by one by using 7 # T*, and
then we change HIBE private keys related to v* from normal to semi-functional at once. Note that there is
no paradox of dual system encryption when we change HIBE private keys from normal to semi-functional
since IBE private keys are already semi-functional. Recall that an information theoretic argument is not
needed if nominally semi-functional keys are not used. Similar argument also applies when the adversary
requests an update key for 7 = T* and one IBE private key of this update key is related to a node v* since
we have ID ¢ Prefix(ID*) for all HIBE private key for this node v*.

To prove the adaptive security of our RHIBE-SD scheme, we also use the similar proof strategy that
private keys and update keys are divided into smaller component keys and these component keys that belong
to the same group are changed from normal to semi-functional. In our RHIBE-CS scheme, a group is simply
defined by a node v; in a binary tree. In our RHIBE-SD scheme, a group is defined as a set of subsets S; ;
such that v; is the same and the depth d; of v; is the same where §; ; is defined by two nodes v; and v; in
a binary tree. To change HIBE private keys and IBE private keys in the same group from normal to semi-
functional, we carefully design hybrid games since a group is very complex. Note that Lee et al. [18] also
used this proof strategy to prove the adaptive security of their RIBE-SD scheme.

1.3 Related Work

An IBE scheme with key revocation was first proposed by Boneh and Franklin [6] in which each user should
retrieve his private key from a trusted center for the identity /D||T per each time period 7. Boldyreva, Goyal,
and Kumar [3] proposed a scalable RIBE scheme by combining a fuzzy IBE scheme and the CS method in
which an update key is broadcasted to non-revoked users per each time period. This design method that uses
the CS method for key revocation was also used to build other adaptively secure RIBE schemes [22/28]]. The
SD method is an improvement on the CS method since the size of a broadcasting set can be reduced [23]].
Lee et al. [18] proposed an RIBE scheme that uses the SD method to improve the size of an update key and
proved its adaptive security under static assumptions. An RIBE scheme based on a binary tree cannot have
short private keys and update keys. To overcome this problem, Park et al. [24] proposed an RIBE scheme
with short private keys and update keys by using multilinear maps. Watanabe et al. proposed an adaptively
secure RIBE scheme in prime order groups with short public parameters [34]. RIBE schemes using lattice
have been proposed [9}32].

As mentioned before, the first selectively secure RHIBE scheme was proposed by Seo and Emura [27]] by
combining the HIBE scheme of Boneh and Boyen [[4] and the CS method. This RHIBE scheme is relatively



inefficient since a user should retrieve all update keys generated by his ancestors to decrypt a ciphertext. To
solve this problem of inefficiency, Seo and Emura [30] proposed another selectively secure RHIBE scheme
with history-free updates that uses the CS (or SD) method where a user only needs to retrieve an update key
generated by his parent. Lee and Park [20] proposed new RHIBE schemes with shorter private keys and
update keys by combining a new HIBE scheme that has short intermediate private keys and the CS (or SD)
method in a modular way. After the work of our RHIBE scheme in this paper, adaptively secure RHIBE
schemes under standard assumptions were proposed by Emura et al. [11]]. In addition, RHIBE schemes from
lattices have been proposed [|15433]].

An attribute-based encryption (ABE) scheme also can be extended to support the key revocation. A
revocable ABE (RABE) scheme was also proposed by Boldyreva et al. 3] by combining a key-policy
ABE scheme and the CS method and its selective revocation list security was claimed. To securely protect
information stored in cloud storage, one may use an RABE scheme since it provides the access control on
encrypted data as well as the key revocation. Sahai et al. [26] pointed out that RABE is not enough for cloud
storage and then they proposed a revocable-storage ABE (RS-ABE) scheme that supports the key revocation
and the ciphertext update. After that, Lee et al. showed that an RS-ABE scheme can be improved by using
a self-updatable encryption (SUE) scheme [[16,|17,/19].

2 Preliminaries

In this section, we introduce composite-order bilinear groups and complexity assumptions. Next, we define
the syntax and the adaptive security model of RHIBE.

2.1 Notation

Let 7 be the identity space. A hierarchical identity /D with a depth k is defined as an identity vector
ID = (1y,...,Iy) € T*. We let ID| be a vector (Ii,...,1;) of size j derived from ID. If ID = (I,...,I), then
we have ID = ID|;,. We define ID|y = € (i.e. the empty string) for simplicity. The function Prefix(ID|)
returns a set of prefix vectors {ID|;} for all 1 < j < k where ID|; = (I,...,I;) € I for some k. For two
hierarchical identities ID|; and ID|; with i < j, ID|; is an ancestor of /D|; and ID|; is a descendant of ID)|; if
ID|; € Prefix(ID|;).

2.2 Binary Tree

A perfect binary tree B7 is a tree data structure in which all internal nodes have two child nodes and all leaf
nodes have the same depth. Let N = 2" be the number of leaf nodes in 57. The number of all nodes in BT
is 2N — 1 and we denote v; as a node in BT for any 1 <i <2N — 1. The depth d; of a node v; is the length of
the path from a root node to the node. The root node of a tree has depth zero. The depth of B7 is the length
of the path from the root node to a leaf node. A level of BT is a set of all nodes at given depth.

Each node v; € BT has an identifier L; € {0,1}* which is a fixed and unique string. An identifier of
each node is assigned as follows: Each edge in the tree is assigned with O or 1 depending on whether it is
connected to the left or right child node. The identifier L; of a node v; is obtained by reading all labels of
edges in a path from the root node to the node v;. The root node has an empty identifier €. For a node v;, we
define Label(v;) be the identifier L; of v; and Depth(v;) be the depth d; of v;.

A subtree 7; in BT is defined as a tree that is rooted at a node v; € BT . A subset S; is defined as a
set of all leaf nodes in 7;. For any two nodes v;,v; € BT where v; is a descendant of v;, 7 ; is defined



as a subtree 7; — 7}, that is, all nodes that are descendants of v; but not v;. A subset S;; is defined as
the set of leaf nodes in 7; j, that is, S;; = S;\ S;. For S; and S, ;, we define Label(S;) = Label(v;) and
Label(S; j) = (Label(v;),Label(v;)) respectively.

For a perfect binary tree B7 and a subset R of leaf nodes, ST is defined as the Steiner Tree induced
by the set R and the root node, that is, the minimal subtree of B7 that connects all the leaf nodes in R and
the root node.

2.3 Bilinear Groups of Composite Order

Let N = p1 p2p3 where py, p2, and p3 are distinct prime numbers. Let G and Gr be two multiplicative cyclic
groups of same composite order N and g be a generator of G. The bilinear map ¢ : G x G — Gr has the
following properties:

1. Bilinearity: Yu,v € G and Va,b € Zy, e(u®,V*) = e(u,v)*.
2. Non-degeneracy: Jg such that e(g, g) has order N, that is, e(g, g) is a generator of Gr.

We say that G is a bilinear group if the group operations in G and Gr as well as the bilinear map e are
all efficiently computable. Furthermore, we assume that the description of G and Gr includes generators
of G and Gr respectively. We use the notation G, to denote the subgroups of order p; of G respectively.
Similarly, we use the notation Gr ,, to denote the subgroups of order p; of Gr respectively. We note that if
hi € Gp, and h; € G, for i # j, then e(h;, h;) is the identity element in G7. This orthogonality property of
Gp,,Gp,,Gp, will be used to implement semi-functionality in our constructions.

2.4 Complexity Assumptions

Assumption 1 (Subgroup Decision, SD). Let (N,G,Gr,e) be a description of the bilinear group of com-
posite order N = pipop3. Let g1,82,83 be generators of subgroups G,,,G,,,G,, respectively. The SD
assumption is that if the challenge tuple

D= ((N7G7GTae)>glag3) and Z

are given, no PPT algorithm A can distinguish Z = Zy = X; € G, from Z = Z; = X|R; € G,,,, with
more than a negligible advantage. The advantage of A is defined as Adv{ (1) = |Pr[A(D,Zy) = 0] —
Pr[A(D,Z;) = 0]| where the probability is taken over random choices of X| € G, and R| € G,,.

Assumption 2 (General Subgroup Decision, GSD). Let (N,G,Gr,e) be a description of the bilinear group
of composite order N = pipap3. Let g1,82,83 be generators of subgroups G,,,G,,G,, respectively. The
GSD assumption is that if the challenge tuple

D= ((NaGaGTae)aglag3aX1RlaR2Y1) and Z

are given, no PPT algorithm A can distinguish Z = Zy = XoY> € G, from Z = Z; = XoR3Y> € G,y ps
with more than a negligible advantage. The advantage of B is defined as Adv§*”(1) = |Pr[A(D,Ty) =
0] — Pr[A(D,Ty) = 0] ‘ where the probability is taken over random choices of X;,X> € G,,, Ri,R2,R3 € G,,
and Y1,Y; € G,.



Assumption 3 (Composite Diffie-Hellman, ComDH). Let (N,G,Gr,e) be a description of the bilinear
group of composite order N = p1pyp3. Let g1, 82, g3 be generators of subgroups G, ,G,,, G, respectively.
The ComDH assumption is that if the challenge tuple

D= ((N7G7GT76)7817g27g37g111R17gll7R2) and Z

are given, no PPT algorithm A can distinguish Z = Zy = e(g1,g1)% from Z = Z; = e(g1,g1)¢ with more
than a negligible advantage. The advantage of A is defined as Adv"?#(1) = |Pr[A(D,Zy) = 0] —
Pr[A(D,Z;) = 0]| where the probability is taken over random choices of a,b,c € Zy, and Ry, R, € G,.

2.5 Pseudo-Random Functions

A pseudo-random function (PRF) [13] is an efficiently computable function F : L x X — ) where K is the
key space, X' is the domain, and ) is the range. Let F(k,-) be an oracle for a uniformly chosen k € K and
f(+) be an oracle for a uniformly chosen function f : X — ). We say that a PRF is secure if for all efficient
adversaries A the advantage Adv/{*" (1) = | Pr[ A7) = 1] — Pr[A/0) = 1]| is negligible.

2.6 Revocable HIBE

RHIBE is an extension of HIBE and it provides the revocation functionality in which each user can revoke
child users if the private key of a child user is revealed [27]]. In RHIBE, each user additionally provides an
update key UK per each time period and a child user can derive a (short-term) decryption key DK to decrypt
a ciphertext by combining his (long-term) private key SK and the update key UK if he is not revoked in the
update key. The syntax of RHIBE with history-free updates [30]] is defined as follows:

Definition 2.1 (Revocable HIBE). An RHIBE scheme with history-free updates for the identity space Z,
the time space ), and the message space M, consists of seven algorithms Setup, GenKey, UpdateKey,
DeriveKey, Encrypt, Decrypt, and Revoke, which are defined as follows:

Setup(lﬂL , L, Nyay): This algorithm takes as input a security parameter 1*, the maximum depth L, and the
maximum number N,,,, of users in each level. It outputs a master key MK, an (empty) revocation list
RL, a state ST, and public parameters PP.

GenKey(ID|i,ST;p|, ,,PP): This algorithm takes as input a hierarchical identity D[ = (Iy,...,I) € Tk,
the state STypj, ,, and public parameters PP. It outputs a private key SKp|, .

UpdateKey(T,RLID‘kfl,DKID‘kfl’T,SY}D‘H,PP): This algorithm takes as input time 7 € V), a revoca-
tion list RL;p,_,, a decryption key DKjp,, , r, and public parameters PP. It outputs an update key
UKID|k71,T‘

DeriveKey(SK,D|k, U K,D|H7T,PP): This algorithm takes as input a private key SKjp|, for a hierarchical
identity ID|, an update key UK;p),_, r for time 7', and the public parameters PP. It outputs a decryp-
tion key DKjp|, 7-

Encrypt(ID|;,T,M,PP): This algorithm takes as input a hierarchical identity ID|, = (Iy,...,I;) € T', time
T, a message M, and the public parameters PP. It outputs a ciphertext CTjp|, 7.

Decrypt(CT1D| AT,DK,D/M’T/,PP): This algorithm takes as input a ciphertext C7jp|, 7, a decryption key
DKjp |, and the public parameters PP. It outputs an encrypted message M.
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Revoke(/D|i, T,RLip,_,,STip), ,): This algorithm takes as input a hierarchical identity /D|;, revocation
time 7', a revocation list RL;p), , and a state STjp), ,. It updates the revocation list RLp), ;-

The correctness of RHIBE is defined as follows: For all MK and PP generated by Setup(l’L s L, Ninax), SKip),
generated by GenKey(/D|y, ST |x—1,PP), UKp, , r generated by UpdateKey(T,RL;p|, ,,DK;p|, , 7,STip), ;>
PP), and CTjp|, r generated by Encrypt(/D|;, T, M, PP), it is required that

e IfID|; € Prefix(ID|;), ID|x  RL;p, ,»and T =T', then Deerypt(CT;p|, 7, DeriveKey(SK;p,,UK;p, , 1,
PP),PP) = M.

The adaptive security model of RHIBE can be defined by extending the adaptive security model of RIBE.
We use the adaptive model of RHIBE by extending the selective model of Seo and Emura [27]] to support
the decryption key exposure resistance (DKER) property [28]]. In the adaptive security model of RHIBE, an
adversary can adaptively request a private key query for any /D and an update key query for time 7'. In the
challenge step, the adversary selects the challenge identity /D* and challenge time 7%, and two challenge
messages M, M| with some restrictions. After receiving the challenge ciphertext, the adversary guesses the
encrypted message in the challenge ciphertext. The formal security definition of RHIBE is given as follows:

Definition 2.2 (Adaptive IND-CPA Security). The adaptive IND-CPA security (AD-IND-CPA) of RHIBE
is defined in terms of the following experiment between a challenger C and a PPT adversary A:

1. Setup: C obtains a master key MK, a revocation list RLe, a state ST, and public parameters PP by
running Setup(l’l,L,N,,m). It keeps MK, RL, ST to itself and gives PP to A.

2. Phase 1: A adaptively requests a polynomial number of queries. These queries are processed as
follows:

e Create key: If it is a create key query for a hierarchical identity /Dy, then C creates a private key
SKipj, by running GenKey(/D|;,ST;p), ,,PP) with the restriction that the private key SKjp,, ,
was already created.

e Private key: If it is a private key query for a hierarchical identity /D|, then C reveals the private
key SK;p,, that was already created.

e Update key: If it is an update key query for a hierarchical identity ID|;_; and time T, then
C gives an update key UKjp,, , 7 by running UpdateKey(T,RLp, ,,DK;p|, ,7,5Tip|,_,,PP)
with the restrictions that SK;p|,_, was already created and ID|;_1 or one of its ancestor was not
revoked on time 7. Although we described this update key as a key query, we can assume that
all update keys for created private keys are broadcasted to .A.

e Decryption key: If it is a decryption key query for a hierarchical identity ID|; and time T,
then C gives a decryption key DK;p, by running DeriveKey(SK;p|,,UKjp|, , r,PP) with the
restriction that SKjp|, , was already created and ID;p|, is not revoked in UK;p,, | r-

e Revocation: If it is a revocation query for a hierarchical identity ID|; and time 7', then C updates
a revocation list RL;p), , by running Revoke(ID|i, T,RL;p|, ,,STip), ,) with the restriction: A
revocation query for ID|; on time T cannot be requested if an update key query for ID|; on the
time T was requested.

Note that we assume that update key, decryption key, and revocation queries are requested in non-
decreasing order of time.



3. Challenge: A submits a challenge hierarchical identity /D*|, = (I},...,I}), challenge time 7, and
two challenge messages M;, M with the following restrictions:

e If a private key query for ID|; € Prefix(ID*|;) was requested, then ID|; or one of its ancestors
must be revoked at some time 7 < T*.

e A decryption key query for ID|; € Prefix(ID*|;) on the challenge time 7* was not requested.

C flips a random coin u € {0,1} and gives the challenge ciphertext C
crypt(ID*|,, T*, M}, PP).

Tip+), 1+ 10 A by running En-

4. Phase 2: A may continue to request a polynomial number of queries subject to the restrictions of the
challenge step.

5. Guess: Finally, A outputs a guess ' € {0,1}, and wins the game if u = p’'.

The advantage of A is defined as Ad Rg',%?f” A(A) = |Pr[u = p'] — 3| where the probability is taken over
all the randomness of the experiment. An RHIBE scheme is AD-IND-CPA secure if for all probabilistic
polynomial-time (PPT) adversary .4, the advantage of A in the above experiment is negligible in the security
parameter A.

Remark 1. The stronger security model of RHIBE is the insider security model that considers internal
attackers. The insider security model of RHIBE was introduced by Seo and Emura [30]], and it allows the
exposure of state information in addition to the private key through the private key query. The security
model of RHIBE in this paper does not take into account the insider security since our RHIBE schemes do
not provide the insider security.

Remark 2. The RHIBE security model in this paper only considers the standard DKER property defined
by Seo and Emura [28]. Recently, a strong DKER property that allows an attacker to query a decryption
key with ID|; € Prefix(ID*|;) Nk < ¢ and T = T* was defined by Katsumata et al. [15]. Since our RHIBE
schemes in this paper do not provide this strong DKER property, we only consider the standard DKER
property in the RHIBE security model.

3 Revocable HIBE with Complete Subtree

In this section, we propose an RHIBE scheme via the complete subtree method and prove its adaptive
security under simple static assumptions.

3.1 Complete Subtree Method

The complete subtree (CS) method is a specific instance of the subset cover framework of Naor et al. [23].
We follow the definition the CS method in the work of Lee and Park [20].

CS.Setup(Nyax): Let Ny = 2" for simplicity. It first sets a perfect binary tree 57 of depth n. Each user is
assigned to a different leaf node in B7. The collection S is defined as {S;} where S; is the set of all
leaves in a subtree 7; with a subroot v; € 37 . It outputs the binary tree B7 .

CS.Assign(BT,v): Let v be a leaf node of B7 that is assigned to a user ID. Let (vg,,Vk,,...,Vk,) be the
path from the root node vy, = vy to the leaf node v;, = v. It initializes a private set PV as an empty
one. For all j € {ko,...,k,}, it adds S; into PV. It outputs the private set PV = {S;}.
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CS.Cover(BT,R): It first computes the Steiner tree ST . Let Ty, ,... T, be all the subtrees of B7 that
hang off STk, that is all subtrees whose roots vy, ,...vx, are not in ST g but adjacent to nodes of

outdegree 1 in STg. It initializes a cover set CV as an empty one. For all i € {ky,...,ky}, it adds S;
into CV. It outputs the cover set CV = {S;}.

CS.Match(CV,PV): It finds a common subset S; with S € CV and S; € PV. If there exists a common
subset, it outputs (S, Si). Otherwise, it outputs L.

The correctness of the CS scheme requires that if v ¢ R, then CS.Match(CV,PV) = (S, Sx) for the same
Sr where CV and PV are associated with R and v respectively.

Lemma 3.1 ( [23]). In the CS method, the size of a private set is O(10g Nyyqyx) and the size of a cover set is
O(r10g(Nyax /1)) where Ny is the maximum number of leaf nodes and r is the size of revoked users R.

3.2 Construction

To build an RHIBE-CS scheme, we follow the design strategy of Lee and Park [20]. That is, we construct an
RHIBE-CS scheme by combining HIBE and IBE schemes with special properties and the CS method. For
our construction, we use the LW-HIBE scheme in composite-order bilinear groups as the underlying HIBE
scheme for our RHIBE scheme. The LW-HIBE scheme has short ciphertexts similar to the BBG-HIBE
scheme [S]], but it is fully secure under static assumptions [21]. Lee and Park [20] also pointed out that the
BBG-HIBE scheme also can be used to build a selectively secure RHIBE scheme. Our RHIBE-CS scheme
is similar to that of Lee and Park [20] except that it uses composite-order bilinear groups and the underlying
HIBE and IBE schemes are replaced by the HIBE and IBE schemes of Lewko and Waters [21]. However,
we prove the adaptive security of our RHIBE scheme.

Let PRF be a pseudo-random function for C = {0,1}*, X = {0,1}*, and ) = Zy. Our RHIBE scheme
forZ =7Zn,V = Zy, and M € Gr is described as follows:

RHIBE-CS.Setup(ll,L,Nmux): Let A be a security parameter, L be the maximum depth of a hierarchical
identity, and N,,,, be the maximum number of users for each level.

1. It first generates bilinear groups G, G of composite order N = p; ppp3 where p1, p2, and p3 are
random primes. It selects random generators g1, g3 of G, , G, respectively.

2. It selects a random exponent ¢ € Zy and chooses random elements h,uy,...,ur,v,w € Gp,. It
outputs a master key MK = o and public parameters

PP = ((N,G,GT,e), g=2g1,Y =g3,huy,....u, v,w, Q:e(g,g)“,Nmax>.

We define F(ID|;) = (h[T¥_, u") for ID|y = (I1,...,I) and use the notation SKip|, = MK.

RHIBE-CS.GenKey(ID|i,ST;p|, ,,PP): LetID|, = (I1,...,Iy) € Z, be a hierarchical identity with k > 1
and STjpj, , be a state information.

1. If ST;p|, , is empty, then it obtains BT jp|,_, by running CS.Setup(N,qx) and selects a random
exponent f;p|, , € Zy and a PRF key z;p|, , € K. It sets STyp), , = (BT ip,_,»Biv|,_,» 20|, )-

2. Itassigns ID|; to arandom leaf node v € BT jp,_, and obtains a private set PV = {§;} by running
CS.Assign(BT p|,_,,V)-
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For each §; € PV, it proceeds as follows: It computes y; = PRF(z;p|, ,,L;) where L; = Label(S}).
It selects random r € Zy, Yo,Y1,Y2 k41, ..,Y21 € G, and creates an HIBE key

i r —r r L
SKuiBes; = (Ko =gVF(ID|,) Yo, Ky =gV, {Kz; = M,-Yz,i}i:kH)-
3. Finally, it outputs a private key SKjp|, = (PV, {SK[-[]BE./SJ.}SJEPV) where the master key part of
SKHIBE,S]- is Y-

RHIBE-CS.UpdateKey(T,RL1D|H 7DKID|1(,],T75TID|](,| ,PP): Let DKID‘k,l,T = (DKH[BE,DK[BE) be a de-
cryption key.

1. If ST;p|, , is empty, then it obtains BT jp|,_, by running CS.Setup(N,qx) and selects a random
exponent B, , € Zy and a PRF key z;p), , € K. It sets STyp|, , = (BT 1p|,_,:Biv}_,>2ip)_,)-

2. It derives the set of revoked nodes R at time 7" from RL;p|, , and obtains a cover set CV = {Si}
by running CS.Cover(B7 pj, ,,R).
For each S; € CV, it proceeds as follows: It computes %; = PRF(z;p|, ,L;) where L; = Label(S;).
It selects random r € Zy, Yy, Y1 € G, and creates an IBE key

SKipE.s; = (Uo = gl (o) Y, Uy = g*’Y1)-

3. Let DKpipe = (Do, D1,{D2,}) and DK;pg = (Vp, V1) where the master key parts are n and & — 1
respectively. It chooses a random exponent 1" € Zy and creates temporal blinded HIBE and IBE
keys

: L
TBKHiBe = (A6 =Dy-g", A} =Dy, {A/27i = D27i}i:k>
TBKpr = (36 =Vp-g Pk Bl = Vl)’
4. Next, it chooses random r', 1" € Zy, Y, Y{,Yy,,..., Y5, ¥(',¥]" € G, and randomizes blinded
HIBE and IBE keys

r —r / L
Buise = (Ao = Ay D1 ¥g, Ay = A7 g7 ¥, {doy = Ay ¥1, )
BK[BE = <B0 = B6 ' (VWT)’J/Y(;/’ B] = B’l . gir// N) .
5. Finally, it outputs an update key UK pj, , v = (CV.{SKise.s,}s,ccv. BKip,_, r = (BKnise, BKisE))

where the master key parts of SKipr 5., BKuipe, and BKjg are Bip|, |, — % n”,and ot — Bipj, ., —
n” for random 1" = 1 + N’ respectively.

RHIBE-CS.DeriveKey(ID|i, T,SKp|,,UKpj,_, r,PP): Let ID|y = (I1,...,I) with k > 0, SK;p|, = (PV,

{SKnipe s, }s;epv), and UKp|, | 7 = (CV,{SKpE s, }s.ecv, BKip|,_,.v) where BKp|, | 1 = (BKuisk,
BKigE).

If k=0, then SKjp|, = MK = ot and UK;p,_, r is empty. It proceeds as follows:

1. It first selects a random exponent 11 € Zy. It chooses random r,r € Zy, 0.1,Y21,...,»,
Y),Y] € G, and creates HIBE and IBE keys

_ L
DKnipe = (Do =g"(h)Yy, D1 =g "N, {D2; = usz,i}i:1>7

DKipg = (Vo = gafn(VWT)r/Yév Vi= gfr/Yll)‘
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2. It outputs a decryption key DKip,r = (DKHIBE,DKIBE).
If k > 1, then it proceeds as follows:

1. It first obtains (S;,S;) by running CS.Match(CV, PV). If it fails, it outputs L. It then retrieves
SKuise,s;, = (Ko, K1,{K>,}) from SK;p|, and SKjpg s, = (Uo,U;) from UKp),_,r where the mas-
ter key parts are % and B;p|, , — ¥ respectively.

2. Let BKuipe = (Ao,A1,{A2,}) and BK;gr = (Bo,B1) where the master key parts are 1) and & —
Bip), , — M respectively. It chooses a random exponent N’ € Zy and creates temporal HIBE and
IBE keys by combining the retrieved keys as

’ L
TDKyipe = (D = AoAk Ko+ 8", Dy = A, {Dh; = Aoikai}iy )

TDK g = (V(; —BoUp-g ", VI = BlUl).

3. Next, it chooses random r,7’ € Zy, 0.1, Y2 441,.... 121, Yé,Yl’ € G, and creates randomized
HIBE and IBE keys

_ L
DKy = (Do = Dy FUIDI) Yo, Dy = Dl-g ", {Day=Dhw¥ar}i )
DK = (Vo= Vi () ¥g, Vi = V{-g"Y]).
4. Finally, it outputs a decryption key DKjp|, r = (DKHIBE,DKIBE) where the master key parts of
DKpypr and DKjpp are " and o — 1" for random 1" = 1 + ¥ + n’ respectively.

RHIBE-CS.Encrypt(ID|;, T,M,PP): Let ID|; = (I,...,I;) € T' be a hierarchical identity with £ > 1. It
first chooses a random exponent ¢ € Zy and creates HIBE and IBE ciphertext headers

CHyipe = (CO =¢,C = F(1D|é)z)7 CHpr = (EO =g, E = (VWT)I)'

It outputs a ciphertext CTjp|, 7 = (CHHIBE,CHIBE,C = ~M).

RHIBE-CS.DCCI‘ypt(CT,D‘hT,DK,D/‘,“T/,PP): Let CTID\hT = (CHH]BE,CHIBE,C) and DKID’|k,T’ = (DKHIBEa
DK;pr) where CHypg = (Co,C1), CHipg = (Eo, E1), DKpipe = (Do, D1,{D2,}), and DKjpe = (Vo, V1).
From the ciphertext header and the decryption key, it computes two session keys as

/
EKuise = e(Co,Do [] D) -e(C1,D1), EKige = e(Eo,Vo) - e(E1, V).
i=k+1
It outputs a decrypted message M = C- (EKype - EKjpe) .

RHIBE-CS.Revoke(ID|,T,RLp),_,,ST;p|,_,): If ID| is not assigned in BT p, ,, then it outputs L. Oth-
erwise, it updates RL;p|, , by adding (ID|;,T) to RL;pj, ,.
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3.3 Correctness

Let SK;p|, = (PV,{SKnuiprs,}) be a private key generated by the GenKey algorithm. The HIBE key
SKuigEe s; is similar to the private key of LW-HIBE except that the master key part is ¥;. Let UKjp|, , 7 =
(CV,{SKipe s, },BKp|, , 7 = (BKuise,BKipE)) be an update key generated by the UpdateKey algorithm.
The master key part of SKjpg s, is ﬁID|k—1 — %. The master key parts of BKypr and BKjgg are 1" and
a—Bmpy, — n” respectively since the master key parts of DKy g and DKgg are 11 and o — 1, and expo-
nents 17’ and —f;p|, , —n’ are added to the temporal keys.

We show that a decryption key DKjp|, r generated by the DeriveKey algorithm is correctly derived
from SK;p|, and UK,p|, , r. If (ID|x,T") & RL;p,_, for all 7" < T, then the master key parts of SKy;sE s,
and SKjpg s, are associated with ¥ and B;p|, , — ¥ since these keys are related to the same tree node by
the correctness of the CS scheme. The master key parts of BKy;pr and BK;pr are associated with 17 and
o — B,D| .., — M. Thus, the master key part of TDKppr and TDKjpg are associated with n + v + n’ and
(& —=Bip,_, — M)+ (Bip|,_, — %) — N’ = a—n—%—n' respectively. Since the master key parts of DKppe
and DKjgg are same with that of TDKy;pr and T DK g, two master key parts of DKy pr and DK;gg are "
and o — 1" for some random 7" respectively.

Next, we show that an original message M outputted by the Decrypt algorithm is correctly derived
from CTIDV,T = (CHHIBE7CHIBE) and DKID’\k,T’ = (DKHIBE7DKIBE)- If ID/|k S PI‘eﬁX(ID‘g), then a partial
session key EKpjpE is correctly derived by the following equation

Va
e(Co,Do [] D%,)-e(Ci,D1) =e(g'.g")-e(g',F(ID|¢)") - e(F(ID|)',g™") = e(g,g)""
i=k+1

If 7" = T, then another partial session key EK;pg is correctly derived by the following equation

e(Eo,Vo)-e(E1,Vi) = e(g % " (") o) -e((vw" ) g7 1) = elg.g) ™)

By multiplying two partial session keys, we have e(g, g)'*.

3.4 Security Analysis

To prove the adaptive security of our RHIBE-CS scheme, we use the dual system encryption proof technique
of Lewko and Waters [21]]. As mentioned before, we simply cannot change normal private keys and normal
update keys into semi-functional keys one by one through hybrid games. Instead, we divide private keys
and update keys into small component keys and these small component keys are grouped together if they
are related to the same node in a binary tree. The security proof is described as follows.

Theorem 3.2. The above RHIBE-CS scheme is AD-IND-CPA secure if the SD, GSD, and ComDH assump-
tions hold.

Proof. We first define the semi-functional type of HIBE private keys, HIBE ciphertext, IBE private keys,
and IBE ciphertexts. For the semi-functional type, we let g» denote a fixed generator of the subgroup G, .

HIBE.SK-SF1. Let SKj;;5; = (Kj,K{,{K5,;}i;,,) be a normal HIBE key for ID|;. It chooses random
exponents ao,bo,{zi}f:k 41 € Zy and outputs a semi-functional-typel HIBE key SKpyipr = (Ko =

—b bozi\ L
KéggovKl = K{g2 ‘ {KZJ = Kﬁ,z’gzoz }i:k+l)'
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HIBE.SK-SF2. Let SKy;5; = (Kj, K, {K3;}%, ) be a normal HIBE key. It chooses a random exponent

ap € Zy and outputs a semi-functional-type2 HIBE key SKpjpr = (KO = K\¢5" . Ki = K|, {KZJ =
L
Ky ibiiger)-

HIBE.SK-SF. Let SKj;;p; = (K, K{,{Kj} ;}/;,,) be a normal HIBE key. Let & € Zy be a fixed random
exponent that will be defined in RHIBE. It outputs a semi-functional HIBE key SKyjpr = (KO =

Kje2 Ky = K| {Kai = Kb }i ()

HIBE.CH-SF. Let CH}, 5 = (C}),C}) be a normal ciphertext. It chooses random exponents ¢, dy € Zy and

outputs a semi-functional ciphertext CHype = (Co = C)g5,C1 = C; ggd").

Note that if a semi-functional-typel HIBE ke); are used to decrypt a semi-functional HIBE ciphertext, then
an additional random element e(gz,gz)c(“ﬁzi':kﬂbozl”"*b‘)d()) is left. If ap + Zf:k +1bozil; = body, then this
HIBE key is nominally semi-functional-typel.

IBE.SK-SF1. Let SK;z, = (Uj,U;) be a normal IBE key for 7. It chooses random exponents a;,b; € Zy

and outputs a semi-functional-typel IBE key SK;pr = (Up = Ujg5',U; = U|g, b ).

IBE.SK-SF2. Let SKjz, = (Uj,U{) be a normal IBE key. It chooses a random exponent a; € Zy and
outputs a semi-functional-type2 IBE key SK;pr = (UO =Ugs" Ui =U {)

IBE.SK-SF. Let SK}z, = (U},U]) be a normal IBE key. Let §; € Zy be a fixed random exponent that will

be defined in RHIBE. It outputs a semi-functional IBE key SK;pg = (Uo = Uégg' U =U 1’ )

IBE.CH-SF. Let CHjp, = (Ej,E}) be a normal ciphertext. It chooses random exponents ¢,d; € Zy and

outputs a semi-functional ciphertext CH;pg = (Eo =E(g5.E1 = E| ggd] )

Note that if a semi-functional-typel IBE key is used to decrypt a semi-functional IBE ciphertext, then an
additional random element e(gz,gz)c(”‘*b‘d‘) is left. If a; = b1d, then this IBE key is nominally semi-
functional type-1.

We now define the semi-functional types of private keys, update keys, decryption keys, and ciphertexts
in RHIBE by using the semi-functional HIBE and IBE types.

RHIBE-CS.SK-SF. To generate a semi-functional private key, it proceeds as follows.

1. It first creates a normal private key SKI’D‘k = (PV, {SK;-IIBE,SJ-}S_/EPV) by using MK where each
SKI’HBE’SJ_ is a normal HIBE key.

2. For each §; € PV, it fixes a random exponent ;o € Zy once for §; € BT p, , and converts
SKy, 18E,s, to a semi-functional HIBE key SKppE s; With the exponent ;0.

3. It outputs a semi-functional private key SK;p|, = (PV, {SKH[BE7Sj}Sj€PV).
RHIBE-CS.UK-SF. To generate a semi-functional update key, it proceeds as follows.

1. Itfirst creates a normal update key UK, 7= (CV {SKgp g }s.ecv,BK)p, | = (BKppe, BK|p))
by using MK where BK}; gy is a normal HIBE key, BKjp and SKj;, ¢ are normal IBE keys.

2. For each S; € CV, it fixes a random exponent J;; € Zy once for S; € BTID|k71 and converts
SK I’BE. s toa semi-functional IBE key SKiBE s, with the exponent &; ;.
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Table 2: Hybrid games from Gy to Gg

Game CT = SK = UK = DK =
(CHuipe,CHigE,C) ({SKuipe}) ({SKipe}, BKHipE, BK1BE) (DKu1gEe, DKipE)
Go (N, N, N) N} (NLN,N) (N, N)
G, (N, N, N) {NDH {N}LN,N) (N, N)
G2 (SE, SE N) N} {NLN,N) (N, N)
G3 (SE, SE, N) ({SF}) ({SF}, N, N) (N, N)
Gy (SF, SF, N) ({SF}) ({SF}, SE, SF) (N, N)
Gs (SE, SE, N) ({SF}) ({SF}, SE, SF) (SF2, SF2)
Gs (SE, SE, R) ({SF} ({SF}, SE, SF) (SF2, SF2)

We use symbols N for normal, SF2 for semi-functional-type2, SF for semi-functional, and R for random.

3. It chooses a random exponent ap € Zy and fixes a random exponent a;p|,_, € Zy for BT p,_,-
It converts BK}; ;3 to a semi-functional HIBE key BKp g with the exponent ag. It also converts
BKjpg 7 to a semi-functional IBE key BKjpr with the exponent a;p), | —ao. It sets a semi-
functional BKID\k,],T = (BKHIBEvBKIBE)'

4. It outputs a semi-functional update key UKjp|, , 7 = (CV7 {SKIBES,-}S,ECVaBKID\k,l,T)-
RHIBE-CS.DK-SF. To generate a semi-functional decryption key, it proceeds as follows.

1. It first creates a normal decryption key DK;D|,< r = (DKypp, DKjpr) by using MK where DKy p

is a normal HIBE key, DK} is a normal IBE key.

2. It chooses random exponents dag,a; € Zy. It converts DK};;pe to a semi-functional-type2 HIBE
key DKppr with the exponent ag. It also converts DKjp, to a semi-functional-type2 IBE key
DK;pr with the exponent a;.

3. It outputs a semi-functional decryption key DK|p, r = (DKuipe, DKiE).
RHIBE-CS.CT-SF. To generate a semi-functional ciphertext, it proceeds as follows.

1. It first creates a normal ciphertext CTjp, ;- = (CHpypg; CHjpg,C') where CTjpp is a normal

HIBE ciphertext, CT}p is a normal IBE ciphertext.

2. It chooses random exponents c,dy,d; € Zy. It converts CH, ;1 to a semi-functional CHygg

IBE ID;
with the exponents ¢, dy. It also converts CH/, to a semi-functional CH;gg 7 with the exponents

C,dl.

3. It outputs a semi-functional ciphertext CTjp), 7 = (CHypg,CHipg,C').

The security proof consists of a sequence of hybrid games Gg,Gy,...,Gg. The first game will be the
original security game and the last one will be a game in which an adversary has no advantage. The structure
of games is given in Table[2] We define the games as follows:

Game Gy. This game is the original security game. In this game, all private keys, update keys, decryption
keys and the challenge ciphertext are normal.
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Game G;. In the game G|, the PRFs that are used in the generation of private keys and update keys are
changed to be truly random functions.

Game G;. In this game, the challenge ciphertext is changed to be semi-functional. All other keys are still
normal.

Game G3. Next, we define a new game G3. In this game, all private keys and all update keys (except
blinded keys in update keys) are changed to be semi-functional. The process of changing from the
game Gy to the game G3 is the essential part of this security proof and it consists of very complex
steps.

To play this game, we notice that a private key consists of many HIBE private keys associated with
binary tree nodes, and an update key is also consists of many IBE private keys associated with binary
tree nodes. Thus, we define a number of sub-games related to tree nodes, and we change HIBE private
keys and IBE private keys associated to the same tree node from the normal type to the semi-functional
type in one sub-game for each tree node. Note that an HIBE private key (or an IBE private key) cannot
be directly converted into a semi-function key at once, but additional sub-games that convert a normal
key into semi-functional-typel, semi-functional-type2, and semi-functional key are required. The
detailed definition of these sub-games is given in Lemma3.5]

Game G4. This game Gy is similar to the game G3 except that the remaining blinded keys in update keys
are changed to be semi-functional.

Game Gs. In this game G5, the remaining decryption keys are changed to be semi-functional. In this game,
all private keys, update keys, decryption keys, and the challenge ciphertext are now semi-functional.
To play this game, we define additional sub-games to change normal decryption keys to semi-function
decryption keys one by one. A more detailed definition of these sub-games is given in Lemma3.8]

Game Gg. In the final game Gg, the session key in the semi-functional challenge ciphertext is changed to
be random. In this game, the adversary cannot distinguish the challenge messages since the session
key is random.

Let Advf( be the advantage of A in the game G ;. We have that Ad Rg}g\g?fp AR = Advjo, and Advff =0.

From the following Lemmas 3.3] [3.4] 3.5 [3.7, [3.8] and[3.11] we obtain the equation

6
AdviREPEPA () < Y [Advy ™ — Adv
=1
< O(gsk + que) AdVERE (L) + AdviP (A )+
O(C]sk 1Ogjvmax + QuicVmax log Nopax + Qdk)AdVgSD ()L) + AdvgomDH (l)

where g, gk, and ggy are the number of private key, update key, and decryption key queries respectively.
This completes the proof. O

Lemma 3.3. If the PRF is secure, then no probabilistic polynomial-time (PPT) adversary can distinguish
Gy from G with a non-negligible advantage.

Proof. This proof of this lemma is relatively straightforward from the security of PRF. That is, we can
use additional hybrid games that change a PRF to a truly random function. Note that there are at most
O(qsk + qur) number of binary trees in the security proof where gy is the number of private key queries and
quk 1s the number of update key queries. We omit the detailed proof. O
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Lemma 3.4. [f the SD assumption holds, then no PPT adversary can distinguish G, from G, with a non-
negligible advantage.

Proof. Suppose there exists an adversary A that distinguishes G from G, with a non-negligible advantage.
A simulator B that solves the SD assumption using .4 is given: a challenge tuple D = ((N,G,Gr,e),g1,83)
and Z where Z = Zy = X; € G, or Z=Z; = XiR| € G, ,,. Then B that interacts with A is described as
follows:

Setup: B first chooses random exponents n “17 Lup v owa e ZN It sets MK = o and publishes PP =
((N,G,Gr,e),g=81,Y =g3,h=g" uy =g",... .up =g,v=¢" . w=g",Q=e(g,9)%).

Phase 1: B creates normal keys by running normal algorlthms except that each y; is randomly chosen in Zy
instead of calculating it by running PRF.

Challenge: For challenge /D*|; and T*, B builds CHppg = (Co = Z,Cy = (Z)h’+2§:] il ) and CH g =
(Eo =Z,E = (Z)V’“V/T*). Next, it flips a random coin pu € {0,1} and creates a challenge ciphertext
CTI*D*\ T = (CHH[BE,CH]BE,C = e(Z,g)“ M‘Z)

Phase 2: Same as Phase 1.

Guess: A outputs a guess u’. If = p’, then BB outputs 1. Otherwise, it outputs 0.

If Z = Zy = Xi, then the simulation is the same as G;. If Z = Z; = X Ry, then it is the same as G,
since the challenge ciphertext is semi-functional by implicitly setting dy = h’ + Zle Wl mod p, and d; =
v +w'T* mod p,. Note that dy and d; are random since /', u},...,u;,V,w modulo p; are not correlated
with their values modulo p; by the Chinese Remainder Theorem (CRT). This completes our proof. O

Lemma 3.5. If the GSD assumption holds, then no PPT adversary can distinguish G, from Gz with a
non-negligible advantage.

Proof. For the proof of this lemma, we cannot use simple hybrid games that change a normal private key
(or normal update key) to a semi-functional private key (or semi-functional update key) one by one since the
adversary of RHIBE can query a private key for ID|; € Prefix(ID*|;) and an update key for 7= T*. Note that
these normal keys cannot directly converted to semi-functional keys since an information theoretic argument
cannot be used. To solve this problem, we use the restriction that a private key for ID|; € Prefix(ID*|)
should be revoked in an update key for the time T = T* as mentioned in Section

We first divide each private key and update key into small HIBE keys and IBE keys. Recall that a private
key SK;p), consists of many HIBE keys and an update key UK;p), , r consists of many IBE keys and a
blinded key where each HIBE key (or an IBE key) is associated with a node v; (or a subset S;) in BT,D‘ 1
Next, HIBE keys and IBE keys that are related to the same node v; in B7p), , are grouped together. To
uniquely identify a node v; € BT jp|, ,, we define a node identifier NID of this node as a string ID|;||L;
where L; = Label(S;). To prove this lemma, we change normal HIBE keys (or normal IBE keys) that are
related to the same node identifier NID into semi-functional HIBE keys (or semi-functional IBE keys) by
defining additional hybrid games. This additional hybrid games are performed for all node identifiers that
are used in the key queries of the adversary.

For additional hybrid games that change HIBE keys (or IBE keys) that are related to the same node
identifier NID = ID|;_||L; from normal keys to semi-functional keys, we need to define an index pair
(in, ic) for an HIBE key (or an IBE key) that is related to the node v; € BT jp|, , where i, is a node index and
i is a counter index. Suppose that an HIBE key (or an IBE key) is related to a node NID. The node index
i for the HIBE key (or the IBE key) is assigned as follows: If the node v; € BT jp|, , with a node identifier
NID appears first time in key queries, then we set i, as the number of distinct node identifiers in previous
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Table 3: Hybrid games from G; to G3

SKuipe € SK or SKjpg € UK with an index (ip, i)

Game
i =1 i, =2 i=h—1 i =h in = qn

G N N

20 N N N
G2, SF N
Gop SF SF SF N N
Gay SF SF - SF SF - N
Gy, SF SF . SF SF o SF

We use symbols N for normal and SF for semi-functional.

key queries plus one. If the node identifier NID already appeared before in key queries, then we set i, as the
value i, of previous HIBE key (or IBE key) with the same node identifier. The counter index i, of an HIBE
key is assigned as follows: If the node identifier NID appears first time in HIBE keys, then we set i, as one.
If the node identifier NID appeared before in HIBE keys, then we set i, as the number of HIBE keys with
the same node identifier that appeared before plus one. Similarly, we assign the counter index i. of an IBE
key.

For the security proof, we define a sequence of additional hybrid games Gy 1,...,Go4,...,G2 4, tO
change HIBE private keys (or IBE private keys) from normal to semi-functional one by one where G, = G2,
G3; = G2 ,, and g, is the number of all node identifiers that are used in HIBE keys of private keys and IBE
keys of update keys. The structure of hybrid games is given in Table [3| In the game G, for 1 < h < gy,
the challenge ciphertext is semi-functional, HIBE keys and IBE keys with a node index i, < h are semi-
functional, the remaining HIBE keys and IBE keys with a node index i, > h are normal, and all blinded keys
in update keys are still normal.

Let Advf{ be the advantage of A in the game G ;. From the following Lemma we have the following
equation

4n
Advff - AvaG43 < Z ‘Adviz""l — Advff"'} < O(qsx 108 Nynax + Q¥ max 102 Nyt ) AAVESP (L)
h=1

where gy and g, are the number of private key and update key queries respectively. This completes the
proof. O

Lemma 3.6. If the GSD assumption holds, then no PPT adversary can distinguish G j,_1 from Gy, with a
non-negligible advantage.

Proof. We first divide the adversaries into two types based on the behavior of adversaries on the node index
h: Type-h-1 and Type-h-11. Let ID*|; be the challenge hierarchical identity and 7* be the challenge time. For
the node index %, an adversary can query HIBE keys for all /D or it can query HIBE key at least one /D.
The adversary types are formally defined as follows:
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Table 4: Hybrid games from G, ;1 to G, for Type-h-I

SKype With an index (/’l, ic) SK;ge with
Game
i.=1 i.=2 io =he e =qc an index (A, i.)

Hj» N
H, SFI N N N N
H, SF2
Hy 12 N
H, SF2 SE2 .. SFI " N N
H;, » SF2
Hy 12 N
Hy 1 SF1
H, > SF2 SF2 . SF2 . SF2 N
Hy SF1/
H, SF
H), SF2 N

/1 1 SFl’ N

/’ SF ... SF ... SF

12 SF N
H’ SF SF

We use symbols N for normal, SF1 for semi-functional-typel, SF2 for semi-functional-type2, SF1’ for semi-
functional-typel with an additional 8, and SF for semi-functional.

Type-h-I. An adversary is Type-h-1 if all HIBE keys with the node index 4 satisfy ID|; ¢ Prefix(ID*|;) and
at least one IBE key with the node index / satisfies T = T*.

Type-h-11. An adversary is Type-A-1I if all IBE keys with the node index & satisfy T # T*. In this case,
at least one HIBE key with A satisfies ID|; € Prefix(ID*|y), or all HIBE keys with & satisfy ID|; ¢
Prefix(ID*|).

These two types cover all possible strategies of adversaries related to the node index / since the remaining
case of at least one HIBE key satisfies ID|; € Prefix(ID*|;) and at least one IBE key satisfies T = T* does
not occur by the restriction of the security model. Note that Type-/-1 and Type-h-11 adversaries only check
the conditions of the HIBE keys and IBE keys related to the node index %, and do not check the conditions
of other node index. Thus, if the node index £ is given, then there are only two possible types of adversaries.

We next show that this lemma holds for two types of the adversary. To guess the type of the adversary, we
can simply toss a coin since there are only two types for the node index 4. If an adversary is Type-A-1, then
all HIBE keys with the node index % are changed to be semi-functional through hybrid games by using the
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restriction ID|; & Prefix(ID*|,). After that, the remaining IBE keys with 4 are change to be semi-functional.
Note that there is no paradox of the dual system encryption when the remaining IBE keys are changed since
HIBE keys are already semi-functional. If an adversary is Type-A-11, then all IBE keys with % are changed
to be semi-functional by using the restriction 7 # T* and then the remaining HIBE keys are changed to be
semi-functional.

For the Type-h-1 adversary A;, we define hybrid games H; |, H;»,...,H, 1,H, z,Hq 1qu 25 H’l s
H) ,,H" where Gy ,1 = Hop, Hy 2 = H) 15, H' = Gy, and ¢, is the maximum number of HIBE keys
for the node index A. The structure of hybrid games is given in Table ] These games are formally defined
as follows:

Game H), ;. This game Hj, ; for 1 < h, < g, is almost the same as G, ;1 except the generation of HIBE
keys and IBE keys with the node index 4. An IBE key with an index pair (4, i) is generated as normal.
An HIBE key with an index pair (h, i) is generated as follows:

e i. <h,: It generates a normal SK},, 5. s; and converts this key to a semi-functional-type2 SKysE s,
by selecting a new random exponent ag € Zy.

e i. = h: It generates a normal SK},,5p s; for S and converts the key to a semi-functional-typel
SKnie.s; by selecting new random exponents ag, bo, {zi} € Zn.

e i. > h.: It simply creates a normal HIBE key.

Recall that if ag + Zf:k 11 bozil; = bodp, then this HIBE key is nominally semi-functional-typel where
dy is the exponent of the challenge HIBE ciphertext.

Game Hj,_>. This game Hj,_» is almost the same as Hj,_; except that the HIBE key for the index pair
(h,i, = h.) is generated with by = 0. That is, this HIBE key is generated as semi-functional-type2. In
the game Hy, », all HIBE keys with the node index h are semi-functional-type2, but all IBE keys with
the node index # are still normal.

Game Hh 1+ This game Hh | is almost the same as Hj,_; except the generation of an HIBE key with an
index pair (h,i. > h.). This HIBE key is generated as follows:

® ic = he: It first generates a semi-functional-typel SK pp s, = (Ko, K, {K3;}) as the same as
H;, | with random exponents ag,bo, {z;}. Let §;0 € Zy be a random exponent Wthh is fixed
for the subset §;. It creates a semi-functional-typel HIBE key SKuipe.s; = (KO = Kog2 JKi =
K {K2; = K3 }}).

e i. > h,: It generates a semi-functional HIBE key with a fixed exponent §; o which is chosen for
the subset §;.

Game H), ,. This game Hj, , is almost the same as Hj, ; except that the HIBE key with the index pair
(hyi. = h) is generated with by = 0. In the game H ,, all HIBE keys with the node index A are
semi-functional where a fixed 9, is used for a subset S‘,, but all IBE keys with the node index & are
still normal.

Game H". This game H” is the same as G ;. Compared to the game Hj ,, all normal IBE keys with the
node index & are changed to be semi-functional by using a fixed 6; | for a subset S;.
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Let Advﬁl be the advantage of A; in a game H;. From the following Lemmas |3.12|, |3.13l, |3.14L |3.151,
and [3.16] we obtain the following equation

Ho 2 HhL 12 Hh

s

Adv , — Adv? Al < Z | Adv —Adv, Z ’ Advy Hhcl VI.:Z;CZ

he=1 he=1

+

3 [Adv2 - adyer 1Y Adye - Adye
he=1 he=1

< 0(q.)AAvEP ().

+|Adv - AavH]

For the Type-h-Il adversary Ay, we define hybrid games Iy 1,11 2, ., g 1,15, 2,11, T o500, 1) 1,10 5,17
where G2 ;1 = Ip, "= G2, and g, is the maximum number of IBE keys for the node index A. These
games are formally defined as follows:

Game I, ;. This game I;_; for I < h. < g, is almost the same as G ,_; except the generation of HIBE
keys and IBE keys with the node index 4. An HIBE key with an index pair (h,i.) is generated as
normal. An IBE key with an index pair (A,i.) is generated as follows:

e i. < h: It generates a normal SKjp, s, and converts this key to a semi-functional-type2 SKjg s,
by selecting a new random exponent a; € Zy.

e i. = h.: It generates a normal SK’ ,’BE_ s; and converts this key to a semi-functional-typel SKjp s,
by selecting new random exponents ay, b € Zy.

e i. > h.: It simply creates a normal IBE key.

Recall that if a; = b,d, then this IBE key is nominally semi-functional-typel where d; is the exponent
of the challenge IBE ciphertext.

Game I;,_,. This game I, > is almost the same as I, except that the IBE key for the index pair (h,i. = h,)
is generated with b1 = 0. That is, this IBE key is generated as semi-functional-type2. In the game
I, 2, all IBE keys with the node index & are semi-functional-type2, but all HIBE keys with the node
index h are still normal.

Game I;lﬁl . This game I;im] is almost the same as I;,_; except the generation of an IBE key with an index
pair (h,i. > h.). This IBE key is generated as follows:

e i. = h.: It first generates a semi-functional-typel SK;BE’S,, = (U}, U7) as the same as I, with

random exponents a;,b; € Zy. Let §;; € Zy be a random exponent fixed for the subset S;. It

creates a semi-functional-typel IBE key SKjgg s, = (UO = Uégg‘ U = Ul’)

e i. > h.: It generates a semi-functional IBE key with a fixed exponent §;; which is chosen for
the subset S;.

Game I} ,. This game I} , is almost the same as I, ; except that the IBE key with the index pair (A, i = k)
is generated with b; = 0. This modification is similar to the game Ih - In the game I 2. all IBE keys
with the node index / are semi-functional where a fixed &; ; is used for a subset S, but all HIBE keys
with the node index /4 are still normal.

Game I”. This game I” is the same as G, ;. Compared to the game I ,, all normal HIBE keys with the
node index & are changed to be semi-functional by using a fixed ;o for a subset S;.
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Let Advfa” be the advantage of A;; in a game I;. From the following Lemmas |3.17L |3.18L |3.19l, |3.201,
and [3.21] we obtain the following equation

AdV'y —Advly, < Z Adv 12— Adv | +

Zl Adv'y! — Aavi? |+

Z |Adv hf“z Adv
he=1

< 0(qc)Adv3P ().

7L‘ ic 1”
et _ Ady j4” +\Adv —Advy |

This completes our proof. O

Lemma 3.7. If the GSD assumption holds, then no PPT adversary can distinguish Gz from G4 with a
non-negligible advantage.

Proof. Suppose there exists an adversary .A that distinguishes Gz from G4 with a non-negligible advantage.
A simulator 5 that solves the GSD assumption using A is given: a challenge tuple D = ((N,G,Gr,e),
81,83, X1R1,R,Y1) and Z where Z = Zy = X, Y, or Z = Z) = X, R3Y,. Then B that interacts with A is described
as follows:

Setup: B first chooses random exponents H ul, Lup v owae ZN It sets MK = o and publishes PP =
((N,G,Gr,e),g =g1,Y = g3,h =g" ,uy = g" =g v=g" w=g", Q=e(g,8)%).

Phase 1: For each query, B proceeds as follows. If this is a private key query, then it creates a semi-
functional one by using R,Y;. That is, for each §; € PV, it builds a normal HIBE key and converts it to a
semi-functional HIBE key by raising a fixed random exponent §; € Zy to R>Y.

If this is an update key query for ID|;_; and T, then it creates each component as follows:

e It first fixes a random exponent B;p|, , € Zy for BT p),_,-

e Foreach §; € CV, it builds a normal IBE key by using B;p|, , and converts it to a semi-functional IBE
key by raising a fixed random exponent &; ; to R,Y}.

e Next, it chooses random 1',r',r" € Zy, Y, Y{,{¥s ;}i_ i, 1, ¥, Y{" € G, and builds

i=k+1°
BKuse = (Ao = (2)VF(ID|1) Y5, A1 = g " Y] {As; = u} V3 ),
BKjpp — (BO — g% (Z)—ﬂmhﬁl—n (VWT)rHYé/,Bl _ g_r'/Yl//)_
It creates a semi-functional blinded key BK;p,, , 7 = (BKuipr, BKipE)-

If this is a decryption key query, then it creates a normal one by using MK.
Challenge: For challenge ID*|; and T*, B builds CHyge = (CO =XiR|, C| = (XlRl)huer:l“;Ii*) and
CHipg = (Ey = XiR1, E| = (X1R1)V/+W/T*). Next, it flips a random coin u € {0,1} and creates a semi-
functional CTID*\[,T* = (CHH[BE,CH]BE,C = e(XlRl,g)O‘ M‘Z)
Phase 2: Same as Phase 1.
Guess: A outputs a guess u’. If 4 = ', then B outputs 1. Otherwise, it outputs 0.

If Z =7y = X,Y,, then the simulation is the same as G3 since all blinded keys are normal. If Z =7, =
X,R3Y,, then the simulation is the same as G4 since all blinded keys are semi-functional by implicitly setting
ap = cn’ mod p; and a;p,_, —ao = —cPip|,, —cn’ mod py where ¢ = log,, (R3). In this case, the random
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Table 5: Hybrid games from G4 to Gs

DK = (DKHIBEaDKIBE) with an index iy

Game
ig=1 iy=2 iy=hys—1 ig=hy ig=qak

Joo (N, N) (N, N)
Ji (SF1, SF1) (N, N) (N, N) (N, N) (N, N)
Jio (SF2, SF2) (N, N)
Jny—1,1 (SF1, SF1) (N, N)

_ SF2, SF2 N, N
o2 spospy sasky L. ¢ ) (NN (N, N)

SF1, SF1
Tha. (SF2.SF2) )
2 (SF2, SF2)
| P (SF1, SF1)
(SF2, SF2) (SF2, SF2) .. (SF2, SF2) (SF2, SF2) .

Jou (SF2, SF2)

We use symbols N for normal, SF1 for semi-functional-typel, and SF2 for semi-functional-type?2.

n’ is fresh one for each blinded key and two random values 17’ mod p, and Bip|,_, mod p are independent
of their values in modulo p; by CRT. Note that there is no paradox of dual system encryption since HIBE
keys in a private key and IBE keys in an update key are already semi-functional. O

Lemma 3.8. If the GSD assumption holds, then no PPT adversary can distinguish G4 from Gs with a
non-negligible advantage.

Proof. For the security proof, we define a sequence of hybrid games Gy4,1,G42,...,G44, Where G4 = Gy
and g4y is the number of decryption key queries. The structure of hybrid games is given in Table[5] In the
game Gy p, for 1 < hy < gu, all private keys, all update keys, and the challenge ciphertext are generated as
semi-functional, but decryption keys are generated as follows: The first #; decryption keys are generated as
semi-functional and the remaining decryption keys are generated as normal.

To show that an adversary cannot distinguish Gy 5,1 from Gy ;,,, we additionally define games Jj,, 1,J5, 2
where Jj,, > = G4 5,. These games are defined as follows:

Game J;, 1. This game is almost similar to the game G4 j,—1 except the generation of h4th decryption key.
Let DKy pp = (Dgy, Dy, {D},}) be a normal HIBE key and DKjp; = (V;,V/) be a normal IBE key.
The h4th decryption key consists of a semi-functional-typel HIBE key DKupr = (Do = D(,g5°,D1 =
D g, {Dy; = D’zjigg"z’}) and a semi-functional-typel IBE key DKjpr = (Vo = V{gs',Vi = V/g; ")
where ag, by, {z;},a1,b; are random exponents in Zy.

Game J;, >. In this game, the HIBE key and IBE key in the h,th decryption key is changed to be semi-
functional-type2. Recall that a decryption key is semi-functional if HIBE key and IBE key are semi-
functional-type2. It is obvious that J;, » = G4 .
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Note that if a semi-functional-typel decryptlon key is used to decrypt a semi-functional challenge ciphertext,
then a random element e(gz,gz)c(”‘)*): 1 bozilitar—bodo—b1d1) ig 1eft where dp,d; are random exponents in
semi-functional CHypg, CH;pg respectively. If ag+ Zi:k 11bozili +ay = bodp + bid; mod p;, then this
decryption key is nominally semi-functional-typel.

Let Advﬁ”‘[ be the advantage of A in the game Jj,,;. We have that Advj“ = Advﬁ‘2 and AvaG45 =
Advff{"k’z. From the following Lemmas and , we obtain the following equation

AdvG - A0 < ¥ (|Aavi ' aavie |+ A - Adv]) < 0l AdYEP(A).
hg=1

This completes our proof. O

Lemma 3.9. If the GSD assumption holds, then no PPT adversary can distinguish Jj,,_1 > from Jy, 1 with a
non-negligible advantage.

Proof. Suppose there exists an adversary A that distinguishes Jj,,—1 > from Jj, | with a non-negligible advan-
tage. A simulator B that solves the GSD assumption using .4 is given: a challenge tuple D = ((N,G,Gr,e),
81,83, X1R1,R,Y) and Z where Z = Zy = X, Y, or Z = Z; = X,R3Y,. Then B that interacts with A is described
as follows:

Setup: B first chooses random exponents n ul, Lup v owa e ZN It sets MK = o and publishes PP =
((N,G,Gr,e),g=g1,Y =g3,h=g" uy = g =g v=g" w=g", Q=e(g,8)%).

Phase 1: For each query, B proceeds as follows. If this is a private key (or update key) query, then it creates
a semi-functional one by using MK and R;,Y].

If this is an h4th decryption key query for ID|; and T, then it handles this query as follows:

e j < hy: It creates a semi-functional decryption key by using MK and R,Y;.

e j=hg: It chooses random ', 7', r" € Zy, ¥, Y], {Y2’ Yy, Y!" € G, and builds

i=k+1°

DKyipe = ( =(Z ) R ) Y,D1 = (Z)_r/Ylla{Dz,i = (Z)u;r/Y2,7i}z'L:k+1)7
DKIBE_ (V =g (Z) TI+(V+WT);«N ()//,V _( ) r//Yl")‘

It creates a decryption key DKjp, 7 = (DKnipe, DKiE ).

e j > hy: It creates a normal decryption key by using MK.

Challenge: For challenge ID*|; and T*, B builds CHypr = (Co = X|R;,C| = (XlRl)h'*Xf:luﬁli*) and
CHipg = (Ep = X1R1,E| = (XlRl)V/JFW/T*). Next, it flips a random coin u € {0,1} and creates a semi-
functional CTID*\/,T* = (CHH]BE,CH]BE,C = e(XlRl,g)“ M:L)

Phase 2: Same as Phase 1.

Guess: A outputs a guess p'. If u = p’, then B outputs 1. Otherwise, it outputs 0.

If Z = Zy = XoY>, then the simulation is the same as J;,_1 > since the hyth decryption key is normal.
If Z = Zy = XoR3Y,, then the simulation is almost the same as Jj, 1 except that the hyth decryption key is
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nominally semi-functional-typel by implicitly setting

ap = cn'+cr'(h'+ﬂ-‘:1 u'l;) mod pa, by = cr’ mod py, z; = u} mod ps,
a; =—cn' +cr’"(V +w'T) mod pa, by = cr’’ mod ps,

do= (W + X! ull¥) mod py,

di = (V' +wT*) mod pp

where ¢ = log,, (R3). If ID|y € Prefix(ID*|;) and T = T*, then the h4th key is nominally semi-functional-
typel since the following equation holds

aop + Zf:kJrl bozil; + a;

= (c'r[' +cr (W + Zf-;l u;Ii)) + Zf:kH cr'ull; + ( —cn' 4"V + w’T))

=cn' 4/ (W 4+ X ) —en' + e’ (V +wT)

= (cr)(W + X5 i) + (") (V +W'T)

= bodoy + b1d; mod p».
Note that we solve the paradox of dual system encryption by introducing the nominally semi-functional
decryption key.

To finish the proof, we should argue that the adversary cannot distinguish a nominally semi-functional

decryption key from a semi-functional one. For this argument, we can easily show an information theoretic

argument by using the restriction of a decryption key query in the security model and CRT. We omit the
details of this argument since it is similar to that of Lemma [3.12] O

Lemma 3.10. If the GSD assumption holds, then no PPT adversary can distinguish Jy, 1 from Jy,, » with a
non-negligible advantage.

Proof. The proof of this lemma is almost the same as that of Lemma [3.9] except the generation of the A,th
decryption key. The h,th decryption key for ID|; and T is generated as follows:

e j = hy: It chooses random ', v, v’ ay),d| € Zy, Yy, Y], {YZIJ iL:k+17Y(;/7Y1N € G, and builds
DKy pe = (DO — (Z)n/+(h’+25‘:1u§1i)r’ (R2Y1)H6Y(§7D1 _ (Z)ir/Yll,{DZ,i — (Z)uﬁr/Yii}lL:kH)’
DKIBE — (VO — ga(z),nl+(v’+w’T)r’/ (R2Y1 )a'l YU,V] _ (Z)—rHYI//).
It creates DK;p|, 7 = (DKp1e, DKiE ).

Note that this A,4th decryption key is no longer correlated with the challenge ciphertext since Dy and V; are
randomized by using a;, and ) respectively.
If Z = Zy = X,R3Y>, then the simulation is the same as J;, 1 by implicitly setting

ap =cn' +cr' (W + X5 W) + c2ap, mod pa, by = cr’ mod py, z; = u} mod ps,

ay = —cn' +cr”"(V +w'T) + crd) mod pa, by = cr” mod p,

where ¢ = log,, (R3) and ¢, = log,, (Ry). If Z = Zy = X»Y», then the simulation is the same as Jj,» by
implicitly setting ag = c2a, mod p; and a; = cpa} mod p; where ¢; = log,, (R2). d
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Lemma 3.11. If the ComDH assumption holds, then no PPT adversary can distinguish Gs from Gg with a
non-negligible advantage.

Proof. Suppose there exists an adversary A that distinguish Gs from G¢ with a non-negligible advantage.
A simulator B that solves the ComDH assumption using A is given: a challenge tuple D = ((N,G,Gr,e),
21,82,83,8R1,8°Ry) and Z where Z = Zy = e(g1,81)* or Z=Z, = e(g1,g1)°. Then B that interacts with
A is described as follows:

Setup: B first chooses random exponents /', u/, .. uL,v w € ZN It 1mphcltly sets o =a from g{R
and publishes PP = ((N,G,GT,e)7g =g,Y = g3,h =g =g, u=gtv=g"w=g" Q=
e(8:87R1))-

Phase 1: For each query, B creates a semi-functional key by using g{R; and g,. Note that it cannot create a
normal update key (and a normal decryption key) since g{ is not given.

Challenge: For challenge ID*|; and T*, B builds CHyzz = (Co = g0R2, C1 = (¢2Ry)" =14} and CHypp =
(Eo = g%Ra,Ey = (g2Ry)"+"'T"). Next, it flips a random coin y € {0, 1} and creates a challenger ciphertext
CTID*\g,T* = (CHHIBE7CHIBE7C = ZM;;)

Phase 2: Same as Phase 1.

Guess: A outputs a guess p'. If u = p’, then B outputs 1. Otherwise, it outputs 0.

If Z = Zy, then the simulation is the same as Gs. If Z = Z, then the simulation is the same as G¢ since
C is random. 0

3.5 Type-h-1 Adversary

Lemma 3.12. If the GSD assumption holds, then no PPT Type-h-I adversary can distinguish Hj,__1 > from
Hj, | with a non-negligible advantage.

Proof. Suppose there exists an adversary A; that distinguishes Hy, 1> from Hj,_ ; with a non-negligible
advantage. A simulator B that solves the GSD assumption using .4; is given: a challenge tuple D =
((N,G,Gr,e),gl,g3,X1R1,R2Y1) and Z where Z = Zy = XpY, or Z = Z; = X,R3Y,. Then B that interacts
with A; is described as follows:

Setup: B first chooses random exponents K u AERRERL Vowae ZN It sets MK = a and publishes PP =
(N.G,Groe),8 = g1,Y = ga,h= g st = g, = g,v = g, w = g, Q = e(g,2)%).

Phase 1: For each query, B proceeds as follows. If this is a decryption key query, then it creates a normal
key.

If this is an HIBE key in a private key or an IBE key in an update key query with indexes (iy, i), then B
handles this key as follows:

e Case i, < h: It builds a normal key by using MK and converts this key to a semi-functional one with
fixed random exponents J; ¢, 0;,1 € Zy for the subset S; by using R,Y;.

e Case i, = h: If this is an IBE key, then it creates a normal IBE key by using MK. If this is an HIBE
key, then it proceeds as follows:

— i, < h.: It builds a normal HIBE key and converts this key to a semi-functional-type2 key by
raising a random exponent ag € Zy to RyY;.

— ic = h: Tt chooses random elements ¥, Y], {Y; ;} € G, and creates an HIBE key

SKupe,s; = (Ko = 7(2) " Em iy, Ky = (2)7'Y], {Kay = (2)“Y3,})-
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— i, > h,: It creates a normal HIBE key by using MK.
e Case i, > h: It creates a normal HIBE key or a normal IBE key.

Challenge: For challenge ID*|; and T*, B builds CHypr = (CO = XiR,,C| = (XlRl)hurzf:l”;’f) and
CHipe = (Eo = XiR|,E| = (XlRl)V'JrW'T*). Next, it flips a random coin p € {0,1} and creates a semi-
functional CTyp+|, 7+ = (CHuisE,CHipe,C = e(X1R1,8)% - M}, ).

Phase 2: Same as Phase 1.

Guess: A outputs a guess p’. If & = ', then B outputs 1. Otherwise, it outputs 0.

If Z = Zy = X»Y>, then the simulation is the same as Hj,__; » since the HIBE key with (i, = h) A (i, = h¢)
is normal. If Z = Z; = X,R3Y>, then the simulation is almost the same as H;,_; except that the HIBE key
with (i, = h) A (i, = h.) is nominally semi-functional-typel by implicitly setting

ap = c(W + Y5 ull;) mod pa, by = c mod py, z; = u} mod p,,
do= (W + Y\, ull¥) mod p,

where ¢ =log,, (R3). Note that the paradox of dual system encryption is solved by introducing the nominally
semi-functional-typel key. That is, the simulator cannot check whether the HIBE key is normal or nominally
semi-functional-typel since the exponents ag,bg, {z;} of the HIBE key are correlated to the exponent dy of
the challenge HIBE ciphertext.

Next, we should argue that the Type-A-1 adversary cannot distinguish a nominally semi-functional-typel
HIBE key from a semi-functional-typel HIBE key. For this argument, we show an information theoretic
argument by using the fact that ID|;, & Prefix(ID*|;) for all HIBE keys with the node index A. Suppose there
exists an unbounded Type-h-1 adversary. If the HIBE keys are with (i, = h) A (i. = h,), then the adver-
sary can gather the exponents ag, by from the HIBE key and dp from the challenge HIBE ciphertext. We
easily show that 7' + Y'X_, «/I; mod p, looks random to the adversary since h’ + u';l} is a pair-wise indepen-
dent function, 3j such that /; # I; if ID|; & Prefix(ID*|y), and &’ mod p, and u? mod p, are information
theoretically hidden to the adversary by the CRT. This completes our proof. O

Lemma 3.13. If the GSD assumption holds, then no PPT Type-h-I adversary can distinguish H,_; from
H), > with a non-negligible advantage.

Proof. The proof of this lemma is almost the same as that of Lemma The only difference is the
generation of an HIBE key with indexes (i, = h,i. = h.). This HIBE key is generated as follows:

e i. = h.: It chooses random a;, € Zy, Y}, Y], {Yz’ﬂ-} € G, and creates an HIBE key
SKse,s; = (Ko = g7(Z2)" "By (RyY)), Ky = (2)7'Y], (Ko = (2)"73,}).

Note that the exponent of this HIBE key is no longer correlated with the exponent of the challenge HIBE
ciphertext since Ky is randomized by aj,.

Let ¢ = log,, (R3) and ¢ = log,, (R2). If Z = Z; = XoR3Y,, then the simulation is the same as Hy,_;
since the HIBE key is semi-functional-typel by implicitly setting ag = c(h' + YX_, «'l;) + coa, mod py,
by = cmod py, and z; = ug mod p;. If Z = Zy = XoY>, then the simulation is the same as Hj, » since the
HIBE key is semi-functional-type2 by implicitly setting ap = c,a;, mod p;. O

Lemma 3.14. [f the GSD assumption holds, then no PPT Type-h-1 adversary can distinguish H;lc 41 from
H;lul with a non-negligible advantage.
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Proof. The proof of this lemma is almost the same as that of Lemma The only difference is that the
element K; of the HIBE key with the indexes (i, = h,i. = h) that is generated in Lemma is additionally

multiplied by (R,Y) )% where a fixed exponent & , is related with the node v; as follows:

. / k A / / _ u
SKnipe,s; = (Ko = g0(Z)" "E=hy (RyY1) ™ (RoY1) 0, Ky = (Z2)7'YY, {Kai = (2)"Y3,}).

Let ¢ =log,, (R3) and ¢, = log,, (R). If Z = Zy = X,Y», then the simulation is the same as H;lc 1. since
the HIBE key is semi-functional-type2 by implicitly setting ag = c2a(+ 025]’.70 mod py. f Z =Z; = XhR3Y>,
then the simulation is the same as H}lﬁl since the HIBE key is semi-functional-typel by implicitly setting
ap = c(W + Y% ully) +c2q), +0261’.70 mod pa, by = ¢ mod p,, and z; = u; mod p;. O

Lemma 3.15. If the GSD assumption holds, then no PPT Type-h-1 adversary can distinguish H;zc,l from
H;lﬁz with a non-negligible advantage.

Proof. The proof of this lemma is almost the same as that of Lemma The only difference is that each
element Ky of HIBE keys with the indexes (i, = h,i. = h,) that is generated in Lemma is additionally

multiplied by (R,Y; )51/30 where a fixed exponent 51/-70 is related with the node v; as follows:

. / k T ! — 4
SKnie,s, = (Ko = g¥(Z)" FLlyl (RyYy) %0, Ky = (2) 7YY, (Ko = (2)Y5,}).

Let ¢ = log,, (R3) and ¢; = log,, (Ry). If Z = Z; = XpR3Y,, then the simulation is the same as H;lml
since the HIBE key is semi-functional-typel by implicitly setting ayp = c(h' + Y*_, ull;) + 28]y mod pa,
bo = c mod py, and z; = ui mod p,. Recall that /' + Z{F:I u;Ii looks random to an adversary by the analysis
in Lemma 3.12} If Z = Zy = X»Y>, then the simulation is the same as H;zC,Z since the HIBE key is semi-
functional by implicitly setting 60 = 26}, mod p». O

Lemma 3.16. If the GSD assumption holds, then no PPT Type-h-I adversary can distinguish Hy, , from H"
with a non-negligible advantage.

Proof. The proof of this lemma is the important part of the security proof since it changes the IBE key
for T* from a normal type to a semi-functional type. It should be noted that this changes from normal to
semi-functional cannot be handled by introducing a nominally semi-functional type since an information
theoretic argument for 7* cannot be used. To solve this problem, we directly change normal keys with the
index & to semi-functional keys without introducing nominally semi-functional keys.

Many part of this proof are similar to that of Lemma [3.12]except that the generation of HIBE keys and
IBE keys with the node index /. These keys with the node index i, = h are generated as follows:

e Casei,=h: Let 51/-70 be a fixed exponent in Zy for the subset S; in this node index .

If this is an HIBE key, then it selects random r’ € Zy, Yy, Y{,{Y; ;} € G, and creates an HIBE key
SKnipes, = (Ko = Z-F(ID[e) Yg - (RoY1)%0, Ky = g7, {Koi = ul ¥3,}).
If this is an IBE key, then it selects random r” € Zy,Y;/,Y|" € G, and creates an IBE key

SKipg.s, = (UO _ gﬁ1D|k_] (Z)_] (VWT)_r//Y(;,, U, = g_r//Y]”)~

29



If Z = Zy = X,Y>, then the simulation is the same as H’] 2 since all HIBE keys with £ are semi-functional
and all IBE keys with & are normal. If Z = Z; = X,R3Y,, then the simulation is the same as H” since it
implicitly sets 00 = c+cz5;70 mod p; and ;| = —c mod p, where ¢ = log,, (R3) and ¢ = log,, (R2).

We now show that the paradox of dual system encryption does not occur. To check whether an IBE
key with 4 is normal or semi-functional, the simulator may try to decrypt a semi-functional ciphertext by
deriving a decryption key from these keys with 4. However, the simulator always derives a semi-functional
decryption key from those keys since the HIBE key with £ is already semi-functional. Thus, the simulator
cannot check whether the IBE key with £ is normal or semi-functional since the decryption always fails.
This completes our proof. O

3.6 Type-h-1I Adversary

Lemma 3.17. If the GSD assumption holds, then no PPT Type-h-1I adversary can distinguish I _1 > from
I, 1 with a non-negligible advantage.

Lemma 3.18. If the GSD assumption holds, then no PPT Type-h-II adversary can distinguish I, | from I, >
with a non-negligible advantage.

Lemma 3.19. If the GSD assumption holds, then no PPT Type-h-II adversary can distinguish I;lc 41, from
I;lml with a non-negligible advantage.

Lemma 3.20. Ifthe GSD assumption holds, then no PPT Type-h-II adversary can distinguish I;zu,l from 12“2
with a non-negligible advantage.

Lemma 3.21. If the GSD assumption holds, then no PPT Type-h-II adversary can distinguish I', , from I"
with a non-negligible advantage.

The proofs of Lemmas [3.17] [3.18] [3.19] [3.20] and [3.2T] are almost the same as those of Lemmas [3.12]
3.13][3.14] [3.15] and [3.16|respectively except that IBE keys are first changed to semi-functional by using the

restriction 7 # T and the master key part of an IBE key is set with the exponent 3;p|, | — ¥:. Note that the
IBE scheme is a specific case of the HIBE scheme. We omit the detailed proofs of these lemmas.

4 Revocable HIBE with Subset Difference

In this section, we propose an RHIBE-SD scheme by combining HIBE, IBE, and SD schemes and prove its
adaptive security under simple static assumptions.

4.1 Subset Difference Method

The subset difference (SD) method is also a specific instance of the subset cover framework of Naor et
al. [23]]. We also follow the SD definition of Lee and Park [20].

SD.Setup(Nyuax): Let Nyqe = 2" for simplicity. It first sets a perfect binary tree 37 of depth n. Each user is

assigned to a different leaf node in BT . The collection S of SD is the set of all subsets {S; ;j} where
vi,vj € BT and v; is a descendant of v;. It outputs the binary tree B7 .
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SD.Assign(B7T,ID): Let v be the leaf node of B7 that is assigned to the user ID. Let (vi,,Vvk,, ..., Vk,) be
the path from the root node vy, to the leaf node v, =v. For all i, j € {ko,...,k,} such that v; is a
descendant of v;, it adds the subset S; ; defined by two nodes v; and v; in the path into PV. It outputs
the private set PV = {S; ; }.

SD.Cover(B7,R): It first sets a subtree 7 as the Steiner Tree ST g that is the minimum subtree of B7 that
connects all the leaf nodes in R and the root node, and then it builds a cover set CV iteratively by
removing nodes from 7 until 7 consists of just a single node as follows:

1. It finds two leaf nodes v; and v; in 7 such that the least-common-ancestor v of v; and v; does
not contain any other leaf nodes of 7 in its subtree. Let v; and v; be the two child nodes of v
such that v; is a descendant of v; and v; is a descendant of vi. If there is only one leaf node left,
it makes v; = v; to the leaf node, v to be the root of 7 and v; = vy = v.

2. If v; # v;, then it adds the subset S; ; to CV'; likewise, if v; # v;, it adds the subset Sy ; to CV.

3. It removes from 7T all the descendants of v and makes v a leaf node.
It outputs the cover set CV = {S; ;}.

SD.Match(CV,PV): It finds two subsets S; ; € CV and Sy jy € PV such that (v =vy)A(dj=dy) A (v #vy)
where d; is the depth of v;. If it found two subsets, then it outputs (S; j,Sy ). Otherwise, it outputs
1.

Lemma 4.1 ( [23]]). In the SD method, the size of a private set if 0(10g2 Niax) and the size of a cover set is
O(r) where Ny, is the maximum number of leaf nodes and r is the size of revoked users R.

4.2 Construction

Our RHIBE-SD scheme is also very similar to that of Lee and Park [20] except that the underlying HIBE
and IBE schemes are replaced by the LW-HIBE and LW-IBE schemes. We define GMLabel(S; ;) = (GL =
Label(v;)||Depth(v;),L; = Label(v;)) where S; j = (vi,vj). Let A;; be a Lagrange coefficient which is de-
fined as A; 7 (x) = [Tjes i % for an index i € Zy and a set of indexes [ in Zy.

Let PRF be a pseudo-random function for K = {0,1}*, X = {0,1}*, and )V = Zy. Our RHIBE scheme
forZ =7y, V = Zy, and M € Gy is described as follows:

RHIBE-SD.Setup(ll,L,Nmax): Let A be a security parameter, L be the maximum depth of a hierarchical
identity, and N, be the maximum number of users for each level.

1. It first generates bilinear groups G, G of composite order N = ppp3 where p1, p2, and ps are
random primes. It selects random generators g1, g3 of G, G, respectively.

2. It selects a random exponent ¢ € Zy and chooses random elements h,uy,...,ur,v,w € Gp,. It
outputs a master key MK = o and public parameters

PP = ((NaGaGTae)v g:gl>Y :g37h7u17"'7uL7 v, W, Q:e(gvg)aaNmax>-

We define F(ID|;) = (h[T*_, u") for ID|y = (I, ..., I) and use the notation SK;p), = MK.

RHIBE-SD.GenKey(/D|,ST;p|, ,,PP): Let ID|y = (I1,...,I) € T be a hierarchical identity with k > 1,
and STjp), , be a state information.
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1.

If STjp), , is empty, then it obtains BT p|, , by running SD.Setup(N,,.,) and selects a random
exponent Byp, , € Zy and a PRF key z;p), , € K. It sets STyp|, , = (BT 1p|,_,:Biv|_,>2i0)_,)-

. It assigns ID|; to a random leaf node v € BT p|, , and obtains a private set PV = {S; ;} by

running SD.Assign(B7 p|, ,,ID|;).
Foreach S; ; € PV, itsets (GL,L;) = GMLabel(S; ;) and proceeds as follows: It defines fgr (x) =
agrx+ Bip),_, by computing acr, = PRF(zp), ,,GL). It selects random r € Zy, Yo, Y1, Y2511, - -,
Y>1 € G,, and creates an HIBE key

i r —r r L
SKu1BE,s;; = (Ko =g/ WF(ID|y) Yo, Ko =g "Y1, {Ko = uin,i}[:kH).

. Finally, it outputs a private key SK;p|, = (PV,{SKnisE.s,, }s,;cpv)- Note that the master key part

of SKuipE s, ; is for(Lj) = acLLj+ Bipy, -

RHIBE-SD.UpdateKey(T, RL1D|k_] JDKID|1(_]7T7STID|/(_] ,PP): Let DKID‘k_l,T = (DKH]BE,DK[BE) be a de-
cryption key.

1.

If STjp), , is empty, then it obtains BT p|, , by running SD.Setup(N,,,,) and selects a random
exponent f;p|, , € Zy and a PRF key z;p|, , € K. It sets STyp), , = (BT ip,_,» Bivl_,» 20}, )-

. It derives the set R of revoked identities at time 7" from RL;p), , and obtains a cover set CV =

{Si,j} by running SD.Cover (BT p|, ,,R).

Foreach S; j € CV,itsets (GL,L;) = GMLabel(S; ;) and proceeds as follows: It defines fg; (x) =
agrx+ Bipj,_, by computing ag, = PRF(z;p|,_,,GL). It selects random r € Zy, Yo,Y; € G, and
creates an IBE key

SKIBE,S,’_I‘ = (UO = ngL(L]) (VWT>rYO, U1 — ger1>.

. Let DKyipe = (Do,D1,{D>,}) and DK;pg = (V,V1) where the master key parts are 1 and

a — Byp|, , — N respectively. It chooses random N’ € Zy and creates temporal blinded HIBE and
IBE keys

’ L
TBKyipe = <A6 =Dy-g", Ay =Dy, {A); = DZ,i}i:k>
TBK g = (Bg —Vo-g Pk Bl = Vl).

Next, it chooses random ', 1" € Zy, Y, Y{, Yy ,,.... Y5 1, ¥, Y] € Gp, and randomizes blinded
HIBE and IBE keys

/ _/ M L
BKpipe = <A0:A6-F(ID|k_1) Yy, Av=AL-g Y], {Asi = Ab i YZ’J}i:k)
BKpg = (Bo :Bé)'(VWT)r”Yé’, B =B, g //>.
Finally, it outputs an update key UKjp), , 7 = (CV,{SKIBESI.‘J.}S”Ecv?BKID‘H’T = (BKpisE,

BKIBE)) where the master key parts of SKipg s, ;» BKyipe, and BKjpg are for(Lj) = agrL;j+
Bip|, ,»n's and & — Byp|, , —n’ for some random 0’ respectively.

32



RHIBE-SD.DeriveKey(ID\k,T, SKID‘HUKID‘k,hT?PP): Let ID|k = (11, N 7Ik) with k > 0, SK[D‘]( = (PV,
{SKnipe s;; }s;;epv), and UKp|, | 7 = (CV,{SKipg s, }s;;ecv, BKp), , ) Where BK;p|, | 7 = (BKpuipE,
BK]BE).

If k =0, then SKp|, = MK and UK is empty. It proceeds as follows:

1. It first selects a random exponent 11 € Zy. It chooses random r,r € Zy, o.,%21,...,1,
Yy,Y! € G, and creates HIBE and IBE keys

_ L
DKpyipe = (Do =g"(h)Yy, D1 =g""", {D2; = usz,i}i:1>7
DKjpg = (Vo = gafn(VWT)r/Y(;v V= gfr/Yll)‘
2. Tt outputs a decryption key DKjp, r = (DKuise,DKiE).

If k > 1, then it proceeds as follows:

1. It first obtains (S; j,Sy ) by running SD.Match(CV, PV). If it fails, it outputs L. It then retrieves
SKHIBE’SI_,./_, = (Ko,K1,{K2,}) from SKip|, and SKipE s,; = (Uo,Us) from UK;p), , v where the
master key parts are fgr.(L;) = acLLj + Bip|, , and for(L;) = acLL;+ Bip,_, respectively.

2. Let BKuipe = (Ao,A1,{A2,}) and BK;gr = (Bo,B1) where the master key parts are ) and & —
Bip|,_, — M respectively. Next, it calculates two Lagrange coefficients Ay, ; 1(0) = L mod N

and Az, ;(0) = L, L' -mod N for the set / = {L;,L; } and creates temporal HIBE and IBE keys

by selecting a random exponent )’ € Zy as

L/

AL/I

AL, Ar, (0
TDKuse = (D = Aoak (Ko) " g7, Dy = Ay (ki)™ (D, = s (o)™ "}, ).

TDKipe = (Vi = Bo(Uo)™+' " g™, v = By (07)*+'”).

3. After that, it chooses random r,7’' € Zy, 0.1, Y2441,..., Y21, Yé,Yl’ € G, and creates random-
ized HIBE and IBE keys

DKyipe = (DO =D F(ID|) Yo, D1 =Dy g "Y1, {D2; =Dy rYZl}z k—i—l)
DKpr = (Vo V- (o)X v =V g—”Y{).
4. Finally, it outputs a decryption key DKip\,r = (DKHIBE,DKIBE). Note that the master key parts

of DKypr and DKjpg are " and a — 1" for some random 1" = n —i—ch(Lj/)ALj,J(O) +1n'
respectively since the following equation holds

o —Bipy,, =N+ for(Lj)Ar,1(0)—n’

=& —PBip),_, + for(Lj)AL;1(0) —(n" — for(Lj)Ar, 1(0))

= o~ Bip|,_, + B, — n"=oa-n".
RHIBE-SD.Encrypt(ID|;,T,M,PP): Itis the same as the algorithm in Section[3.2]
RHIBE-SD.Decrypt(CTp), 7, DKjp| 1/, PP): Itis the same as the algorithm in Section

RHIBE-SD.Revoke(ID|i,T,RL;p), ,,STipj,_,): It is the same as the algorithm in Section
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4.3 Correctness

To show the correctness of the above RHIBE-SD scheme, we only show that a decryption key is correctly
derived from a private key and an update key since other parts are almost the same as those of the RHIBE-CS
scheme.

Let SK;p|, = (PV,{SKuise.s;,}) be a private key generated by the GenKey algorithm. The master key
part of SKuipE s, ; is for(Lj) = acLLj+ Bip), ,- Let UKjp|,_, r = (CV,{SKipe s },BKip|, , 7 = (BKn1sE,
BK;pe)) be an update key generated by the UpdateKey algorithm. The master key part of SKjgg s, ; is
for(Lj) = agrLj+ Bp), ,- The master key parts of BKy;pr and BKjpr are n” and a — fjp|, , — 1" respec-
tively since the master key parts of DKy g and DKjgg are 1 and @ — 1, and exponents )" and — Bip, , — n’
are added to the temporal keys.

We show that a decryption key DKjp), r generated by the DeriveKey algorithm is correctly derived from
SKip), and UK;p|, | 7. If (ID[;,T") & RL;p), , for all T" < T, then the master key parts of SKp;ze s, and
SKigE s, are associated with fgr(Lj) = agrLy + Bip|,_, and feL(L;) = acLL;+ Bip|,_, where Lj 75 L by
the correctness of the SD scheme. If two Lagrange coefficients are multiplied, then we have the followmg
equation

Jor(Lj)AL, 1(0) + for(Lj)AL,1(0)

_Lj _LJ/
= (agLLy + Bipy, )ﬁ + (aGLLj+ Bipy,._, )ﬁ
1
= (—acLLyLj— Bip|,_,Lj+acLL;Ly + Bip), L )ﬁ
Ly—L;
= Bip),_ L,—L, =By, -

The master key parts of BKy;pr and BKjpg are associated with 11 and o — ﬁm‘ .., — M. Thus, the master
key parts of TDKy g and TDKpr are associated with 1 +fGL(Lj/)ALj/J(O) +n' and a — Bipy,, — N+
foL(Lj)AL;1(0) —n' respectively. If we implicitly set N =1 + fGL(Ly)Ar,1(0) + 7', then we have the
following equation

o —Bip|,_, — N+ for(Lj)AL.1(0) — 7’

= o —Bp|, , + for(Lj)AL; 1(0)—(n" — for(Ly)AL,1(0))
= &~ Bip|,_, + (for(Lj)Ar;1(0) + for(Lj)Ar, 1(0)) — 1"
= o~ Bip|,_, + B, — n"=oa-n".

Since the master key parts of DKy g and DKjpg are same with that of TDKy g and T DKjpg, tWwo master
key parts of DKy ge and DKjgg are 1" and @ — n” for some random 1" respectively.

4.4 Security Analysis

We also use the dual system encryption proof technique of Lewko and Waters [21] to prove the adaptive
security of our RHIBE-SD scheme. The overall strategy of this security proof is somewhat similar to that
of our RHIBE-CS scheme, but we use a different grouping method of small component keys because of
the difference between the CS method and the SD method. The details of the security proof are given as
follows.
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Theorem 4.2. The above RHIBE-SD scheme is AD-IND-CPA secure if the SD, GSD, and ComDH assump-
tions hold.

Proof. We first define the semi-functional types of private keys, update keys, decryption keys, and cipher-
texts in RHIBE by using the semi-functional types of HIBE and IBE in Theorem[3.2] For the semi-functional
type, we let g> denote a fixed generator of the subgroup G,,.

RHIBE-SD.SK-SF. To generate a semi-functional private key, it proceeds as follows.

1. It first creates a normal private key SK; Dl = (PV,{SK} 5. Si.j}si'jepv) by using MK where each
SKIIHBE,S,;,- is a normal HIBE key.

2. Foreach S; j € PV, it chooses a random exponent 0; j € Zy once for S; ; € BT p,,_, and converts
SK&IBE’SLJ_ to a semi-functional SKHIBE,S,-,,« with the exponent 9; ;.

3. It outputs a semi-functional private key SK;p), = (PV, {SKnuiBe s;; }s; e pv).
RHIBE-SD.UK-SF. To generate a semi-functional update key, it proceeds as follows.

1. It first creates a normal update key UK;D\k_..T = (CV, {SKI/BE,S,-_j}Si.jECV7BK1/D\,{_1 r = (BKy g,
BKjpp)) by using MK where BKjp; is a normal HIBE key, SKjpp 5, - and BKjp are normal IBE
keys. B

2. For each §; ; € CV, it chooses a random exponent 0;, j € Zy once for S; ; and converts a normal
SK,’BE’ S to a semi-functional SK,BE’SI.‘J. with the exponent 6,-7 je

3. It chooses a random exponent ap € Zy and fixes a random exponent a;p|, |, € Zy for BT p),_,-
It converts BK};;z to a semi-functional HIBE key BKy;pr with the exponent ap. It also con-
verts BKjp to a semi-functional IBE key BKjgr with the exponent ap|,_, — do- It sets a semi-
functional BKID\k,l,T = (BKHIBEaBKIBE)-

4. Tt outputs a semi-functional update key UKjp|, , 7 = (CV, {SKIBE,S,-_J-}S,;I-ECVaBK]D|k,1,T)-
RHIBE-SD.DK-SF. To generate a semi-functional decryption key, it proceeds as follows.

1. Itfirst creates a normal decryption key DK;, = (DK g, DKjpp) by using MK where DKy
is a normal HIBE key and DK], is normal IBE key.

2. It chooses random exponents ag,a; € Zy. It converts DK}y g to a semi-functional-type2 HIBE
key DKypg with the exponent ag. It also converts DKjp to a semi-functional-type2 IBE key
DKjpr with the exponent a;.

3. It outputs a semi-functional decryption key DK;pj, 7 = (DK, DKizE) .-
RHIBE-SD.CT-SF. To generate a semi-functional ciphertext, it proceeds as follows.

. / _
1. It first creates a normal ciphertext C7; Dl T =

HIBE ciphertext and CH;, is a normal IBE ciphertext.

(CH{;1,CH| g, C') where CHjy - is a normal

2. It chooses random exponents c,dy,d; € Zy. It converts CH{LUBE to a semi-functional CHygg
with the exponents ¢, dp. It also converts CHj to a semi-functional CH;gg with the exponents
C,dl.

3. It outputs a semi-functional ciphertext CTyp), 7 = (CHuige,CHige,C').
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The security proof consists of the sequence of hybrid games G, Gy, ...,G¢ defined in Theorem
The first game Gy is the original security game and the last one Gg is a game such that the adversary has no
advantage. We omit the definition of these games since they are given in Theorem [3.2]

Let Advjf be the advantage of A in the game G;. We have that Ad Rg}%?fp A = Advi0 and

Adv% = 0. From the following Lemmas |4.3| |4.4} 4.5| 4l.7 4.8(and 4.9] we obtain the following equation
G
6
AR () < ) AV — Adv|
j=1

< O(qsk + qu ) AAVE™ () + Advi (A)+
O((qsk logNmax + quki”max) (q‘sk —+ quk) -+ Qdk)AdVgSD(l) + Adv%omDH (A)

where g, gk, and ggy are the number of private key, update key, and decryption key queries respectively.
This completes our proof. O

Lemma 4.3. If the PRF is secure, then no PPT adversary can distinguish Gy from G| with a non-negligible
advantage.

Lemma 4.4. [f the SD assumption holds, then no PPT adversary can distinguish G, from G, with a non-
negligible advantage.

The proofs of Lemmas [.3]and .4] are the same as those of Lemmas [3.3]and [3.4]

Lemma 4.5. If the GSD assumption holds, then no PPT adversary can distinguish G, from Gz with a
non-negligible advantage.

Proof. For the proof of this lemma, we cannot use simple hybrid games that change a normal private key
(or normal update key) to a semi-functional private key (or semi-functional update key) one by one since the
adversary of RHIBE can query a private key for ID|; € Prefix(ID*|;) and an update key for 7*. Note that
these normal keys cannot directly converted to semi-functional keys since an information theoretic argument
cannot be used.

To solve this problem, we first divide each private key and update key into small HIBE keys and IBE
keys. Recall that a private key SKjpj, consists of many HIBE keys and an update key UK;p), , r consists of
many IBE keys and a blinded key where each HIBE key (or an IBE key) is associated with a subset S; ; in
BT pj,_,- Next, HIBE keys and IBE keys that are related to the same group of a subset S; ; in BT p, , are
grouped together. To uniquely identify the group of a subset S; j € BT p), ,, we define a group identifier
GID of this subset as a string ID|;_1 ||L;||dj where (L;,L;) = Label(S; ;) and d; = Depth(S;). To prove this
lemma, we change normal HIBE keys and normal IBE keys that are related to the same group identifier into
semi-functional keys by defining additional hybrid games. This additional hybrid games are performed for
all group identifiers that are used in the key queries of the adversary.

For additional hybrid games that change HIBE keys (or IBE keys) that are related to the same group
identifier GID = ID|;_,||L;||d; from normal keys to semi-functional keys, we need to state additional infor-
mation of a subset S; ; in BT jp), ,. Note that an HIBE key for §; ; and an IBE key for Sy ; share the same
polynomial f(x) if (L; = Ly) A (dj = d) since they belong to the same group. Thus we associate an HIBE
key (or an IBE key) with an index pair (ig,im, i) to state additional information where i, is a group index,
i,, 1s a member index, and i. is a counter index.

Suppose that an HIBE key (or an IBE key) is related with a subset S; ;, Then this key has a group
identifier GID = ID|;_,||L;||d; and a member label L;. The group index i, for HIBE keys (or IBE keys) is
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assigned as follows: If the group identifier GID appears first time in queries, then we set i, as the number of
distinct group identifiers in previous queries plus one. If the group identifier GID already appeared before
in queries, then we set i, as the value i;, of previous HIBE key (or IBE key) with the same group identifier
GID. The member index iy, for the group index i, is assigned as follows: If the member label L; for this
group identifier GID appears first time in queries, then we set i,, as the number of distinct members for this
group identifier GID in previous queries plus one. If the member label L; for this group identifier already
appeared before in queries, then we set iy, as the value i, of previous one. The counter index i, is assigned
as follows: If the group identifier and member label (GID,L;) appears first time in queries, then we set i,
as one. If the group identifier and member label (GID, L;) appeared before in queries, then we set i as the
number of queries with the group identifier and member label (GID,L;) that appeared before plus one.

For the security proof, we additionally define a sequence of games Gy 1,...,G2p,- .., G2 4, Where Gy =
G20,G3 = Gy 4,, and g, is the maximum number of group identifiers that are used in private keys and update
keys. In the game G, , for 1 < h < g,, the challenge ciphertext is semi-functional, HIBE keys and IBE keys
with a group identifier i, < h are semi-functional, the remaining HIBE keys and IBE keys with a group index
iy > h are normal, and all blinded keys in update keys are still normal.

Let Advif be the advantage of A in the game G ;. From the following Lemma we have the following
equation

qg
Advj2 —Advj3 < Z ’Advjz"’*' —Adviz""
h=1

S 0((‘1&/{ logNmax + qmcrmax) (CISI{ + CIuk))AdVgSD(l)'

This completes the proof. O

Lemma 4.6. If the GSD assumption holds, then no PPT adversary can distinguish Gy 1 from G j, with a
non-negligible advantage.

Proof. We first divide the adversaries into two types based on the behavior of adversaries on the group
index h: Type-h-1 and Type-h-1I. Let ID*|; be the challenge hierarchical identity and 7* be the challenge
time respectively. The adversary types are formally defined as follows:

Type-h-1. An adversary is Type-h-1 if at least one HIBE key with the group index h satisfies ID|; €
Prefix(ID*|;) or at least one IBE key with the group index h satisfies T = T*. More specifically,
this adversary can be divided as follows:

e Type-h-I-A. All HIBE keys with the group index 4 satisfy ID|; ¢ Prefix(ID*|) and at least one
IBE key with the group index 4 satisfies T = T*.

e Type-h-I-B. At least one HIBE key with the group index 4 satisfies ID|; € Prefix(ID*|y) and all
IBE keys with the group index A satisfy T # T*.

e Type-h-1-C. At least one HIBE key with the group index & satisfies ID|; € Prefix(ID*|;) and at
least one IBE key with the group index 4 satisfies T = T*.

Type-h-II. An adversary is Type-h-11 if all HIBE keys with the group index A satisfy ID|; ¢ Prefix(ID*|;)
and all IBE keys with the group index h satisfy T # T*.
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Table 6: Hybrid games from G, ;1 to G, for Type-h-I

Game SKnipe,SKipe With h, (i # hy,,ic) SKyipe, SKipwith
(1,1) (1,2) (hy,he) (Gm»qc) hy (im = hyyic)

(0.gc).2 N

H(171),1 SF1 N N N N

H(l,l),z SF2

H(h,,,,hf—l),Z N

Hip, o), SF2 SF2 . SF1 . N N

H,, 0,2 SF2

Hg,.g.-1)2 N

H(‘Im«‘]r)’l SF1

H(qmm%2 SF2 SF2 . SF2 ... SF2 N

H,, 401 SF1'
!

H(’Ima‘{z')vz SF

H,(1,2),2 SF2 N

H/(l,l)ﬂl SFI’ N

H, ), SF SF SF SF N

H/ SF SF2

HY SF SF

We use symbols N for normal, SF1 for semi-functional-typel, SF2 for semi-functional-type2, SF1’ for semi-
functional-typel with an additional &, and SF for semi-functional.

Note that these two types of adversaries cover all possible strategies related to the group index 4.

Let’s assume that the group index & for this game is defined in B7 p|, . Let CV* be the cover set of
an update key for the challenge time 7* and the revoked set R* at time 7, and PV* be the private set of an
private key for an hierarchical identity /D*|; € Prefix(ID*|;). Let h, be a member index of the group index
h such that the HIBE key for ID*|; or the IBE key for 7* belong to the member index %,. Note that we can
randomly guess A, since it is polynomially bounded in Lemma If the adversary is Type-h-I-A, then
there is only one member index 4, since CV* is a partition. If the adversary is In Type-h-1-B, then there
is only one member index A, since PV* is related with a path. If the adversary is Type-h-I-C, the member
index A, of CV* with the group index & should be the same as that of PV* with the same group index A in
the SD method since ID*|;, € R* by the restriction of the security model. If the adversary is Type-A-11, then
there is no member index A, since the adversary does not request a key query for /D* | or T*. We next show

that this lemma holds for two types of the adversary. To guess the type of the adversary, we simply toss a
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coin since there are only two types for the group index .

For the Type-h-1 adversary A;, we define hybrid games H(1’1)71 , H(171)72, . vH(qm,qf),l , H(qm’qc)yz, H'(qm_qc).1 ,
Hl(qm,qc),27 ... 7H/(1,1),1’H21,1),27 !, H) where Gp_1 = H )2, H) = G2, g is the maximum number of
distinct member subsets of the group index 4, and ¢, is the maximum number of queries for one member

subset. The structure of hybrid games is given in Table[6] These games are formally defined as follows:

Game H;,, ;). This game H;,, ;)1 for 1 <h, < gy and 1 <he < g, is almost the same as G, ;1 except

the generation of HIBE keys and IBE keys with the group index /4. These HIBE keys and IBE keys
with indexes (ig = h,im, i) are generated as follows:

e Case i, < h: The HIBE (or IBE) keys are generated as semi-functional.
e Case i, = h: The HIBE (or IBE) keys are generated as follows:
= (im Z Ry Nim < b)) OF (i 7 By N iy = h) A (ic < he):
If this is an HIBE key, then it generates a normal SK;-IIBE,S,»]» and converts this key to a
semi-functional-type2 SKHIBE s, ; by selecting a new random exponent ag € Zy.
If this is an IBE key, then it generates a normal SKI’BE7 S and converts this key to a semi-
functional-type2 SKjgg s, ; by selecting a new random exponent a; € Zy.
= (im Ry N = h) A (ic = he):
If this is an HIBE key, then it generates a normal SK,’,,BE’S” and converts this key to a
semi-functional-typel SKHIBE s, ; by selecting new random exponents ag, by, {z;} € Zy.
If this is an IBE key, then it generates a normal SKj. S and converts this key to a semi-
functional-typel SKiBE s; by selecting new random exponents aj, b, € Zy.
= (im Z Ry Niw = hm) A (ic > he) o (i 7 By Nig > hy):
It simply creates a normal key.
- (im = h,): Tt simply creates a normal key.

e Case i, > h: The HIBE (or IBE) keys are generated as normal.

Recall that if ag + Zf:k 11 bozil; = body, then this HIBE key is nominally semi-functional-typel. Sim-
ilarly, if a; = b1d|, then this IBE key is nominally semi-functional type-1.

Game H(;,, ;),. This game H, ), is almost the same as Hyy, ;)1 except that the HIBE key (or the
IBE key) with the indexes (ig = 1, iy, ic) such that (i, # Ay, Aim = hy) A (ic = he) is generated with
bo = by = 0. In the game H,, ,)2. all HIBE keys and IBE keys with the group index h are semi-
functional-type2 except that HIBE keys and IBE keys with the member index %}, are normal.

Game H’(hm‘ ho)1® This game Hl(hm.hc) | is almost the same as H,, 5,.),1 except the generation of an HIBE (or
IBE) key with the indexes (i = h,im, i) such that (i, # hy, Nip = hy) A (ic > he) O (i 7 b Nig >
hy). These HIBE (or IBE) keys are generated as follows:

® (im # Ny, Ni = hy) A (ic = he): Let §; j be a random exponent in Zy that is fixed for this member
subset S; ;.
If this is an HIBE key, then it generates a semi-functional-typel SK pp 5, = (K5, K7, {K3 ;})

as the same as H(h,,,.,hc),l and creates a semi-functional-typel SKuipe s,; = (Ko = K(/)ggi’j, K| =
K{,{K2;=K};}) with a fixed .
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If this is an IBE private key, then it generates a semi-functional-typel SKj. Sy = = (K}, K7) as the

. . 5. .
same as Hy;, 5.1 and creates a semi-functional-typel SKzg s, = (KO =Kjg,” . Ki =K/ ) with

a fixed O.

o (im ARy Nig =hp) A (ic > he) or (im # Ry Nim > hy):
It creates a semi-functional HIBE (or IBE) key by using the fixed exponent §; ; for this member
subset S; ;.

Game thw h)2+ This game H/(hm,hc),z is almost the same as H’(hm)hc)y1 except that the HIBE key or IBE key
with the indexes (i = h,im, i) such that (in, # hjy, Aip = hy) A (ic = hc) is generated with by = by =0.
In the game Hzl_ 1,27 all HIBE keys and all IBE keys with the group index 4 except the keys with the
member index /;;, are semi-functional where a fixed J; ; is used for each member.

Game H{. This game HY is very similar to the game H/(171)‘2 except that the remaining HIBE keys and IBE
keys with the member index /4, are changed to be semi-functional-type2 by using a random exponent.

Game Hj. This game HJ is the same as G, . Compared to the game H, the HIBE keys and IBE keys with
the member index A, are changed to be semi-functional by using a fixed 9; ; for this member subset
Si7 j

Let Advlj{l be the advantage of A; in a game H;. From the following Lemmas |4.10|, |4.1 1|, |4.12L |4.13L
[4.14] and[4.15] we obtain the following equation

Adv AlO AdVHg
< Y Y AQi o aa e 1 YR (Aa e aa
hp=1hc=1 hp=1he=1
Y Y Advie 0t Ay 1§ [advier - aay e
hp=1hc=1 hp=1hc=1

H' 1" 1" 1"

(L.1)2 H, H, H)

|Adv "7 — Adv)) |+ |Adv)| —Adv )
qll’l C

< Zmzl (gsk + quk)AAVESP (1),

For the Type-h-1I adversary A;;, we define hybrid games Ly 1) 1,1(1,1)2,--- 7I(qmch),1>I(qm7qu)7271/(qm.q(.) 15
I/

I’(%qv)72, . (171)71,1’(171)72 where G ;-1 = (g4, and I/(171),2 = Gy . The games are formally defined as

follows:

Game I;, ;). This game I, 5 is almost the same as Hy, ;)1 except that there is no case i, = hy,
since the adversary is Type-h-I1.

Game I(hm h),2+ This game I, 52 is almost the same as H,, 5,.) 2 except that there is no case i, = hy,
since the adversary is Type -h-11.

Game I'(hm_h‘) ,- This game I’(}er)_1 is almost the same as th” h).1 €xcept that there is no case i = hy,
since the adversary is Type-A-I1.
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Game I/(hm.,hc),Z' This game I/(hm,hc).,z is almost the same as H/(hm,hc),z except that there is no case i,, = h,
since the adversary is Type-h-11. In the game I’(l 1,2 all HIBE keys and all IBE keys with the group
index h are semi-functional where a fixed &;, ; 1s used for each member.

Let Advfil” be the advantage of .4;; in a game I;. From the following Lemmas |4 16|, |4 17|, |4. 1 8|, and|4. 19l,
we can obtain the equation

I qm (
Adv }*? — Adv A'”‘ <hzlhzlAdvGSD(7L)

Let E;, Ej; be the event such that an adversary behave like the Type-A-1, Type-h-11 adversary respectively.
From the above three inequalities for three types, we have the following inequality

Gope G Gy G G
2/ AdVAZh <Pr EI ‘AdV 2.} 2,h—1 2/

Adv — AQvS"| + PrlEy]|Adv ! — Adv

< |AQV)" — AdVE | + [AdvL*? - Adv Alnl .
This completes our proof. O

Lemma 4.7. If the GSD assumption holds, then no PPT adversary can distinguish Gs from G4 with a
non-negligible advantage.

Lemma 4.8. If the GSD assumption holds, then no PPT adversary can distinguish G4 from Gs with a
non-negligible advantage.

Lemma 4.9. If the ComDH assumption holds, then no PPT adversary can distinguish Gs from Gg with a
non-negligible advantage.

The proofs of Lemmas .7} [#.8]and [4.9] are the same as those of Lemmas [3.7] [3.8]and [3.11]

4.4.1 Type-h-1 Adversary

Lemma 4.10. [f the GSD assumption holds, then no PPT Type-h-1 adversary can distinguish H,, 5, 1)
Jrom Hy,, 1)1 with a non-negligible advantage.

Proof. Suppose there exists an adversary A that distinguishes Hyy, 5 —1)» from Hy,, 51 with a non-
negligible advantage. A simulator 5 that solves the GSD assumption using .4; is given: a challenge tuple
D= ((N,G,Gr,e),g1,83,X1R1,R,Y) and Z where Z = Zy = X, Y, or Z =Z; = X, R3Y>. Then B that interacts
with A; is described as follows:

Setup: B first chooses random exponents 4 ul, Lup VoW ae ZN It sets MK = o and publishes PP =
((N.G.Groe).g = g1,Y = g3sh = g suy = g, = g,y = g ,w = "', 0 = e(g,)).
Phase 1: Let 2, be a member index of the group index % such that the HIBE key for /D*|;. or the IBE key for
T* belong to the member index £, such that 1 < k), < g,, where g,, is the maximum number of members in
the group index /. As mentioned before, there is only one index £}, in the Type-h-I adversary. By randomly
selecting an index, BB can correctly guess /1, with the probability of 1/¢g,,. Note that ¢,, < g + qux since the
private set of a private key is related with a path and the cover set of an update key is a partition where ¢ is
the number of private key queries and g, is the number of update key queries of the adversary.

For each query, B proceeds as follows: If this is a decryption key query, then it creates a normal one
since it knows MK. If this is an HIBE key or an IBE key with indexes (i, i, i), then it handles this query
as follows:
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e Case i, < h: It builds a normal key by using MK and converts the key to a semi-functional one with
a fixed random exponent 5{7 ; for the subset S; ; by using R,Y;.

e Case i, = h: It generates the key as follows:

= (im ARy Nigy < hyy) OF (i 7 15y Ny = lyn) A (i < he):
If this is an HIBE key, then it builds a normal key and converts the key to a semi-functional-type2
SKuIBE s, ; with a new random exponent a6 € Zy by using R,Y;.
If this is an IBE key, then it builds a normal key and converts the key to a semi-functional-type2
SKiBE s; with a new random exponent a’l € Zy by using R,Y;.

= (im # By Niy = ) A (ic = he):
If this is an HIBE key, then it chooses random Y, Y], {Y; ;} € G, and creates an HIBE key

SKpse.s,; = (Ko = gla L) (z)M Ly Ky = (Z) 'Y, {Kay = (2)"%3,}).-
If this is an IBE key, then it chooses random Y}, Y] € G, and creates an IBE key
SKiges,, = (Ko = gl (2)" ' Tyg Ky = (2)7'Y]).
= (im # Ry Nigw = hy) A (ic > he) or (i 7 B, Ni > hy): It creates a normal key by using MK.

m

— (im = h},): Tt creates a normal key by using MK.

e Case i, > h: It creates a normal key by using MK.

Challenge: For challenge ID*|;, and T*, B builds CHype = (C() = XiR,,C| = (XlRl)h/+zf=1”§Ii*) and
CHipg = (Co = XiR,,C) = (X1R1)V/+W/T*). Next, it flips a random coin u € {0,1} and creates the semi-
functional challenger ciphertext CTip+|, 1+ = (CHyipe,CHipg,C = e(X1Ry,8)% M;;)

Phase 2: Same as Phase 1.

Guess: A outputs a guess u’. If 4 = p’, then B outputs 1. Otherwise, it outputs 0.

If Z = Zy = XzY, then the simulation is the same as H,, ;1) since the HIBE key (or the IBE key)
with (i, # B, Nim = hm) A (ic = h) and the semi-functional challenge ciphertext are correctly distributed.
If Z =7, = XaR3Y>, then the simulation is almost the same as Hy,, 5 ),1 except that the HIBE key (or the
IBE key) with (i, # k', Ay = hyy) A (ic = he) is generated as nominally semi-functional-typel by implicitly
setting ag = log,, (R3)(h' + Y W) mod p; (ora; = log,, (R3)(V' +w'T) mod py), by = by = log,, (R3)
mod p,, and z; = u} mod p,. Note that we solve the paradox of dual system encryption by introducing the
nominally semi-functional-typel key.

Next, we should argue that the Type-A-1 adversary cannot distinguish a nominally semi-functional-typel
key from a semi-functional-typel key. For this argument, we show an information theoretic argument by
using the fact that ID|; ¢ Prefix(1D*|,) for all HIBE keys with indexes (i; = h,i;, i) such that i,, # h;,, and
T # T* for all IBE keys with indexes (ig = h,im,i.) such that i, # h},. The analysis of this information
theoretic argument is the same as that in Lemma[3.12] This completes our proof. O

Lemma 4.11. If the GSD assumption holds, then no PPT Type-h-1 adversary can distinguish Hy, 1, ) 1 from
H, 1.2 with a non-negligible advantage.
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Proof. The proof of this lemma is almost the same as that of Lemma [4.10|except the generation of the key
with indexes i, = h and (i, # Ay, A i = hw) A (ic = he). This key with the group index 4 is generated as
follows:
o (im # Iy Nigw =) A (ic = he):
If this is an HIBE key, then it chooses random a;, € Zy, Y3, Y{,{Y, ;} € G, and creates an HIBE key

3 . ! k Wl / _ !
SKnise.s,, = (Ko = glalli)(Z)FH Lwliys (Ryy )%, Ky = (2) 'Y, {Kai = (2)"1Y3,;}).
If this is an IBE key, then it chooses random d € Zy, Y,Y{ € G, and creates an IBE key
SKipE.s,; = (KO — ngL(Lj)(Z)VI+WITY(;(R2YI)G/I7 K| = (Z)_IY{).

Note that this HIBE key (or IBE key) is no longer correlated with the challenge ciphertext since Ky is
randomized by (RyY1)% (or (RyY;)%). 0

Lemma 4.12. If the GSD assumption holds, then no PPT Type-h-1 adversary can distinguish H’(hm‘h(_]) )
from H'(hm 7o)l with a non-negligible advantage.

Lemma 4.13. If the GSD assumption holds, then no PPT Type-h-I adversary can distinguish H/(hm,hc),l from
H’( ) 2 with a non-negligible advantage.

The proofs of Lemmas[.12]and[d.13]are almost the same as those of Lemmas[.10/and[4.TT|respectively.
The only difference is that Ky of an HIBE key and Kj of an IBE key with indexes (i; = h, iy, i.) such that
. * . . " . 5!
im 7 hy, that are generated in Lemmas and respectively are additionally multiplied by (R,Y;)%
where 6,-’7 i is a fixed exponent that is related with the member subset S; ;. This modification is possible since
R,Y] is given in the assumption. We omit the detailed proofs of these lemmas.

Lemma 4.14. If the GSD assumption holds, then no PPT Type-h-I adversary can distinguish H’( 1,0).2 from

H'! with a non-negligible advantage.

Proof. The proof of this lemma is the important part of the security proof since it changes the HIBE key
for ID*|; € Prefix(ID*|,) and the IBE key for T* from a normal type to a semi-functional type. It should be
noted that this changes from normal to semi-functional cannot be handled by introducing a nominally semi-
functional type since an information theoretic argument for /D*|; and T* cannot be used. Recall that 4, be
the member index that is related to ID*|; and T*. To solve this problem, we directly change normal keys for
hy, to semi-functional keys without introducing nominally semi-functional keys, and then we argue that the
paradox of dual system encryption can be solved by the property of the Lagrange interpolation method.

Many parts of this proof are similar to that of Lemma[4.10|except the generation of HIBE keys and IBE
keys with the group index i, = h. These keys with the group index i, = h are generated as follows:

e Casei, = h: Let 5,-’7 ; be a fixed exponent in Zy for each member S; ; in this group index h.

— (im # hy,): If this is an HIBE key, then it selects random ry € Zy, Yy, Y{,{Y; ;} € G, and creates
an HIBE key

SKuse.s,; = (Ko = (2)Mg™1 F(ID])" Y5 - (RoV1)%, Ky = g Y], {Kny = 1'Y1}).
If this is an IBE key, then it selects random r; € Zy, Y{,Y{ € G, and creates an IBE key

SKise,s,, = (Uo = (Z)" gl (owD)2Y) - (R, Uy = g "Y).
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— (i, = h*): If this is an HIBE key, then it selects random r| € Zy, Y!,Y{,{Y; .} € G, and creates
m y 051 2,i p3
an HIBE key

SKnise s,; = (Ko = (Z)L_/gﬁID\kle(ID’k)rl Y, Ky =g Y], {Kp; = “?Yzl,i})-
If this is an IBE key, then it selects random r, € Zy, Y(;, Yl’ € G,, and creates an IBE key
SKIBE,S,;J- = (Uo = (Z)ngﬁlmk—l (VWT)rZYO,, U, = g—rzyll)_

If Z = Zy = X,Y>, then the simulation is the same as H/(1,0)72 since all HIBE keys and IBE keys with the
group index 4 implicitly use a random polynomial fG(x) = 1log,(X2) -x+ Byp),_, mod p; and it implicitly
sets 0 j = log,, (R2)5,-’7 ; mod p; for each member index iy, # hy,. If Z = Z; = XoR3Y,, then the simulation is
the same as H since it implicitly sets & ; = log,,(R3)L; mod p; for the member index /. As mentioned
before, the HIBE key for ID*|; and the IBE key for T* should belong to the same member index £, by the
restriction /D*|; € R* of the security model.

We now show that the paradox of dual system encryption can be solved. To check whether an HIBE
key for &, and an IBE key for A, are normal or semi-functional, the simulator may try to decrypt a semi-
functional ciphertext by deriving a decryption key from these keys for /),. However, the simulator cannot
derive a decryption key from those keys since the Lagrange interpolation method does not work for the same
h, since only one point of fr(x) is revealed. Recall that the Lagrange interpolation method requires two
points of f1.(x) to derive f1(0). Thus, the simulator cannot check whether these two keys for the same £,
are normal or semi-functional. This completes our proof. O

Lemma 4.15. [f the GSD assumption holds, then no PPT Type-h-I adversary can distinguish HY from HY
with a non-negligible advantage.

Proof. The proof is similar to that of Lemma except the generation of HIBE keys and IBE keys with
the group index iy = h and the member index i,, = h;,. These keys with the indexes i, = h and i,, = h,,, are
generated as follows:

o Case i = h: Let §; ; be a fixed exponent in Zy for each member S ; in this group index /.

— (im = hy,): If this is an HIBE key, then it selects random r| € Zy, Y, Y], {Yzll} € G, and creates
an HIBE key

SKuise.s,, = (Ko = (Z)1g7 F(ID)"Yg - (RoV) %0, Ky = g 7Y, {Kai = u'¥],}).
If this is an IBE key, then it selects random r, € Zy, Yé, Yl’ € G, and creates an IBE key
SKIBE,S,AJ = (U() = (Z)ngﬁm‘kfl (VWT)rZYO/ . (RzYl)S/J, U1 = girZY{).
If Z = Z; = XaR3Y», then the simulation is the same as H since it implicitly sets &; ; = log,, (R3)L; +
log,, (R2)6i,, ; mod p; for the member index /. If Z = Zy = X>Y>, then the simulation is the same as H)
since all HIBE keys and IBE keys with the group index 4 implicitly use a random polynomial fg;(x) =

log,(X2) - x+ Bp|,_, mod p; and it implicitly sets §; ; = log,,(R2)6;; mod py for all member indexes.
This completes our proof. O
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4.4.2 Type-h-II Adversary

Lemma 4.16. If the GSD assumption holds, then no PPT Type-h-1I adversary can distinguish Iy, j, 1)
Jrom Iy, .1 with a non-negligible advantage.

Lemma 4.17. If the GSD assumption holds, then no PPT Type-h-1I adversary can distinguish Iy, 5, ) 1 from
L, n.)2 with a non-negligible advantage.

Lemma 4.18. If the GSD assumption holds, then no PPT Type-h-II adversary can distinguish I’(
from I’(hm’ ho), 1 with a non-negligible advantage.

Tnshe+1),2

Lemma 4.19. If the GSD assumption holds, then no PPT Type-h-1I adversary can distinguish I,(h,,,. Bl from
I'(hm he)2 with a non-negligible advantage.

The proofs of Lemmas [4.16] [4.17] [4.18] and [4.19] are almost the same as those of Lemmas
[4.12] and[d.13|respectively except that there is no case i,, = h;;, since the Type-h-II adversary does not request

an HIBE key for ID*|; € Prefix(ID*|;) and an IBE key for 7*. We omit the detailed proofs of these lemmas.

5 Conclusion

In this work, we proposed two RHIBE schemes by combining LW-HIBE and LW-IBE schemes in composite-
order bilinear groups, and the CS (or SD) scheme in a modular way, and then we proved the adaptive security
of our RHIBE schemes by using the dual system encryption technique. As mentioned before, we carefully
re-designed hybrid games to use the dual system encryption technique since a naive approach of dual sys-
tem encryption does not work. Our RHIBE schemes are the first RHIBE schemes that achieve the adaptive
security.
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