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Abstract

This paper demonstrates how to achieve simulation-based strong attribute hiding against adaptive ad-
versaries for predicate encryption (PE) schemes supporting expressive predicate families under standard
computational assumptions in bilinear groups. Our main result is a simulation-based adaptively strongly
partially-hiding PE (PHPE) scheme for predicates computing arithmetic branching programs (ABP) on
public attributes, followed by an inner-product predicate on private attributes. This simultaneously gen-
eralizes attribute-based encryption (ABE) for boolean formulas and ABP’s as well as strongly attribute-
hiding PE schemes for inner products. The proposed scheme is proven secure for any a priori bounded
number of ciphertexts and an unbounded (polynomial) number of decryption keys, which is the best pos-
sible in the simulation-based adaptive security framework. This directly implies that our construction
also achieves indistinguishability-based strongly partially-hiding security against adversaries requesting an
unbounded (polynomial) number of ciphertexts and decryption keys. The security of the proposed scheme
is derived under (asymmetric version of) the well-studied decisional linear (DLIN) assumption. Our work
resolves an open problem posed by Wee in TCC 2017, where his result was limited to the semi-adaptive
setting. Moreover, our result advances the current state of the art in both the fields of simulation-based
and indistinguishability-based strongly attribute-hiding PE schemes. Our main technical contribution lies
in extending the strong attribute hiding methodology of Okamoto and Takashima [EUROCRYPT 2012,
ASTACRYPT 2012] to the framework of simulation-based security and beyond inner products.

Keywords: predicate encryption, partially-hiding, simulation-based adaptive security, arithmetic branch-
ing programs, inner products

1 Introduction

Functional encryption (FE) is a new vision of modern cryptography that aims to overcome the
potential limitation of the traditional encryption schemes, namely, the all or nothing control
over decryption capabilities. FE supports restricted decryption keys which enable decrypters to
learn specific functions of encrypted messages, and nothing else. More precisely, a (public-key)
FE scheme for a function family F involves a setup authority which holds a master secret key
and publishes public system parameters. An encrypter uses the public parameters to encrypt its
message M belonging to some supported message space M, creating a ciphertext ¢T. A decrypter
may obtain a private decryption key SK(F') for some function F' € F from the setup authority,
provided the authority deems that the decrypter is entitled for that key. Such a decryption key
SK(F') can be used to decrypt CT to recover F'(M), but nothing more about M.

The most intuitive security requirement for an FE scheme is collusion resistance, i.e., a group
of decrypters cannot jointly retrieve any more information about an encrypted message beyond
the union of what each of them is allowed to learn individually. This intuitive notion has been
formalized by Boneh et al. [BSW11| and O’Neill [O’N10] in two distinct frameworks, namely, (a)
indistinguishability-based security and (b) simulation-based security. The former stipulates that

" This is the full version of an extended abstract that will appear in the proceedings of ASTACRYPT 2018.
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distinguishing encryptions of any two messages is infeasible for a group of colluders which do not
have a decryption key that decrypts the ciphertext to distinct values. The latter, on the other
hand, stipulates the existence of a polynomial-time simulator that given Fy(M),..., F, (M)

* T gkEY
for any message M € M and functions Fi,..., F, . € F, outputs the view of the colluders which
are given an encryption of M together with decryption keys for Fi,..., F,, . . Both of the above

notions can be further refined, depending on how the queries of the adversary to the decryption
key generation and encryption oracles depend on one another as well as on the public parameters
of the system, as adaptive vs semi-adaptive vs selective. Boneh et al. [BSW11] and O’Neill
[O’N10| showed that in general, simulation-based security provides a stronger guarantee than
indistinguishability-based security, i.e., simulation-based security of some kind, e.g., adaptive,
semi-adaptive, or selective, implies indistinguishability-based security of the same kind; but the
converse does not hold in general. In fact, Boneh et al. pointed out that indistinguishability-based
security is vacuous for certain circuit families, which indicates that we should opt for simulation-
based security whenever possible. On the other hand, it is known that while security for single and
multiple ciphertexts are equivalent in the indistinguishability-based setting [BSW11], this is not
the case in the simulation-based setting [BSW11,BO13/AGVW13,DCIJ " 13]. In particular, it has
been demonstrated by Boneh et al. [BSW11] that in the adaptive or semi-adaptive simulation-
based setting, where the adversary is allowed to make decryption key queries even after receiving
the queried ciphertexts, achieving security for an unbounded number of ciphertexts is impossible.

An important subclass of FE is predicate encryption (PE). In recent years, with the rapid
advancement of Internet communication and cloud technology, there has been an emerging trend
among individuals and organizations to outsource potentially sensitive private data to external
untrusted servers, and to perform selective computations on the outsourced data by remotely
querying the server at some later point in time, or to share specific portions of the outsourced
data to other parties of choice. PE is an indispensable tool for performing such operations on
outsourced sensitive data without compromising the confidentiality of the data.

Consider a predicate family R = {R(Y,:) : X — {0,1} | Y € Y}, where X and ) are two
collections of indices or attributes. In a PE scheme for some predicate family R, the associated
message space M is of the form & x M, where M contains the actual payloads. The functionality
FRr, associated with a predicate R(Y,-) € R is defined as Fgr, (X, msg) = msg, if R(Y, X) =1,
or in other words, Y is authorized for X, and Fgr, (X, msg) = L (a special empty string), if
R(Y,X) =0, or in other words, Y is not authorized for X for all (X, msg) € M = X x M.

The standard security notion for FE described above, when adopted in the context of PE,
stipulates that recovering the payload from a ciphertext generated with respect to some attribute
X € X should be infeasible for a group of colluders none of which possesses a decryption key
corresponding to an attribute authorized for X, also referred to as an authorized decryption
key; and moreover, the ciphertext should conceal X from any group of colluders, even those in
possession of authorized decryption keys. In the context of PE, this security notion is referred to as
strongly attribute-hiding security. A weakening of the above notion, called weakly attribute-hiding
security requires that X should only remain hidden to colluders in possession of unauthorized
keys. An even weaker notion, which only demands the payload to remain hidden to colluders
with unauthorized keys, is known as payload-hiding security, and a payload-hiding PE scheme is
often referred to as an attribute-based encryption (ABE) scheme in the literature.

Over the last decade, a long sequence of works have developed extremely powerful techniques
for realizing indistinguishability-based ABE and weakly attribute-hiding PE schemes supporting
more and more expressive predicate families under well-studied computational assumptions in
bilinear groups and lattices, culminating into schemes that can now support general polynomial-
size circuits [GPSWO06, LOS™10, OT10, OT12b, TW14, LW12, Weel4, Att14, CGW15, GVW15a,
BGGT14,|GVW15b]. However, very little is known for strongly attribute-hiding PE schemes,
even in the indistinguishability-based setting. The situation is even worse when security against
an unbounded (polynomial) number of authorized-key-possessing colluders under standard com-
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putational assumption is considered. In fact, until very recently, the known candidates were
restricted to only inner products or even simpler predicates |[BWO07, KSWO08]|OT12al/ OT12b|
OT13,DCILJ " 13|, out of which the schemes designed in the more efficient and secure prime order
bilinear groups being only the works of Okamoto and Takashima [OT12a,/OT12b,|OT13|. One
big reason for this state of the art is that unlike payload-hiding or weakly attribute-hiding, for
proving strongly attribute-hiding security, one must argue about an adversary that gets hold
of authorized decryption keys, something cryptographers do not have a good understanding of
so far. Moreover, there are indeed reasons to believe that constructing strongly attribute-hiding
PE schemes for sufficiently expressive predicate classes such as NC! under standard computa-
tional assumptions could be very difficult. In fact, it is known that a strongly attribute-hiding
PE scheme for NC! predicates, even in the weakest selective setting, can lead all the way to
indistinguishability obfuscation (I0) for general circuits, the new holy grail of modern cryptog-
raphy |AJ15/BV15,|AJS15|. In view of this state of affairs, it is natural to ask the following
important question:

Can we realize “the best of both worlds”, i.e., can we design PE scheme for some sufficiently
expressive predicate family (e.g., NCl) that is secure against an unbounded (polynomial) num-
ber of colluders under standard computational assumptions (without 10), such that the strongly
attribute-hiding guarantee holds for a limited segment (e.g., one belonging to some subclass of
NCY) of each predicate in the predicate family?

Towards answering this question, in TCC 2017, Wee |Weel7| put forward a new PE scheme
for an NC! predicate family in bilinear groups of prime order that is secure against an unbounded
(polynomial) number of colluders under the well-studied k-linear (k-LIN) assumption, where the
strongly attribute-hiding property is achieved only for an inner product evaluating segment of
each predicate of the predicate class. More precisely, in his proposed PE system, the ciphertext
attribute set X is given by F g/ x [y for some finite field F, and n/,n € N, while the decryption

key attribute set ) is given by the function family F, ﬁ%’&;? ). Any function f € F, ,qu’gofg ) operates

on a pair (7, 2) € ]F'gl x g by first computing n arithmetic branching programs (ABP) f1,..., fu :
IF(’;/ — [F4 on ¥ to obtain a vector (f1(%), ..., fn(Z)) € Fy, and then evaluating the inner product of
the computed vector and z. The predicate family R*B"°'" associated with the PE scheme is defined
as RAPPO® = [RAPPIP(F (L))t FY x B — {0,1} | f € Fabii)}, where RP(f, (%,2)) = 1, if
f(#,2) =0,and 0, if f(&,2) # 0 for any f € Fﬁ%ﬁ:fg) and (7, 2) € IF;L/ x Fy. The security property
of Wee’s PE scheme guarantees that other than hiding the payload, a ciphertext generated for
some attribute pair (7, 2) € IFZ/ x [y also conceals the attribute 2’ (but not the attribute 7).
Moreover, the concealment of the attribute Z' is strong, i.e., even against colluders possessing
authorized keys. Wee termed this security notion as strongly partially-hiding security, while the
attributes T € IFZI and 7 € Fy as the public and privale attributes respectively.

This PE scheme simultaneously generalizes ABE for boolean formulas and ABP’s, as well
as strongly attribute-hiding inner-product PE (IPE). For instance, unlike standard IPE schemes,
where an inner-product predicate is evaluated between the (private) attribute vector Z associated
with a ciphertext and the attribute vector i hardwired within a decryption key, this PE scheme
evaluates inner-product predicate between Z and ¢/ obtained as the result of complicated ABP
computations on a public attribute string Z, which is now associated in addition to the private
attribute vector Z with the ciphertext. This in turn means that this PE scheme can be deployed
in richer variants of the applications captured by IPE schemes. For example, it is well-known
that inner-product predicates can be used to evaluate conjunctive comparison predicates of the
form R°MP((eq,...,¢n)y (215, 2n)) = /\je[n} [2j > ¢;], where ¢;’s and z;’s lie in polynomial-
size domains [BWO07|. In case of standard IPE schemes, ¢y, ..., ¢, are fixed constants which are
specified within the decryption key. On the contrary, in case of a PE scheme for R*®"°™"  we
can carry out more complex computation, where instead of being fixed constants, ci,...,c,
can be derived as the outputs of ABP evaluations on public ciphertext attributes. Of course,
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fixed cq,...,cy, is a special case of this more expressive computation, since one can have ABP’s
that ignore the public ciphertext attributes, and simply output hardwired constants. Similarly,
standard IPE schemes can be employed for evaluating polynomials with constant coefficients,
where the coefficients are specified within the decryption keys |[KSWO08|. In contrast, in case
of a PE scheme for R*®"°'" the polynomial coefficients can be generated as outputs of ABP
computations on public ciphertext attributes.

Partially-hiding PE (PHPE) schemes for similar type of predicate families were considered
in [GVW15b||/Agrl7] in the lattice setting, and those PHPE schemes are in fact capable of
evaluating general polynomial-size circuits, as opposed to ABP’s in Wee’s construction, over
public ciphertext attributes prior to evaluating inner-product predicates over private cipher-
text attributes. However, those constructions are either only weakly partially-hiding, i.e., the
security of the private attributes of the ciphertexts are only guaranteed against unauthorized
colluders [GVW15b|, or strongly partially-hiding against a priori bounded number of autho-
rized colluders [Agrl7|. In contrast, Wee’s PHPE scheme is strongly partially-hiding against an
unbounded (polynomial) number of authorized colluders. Another strong aspect of the PHPE
construction of Wee is that its security is proven in the (unbounded) simulation-based frame-
work [AGVW13|, while except |[DCIJT13|, all prior PE constructions with strongly attribute-
hiding security against an unbounded (polynomial) number of authorized colluders were proven
in the weaker indistinguishability-based framework.

However, the PHPE scheme proposed by Wee [Weel7| only achieves semi-adaptive security
[CW14], i.e., against an adversary that is restricted to submit its ciphertext queries immediately
after viewing the public parameters, and can make decryption key queries only after that. While
semi-adaptive security seems somewhat stronger, it has recently been shown by Goyal et al.
[GKW16| that it is essentially equivalent to the selective security, the weakest notion of security
in which the adversary is bound to declare its ciphertext queries even before the system is
setup. Their result also indicates that the gap between semi-adaptive and adaptive security, the
strongest and most reasonable notion in which the adversary is allowed to make ciphertext and
decryption key queries at any point during the security experiment, is in fact much wider than
was previously thought. While Ananth et al. [ABSV15| have demonstrated how to generically
transform an FE scheme that supports arbitrary polynomial-size circuits from selective security
to one that achieves adaptive security, their conversion does not work for ABE or PE schemes
which fall below this threshold in functionality. In view of this state of affairs, it is interesting
to explore whether it is possible to construct an efficient adaptively simulation-secure strongly
partially-hiding PE scheme for the predicate family R*PT°'" that is secure against an unbounded
(polynomial) number of colluders under well-studied computational assumption. Note that while
several impossibility results exist against the achievability of simulation-based security in certain
settings [BSW11,BO13,/AGVW13,[DCIJ ™ 13|, those results do not overrule the existence of such
a construction, provided of course we bound the number of allowed ciphertext queries by the
adversary. In fact, Wee has posed the realization of such a PHPE construction as an open problem
in his paper [Weel7].

Our Contributions

In this paper, we resolve the above open problem. Specifically, our main result is a PE scheme for
the predicate family RABFP°'® that achieves simulation-based adaptively strongly partially hiding
security against adversaries making any a priori bounded number of ciphertext queries while
requesting an unbounded (polynomial) number of decryption keys both before and after the
ciphertext queries, which is the best one could hope for in the simulation-based framework
when the adversary is allowed to make decryption key queries even after making the cipher-
text queries [BSW11]. From the relation between simulation-based and indistinguishability-based
security as well as that between single and multiple ciphertext security in the indistinguishability-
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based setting as mentioned above, it is immediate that the proposed scheme is also adaptively
strongly partially-hiding in the indistinguishability-based framework against adversaries making
an unbounded number of queries to both the encryption and the decryption key generation
oracles. Thus, our work advances the state of the art in both the fields of simulation-based
and indistinguishability-based strongly attribute-hiding PE schemes. Our construction is built in
asymmetric bilinear groups of prime order. The security of our PHPE scheme is derived under
the simultaneous external decisional linear (SXDLIN) assumption [ACD™12,[TAO16|, which is a
natural extension of the well-studied decisional linear (DLIN) assumption in asymmetric bilin-
ear group setting, and as noted in [ACD™ 12|, the two assumptions are in fact equivalent in the
generic bilinear group model. Nevertheless, our scheme can be readily generalized to one that is
secure under the k-LIN assumption.

Similar to [Weel7|, we only consider security against a single ciphertext query for the con-
struction presented in this paper to keep the exposition simple. However, we explain in Re-
mark how our techniques can be readily extended to design a PHPE scheme that is secure
for any a priori bounded number of ciphertexts. Following [DCIJT13], we present our main con-
struction in the attribute-only mode (i.e., without any actual payload). However, in Section
we also provide a key-encapsulation mechanism (KEM) version (i.e., one that uses a symmetric
session key as the payload) of our scheme similar to [Weel7|. For the attribute-only version, we
design a simulator that runs in polynomial time, and thus this version of our scheme is secure
in the standard simulation-based security framework. On the other hand, for the KEM version,
similar to Wee [Weel7|, our simulator needs to perform a brute force discrete log computation,
and thus requires super-polynomial (e.g., sub-exponential) computational power. Nonetheless,
this is still stronger than the indistinguishability-based framework [AGVW13|Weel7|.

In terms of efficiency, our PHPE scheme is fairly practical. The length of ciphertexts and
decryption keys of our scheme grow linearly with the total length of the associated attribute
strings and the ABP-size of the associated functions respectively. This is the same as that
of [Weel7| except for a constant blow-up, which is common in the literature for semi-adaptive
vs adaptive security. Moreover, asymmetric bilinear groups of prime order, which are used for
implementing our scheme, are now considered to be both faster and more secure in the cryp-
tographic community following the recent progress in analysing bilinear groups of composite
order [Frel0,|Guil3]| and symmetric bilinear groups instantiated with elliptic curves of small
characteristics [BGJT14,GGMZ13,|Joul3a;, Joul3b].

As a byproduct of our main result, we also obtain the first simulation-based adaptively
strongly attribute-hiding IPE scheme in asymmetric bilinear groups of prime order under the
SXDLIN assumption. The only prior simulation-based strongly attribute-hiding IPE scheme, also
due to Wee [Weel7|, only achieves semi-adaptive security.

On the technical side, our approach is completely different from that of Wee [Weel7|. More
precisely, Wee’s technique consists of two steps, namely, first building a private-key scheme, and
then bootstrapping it to a public-key one by applying a private-key to public-key compiler similar
to [Weeld, CGW15]|, built on Water’s dual system encryption methodology [Wat09|. In contrast,
we directly construct our scheme in the public-key setting by extending the technique of Okamoto
and Takashima |[OT12a,|0OT12bl|OT13|, a more sophisticated methodology than the dual system
encryption originally developed for designing adaptively strongly attribute-hiding IPE schemes
in the indistinguishability-based setting, to the scenario of simulation-based adaptively strongly
attribute-hiding security for a much expressive predicate class. Also, in order to incorporate the
information of the session keys within the ciphertexts in the KEM version of our scheme, we
adopt an idea along the lines of the works of Okamoto and Takashima |[OT12a,/OT12b,|OT13],
that deviates from that of Wee [Weel7|. Thus, our work further demonstrates the power of the
technique introduced by Okamoto and Takashima [OT12a,0OT12b,OT13| in achieving very strong
security for highly expressive predicate families. We also believe that our work will shed further
light on one of the longstanding questions of modern cryptography:
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What is the most expressive function or predicate family for which it is possible to construct
FE or strongly attribute-hiding PE schemes with adaptive security against adversaries making
an unbounded (polynomial) number of decryption key queries under standard computational as-

sumptions?
Table 1.1: Current State of the Art in Attribute-Hiding PE
Supported Attribute | Computational
Echemes Predicates IND SIM Hiding | Assumptions
Weak
JOTlOI IPoSP | (poly, poly, poly)-AD X (IP-part) DLIN
|[OT124] IP (poly, poly, poly)-AD X Strong DLIN
i Strong
%|Agr17| GColP | (-, poly, bdd)-S-AD | (-, 1,bdd)-S-AD (IP-part) LWE
Strong
[Weel7| | ABPolP | (-, poly, poly)-S-AD | (-, 1, poly)-S-AD (IP-part) k-LIN
Strong
Ours ABPolP | (poly, poly, poly)-AD|(poly, bdd, poly)-AD (IP-part) SXDLIN

The notations used in this table have the following meanings:

—SP: Boolean span programs

—IP: Inner products

—ABP: Arithmetic branching programs

— GC: General polynomial-size circuits

—IND: Indistinguishability-based security

—SIM: Simulation-based security

—AD: Adaptive security

—S-AD: Semi-adaptive security

—poly: Arbitrary polynomial in the security parameter
—bdd: A priori bounded by the public parameters

In this table, (A, B,C) signifies that the adversary is allowed to make B number of
ciphertext queries in the relevant security experiment, while A and C' number of decryption
key queries in the pre- and post-ciphertext phases respectively.

Overview of Our Techniques

We now proceed to explain the key technical ideas underlying our construction. For simplicity,
here we will only deal with the IPE scheme, which is a special case of our PHPE construction for
RABPTP The proposed PHPE scheme for RA*®F°™" is obtained via a more sophisticated application
of the techniques described in this section, and is formally presented in full details in the sequel.

In this overview, we will consider IPE in the attribute-only mode. For IPE, the ciphertext
attribute set X = Fy, the decryption key attribute set J) = Fy for some finite field F, and n € N,
and the predicate family is given by R = {R"(¥/,-) : Fy — {0,1} | ¥ € Fy }, where R™ (¥, 2) = 1,
if -y =0, and 0, if - § # 0 for any 2,y € Fy. Observe that the predicate family R' is subclass
of the predicate family R*P"°" where we set n’ = 0, and the component ABP’s fi,..., fn of
a function f € fﬁ%ﬁfgg) to simply output hardwired constants. In the attribute-only mode, a
ciphertext is associated with only a vector 2" € Fy but no payload, and decryption with a key for
some vector ¢ € Fy only reveals the predicate, i.e., whether - § = 0 or not, but not the exact
value of 2'- 3.

Just like |[OT12a,/OT12b, OT13|, we make use of the machinery of the dual pairing vector
spaces (DPVS) |[OT09,0OT10|. A highly powerful feature of DPVS is that one can completely or
partially hide a linear subspace of the whole vector space by concealing the basis of that subspace
or the basis of its dual from the public parameters respectively. In DPVS-based constructions, a
pair of mutually dual vector spaces V; and Vj, along with a bilinear pairing e : Vi x Vo — G
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constructed from a standard bilinear group (¢, G1,Ga, Gr, g1, g2,e) of prime order ¢ is used.
Typically a pair of dual orthonormal bases (B, B*) of the vector spaces (V1,Vz) are generated
during setup, using random linear transformations, and a portion of B, say B, is used as the
public parameters. Thus, the corresponding segment of B*, say B* remains partially hidden (its
dual subspace is disclosed), while the part B\B of the basis B and the corresponding portion
B*\I@* of the basis B* remain completely hidden to an adversary that is given the public pa-
rameters, ciphertexts, and decryption keys. This provides a strong framework for various kinds
of information-theoretic tricks in the public-key setting by exploiting various nice properties of
linear transformations.

In the proposed IPE scheme, we consider a (4n + 1)-dimensional DPVS. During setup, we
generate a random pair of dual orthonormal bases (B, B*), and use as the public parameters the
subset B consisting of the first n and the last n + 1 vectors of the basis B, while as the master
secret key the corresponding portion of the dual basis B*. Thus, the linear subspaces spanned
by the remaining 2n vectors of the bases B and B* are kept completely hidden. Intuitively, we
will use the first n-dimensional subspaces of these 2n-dimensional subspaces for simulating the
post-ciphertext decryption key queries, while the latter n-dimensional subspaces for simulating
the pre-ciphertext decryption key queries in the ideal experiment. A ciphertext for some vector
7 € Fy in the proposed scheme has the form CT = ¢ such that

C= (wé’, 6n7 (_)'n’ 6n7 SO)IB%

where w, ¢ & F,, and (¥)w represents the linear combination of the elements of W with the
entries of v’ as coeflicients for any ¢ € Fy' and any basis W of DPVS. Similarly, a decryption key
corresponding to some vector ¢ € Iy is given by SK(%) = (%, k) such that
k= (¢g,0m, 0", R, 0)p-,

where ¢ na F, and K L [Fy. Decryption computes e(e, k) to obtain g;((z-g) € Gr, which equals
to the identity element of the group Gr, if - = 0, and a uniformly random element of G, if
Z-1f # 0. Observe that this IPE construction is essentially the same as that presented by Okamoto
and Takashima in |[OT12a]. However, they only proved the strongly attribute-hiding security of
this construction in the indistinguishability-based framework, while we prove this construction to
be strongly attribute-hiding in the simulation-based framework, by extending their techniques.
Let us start with describing our simulation strategy.

In the semi-adaptive case, as considered in [Weel7|, the simulation strategy is relatively
simple. In fact, for designing an IPE in the semi-adaptive setting, only a (3n + 1)-dimensional
DPVS with n-dimensional hidden subspace would suffice. Note that in the semi-adaptive setting,
the adversary is restricted to make the ciphertext query immediately after seeing the public
parameters, and there is no pre-ciphertext decryption key query. So, in the semi-adaptive setting,
when the adversary makes a ciphertext query, the simulator has no constraint arising from the
pre-ciphertext queries of the adversary, and can simply simulate the ciphertext as CT = ¢ such
that

c= (0", (0"1,7),0", ¢)m,

where 7, ¢ "l Fy, i.e., the simulator puts nothing in the subspace spanned by the public segment
of the basis B, and merely puts a random value in a one-dimensional subspace spanned by the
hidden segment of the basis. Later, when the adversary queries a decryption key for some vector
y € Fy, the simulator gets i along with the inner product relation of ¥ with 2, and the simulator
can simply hardwire this information in the corresponding hidden subspace of the decryption
key. More precisely, it can simply generate the decryption key as SKk(y) = (¢, k) such that
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where ¢ <& Fy, i = F'=L 7 <2 F2 and v = 0, if Z- 5 = 0, and v < Fy, if Z- § # 0. Observe
that when the simulated ciphertext is decrypted using this simulated decryption key, one obtains
the identity element of G7, or a random element of G according as the inner product relation
is satisfied or not, i.e., decryption correctness clearly holds. At this point, please note that the
simulator cannot put anything in the subspace of the ciphertext corresponding to the public
segment of B, since it must put the actual attribute vectors in the corresponding dual subspace
of the decryption keys to ensure correct decryption with other honestly generated ciphertexts.

In the adaptive setting, the situation is much more complex, and we need a (4n + 1)-
dimensional DPVS with 2n-dimensional hidden subspace. Now, the simulator should also cor-
rectly simulate the pre-ciphertext decryption key queries of the adversary. The difference between
the pre-ciphertext and post-ciphertext decryption key queries is that unlike the post-ciphertext
ones, the information about whether the inner product relation between the associated attribute
vector and the attribute vector Z' corresponding to the ciphertext query of the adversary is not
supplied when the decryption key is queried. In fact, 2’ is not even declared at that time. On the
contrary, the information about predicate satisfaction for all the pre-ciphertext decryption key
vectors become available to the simulator when the ciphertext query is made by the adversary.
The main hurdle for the simulator is to compactly embed this huge amount of information (note
that we are considering an unbounded number of pre-ciphertext decryption key queries) in the
simulated ciphertext, so that when the simulated ciphertext is decrypted using any pre-ciphertext
decryption key, one should get the proper information about predicate satisfaction.

Towards overcoming this difficulty, we observe that it has already been demonstrated by
O’Neill |O’N10| that the inner-product predicate family is pre-image samplable, i.e., given a
set of vectors and their inner-product relation with another fixed vector (but not the vector
itself), one can efficiently sample a vector that satisfies all those inner-product relations with
high probability. To simulate the ciphertext queried by the adversary, our simulator does exactly
this, i.e., it samples a vector § € Fy that has the same inner-product relations as the original
queried ciphertext attribute vector Z° with all the attribute vectors corresponding to the pre-
ciphertext decryption key queries of the adversary. However, § may not have the same inner-
product relation as Z with the attribute vectors corresponding to the post-ciphertext decryption
key queries. Therefore, it cannot be embedded in the hidden subspace of the ciphertext devoted
for handling the post-ciphertext decryption key queries. Therefore, the simulator needs another
n-dimensional subspace to embed §. Thus, the simulator simulates the queried ciphertext as
CT = ¢ such that

c= (0", (0", 7),05 0" )z,

where § &L T ¢- On the other hand, it simulates a decryption key corresponding to some vector
y € Fy as sK(9) = (¥, k) such that

=i
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@
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where C,E& Fy,.

Here, we would like to emphasize that while we make use of the pre-image samplability
property introduced by O’Neill [O’N10| to design our simulator, our result is not a mere spe-
cial case of the result that O’Neill obtained using that property. Specifically, O’Neill showed
that indistinguishability-based and simulation-based security notions are equivalent in case of
FE schemes for function families which are pre-image samplable, provided the adversary is con-
strained from making any decryption key query after making a ciphertext query. His result does
not apply if the adversary is allowed to make decryption key queries even after making cipher-
text queries, as is the case in this paper. Moreover, note that there is no known PE scheme for
the predicate family R*®"°™"  the actual focus of this paper, even with indistinguishability-based
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strongly partially-hiding security against adversaries that are allowed to make decryption key
queries prior to making ciphertext queries.

Let us continue with the technical overview. It remains to argue that the above simulated
forms of ciphertexts and decryption keys are indistinguishable from their real forms. In order to
accomplish these changes, we design elaborate hybrid transitions over different forms of ciphertext
and decryption keys. In fact, the 2n-dimensional hidden subspace not only allows us to simulate
the pre-ciphertext and post-ciphertext queries differently, but are also crucially leveraged to
realize the various forms of ciphertext and decryption keys throughout our hybrid transitions.
The hybrid transitions are alternatively computational and information-theoretic. Also, note that
not only our simulation strategy for pre-ciphertext and post-ciphertext decryption key queries
are different, rather in our hybrid transitions, we handle the pre-ciphertext and post-ciphertext
decryption key queries differently, and thereby achieve a security loss that is only proportional
to the number of pre-ciphertext decryption key queries.

We start by changing the pre-ciphertext decryption keys to their simulated form. For making
these changes, we use the first n-dimensional subspace of the 2n-dimensional hidden subspace as
the working space, where we generate the simulated components, and the next n-dimensional
subspace as the storing space, where we transfer and store the simulated components once
they are generated. Note that in the simulated pre-ciphertext decryption keys, the additional
simulated components are placed in the second n-dimensions subspace of the 2n-dimensional
hidden subspace. For the hybrid transitions of this part, we make use of the first two of the
three types of information-theoretic tricks, namely, Type |, Type Il, and Type Il introduced
in [OT12a,|OT12b,/OT13|, in conjunction with the three types of computational tricks based
on the SXDLIN assumption also used in those works. The Type | trick is to apply a linear trans-
formation inside a hidden subspace on the ciphertext side, while the more complex Type Il trick
is to apply a linear transformation inside a hidden subspace on the ciphertext side preserving the
predicate relation with the entries in the corresponding dual subspace of a specific decryption
key.

After the transformation of the pre-ciphertext queries is completed, we turn our attention
to vanish the component of the ciphertext in the subspace spanned by the public portion of the
basis B. For doing this, we apply one of the three computational tricks followed by a Type Il
information-theoretic trick, which amounts to applying a linear transformation across a hidden
and a partially public subspace on both the ciphertext and decryption key sides. While, this
enables us to achieve our target for the ciphertext, the forms of the pre-ciphertext decryption
keys get distorted. To bring the pre-ciphertext decryption keys to their correct simulated form,
we then apply an extension of one of the computational tricks mentioned above.

Once the component in the public subspace of the ciphertext is vanished and pre-ciphertext
decryption keys are brought back to their correct simulated form, we turn our attention to
the post-cipertext decryption keys. Note that the Type Ill trick applied for the ciphertext, has
already altered the forms of the post-ciphertext queries to something else. Starting with these
modified forms, we apply a more carefully crafted variant of the Type Il information-theoretic
trick, followed by another computational trick based on the SXDLIN assumption to alter the
post-ciphertext decryption keys to their simulated forms. This step is reminiscent of the one-
dimensional localization of the inner-product values used in [OT13|. This step also alters the
ciphertext to its simulated form. At this point we arrive at the simulated experiment, and our
security analysis gets complete.

2 Preliminaries

In this section we present the backgrounds required for the rest of this paper.
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2.1 Notations

Let A € N denotes the security parameter and 1 be its unary encoding. Let F, for any prime
q € N, denotes the finite field of integers modulo ¢. For d € N and ¢ € NU {0} (with ¢ < d),
we let [d] = {1,...,d} and [c,d] = {c,...,d}. For any set Z, z Lz represents the process of
uniformly sampling an element z from the set Z, and #§Z signifies the size or cardinality of Z.
For a probabilistic algorithm U, we denote by IT = U(O; P) the output of U on input © with the

content of the random tape being @, while by IT Eu (©) the process of sampling IT from the
output distribution of & with a uniform random tape on input ©@. Similarly, for any deterministic
algorithm V, we write I = V(O) to denote the output of V on input ©. We use the abbreviation
PPT to mean probabilistic polynomial-time. We assume that all the algorithms are given the
unary representation 1* of the security parameter A as input and will not write 1* explicitly as
input of the algorithms when it is clear from the context. For any finite field F, and d € N, let

# denotes the (row) vector (v1,...,vq) € FZ, where v; € Fy for all i € [d]. The all zero vectors in

Fg will be denoted by 0¢. For any two vectors v, € ]Ffll, ¥ - w stands for the inner product of

the vectors ¥ and o, i.e.,, U- W = ) vyw; € Fy. For any multiplicative cyclic group G of order ¢

1€[d]
and any generator g € G, let v represents a d-dimensional (row) vector of group elements, i.e.,
v = (g",...,g") € GY for some d € N, where ¥ = (vy,...,vq) € IFf]l. We use M = (m; ) to

represent a matrix with entries m; € Fy. By MT we will signify the transpose of the matrix
M. The determinant of a matrix M is denoted by det(M). Let GL(d,F,) denotes the set of all
d x d invertible matrices over F,. A function negl : N — R is said to be negligible if for every
¢ € N, there exists T' € N such that for all A € N with A > T, |negl(\)] < 1/A°.

2.2 Arithmetic Branching Programs

A branching program (BP) I' is defined by a 5-tuple I' = (V| E,vg,v1,¢), where (V,E) is a
directed acyclic graph, vg,v; € V are two special vertices called the source and the sink respec-
tively, and ¢ is a labeling function for the edges in E. An arithmetic branching program (ABP) I"
over a finite field F, computes a function f : Fg — [Fy for some d € N. In this case, the labeling
function ¢ assigns to each edge in E either a degree one polynomial function in one of the input
variables with coefficients in F, or a constant in [F,. Let @ be the set of all vp-v1 paths in I'. The
output of the function f computed by the ABP I" on some input @ = (wy,...,wq) € IFZ is defined

as f(W) = > [ II ¢(e)|4 , where for any e € E, ¢(e)|z represents the evaluation of the function
Pegp LeeP

¢(e) at W. We refer to §V +4F as the size of the ABP I'. Ishai and Kushilevitz [IK97,1K02| showed

how to relate the computation performed by an ABP to the computation of the determinant of

a matrix.

Lemma 2.1 ( [IK02|): Given an ABP I = (V, E,vo,v1,$) computing a function f: F — F,
we can efficiently and deterministically compute a function L mapping an input @ € Fg to a
(#V —1) x (V' — 1) matriz L(W) over F, such that the following holds:

— det(L(d)) = f().

— FEach entry of L(W) is either a degree one polynomial in a single input variable w; (i € [d])
with coefficients in Fy or a constant in IFy.

— L(wW) contains only —1’s in the second diagonal, i.e., the diagonal just below the main diagonal,
and 0’s below the second diagonal.

Specifically, L is obtained by removing the column corresponding to vy and the row corresponding
to vy in the matriz Ap — I, where Ar is the adjacency matriz for I' and I is the identity matrix.

Note that there is a linear-time algorithm that converts any Boolean formula, Boolean branch-
ing program, or arithmetic formula to an ABP with a constant blow-up in the representation size.
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Thus, ABP’s can be viewed as a stronger computational model than all the others mentioned
above.

2.3 The Function Family F{%5% " and the Algorithm PGB

Here, we formally describe the function family F, ,E%QQ;S ) which our PHPE scheme supports, and an

algorithm PGB for this function class that will be used as a sub-routine in our PHPE construction.
Parts of this section is taken verbatim from [IW14]Weel7|.

s The Function Family fg‘é’;;’,g)
The function class fﬁ%’ﬁ;f? ), parameterized by a prime ¢ and n’,n € N, contains functions of
the form f : F?' x F? — Fy defined by f(,2) = Y f;(@)z for all & = (21,...,2y) € FY

Jj€ln]
and 2= (z1,...,2,) € Fy, where f1,..., fn : Fg, — 4 are functions computed by some ABP’s
I, ..., I, respectively. We will view the input & = (x1,...,2,) as the public attribute string,
while 2= (z1,...,2,) as the private attribute string. Please refer to [Weel7| for some illustrative

examples. A simple but crucial property of the function f is that for any ( € [, and any
(Z,2) € F' x F?, we have f(Z,(Z) = (f(Z, ).

Observe that the function f can itself be realized by an ABP I" constructed as follows: First,
marge the source vertices of all the component ABP’s {I;} je[n) together to form a single vertex,
and designate it as the source vertex of the ABP I'. Next, generate a new sink vertex for I', and
for each j € [n], connect the sink vertex of the component ABP I'; to that newly formed sink
vertex with a directed edge labeled with z;. For ease of notations, we will denote the size of the
ABP I' computing the function f as m +n + 1, where 1 corresponds to the sink vertex of I', n
accounts for the number of edges directed to that sink vertex, and m accounts for the number
of other vertices and edges in I'. Also, note that the ABP I" can be further modified to another
ABP I" in which each vertex has at most one outgoing edge having a label of degree one, by
replacing each edge e in I with a pair of edges labeled 1 and ¢(e) respectively, where ¢ is the
labeling function of the ABP I'. It is clear that the number of vertices in this modified ABP I is
m+mn+1, since I is obtained by adding a fresh vertex for each edge in I" as a result of replacing
each edge in I" with a pair of edges. Throughout this paper, whenever we will talk about the ABP
computing the function f, we will refer to the ABP I just described, unless otherwise specified.

m The Algorithm PGB

» Syntax and Properties:

PGB(f;7): PGB is a PPT algorithm takes as input a function f € fﬁ%ﬁé;?), uses randomness
7 e Ftn=1 and outputs a collection of constants ({0} e, {ij/,fyj/}jle[m]) € F x (F2)™
along with a function p : [m] — [n']. Together with some # € F’ and 2 € [y, this specifies a
collection of n +m shares

({25 + 05} jemp Lz oiy + v b irepm)- (2.1)

Here, m +n + 1 is the number of vertices in the ABP computing f and p is deterministically
derived from f.

The algorithm PGB satisfies the following properties:

e Linearity: For a fixed f € f,ﬁ%ﬁﬁ;? ), PGB(f;-) computes a linear function of its randomness

over [Fy,.
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e Reconstruction: There exists a deterministic polynomial-time algorithm REC that on input
any f € FEmm and any T € IF;L/, outputs a collection of coefficients ({£2;}je(n), {£2: }jreim)) €
Fy % F”'. These coefficients can be used in combination with any set of shares of the form as
in Eq. (2.1), computed by combining the output of PGB(f) with # and any z' € Fy, to recover

f(&, Z). Moreover, the recovery procedure is linear in the shares used.

e Privacy: There exists a PPT simulator SIM such that for all f € fﬁ‘gﬁfg?,f € Fg Z € Iy,
the output of SIM on input f, &, and f(Z, 2) is identically distributed to the shares obtained
by combining the output of PGB(f;7) for uniformly random 7, with # and 2" as in Eq. (2.1)).

» Instantiation of the Algorithm: We now sketch an instantiation of the algorithm PGB
following |[IW14||Weel7]. This instantiation will be utilized in our PHPE construction.

PGB(f): The algorithm takes as input a function f € fﬁ‘éﬁ,l?), and proceeds as follows:

1. Let I denotes the ABP computing f as described above. Recall that in the ABP I, there
are m +n + 1 vertices, the variables z;’s only appear on edges leading into the sink vertex,
and any vertex has at most one outgoing edge with a label of degree one. It first computes
the matrix representation L € F(m+n)x(m+n) of the ABP I" using the efficient algorithm of
Lemma [2.I] Then as per Lemma [2.] the matrix L satisfies the following properties:

— det(L ( 2)) = f(Z, 2) for all (T, 3€F"XF"

— For j' € [m], each entry in the j'*" row of L is either a degree one polynomial function
in one (and the same) input variable z,, (' € [n']), with coefficients in F, or a constant
in F,.
— L contains only —1’s in the second diagonal, and 0’s below the second diagonal.
— The last column of L is (0,...,0,21,...,2,)7.
— L has 0’s everywhere else in the last n rows.
It defines the function p : [m] — [n] as p(j’) = ¢/ if the entries of the j'*® row of L involves
the variable x,/ for j' € [m].

. V) _
2. Next, it chooses 7 < Fg’”” 1 and computes

7T
L 1 - (alxp(l)+’)/17~~-70‘mxp(m)+7m72’1+0'17-~-7zn+0'n).r-

3. It outputs (({Uj}je[n], {ajvirtjrem)), p s m] — [n’])
It is straightforward to verify that each of {0} e, {7, Vj' }jrejm] are indeed linear functions
of the randomness 7.

REC(f,#): This algorithm takes as input a function f € fﬁ%ﬁﬁ;;‘) and a vector ¥ € IF'Z’. It
proceeds as follows:

1. It first executes Step 1 of the algorithm PGB described above to generate the matrix
representation L of f.

2. After that, it computes the cofactors of each entry in the last column of L. Let ({Q;,} j'efm)»
{925} jem)) € F't™ be the collection of all the cofactors in the order of the entries. Note
that the first m +n — 1 columns of L involve only the variables {x, }¢[,]. Hence, it can
compute all the cofactors using the input Z.

3. It outputs ({¢2;} e, {12 }jrem)-

The output of REC(f,Z) can be used in conjunction with a collection of shares ({z; +

0 }ieln) 1057 p(jry + Vit tjrepm)) for any 2 € Fy, to compute f(7, Z) as

f(@,2) = Z Qi (e iy + v50) + Z 2;(z; + o). (2.2)
j'€[m] j€ln]

Observe that the RHS of Eq. (2.2]) corresponds to computing det(L’(Z, Z)), where the matrix
L’ is obtained by replacing the last column of the matrix L with the column (Q1,01) +
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Vs e e s OmTp(m) T Ymy 21+ 015y 2n + on)T, where L is the matrix representation of the ABP

I'" computing the function f € F, ﬁ‘g;‘;;’b ), obtained by applying the algorithm of Lemma
Hence, the correctness of Eq. (2.2]) follows from the fact that

1 1
det(L'(%,2)) = det(L(Z, 2)) : =det(L(7, %)) 1= f(&2).
1 rmyn—1
1
Here, 7 = (r1,...,"min—1) € IFZ”*"*I is the randomness used by PGB while generating the

constants ({0} je[n]s {0j7, V)7 }jrefm))- In fact, an augmented version of Eq. (2.2) also holds.
More precisely, for any 7, Te F,, we have

f(&,2) = ZQTa]:x N+ Y 25Tz + Tay). (2.3)
J€[n]

This follows by observing that

det(L(Z, 2)) = Z §2;z;, (since the first m entries in the last column is 0)
Jj€n]

and hence, the RHS of Eq. (2.3) can be written as

{Z Qs (e ey + v5) +ZQ z]—i—aj]—{—(T—f)Zszj

j'elm] j€ln] j€ln)
= T det(L/(Z,7)) + (T — T) det(L(Z, 7)) = T det(L(Z, 7)),

as det(L'(Z, 2)) = det(L(Z, Z)). This fact will be used to justify the correctness of our PHPE
construction.

SIM(f,Z, €): The simulator takes as input a function f € ]-'/5?3’2012), a vector ¥ € F;", and a value
e € Fy. It proceeds as follows:

1. At first, it executes Step 1 of the algorithm PGB described above to obtain the matrix
representation L of f together with the function p : [m] — [n/].

2. Next, it constructs a matrix L from the matrix L by replacing its last column with
(6,0,...,0)T.

3. Next, it samples 7 Ly g””_l, and computes
~ [FT .
L 1 :(le-'aumvljb'-'ay’n)-

4. It outputs (({Vj}je[n}, {1} jremm)), p = Im] — [”/])

It readily follows from Theorem 3, Corollary 1 of [[W14] that for all f € F\%im| & € FY, and
7 € Fy, the output of SIM(f,Z, f(%, 7)) is identically distributed to the shares obtained by
combining with (Z, 2) the output of PGB(f) with uniform randomness, thereby establishing
the privacy property of the algorithm PGB described above. We omit the details here. Clearly
the determinant value of the matrix IA}(f, Z) generated by SIM on input any f € fﬁ%’ﬁ;{? )

Ze Fg , and f(7, 2) for any 2 € Fy is f(&,2).

)
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2.4 Bilinear Groups and Dual Pairing Vector Spaces

In this section, we will provide the necessary backgrounds on bilinear groups and dual pairing
vector spaces, which are the primary building blocks of our PHPE construction.

Definition 2.1 (Bilinear Group): A bilinear group paramsg = (q, G1,G2, Gr, g1, 92,€) is a
tuple of a prime integer ¢ € N; cyclic multiplicative groups Gi,Go, G of order g each with
polynomial-time computable group operations; generators g1 € G1, go € Go; and a polynomial-
time computable non-degenerate bilinear map e : G; x Gy — Gr, i.e., e satisfies the following
two properties:

— Bilinearity: e(g‘f,gg) = e(gl,gg)‘sg for all 8,8 € F,.
— Non-degeneracy: e(g1,92) # lg,, where 1g, denotes the identity element of the group Gr.

A bilinear group is said to be asymmetric if no efficiently computable isomorphism exists between
G1 and Go. Let Ggpg be an algorithm that on input the unary encoding 1* of the security
parameter A, outputs a description paramsg = (q, G1, Go2, Gr, g1, g2, €) of a bilinear group.

Definition 2.2 (Dual Pairing Vector Spaces: DPVS |[OT09,0T10|): A dual pairing vec-
tor space (DPVS) paramsy = (q, V1, Vs, G, A1, Ag, e) formed by the direct product of a bilinear
group paramsg = (q,G1,G2,Gr, g1, 92,€) is a tuple of a prime integer ¢; d-dimensional vector

spaces V; = G¢ over F,, for t € [2] under vector addition and scalar multiplication defined compo-
-1 d—~

nentwise in the usual manner; canonical bases A; = {a®" = (1g,,...,1¢,, 9, 1c,» - - - » 1G,) beela

of Vy for t € [2], where 1g, is the identity element of the group G; for ¢t € [2]; and a pairing

e : Vi x Vo = Gr defined by e(v,w) = [] e(9{*,95°) € Gp for all v = (¢}*,...,¢{%) € Vy,
Le(d]

w=(g95",...,95") € Vo. Observe that the newly defined map e is also non-degenerate bilinear,

i.e., e also satisfies the following two properties:

— Bilinearity: e(dv,gw) = e(’v,w)as for all 5,56 Fq, v € Vy, and w € Vy.
d
/_/h . .
— Non-degeneracy: If e(v,w) = 1g,. for all w € Vg, then v = (1g,, ..., lg,). Similar statement
also holds with the vectors v and w interchanged.
For any ordered basis W = {w® ... w@} of V; for t € [2], and any vector 7 € FZ, let
(¥)w represents the vector in V; formed by the linear combination of the members of W with the
components of 7 as the coefficients, i.e., (¥)w = 3. vyw® € V;. The DPVS generation algorithm
Leld]

Goeys takes as input the unary encoded security parameter 1*, a dimension value d € N, along
with a bilinear group paramsg = (¢, G1, G2, Gr, g1, 92, €) & Gere(), and outputs a description
paramsy = (q, V1, Vo, Gy, A1, Ay, e) of DPVS with d-dimensional V; and Vs.

We now describe random dual orthonormal basis generator Gop |[OT09,/OT10| in Fig. This
algorithm will be utilized as a sub-routine in our PHPE construction.

2.5 Complexity Assumption

For realizing our PHPE construction in asymmetric bilinear groups, we rely on the natural ex-
tension of the well-studied decisional linear (DLIN) assumption to the asymmetric bilinear group
setting, called the external decisional linear (XDLIN) assumption.

Assumption (External Decisional Linear: XDLIN [ACDT12,[TAO16]): For t € [2], the

XDLINy problem is to guess the bit B Y {0,1} given Q%(DL'Nt = (paramsG,g?,gf,gfw,gié,gg’,gg,
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Gos(N, (do, . ..,dn)): This algorithm takes as input the unary encoded security parameter 1%, a number
N € N, and the respective dimensions do, ...,dn € N of the IV + 1 pairs of bases to be generated. It executes
the following operations:

1. It first generates paramsg = (¢, G1,G2,Gr, g1, g2, €) & Gera()-

2. Next, it samples & F,\{0} and computes gr = e(g1, g2)?.
3. Then, for ¢ € [0, N], it performs the following:

) It constructs paramsy = (q,V.,1,V.2,G7, A, 1,4, 2,¢) & Gorvs(d., paramsg).

b) It samples B(") = (bﬁc) & GL(d,,Fy).

¢) It computes B*®) = (bz(,z)) = ((BW)™ T,

d) For all £ € [d,], let 59 and 5*9 represent the £** rows of B and B*® respectively. It computes
b0 = (59, b0 = (5*9), , for £ € [d,], and sets

A ,\5

B, = {b(hl)7 el b(l’dl)},Bf — {b*(lJ), o b*(l’dl>}.

Clearly B, and B; form bases of the vector spaces V, 1 and V, 2 respectively. Also, note that B, and
B; are dual orthonormal in the sense that for all £, ¢ € [d,],

(1,0 ) _ Jgr, HL=1,
e(6™,b )= { 1g,, otherwise.

4. Next, it sets params = ({paramsy, }.c[o,n], 9T)-
5. It returns (params, {B,,B; },c[0,n])-

Fig. 2.1: Dual Orthonormal Basis Generator Gop

nw

92 79357 éRmB)v Where

R
paramsg = (q7G17G27GT7917927 6) — gBPG();

@, &, 5,5, Fy;

Reo = g§%+§), N1 = QE%JFCHE-

The XDLIN; assumption states that for any PPT algorithm &, for any security parameter A, the
advantage of £ in deciding the XDLIN; problem, defined as

AdvZPN (1) = [PrL & £(ggM)] = PriL & €PN,
is negligible in A, i.e., AdvéDLth()\) < negl(\), where negl is some negligible function. The simul-
taneous XDLIN (SXDLIN) assumption states that both XDLIN; and XDLINg assumptions hold

at the same time. For any security parameter A\, we denote the advantage of any probabilistic
algorithm € against SXDLIN as Advg*PHN()).

2.6 The Notion of Partially-Hiding Predicate Encryption

Here, we formally present the syntax and simulation-based security notion of a partially-hiding
predicate encryption (PHPE) scheme for the function family Fﬁ%’go{g) for some prime ¢ and

n’;n € N. Following [Weel7|, we define the ABPolP predicate family RAPF'" ag RABFIP —
(R (f (1)) s FY x B2 — {0,1} | f € Fibmi}, where RA®(f,(%,2)) = 1, if f(,2) =0,
and RYP7(f,(7,7)) = 0, if f(F,2) # 0 for all f € F%mr) and (Z,2) € FY x F2.

» Syntax: An attribute-only/key-encapsulation mechanism (KEM) partially-hiding predicate

encryption (PHPE) scheme for the function family F, ﬁ‘g;ﬁfl’; ) consists of the following polynomial-

time algorithms:
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PHPE.Setup(l”,, 1™): The setup algorithm takes as input the security parameter A along with the
public and private attribute lengths n’ and n respectively (all encoded in unary). It outputs
the public parameters MPK and the master secret key MSK.

PHPE.Encrypt(MPK, (Z, 2)): The encryption algorithm takes as input the public parameters MPK,
a pair of public-private attribute strings (Z, 2) € ]FZL/ x . Tt outputs a ciphertext CT. In the
KEM mode, it additionally outputs a session key KEM.

PHPE.KeyGen(MPK, MSK, f): On input the public parameters MPK, the master secret key MSK,

along with a function f € fﬁ%ﬁ:l’g), the key generation algorithm outputs a decryption key

SK(f).
PHPE.Decrypt(MPK, (f,SK(f)), (Z,cT)): The decryption algorithm takes as input the public

parameters MPK, a pair of a function f € fﬁ%’&';;‘) and a decryption key sk(f) for f, along
with a pair of a public attribute ¥ € IFZI and a ciphertext CT associated with & and some
private attribute string. In the attribute-only mode, it outputs either 1 or 0, while in the
KEM mode, it outputs a session key KEM. For notational convenience, we will think of f and
¥ as parts of SK(f) and CT respectively, and will not write them explicitly in the argument
of PHPE.Decrypt.

The algorithm PHPE.Decrypt is deterministic, while all the others are probabilistic.

» Correctness: A PHPE scheme for the function family fi%ﬁ:fg) is said to be correct if

for any security parameter A, any (¥,Z2) € IFZ;/ x Fy, any f € fﬁ%ﬁ){g), any (MPK, MSK) &

PHPE.Setup(1™,1"), and any sK(f) & PHPE.KeyGen(MPK, MSK, f), the following holds:
— (Authorized) If R*®"°™(f,(Z,Z)) = 1, then

Pr[PHPE.Decrypt(MPK, SK(f), CT) = 1 : cT <~ PHPE.Encrypt(MPK, (Z, 2))]

> 1 — negl(\) (attribute-only mode),

Pr[PHPE.Decrypt(MPK, SK(f),CT) = KEM : (CT, KEM) & PHPE.Encrypt(MPK, (Z, 2))]
> 1 —negl(\) (KEM mode).

— (Unauthorized) If R**'*(f,(Z, 7)) = 0, then

Pr[PHPE.Decrypt(MPK, SK(f), CT) = 0 : CT <~ PHPE.Encrypt(MPK, (%, 2))]
> 1 — negl(\) (attribute-only mode),

=

Pr[PHPE.Decrypt(MPK, SK(f), CT) # KEM : (CT, KEM) & PHPE.Encrypt(MPK, (%, 2))]
> 1 —negl(\) (KEM mode).

Here, negl is some negligible function, and the probabilities are taken over the random coins of
PHPE.Encrypt.

» Simulation-Based Security: The simulation-based adaptively strongly partially-hiding
security notion for a PHPE scheme is formulated by considering the following two experiments
involving a stateful probabilistic adversary A and a stateful probabilistic simulator S:

ExpiHPE,REAL()\):
1. (MPK, MSK) < PHPE.Setup(1™, 1").
9 {(f(i)’g(i))}ie[qm} &APHPE.KeyGen(MSK,-)(MPK).

3. (a) (attribute-only case) cT() & PHPE.Encrypt(MmPK, (), 29))) for i € [ger).
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(b) (KEM case) (cT®, kEM®) & PHPE.Encrypt(MPK, (Z(), 29)) for i € [ger].
4. (a) (attribute-only case) & & APHPE KeyGen(usi,) (\jp {CT(i)}iE[qCT])

(b) (KEM case) S < AP”PE-KWGG“(MS&'KMPK, {(er®, kEM®D) }ie o ).
5. Output QPHPE REAL (MPK {( i))}z‘e[qm]a %)

E PHPE IDEAL()\).

1. MPK & S(1™,17).
2. {(@D, 29) }igfgn) < ASO(MPK).
3. (a) (attribute-only case) {CT} gy < S(ger, {(@FD, B (fi, (7D, 29))) ic gon) helanmrrms)-
(b) (KEM case) {KEM(i)}iE[qCT} & K, where K = session key space {CT(i)}ie[qCT] & S(gor,
{(f(i),m(i’h))}ie[qc'the[qKEy_PRE})7 where for all i € [gor],h € [quuy-pral, REMM) =
KEM® | if RABPP(f, (20, Z0)) = 1, and L, if RA®P™P(f,, (29, 29)) = 0.

ORABPOIP({(E<’L)’Z(i>)}i€[‘ICT]")(')(MPK {CT(Z)} [ ])
) 1€(qcr) /"

O (mpk, {(cT1®, KEMC )}IE[QCT])

4. (a) (attribute-only case) & 48

(b) (KEM case) & g R ASORABPMP<{<<fu>,g(z')),KEM(i))}iE[
5. Output QPHPElDEAL (MK, {(ZD, 2 }ic s ).
(g,n'n)

Here, the simulator S accepts as input a function f € Figpor’ When it acts as an oracle
to A. Also, gor and gxgy-pre respectively denotes the number of ciphertext queries made
by A and number of decryption key queries made by A prior to submitting the ciphertext
queries. Further, in the attribute-only case, the oracle Ogasrerr Teceives as its second argument
a function f € }",EBPOIQ), and outputs {R PP (f, (£, 2(1)))}16 lger]- On the other hand, in

the KEM case, the oracle Ogaseerr takes as its second argument a function f € F, L%QOIQ ), and

outputs KEM(Z), if RABPOP(f () Z0)) =1, and L, if RA®P™P(f, (2, 29)) = 0 for i € [ger).
A simulator § is said to be admissible if on each decryption key query f € fﬁ%ﬁ)’;ﬁ) of A in
the post-ciphertext query phase, S makes just a single query to the oracle Opaseerr on f itself.
Let the number of decryption key queries made by A after receiving the queried ciphertexts

QCT]")

be q}(EY-POST .

For any security parameter A, for any probabilistic distinguisher D, the advantage of D in dis-
tinguishing the above two experiments is defined as

AdV%HPE,SIM—AH( ) |Pr[1 <_ D( PHPE, REAL)} _ Pr[l <5 ID(QZHSI?E,IDEAL)”'

Definition 2.3: A PHPE scheme is called (gxgy-pre, Gors Greyv-rost )-Simulation-based adaptively
strongly partially hiding if there exists an admissible stateful PPT simulator S such that for any
stateful PPT adversary A making at most gcr ciphertext queries, qxgy-prs decryption key queries
in the pre-ciphertext query phase, while gxey-posr decryption key queries in the post-ciphertext
query phase, any PPT distinguisher D, and any security parameter A, AvaHPE SIM- AH()\) <
negl(\), where negl is some negligible function. Also, a PHPE scheme is said to be (poly, gcr, poly)-
simulation-based adaptively strongly partially hiding if it is (¢key-pre; Gors dkey-post)-Simulation-
based adaptively strongly partially hiding as well as gxgry-pre and @xgy-posr are unbounded poly-
nomials in the security parameter .

Remark 2.1: Consider an adversary H that first invokes A and then invokes D once the
transcript (QZHPE REAL or QZH; E"DEAL) of the experiment is obtained. Consider the experiments

PHPE, REAL()\) PHPE IDEAL()\) PHPE, REAL(A)

Expy, and Expy,

PHPE, IDEAL(A)

which are obtained from the experiments Exp

and Exp respectlvely by applying the corresponding augmentations. Let us define
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the outputs of the augmented experiments as the output of H in those experiments, and the
advantage of H as

AdV?P{HPE,SIM-AH()\) _ \Pr[l & EXPZHPE,REAL()\)} . Pr[l <5 EXP?P{I:I‘SI?E,IDEAL()\)H.

Then, clearly Adv;HPE’S'M'AH()\) = Advg—'PE’SIM'AH (). We make use of this combined adversary

H as well as the associated augmented experiments Exp;HPE’REAL()\) and EpoHgE'IDEAL()\) in

the security proof of our PHPE construction, both the attribute-only and KEM versions.

» Indistinguishability-Based Security: The indistinguishability-based adaptively strongly
partially hiding security of a PHPE scheme is formalized through the experiment ExpsflPE"ND'A'-i (N
between a stateful probabilistic adversary A and a stateful probabilistic challenger B described

below:

1. B generates (MPK, MSK) & PHPE.Setup(l”l, 1™), and provides MPK to A.
2. A is allowed to adaptively request any polynomial number of decryption keys to B. In re-
sponse to a decryption key query of A for some function f € F, ﬁ‘éﬁ,g? ), B forms corresponding

decryption key SK(f) & PHPE.KeyGen(MPK, MSK, f) and hands it to A.

3. A submits to B a public challenge attribute ¥ € IE‘Z/ and a pair of private challenge at-
tributes (Z_(O), Z(l)) € (IF'Z)2 of its choice, subject to the restriction that RAPP'(f, (¥, z_(o))) =
RAseew(f (7, (1)) for all the functions f € Fmm) for which A has queried decryption

keys so far, i.e., in other words, for all the functions f € fﬁ%ﬁ:{:) for which A has queried

decryption keys so far, one of the following holds:

— f(&@,29) %40 and f(z,7Y) #£0

— f(Z,29)=0and f(z,7Y)=0

In the attribute-only case, B selects a random bit § na {0,1}, and gives A the ciphertext
o1 & PHPE Encrypt(MPK, (7, 79))). ]

On the other hand, in the KEM case, A additionally submits an indicator bit 5 € {0,1}. If
5’ = 0, and R*P"""(f, (&, Z(O))) = RAPPIP(f (2, z_(l))) = 1 for the function f € ]-",g%ﬁifg) cor-
responding to one of the decryption key queries that A has made so far, B aborts, and
in that case the output of the experiment is defined to be 0. Otherwise, if B = 0 and
RAseew(f (7, 20))) = RAvrer(f (&, 7)) = 0 for the functions f € fﬁ‘é’ﬁé;?’ correspond-
ing to all the decryption key queries of A so far, then I samples a random bit 3 & {0,1},

generates (CT, KEM) & PHPE.Encrypt(MPK, (£, 27))), and also samples another random ses-
sion key KEM from the session key space. If 8 = 0, then B hands (cT,KEM) to A, while if

B =1, B gives (CT,KEM) to A. Else, if 3 =1, then B selects a random bit 3 Y {0,1}, and

provides A with (CT,KEM) & PHPE.Encrypt(MPK, (&, 27)).

4. A may continue adaptively to request any polynomial number of additional decryption keys
for functions in F, i‘g;ﬁfn’} ) subject to the same restriction as above. In the attribute-only case, B
simply gives the corresponding decryption keys to A. On the other hand, in the KEM case, if
the indicator bit 8 € {0,1} submitted by A in Step 3 above is B =0,and Raseew(f (7, 70))) =
Raseer(f (7, 1)) =1 for the function f € fﬁ%ﬁﬁ;?) that A queries decryption key for, then
B aborts, and the output of the experiment is defined to be 0 in such situation. Otherwise, B
provides A with the corresponding decryption key.

5. Eventually, A outputs a guess bit 3. The output of the experiment is defined to be 1, if
B = 3, and 0, otherwise.

For any security parameter A, the advantage of any probabilistic adversary A in Exp;'—'PE’”\'D'AH (N

is defined by
AdViHPE’IND_AH()\) — |PI’[1 i EXPZHPE'IND_AH()\)} _ 1/2|
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Definition 2.4: A PHPE scheme is said to be (poly, 1, poly)-indistinguishability-based adap-
tively strongly partially hiding if for any stateful PPT adversary A, for any security parameter
A, AdviHPE'IND'AH()\) < negl()\), where negl is some negligible function, and (poly, 1, poly) refers
to the fact that the adversary A can make a single ciphertext query, but is allowed to make any
polynomial number of decryption key queries both before and after the ciphertext query during
the above experiment. If the adversary is allowed to make any polynomial number of cipher-
text queries in the above experiment, the resulting security would be called (poly, poly, poly)-
indistinguishability-based adaptively strongly partially-hiding security.

Remark 2.2: It follows from existing results on indistinguishability-based security for FE, e.g.,
[BSW11], that (poly, 1, poly) and (poly, poly, poly) security notions are in fact equivalent in the
indistinguishability-based setting.

3 The Proposed PHPE Scheme

3.1 Construction

In this section, we will present our PHPE scheme for the function family }"/S(é’gofg ). This construc-

tion is presented in the attribute-only mode, i.e., without any actual payload. A key-encapsulation

mechanism (KEM) version of this construction is presented in Section . In the proposed scheme,

we assume that the function p outputted by PGB(f) for any f € f,ﬁ%ﬁfgﬁ) is injective. This re-

striction can be readily overcome using standard techniques along the lines of [LOS™10,OT12b].

PHPE.Setup(l”/, 1™): The setup algorithm takes as input the security parameter A together with
the lengths n’ and n of the public and private attribute strings respectively. It proceeds as
follows:

n'+n

y R , ——
L. It first generates (params, {B,, B} },c(n/4n)) < Gos(n' +n,(0,9,...,9)).
2. For 1 € [0’ + n), it sets B, = {b(:) b2 p(:9} Br = {p*(:1) p*2) p*@D) pxe8),
3. It outputs the public parameters MPK = (params, {B, },c[,/+,)) and the master secret key
MSK = {B:}ze[n’—i-n]'
PHPE.Encrypt(MPK, (Z, 2)): The encryption algorithm takes as input the public parameters MPK
and a pair of public-private attribute strings (Z, 2) € FZ’ x [Fy. It executes the following:

1. First, it samples w Y F,.

2. Next, for // € [n'], it samples ¢, Y F,, and computes
) = (w(l,mbr),64,62,<p2,)BL,.
3. Then, for ¢« € [n], it samples ¢, & F,, and computes

W = (w(1,2,),0%, 0% ¢,)

B,

4. Tt outputs the ciphertext cT = (Z, {C,(L/)}ue[n'}, {c(L)}LGM).
PHPE.KeyGen(MPK, MSK, f): The key generation algorithm takes as input the public parameters

MPK, the master secret key MSK, along with a function f € fﬁ%’ﬁofﬁ). It operates as follows:

R
1. It first generates (({0}jepm)s {15 }jrepm))s p = Im] = [n]) <= PGB(f).
2. Next, it samples ¢ nl F,.
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3. Then, for j' € [m], it samples &’ FLE IE“Z, and computes

k') — ((’yjf,aj/),ﬁ“,/%’(j/),o) .

P

4. Then, for j € [n], it samples #U) Y g2

2> and computes

k(]) = ((Jj7 C)a 64a R’(])7 O)B*,Jr -
n'/+j
5. It outputs the decryption key sk(f) = (f, {kz’(j/)}j/e[m], {k(j)}je[n]).

PHPE.Decrypt(MPK, SK(f), CT): The decryption algorithm takes in the public parameters MPK,
a decryption key sk(f) = (f, {k’(j/)}j/e[m], {k:(j)}je[n]), and a ciphertext CT = (Z, {CI(L/)}L/e[n/],
{c(L)}LE[n]). It proceeds as follows:

1. It first computes A, = e(c/ PN KUY for j' € [m], and A; = e(c), kW) for j € [n].
2. Next, it determines the coefficients ({£2;}je[n), {12}/ }jeim)) = REC(f, 7).

. 12", 0.
3. Then, it computes A= | [[ 4~ ) (H A7
J'€lm] Jjeln]
4. It outputs 1, if A = 1g,, and 0, otherwise, where 1g,. is the identity element in Gr.

» Correctness: For any decryption key sk(f) = (f, {k:’(j/)}j/e[m], {k:(j)}je[n]) for a function

fe Fi%’g;;g), and any ciphertext CT = (&, {c’(")}L,E[n/], {c(‘)}be[n]) encrypting a pair of public-

private attribute strings (&, 2) € IFZI x [y, we have

w(aj/:vp(j/)+’yj/)

Ay = grp for j' € [m],

A] = g;(czj+oj) for j S [’I’Z]

The above follows from the expressions of {k’(j/)}j/e[m}, {k(j)}je[n], {C/(L/)}ue[n’p {c(L)}LE[n], and
the dual orthonormality property of {B,, B} },c(/4n)- Hence, from Eq. (2.3)) it follows that
Therefore, if R**'"(f, (%, 2)) =1, i.e., f(#,2) =0, then A = 1g,., while if R***"(f, (%, 2)) = 0,
ie., f(Z,2) # 0, then A # 1g, with all but negligible probability 2/¢, i.e., except when w = 0 or
¢=0.

Remark 3.1 (On Multi-Ciphertext Scheme): The PHPE scheme described above is only
secure against adversaries that are allowed to make a single ciphertext query. However, we can
readily extend the above scheme to one that is secure for any a priori bounded number of
ciphertext queries of the adversary. The extension is as follows: Suppose we want to design a
scheme that is secure for gor number of ciphertext queries. Then, we would introduce a 4qqr-
dimensional hidden subspace on each of the ciphertext and the decryption key sides, where each
4-dimensional hidden subspace on the ciphertext side and its corresponding 4-dimensional dual
subspace on the decryption key side will be used to handle each ciphertext query in the security
reduction. Clearly the size of ciphertexts, decryption keys, and public parameters would scale
linearly with gcr.

3.2 Security
We now present our main theorem:

Theorem 3.1: The proposed PHPE scheme is (poly, 1, poly)-simulation-based adaptively strongly
partially hiding (as per the security model described in Section under the SXDLIN assump-
tion.
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The following corollary is immediate from the relation between indistinguishability-based and
simulation-based security for FE, as mentioned in the Introduction as well as the equivalence of
the single- and multi-ciphertext security in the indistinguishability-based setting for FE:

Corollary 3.1: The proposed PHPE scheme is (poly, poly, poly)-indistinguishability-based adap-
tively strongly partially hiding (as per the security model described in Section under the
SXDLIN assumption.

m Proof Outline of Theorem

In order to prove Theorem[3.I] we apply an extended and more sophisticated version of the strong
attribute hiding technique introduced by Okamoto and Takashima |[OT12a,/OT12b,OT13]. We
consider a sequence of hybrid experiments which differ from one another in the construction of
the ciphertext and/or the decryption keys queried by the augmented adversary H (described
in Remark . The first hybrid corresponds to the experiment Equp_[HPE’REAL()\) (described in
Section , while the last one corresponds to the experiment Exp?{'ilgD EIDEAL (\) (also described in
Section [2.6]) with the simulator & described below. We argue that H’s probability of outputting
1 changes only by a negligible amount in each successive hybrid experiment, thereby establishing
Theorem Note that we are considering only one ciphertext query made by the adversary H.
Let, gxry-rre, fxeyv-rost D€ respectively the number of decryption key queries made by H before
and after making the ciphertext query, and ¢xgy = Q@xgv-rre + Gxey-rost- NOte that we consider
Qxey-rre aNd Qxeyv-post t0 be arbitrary polynomials in the security parameter .

Our simulator & adopts a different strategy for simulating the pre-ciphertext and post-
ciphertext decryption keys. Accordingly, we design a different hybrid sequence for the pre-
ciphertext and post-ciphertext decryption keys. Our approach for handling pre-ciphertext and
post-ciphertext decryption keys is somewhat similar in spirit to that used in [LW12/Att14/OT13].
As a result of this approach, we are also able to achieve a security loss that is proportional to
only the number of pre-ciphertext decryption key queries. In our hybrid transitions, we consider
5 different forms for the ciphertext queried by H, namely, Normal, Temporal 0, Temporal 1, Tem-
poral 2, and Simulated, while 4 different forms for the decryption keys queried by H, namely,
Normal, Temporal 1, Temporal 2, and Simulated. However, the Temporal 2 and Simulated forms
of the pre-ciphertext and post-ciphertext decryption keys are different. In EXpZHPE’REAL()\), the
Normal forms of ciphertext and decryption keys are used, whereas other forms of ciphertext and
decryption keys are used in various intermediate hybrid experiments as well as in the final hybrid
experiment, which corresponds to Exp%‘ig E'IDEAL()\) and uses the Simulated forms for both the
ciphertext and the decryption keys.

The overall structure of our security reduction is demonstrated in Fig. We employ the
sequence of hybrid experiments Hyb, through Hybg, which are formally described below after
the description of our simulator. We start with Hyb,, which is the real experiment. Hence, in
this hybrid, the ciphertext queried by # is in its Normal form (Eq. ) and all the decryption
keys queried by H are also in their Normal forms (Eq. (3.2)). First, in Hyb;, we change the
ciphertext queried by H to the Temporal 0 form (Eq. ) From Hyb; = Hyb, (4, we perform
a sequence of 4qxpy-pre hybrid transitions, namely, {Hbe_X_l, ey Hbe-x-4}x6[qKEy.pRE]> where for
each X € [gxev-rre|, the sequence of 4 hybrid transitions, namely, Hyb, , ;,...,Hyby, 4 are de-
voted for changing the ' pre-ciphertext decryption key queried by H to its Simulated form.
In Hyby , 1, the ciphertext is changed to its Temporal 1 form (Eq. ), while for h € [gkey],
the A" decryption key is in its Simulated form (Eq. ), if h < x, and in its Normal form
(Eq. ), if h > x. Next, in Hyby, 5, the X" decryption key is altered to its Temporal 1
form (Eq. ) After that, in the ciphertext is modified to its Temporal 2 form (Eq. (3.6)) in
Hyb,_,.5. Then, in Hyb, , 4, we change the ™ decryption key to its Simulated form (Eq)
This process is repeated for all X € [gkey-rre|- In the last hybrid Hyby ., of this sequence,
we get the ciphertext in its Temporal 2 form (Eq. ), all the pre-ciphertext decryption keys in



22 Pratish Datta, Tatsuaki Okamoto, and Katsuyuki Takashima

their Simulated forms (Eq. ), while all the post-ciphertext decryption keys in their Normal
forms (Eq. ) Upto this point, we follow a similar top level hybrid transition strategy as
that employed in |[OT12a,OT12b,OT13|, although our analysis of the hybrid transitions is much
more sophisticated compared to those works.

PHPE,REAL
Expy R Hyby o4

Hyb, Hyb; || Hybyoyq | * @ o] HYba(y—1)s

C

Qo

ExpPHPE,IDEAL
XPy,s

L‘ HYbo- ()1 | @

Hybs

Hyb,

Hyb, || Hyb,

Hyb;

* Hyb?‘QKEY—PRE'4 Hybg

[ c _ c _ c _
= ~ ~~ = ~ = ~ =

Problem 1| Problem 2 Problem 3 | Problem 4 |
\\\ \ N /,’ ///
S \ 7 P
~ rd

\ 4
SN\ s 7

SXDLIN

Fig. 3.1: Structure of the Hybrid Reduction for the Proof of Theorem

After this point, we perform a transition to Hybs, where we alter the form of the ciphertext
again to its Temporal 1 form (Eq. ), the pre-ciphertext decryption keys to their Temporal 2
forms (Eq. (3.8), while the post-ciphertext decryption keys to their Temporal 1 forms (Eq. (3.8)).
Next, in Hyb,, the ciphertext is modified to its Temporal 3 form (Eq. (3.9)). After that the pre-
ciphertext decryption keys are brought back to their Simulated forms (Eq. ) by executing
a transition to Hybs. At this point the alteration of pre-ciphertext decryption keys becomes
complete.

After that, we change the ciphertext to its Simulated form (Eq. (3.10)), while the post-
ciphertext decryption keys to their Temporal 2 forms (Eq. ) in Hybg. At this point the
modification of the ciphertext is finished. Finally, using the transition to Hyb, followed by
the transition to Hybg, we alter the post-ciphertext decryption keys to their Simulated forms
(Eq. ) Now, we arrive at the ideal experiment, and our hybrid transition gets complete.

For the rest of this section, by saying ‘some quantity A is bounded by another quantity
B’, we mean that A < B + negl()\), where negl is some negligible function. We prove that the
advantage gap of H between Hyb, and Hyb; is bounded by the advantage of any algorithm in
solving Problem 1 (Definition m For this, in the usual way, we construct an algorithm that
given a Problem 1 instance simulates the view of H in Hyb, or that in Hyb, depending on Whether
the challenge bit 3 € {0,1} of the given Problem 1 instance is B=0or1 (Lemma . The
advantage in solving Problem 1 is already known to be bounded by that in solving the SXDLIN
problem (Lemma[A.T)).

We show that Hyby (, )4 can be information-theoretically changed to Hyb,, 4 for all x €
[Gxey-rre] (Lemma with the help of a Type | information-theoretic trick using the fact that
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for all ¢ € [n/ 4 n], the portion {b®3), ... b=} of the basis B, and the corresponding segment
{b*(3) . b*0)} of the basis B are completely unknown to #. In particular, when y = 1, it
means that Hyb; can be conceptually changed to Hyby ;_;.

The advantage gap of H between Hyb, , ; and Hyb,_, , is shown to be bounded by the advan-
tage of any algorithm in solving Problem 2 (Deﬁnition for all x € [gkpy-rre] (Lemma ,
i.e., the advantage of any algorithm in solving the SXDLIN problem (Lemma . Here, we
crucially rely on the linearity property of PGB, as described in Section [2.3

We demonstrate that Hyb2_X_2 can be information-theoretically changed to Hbe_X_3 for all
X € [qxey-rre) (Lemma, with the help of a Type Il conceptual trick that uses the fact that for
all + € [0/ +n], the part {b(3), b} of the basis B, and the corresponding portion {b**3) b*(:4)}
of the basis B; is unknown to H. Here, we crucially employ the statistical indistinguishability
lemma due to Okamoto and Takashima [OT10] (Lemma [B.5). This information-theoretic step is
central towards changing the pre-ciphertext decryption keys to their Simulated forms. We achieve
this step by a sophisticated analysis of the various nice linear algebraic properties of the matrix
representation LX) (obtained by applying the algorithm of Lemma of the ABP computing

the function f, € fi%’g;{g) associated with the x*™® decryption key queried by H. We perform
a case analysis depending on whether f, satisfies the RA""°'" relation with the public-private
attribute pair (7, 2) € Fg, x Fy associated with the ciphertext query of H. Our analysis of this
step may be useful in other similar applications of the matrix representation of specific forms of
ABP’s.

We argue that the advantage difference of H between Hyby , 5 and Hyb, , 4 is bounded by
the advantage of any algorithm in solving Problem 3 (Definition , i.e., that of any algorithm
in solving the SXDLIN problem (Lemma[A.3)), for all x € [gkey-pre] (Lemma [B.6]). Here again we
make use of the linearity property of PGB.

We achieve the transition from Hyb, ,  , to Hybs by applying a Type | information-
theoretic trick similar to that used in the transition from Hyby (, _qy.4 to Hyby, ;, followed by
a computational change with the help of Problem 2 similar to that used for the transition from
Hyb, , 1 to Hyby , o (Lemma .

We demonstrate that Hyb; can be information-theoretically changed to Hyb, (Lemma
with the help of a Type Il information-theoretic change that uses the fact that for all » € [n' 4 n],
the segment {b**1) b*(=2} of the basis B’ is partially hidden from # (note that its dual basis
elements are parts of the public parameters), as well as the part {b(l73), b(z74)} of the basis B, and
the corresponding portion {b*(”g’), b*(“4)} of the basis B} are completely hidden from H.

The transition from Hyb, to Hybs is shown to be achievable by a more sophisticated com-
putational trick using Problem 2 (Lemma , and thus the advantage gap of H between these
two hybrids is bounded by the advantage of any algorithm in solving the SXDLIN problem. Here,
we crucially make use of the pre-image samplability property |[O’N10|, which is satisfied by the
predicate family R*PP°'F  as argued below in the description of our simulator. We rely on the
linearity property of PGB as well to achieve this transition.

The transformation from Hybs to Hybg is again accomplished applying a Type Il information-
theoretic trick (Lemma [B.10), where we again use the fact that for all « € [n’ + n], the part
{b®3) b} of the basis B, and the corresponding segment {b**3) b*:4} of the basis B are
completely unknown to H. The linear transformations used for realizing the Type Il information-
theoretic trick are carefully selected keeping in view the specific forms of ciphertext and post-
ciphertext decryption keys in Hybg, rather than being random ones as usually used in application
of the Type Il trick.

The difference in the advantage of H between Hybg and Hyb, is proven (Lemma to be
bounded by the advantage of any algorithm in solving Problem 4 (Definition , i.e., that of
any algorithm in solving the SXDLIN problem (Lemma.

Finally, we prove that the view of H in Hyb, and that in Hybg are identically distributed
(Lemma using the privacy property of the algorithm PGB, as described in Section
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m Description of the Simulator
The simulator S is described below.
e In order to generate the public parameters, S proceeds as follows:
n'+n
—
L. It first generates (params, {B,, B, },c[n/4n)) & Gos(n' +n,(0,9,...,9)).
2. For 1 € [n/ + n], it sets B, = {b®1) p*2) p:9)}, R
3. It outputs the public parameters MPK = (params, {B, },c[;/4r))-
e For h € [gkey-rre|, S simulates the ht" decryption key queried by H corresponding to some
function fy € F, ﬁ%’é‘o;;‘ ) as follows:
1. At first, it generates (({on,;} jefn]s {@h,j1 Yhog' Firema))> £n = [mu] = 0']), (({Gh,j} jepm)s {7
~ R
Yhj' Yireima])s P+ [ma] = [0]) <= PGB(f3).
2. Next, it samples (p, Eh Y F,.
3. Then, for j/ € [my], it samples &/("") Y Fg, and computes

k/(h’jl) = ((’Yh,jﬂ Ozh’j/), 62, (?h,j’; ah’j/), I_{/(h’j/), O)]B*

Pn(")’
4. Then, for j € [n], it samples 7(7) ha IFZ, and computes

k") = (01,5, Ch), 0%, (Gn g Gn), K9, 0)ge

n'+j

5. It outputs SK(fn) = (fn, {kl(hJ/)}j’e[mh]a {k?(h’j)}je[n])-

e When H queries a ciphertext for some pair of public-private attribute strings (¥, 2) € IF‘Z/ xFy,

S receives T and { R (f, (7, 2)) fre| . It simulates the ciphertext as follows:

qKEY—PRE}

1. At first, it samples § s = {5 € Fy | R (fp, (£,5)) = R (fp, (T,2))Vh €
[@isv-rrs] +- Note that the set S is exactly identical to the set § = {5 € Fy [ R ((fra(2), ...,
fon(@)),8) = R™((fr1(2),. .., fan(Z)), 2)Vh € [¢xuv-pril }, where R'™ represents the inner-
product predicate family defined as R = {R'(w,-) : Fy — {0,1} | & € Fy} such that
R (w,v) = 1,if ¥~ = 0, and 0, if - @ # 0 for ¥, € Fy, and fj ; is the 7 component
ABP of fj, for h € [gxey-rre),J € [n]. It has already been demonstrated by O’Neill [O’'N10|
that the inner-product predicate family R is pre-image-samplable, which essentially means
that we can efficiently sample from the set S. In fact, he provided an explicit algorithm
for doing this. Thus, given {fp}ne[quevrns) a0d T, S can efficiently sample from S by first
determining the vectors {(f4,1(Z), - -, fhn(%)) } he[geevrme] @0d then sampling from the set

S using the algorithm described in [O’N10].
2. Then, it samples 7,0, L F,.

3. Next, for /' € [n'], it samples ¢/, na F,, and computes
C/(L,) = (637 T, 9(17 xb')a 627 ()02/>IBLI .
4. Then, for ¢ € [n], it samples ¢, aa F,, and computes

W = (03,7,0(1,5,),0% ¢,

B,

5. It outputs the ciphertext cT = (&, {C’(’)}ue[nq, {c(L)}Le[n}).
e For h € [guay-pre + 1, Gxey], in response to the ™ decryption key query of H corresponding

to some function fj € fﬁ‘éﬁ,;ﬁ ), S executes the following steps:
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R

1. Tt first generates (({Uh,j}je[n]a {ah,j’77h,j’}j'e[mh])aph s [mp] — [n’]) «— PGB(f).

2. Next, it samples (p, Y F,.

3. Then, it queries its oracle O gasror ((Z, Z), -) with the function fj,, and receives back R*F*°™( fy,
(Z,2)). If RAPPIP(fp (2, 2)) = 1, ie., fr(Z,2) =0, it forms (({Vh,j}jE[n]’ {thl}j/E[mh])aph :
imu] = []) & SIM(fy, ,0). Otherwise, if RAF"(f,, (%,2)) = 0, ie, fu(#2) # 0,

. r U R
then it sarr}ples Ch <= Fy, and generates (({vn,;}jeqm) {tngetireimn)) on © [man] = [0/]) <
SIM(fn, Z, Cn)-

_‘/(hh]/

4. Next, for j' € [my], it samples 1), J L F,, &/(h3") na FZ, and computes

k/(h:j ) — ((7h,j’7 ah,j/)7 (nib,j” ,U«h,j/), 627 R:”(hyj )7 O)B:h(j’)‘

5. Then, for j € [n], it samples 7y, ; Y Fyq, g & Fg, and computes
k(h’j) = ((Gh,ja gh)? (nfuja Vh,j)a 627 /%*(h,j)’ O)B*

n'tj
6. It outputs SK(f5) = (fr, {&" "}y cpmu), 18P i)

m Sequence of Hybrid Experiments

The hybrid experiments are described below. In the description of these hybrids, a part framed
by a box indicates coefficients that are altered in a transition from its previous hybrid.

Hyby: This experiment corresponds to the experiment Exp;HPE'REAL()\) defined in Section
Thus, in this experiment, the ciphertext queried by H corresponding to a pair of public-private
attribute strings (7, 2) € ]Fg/ x Fy is generated as CT = (, {C,(L/)}LIE[TL/]? {C(L)}Le[n}) such that

) = (w(1’$L,),62,62,62,g01/)BL, for /" € [n],

3.1
W = (w(l,zb),ﬁ’g,(_)’z,(j?,gob)]gn,ﬂ for ¢ € [n], (8:1)

where w, {¢), }em), {00 }en el F,, while for h € [gxey], the A*® decryption key queried by H cor-

gmn',n)

responding to the function fj € FLamn) s formed as SK(fn) = (f, {k’(h’j,)}j/e[mh}’ {k(h’j)}je[n])
such that
K9 = ((yn,grs @ gr), 02, 0%, B9 0)e @
Ppl7

fe(hod) — ((Uh,j,Ch)7627627g(h’j)70)32/+j for j € [n],

for j" € [ma),
(3.2)

where ¢, <> F,, {R”(h’j/)}j/dmh], {F{(h’j)}je[n} & F2, mj+n+1 is the number of vertices in the ABP
Il computing the function fj, as described in Section and (({on;}jemnls {ah,s Yhj i)
pn < [mp] — []) & PGB(fn). Here, {B,, B} },c[n/4n] is the collection of dual orthonormal bases
generated by executing Gop(n' + n, (0,9,...,9)) during setup.
Hyb,: This experiment is analogous to Hyb, except that in this experiment, the ciphertext
queried by H corresponding to the pair of public-private attribute strings (¥, %) € FZ’ x Fy is
generated as CT = (&, {c’(L/)}L/e[n/], {C(L)}Le[n}) such that

) = (w(l,z,), (,0),62,62,%,)&, for /€ [n/],

3.3
C(L) = (W<172L)7 (7 0),62,62, (PL)IBn/_H for v € [n], ( )

where 9 <~ F,, and all the other variables are generated as in Hyb.
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Hybs ,.1 (X € [gxev-rre]): The experiment Hyb, (4 coincides with Hyb;. This experiment
is analogous to Hyb2_(X_1)_4 except that in this experiment, the ciphertext queried by H cor-
responding to the pair of public-private attribute strings (Z,2) € Ff;’ x [y is generated as
CT = (Z, {c’(bl)}ue[n/], {c(L)}Le[n]) such that

o
'~
~
P\
-

(w(Ll’u),‘T(Lxu)ﬁ(l,wu) ‘762; (Pi’)BL/ for /' € [n'],

(3.4)

C(L) = (W(lazb)ﬂ‘T(LZL)79(178L) ’62

’SOL)Bn/+L for v € [n],

where 7,0 L B, § & § = {5 € FL | R (fy, (&,5)) = R (fy,(Z, 2))Vh € [qemvorme]}, and
all the other variables are generated as in Hyby (1.4

Hyb2_x_2 (X € [gkey-rre]): This experiment is the same as Hbe_X_l with the only exception

that the x*" decryption key queried by H corresponding to the function fx € J—“,ﬁ%ﬁi;’; ) is formed
as SK(fy) = (f (RO} s TRODY ) such that

K0T = (it i)y | (T G g) | 02, #7069 0) e

px () for j" € [my],

(3.5)

k(X:j) — ((O-X,j’CX)7 (5X7j7ZX) ,OQ,E(XJ),O)]]B;Urj fOI'j € [n]7

~ U ~ ~ ~ R
where ¢, + Fy, (({Ux,j}je[n]a{ax,j”’yx,j’}j’e[mx])vpx : [my] = [7']) « PGB(fy), and all the
other variables are generated as in Hyb,_, ;.

Hyby .3 (X € [@xev-rre]): This experiment is analogous to Hyby , 5 except that in this experi-
ment, the ciphertext queried by H for the pair of public-private attribute strings (¥, 2) € IF’ xFy

is formed as cT = (7, {C/(L/)}Lle[nl]’ {c(L)}Le[n]) such that {C,(L/)}L/G[TL/} are given by Eq. (D and
W = (w(1,2),7(1,[5.)),0(1,5,),0%, 0.8, ., for ¢ € [n], (3.6)

where all the variables are generated as in Hbe_X_Q.

Hybs .4 (X € [gxev-rre]): This experiment is identical to Hyb, , 3 except that the ™ de-

cryption key queried by H corresponding to the function f, € F ﬁ‘g;ﬁf;? ) is generated as SK(fy) =

(fx7 {kI(X’j/)}jle[mXb {k(X:J)}]E[n]> Such that

k/(X:j/) — ((ryx i’ ax j/)7 62’ (/’)\/X Ve ax ]/) s I%'/(X’j/), O)]B* . fOrj, € [mx]a
, , ) ), Px<]/> (37)
k(x’j) - ((Ux,j7<x)a 627 (8X7j7EX) 7E(X,j)70)]B:L/+j fOI‘j < [n]’

> U -~ ~ ~ R
where ¢ Fy, (({Txj}tiemp {Qx Txi' Firema) Px : [ma] = [0']) <= PGB(fy), and all the
other variables are generated in the same manner as that in Hbe_X_g.

Hybg: This experiment is analogous to Hyb2_qKEy_PRE_4 except that in this experiment, the cipher-
text queried by H for the pair of public-private attribute strings (Z, 2) € IF;‘/ x F? is formed as
CcT = (Z, {C,(Ll)}ue[n'}; {c(b)}be[n]), where {c/(bl)}Lle[n/], {c(b)}LE[n] are given by Eq. , while for
h € [gxey], the A" decryption key queried by H for f), € fﬁ‘gﬁéﬁ) is generated as SK(fp) = (f,
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{K'"Y jemys {79} jejn) such that

¢

(937 g )s| (gt Gngt) b Gingrs @), B9, 0) o
k/(h‘vj/) — for .7 € [mh] if h S [QKEY PRE]
(Y7 @hjr)s| e Gngr) |, 02, B 0) e B
for ] S [ ] if h € [qKEY pre 1+ 1 q}(EY]
~ ) (3.8)
((on,j>Cn)s| (On s Cn) u(&\h,j7Ch)’F5(h’])70)B; s
k(hJ) — for j € [ ] if h e [QKEY-PRE]7
((Gh,ja Ch)? (&h,ja Ch) ) 627 ’Z(hd) O)B*,+]

for J € [ ]7 if h € [qKEY—PRE + 17 qKEY]7

= U ~ ~ ~ R
where {Cnhegen] < Far (({Tnj}jepls {aQhgts Vnjr tirepmn))s oh 2 Ima] — [0']) <= PGB(fp) for h €
[gxev], and all the other variables are formed as in Hyb2_qKEy_PRE_4.

Hyb,: This experiment is analogous to Hybs except that in this experiment, the ciphertext
queried by H for the pair of public-private attribute strings (&, 2) € F;‘, x [y is generated as

CT = (Z, {c’(L/)}L/E[n/], {c(L)}Le[n]) such that

¢ = (0], r(1,20), 001, 2,), 0%, @), for o/ € [n],
W = (,T(l,zb),ﬁ(l, sb),ﬁ?,gob)gn,ﬂ for « € [n],

where all the variables are generated as in Hybs.

(3.9)

Hybs: This experiment is identical to Hyb, except that in this experiment, for h € [qxpy-rre)

the Ath decryptlon key queried by ’H corresponding to the function fj € ]:/_(\BPOIQ ) is generated as
SK(fh) (fha {k }] 'e[mp]s {k o) }je n]) such that {kl(hﬂ )}] "e[my] and {k hu) }je[n] are given

by Eq. (3.7).

Hybg: This experiment is the same as Hyby except that in this experiment, the ciphertext
queried by H for the pair of public-private attribute strings (7, 2) € F’;/ x Fy is generated as

CT = (f, {C/(L/)}L/G[n/], {C(L)}LG[TL]) such that

c/(u) _ ((—)’2, (0’7_) ’9(17xb,)7627¢2,)]3£, for J/ e [n/L

(3.10)
W = (0%,](0,7)|,0(1,5,),0%, ¢,)8,,,, for . € [n],

while for h € [gpy-rre + 1, @xry], the ht" decryption key queried by H for f, € fﬁ%ﬁ,lg)

generated as SK(fp) = (fh, {k’(h’j')}j/e[mh], {k(h’j)}je[n]) such that

K3 = (g oy angr)s| Gingrs @ YU PR | G2 77D 0y for 57 € [my,),
T — PriD (3.11)

L) — ((h.4> Cn), (5h,j7gh)U(j) 762’,:5(h7j)70)3*/+' for j € [n],
niTj

Where 7') & {Z e GLR2,F,) | (L,z,)Z = @ = (0,1)}, U'Y) = (21T for / € [n],
Pl {Z € GL(2,F, | (1,2)Z =& = (0,1)}, U = (ZW)™1)T for ¢ € [n], and all the other

Variables are generated as in Hybs.
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Hyb,: This experiment is identical to Hybg with the only exception that for h € [gkuy-rre +

q7n/’n) 3

1, gxev], the A decryption key queried by H corresponding to the function f; € ]:,SBPOIP
generated as SK(fr) = (fh, {k’(h’j/)}jxe[mh], {k(h’j)}je[n]) such that

k,(h’j,) = ((Wh,j’a ah,j’)v (77;1 Ve ahy]'/xﬂh(j/) + :YJhJ'/) ) 62’ E/(h”j/)’ O)B* i’ for j, € [mh]’
: o) (3.12)
k(h).]) — ((Uh,]7 Ch)? (nh,]7 ChZ] + afhd) ,62, [Z‘:(h’])’ O)E:/+] fOr j S [n],

U .
where {W;L,j'}he[qmy-pm—l-l,qmy},j’e[mh]7 11,5} heguev-rmet-Laxer],jeln] < Fq, and all the other variables
are generated as in Hybg.

Hybg: This experiment is analogous to Hyb. with the only exception that for h € [gkey-pre +

qn'n) .

1, gxey], the A decryption key queried by H corresponding to the function f; € f,ngOIP is
formed as sK(f3) = (f, {k"(h’j/)}jxe[mh], {k(h’j)}je[n}) such that

k/(hyjl) —_— ((’Yh,j/7 ah’j/)’ (T];Zvj,’ )7 6?7 E':/(hgj,)’ O)B*

P’

k") = ((o45,Ch), (nhyj,),ﬁ’Q,/?c’(hJ),O)B;,H for j € [n],

for j' € [my],
’ (3.13)

where {Ch bnelgummettae] < Far ((Vhbjemps {ngbireim)s on t [ma] = []) € SIM(fi, 7,
(&, Zhi')) for h € [qpy-rre + 1, @xey], and all the other variables are generated as in Hyb-.
Observe that for any h € [giey-pre] + 1, Gxeyv], if R*PP(fr, (Z,2)) = 1, ie., fr(Z,Z) = 0, then
Fn(Z,62) = Gufu(@, 2) = 0, while if RAP™™(f,(7,2)) = 0, i.e., fu(&, 2) # 0, then due to the uni-
form and independent (of the other variables) choice of (3, it follows that fi(Z,(,2) = (fn(Z, 2)

is uniformly and independently (of the other variables) distributed in F,. Thus, this experiment

coincides with the experiment ExpE{Hg E’IDEAL()\) with the simulator S as described above.

m Analysis

Let us now denote by Adv%)()\) the probability that H outputs 1 in Hyb, for
7 € {0, 1,{2-X-k} v clguuvorns] k4] 3 - - - » 8} By definition of the hybrids, we clearly have

AdV';LHPE'SIM_AH()\) = !Advgf)(A) — Advgf)()\)\. Hence, we have

AdvEHPESIM-AH (\) < | AV (1) — AdvS)) (V) |+
3 [\Advg'(x_l)'4)()\) — AdVEXD () |+

XE[QKEY—PRE]

S Advi P ) — Ad I 0]+

ke(3]

[Advi T ) — Advi) ()] + D AV (V) — AdvE Y (V).

JEL3,7]
Then, Theorem [3.1] follows from Lemmas presented in Appendix [B] in conjunction with
Lemmas presented in Appendix [A]

4 KEM Version of the Proposed PHPE Scheme

In this section, we will present the key-encapsulation mechanism (KEM) version of our PHPE
scheme for the function family fﬁ%ﬁo;’;). This scheme is an augmentation of our attribute-only

scheme presented in Section [3] Similar to our attribute-only construction, we assume that the
function p outputted by PGB(f) for any f € fﬁ‘éﬁo;? is injective.
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PHPE.Setup(l”,, 1™): The setup algorithm takes as input the security parameter A together with
the lengths n’ and n of the public and private attribute strings respectively. It proceeds as

follows: ,

N R , ——
1. Tt first generates (params, {B,, B; },c(0,n/4n)) < Gos(n' +n+1,(6,9,...,9)).
2. It sets
@o — {b ©.1) p(04) p(0,6) } IB%* _ {b*(o’l),b*(0’4)7b*(0’5)}.
3. For v € [n’ 4 n), it scts B, = {b“> b(” b9} B = {b*(1) p*(02) pr7) pr(8)})
4. Tt outputs the public parameters MPK = (params {Bz}ze[o,n' +n)) and the master secret key
MSK = {B:}ze[o,n’—&-n}'
PHPE.Encrypt(MPK, (Z, 2)): The encryption algorithm takes as input the public parameters MPK
and a pair of public-private attribute strings (Z, 2) € IE‘(’;/ x . It executes the following:
1. First, it samples w, &, ¢, Y F,, and computes
C/(O) = (wv 62) ga 07 SOE))]BW KEM = 9%

2. Next, for /' € [n'], it samples ¢, Y F,, and computes

C/(Ll) = (w(l, -’L'L’)v 647 62’ (plb')BU

3. Then, for ¢ € [n], it samples ¢, na F,, and computes
W = (w(1,2),0%,0% 08, -

4. Tt outputs the ciphertext cT = (&, {¢/" )}L’E[O,n’]7 {c! )}Le[n]), and the session key KEM.
PHPE.KeyGen(MPK, MSK, f): The key generation algorithm takes as input the public parameters
MPK, the master secret key MSK, along with a function f € fﬁ%ﬁcf;?). It operates as follows:
1. It first generates (({o}jepm) {15 }jrepm))s p = [m] = [1]) & PGB(f).

2. Then, it samples 7o, k), ¢ L F,, and computes

kl(o) = (—’I"(), 62, 1, /€6, O)BS‘

3. Then, for j' € [m], it samples b}, Y Fy, LS FQ, and computes ’y]‘f =y + b;,ro for
7' € [m], followed by A
k/(] ) = ((WJHO@ )7 47 7/ O)IB*

oG’
4. Then, for j € [n], it samples b; Y Fy, O IF' , and computes O';r = 0 + bjro, followed
by
K9 = ((0},0), 0, £, 0,
5. It outputs decryption key sk(f) = (f, {b;,}jfg[m}, {65} e {k }] '€[0,m]» {k }]E[n])
PHPE.Decrypt(MPK, SK(f), CT): The decryption algorithm takes as input the public parameters
MPK, a decryption key SK(f) = (f,{b}}jemis {05} jem) {9 }yeoml {kD}jem)), and  a
ciphertext cT = (&, {c/(*") }L 0,15 {clt )} .€[n])- It proceeds as follows:
1. It first computes A = e( ’() kO, Ay = e(c (e KDY for j/ € [m], and A; =
e(c9), kW) for j € [n).
2. Next, it determines the coefficients ({£2;}jepn), {£2)/}jeim)) = REC(f, Z).
3. Then, it computes

n'+j

1
2 etm) Lyt jen) 250

A= I A7) (| 1T 2

j'€lm] Jj€(n]

4. Tt outputs KEM = AAJ.
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» Correctness: Note that for any decryption key sK(f) = (f, {¥/ }jrepmy, {05} jeqn)s {kz’(j/)}j/e[oym},
(D} i) for a function f € FEGr), and any ciphertext T = (7, {¢“)} ey {69} )

associated with a pair of public-private attribute strings (Z, 2) € Fg, x Iy, we have

A6 = g;w’!’o+£’

w(arx, i +y,+b,r0) )
Ay =gp PG for j' € [m],
Aj = g;(42j+0j+bﬂ“0) for ] S [n]

This follows from the expressions of {k’(j/)}j/€[07m], {k(j)}je[n}, {CI(L/)}L/E[O,TL/]7 {c(L)}LEM, and the
dual orthonormality property of {B,, B} },c[0,n/4n]- Hence, from Eq. (2.3) it follows that

/1 [wa(f,5)+wT0[Zj/€[m] Q;/b;-/+2je[n] ijj]]/[ j'e[m) Q;/b;-/“"zj'e[n] “ijj]

Thus, if RA®P"(f, (Z,2)) = 1, L.e., f(Z,Z) = 0, then A = g5, and hence, KEM = g% = KEM with

all but negligible probability 1/, i.e., except when > (20,b), + > §2;b; = 0. On the other
Jj'elm] €]

hand, if RABPO®P(f,(Z,2)) = 0, i.e., f(Z,Z) # 0, then A # ¢, and hence, KEM # g% = KEM

with all but negligible probability 1/q 4+ 1/q(1 — 1/q), i.e., except when w = 0 or ¢ = 0 but

J'€[m] JE€MN]

» Security:

Theorem 4.1: The proposed KEM wversion of our PHPE scheme is (poly, 1, poly)-simulation-
based adaptively strongly partially hiding (as per the security model described in Section with
respect to a simulator that runs in super-polynomial time under the SXDLIN assumption.

The proof sketch of Theorem [£.1] is presented in Appendix [C] The following corollary is also
immediate from the relation between indistinguishability-based and simulation-based security
with respect to super-polynomial simulators [AGVW13|, as well as that between single- and
multi-ciphertext security in the indistinguishability-based setting for FE.

Corollary 4.1: The proposed KEM wersion of our PHPE scheme is (poly,poly,poly)-
indistinguishability-based adaptively strongly partially hiding (as per the security model described
m Section under the SXDLIN assumption.
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Appendix

A Some Necessary Computational Problems Derived from the
SXDLIN Problem

In this section, we define some decisional problems. We rely on the hardness of these decisional
problems for deriving security of our PHPE construction. The hardness of these decisional prob-
lems can be reduced to that of the SXDLIN problem, as shown in Lemmas below.

Definition A.1 (Problem 1): Problem 1 is to guess the bit B L {0,1}, given ggl = (params,
{Bla @:}ze[o,n’—‘rn}? .f(oﬁ)v {.f(z71ﬁ)7 f(l72)}z€[n’+n]>7 where

(params, {B,, B, },c(0,n/4n]) & Gou(n' +n,(6,9,...,9));
5,5,0 < Fy;

@8 _ {b*(O,l), b*(O’S), o b*(O’G);
.f(O’O) = (E‘V)a 0,0,0,0, @)Bov f(071) = ("N‘)a 57 0,0,0, &)BO;
B = {b*®V) 502 prh) 0N for 4 € [0/ + n);
&V = (1,0) € F%

.f(271’0) = (Z‘Vjé(l)7 627 627 627 (Z)IBZ

FOLD = (@& 9e) 62,02, ), ¢ for 1€ [0/ +nl.
F2) = Hp(2)

For any security parameter \, the advantage of any probabilistic algorithm B in deciding Problem
1 is defined as

AdVEL () = [Pr[1 & B(ohh)] — Pr[1 & B(ofY)]].

Lemma A.1: For any probabilistic algorithm B, there exists a probabilistic algorithm £, whose
running time is essentially the same as that of B, such that for any security parameter X,
AdvBL(N) < AdvEXPHN () 4+ 6/4.

Proof: Problem 1 is essentially the same as the Basic Problem 1 of |[OT10] with some specific
choice of the number of bases and their dimension. Thus, Lemma can be proven in an
analogous fashion to Lemmas 15 and 16 of |[OT10|, which reduce the hardness of the Basic
Problem 1 to that of the DLIN problem in symmetric bilinear group setting. O
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Definition A.2 (Problem 2): Problem 2 is to guess the bit B Y {0,1}, given ggz = (params,
{BZ,B }zG[On '4+n]> y( ’ﬁ {y :68) .f( é)}ze[n '+n], 66[2]) where

(params, {B,, B, },c(0,n/4n]) & Gou(n' +n,(6,9,...,9));
5 R, w7 L Fq,
0:{b071 ) 7 )7"‘7b(076)};
y @9 = (5,0,0,0,%,0)5;, y "V = (4,7,0,0,%,0)p;
f(O) = (67;70,0’070)]]330;
B, = {b("D, 6®2) p®2) b for 4 € [0/ + nl;
&l = (1,0),e® = (0,1) € F2;
y(z,z,o) — (55(6), (‘)’2’ 62, Eé(g), O)BZ*
y®tD) = (560 76 02 7e®,0)g s ¢ foroe[n +n]lc[2].
0 = (@el9, 76, 02, 02 ,0)B,

For any security parameter A, the advantage of any probabilistic algorithm B in deciding Problem
2 is defined as

AdVRZ() = |Pr[1 & B(oh?)] - Pr[1 & B(oF?)]].

Lemma A.2: For any probabilistic algorithm B, there exists a probabilistic algorithm £, whose

running time is essentially the same as that of B, such that for any security parameter X,
AdvEZ(\) < AdvXPHN (V) 4+ 8/4.

Proof: Problem 2 is essentially the same as the Basic Problem 2 of |[OT10] with some specific
choice of the number of bases and their dimension. Thus, Lemma[A.2] can be proven in a similar
manner to Lemmas 15 and 18 in |[OT10|, which reduce the hardness of the Basic Problem 2 to
that of the DLIN problem in symmetric bilinear group setting. O

Definition A.3 (Problem 3): Problem 3 is to guess the bit B nl {0, 1}, given 923 = (params,

{Bu B; }16[0 n’/+n]s y( ’6 {y vt 6 (l’é)}ze[n’Jrn],ée[Q])v where

(params, {By, B! }ocomr +n]) & Gos(n' +1,(6,9,...,9));
77 R0 < Fy

Bo = {6,604 . pO) BE = {p*OD) p*(03)  p*06),
y 0 = (0,7,0,0,7,0)g;, ¥ = (0,0,7,0,%,0)g;

£ =(0,7,6,0,0,0),;

Bz = {bD) p+2) p7 . pY
B — (b0, b*(zQ) b*(z5) ”.7b*(z,9)}

&l = (1,0),e® = (0,1) € F2;
Y00 = (02,760, 0%, 76, 0 0)5:

y(zu) (02 P 70, 7eld) ,0)p: ¢ fore€ [0/ +n],0€[2].
£ = (02, e*“%ef?“),o?, 0)m,

} for 1+ € [0 + n;
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For any security parameter A, the advantage of any probabilistic algorithm B in deciding Problem
3 is defined as

AdVEE(N) = [Pr[1 & B(ob?)] - Pr[1 & B(oF3)]].

Lemma A.3: For any probabilistic algorithm B, there exists a probabilistic algorithm &, whose
running time is essentially the same as that of £, such that for any security parameter A,
AdvE3(A) < AdveXPHN () +9/4.

Proof: Problem 3 is essentially the same as the multi-basis version of the Problem 3 of [OT12a]
with some specific choice of the dimension of the bases. Thus, Lemma can be proven in an
analogous fashion to that of Lemma 4 of |[OT12a. O

Definition A.4 (Problem 4): Problem 4 is to guess the bit 3 & {0,1} given 924 = (params,
By, By, {@u B; }ze[n’—&-n}? {y(l7176)}ze[n’+n])a where

(params, {B,, B, },c(0,n/4n]) & Gos(n' +n,(6,9,...,9));
~ ~ ~ U

T, K1, ke < Fg;

.= {b(”l), b2 ) ,b(“g)} for 2 € [0’ + n;

b= ( ,0) € F%

(o2 02,02  R1, R, O) gy
( 7ré(1 0 K}l,l-ig 0)

QL B

} for 1 € [0’ + n].

For any security parameter A, the advantage of any probabilistic algorithm B in deciding Problem
4 is defined as

AdvBH(N) = |Pr[L & B(oh*)] — Pr[L & B(ob)]l.

Lemma A.4: For any probabilistic algorithm B, there exists a probabilistic machine £, whose
running time is essentially the same as that of B, such that for any security parameter X,
AdvEH () < AdvEXPHIN () 4+ 6/4.

Proof: Observe that Problem 4 is essentially the same as Problem 1 (Definition considered
in Vo with some re-ordering of the vectors of the dual orthogonal bases. Thus, the proof of
Lemma [A-4]is the same as that of Lemma [AT1] with certain appropriate changes that are easy to
figure out. O

B Lemmas for the Proof of Theorem |3.1

Lemma B.1: For any stateful probabilistic adversary H, there exists a probabilistic algorithm
B1, whose running tz’me is essentially the same as that of H, such that for any security parameter
A, JAED (1) — AdvS) (A)] < AdVRE ().

Proof In order to prove Lemma we construct below a probabilistic algorithm B; against

Problem 1 using a stateful probabilistic adversary H for distinguishing between Hyb, and Hyb,
as a black-box sub-routine. Suppose B; is given an instance of Problem 1,

le = (params, {B,, B} }e(o,n+n), FOO LD £ cpin),
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where

(params, {Bh B:}ZG[O,n’Jrn]) & gOB(n/ + n, (6, 9,..., 9)),
5,5,0 < Fy:

@* _ {b>k(0,1)7 b>|<(0,3)7 o b*(O’G);

f(O,O) = (&7’ 0’ 0’ 07 07 (/5)1807 f(o’l) = (6‘37 57 07 07 07 &)Bo;
@* _ {b*(l’l), b>)<(z,2)7 b>»<(z,4)7 o b*(z,Q)} for 1 € [n/ + n];
&V = (1,0) e F2,

f(Z,l,O) (wé(l) 02 02 02 "’)

FOLD = (e, 9e) | 02,02, §)g, ¢ fore € [0/ +nl.
F02) = Gp(2)

B; interacts with H as follows:

1. First, By gives ‘H the public parameters MPK = (params, {I@z = {b®1) p*2) b(z79)}}z€[n/+n}),
all of which are taken from the given Problem 1 instance.

2. For all h € [gry], in response to a decryption key query of H for some function fj, € J—“,ﬁ%ﬁﬁ;? ),
B: provides ‘H with a decryption key SK(fp) = (fh,{k’(hJ/)}j/e[mh],{kz(’“j)}je[n}), whose
components {k'(h’jl)}j/e[mh}, {k(h’j)}je[n} are generated as in Eq. using {B:}ze[n’—kn]
included within the given Problem 1 instance.

3. When B receives the ciphertext query from H for some pair of public-private attribute strings

R ’ ~ ~ U
(Z,2) e Ty x Ty, By samples {@), } e, {P.}iepn) ¢ Fy, computes

) = fUL) 4y fOD 4 560 for o/ € ),
¢) = FOrTelD) g fd) 4 5 b for 4 € [n],
and hands #H the ciphertext cT = (&, {c’(u)}ue[n’p {C(L)}Le[n})~

4. H eventually outputs a bit 8 € {0,1}. By outputs 5’ = [ as its guess bit in its Problem 1
challenge.

Observe that when B =0, ie., f(l’l’g) = f10) = (&5(1),62,62,62,@)132 for + € [0/ + n), the
components of the ciphertext CT returned by B; to H take the form

c/(L’)

(&(1,xbf),62,62,62,@+@,)lgb, for J/ € [n/],
W = (@1, z,),0%,0%,0%, ¢ + @u)B,,,, for ¢ € [n],

which coincides with that in Hyb, (Eq. ), where we have w = @, ¢!, = ¢+ @), for // €
('], and ¢, = @+ @, for ¢ € [n]. On the other hand, if § = 1, ie, fOLA) = fOL =
(e, 9eM) (2, 02, @)p, for « € [0’ + n], then the components of the ciphertext CT given by B;
to H take the form

) = (@(1,20), (9,0),0%, 0% 3 + §,)p,, for o/ € 0],

((D(l,ZL), (57 0)762762 & 80 )]Bn’JrL for . € [n]’

N0

which is identical to the one in Hyb, (Eq. ), where we have w = &, 9 = ¥, o, =¢+ g, for
V€ [n'], and ¢, = @+ @, for v € [n]. Clearly, the variables w,, {¢} }ren]; {¥.}iefn) simulated
by B; are uniformly and independently (of the other variables) distributed in IF,. Moreover, for
all h € [gey], the components {k’(hJ/)}jze[mh],{kz(hd)}je[n} of the h'" decryption key SK(fs)
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returned by Bj are generated as in Eq. , which is their proper forms in both Hyb, and
Hyb,. Also, the public parameters MPK given to H by Bj have the same distribution as in both
Hyb, and Hyb,. Hence, it is clear that the distribution of the view of H simulated by B given a
Problem 1 instance le for B\ € {0,1}, coincides with that in Hyb, or that in Hyb; according as

B = 0 or 1. Hence the lemma follows. O

Lemma B.2: For any stateful probabilistic adversary H, for any security parameter A,
\Advg_(x_l)_4)(/\) — Advg_%'x_l)(/\)] < 2/q for all x € [qxuy-rre)-

Proof: We will consider the following two cases separately:

» Case (I) (x =1, i.e., proof for |Adv%)()\) — Advg'l'l)()\ﬂ < 2/q)

In order to prove Lemma in this case, we first introduce the intermediate hybrid Hyb,,
described below. Next, we show the equivalence of the distribution of the view of H, i.e., the
distribution (MPK, {SK(fh)}he[gum], CT) in Hyb; and that in Hyb;, (Claim , as well as those
in Hyby_;_; and in Hyb;, (Claim [B.2)).

Hyb,,: This experiment is the same as Hyb; except that in this experiment the ciphertext
queried by #H corresponding to the pair of public-private attribute strings (Z,2) € IE“Z;/ x Fy is
generated as CT = (&, {C/(L/)}L/E[n/]7 {c(L)}Le[n}) such that

W) = (w(l,xbl),,m,goi,)]gﬂ for ./ € [n/],

(B.1)
C(L) = (w(lazb)a d(b) 7627()0L)

B, for v € [n],

where ({d”(")}ue[n/],{d‘(b)}be[n}) & (IF;‘\{64})", X (Fg\{@ﬂ)”, and all the other variables are

generated as in Hyb;.

Claim B.1: The distribution (MPK, {SK(fh)}he[guey]s CT) in Hyby and that in Hyb,, are equivalent
except with probability 1/q.

Proof: Consider the distribution (MPK, {SK(fh)}he[guey]» CT) in Hyb;. Let us define new set of
dual orthonormal bases {I,, D} },c[n/4n] from the original set of bases {B,, B; },c/+rn) used in

Hyb,; as follows: Generate matrices {Z’(L/)}L/e[n/], {Z(L)}Le[n] & GL(4,F,), compute the vectors

d'3) p(t'3) d*('3) b*(':3)
L= @) ] Lo =@ ] for e ],
d6) p('6) a6 p*(¢',6)
d'+.3) p(n'+,3) d*(n'+.3) p*(n'+1,3)
=@ | : =(ZV) : for ¢ € [n],
d('+1.6) p(n'+,6) d*(n'+,6) p*(n'+,6)
and set

Dy = (B0, BED WD) go b, b9y o
Dt’ — {b*(L/71)’ b*(L,,2)7 d*(L/,?))’ e d*(L/,G)’ b>s<(L’,7)7 s b*(l,/,g)} for /"€ [TL ]’
D e {b(n/—‘rb,l) b(n’+L,2) d(n’+b,3) o d(n’+¢,6) b(n’+L,7) o b(n’+L,9)}
nort ’ 17 ’ 72 ’ ’3 ’ /76 /7 7’ ’ 9 forLE[n].
D;/+L — {b*(n +u, )7 b*(n +, )’ d*(n +, )’ o 7d>x<(n +u, )7 b*(n +u, )7 o 7b*(n +u, )}
(B.2)
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It can be readily observed that the new set of bases {ID,, D} },¢[5/4n) are indeed dual orthonormal,
and are distributed the same as the original set of bases {B,, B} },c(/n)-

Now, notice that the components of the ciphertext CT returned to H in Hyb; can be expressed
in terms of the new set of bases {D,, D] },cp/4n) a8

w(l,z,), (9, 0),62,62 ol )B,/

V), for J e [n'],

2
@05, (B.3)

’ n'+e

w(l, z,), (9, 0)

¢ = (wf
= (W(l,xu), a) 7627
e = (w( 0
= (w(1,2,),d",0%,¢,)p i, for ¢ € [n],
where @) = ((9,0),0%)2'0) for /' € [n'], @) = ((9,0),0°)Z") for ¢ € [n], and all the other
variables are generated as in Hyb,. Clearly, the vector ((¢,0),0%) # 0* with all but negligible
probability 1/g, i.e., except when ¥ = 0. Then, ({da’ (L’)}ue[n'}, {&'(L)}Le[n]) is uniformly distributed
in (FA\{0*})™ x (F2\{0*})" with all but negligible probability 1/¢, and are independent of all
the other variables.
Also, for all h € [gigy], the components of the hth decryption key SK(f;,) provided to H in
Hyb; can be expressed in terms of the new set of bases {Dy, D} },g[n/4n) as

E/(hi") — 02,79 0)

((’Yh,jlv Qp ]/)7 5 B:h(j’)
= ((ynjrs n g ), 02,02, BB 0y for § € [my],
) ’ ’ pn (") (B4)
KM = ((on5,G), 02,0, &9, 0)ge,
= ((oh4,Cn), 02,02, R 0)ps  for j € [n]

where all the variables are generated as in Hyb,.

Now, note that in the view of H, both the original sets of bases {B,, B} },c[n/4rn and the
transformed set of bases {I,, D} },¢[n/1n] are consistent with the public parameters MPK. Further,
for all h € [gxey], the components of the A" decryption key SK(f;) returned to H preserve their
forms as in Eq. , which are their proper forms in Hyb;,, under the basis transformation.
Finally, since the RHS of Eq. and that in Eq. have the same form except with
probability 1/q, it follows that the components of the ciphertext CT returned to H in Hyb; can
be conceptually changed to those in Hyb;, except with probability 1/¢g. Hence the claim follows.

d

Claim B.2: The distribution (MPK, {SK(fh) }he[quer]» CT) in Hyby 1 1 and that in Hyby, are equiv-
alent except with probability 1/q>.

Proof: Consider the distribution (MPK, {SK(f4)}ne[guey]s CT) in Hybs 1. Let us define new set
of dual orthonormal bases {,, D} },c[n/4, from the original set of bases {B,, B },c[n4n used
in Hyby ;_; just as in Eq. in the proof of Claim Observe that the components of
the ciphertext CT returned to H in Hyb, ;; can be expressed in terms of the new set of bases

{DZ’D:}ZE[W—FH] as
= (w(1,zy ),T(l,l‘u),e(l,l‘u),OQ,QOZ/)]BL,
= (w Loy )76/0,)762)802’)]]]%/ for /" € [n/]>
= (w(1,2,), (l,zL),G(l,sL),W,@L)Bn,ﬂ
= (w(l,z,), (L),62,@L)Dn,+b for ¢ € [n],

(
(

B.5
( (B.5)
(

where @) = (7(1,z,),0(1,2,)Z'") for // € [n/], @ = (7(1, 2,),0(1,5,))Z® for ¢ € [n], and all
the other variables are formed as in Hyby ; ;. Clearly, the vectors (7(1,z,),0(1,z,)) # 0* for all
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/€ [n'] and the vectors (7(1,2,),0(1,s,)) # 0* for all © € [n] with all but negligible probability
1/q?, i.e., except when 7 = 0 and 6 = 0. Then, ({EL”(L,)}L/e[n/], {&'(‘)}Le[n]) is uniformly distributed
in (Fg\{(_)"‘})”/ X (Fg\{@‘*})” with all but negligible probability 1/¢%, and are independent of all
the other variables.

Also, for all h € [gugy], the components of the hth decryption key SK(f;,) provided to H in
Hyb, 11 can be expressed in terms of the new set of bases {ID,, D]}, in the same fashion as
in Eq. .

As in the proof of Claim in the view of H, both the original sets of bases {B,, B} },c[n/4n]
and the transformed set of bases {ID,, D} },¢[5/4r) are consistent with the public parameters MPK.
Further, similar to the proof of Claim for all h € [gxey], the components of the A" decryption
key SK(f) returned to H preserve their forms as in Eq. , which is their proper forms in
Hyb,,, under the basis transformation. Finally, since the RHS of Eq. and that in Eq. (B.1))
have the same form, it follows that the components of the ciphertext CT returned to H in Hyb, ; ;
can be conceptually changed to those in Hyb;, except with probability 1/¢%. Hence the claim
follows. O

» Case (II) (x > 2, i.e., proof for |Adv,(,3'(x_1)'4)()\) — Advgf'x'l)()\)| < 2/q for x €
[27 qKEY—PRE])

In order to prove Lemma in this case, we first introduce the intermediate hybrid Hyby_(, _1)_4
below. Next, we show the equivalence of the distribution of the view of H, i.e., the distribution

(MPK, {SK(fn) } he[gesy] CT) in Hyby (,_1y.4 and that in Hyby (, _1y.4s (Claim [B.3), as well as those
in Hyb, , 1 and in Hyby (, _1).4 (Claim |B.4)

Hyby (y—1)-2r (X € [2; gxuv-rre]): This experiment is the same as Hyb, (,_1y.4 except that in
this experiment the ciphertext queried by H corresponding to the pair of public-private attribute
strings (Z, 2) € IFZ' x Fy is generated as CT = (, {c’(“)}ue[n/}, {c(L)}Le[n}) such that

¢ = (w(t ), [@]0(1,2.), 0% ¢))s, for o' € [n], (B.6)
W = (w(1,2),[a@" | 0(1,5,),0%,¢.)s,,,, for ¢ € [n],

where ({Ez”(‘l)}ue[n/],{Ei(b)}be[n}) & (Fg\{@a})”, X (Fg\{ﬁz})”, and all the other variables are

generated as in Hyb, (1.4

Claim B.3: The distribution (MPK, {SK(fh)}ne|
are equivalent except with probability 1/q.

CT) in Hyby_(\_1).4 and that in Hyby_(, 1)y

qKEY] ’

Proof: Consider the distribution (MPK, {SK(f1)}ne[gey]s CT) in Hybs (,_1).4. Let us define new
set of dual orthonormal bases {D,, D} },cjn/4r from the original set of bases {B,, B },c[n1n]

used in Hyby (, _1).4 as follows: Generate matrices {Z’(‘I)}L/G[n/], {Z(L)}LG[TZ] & GL(2,F,), define
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U'Y) = (2NN for / e [n'], U = ((ZW)=1T for € [n], compute the vectors

d3) . p('3) da*(v'3) g p*(',3)
<d(uv4)> = (Zz''NH~1 <b(uv4)> , (d*( 4)> = (Z'¢)T (b*(b'v4)> for / € [n],

d(n'+L,3) . p(n'+u.3) d*(n/—l—b,i’)) . b*(’n/—‘rb,?))
(d(n'+L,4)> = (Z( )) ! (b(n’+L,4)) ) (d*(n/+L,4)> = (Z( ))T (b*(n/+a,4)> for + € [nL
and set

D, = {b(L/,l), b(L,,Z), d(L/,g)’ d(L’,éL)7 b(Ll,5)7 o ,b(l,l,9)} , ,
]D)Zk’ _ {b*(d,l)7 b*(l,/,2)7 d*(L/,S), d*(L/,4)7 b*(L’,E))’ o ’b*(Ll,9)} } for o € [n ]7

(B.7)

D = {b(n’-i—L,l) b(n’+L,2) d(n’+¢,3) d(n’+L,4) b(n’+L,5) o b(n/+b,9)}
ot ’ 1’ ’ ,2 ’ 73 /7 4 /’ 5’ ’ 9 forLG[n].
]D):;’JFL — {b*(n +, )’ b*(n +, )’ d*(n +, )’ d*(n +, )’ b*(n +, ), ool b*(n +, )}

It can be readily observed that the new set of bases {ID,, D} },¢[5/4n) are indeed dual orthonormal,
and are distributed the same as the original set of bases {B,, B} },c(/4n)-

Now, notice that the components of the ciphertext CT returned to H in Hyby (, ;)4 can be
expressed in terms of the new set of bases {D,, D} },c[n/4n] a8

CI(L/) = (w(laxd)ﬂ—(l?xb’) 9(1,$L) 0 » P, )B/
= (w(l,:pL/),6’(L/),9(1,wL/),62,<p2/)DL/ for J/ € [n/], (B.8)
" = (w(1,2),7(1,5,),0(1,5),0%, )8, '
= (w(1,2),a",0(1,5,),0%, @)p,, ., for v € [n]

=

where @) = 7(1,2,)2Z'") for // € [n/], @¥ = 7(1,5,)Z" for 1 € [n], and all the other vari-
ables are generated as in Hyby (, _1)4. Clearly, the vectors 7(1,z,) # 0% for all // € [n/] and
7(1,s,) # 02 for all . € [n] with all but negligible probability 1/q, i.e., except when 7 = 0.
Then, ({@“)}, ¢, {89} ) is uniformly distributed in (F2\{02})"" x (F2\{0%})" with all but
negligible probability 1/¢, and are independent of all the other variables.

Also, for h € [gxgy], the components of the A" decryption key SK(f;,) provided to H in
Hyby_(y—1).4 can be expressed in terms of the new set of bases {;, D} }ie[nr 1n) a8

(a) (h<x)

k(i) — ((%J,’ah] )’627 (%J,’ahj ), R 2/(h,g") O)B:’h(ﬂ)
= ((Ynjr> @njr), 02, Fn gy @ jr), B )7O)D:h(j/) for j" € [mp), (B.9)
J Oh,jySh)s sy \Oh,jsCh ’ B*, '
k") = (01,5, Ch), 0%, (Gn g, Cn), B9, 0) "
= (0,3, ), 0, (Gn,jr Cn), R ,0)pz, , . for j € [n].
(b) (h>x)
1(hyg') — , D) 02 02 =/(h.g') N
k ((,‘)/h,j y Ohj )70 70 y R ’ ) on ()
= ((’th’aah j’)76276275/(h7j/) O)D* ; for J € [mh]7
' o ont) (B.10)
k"D = ((on,. Cr), 0%, 0, K99, 0)ge,
n’+j
= ((Uh,j’Ch)762’627 E(h’J)ao)D* for J € [n]a

where all the variables are generated as in Hyby_(, _1).4-
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Now, note that in the view of H, both the original sets of bases {IB%Z,IB%:}ZQ[H/+”] and the
transformed set of bases {D,, Df}ze[nurn} are consistent with the public parameters MPK. Further,
for b € [gey|, the components of the A" decryption key SK(f;,) returned to H preserve their
forms as in Eq. , if h < x, and as in Eq. , if h > x, which are their proper forms in
the respective cases in Hyby (, )4, under the basis transformation. Finally, since the RHS of
Eq. and that of Eq. have the same form except with probability 1/¢, it follows that
the components of the ciphertext CT returned to H in Hybg_(X_l)_4 can be conceptually changed
to those in Hyb, (,_1).4 except with probability 1/¢. Hence the claim follows. O

Claim B.4: The distribution (MPK, {SK(f#)}he[gue]s CT) n Hyby, 1 and that in Hyby 1)y
are equivalent except with probability 1/q.

Proof: The proof of Claim [B-4] is similar to that of Claim [B:3] We omit the details to avoid
repetition. O
O

Lemma B.3: For any stateful probabilistic adversary H, there exists a probabilistic algorithm
Bo.1, whose running time is essentially the same as that of H, such that for any security parameter

A, AV () = AdviXP (V)] < AdvR2 (M) + 1/g for all X € [quev-prs], where Bona () =
Ba1(x, ") for any x € N.

Proof: In order to prove Lemma [B.3] we construct below a probabilistic algorithm By 1 against
Problem 2 using a stateful probabilistic adversary H for distinguishing between Hyb, , ; and
Hyb,_, 5 as a black-box sub-routine. Suppose By 1 is given x € N and an instance of Problem 2,

Qgg = (params, {JE’L? B:}ze[o,n’—o—n] ) y(O,ﬂ)7 f(o)v {y(%fﬂ)’ f(l’e) }ze[n’+n],£€[2])a

where

(params, {B,, B, },c(0,1/+n]) & Gog(n' +n,(6,9,...,9));
5,7, 7,7 < F;

By = {bOD 03 . p0O).

¥ = (5,0,0,0,%,0)z;, 4"V = (5,7,0,0, %, 0)g;;
9 = (@,7,0,0,0,0)s,;

Ez _ {b(l’l), b(”Q), b(%5)7 . b(”g)} for 1+ € [0’ + nj;

&V = (1,0),6® = (0,1) € F%;

Y00 — (50, (2,02, 7™, 0)g

ybl) = (Sg(f),%g(é), (_]’2,;55(4),())]sz for 2 € [n' +n], 0 € [2].
F00 = (G0, 720, @, 0%, o),

Bo_1 interacts with H as follows:

1. First, By1 provides the public parameters MPK = (params, {I/B\EZ = {b(=D) p(+2), b(”g)}}le[n/+n}),
all of which are taken from the given Problem 2 instance.

2. For h € [gxey], in response to the A'™™ decryption key query of H for some function f; €
f(q’nlyn)

appotp’ , Ba-1 proceeds as follows: ‘ ‘

(a) (b < Xx) B2 give?/ # a decryption key SK(fn) = (fa, (K"} e {6} jep), the
components { k("7 )}j/e[mh] and {k(hﬂ)}je[n] of which are generated as in Eq. 1j using
the bases {B; },c[n/4n) included within the given Problem 2 instance.



Adaptively Simulation-Secure Attribute-Hiding Predicate Encryption 41

(b) (b = x) Bax  forms  (({Gyj}jemls 10xs7 Tndt Firetma))s 2x ¢ [ma] = [0]) s ({F x5} jerm)s
_ R Yoz N
{1 xg Hiremma)s Px © [my] = [0']) <= PGB(fy), samples Go G AR jr 15 By jr o birelmads

~ ~ U ]F .
{Fyx.j1s Fx.j2tjem < Fq, computes

L0’ — o .,y(px(j’)ﬁlﬁ) + .,y(Px( §'),2,8) + Ty, b*(Px(J )b
b*(Px(J) 2 4 p 1b*(Px( N0 LR Rl ,zb(px( I8 for j' € [my],
k(X?j) — &X’]y(n +7,1 76 + ng(n +J,2 75) + a-X’]b*(n +]7 + (Xb*(n,+‘7a2)+

k\x,j,lb*(nl-i_j’?) + k\x,j,Zb*(n,—i_j’s) fOI‘j c [n]’

and returns decryption key sK(fy) = (fy, {k’(X’j’)}j/e[mX], {k(x’j)}je[n]) to H.

(¢) (h > x) Ba.1 gives H a decryption key SK(fp) = (fh,{k:’(h’j')}jfe[mh], {k(h’j)}je n])> the
components {k’(h’j/)}j/e[mh] and {kz(h’j)}je[n] of which are generated as in Eq. 1j using
the bases {B; },c[n/1n] of the given Problem 2 instance.

3. When By.y receives the ciphertext query from 7 for some pair of public-private attribute

strings (%, 2) € Fg, x [y, Ba.q samples § o {8 € FyRAPT (fn, (7, 8)) = RAPFIP(f,
o u
(%, 2))Vh € [qKEY-PRE]}7 samples 0, {SOIL/}L’E[n’]v {@L}Le[n} < [y, computes

Y = D L, 7D 10D 102,600 1 o b9 for o/ € [n],
v) _ f(n’—H,l) + sz(n/"rL,Q) + eb(n’—H,S) + stb(n,-ﬂ’ﬁ) + @Lb(n,+L’9) for 1 € [’I’L],

and hands #H the ciphertext CT = (&, {C/(L/)}ue[n/p {C(L)}Le[n}).
4. H eventually outputs a bit § € {0,1}. By.; outputs B' = B as its guess bit in its Problem 2
challenge.

Observe that when 3 = O ie. y(lfﬁ) = (60 — (&0, (2,02, ze®), 0)p: for 2 € [0’ +n], L €
[2], the components of the x* decryptlon key SK(fy) returned by By1 to H take the forms
= ( 5’7><J’ +7x1’75ax1’ + Oy 57), 0%, 07

(
(K/fYXJ’ + HX 5,1 /iax Vi + HX i, 2) O)B*
(
(r

)

./
o for j' € [m,],
:(6 +6Xj76CX+CX) 7_’2’

Tx.d + Fx.d, 1>’€Cx + Fx.2), O)JB;,H for j € [n],

which coincides with those in Hyby_ X1 (Eq. ) where we have Qyjt = 504)”/ + oy Yy, =
57)(]’ +3x for j' € [my], oy = 00 +‘TXJ for j € [n], ¢ = 5Cx + o RO = (R +
Ry jr 10 Ry g —|—/<,X]/2) for j' € [my], and X9 = (K&, ; +/ixj71,/<,CX +Ey,j2) for j € [n]. On the

other hand, in case ﬁ =1,i.e., y(”z’ﬁ) ybl) = (56(@ 7e® 02, 7e", 0)p; fors € [n'4n], £ € [2],
the components of the " decryption key SK( fy) given by Bg_l to H take the forms

~y ~y =2
((57X 3 T Yxg' 5ax Qg )s (T30 Ty jr), 07,
(Fx, 0 + Ry jr.1 Rl jr + B v 1), O)B;X(j/) for 5" € [m,],
((5 +5xj75Cx+Cx) (%&xja%cx)’()?a
(K

Ox.j T Fxd, 17“@( + Rx.j2); O)BZ,H for j € [n],

which coincides with that in Hyb,, 5 (Eq. ), where we have o, ;i = 5~07X7j/ + i, Yyt =

~v ~/ =~ — =X . ~ . — = . '/ . —_— pa . - . = . — =5 .
Vgt + Vg’ Ot = Tl jrs Vxg' = Thxgr for j7 € [myl, oy = 60y, + Ty, Ox,j = WOy, for
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jeln], ¢ = 55)( + ¢y CX = %5}( RO = (R0 + R\ jr 10 Ry jr + Ry o) for j° € [my], and
RO0I) = (Roryj + g1, ROy + Ry2) for j € [n].
Clearly, (y is uniformly and independently (of the other variables) distributed in F,, and

so is CX except when m = 0. This is because Cx and Cx are sampled uniformly and inde-
pendently (of the other variables) from F,. For similar reason, each of {&(x")} jelm,y] and

{E(X’j)}je[n] is uniformly and independently (of the other variables) distributed in Fg. In or-
der to see that ({oy,;}jepm], {on.jr Vi Hireimy)) and ({05} jem) {0, Yxr tirepmy)) simulated
by Bs.; have the desired distribution in Hbe_X_l and Hyb2_x_2, i.e., their distribution coin-
cides with the output distribution of PGB(fy) with uniform and independent randomness, let
ol U IF'ZLX—M_l and 72 < me—s—n ! be the random vectors used while generating the con-
stants ({0y,j}jem)> 10,57 Yni 15 Gmx]) and ({Gx.j}jem]s 10x.i" Vx.i' }i7elmy)) Tespectively. Then,
by the linearity property of PGB (as described in Section , it follows that the constants
({oxitiemls {axin i tireimy)) and ({0xj} ey {@xi1 Tx.i Yireimy)) Tespectively are the out-
puts of PGB(f,) with randomness 7% = §7061) 4 72 and 70 = 706D Since, 7D and
7%2) are uniformly and 1ndependently sampled from FmX+n 1, it follows that 7% is uni-
formly distributed in me—l-n and so is #X) except when T = 0, as well as they are inde-
pendent of one another and of all the other variables. Thus, ({oy,;}jefn]s {5 Vx.j7 }irem,)) and
({Ux i Yiem] 1057 V.’ }jreim,]) simulated by Bz have the desired distributions except when
7 =0.
Also, the components of the ciphertext CT returned to H by Bs.; have the form

c/(b/) = (a(lvxﬁ)’;(]-axﬂ) ( 7xb')’ ,@ZI)B/ for ' € [TL,]
" = (@(1,2),7(1,2),0(1,5,),0%, ¢.)8,,,, for . € [n],

which coincides with those in Eq. corresponding to both Hyb, , ; and Hyb, , o, where w = w
and 7 = 7 are uniformly and independently (of the other variables) distributed in F,. Moreover,
for all h € [qry]\{X}, the components {k’(h’j/)}jle[mh] and {kp;}jem) of the htt decryption key
SK(fn) given to H by Bs.1 are generated the same as in Eq. , if h < x, and as in Eq. ,
if h > x, which are their proper forms in the respective cases both in Hyby, ; and in Hyby 5.
Finally, the public parameters MPK provided to H by Bs.; are clearly distributed identically to
those in both Hyb, , ; and Hyb, , 5. Therefore, it follows that the view of H simulated by Ba-1

given x and a Problem 2 instance gAz for B3 € {0,1}, coincides with that in Hyb,_ 15 if B =0,
while that in Hyby , 5 except with probabihty 1/q, if B = 1. Hence the lemma follows. O

Lemma B.4: For any stateful probabilistic adversary H, for any security parameter A,
IAdVEX P (0) = AVEEXP (M) < 4/q for all X € [gupy-rrs)-

Proof: The proof of Lemma [B.4] utilizes the following result:
Lemma B.5 (Lemma 3 in |[OT10|): For any p € F, and d € N, let C, = {(¥,w) € (Iﬁ‘g X
Fd)\{(Od 0D)}|7 - @ = p}. For all (7,%) € C,, for all (¢, k) e C,, we have

vF—c/\ )T = k] = Pr[g(F) T—c/\wF—k‘]—l/ﬁCp,

where F <L GL(d,Fy).

To prove Lemma we first define below the intermediate hybrid Hyby , o/. Next, we show
the equivalence of the distribution of the view of #, i.e., the distribution (MPK, {SK(f1)}nre[gue]s
CT) in Hyb,, 5 and that in Hyb,, o (Claim , as well as those in Hyby , o/ and in Hyb, , 5
(Claim [B.6)).
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Hyby_, 2 (X € [gxev-rre]): This experiment is the same as Hyb,_, 5 except that in this exper-
iment the ciphertext queried by H corresponding to the pair of public-private attribute strings
(Z,2) € FZ}’ x [y is generated as CT = (7, {c’(u)}ue[n/], {c(b)}Le[n}) such that

C/(L/) = (W(LCITL/)? 5,(Ll) 79(17xb’))625902’)3u for / € [TL,],
) = (w(1,2),[@],0(1,5), 0% ¢)s,,,, for ¢ € n],

while the x* decryption key queried by H corresponding to the function f; € F, ISBPO{Q ) i gener-
ated as SK(fy) = (fy, (K007} refmy]s 1K X])}ge [n]) such that

(B.11)

k063"

for j' € [m,],

3"

((VX,]'“O‘X,]'/)’ /L_I;/(th,) 7(_))2’I;%”(X:j’)’o)]B*

Px

k(XJ) = (<JX7j7CX)7762? E{(XJ)vO)B*/J,.- for j € [n]a
n/+j

(! (1 —) i’ —(x,] U n' n m n
where ({@"“)} e {@9 gy {7 X} jrgpmy s {80} jepn) < (F2)" x (F2)™ x (F2)™x x (F2)", if

° SN () (1L . -/ o . U n
R (1, (7,2)) = 0, whereas (0 bociuy, 40O g (709 g, (709 bieq) & (82)7 %
(F2)™ x (F2)™x x (F2)™ subject to the restriction that > 2 (@ (ox 0. 6N+ S 0, (@9

J'€lmx] jen]
@09)) = 0, if R (f,, (Z,Z)) = 1, and all the other variables are generated as in Hybs_, 5.
Here, ({£2y,j}jemn), {£2, js}ireimy)) = REC(fy, T).

Claim B.5: The distribution (MPK, {SK(f1)}he[geey]» CT) in Hyby, o and that in Hyby , o are
equivalent except with probability 2/q.

(B.12)

Proof: Consider the distribution (MPK, {SK(f1)}he[gue]s CT) in Hyby, 5. Let us define new set
of dual orthonormal bases {D,, D} },c(/4y) from the original set of bases {B,, B} },c[n/4n] used

in Hyb,_, 5 as follows: Generate matrices {Z')y, e {Z }LE[n] & GL(2,F,), define U"") =
((Z’( )) DT for o/ € [n/], U = ((Z( )) DT for ¢ € [n], compute the vectors

) , (3) «(0.3) , «(0.3)
(Z(L/A)) = (Z/(L ))—1 <Z(L'74)> ’ <Z*(L'74)> — (Z/(L ))T <Z*(L'74)> for ' € [n/],

d(n’+L,3) . b(n’+L,3) d*(n’+L,3) , b*(n’+L,3)
<d(n’+b,4)> = (Z( )) ! (b(n/+b,4)> ) (d*(n’+L,4)> = (Z( ))T (b*(n’JrLA)) for v € [n]7
and set
D, = {bt"D p("2) g3 g4 pl'5)  p9)} , )
Df’ _ {b*(bl,l)’ b*(L’,Q)7 d*(L’,S), d*(L/,4)’ b*([,/75)’ o 7b>k([,/79)} for /" € [n ]7
D, = {b(n/—l—b,l)’ b(n/+L,2)7 d(n/+L,3)’ d(n/+L,4)’ b(n/+L,5), o 7b(nl+L,9)}

D; ey = {b>|<(n’+L,1)7 b>i<(n’+L,2)7 d>|<(n’+L,3)7 d>|<(n’+L,4)7 b*(nl+L,5)’ o 7b>»<(n’+L,9)} } for v € [n]

(B.13)

It can be readily observed that the new set of bases {ID,, D} },¢[5/4y) are indeed dual orthonormal,
and are distributed the same as the original set of bases {B,, B} },cf/4n)-

Observe that the components of the ' decryption key SK(f,) returned to H in Hyb,_, o can
be expressed in terms of the bases {Dy, D }gjn/4n) as

k/(X’j ) Vx,jlv ax7j/)7 (;\YJX j/? 62X jl)’ 62’ R‘:I(XJ ) 0>B;x(ﬂ )
= - -/ /06:3") ( i) *
Vx,i"r Qx,j )v 70 ) O)Dpx(j’) for j < [mX]’ (B.14)

n'/+j

= ((
((

k0o = (x5 Cx) (Ux,Jvi)an’%(Xj)aO)B*
= (0, G, @9, 02, RO ), for j € [n],
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where @/007) = (F, jr, @, ;) U'PxUD) for j/ € [m,], a09) = (O'X],CX) UY) for j € [n], and all the
other variables are generated as in Hyby , 5. Also, note that the components of the ciphertext cT
returned to H in Hyby , 5 can be expressed in terms of the bases {ID,, D} },c[n/4n) as

(B.15)

where @) = 7(1,2,)Z'“) for // € [n'], @) = 7(1,2,)Z" for ¢« € [n], and all the other variables
are generated as in Hyb, , .

We argue that ({@“)}yep, {8} e, {700 Y jrepmy g {@0 Y jem) € (FD)™ x (Fg)"x
(Fg)mx X (]FZ)” are jointly distributed as in Hyby, o in the view of H. Let us observe the
following two facts:

(A) From Lemma it follows that for each j/ € [m,], the pair of vectors (a@'(Px") 7)) is
unitforrnlyA distributed in C.s(\ (1)) x5y, and similarly, for each j € [n], the pair of vectors
(@), @(7)) is uniformly distributed in C0).a009) -

(B) Observe that

Ei’(ﬂx(l)) . ﬁ/(le) (O{XJI. ( ) _|_ ’YX7 )
C—Lﬂl(px(mx)). . ﬂ’/(Xymx) T(&X Xxpx(. X) + f’yx X) (f’(X))T
= M P \m o — 7)) (7 7 N
a(l) . 'E[:(le) T(gle + 5)(71) TL ($7 Z) < CX ) 5 (B16)
gt - g T(zxzn + 5X,n)

where LX) ¢ FngJrn)X(mXJrn) is the matrix representation of the ABP F>,< computing f,, as

computed by PGB described in Section and 700 & me+n ! is the random vector used
by PGB when run on input f, to generate the constants ({O'X]}]e[n] {03 Vit ireimy)) €
F? x (F2)™x. Now, we have the following two possibilities:

(I) (R*®"™(fy,(Z,2)) = 0, ie., fy(Z,Z) # 0) From Lemma we have det(LX(Z, 7)) =
fx(&, ). Hence, det(1LO(F, 7)) = 7™ det (LX) (7, 2)) = 7™t f (T, Z). As f,(F,2) #0
in this case, it follows that in this case det(r LX) (Z, 2)) # 0, or in other words, the matrix
TLO(Z, 2) is invertible with all but negligible probability 1/¢, i.e., except when 7 = 0.
Therefore, the image of the linear transformation defined by the matrix 7L®X)(Z, 2) is

My +1
Fg ™,

Hence, it follows from Eq. that since (7 (X),gx) are sampled uniformly from
FZLXJFH_I x [y, the variables ({a’(pX(J ). "”(X’j’)}j,dmx], {al) -U(X’j)}je[n}) are jointly dis-

tributed uniformly in Fg™ x Fy as well. Also, since fresh variables (7 00, ZX) appear only

in ({C‘L"Px G . g O6d’ )} , {al) . (x,j)}je[n]% the variables ({@(x(") . /(i) ieimads
{al) . } ic[n]) are also fresh, i.e., independent of all the other variables in the view
of H.

(IT) (RA®*'"(fy, (7,2)) = 1, ie., fy(Z,Z) = 0) Here, the rank of the matrix 7LX)(Z,Z) is
m, +n — 1 with all but negligible probability 1/g, i.e., except when 7 = 0. In order to
see this, first notice that since f,(Z,2) = 0 in this case, again from Lemma it follows
that det(rL®)(Z, 7)) = 7™t det(LX(Z, 7)) = me+"f (#,Z) = 0. Hence, the rank of
the matrix 7L(X )(x Z) is at most m, 4+ n — 1. Also, note that according to Lernma .
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the matrix LX) (Z, Z) contains only —1’s in the second diagonal, and 0’s below the second
diagonal, and hence, the matrix 7L (%, Z) possesses only —7’s in the second diagonal, and
0’s below the second diagonal. Therefore, the (m, +n — 1) x (my +n — 1) sub-matrix of
the matrix 7L (&, Z) obtained by removing its first row and last column clearly has full
rank m, +n — 1 except when 7 = 0, as this sub-matrix is in upper-triangular form with
—7 as its diagonal entries. Since the rank of a matrix cannot be smaller than the rank of
any of its sub-matrix, it follows that the rank of the matrix 7L (Z, Z) cannot be smaller
than m, +n — 1. Consequently, it follows that the rank of the matrix 7L (&, Z) must be
my +n — 1 in this case.

Also, in this case, it holds that ((£2] ) jcfmy], (_QXJ)]G[”])TL( )(#,2) = 0™ where
({2 }]E[n] {920 i1} jreimy)) = REC(fy, ) In order to see this, recall from the description of
the algorithm REC presented in Sectlonthat (425, ;1) ireimy)s (2x.5) je[n)) are the cofactors
of the entries of the last column of the matrix LX) (&, 2) in the order from top to bottom.
Hence, if we add up the products of the entries in the last column of the matrix L) (Z, 7)
with the corresponding cofactors in ({{2} i }jremy]: {2x.j}jefn)): We obtain det(LX(z, 2))
which, as already noted above, is 0 in this case. Also, it is a standard result in linear
algebra that the sum of the products of the cofactors of any column of a matrix with
the corresponding entries of another column of that matrix is 0. Therefore, it follows that
(25 1) i7elmy] (2y5)je)) LY (&, Z) = 0™ 7. Since, each entry of the matrix TLX)(Z, 2)
is merely 7 times the corresponding entry of the matrix LX) (Z, Z), the same holds for the
matrix 7LX)(Z, 2) as well.

From the above two observations, it follows that the image of the linear transforma-
tion defined by the matrix 7L (7, ?) is given by the (m, + n — 1)-dimensional sub-

space Im(rL00(%,2)) = {T = (v1,...,vmy4n) € g 12 ) ey (i) jem) - T =
> S0 i+ D Sy =0} C Fg .
J'€[my] J€M]

Hence, it follows from Eq. that since (_' EX) are sampled uniformly from
FZnXJrn*l x F,, the variables ({a@'(PxU") . *’(X’j/)} my > {a) - g9y, ic[n]) are jointly dis-
tributed uniformly in Im(7LO)(Z, 7)), i.e., those Varlables are Jomtly distributed uniformly
in g™ x Iy subject to the relation 37 (2 (_"(px(] N0 4 3 2, (@) - ated)) =

j'elmy] Jj€[n]
0. Also, just as in Case (I), since fresh variables (7 (X),C ) appear only in ({a px (") .
g/(x,j’)}j/e[ Nl {a) . q0d) }jeln)), the variables ({a@ (px (") . g(xd” },E[ Nl {aW).q )} en])
are also fresh, i.e., independent of all the other variables in the view of H in this case as
well.

From (A) and (B) above, it follows that the variables ({EL"(L/)}LIE[M, {6(b)}L€[n], {ﬁ’(xvj/)}jle[mx],
{i0cD} ) are jointly distributed uniformly in (F2)™ x (F2)™ x (F2)™x x (/Fg)”, if RAPPP(f,
(Z,2)) = 0, where as these variables are jointly distributed uniformly in (Fg)” X (IFZ)" X (Fg)mx X
(F2)™ subject to the relation z[: ]Q’ (@ Px ) g06d")y 4 z[:} 2,.(@9 - @03)) = 0, in case

j'€lmy JEIn
RAPPIP(fy (2, 7)) = 1, as well as these variables are independent of all the other variables in the
view of H.

Moreover, for h € [gsy]\{X}, the components of the A" decryption key SK(f;,) returned to
H in Hyb, , 5 can be expressed in terms of {D,, D} },c(n/4n) as
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(a) (h<x)
k/(X:jl) _ ((,)/X’j,7 ax,j/)’ 62’ (:Y\ij” aXJ'/)7 E/(X’j/), O)B:X(j/)
= ((7x7j’7ax,j’)762a (;Y\x,jﬂax,j’)aﬁl(x’j/)70)ﬂl>* ,, for i'e [,
Px(J ) (Bl?)
k(XJ) = ((Ux,j7 CX)? 627 (aXaj7 CX)’ E(X’])’ O)]B:;/+j

= (05 6, 0% (B G, B9 O)p,for j € ],
(b) (h>x)

K06 = (g, g o), 02,02, 06 0) -

(B.18)

where all the variables are generated as in Hyby , 5.
Now, note that in the view of #, both the original sets of bases {B,, B} },c[n4n) and the trans-
formed set of bases {I, D} },c[n/4n] are consistent with the public parameters MPK. Moreover,

for b € [guev]\{X}, the components of the A" decryption key SK(f;,) returned to H preserve
their forms as in Eq. (3.7)), if h < x, and as in Eq. (3.2)), if ~ > x, which are their proper forms
in Hyby , o/, under the basis transformation. Finally, since the RHS of Eq. (B.14)) (respectively

Eq. (B.15))) and that of Eq. (B.12)) (Eq. (B.11)) have the same form except with probability 2/q,
the components of the y'! decryption key Sk(f,) and those of the ciphertext CT returned to H

in Hyby , 5 can be conceptually changed to those in Hyb, , o except with probability 2/q. Hence
the claim follows. O

Claim B.6: The distribution (MPK, {SK(fh)}he[gue]s CT) in Hybo, 5 and that in Hyby, o are
equivalent except with probability 2/q.

Proof: The proof of Claim [B.6]is similar to that of Claim [B.5] We omit the details to avoid
repetition. O

O

Lemma B.6: For any stateful probabilistic adversary H, there exists a probabilistic algorithm
Bo.o, whose running time is essentially the same as that of H, such that for any security parameter
A, |Adv§3_x_3)()\) - Advg_x_4)()\)| < Advg‘;’_x_Q()\) +2/q for all X € [qxuy-pre], where Baya(:) =
Baa(x, ) for any x € N.

Proof: In order to prove Lemma [B.5] we construct below a probabilistic algorithm Bs_o against
Problem 3 using a stateful probabilistic adversary H for distinguishing between Hyb, , 5 and
Hyb,_,4 as a black-box sub-routine. Suppose By .2 is given x € N and an instance of Problem 3,

Qgﬁ = (paramsa {ﬁza E:}ze[o,n’—ﬁ—n} ’ y(076)7 f(o)a {y(%&ﬁ)’ f(Z7e) }ze[n’—l—n],EG[Q])v
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where

(params, {By, B! }oci0m +n]) & Gos(n' +1,(6,9,...,9));
77 570 L F,

Bo = {b(OV 04 pOOY BE = {p*OD p*O3)  p0.6)).
y(0,0) _ (0’ 7,0,0,7%, O)ES’ y((),l) = (O, 0, %’, 0,~, 0)15%33

F© =(0,7,6,0,0,0)s,;

B, = {601 B2 BT p9)}

Br = {b*(1) b+ pr5) | pr(9)}
é(l) = (170>7é(2) - (07 1) € Fg’

y(L0 = (02,760, 02, 7", 0):
YD) = (02,02, 70, 7o), 0)5; ¢ for 1€ [ +n], ¢ € [2].
FOO = (02,769,069, 0%,0)g,

} for 1+ € [0 + nj;

Bo_o interacts with H as follows:

1. First, Bo.g provides the public parameters MPK = (params, {B, = {b(1) p(®:2), b(l’g)}}le[nurn}),
all of which are taken from the given Problem 3 instance.

2. For h € [gxsy], in response to the h'™ decryption key query of H for some function f; €
F,E‘%ﬁ:fg ), Bo_o proceeds as follows:

(a) (h < x) Bag gives ‘H a decryption key SK(fy) = (fh,{k:’(h’j')}jfe[mh], {k:(h’j)}je n]), the
components {k/(h’j/)}j/e[mh] and {k(h’j)}je[n] of which are generated as in Eq. 1j using
the partial bases {IE: }oe[n/4+n) included within the given Problem 3 instance.

(b) (h = x) B2z forms é({axd}je[n]a{ax,j’v'yx,j’}j’e[mx})apx tma] = []), (({0x e
{0 Vg Firemy)s px t Imy] — []) & PGB(fy), samples vaéxv{/’%g(,j’,l?/"%g(,j’,Q}j’G[mX]a

Ryid, R U t
{Rxj1> Rxg2}jem) < Fq, computes

k/(X’j/) — fV}/XJ,y(PX(j/)J,B) + dx,j’y(pX(jl)’2’§) + ,yx’j,b*(ﬁ’x(jl),l)_i_

,,b*(PX(jl):Q) + R

o S b OD LR o)) for € [my),

X7 ) X7 K
k(X>.]) — 5—X7]y(n/+]1176) + Exy(n/+]72aﬂ) _|_ O-ijb*(n"i_‘jvl) _|_ be*(nl+.712)_|_

k\xyjylb*(n/—i_j”?) +7€\X7j72b*(n/+j’8) for j € [n],
and returns the decryption key sKk(fy) = (fy, {k/(X’j/)}j/e[mX}, {k(X*j)}je[n]) to H.
(¢) (h > X) Bz gives H a decryption key SK(fn) = (fn, (K"} jicpn,) (")} jepp)) the
components {k’(h’j/)}j/e[mh] and {k(h’j)}jew of which are generated as in Eq. 1j using

the partial bases {B; },c[n/4n) of the given Problem 3 instance.
3. When By.o receives the ciphertext query from A for some pair of public-private attribute

strings (Z,2) € IFZ’ x [y, Bag samples & dg= {5 € Fy| R (fr, (T,5)) = R (fi,

R U
(m’ Z))Vh € [qKEY—PRE]}? samples w, {902’}#6[71’]7 {SOL}LG[W,] A an computes

) = O g, £ 4w 4w b + o b for /e [n],
W) = pFel) g, f e oD gz BN 4o bV for € [n),

and hands #H the ciphertext CT = (&, {CI(L,)}LIG[TZ/]7 {C(L)}Le[n})-
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4. H eventually outputs a bit 8 € {0,1}. By.o outputs B’ = [ as its guess bit in its Problem 3
challenge.

Observe that when 3 = 0, i.e., y(”f’g) = yb0) = (02,760, 02, ke, 0)ps for 2 € [n' +nl, L €
2], the components of the ! decryption key SK(fy) returned by Ba.g to H take the form
K0T = ((VXJ y Oy g/ ), (%fuyx,j’a %Ou‘x,j’)a 627
(Fx.g + Ry g 10 B + R v a) O)B;x(j/) for j° & [y,
k(x’]) = ((O—XJaCX) (W&X J77’FCX) ﬂ?
(K

Ry.j + Fyjils Ry + Ry.ji2); O)BZ'H for j € [n],

which coincides with those in Hyb, , 3 (Eq ), where we have oy j1 = Ty jr, Yyt = Ty,j’
o2 5) for
§" € [my], and RO9) = (K&, j + Ry 1, ﬁCX +Ey,j2) for j € [n]. On the other hand, in case 3 = 1,
ie., ywbh) = 4@t — (52,02 7e®) ze®), 0)g: for ¢ € [n'+n], ¢ € [2], the components of the
decryption key SK( fx) given by Bo.o to H take the form

for j € [my], oy; = Toy,; for j € [n], Cx = 7TCX 706" = (Fy, 7 +/<c ,1,f<caxjf + R

= ((M.3" 1) 62 (%I’?X j’77~rl‘5‘x7j’)a

KZ’YXL]’ + HX ]/ 1 HOZX ,7/ + HX ]/ 2) O)B*

(

( px (3"
k00D = ((UXJaCx) (7 UXJ77TCX)

(R

R + Rty ROy + Fxj2)s O)B;,ﬂ. for j € [n],

for j' € [my],

which coincides with that in Hyby , , (Eq. ) where we have @ j» = T'&y 15 V. = T Yy.j’

for j' € [my], 6y; = Ty, for j € [n], Ex = Tr’C 7/0cd’) = (KYyj + K, Ry jo + K. o o) for

x.3"1 x:3"2
7' € [my], and RO = (Réyj + Ry ji1s Ry + Ryj2) for j € [n).

Clearly, CX is unlformly and 1ndependently (of the other Varlables) distributed in [, except
when ™ = 0, and so is Cx except when 7’ = 0. This is because CX is sampled uniformly and

independently (of the other variables) from . For similar reasons, each of {#0¢7)} j'€[m,) and
(RO )}je[n] is uniformly and independently (of the other variables) distributed in Fg. In order
to see that ({0y,j}jcm) {05 Txg tireimy)) and ({Gx.j}jem)s {@y .5 Vxj tireim,)) simulated by
B2 have the desired distribution in Hyb,, 5 and Hyb, , 4 respectively, i.e., their distributions
coincide with the output distribution of PGB(f,) with uniform and independent (of the other

variables of those experiments) randomness, let #X) & F?"Jrn_l be the random vector used

while generating the constants ({Gy,;j}je[n)> {0x.js Yx.i' }i/elmy))- Then, by the linearity property
of PGB (as described in Section, it follows that the constants ({Gy.j } je[n]> { Q575 Vx.j }i*€lma])
and ({Gyj}jeqn)> {Qy.5s Vx.j’ irem,y)) respectively are the outputs of PGB(fy) with randomness

7 = 7#FX) and #() = 77X Since, %) is uniformly and independently (of the other vari-

my+n—1

ables) sampled from Fy , it follows that #(X) is uniformly and independently (of the other

variables) distributed in an"—m_l except when 7 = 0, and so is 7' (X) except when # = 0. Thus,
({Tx.3}jem)» {07 Vx.i' Firelmy)) simulated by Bz o have the desired distribution in Hyb,, 3 ex-
cept when 7 = 0, and the same holds for ({Ty;}jem]s {@x.j%» Vxj' Firemy]) 10 Hybo., 4 except
when 7’ = 0.
Also, the components of the ciphertext CT returned to H by Bs.o have the form
C/(L,) = (w(lv :L'L’), ?(17 xb’)a 5(1? :EL’)? 627 (Pi’)BL/ for /" € [n/]a
W — (w(l,zb),?(l,sb),a(l,sb),(_)?,%)mn,ﬂ for v € [n],

which coincides with those in Eq. (3.6) corresponding to both Hyby, 5 and Hyby 4, where

r=7and 0 = 0 are clearly distributed uniformly and independently (of the other variables)
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in [F,. Moreover, for all h € [gxey]\{X}, the components {k’(h’j/)}jze[mh] and {kp;}jec[n of the
h*™® decryption key SK(f),) given to H by B are generated the same as in Eq. , if h < x,
and as in Eq. , if h > x, which are their proper forms in the respective cases both in
Hyb,_ .5 and in Hyb, , 4. Finally, the public parameters MPK provided to H by Ba.g are clearly
distributed identically to those in both Hyby , 3 and Hyb, , 4. Therefore, it follows that the view

of H simulated by By.s given x and a Problem 3 instance QA3 for ﬁ € {0,1}, coincides with that

in Hyb, , 5 except with probability 1/g, if ﬁ =0, while that in Hyb, , 4 except with probability
1/q, if B = 1. Hence the lemma follows. O

Lemma B.7: For any stateful probabilistic adversary H, there exists a probabilistic algorithm
Bs, whose running time is essentially the same as that of H, such that for any security parameter
A, [AdviZteer=t ) Adv (V)] < AdvEZ(A) + 3/4.

Proof: In order to achieve the transition from Hyby , 4 to Hybs, we first alter the forms

of the components {C,(L/)}Lle[n/] and {C(L)}Le[n] of the ciphertext CT returned to A from those in
Eq. , which corresponds to Hyb2—qmy-m—4a to those in Eq. , which corresponds to Hybs,
via an information-theoretic change as shown in Case (II) in the proof of Lemma [B.2| Then, for
all h € [gkey], we modify the forms of the components {k’(h’j/)}jze[mh] and {k("J }ieln) of the
ht" decryption key SK(f;,) returned to H from those in Eq. , if h € [gkey-rre), and Eq. ,
if h € [qkey-pre] + 1, gkey], Which correspond to the respective cases in Hbe-qKEy-pRE-4v to those in
Eq. , which correspond to Hybs, and we bound the difference in the advantage of H with
that of an algorithm Bs against Problem 2 in a manner similar to that in the proof of Lemma
We omit the details to avoid repetition. O

Lemma B.8: For any stateful probabilistic adversary H, for any security parameter A,
AV (A) — AdVSY (V)] < 1/g.

Proof In order to prove Lemma we show that the distribution of the view of H, i.e., the
distribution (MPK, {SK(f1)}ne[gen]> CT) in Hybs and that in Hyb, are equivalent. Consider the
distribution (MPK, {SK(f1)}he[gue]> CT) in Hyb,. Let us define new set of dual orthonormal bases
{Dy, D} }1efpr4n) using the original set of bases {B,, B; },c/4+r) use in Hyb, as follows: Sample

N F,, compute the vectors
d(z,?-i—f) — b(z,2+€) _ Nb(z,é)’ d*(z,ﬁ) _ b*(z,f) + Nb*(z,Q—‘rK) for 1 € [n/ + n],f e [2]’

and set

D, = {b(ul)7 b2 dt:3) g4 pld) b(z,9)} ,
]D);k — {d*(z,l)7 d*(z,2)’ b*(1,3)7 o b*(z,g)} } for 1 € [n + TL]

(B.19)

It can be readily observed that the new set of bases {ID,, D} },¢[5/4n) are indeed dual orthonormal,
and are distributed the same as the original set of bases {B,, B} },cf/4n)-

Now, notice that the components of the ciphertext CT returned to H in Hyb, can be expressed
in terms of the new set of bases {D,, D} },cfp/4n) a8

I(L

(1, 2,0),0(1,2,),0%, @ /)B,s
w(l,z,),7(1,2,),0(1,2,),0 ,@L)D/forL € [n],

7(1,2),0(1,5),0%, 0.8, .,

(1,2,),7(1,2),0(1,s,),0

A\/

= (0”
=

B.20
_ (@ (B.20)
= (w

,QDL)D",+L for ¢ € [n],

where w = N7, and all the other variables are generated as in Hyb,. Also, for h € [gkgy], the
components of the A" decryption key SK(f;) provided to H in Hyb, can be expressed in terms
of the new set of bases {D,, D} },c[n/4n) as



50 Pratish Datta, Tatsuaki Okamoto, and Katsuyuki Takashima

(a) (h € [QKEY—PRE])

K9 = (g ang)s G ng)s G g ) KO, 002
= ((711,]77 ah,j’)? (5;17]"7 62;17‘7")7 (?h,j’? ah,j’)? El(hdl)? O)D:h(j/) for j/ € [mh]a (B 21)
k") = ((0n,Cn)s Bhgr Cn)s (G Cn)y B, ),
= ((0nsGh): (35,5 Ch): Brgs ) R, 0)pe, for j € [n].
(b) (h S [qKEY—PRE +1, qKEY])
K9 = ((ngrs omgr), G @ngr), 02,80, 0)ge
_ , N (3 a a2 =/(h,j") . ./
((fyh,j y Qhj )7 (’Yh,] 7ah7] )70 y K 70)Dph(j’) for J € [mh]7 (B 22)
k") = ((on,4,Cn), (5h,j,Ch)aﬁzﬁm’])ao)ﬁz,ﬂ
= ((O-h,j’ Ch)v (5;1,]'7 61/7,)’ 627 E(h’j)a O)D;’Jrj for ] € [’I’L],

where &/h,j' = apj — Nap, ;7 %,,j’ =qp ;0 — Ry for all h € [geuy], j' € [ma), 5;17]- =0p,; — Nopj
for all h € [gxev],J € [n], E,’l = (=N, for all h € [guay], and all the other variables are generated
as in Hyb,.

Clearly, w is uniformly and independently (of the other variables) distributed in Fy except
when 7 = 0, i.e., except with probability 1/g, since X is sampled uniformly and independently
(of the other variables) from F,. Similarly, {(} }re[ge,] are uniformly and independently (of the
other variables) distributed in F, since the variables {Eh}he[qmy} are sampled uniformly and
independently (of the other variables) from F,. In order to observe that for all h € [gxmy],
the constants ({77, ;}je(n), {@%, j» Vh jr}ireim,)) are the outputs of PGB(fs) with fresh uniform
randomness, let 771 and 72 be the random vectors used by PGB(f;,) while generating the
constants ({055} jem)> {5 Vhj' }jreimn]) a0d ({Gnj}jem)s {Qh,js Vhj' }jreim,]) Tespectively for
h € [gxey]. Then, by the linearity property of PGB, as described in Section it follows that
for all h € [gury|, the constants ({7}, ;}jepn). {Q, j7» Vh s }irelmy,)) are the output of PGB(fy,) with
randomness 7" = #m2) _R#Eh1)  Since for all h € [gkev], the vectors #h2) are sampled uniformly
and independently (of the other variables) from IFZ“hJ’”_l, the vectors {F’(h)}he[qkm] are also
uniformly distributed in IE'Z"”h"'F”_l, and are independent of all the other variables.

Now, note that in the view of H, both the original set of bases {B,, B} },c[/4y and the
transformed set of bases {ID,, D} },¢[n/1n] are consistent with the public parameters MPK. Further,
for all h € [gxey], the components of the A" decryption key SK(f;) returned to H preserve their
forms as in Eq. , which is their proper forms in Hybs, under the basis transformation. Finally,
since the RHS of Eq. and that of Eq. have the same form except with probability 1/q,
it follows that the components of the ciphertext CT returned to H in Hyb, can be conceptually
changed to those in Hybs; except with probability 1/¢q. Hence the lemma follows. O

Lemma B.9: For any stateful probabilistic adversary H, there exists a probabilistic algorithm
By, whose running time is essentially the same as that of H, such that for any security parameter

A, |Adv§3)()\) - Advgf?)()\)\ < Advlpgf()\) +5/q + negl(\), where negl is some negligible function.

Proof: In order to prove Lemma we construct below a probabilistic algorithm B, against
Problem 2 using a stateful probabilistic adversary H for distinguishing between Hyb, and Hyby
as a black-box sub-routine. Suppose B, is given an instance of Problem 2,

QE\Z = (paramsa {ﬁza B:}ze[o,n’—ﬁ—n} ’ y(076)7 f(o)a {y(z,&ﬁ)’ f(Z7e) }ze[n’—i—n],EG[Q])v
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where

(params, {By, B!} 4n)) & Gos(n' +n,(6,9,...,9));
5,7, 7, w,7 ¢ Fy;

By = {603 . pOO1,

y 0 = (5,0,0,0,7, 0)ps, ¥V = (3,7,0,0,7,0)g
O = (@,7,0,0,0,0)z,;

B, = {1, 6®2) p®2) D) for 4 € [0/ + nl;

&V = (1,0),é® = (0,1) e F%;

y#0) = (320,32, 1, 7e®, 0)s;

Yyt = (560 7&®), 0%, 7el), 0)ps ¢ fora e [n' +n],0 e (2.
FO = (e, 760, 02,02, 0)p,

B, interacts with H as follows:

L. First, By (implicitly) sets new dual orthogonal bases {D,,D;},cf/4p) using the bases
{B¢, B} },cn/+n) of the Problem 2 instance as

D, = {d(z,1)7 ol d(z,Q)} — {b(l’5), b(z,6)7 b(l’3), b(z,4)7 b(l’l), b(z,2)7
b7 b9
D = {d*(ul), . d*(u9)} - {b*(lé)’ b*(6) p*(13) (1) pr(l)
b>a<(z,2)7 b*(z,?)’ el b*(z,Q)}

for v € [n' +n]. (B.23)

Observe that {D,, D} },c(n/4n) are indeed dual orthogonal, and are distributed the same as
the bases {B,, B },c[/4+rn) of the Problem 2 instance. By provides H the public parameters

MPK = (params, {]ﬁ)z}ze[nurn])y where params is taken from the given Problem 2 instance, and
for all + € [0/ +n], D, = {d®V),d®2) d0-9} = {B(:5) p:6) p(r:9} is also constructed from the
given Problem 2 instance.

2. For h € [gxey], in response to the A" decryption key query of H for some function f; €
fi%f;{g), B4 proceeds as follows:

(a) (h S [QKEY-PRE]) B, creates (({Uh,j}je[nb {O‘h,j’ﬁh,j’}j’e[mh]),ph . [mh] N [n/])’ (({5h,j}je[n :

{dhdlar\?h,j/}j'e[mh})aph : [mh] — [nl]), (({Ehd-}je[m,{ah’j/,f’yhd-/}j,e[mh]),ph : [mh] — [n’]g

R Y = o~ ~, ~ ~ U
— PGB(fh), samples (p, Ch, Ch, {K/;L,j/,l7 K;;L,j’,2}j’€[mh}7 {K/h,j,ly ’ih,j,2}je[n} — ]Fq, computes

/(i) — ,vyhdly(ph(j’),l,ﬁ) + dhdly(Ph(j/),z,B) + ryh,j,b*(ph(j/),l) + ah7j,b*(ph(j’),2)+
%J,b*(ph(j'),s)) T athb*(ph(j/),G) +k\;17j/71b*(ﬂh(j/)77) Jrg%,JA,?Ql,(ph(j’),B) for j' € [ma),
k(h,j) _ 5h,jy(”'+j’1’5) + 5hy(n/+j,2,ﬂ) + 5h7jb*(n,+j’1) + Ehb*(n/-f—jz)_{_

o, b T 4 Qb O Ry s br T 4 By o0t (8 for € [n],

and returns the decryption key sK(fp) = (f3, {k:’(hvj’)}j/e[mh], {k:(h’j)}je[n}) to H.

(b) (h € [grey-rre+1, Giy]) Ba provides H with a decryption key SK(f1) = (fr, {&'")} jrcimy1s
{k(h’j)}je[n}), the components {k/(h’jl)}jle[mh] and {k:(h’j)}je[n] of which are formed as in
Eq. using the bases {ID} },¢[n/4n) constructed in Step 1 by modifying the original bases
{B; }1e[n/+n) of the given Problem 2 instance.
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3. When B, receives the ciphertext query from H for some pair of public-private attribute strings
(Z,2) € IF;L/ x [y, By samples & dg= {5 € Fy|R*P(fp, (,5)) = R (fp, (T,2))V

~ U
h € [qey-prel}, samples 0, {@), } e, {@.}iem) < Fyq, computes

¢ =D 4 Gz, £D 1 b9 for o/ € 1],
W = GFr D 4 gz, fUHD) 4 G b D) 4o, b D) for 4 € [n],

and hands #H the ciphertext CT = (&, {CI(L,)}LIG[’N/]? {C(L)}Le[n})-
4. H eventually outputs a bit 8 € {0,1}. By outputs E’ = [ as its guess bit in its Problem 2
challenge.

Observe that when 3 = 0, i.c. y(lw) = (00 — (50 (2,02, ze®) ,0)ps for v € [n' +n], L €
[2], then for all h € [gkey-pre)s the components of the ht" decryption key SK(f},) returned by By
to ‘H take the form

1(h, i ~o _ <o _ 2 ~y ~/ ~v ~/
KT = (057 + Tngt Otn,gr + G gr), 0%, (s h o)y (R g + B oo Bltn o + R o), O

(Yhgs @hgr)s 0%, (09h,g0 + Vg 06 jr + Qe ), (R¥njr + Ry jr 15 Rt jr + Ry jr o), O)Dzhu')

for j' € [my),
k") = (6645 + Ghj, 0Ch + Ch), 02, (0hjs Ch), (R j + R jas RCh + Rhji2), 0)g-

n/+j

= (04> Cn)> 0%, (8614 + T js 0Ch + Ch)s (RGnj + Rhjn, RCh + Rhja), O)D;,H for j € [n],

which coincides with those in Hyb5 (Eq. ), where we have ah = (5ahj + Qi jr, Vnj
5’th + Angr for j' € [my), Ghy = 06n; +Uhj for j € [n], Ch = 0Ch + Cn, BMI) = (Fpyr +
K, jr.1s KO, jr +/<;h],2) for j' € [my], and R0 = (Fay, —i—/ih],l,/ﬁch + Enj2) for j € [n]. On the
other hand, in case 3 = 1, i.e. y(lzﬁ) =y = (560 7 02, 7el® ,0)ps for 2 € [n/+n], ¢ € [2],
then for all h € [qKEy_pRE], the components of the htP decryptlon key SK(fp) given by By to H
take the form

= ( 5%] + 7 ]/76ah] + an ), (TYn,jr, Tt )5 (Vhjr Othjr )

R, + Ry, i1 R g+ A 7, 9), O)B;w’)

(

(K

(Yhjts @njr)s (TR o TOU, 7)), (5%,3" + A5 00 51 + 1),
(H hj’ + /"%;L g 1,//‘%&}74 g’ + /I%/h,j',Q)7 O)D;h(jl) fOI’ j, (- [mh],
(
(o
(K

= (

= ((06h.; + G, 0Ch + Ch)s (T, 7Ch)s (Tn.js Gy (ROhj + R g1, FCh + Knj2),0)Bz,
= (

hijsCn)s (FSnjs 7Ch), (05h.; -+ Ghjy 0Ch + Ch),s
Ronj + Rnjas RCh + Rnj2)s O)D;,H for j € [n],

which coincides with that in Hyb, (Eq. ), where we have ah]/ = 501;” + ity Yhj
6’7/1] + r)/h] ) ah]’ - ﬂ-ah] a’Vh]’ = 777}1 g’ fOI‘ ] € [mh] ah,] - 60h,] + Oh,j> Uh,j = 77-071,] for
j €l Ch=06C + Cns Cu = 7y B0 = (W y + &)y Bl + B o) for j' € [my)], and
/%(hd) = (nahj + K'h,j 1, /‘GCh + /‘Ghjg) for j € [TL]

Clearly, for all h € [gxpy-rres Ch is uniformly and independently (of the other variables) dis-
tributed in Fy, and so is ¢j, except when 7 = 0. This is because ¢ and Ch are sampled uniformly
and independently (of the other variables) from F,. For similar reasons, for all h € [gkpy-pre),
each of {&/("1)} /efmy) and {R(r9)} jen) 18 uniformly and independently (of the other variables)
distributed in F2. In order to see that for all b € [quev-rrel, ({Oh.j}jem) {0h,7 Vhjr Y iremn])
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and ({Gn;}jen]s 1,57, T, }jrefm,)) simulated by By have the desired distribution in Hybs
and Hyby, i.e., their distribution coincides with the output distribution of PGB(f;,) with uni-

form and independent (of the other variables) randomness, let for h € [gkey-pre, Al Y
IF;”hJF”_l and 72 Y IFZ”L*”_l be the random vectors used while forming the constants
({5'h,j}j€[n]7 {dh,j’vayh,j’}j/e[mh]) and ({6h,j}j€[n]a {ah,j’vi}’h,j’}j’e[mh}) respectively. Then, by the
linearity property of PGB (as described in Section , it follows that for all h € [gxgy-pre], the
constants ({Ehj}je A1, n.j }j E[mh]) and ({5hg}ge[n}7{&h,j’ﬁh,j’}j/e[mh]) respectively are
the outputs of PGB(fh) with randomness 7" = 57D 4 7h2) apng 70 = 7D, Since, for all
h € [gkey-rrs|, the vectors 7 7D and 772 are uniformly and independently (of one another and
of all the other variables) sampled from F;”h+”_1, it follows that 7" is uniformly distributed
in Fg”h“l*l, and so is 7™ except when & = 0, as well as they are independent of one an-
other and of all the other variables. Thus, for all & € [gxey-rre]; ({Thj}jem), {Qh,7s Vhjt }ireimn])
and ({@n,;}jem)> {Qh,js Vh.j' }jr€jms,]) simulated by By have the desired distributions except when
=0

Also, the components of the ciphertext CT returned to H by B4 have the form

6(1,@,),%(1 z,), 02,

which coincides with those in Eq . correbpondlng to both Hyb, and Hybs, where we have
T= 97 0= 0w and §= 24w~ Clearly, T=07is uniformly and independently (of the other
variables) distributed in F, except when 6 = 0, since 7 is so. Similarly, 6 = 0w is uniformly and
independently (of the other variables) distributed in F; except when w = 0, since g s so. Further,
§= Z+w 1§ is uniformly and independently (of the other variables) distributed in S other than
negligible probability, except when w = 0, since § is sampled uniformly and independently (of
the other variables) from S and Z € S. Moreover, for all h € [gxey-pre + 1, @xey], the components
{k’(h’j/)}jle[mh] and {kp, j} e[ of the h*™® decryption key SK(f),) given to H by By are generated
the same as in Eq. which are their proper forms both in Hyb, and in Hybs. Finally, the
public parameters MPK provided to H by By are clearly distributed identically to those in both
Hyb, and Hyb;. Therefore, it follows that the view of H simulated by By given a Problem 2
instance 05 P2 for B € {0,1}, coincides with that in Hyb, except with probability 3/q + negl(}),

ie. except when one of 7, w, and 0 is 0, if B = 1, while that in Hybs except with probability
2/q + negl()), i.e., except when one of @ and 0 is 0, if ﬁ = 0, where negl is some negligible
function. Hence the lemma follows. O

Lemma B.10: For any stateful probabilistic adversary H, for any security parameter A,

AdvSY (2) = AdviS (V).

Proof: In order to prove Lemma [B:I0| we show that the distribution of the view of H, i.e.,
the distribution (MPK, {SK(fh)}ne[qusy], CT) in Hybs and that in Hybg are equivalent. Consider
the distribution (MPK, {SK(f1)}he[gee]> CT) in Hybs. Let us define new set of dual orthonormal
bases {Dy, D} },g[n/4n from the original set of bases {B,, B} },c[/4y) used in Hybs as follows:

Generate matrices Z'¢) < {Z € GL(2,F)|(1,z,)Z = &2 = (0,1)} for / € [], Z, &
(Z € GL(2,F,|(1,2)Z = &2 = (0,1)} for ¢ € [n], define U"") = ((Z'“))~1)T for // € [n'],
U® = (ZW)=NHT for v € [n], where (&,2) € IFZL/ x [y is the pair of public-private attribute
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strings corresponding to the ciphertext query of H, compute the vectors
d3) . bp(v's3) d*(v'3) J p*(¢'.3)
<d(/,4)> = (Z/( )) ! <b(/,4)> ) <d>k(Ll,4)> = (Z/( ))T <b*(L’,4)> for o € [n/L

d(n/—l-a,?)) e b(n/+a,3) d*(n’+L,3) , b*(n’+L,3)
(d(n/+b,4)> = (Z( )) ! (b(n/+a,4)> ’ (d*(n’+L,4)> = (Z( ))T (b*(n’+L,4)> for ¢ € [n]’
and set

D, = {b(L/,l)’ b(Ll,2)7 d(L/,S)’ d(L/,4)’ b(l,/,5)’ e b(L’,9)} , ,
Dzkl _ {b*(Ll,l)’ b*(L,,Q)’ d*(L/,3)’ d*(l,/,4)’ b*(L/,E))’ o ’b*(l,/,Q)} } for /' € [n ]7

(B.24)

D, = {b(n’—I—L,l) b(n’+L,2) d(n’+L,3) d(n’+L,4) b(n’+L,5) o b(n’+L,9)}
nrt ’ 1’ ’ 72 ’ ’3 /’4 /7 57 ’ 9 fOI‘Le[n].
D; ey = {b*(n +, )’ b*(n +, )’ d*(n +, )’ d*(n +, )’ b*(n +u, )’ o 7b>k(n +, )}

It can be readily observed that the new set of bases {I,, Dj}le[n/ +n] are indeed dual orthonormal,
and are distributed the same as the original set of bases {B,, B} }.c(n/n)-

Now, notice that the components of the ciphertext CT returned to H in Hybs can be expressed
in terms of the new set of bases {D,, D} },¢(n/4r) a8

= (0%, 7(1,20),0(1,20),0%,¢)))m,,

= (0%, 7é@,0(1,2,),0%, ¢, )b,

(Oz,(O,T) 0(1, $L),62,§0L)D,f0rb € [n], (B.25)
)= (,7(1,2),6(1,5.), 0% 05,

= (0%,76%,0(1,5,),0%, ), ,

= (0%, (0,7).6(1,5,), T ¢)p,,,, for ¢ € [n],

where all the variables are generated as in Hybs.
Also, for h € [gey], the components of the A" decryption key SK(f;,) provided to H in Hyb;
can be expressed in terms of the new set of bases {D,, D} },c[n/4n) as

(a) (h € [qKEY—pre])

KT = (g, an ), 02, Fngr, Gnge), K1) O)B;h(J,)
= (g n ), 0%, Gy Gnge), A0, Oy for ' € ], (B.26)
KD = (03, ), 0%, (Bng, o), B9, 0)ge, |
= ((on,4,n), 0%, (G, Cn), K9 Oy, for j & [n].
(b) (P € [gwev-pre + 1, Genv])
KM = (s an o)y Ginggrs Gngr), 07, K1) 0)e:
= ((Ynjr, @ jr)s Fn gy p ) U PRUD (2 50 )70)D:h<j,) for j" € [mp), B27)
KD = (00,4, G1), (@ngs ), 0% B9, 0)ge, |
= ((oh,3>Ch)» (nj 1)U ]),Ggaﬁ(h’])»o)n);,ﬂ for j € [n],

where the matrices {U’(*)} vel]s {U(‘)}Le[n] are as computed above, and all the other variables
are generated as in Hybs.

Now, note that in the view of H, both the original sets of bases {B,, B} },c[n/4rn and the
transformed set of bases {ID,, D} },¢[5/4) are consistent with the public parameters MPK. Further,
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for h € [guey-rrs], the components of the A" decryption key SK(fs) returned to H preserve
their form as in Eq. (3.7) which are their proper forms in Hybg, under the basis transformation.

Finally, since the RHS of Eq. (B.25|) (respectively Eq. (B.27))) and that of Eq. (3.10]) (respectively
Eq. (3.11])) have the same form, it follows that the components of the ciphertext ¢T and the

components of the A" decryption key SK(f;) for all h € [gxey-pre + 1, xey], returned to H in
Hybs can be conceptually changed to those in Hybg. Hence the lemma follows. O

Lemma B.11: For any stateful probabilistic adversary H, there exists a probabilistic algorithm
Bs, whose running time 18 essentially the same as that of H, such that for any security parameter

A, [AVED (1) — AdVED (V)] < AdVBE(A) + 1/g.

Proof: In order to prove Lemma [B:1I] we construct below a probabilistic algorithm Bs against
Problem 4 using a stateful probabilistic adversary H for distinguishing between Hybg and Hyb.,
as a black-box sub-routine. Suppose Bs is given an instance of Problem 4,

= (params, Bo, BS? {@17 B:}ze[n’—i-n]: {y(z’lﬁ)}ze[n’-i-n]):

where

. R
(params, {B,, B, },c(0.n/4n]) < Gos(n' +n,(6,9,...,9));

~ ~ ~ U
T, K1, k2 <—qu

B, = {1V, 6®2) b0 b0 for 4 € [0/ + nl;
é<1> = ( ,0) € F2;
(02 02 0 H1,/€2,0)B* ’
f .
(@ )O 71, g, O): or ¢ € [n' +n

Bs interacts with H as follows:

1. First, Bs provides the public parameters MPK = (params, {I/B\%Z = {b1D) p(2) b(z’g)}},e[n/+n}),
all of which are taken from the given Problem 4 instance.

2. For h € [gxey], in response to the h'™™ decryption key query of H for some function f; €
f,ﬁ%ﬁﬁ;ﬁ ), Bs proceeds as follows:

(a) (h € [gkev-rre)) Bs gives H a decryption key SK(fp) = (fh,{k,(h’j/)}jle[mh], {k(h’j)}jen ),
the components {k’(h’j/)}j/e[mh] and {k(h’j)}je[n] of which are generated as in Eq.
using the bases {B; },c[n/4n) included within the given Problem 4 instance.

(b) (h € [qKEY—PRE + 17qKEY]) Bs generates (({Uh,j}je[n]7 {ah,j’77h,j’}j/€[mh])7ph : [mh] — [n’]),

~ ~ ~ R =
(({Tn.5} jetnts 10h,g1s Angt Y jreim))s on : [ma] = [0']) = PGB(fn), samples Cu, Cus {7, o} jrem):

~ ~, ~ ~ ~ U
/ /
{nh,j}je[n], {Hh,j’,l’ Hh,j/,2}j’€[mh}7 {ﬁh,j,ly ﬂh,j,2}je[n] — Fq, computes

= ((Yhjr, Q) Finggrs G ) U PRI G2 (R], 01 RY, rg), 0)5e

pr (")

le(Ph(j/)’l’B) fOr jl € [mhL

k") = ((o1,5, ) (Gngs G)UY), 07, (Rt Rg2), 0)se, 4 gy 07 for j € [n],

3

where the matrices {U/(L,)}L’G[n’]a {U(L)}Le[n] are formed in Step 3 below, and returns the
decryption key SK(fn) = (fa, {k"")}jicimu1> {E"}jem) to H. Note that for all h €
[qxev-rre + 1, Gey], the A™ decryption key query is made by H after making the ciphertext
query. Hence, anything that B generates in Step 3 below can be used by Bs while answering
these decryption key queries.
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3. When By receives the ciphertext query from H for some pair of public-private attribute
strings (Z,2) € IFZL/ x Iy, Bs provides H with a ciphertext cT = (4, {“} e 7{(:(L)}Le[n}),
the components {¢’ (Ll)}ue[n/] and {c} .e[n] Of Which are computed as in Eq. |i using the
partial bases {Ez}le[n’+n]' Bs also samples Z'() & {Z € GL(2,F,)|(1,2,Z = &2 = (0,1)}
for J/ € [n'], ZW) & {Z € GL(2,F))|(1,2,)Z = &2 = (0,1)} for ¢ € [n], as well as computes
U'Y) = (2T for // e [n'], UY = ((ZW)™)T for + € [n]. Bs uses {U/(L/)}Lle[nl] and
{U(L)}Le[n} while simulating the decryption keys that H queries after the ciphertext query.

4. H eventually outputs a bit 8 € {0,1}. Bs outputs 3’ = [ as its guess bit in its Problem 4
challenge.

First, note that by construction of the matrices {U’(L,)}L/e[n/] and {U(‘)}Le[n}, we have
U (@7 = (1,z,)7, ie., the second column of U'“) is (1,z,)T for all / € [n'], and simi-
larly, U@ ()T = (1, 2,)7, i.e., the second column of U® is (1, 2,)7 for all + € [n]. Consequently,
observe that when 3 = 0, i.e., y®1#) = y®1.0) = (02,02,0%, %1, Ra, 0)p: for 2 € [n/ + n], then for
all h € [gkey-rre + 1, @xey], the components of the pth decryption key SK(fp) returned by Bs to
‘H take the form

1(h =~ ~ / i) A2 (o = ~/ ~ o~ ~/
K0 = (g7, nr)s (inges @ )OI 0, (7, 5Bt + R o 1 o Ra + B jr o), 0)8;, 51,

for j' € [my],
k;(h,j) = ((Uh,jv Ch)a (5}17]-7 Zh)U(j)v 62, (ﬁh,j’gl + k\h,j,lv ﬁh,j%2 + k\h7j72), O)B;’Jrj for ] € [n],

which coincides with those in Hybg (Eq. (3 ) where we have #/(1") = (7, RUHRY i, T iR+
R}, i, o) for j/ € [my], and ghd) = (nh]m +Eh 1, Mhjk2 + Khj2) for j € [n]. On the other hand,
in case B = 1, ie., y(’vlﬁ) =yl = (02,7ré(1),02,R1,/£2,0)]B; for + € [n’ 4+ n], then for all
h € [qxey-rre + 1, qKEY], the components of the hth decryption key SK(f3,) given by Bs to H take
the form

KT = (s @ gn)s (Gngrs @ngge) - @000 4 7 (ahjlxph( 1+ ), 07,
(77/\,}17]//{/1 + K/h g0, 1 77h ]’K’Z + K/h g7 2) ) D) for ‘7 € [mh]7

E(hd) — ((oh4,Cn),s ((5h,j,Ch)‘ﬁ(]’ + M 47T, (CthJrahJ)) 0%,

(Th,jR1 + Bhj1s Th,jk2 + K,j2), 0)B " for j € [n],

which coincides with that in Hyb7 (Eq. (3.12)), where we have ny, j = (Y4 jr, ap ) - @ P01 4
07 for §' € [mp], nj = (Gnygs Cu) - @O0D) + 7 7 for j € [n], BT) = (5, Fa + 7, oy ) o2+
R jro) for j' € [mp], and B9 = (@ %1 + Ry, hjR2 + Rnja) for j € [n]. Here, (@17
stands for the first column of the matrix U'*) for all // € [n], and (@“1))T denotes the same for
the matrix U for all ¢ € [n].

Clearly for all h € [gxey-pre + 1, Qxev], {n;z,j’}j’e[mh] and {nh,j}je[n} simulated by Bs are
uniformly and independently (of the other variables) distributed in F, except when 7 = 0,
since {ﬁ;m,}jle[mh] and {7n,j}jen) are so. For similar reasons, for all i € [gxey-pre + 1, Gxev],
each of {R”(hJ/)}jze[mh] and {E(h’j)}je[n] is uniformly and independently (of the other variables)
distributed in F2. Moreover, for all h € [gxey-pre), the components {k,(h7j/)}jle[mh] and {kp j} e
of the ht" decryption key SK(f;,) given to H by Bs are generated the same as in Eq. , which
are their proper forms both in Hybg and in Hyb;. Further, the components {c’(u)}bxe[n/] and
{c(L)}Le[n] of the ciphertext CT returned to H by Bs are generated as in Eq. , which are
their proper forms both in Hybg and in Hyb;. Finally, the public parameters MPK provided to H
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by Bs are clearly distributed identically to those in both Hybg and Hyb;. Therefore, it follows
that the view of ‘H simulated by Bs given a Problem 4 instance QE‘* for g € {0,1}, coincides with

that in Hybg, if B\ = 0, while that in Hyb, except with probability 1/g, i.e., except when 7 = 0,
if 8 = 1. Hence the lemma follows. O

Lemma B.12: For any stateful probabilistic adversary H, for any security parameter A,
AV (M) = AdvSY (V).

Proof: In order to prove Lemma we note that the only difference between Hyb, and Hybg is
that for all b € [gey-pre+1, ¢xey], while generating the components ({k'(h’j)}je[n], {k’(h’j/)}j/e[mh])
of the htt decryption key SK(fx) queried by H after making the ciphertext query, in place of us-
ing the shares ({Chzj + &h,j}je[n}’ {a}w—/xph(j/) +§h,j’}j’€[mh}) obtained by combining ({&h,j}jé[n]’
{@h,j's Vnj' }jreimn))> outputted by PGB(fy) using uniformly and independently (of the other
variables) sampled randomnesi, with (Z,(7) € IFZ}' x [y the shares ({vn}hein]s {Hn,57}jrefmn));
outputted by SIM(fy, %, fr(Z, (4Z)) with uniformly and independently (of the other variables)
sampled randomness, are used as the coefficient of ({b*(”,+jv4)}j€[n], {b*(”h(j/)’4)}j/€[mh]) respec-
tively, where (Z,2) € IFZ/ x [y is the pair of public-private attribute strings corresponding to

the ciphertext query of H and Zh Y F,. Now, by the privacy property of PGB, as described
in Section , it follows that the distribution of ({thj + Ohjieln) 10T p, (1) + Vgt }jrelmn])
and that of ({vn,;}jem]> {#n.j7}j7eim,]) are identical. Therefore, it follows that the distribution
of the view of H, i.e., the distribution (MPK, {SK(fh)}nre[guey]» CT) in Hyb; and that in Hybg are
identical. Hence the lemma follows. O

C Proof of Theorem 4.1

The proof of Theorem [A.1]is essentially an extension of that of Theorem [3.1} Here, we only provide
a rough sketch of the proof highlighting the similarities and differences with that of Theorem
In the proof of Theorem we consider the following two cases:

— Case (1): R*®*"™(fp,(#,2)) = 1 for some h € [gupy-pre), 1-€., H makes at least one pre-
ciphertext decryption key query corresponding to some function that satisfies the RABF°'"
relation with the public-private attribute pair associated with its ciphertext query.

— Case (2): R**™"™(fp, (#,2)) = 0 for all h € [gxpy-pre], i-¢., none of the functions associated
with the pre-ciphertext decryption key queries of H satisfies the RA®°™" relation with the
public-private attribute pair associated with its ciphertext query.

m Description of the simulator

The simulator § is described below. The strategy of S differs in the two cases mentioned above.
Although, S’s strategy for simulating the pre-ciphertext decryption key queries is the same in
both the cases since S realizes which case occurs after the ciphertext query is made by H, and
S obtains the oracle output on the whole pre-ciphertext decryption key queries of H.

» Case (1): In this case, the strategy of the simulator S is obtained by augmenting that of the
simulator in the attribute-only case (Section in essentially the same way the original KEM
version of our PHPE scheme is obtained from the attribute-only version. The most crucial point
to note here is that since in this case H makes at least one pre-ciphertext decryption key query
whose corresponding function satisfies the R*PF°' relation with the attribute pair (Z, 2) € Fg/ x Iy

associated with its ciphertext query, S is provided with a session key KEM = g% € Gr by the
oracle Opasrore at the time of simulating the queried ciphertext. Therefore, S simply uses { € [y
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while simulating the ¢/(°) component of the queried ciphertext cT. Of course, for this S needs
to perform a brute force discrete log computation to extract & from grfp, and it is the reason
why & must run in super-polynomial time, since discrete log is computationally hard in Gr.
The simulator constructed by Wee for his PHPE construction [Weel7| also performs a similar
discrete log computation to extract the exponent from the session key provided by the oracle,
and consequently runs in super-polynomial time.

» Case (2): In this case, the strategy of the simulator S is as follows:

e In order to generate the public parameters, S proceeds as follows:

1. It first generates (params, {B,, B, },c[0,n/4n]) & Gos(n +n,(6,9,...,9)).

2. Tt sets Bo = {6, b4 b0},

3. For 1 € [n' + nl, 1tsethB% = {p(=D) p(+2) pY, R

4. It outputs the public parameters MPK = (params, {B, },c0,n'4n])-
e For h € [qKEy_pRéE], ,S )simulates the ht" decryption key queried by H corresponding to some
F q,n ,n

function fp, € Faipporp’ as follows:

1. At first, it generates (({ahd-}je[n],{ah,j/,'yh,j/}j/e[mh}),ph 2 mp] — [n’]),(({&h,j}je[n],
~ ~ R
{@nj's An.jr Yyreimn))s oh + [ma] = [0']) < PGB(f).

. ~ ~ U
2. Next, it samples rhp,rh,g,?ﬂh’o, Kh,0>Chs Ch < g, and computes
/(h,0) _ ~
K0 = (=1, 0,0, =%, 0, 1, 0, 0

3. Then, for j' € [my], it samples bh LY Fy, g(hi') Y Fg, and computes W}tj = ’}/h’j‘{'b/h’j/’l“h,(),
ﬁ,tj = An,j + by yTh0, as well as
1(h N2
k( 9 = ((’}/hjlaah,]) 0 (’Yh]/aah]) ( ) 0) Ph(J)
4. Then, for j € [n], it samples by, ; L Fy, rlhg) Y FZ, and computes a;j = 0oh,j + bn;Tho0,
a,jj = 0hj + by jTho, as well as

KD = (0 12 G), 0%, (335, Cu), A1), 0)z,

+J

5. It outputs the decryption key SK(fp) = (fh,{b;17j,}j/€[mh],{bhyj}je[n}, {k’(h’j/)}jle[amh],
{9} jeimy)-

e When H queries a ciphertext for some pair of public-private attribute strings (Z, 2) € FZL/ xFy,

GJKEY-PRE

. — — . . = -
S receives Z and (L, ..., L). Note that in this case, R***"( fp,, (¥, Z)) = 0 for all h € [qxpy-pre)-
It simulates the ciphertext as follows:

1. At first, it samples g 5= {5 € Fy|R*'(fp, (7, 5)) = 0Vh € [gxpy-pre]} using the same
technique as the simulator does in the attribute-only case.

2. Then, it samples 6, &, ©h Y [F,, and computes
C/(O) e (627 97 57 07 @B)BO
3. Next, for /' € [n'], it samples ¢/, aa F,, and computes

C,(Ll) = (64, 0(17 xb/)a 62’ SOZ/)JBL’
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4. Then, for ¢ € [n], it samples ¢, na F,, and computes

C(L) = (647 0(1, SL)7 627 @L)

En’ﬂ .

5. It outputs the ciphertext CT = (&, {C,(L/)}L/6[07n/], {C(L)}Le[n])-

6. It also samples Z'¢) & {Z € GL(2,F)|(1,2,)Z = &2 = (0,1)} for / € [n'], ZW &
{Z € GL(2,F,)|(1,5,)Z = &2 = (0,1)} for ¢ € [n], and computes U") = ((Z'“))=1)T for
Ve '], UY = ((ZW)=HT for ¢ € [n]. It uses these matrices in the next query phase.

e For h € [guey-rre + 1, Gxey], in response to the ™ decryption key query of H corresponding
)

to some function fj € fﬁ‘éﬁﬁ;? , S executes the following steps:
R

1. It first generates (({O'h,j}je[n], {ah,j’77h,j’}j’e[mh])aph :[mp] = [n’]) < PGB(fn).

2. After that, it samples (j L F,.

3. Next, it queries its oracle Opgasror with the function fj, and receives back either a session
key KEM = gg € Gy for some & & [y, or L, depending on whether R**"*'"(f},, (&, 2)) = 1 or
0. If it receives KEM = gg, € Grp, i.e., RAPPP(f(#,2)) = 1, or in other words, f;(¥,2) =0,
. ~ ~ R - :
it forms (({Th,;}jepm)> {Bhgtiremmn])s P = Ima] = [0']) <= SIM(fy, Z,0). It also determines
¢ € Fy from the obtained KEM = gé by solving a brute force discrete log. On the other hand,
if it obtains L, i.e., R*®*""(fp,, (¥, Z)) = 0, or in other words, f5(Z, %) # 0, then it samples
~ U ~ ~ R o X
Ch < Iy, and generates (({VhJ}je[n], {Mh,j/}j/e[mh}),/)h D [mn] — [n’]) < SIM(fn, %, Cp)-

. ~ /\/ / U
4. After that, it samples 7y, g, 75,0, Thos Kho < F,, and computes

k/(h,O) — (_Th,O) 0) _?h,o + 9_1(5 - g)’ 1) K'/}L’Ov O)BS if RABPOIP(fh7 (f) Z)) = 17
(1301 0.~ 00 1, . O)sy i RN (fy, (7. ) = 0,

where 0, E are the same variables used while simulating the ciphertext CT. Note that S can
determine the quantity §=1(¢ — ¢) € [F, with all but negligible probability 1/¢, i.e., except
when 6 = 0. 0 U

5. Next, for j° € [my], it samples b;m,j”ﬁlh,j’ < F,, g3 & Fg, and computes fy;;j, —

Yhj + b%yj/rh,m ﬁ;’j, = [in,jr + b’h,j/?h,o, as well as
1(h,g") _ + A2 (= ~t / i'N\—1 =(h,j’
E/(hd) — ((Vhjrs ), 0%, (M oy By ) (U (Pr (MY =1 | /(e ),O)B;h(]_/).
: : =~ U =(hg) Y @2 + _
6. Then, for j € [n], it samples by, ;, 7p j < Fq, K" [F7, and computes Opi = o +bhiThos

/\J’_ = ~
Uy =Vhj+ bh,jTh,0, as well as

k") = (0355, Ch)s 0%, (7,5 Dy ) (U9) R, 0)e

n'+j

7. It outputs the decryption key SK(fy) = (fh’{b;z,j’}j’e[mh]v{bh,j}je[n]’{k/(hJ/)}j’E[th]a
{9} ).

m Sequence of Hybrid Experiments

» Case (1): In this case, we design a hybrid sequence Hyb, through Hybg, which is essentially
the same as the one used in the attribute-only case (Section , except for the additional
components of the queried ciphertext and decryption keys which are also altered in a similar
fashion to the other components during the hybrid transitions. Since, the simulation strategy
in this case is essentially the same as that in the attribute-only case, other than the additional
components of the ciphertext and decryption keys that are simulated in a similar fashion to the
other components, it is immediate that Hybg coincides with the Exp%':'gE'IDEAL()\) in this case.
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» Case (2): In this case also, we perform the hybrid transitions from Hyb, through Hybg in
the same manner to Case (1). However, in this case, we need to execute some additional hybrid
transitions, which we describe below. As earlier, in the description of these hybrids also, a part
framed by a box indicates coefficients that are altered in a transition from its previous hybrid.

Hybg: This experiment is the same as Hybg except that in this experiment, the ciphertext
queried by #H corresponding to the pair of public-private attribute strings (Z,2) € FZ]‘/ x Fy is
created as CT = (&, {c/(“)}ue[o’n/], {c(L)}LE[n]) such that
CI(O) = (07 T, 97{7 0, 90{))13(”
W) = (02| 7(1, z,) ,9(1,xbl),62,g02,)BL, for J/ € [n/], (C.1)
W = (0%, 7(1,5,) ,9(1,3L),62,90L)Bn,+/4 for ¢ € [n],
while for h € [quey-rre + 1, Gxey], the Rt decryption key queried by H corresponding to the

function f; € ‘7:/£BPOH:L) is generated as SK(fh) = (fha {b;hj’}j’e[mh]a {bh,j}jé[n]a {k,(hJ,)}j’E[O,mh]a
{kh:3) }jeln)) such that

K/(0) — (=70, =Th,0,0, 1, K}, 0, OBz,

1(hog’) _ ((F ) / + (o (@NY=1 | 2. g/(hd’ i
/(i) ((Wh,jmaha’)v (nh,j/’“h,j’)(U (pr(d ))) .0 7,4( J )’O)B;h@") for j' € [my), (C.2)
k") = ((of ., u).| (nn g vyt )(O) 7 762,,;;(h7j)70)321+j for j € [n],

Where AGICE {Z € GL(2,F)|(1,2,)Z = &2 = (0,1)}, U'Y) = ((Z2"“))=17T, for // € [n],
Ol {Z € GL(2,F))|(1,8,)Z = &% = (0,1)}, U = ((ZW)~1)T for ¢ € [n], and all the other
variables are generated as in Hybg.

Hyb,o: This experiment is analogous to Hybg except that in this experiment, for A € [qugy-pre+

1, gxey], the A decryption key queried by H corresponding to the function f; € f,ﬁ%’;‘(ﬁgﬁ ) is

generated as SK(fy) = (fns {V}, js}jretmn)> {0n5}semls T Y reomu)s {8} jepm) such that

k,(h’o) = (*Th,(% 07 7?1170 ) 17 K?L,O’ 0)387
KO = (i |0 @ o B ) (@D L RO 0)5 orf € [ma],  (C3)
, . ) PRI
E(hd) — (o355 Cn), 02, (ﬁh,jaﬁ}tj)(U(j))_l ,g(h,j)jo)ﬁzlﬂ forj € [n],

Where {?hao}he[qKEY»PREJrlaqKEY}7 {ﬁh,j/}he[QKEY—PRE+17QKEY]7j/€[mh]7 {ﬁh:j}hE[QKEY PRE+1’qKEYLj€[n]7

> ] ~ ~ N
{gh‘}he[qKEY-PREJrl;qKEY] — Fq7 (({thj}je[n}7 {:U’h,j/}jle[mh])vph : [mh] — [ ]) <— SIM(fh7 fh( )Chz))
for h € [qKEY—PRE + 17qKEYL /72_7]‘/ = ﬁh,j’ + b%’j/?h,(] for h € [qKEY—PRE + 17qKEY]7J S [mh]a
D]J{’j = Upj + by jTho for h € [guuv-pre + 1, Guev],J € [n], and all the other variables are gen-
erated as in Hyby.

Hyb;;: This experiment is the same as Hyb,, except that in this experiment, the ciphertext
queried by H corresponding to the pair of public-private attribute strings (Z, %) € F;‘l x Fy is
created as CT = (&, {C,(L/)}L/E[O '] {C(L)}LG[TI]) such that

¢ =(0,[0],6,¢,0,¢0)8,,

U = (@,02]6(1,2,), 0, ) ), for o' € [n], (C.4)
c(b):((?,,e( 5.),0%, 0B i, for e € [n],
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where all the variables are generated as in Hyb,.

Hyb,5: This experiment is identical to Hyb;; except that in this experiment, the ciphertext
queried by H corresponding to the pair of public-private attribute strings (¥, Z2) € IE"’(;/ x Fy
is created as CT = (Z, {c’(‘/)}ue[o,n/], {c(b)}be[n]) such that {c/(“)}ue[n/],{c(b)}be[n] are given by
Eq. (C4). and

¢ = (0,0, 9,,0, P Bo (C.5)
while for h € [gkey-rre + 1, Gxey], the pth decryption key queried by H corresponding to the

funct%on fn € f,ﬁ%’ﬁo;;‘) is genferated as SK(fh) = (fn, {b;z,j’}j’e[mh]a {bh,j}je[nb{k'(h’j’)}j/e[omh]a
{kz(hﬂ)}je[n}) such that {kz’(h’]l)}j/e[mh], {k(h’J)}je[n] are given by Eq. l' and

(=71,0,0,|Tho | L £, 0, 0)my i RAP(fi, (7, 2)) = 0, (C6)

(=700, 0, =Pho + 071 (€ — &) | 1, 1), o, 0)pz if RSP (fy,, (7, 2)) = 1,

k/(h,O)

where E& F,, ?;z,o hl [y for h € [grayv-pre+1, qey] with RAPP"(fy, (2, Z)) = 0, and all the other
variables are generated as in Hyb;,. Observe that this experiment coincides with the experiment
EpoHg EIDEAL()\) with the simulator S described above.

m Analysis

» Case (1): Since, the hybrids are similar to that in the attribute-only case, essentially the
same analysis apply. The most important difference is the analysis of the transition from Hyb, , 5
to Hyby , 3 (X € [gxev-pre)), i-e., the central information-theoretic transition for the pre-ciphertext
decryption keys (i.e., to prove a lemma similar to Lemma . Now, we will consider an aug-
mented matrix

-1 0 e 0
bl)(,l
S oo ’ (my+n+1) X (my+n+1)
L+(X)(x,z) - b;(,mx L(X)(:f:, 5 € Fy™ x :
by 1
by.n

where LX) ¢ ]FngJrn)X(mXJrn) is the matrix representation of the ABP F>’< computing the
function f, € Fﬁ%ﬁfg;‘) queried by H, as computed by PGB described in Section and

(¥, s Fireimys 1bx.i b iem) & Fy> ™™ are the random coefficients selected during the generation
of the decryption key SK(f,). We observe the following two facts:

(I) (R*®"™(fy,(#,2)) = 0, i.e., f(Z,2) # 0) As already noted in the proof of Claim
from Lemma we have det(LX(F,2)) = f(&,Z). Hence, we have det(LTX)(Z,2)) =
—det(LY(%,2)) = —f(#72). Since £ (7 2) # 0 in this case, it follows that
det(LTX) (&, 2)) # 0, or in other words, the matrix L) (Z, 2) is invertible in this case. There-

fore, the image of the linear transformation defined by the matrix L0 (Z, 7) is F sz+n+1.

(I1) (RA™*™®(fy, (7, 2)) = 1, i.e., f(£,2) = 0) In this case, the rank of the matrix L+ (7, 2)
is m, + n. In order to see this, first notice that the rank of the matrix LY (Z,2) is my +
n — 1 in this case, as argued in the proof of Claim [B:5] Therefore, the sub-matrix of order
(my +n + 1) x (my + n) of the matrix L+ (&, 2) obtained by removing its first column,
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0 0

i.e., the sub-matrix clearly has rank m, +n — 1. Moreover, the first column

LX(Z,2)

of the matrix LX) (%, Z), namely, the column (—1,V/ NRIEEEE b;(,mx7 by.1,--.,byn)T is linearly
independent of all the other columns of the matrix, since the first entry of this column is —1,
whereas those of the other columns of the matrix are all 0’s. Therefore, it follows that the
rank of the matrix L+ (Z, 2) is m, + n.

Also, in this case, it holds that ((2} ;)jre(0m,]: (2x 3)jem) L&, 2) = 0™+ where

({Qx,j}je[n]v{Q;(,j’}j’e[mx]) = REC(fy, @) and 2 5 = > J,b’xJ + Z 2y.;by.j. To see

j'elmy] j€(n]
this, first note that ((£2; ;1) jefmy): (245)jep)) LY, 2) = 0"x*" holds in this case, as already
explained in the proof of Claim Hence, we clearly have

0 0

(2 )y emd Pxidjem) | oo @ |- grctn,

Also, from the expression of £2] , it is clear that ((£2] ) e0:my]s (2x,5)em) (=1, (B) i) jrefmy]s
(bx,j)jem)T = 0. Therefore, it follows that ((£2 ;/)je0,my]: (2x.j)je n])L+(X (7,2) =
6mx+n+1.

From the above two observations, it follows that the image of the linear transformation de-
fined by the matrix LT (&, 2) is given by the (m,+n)-dimensional subspace Im(LtX) (2, 2)) =

- my+n+1 —
{7=(v1,-, Vmygnt1) €Fg ™ \ ((Q;(,j’)j’e[o,mx]a (Qx,j)je[n]) U= E[OZ ]Qx Vi1t
J' My

my+n+1
Z Qx’jvn/+j+1 = 0} C ]Fq x .
Jj€ln]

Thus, it is clear that the augmented matrix L+(X) (Z, Z) satisfies similar properties as the matrix
LX)(Z, Z). Hence, we can argue the transition from Hyb, .o to Hyb, , 3 in the same manner as

is done in the proof of Lemma

» Case (2): As already mentioned, the hybrid transitions from Hyb, to Hybg in this case is
similar to that in Case (1). So, the analysis of those transitions would also be similar to Case (1).
In particular, we will make use of the augmented matrix LX) (Z, Z) for arguing the transition
from Hyb,, 5 to Hyby , 5 in this case as well. We now turn to analysing the additional hybrid
transitions in this case, namely, the hybrid transition from Hybg to Hyb,.

Lemma C.1: For any probabilistic adversary H, for any security parameter A, Advgfz)(/\) =
Advi) (1),

Proof: The transition from Hybg to Hybg is essentially the reverse of the transition from Hybg
to Hybg. Therefore, Lemma can be proven by applying a similar information-theoretic basis
transformation as used in the proof of Lemma O

Lemma C.2: For any stateful probabilistic adversary H, there exists a probabilistic algorithm
Bg, whose running time is essentially the same as that of H, such that for any security parameter
A, A () = AdVE D (V)] < AdVEE(A) + 2/g.
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Proof: Observe that the transition from Hybg to Hyb,, is similar to that from Hyb,, 5 to
Hyb,_, 4, where we move some coefficients of the decryption key components from the second 2-
dimensional block to the third 2-dimensional block. Hence, the proof of Lemma [C.2]is analogous
to that of Lemma [B.6l 0

Lemma C.3: For any stateful probabilistic adversary H, there exists a probabilistic algorithm
By, whose running time is essentially the same as that of H, such that for any security parameter

A, [AVE Y () — Advl D ()] < AdVEE(A) + 2/4.

Proof: Observe that the transition from Hyb,, to Hyby; is essentially similar to the reverse of the
transition from Hyby to Hyb, 1 ;. Hence, Lemma[C.3|can be proven by an argument that amounts
to a combination of the arguments used in the proofs of Lemma [B:2] and Lemma [B.1] O

Lemma C.4: For any stateful probabilistic adversary H, for any security parameter A,
AdviY () = AdviP (V).

Proof: Lemma [C.4] can be proven by applying an information-theoretic linear transformation
between the third and fourth vectors of the basis (Bg,B), something similar to the one used in
the proof of Lemma The fact that in Hybyy for A € [gxey-pre + 1, gkeyv], the coefficient ?;%0 of
the component k') of the decryption key SK(f;,) is uniformly and independently (of the other
variables) distributed in [, in case R**"*"™(f}, (Z,Z)) = 0, can be proven by a similar argument
as used in the proof of Lemma [B:4] by observing that the matrix

10 ... 0
/
1
RO Y
@A =1 f@n |
b1
bh,n

where L (7, Z) is the matrix used by the PGB-simulator SIM to generate the constants ({¥p,;} e[,

{8inj}jeimy)) s and ({b, s} iremy)» {On,j tiem)) & F7*» " are the random coefficients sampled while

generating the decryption key SK(f3), is invertible if R*®*'"(f,, (¥, Z)) = 0, by a similar logic as
used for the matrix LX) (&, 2) above. 0
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