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Abstract

We construct public-key function-private predicate encryption for the “small superset func-
tionality,” recently introduced by Beullens and Wee (PKC 2019). This functionality captures
several important classes of predicates:

e Point functions. For point function predicates, our construction is equivalent to public-key
function-private anonymous identity-based encryption.

e Conjunctions. If the predicate computes a conjunction, our construction is a public-key

function-private hidden vector encryption scheme. This addresses an open problem posed
by Boneh, Raghunathan, and Segev (ASTACRYPT 2013).

e d-CNFs and read-once conjunctions of d-disjunctions for constant-size d.

Our construction extends the group-based obfuscation schemes of Bishop et al. (CRYPTO
2018), Beullens and Wee (PKC 2019), and Bartusek et al. (EUROCRYPT 2019) to the setting of
public-key function-private predicate encryption. We achieve an average-case notion of function
privacy, which guarantees that a decryption key sk reveals nothing about f aslong as f is drawn
from a distribution with sufficient entropy. We formalize this security notion as a generalization
of the (enhanced) real-or-random function privacy definition of Boneh, Raghunathan, and Segev
(CRYPTO 2013). Our construction relies on bilinear groups, and we prove security in the generic
bilinear group model.

*Princeton University. Emails: {bartusek. james,fermimal}@gmail.com
fGalois. Emails: {bcarmer,amaloz}@galois.com

% Johns Hopkins University. Emails: {abhishek@cs.jhu.edu,zjin12@jhu.edu}
$Google LLC. Emails: {tancrede,marianar}@google.com

YColumbia University. Email: tal@cs.columbia.edu



Contents

1 Introduction
1.1 Our Contributions . . . . . . . . . . . . . e
1.2 Technical Overview . . . . . . . . . . . e
1.2.1  Our Approach: From Obfuscation to Function-Private Predicate Encryption .
1.2.2  Function-Private Anonymous IBE from Point Obfuscation . . . . . . . .. ..
1.2.3  Building Public-Key Function-Private Predicate Encryption for “Small Super-

SetS”
1.3 Outline . . . . .
2 Preliminaries

4 Function-Private Predicate Encryption Security Definitions
4.1 Data Privacy . . . . . ..
4.2 Function Privacy . . . . . . . .. . .
4.3 Enhanced Function Privacy . . . . .. ... ... ... ...
4.4 DISCUSSION . . . . . . o e
5 Function-Private Predicate Encryption for Small Superset
5.1 Construction . . . . . . ... e
5.2 Security . . . . ..
6 Applications
6.1 Hidden Vector Encryption . . . . . . . .. .. ... ... ... .. ...,
6.2 d-CNFsford=0(1) . ... ... . . . . . . .
6.3 Read-Once Conjunctions of d-disjunctions ford=0(1) . . . . .. ... ..
A Comparison with [PMR19]

2.1 Bilinear Groups . . . . . . . . ...
2.2 Generic Bilinear Group Model . . . . . . . .. ... 0oL
2.3 Virtual Black Box Obfuscation . . . ... ... ... ... ... ......
2.4 Predicate Encryption . . . . . . . .. ...

Obfuscating Small Supersets

3.1 Small Superset Obfuscation Construction . . . .. ... .. ... .....
3.2 Functionality Preservation . . . . . . . . . ... ... ... ... ...
3.3 Security . . . ...

Hidden Vector Encryption: Motivating Scenarios

13
13
13
14
14

15
16
16
17

18
18
18
19
20

21
21
22

27
27
28
30

34

35



1 Introduction

Predicate encryption [BW07, KSWO08] is a powerful tool which enables fine-grained access to en-
crypted information. Roughly speaking, a sender can encrypt a message m (commonly referred to
as a payload) with respect to an attribute x, while each decryption key sk is tied to a specific
predicate f in some function class F; the key sk; correctly decrypts a ciphertext if and only if the
associated attribute x satisfies f(x) = 1.

Generally, predicate encryption schemes simultaneously achieve payload-hiding and attribute-
hiding security. At a high level, payload-hiding guarantees that an encryption of m with respect
to attribute x reveals nothing about m to an adversary who does not possess a decryption key
sky where f(x) = 1. Attribute-hiding guarantees that ciphertexts hide any information about x
beyond what is leaked from successful decryption. That is, an adversary holding decryption keys
skf,,...,sky, may learn the 0/1 evaluations of fi,..., f, on x, but should not be able to learn
anything else about x.

For certain applications, however, these two security guarantees may not be enough. Suppose
an email user wants to set up a gateway that routes encrypted emails differently depending on
whether or not they are spam. The user would like to avoid giving the gateway full access to the
content of their emails; instead the user may have some list of potential spam email addresses, and
would prefer the gateway only apply its spam filtering algorithm (which requires reading the email
plaintext) if the email is sent from this set of addresses.

The predicate encryption-based solution treats the contents of the email as the “payload,” and
the sender email address as the “attribute.” The user generates some decryption key sk for their
filtering predicate f (in this scenario, the predicate would output one if the email address belongs to
a list of potential spammers), and sends this to the gateway. It is easy to imagine that the user may
want to hide its particular choice of f from the gateway, since after all the user views the gateway
as an untrusted party. But given sky, the standard payload-hiding and attribute-hiding definitions
say nothing about whether one can learn the description of f.

Public-Key Function Privacy. Boneh, Raghunathan, and Segev (BRS) [BRS13a] address this
problem by defining public-key function-private predicate encryption, which requires that sk; leak
nothing about f beyond what is leaked through honest decryption.? They demonstrate that this
notion is achievable with a new construction of function-private anonymous identity-based encryp-
tion (i.e., predicate encryption for equality predicates). We note that here, “function private” means
that the identity embedded in the decryption key is hidden, “anonymous” means that the intended
recipient of the ciphertext (the attribute) is hidden; and finally the message being encrypted also
stays secret. In follow-up work, BRS [BRS13b] extended public-key function privacy to a signifi-
cantly larger class of subspace-membership predicates. We stress that in both works, BRS present
function privacy as an average-case definition, which is essentially inherent in the public-key setting
(see Section 1.2 for further discussion).

While BRS |[BRS13a, BRS13b| laid the groundwork for the study of function privacy in the
public-key setting, a number of important questions remained unanswered. In particular, BRS
explicitly identified three important directions for further exploration [BRS13b|:

'Note that we would require a public-key predicate encryption scheme for this scenario, with the assumption that
an email client would encrypt any email to the user under the user’s public key.

2Function privacy had been studied before the work of BRS [BRS13al, albeit in the private key setting [SWP00,
0S07, BSW09, SSW09].



1. Computational Function Privacy. In both works, BRS construct statistically function-
private schemes. They conjectured, however, that it might be possible to leverage group-based
assumptions to achieve more powerful /expressive computationally function-private predicate
encryption schemes.

2. Hidden Vector Encryption. The seminal work of Boneh and Waters [BWO07| introduced
hidden vector encryption (HVE) as a general approach to performing equality, comparison,
and subset queries on encrypted data. In HVE, predicates are specified by a vector v € XF,
where ¥ = Z; U {*x}. We refer to s as the alphabet size and * as a wildcard character. A
message m encrypted under attribute x € Z¥ can be decrypted under key f, if ; matches v;
at each i where v; # *. (We recall motivating scenarios for HVE in Appendix B.) Follow-up
work by Katz, Sahai, and Waters [KSW13| introduced inner product encryption (i.e., predicate
encryption for inner product predicates) as a generalization of HVE. In turn, inner product
predicates are a subclass of more general subspace-membership predicates. Therefore, predicate
encryption for subspace-membership trivially implies inner product encryption and HVE.

However, BRS [BRS13b] observe that these implications crucially do not preserve function
privacy. That is, their function-private subspace-membership encryption construction is not
a function-private HVE. In fact, BRS remark that even defining function privacy for HVE
is not straightforward, and they leave defining and constructing function-private HVE as an
open problem.

3. Enhanced Function Privacy. The plain definition of function privacy given by
BRS [BRS13a] comes with a serious drawback. At a high level, the definition assumes that
the adversary holding decryption key sk will never encounter a ciphertext with a matching
attribute x (i.e., where f(x) = 1). The authors argue that such an assumption is necessary in
many settings, since if an adversary could generate such matching ciphertexts, it must know
some x where f(x) = 1. For equality predicates, this amounts to learning f entirely.

In almost any natural application, however, we should expect that the party in possession
of sky will encounter “matching” ciphertexts; the crucial point is that they would not be
generating these ciphertexts themselves. To capture this, BRS define a stronger notion called
enhanced function privacy where the adversary is given access to an “encryption oracle” that
outputs matching ciphertexts.

Unfortunately, the only known construction of a public-key scheme achieving enhanced
function-privacy is the anonymous identity-based encryption construction presented by
BRS [BRS13a|. Therefore, constructing enhanced-function-private predicate encryption
schemes for any class of predicates beyond equality predicates has remained open since.

1.1 Owur Contributions

In this work, we make substantial progress on all three fronts. Compared to BRS [BRS13a, BRS13b],
our results come from using a qualitatively different high-level approach. In particular, BRS con-
struct public-key function-private predicate encryption by starting from schemes that satisfy only
data privacy (a definition combining attribute-hiding and payload-hiding), and transforming them
to achieve data privacy and function privacy simultaneously.



We take the opposite approach. We begin with constructions that satisfy function privacy
but not data privacy and transform them to achieve both data privacy and function privacy. In
more standard terminology, our high-level approach is to think of an obfuscated program [BGIT01]
as a decryption key within a “predicate encryption” scheme that has no data privacy whatsoever
(since obfuscated programs are run directly on non-encrypted inputs). We then show that several
obfuscation schemes from the literature can be appropriately transformed to achieve public-key
function-private predicate encryption.

Our starting point is the recent line of work [BKM™*18, BW19, BLMZ19| that constructs simple,
group-based obfuscation schemes for what Beullens and Wee refer to as the “big subset” predi-
cate [BW19].> For our work, we re-interpret these predicates as “small superset” predicates, a
notion we find slightly more natural for our applications. A “small superset” predicate f,; x is
parameterized by a target set X C [n], an integer size bound ¢ < n, and takes as input any set
Y C[n]. fnex(Y) outputs 1if and only if X C Y and |Y'| <t (that is, Y is a small superset of X).
We show that “small superset” predicates capture several natural and expressive predicate classes,
including large-alphabet conjunctions, functions in conjunctive normal form with a constant number
of inputs per conjunct (a.k.a., d-CNFs for d = O(1)), and read-once conjunctions of d-disjunctions
for d = O(1).

Our primary contributions are the following:

1. We draw upon a correspondence between program obfuscation and function privacy to for-
mulate new and versatile simulation-based definitions of average-case function-privacy and
enhanced function-privacy. While our definitions incorporate elements of the distributional
virtual black box notion from obfuscation [BGIT01, BR17], we view our (enhanced) function
privacy definition as a natural extension of the definition in [BRS13a]. Unlike the function-
privacy notions of [BRS13a, BRS13b], which are tailored to specific classes of predicates, our
definition is completely agnostic to the predicate class.® For the special case of HVE (i.e., large-
alphabet conjunctions), we demonstrate that constructions achieving our function privacy
definitions hide strictly more information about the underlying predicate than constructions
achieving other recently proposed HVE function-privacy definitions (e.g., [PM18, PMR19]).

2. We leverage bilinear maps to construct a public-key predicate encryption scheme for small
superset predicates. At a very high level, our construction works by embedding the group-
based constructions developed in [BKM'18, BW19, BLMZ19] in group Gi, encoding mes-
sages/attributes in group Gy, and decrypting using the bilinear map. We prove that our
construction achieves enhanced function privacy in the generic bilinear group model. We
note that generic analysis is somewhat unavoidable in our setting, as the underlying obfus-

cation constructions we build on are not known to be secure under any falsifiable assump-
tion [Nao03, GW11].

3We remark that [BKM'18, BLMZ19] framed their results as obfuscation for conjunctions. Beullens and
Wee [BW19] were the first to notice that these techniques are in fact obfuscating a more general class of “big
subset” predicates, which in particular encompass conjunctions.

*While our definitions are new, we are not the first to observe the connection between program obfuscation and
function-privacy. See also [AAB115, ITZ16, ABF16].

5We note that we are not the first to give a public-key function-private definition that is agnostic to the predicate
class. In particular, this is also achieved by the definition of [ITZ16]. However, their definition does not extend
to enhanced function privacy, and furthermore they do not give any constructions achieving their definition except
under a strengthening of indistinguishability obfuscation due to [BCKP14].



3. We show that our general construction of public-key enhanced function-private predicate en-
cryption for “small superset” immediately yields the following:

e Anonymous IBE achieving enhanced function privacy as long as the underlying distribu-
tion on points has super-logarithmic min-entropy.

e Public-key enhanced-function-private HVE whenever the underlying distribution meets
a certain entropy threshold.

e Public-key enhanced-function-private predicate encryption for d-CNFs and read-once
conjunctions of d-disjunctions, subject to certain entropy requirements.

1.2 Technical Overview
1.2.1 Owur Approach: From Obfuscation to Function-Private Predicate Encryption

We begin by recalling the notion of program obfuscation |BGIT01|, which is the starting point for
all of the constructions in this work. Roughly speaking, a program obfuscator takes in a description
of some program P and outputs an obfuscated program Obf(P) that is functionally equivalent
to P, but hides all of the implementation details. A natural approach to formalizing obfuscation
security is the notion of a virtual black box (VBB), which asks that anything (precisely, any one-bit
predicate) one can learn given Obf(P) can also be learned from black-box access to an oracle for
P. While VBB obfuscation for general programs is known to be impossible [BGIT01], there have
been a number of positive results that achieve (average-case or worst-case) VBB security for limited
classes of functionalities, such as point functions [Can97, LPS04, Wee05|, conjunctions [BR13, BR17,
BKM ™18, BLMZ19, BW19|, Hamming balls [DS05], hyperplanes [CRV10], “compute-and-compare”
functions [WZ17, GKW17], etc.

As mentioned in Section 1.1, there is a strong intuitive connection between program obfuscation
and function-private predicate-encryption in the public-key setting (this has also been observed
in [AAB*15, ITZ16, ABF16]). In both settings, the goal is to allow evaluation of a specific func-
tionality without leaking anything else about the functionality itself. The difference is that an
obfuscated program runs on an arbitrary public input, while in function-private predicate encryp-
tion, function evaluation occurs when applying a decryption key for some predicate f to a ciphertext
whose hidden attribute is the input to the function.

Moreover, we can imagine defining function privacy so that a decryption key sk for some func-
tion f leaks no more than a VBB obfuscation of f. In this case, public-key function-private predicate
encryption for some function class F is a strictly stronger primitive than program obfuscation for
F. This follows trivially from the fact that anyone holding a decryption key sk; for f € F can use
it as an obfuscated program: to learn whether f(z) outputs 0 or 1, use the public key to encrypt a
message payload under attribute x and check if decryption succeeds.

In this work, we leverage this intuitive connection to build public-key function-private predica-
tion encryption schemes by transforming simple obfuscators [Can97, BKM*18, BLMZ19, BW19]
that have appeared in the literature. Our core construction will be based on an obfuscator for
the “small superset” functionality, which is essentially equivalent to the “big subset” functionality
introduced in [BW19|. We define our “small superset” function f,; x, parameterized by a target
set X C [n], a positive integer n, and an integer size bound ¢ < n, to output 1 on input Y C [n] if
X CY and |Y| <t, and 0 otherwise.

5The “big subset” function of [BW19] is also parameterized by the same n,t, X, but it outputs 1 if and only if



A simple group-based obfuscator for the “small superset” functionality follows easily from the
constructions in [BLMZ19, BW19] (which are inspired by [BKM™18|). The obfuscation achieves an
average-case notion of security (i.e., VBB holds if the set X is drawn from a distribution with appro-
priate entropy). From this, we build a public-key (enhanced) function-private predicate encryption
scheme supporting the class of small superset predicates.

In the remainder of this technical overview, we describe a slightly simplified version of our

construction to highlight the main ideas. Instead of starting with the “small superset” functionality,
we use the simpler obfuscator of Canetti [Can97| for point functions. This yields a public-key
function-private predicate encryption scheme for the equality predicate, or equivalently public-key
anonymous IBE. We then provide an extensive discussion on our new definitions of function privacy
and enhanced function privacy. Finally, we demonstrate how our predicate encryption for “small
supersets” naturally captures hidden vector encryption.
Remark on Presentation. After the technical overview, we will not return to the construction of
public-key anonymous IBE based on Canetti’s obfuscator [Can97]; the construction described in this
technical overview follows trivially from our full-fledged “small superset” obfuscator in Section 5.
Details and definitions for our extensions to d-CNFs and read-once conjunctions of d-disjunctions (for
constant d) can be found in Section 6; we note that these constructions follow from a straightforward
generalization of our main techniques.

1.2.2 Function-Private Anonymous IBE from Point Obfuscation

We start with Canetti’s point function obfuscator [Can97]. Recall that a point function I, is a
boolean-valued function that outputs 1 on input x, and 0 elsewhere. Fix a cryptographic group
with order p and generator g. Given x, we obfuscate I, by drawing a uniformly random r <+ F,
and outputting

ObF(L,) = (4", 9™).

Anyone can evaluate I, on arbitrary input y by computing (¢")¥ and comparing with ¢"*. More-
over, Canetti proves that if x is drawn from any distribution with super-logarithmic min-entropy,
the above construction hides z under a strengthening of the Decisional Diffie-Hellman (DDH) as-
sumption [Can97].

Handling Encrypted Inputs: A First Attempt. A natural idea to upgrade Canetti’s obfus-
cator to work for encrypted inputs y is to use a bilinear map, and to “obfuscate” the input y in a
similar manner. Consider groups Gi, Gs, G with associated generators g1, g2, gr equipped with a
bilinear map e: G; x Ga — G7. To generate the public key, we draw a uniformly random r < I,
and give out ggil. We treat r as a secret key which is given to the obfuscator. To encrypt a plaintext
y, the user computes (gg_l)y_l. A function decryption key for I is simply Obf(I;) = ¢}*.

A user holding an encryption ggilyi1 of y and a function decryption key gi* for I, can easily
verify whether I,,(y) = 1 (i.e. y = x) by using the bilinear map and checking whether

e(gi” g5 ) = gr.

However, this simple method of “encrypting” y fails to achieve even semantic security for ciphertexts
since the encryption algorithm is deterministic. That is, an attacker trying to distinguish between

Y C X and |Y| > ¢. The functionalities are seen to be equivalent by associating each input set Y with its complement
MI\Y.



an encryption of yg and an encryption of y; can easily encrypt both and compare to the challenge
ciphertext. A natural approach to randomizing the encoding procedure would be to encode y
—1,—1

as g5 ¢ “ for a random «a <+ F,. However, for evaluation to work, the ciphertext would have to

include g7, and essentially the same limitation would arise since the attacker can request decryption
keys of their choice.”

Handling Encrypted Inputs Securely. Our goal now is to modify the scheme so that we
can introduce randomness into the encryption procedure without disturbing correctness. The idea
is to generalize the above procedure to first encode z as a 2-dimensional vector [z x2], and to
replace the role of y~! with a uniformly random vector orthogonal to [y %?]. Now if we compute
the dot product of these vectors, we get 0 if y = x and a non-zero value otherwise. Note that a
random vector orthogonal to [y y?] can be written as [~y 8] where 8 - F, is uniformly random.
The role of the random scalar r in the previous scheme can be replaced by a uniformly random
invertible 2 x 2 matrix R < F%XZ. We are also free to introduce independent randomness « during
obfuscation/secret key generation. The resulting scheme is as follows.

e Setup. Draw random invertible R <+ IF%“, and output pk = g%’”_l,sk =RS3

o KeyGen(sk,z). Parse sk as R. Draw random « <+ I}, and output sk, = ggax MQ]R.

_ —1_ T
e Enc(pk,y). Parse pk as g& '. Draw random B + I, and output g? (=by A"
e Dec(sky,c). Parse sk, as b1 w2l and [ w2l Uge the bili t t
25C)- x 9 and ¢ as g . Use the bilinear map e to compute
o1 v2)- 23] s 0
9r and output 1 if this equals g;.

Adding Payloads for Function-Private Anonymous IBE. At the moment, the above scheme
corresponds to an IBE scheme without message payloads; if we interpret  and y as user identities,
currently a user only learns whether or not they were the correct recipient of a ciphertext. To
obtain full IBE, we need to modify the encryption algorithm to incorporate a message payload pu.
To enable this, we extend R to a 3 x 3 matrix, and extend the obfuscated row vector to [1 = x?].
During encryption we choose more randomness v, extend the encrypted column vector to [y k1 ko] T,
and additionally release p - g%. An accepting input will now decrypt to g% rather than the identity,
which can be divided out from p - gJ. to recover .

On Function-Private Identity Based Encryption. A construction of function-private anony-
mous IBE appears in Boneh, Raghunathan, and Segev [BRS13a]. Their approach starts with an
existing (anonymous) IBE scheme and “upgrades” it to statistically hide the function using a ran-
domness extractor. As outlined earlier, our approach and construction differ in several important

"In more detail, an attacker trying to distinguish between an encryption of yo and an encryption of yi (for yo, 41
of their choice) is free to request decryption keys corresponding to any function I, provided that I, does not trivially
allow the attacker to distinguish between yo and yi. The attacker can therefore request g7“ for any x that does not

,1yb

1
equal yo or y1. Given challenge g, ,g7 and decryption key ¢g7“, the attacker can use the fact that they know

-1
x,%0,y1 in the clear to determine b as follows. The attacker raise g7 to the exponent :1cy0_1 to obtain g;wo , and

ar— iyl
then computes e(g1%, g5 i ). If b = 0, these quantities match, and otherwise they do not.
$We use the shorthand gV where V = (vi,;)ic(x,jefq to denote the matrix of group elements (¢"7);cx],jc(e-



dimensions. First, our approach starts with an existing point obfuscation scheme, “upgrades” it
to encrypt the inputs, and then subsequently introduces the ability to encrypt a message payload.
Second, our construction achieves computational function privacy for any distribution with super-
logarithmic min-entropy, rather than A\ min-entropy as required in [BRS13a] (this requirement was
also relaxed in [PMR19]). However, the drawback of our approach is that we can only prove security
in the generic (bilinear) group model [Nec94, Sho97, Mau05|, whereas [BRS13a| is proven secure in
the standard model.

1.2.3 Building Public-Key Function-Private Predicate Encryption for “Small Super-
sets”

We now briefly describe how to extend the above function-private anonymous IBE to handle the
significantly more expressive “small superset” functionality, described earlier. First, we describe how
to generate a function decryption key for f,; x, where X C [n]. Now, R is a uniformly random
width ¢ + 1 matrix (instead of width 2). We now follow essentially the same procedure as before for
each z € X. That is, for each € X we form the row vector [z 22 ... z!*1] and compute the row
vector [z 22 ... x'*t1].R. We collect the row vectors resulting from this process into a matrix M
where the rows are indexed by elements x € X.

A set Y C [n] (corresponding to a set that will be given as input to the “small superset”
functionality) can be encrypted as follows. We assemble a matrix Wy whose rows are indexed by
elements y € Y. The row corresponding to y is simply [y y? ... y**!]. Draw a uniformly random
vector v in the right kernel of Wy, and output vy = R~ - v. Note that this is only possible if
Y| <t.

To decrypt, compute the matrix-vector product Mx - vy in the exponent, which will be the
all-zeros vector if and only if X C Y. To minimize the size of the obfuscation, we can collapse the
matrix M x to a vector u}, by left multiplying by a uniformly random vector of the appropriate
dimension. Then decryption simply computes the (dot) product u;r( - vy in the exponent. In the
body, we describe these obfuscation and encryption procedures in the language of linear codes,
which results in a cleaner presentation.

Note that our construction is efficient as long as ¢ is polynomial in the security parameter, since
the vector and matrix dimensions are all determined by ¢. In particular, the universe size n could
be exponential. On the other hand, the obfuscation construction given in [BW19] for large subset
is only efficient for polynomial sized universe.

Finally, we remark that it is also easy to extend this to function-private predicate encryption
for small superset by adding a payload in the same manner as for identity based encryption.

Function-Private Hidden Vector Encryption. We now describe how function-private predi-
cate encryption for small superset gives rise to function-private hidden vector encryption [BW07].
Consider a vector v = (Ui)z‘e[k} € (Zs U {*})*. Hidden vector encryption corresponds to predicate
encryption for the predicate

1 if for all ¢ € [k]: (v; = u; or v; = %),
Po(u) = { 0 otherwise.

Let the universe size of the small superset instance be n = ks and the threshold value be k.
Let the set X corresponding to v be defined as X = {(i — 1)s + v;};cp, where B denotes the



non-wildcard positions of v. Then an input vector u = (u;);cpy) € ZF corresponds to the set
Yu = {(i —1)s+ui }ie[], which has size exactly k. Finally, we have Py(u) =1 <= X CYj. Since
hidden vector encryption is most generally defined over exponentially sized alphabets, we would like
to take s and thus n to be exponential. Thus, we crucially rely on the fact that the universe size of
our small superset instance is allowed to be exponential.

Function-Privacy Definitions. When considering public-key function-private predicate encryp-
tion, the appropriate notion of function privacy is somewhat tricky to define. We choose to generalize
the original notion of “real-or-random” function privacy from [BRS13a|. This definition was origi-
nally stated just for point functions and was later extended to inner products in [BRS13b|. Roughly,
the definition considers an oracle which is set to be in either “real” or “random” mode, and which
accepts a distribution over points. If it is in real mode, it produces a key for a point drawn from the
queried distribution, and if it is in random mode, it produces a key for a uniformly random point.
Security is parameterized by a class of allowed distributions for which the adversary can query its
oracle, and requires that an adversary cannot determine which mode its oracle is in.

Extending this definition to a larger class C of functions would require a natural notion of a
uniformly random function from C. We choose to instead view the random mode as a “simulated”
mode, where the behavior of the oracle is independent of the queried distribution, but otherwise
arbitrary. This definition now naturally extends to any class of functions, and captures the same
intuition that an adversary learns nothing about the function that it has a key for, as long as it is
drawn from a particular class of distributions. We refer to this oracle now as the Real-or-Sim oracle.

We note here that although our predicate encryption constructions are inspired by and built
from existing obfuscation constructions (in particular, those that already satisfy distributional vir-
tual black box security), this notion of function privacy is incomparable to distributional VBB.
In particular, distributional VBB is defined relative to a distribution D over functions in C, and
essentially requires that no adversary, given the obfuscation of a function f drawn from D, can
guess the value of any predicate P applied to f. On the other hand, our definition of function
privacy is defined relative to an entire class of distributions D, and does not consider predicates on
functions drawn from individual distributions D. Instead, we require that the class of distributions
D is simulatable in the sense described above. Note that our constructions also satisfy distributional
VBB, but we focus on this function-private predicate encryption style of definition, as it aligns more
closely with previous work.

Enhanced Function Privacy. As in [BRS13a| and followup works, we will be concerned with
evasive distributions over functions, where it is difficult to find an accepting input given oracle
access to a function drawn from the distribution. However, it is crucial for applications that given
a decryption key for an unknown function, the key can be used to successfully decrypt payloads
without sacrificing function privacy. This means in particular that an adversary should not be able
to produce accepting inputs to its decryption key, even given encryptions of arbitrary accepting
inputs.

This is captured in [BRS13a| by the notion of enhanced function privacy, where in the real-or-
random game, the adversary is additionally given an encryption oracle. The adversary can query this
oracle to obtain encryptions of arbitrary accepting inputs to the unknown functions corresponding
to the decryption keys in its possession. Enhanced function privacy requires that the adversary still
cannot determine what mode its Real-or-Sim oracle is in. We prove that our predicate encryption
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scheme for small superset satisfies this enhanced function privacy notion, which implies that our
hidden vector encryption construction does as well.

Secure Distributions for Function-Private HVE (and More). We determine which dis-
tributions over HVE instances induce an evasive distribution over small superset instances, under
the mapping defined above. We parameterize HVE distributions by an alphabet size s, and an
input length k. For a particular distribution Dy, let Hoo (D, 5) be the min-entropy of the vector
vV < Dy, 5. Following the proof strategy from [BW19, Lemma 2|, we show enhanced function-private
hidden vector encryption for the set of distributions containing any

Dy, s such that Hyo(Dy s) > k + w(log(k)).

Note that the min-entropy requirement scales with the input length, but not with the alphabet
size. Thus as the alphabet size increases, we obtain security for a larger and larger class of distribu-
tions. If we instead had a polynomial limit on the universe size of our small superset instances (like
in [BW19]), then to support exponentially large alphabets Zg, we would be forced to first write each
element as a bitstring (or more generally a string over a polynomially sized alphabet), increasing the
input length. This would cause the min-entropy requirement to scale with the size of the alphabet.

On the other hand, this result severely restricts the possible distributions when s is a small
constant. Thus we give an additional set of secure distributions (that also appear in [BW19] in the
context of conjunction obfuscation) over vectors with a fixed number of wildcards w. We obtain
enhanced function-private hidden vector encryption for the set of distributions containing any

k
Dy, s such that Heo(Dy s) = log <w> + w(log(k)),

and where Dy, ¢ is supported on vectors with exactly w wildcards. Note that for some values of
w, this min-entropy bound is much less than the input length k, and thus supports a large and
interesting class of distributions even for small alphabet size s.

Extentions to d-CNF and Read-once Conjunction of d-disjunctions. We also extend the
enhanced-function-private predicate encryption of “small supersets” to d-CNF and conjunction of
d-disjunctions for d = O(1).

d-CNFs for d = O(1). The underlying technique in the BKMPRS construction is to translate the
evaluation of the conjunction functionality into a polynomial interpolation, which is successful if and
only if all input values (one per comparison clause) are valid points on the underling polynomial.
This is achieved by evaluating the comparison functionality as a lookup table which contains either
valid shares for matching input, or random values, otherwise (all encoded in the exponent for
security). Our observation is that we can use a similar lookup table approach to implement any
circuit functionality besides comparisons, and this technique is polynomially efficient as long as the
underlying circuits have constant input length.

A d-CNF for k-bit input is a circuit C' = Cy A Cy A -+ A C, where for each i € [m], C; is a
boolean circuit which depends only on the inputs bits with indices in a subset, denoted as I; C [k].
We now show how to reduce the d-CNF to the “small superset” functionality.

Given a d-CNF C = C1 ACy A --- A Cyy,, denote K = (g) and D = 2%, We create a universe
of n = KD elements. Then we reform the set [K D] into a K x D matrix. The rows of the matrix
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corresponds to subsets of size d in [k]. The columns of the matrix corresponds to the input strings
of k-bits. Now we specify a subset X of [KD]. For I € ([Z]) and v € {0,1}*, X contains the
elements in I-th row and v-th column, if there exists a Cj,i € [m] such that C; only depends on I
and C;(v) = 0. On input € {0, 1}*, we specify a subset Y € [K D]. For every I € ([Z]), Y contains
all elements in I-th row, except the one in z;-th colum. Since Y contains K (D — 1) elements, we
simply set the threshold ¢ = K (D — 1). Then, C(x) = 1 if and only if X C Y. This is because,
C(z) = 1if and only if the following condition holds: for every I € ([Z]), either there exists a C; such
that C; only depends on I and Cj(xy) = 1, or such C; doesn’t appear in C'. The above condition is
equivalent to X C Y. We prove security for some special distributions over d-CNF.

Function Distribution. We prove the security for two distributions. The first distribution essen-
tially corresponds to the “uniform” case. Here, we achieve the best possible parameter, namely,
m = w(logk).” Our proof in this case is a natural extension of the BKMPRS proof. The second
distribution is useful for obtaining obfuscation of conjunctions of d-disjunctions via the mapping
discussed earlier. Crucially, in this distribution, we do not require the distribution over C; to be
independent. Consequently, the proof of security for this distribution is more involved. Specifically,
since C;’s may be dependent, in order to use a combinatorial argument similar to BKMPRS, we
first need to “break” the dependence. We address this by choosing a subset of sets, say Z, such that
the sets in 7 are disjoint. Clearly, Z has the necessary independence. To choose such a subset, we
build a graph, where each vertex of the graph represents a set, and draw an edge between the two
vertices if and only if the intersection of two vertex is non-empty. We then bound the degree of this
graph and argue that the number of color used for coloring the graph is also bounded. Finally, we
use the pigeonhole principle to pick such a subset Z. We refer the reader to Section 6 for details.

Read Once Conjunctions of d-Disjunctions. We also consider a class of functionalities that directly
generalizes the conjunctions functionality but in a different way from d-CNFs. While the conjunc-
tions functionality constrains the value of each input bit independently, in our generalization we
constrain the values of several consecutive input bits together. More precisely, our functionality is
defined as
(pgl)\/...\/p;l)) A A (pgg)\/‘”\/p((f)),

where py)
string z = |-+ ||z € {0,1}" if and only if for every i € [{], it holds that |z()| = k; and z(®
matches one of {py }ield)-

One direct way to achieve the above functionality using the d-CNF construction is by considering
each (pgl) VoV p((;)) as the functionality of the clause C;. However, this will impose a restriction
that each k; = O(1). Instead, We provide a different mapping to the d-CNF class with the only
restriction that ), k; = k when k£ = O(1). This mapping transforms the conjunction of disjunction
over strings into a conjunctions of disjunctions over bits by representing the matching y =’ = of a
longer string « = z; ... x; as the conjunction over bit comparisons y; =’ 1 A--- Ay, = ;.

is a length k; string over alphabet {0,1,7}, and ), k; = k. It evaluates to one on input

1.3 Outline

The rest of the paper is structure as follows. In Section 2 we define notation and provide background
definitions. In Section 3 we present our construction for obfuscating small supersets. In Section 4
we formally define our security notions of data privacy and (enhanced) function privacy, and in

“Indeed, m must be w(logk) in order to make the function family evasive.
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Section 5 we present our construction for function-private predicate encryption for small supersets.
Finally, in Section 6 we present applications of our construction to hidden vector encryption, d-CNFs
for d = O(1), and read-once conjunctions of d-disjunctions for d = O(1).

2 Preliminaries

We use the standard Landau notations. A function €(\) is written as negl(\) if for all positive
integers ¢, e(A) = o(5=). For a positive integer n, we let [n] denote the set {1,2,...,n}. For a finite
set S, x < S denotes a uniformly random sample.

We write scalars as lowercase unbolded letters (e.g., « or a), vectors as lowercase bold letters (e.g.,
v) and matrices as uppercase bold letters (e.g. M). We use the shorthand g% where v = (v1,...,v,)
to denote the vector of group elements ¢g*1,..., ¢"", and naturally extend this notation to matrices
V. To distinguish between the case where x refers to a specific value and the case where x is used as
a formal variable, we will explicitly write & if it is a formal variable. This notation will also extend
to vectors v = (01,...,0,) where each entry is itself a formal variable, as well as to matrices M
where each entry is a formal variable.

2.1 Bilinear Groups

We briefly recall the definition of an asymmetric bilinear group [Jou04, BF01|. Let G1, Gy, Gp be
distinct groups, all of prime order ¢, and let e: Gy x Go — G7 be a mapping from Gy x Go onto the
target group Gp. Let g1, g2 be generators for G; and Ga, respectively. We say that (G1, Gy, Gr,€)
is an asymmetric bilinear group if the following conditions are met:

e (Efficiency) The group operations in G1, G2, Gy as well as the mapping e(-, -) are all efficiently
computable.

e (Non-degeneracy) e(g1,g2) = gr, where gr is a generator of Gr.

e (Bilinearity) e(g%, g3) = g% for all a,b € Z,.

2.2 Generic Bilinear Group Model

We use an extension of the generic group model [Nec94, Sho97| adapted to bilinear groups. The
following definition is taken verbatim from [KLM™T18].

Definition 1 (Generic Bilinear Group Oracle). A generic bilinear group oracle is a stateful oracle
BG that responds to queries as follows:

e On a query BG.Setup(1?), the oracle generates two fresh nonces pp,sp < {0,1}* and a prime
p. It outputs (pp,sp,p). It stores the generated values, initializes an empty table T < {}, and
sets the internal state so subsequent invocations of BG.Setup fail.

e On a query BG.Encode(k, z,i) where k € {0,1}*,x € Z,, and i € {1,2,T}, the oracle checks
that k = sp (returning L otherwise). The oracle then generates a fresh nonce h < {0,1}},
adds the entry h — (x,1) to the table T, and outputs h.
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e On a query BG.Add(k, hy, ha) where k, hy, ha € {0,1}*, the oracle checks that (1) k = pp, and
(2) the handles hy, he are present in its internal table T and are mapped to the values (x1,1i1)
and (x2,12), respectively, with iy = ig (returning L otherwise). The oracle then generates a
fresh handle h + {0,1}*, computes v = x1 + 2 € Zy, adds the entry h +— (x,i1) to T, and
outputs h.

e On a query BG.Pair(k, hy,ha) where k,hi,hy € {0,1}*, the oracle checks that (1) k = pp,
and (2) the handles hi,hy are present in T and are mapped to values (z1,1) and (z2,2),
respectively (returning L otherwise). The oracle then generates a fresh handle h < {0,1}?,
computes x = x1x3 € Ly, adds the entry h— (x,T) to T, and outputs h.

e On a query BG.ZeroTest(k,z) where k,z € {0,1}*, the oracle checks that (1) k = pp, and (2)
the handle h is present in T and it maps to some value (x,i) (returning L otherwise). The
oracle then outputs “zero” if x = 0 € Z;,, and “non-zero” otherwise.

2.3 Virtual Black Box Obfuscation

We recall the definition of a distributional virtual black-box (VBB) obfuscator. We roughly follow
the definition of Brakerski and Rothblum [BR13].

Definition 2 (Distributional VBB Obfuscation). Let C = {Cp}nen be a family of polynomial-size
circuits, where Cy, is a set of boolean circuits operating on inputs of length n, and let Obf be a PPT
algorithm which takes as input an input length n € N and a circuit C € C,, and outputs a boolean
circuit Obf(C') (not necessarily in C). Let D = {Dy,}nen be an ensemble of distribution families Dy,
where each D € D, is a distribution over C,,.

Obf is a distributional VBB obfuscator for the distribution class D over the circuit family C if
it has the following properties:

1. (Strong) Functionality Preservation: For every n € N, C € C,, there exists a negligible
function p such that

Pr[Obf(C, 1")(z) = C(z) Yz € {0,1}"] = 1 — u(n).

2. Polynomial Slowdown: For every n € N and C € C,, the evaluation of Obf(C,1™) can be
performed in time poly(|C|,n).

3. Distributional Virtual Black-Box: For every PPT adversary A, there exists a (non-uniform)
polynomial size simulator S such that for every n € N, every distribution D € D,, (a distri-
bution over Cy,), and every predicate P: C,, — {0, 1}, there exists a negligible function p such
that

\ng)nwowc, 1") = P(O)] - Pr [S°(11,17) = P(O)]| = () .

2.4 Predicate Encryption

Let F = {Fa}a be a function class, where Fy = {f : X\ — {0,1}}. Let M = { M} be a message
space.
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Definition 3 (Public-key Predicate Encryption). A public-key predicate encryption scheme 11 =
(Setup, KeyGen, Enc, Dec) for a function class F and message space M is a tuple of PPT algorithms
defined as follows:

e Setup(1Y): On input security parameter X € N provided in unary, output master secret key msk
and public key pk.

o KeyGen(msk, f): On input master secret key msk and function f € Fy, output decryption key
Skf.

e Enc(pk,x,pn): On input public key pk an attribute x € Xy, and a payload p € My, output
ciphertext ct.

o Dec(skys,ct): On input decryption key sky for function f € Fy and ciphertext ct, output an
element of My U {L}.

A public-key predicate encryption scheme II for function class F = {F)}, and message space
M = { My}, is correct if for all A € N, f € Fy,z € Xy, and p € M, it holds that:

(msk, pk) « Setup(1*) it 1
Pr| sks < KeyGen(msk, f) Dec(sky,ct) = {,u 1 f@) = =1-v()\),
ct < Enc(pk, z, 1) Loif f(z) =0

where the probability is taken over the internal randomness of the algorithms and v(-) is a negligible
function.
We defer the security notions for predicate encryption to Section 4.

3 Obfuscating Small Supersets

We define the “small superset” functionality. As mentioned earlier, this is an alternative but virtually
identical view of the “big subset” functionality proposed by Beullens and Wee [BW19|. However,
we find the “small superset” formulation to be significantly more intuitive for our applications. The
small superset functionality f,; x is parameterized by a universe size n, a threshold value ¢, and a
set X C [n]. fntx takes as input a set Y C [n], and accepts if |Y| <t and X CY. While Beullens
and Wee |[BW19| limit n to be polynomial-size, we integrate the approach of Bartusek, Lepoint,
Ma, and Zhandry [BLMZ19| for large-alphabet conjunctions to handle exponential size n, provided
t = poly(A).

Definition 4. Let X C F, consist of elements x1,...,z. Let By x 4 € F];X(tﬂ) be defined as

2 t+1
Ty T3 ... x?‘l

Bixg = . .
xk x% e xz—‘rl

We also define the following helper functionalities.

e SampCodeword(B € IF];X(H_I)). Output a random codeword in the code generated by B by
sampling uniformly random e € IF’; and outputting e - B.
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e SampDualCodeword(B € IF];X(HI)). Output a uniformly random vector w € Fflﬂ in the right

kernel of B, i.e., w such that B -w = 0.

3.1 Small Superset Obfuscation Construction

In this section, we define a small superset obfuscator using the above helper functionalities. The
following construction is similar to the generic group constructions in [BW19, BLMZ19| (which
build on [BKM™18]|), though the presentation is tailored to fit the scope of this work. We assume
that global parameters (A, n,t,q) are set in advance, where \ is the security parameter, n = opoly(A)
is the universe size, t = poly(\) is the threshold size, and ¢ is a prime larger than n (for strong
functionality preservation, we will require that ¢ > 2* (75) = 2PN where n/ = max{n, 2t}). Let
G be a group of order ¢ with generator g.

e Obf((n,t,q),X C [n]). ¢’ <« SampCodeword(B;x,). Output g¢  (interpreted as
g g,

e Eval((n,t,q),g¢ € G Y C [n]). Let w SampDualCodeword(Byy,;). Accept if and only

clw _ 0
=g .

if g

3.2 Functionality Preservation

We rely on the following fact (also stated in [BLMZ19]).

Lemma 1. For any t + 1 wvalues of x1,...,x¢41 < q, the corresponding set of t + 1 wvectors

{(z; 2? - ~x§+1)}ie[t+1} are linearly independent over .

Functionality preservation now follows almost immediately from the following.

Lemma 2. Let X,Y C Z, be such that | X|,|Y| <t and X €Y. Let c" + SampCodeword(B; x )
and w < SampDualCodeword(Byy4). Then Prc! -w = 0] < 2/q.

Proof. We first show that Pr[B; x, - w = 0] < 1/q. By definition, there must be some element
x € X such that z ¢ Y. By Lemma 1, the row vector (z 22 ... z'*1) is not in the row span of By y 4.
Thus, only a 1/q¢ fraction of the vectors in the kernel of B,y are orthogonal to (x x? ... 2t
Noting that w is a uniformly random vector in the kernel of B;y,, and that (z 2% ... z'tl)
is a row of By x4 establishes the claim. Finally, note that if By x , - w # 0, then the uniform
randomness of the vector ¢ chosen by SampCodeword implies that Pr[c’ - w = 0] = 1/¢g. Thus

Pric’ - w =0l <1/q+ ((¢—1)/a)(1/a) < 2/q. O

Now, if X C Y, then w is in the kernel of By x 4, so c' - w = 0 with probability 1. Otherwise,
the above lemma shows that ¢ - w # 0 except with probability 2/q. Now let ¢ > 2* (’;/), where
n' = max{n,2t}, and consider all sets Y such that |Y| < ¢ and X € Y. The number of such sets
is at most Zie[t] z(?) < t(ril). A union bound shows that strong functionality is preserved except
with probability at most ¢/2* = negl(\).
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3.3 Security

Definition 5. Let n(-) and t(-) be functions of the security parameter. We say that a family
of distributions {Dy 1 x}x where each Dy is a distribution over subsets X C [n(X)] such that
|X| < t(N), is an evasive distribution for the small-superset functionality, if for all fixzed Y C
()], Y] < t(N),

PriX CY | X < Dy 1] = negl(N).

Theorem 1. For any functions n(-) and t(-), and evasive family of distributions {Dy, ¢ x}x for the
small superset functionality, the above construction is a distributional- VBB secure obfuscator in the
generic group model.

Proof. The proof is similar to the generic group proofs given in [BLMZ19, BW19|. We show that an
adversary A in the generic group model cannot distinguish between an actual obfuscation consisting
of t + 1 group elements and a simulated obfuscation consisting of ¢ 4+ 1 uniformly random group
elements. A can only hope to distinguish by finding a linear combination of the ¢t 4+ 1 group
elements that evaluates to zero in one case but not the other. However, it is not hard to see that
in the simulated case, A will obtain a successful zero-test only with negligible probability. Thus we
complete the proof by showing that A will also obtain a successful zero-test with only negligible
probability in the real case.

In this case, a set X < D, is drawn and obfuscated to produce ¢t 4+ 1 group elements
€1,-..,¢41, and t + 1 handles representing these elements are given to 4. Suppose that after
A has made j zero-test queries, it has not obtained a successful zero-test. Then we argue the
(j + 1)th zero-test query is unsuccessful with overwhelming probability. Note that if the adversary
has not yet obtained a successful zero-test, then both the randomness of the sampled set X < Dy, ; »
and the randomness of the obfuscation are independent of the adversary’s view.

Let the adversary’s (j + 1)th query be defined by coefficients kg, k1, ..., ki1 (specifying a lin-

ear function over the ¢ + 1 initial group elements received by A). Let ¢ = [c1,...,ci11] ', k =
[k1,..., k1] ", and for any y € Fy, let pow(y) = [y, %, ...,y 1] 7. The zero-test query is successful
if

ko + ¢ - k=0.
Now define

Y i={y|y€Fyy<n,pow(y) -k=0}

Note that |Y| < ¢ since any ¢ + 1 distinct pow(y) vectors are linearly independent.

Since Y is determined by the coefficients submitted by A, and since D, ; ) is evasive, we know
that X C Y only with negligible probability. So with overwhelming probability, there is some x € X
such that ¢ Y. Then c¢' - k contains an additive term of the form e; - pow(x) " - k where ¢; is a
uniformly random element in Iy, and pow(z)" -k is non-zero. Therefore ky + ¢! - k is a uniformly
random element in Fy and can only be 0 with probability % = negl(\).

To finish the proof, we simply union bound over the T" = poly(\) queries the adversary makes
to conclude that it obtains a successful zero-test with probability at most 7" - negl(\), which is still
negligible. O
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4 Function-Private Predicate Encryption Security Definitions

4.1 Data Privacy

Our data privacy definition is standard and captures the property that an adversary should not
be able to tell the difference between two encrypted attributes xzg and z; or payloads pg and gy,
provided that it does not have decryption keys that allow it to distinguish trivially. We allow the
adversary access to a key generation oracle, allowing it to produce decryption keys for functions f
of its choice (from a specified function class), subject to the usual requirement that f(xo) = f(z1),
and if f(xg) = f(z1) = 1 for some queried f, then pup = p;.

Definition 6 (Data Privacy). Let II be a public-key predicate encryption scheme for function class
F ={Fr}r where Fy = {f : X\ — {0,1}} and message space M = { My}, and let A be a stateful
adversary. We define the data privacy (DP) advantage as

AdvRP ()Y

Pr [Exptﬁ&()\, 0) = 1} —Pr [ExptrD[f;\()\, 1) = 1} )

where for A € N and b € {0,1}, we define experi-

ment ExptBFA()\, b) as on the right, where xy, 1 € Exptiy 4(A,n,0)

Xy, and po,u1 € My. We additionally require (msk, pk) < Setup(1*)

that A is admissible in the following sense: for all (o, 1, o, j11) 4 AR (13 oy
KeyGen queries f € Fy made by A we have that ct + Enc(pk, 2, 115

f(xo) = f(x1), and if there exists an f such that return AXevGen(msk,) (cp)

f(zo) = f(z1) =1, then po = 1.

We say II is a data-private predicate encryption scheme if for all admissible PPT adversaries A, there
exists a negligible function v(-) such that for all A € N, Ader[D\(/\) <v(A).

4.2 Function Privacy

Now consider a set of distribution ensembles over functions, where for each choice of A, we have a set
of distributions Dy. Our first function privacy notion states that function keys for functions drawn
from any distribution D € D) can be simulated even without the description of D. We consider two
experiments. In the first, the adversary has access to a “distributional key generation oracle” that
takes as input some D € D) and outputs a decryption key for a boolean function f drawn from D.
In the second, we replace the distributional key generation oracle by a simulator. This simulator has
no access to the input D, and thus must produce “fake” decryption keys that are indistinguishable
to any PPT adversary from real decryption keys produced by the key generation oracle.

Since we consider public-key schemes, an adversary essentially has oracle access to the function
corresponding to any decryption key in its possession. Thus it may be easy for the adversary to
distinguish these two experiments if for f <— D, it can find an attribute x such that f(z) = 1. So
this notion is only realizable for carefully chosen sets of distributions Dy, which in particular must
consist solely of evasive distributions D [BBC*14]. That is, for f + D, finding z such that f(z) = 1
given oracle access to f is computationally intractable.

Definition 7 (Function Privacy). Let II be a public-key predicate encryption scheme for function
class F and message space M, let A be a stateful adversary, and let S be an explicit PPT algorithm
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simulating KeyGen. We define the function privacy (FP) advantage for set of distribution ensembles
D= {Dx} as

)

AdvEHS (A, D) d:ef‘Pr [Exptﬁ'& A(AD,0) = 1} —Pr [Exptg'j& AOWD, 1) = 1}

where for A € N and b € {0,1}, we define experiment ExptE'jS’A(/\,ID), b) as:

Exptff's 4 (A, D,0) Exptif's 4(A, D, 1)
(msk, pk) < Setup(1*) (msk, pk) + Setup(1*)
return AFPKeGen(msk) (1A o) return AS™9 (1% pk)

ODKeyGen(mSk, D)
If D € Dy, f + D, return KeyGen(msk, f)

Else return L

We say II is a D-function-private predicate encryption scheme if there exists a simulator S such
that for all PPT adversaries A, there exists a negligible function v(-) such that for all A € N,
Advifs 4(A D) < v(A).

4.3 Enhanced Function Privacy

In the standard notion of function privacy described above, the fact that the adversary only receives
decryption keys sky, for functions f; (where f; denotes the jth output of Opkeygen during the course
of the experiment) drawn from an evasive distribution D implies it will not be able to generate a
ciphertext ¢ encrypting (7, u1) such that Dec(sky,,c) — p (except with negligible probability). We
now describe a strictly stronger notion of function privacy known as enhanced function privacy,
where we provide the adversary with an oracle Og, that generates ciphertexts of (x, u) such that
that fj(z) = 1 for some f;. More precisely, Ognc takes pk and an index j as input, and outputs a
ciphertext ¢ of some arbitrary (z, u) such that Dec(sky,,c) = p.

Note that normal (non-enhanced) function privacy does not guarantee any security the moment
a function decryption key holder receives a ciphertext of (x,u) such that f(z) = 1. This renders
the standard function privacy notion almost useless in many settings, since as soon as a user is able
to use its decryption key to decrypt any payload p, all function privacy may be lost. We give our
formal definition below, which generalizes the enhanced function privacy notion proposed by Boneh
et al. [BRS13a, §3.2] in the context of identity-based encryption (IBE).

Definition 8 (Enhanced Function Privacy). Let II be a public-key predicate encryption scheme for
function class F and message space M, let A be a stateful adversary, and let S = (SpKeyGen, SEnc)
be an explicit PPT algorithm simulating KeyGen and Enc. We define the enhanced function privacy
(eFP) advantage for distribution ensemble D = {Dy}) as

AdvER (A D)

Pr [Exptf{g 4D, 0) = 1} —Pr [Exptf{g 4D, 1) = 1}

where for X € N and b € {0,1}, we define experiment ExpteHFE,A(/\,D, b) as:
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Exptii's 4(\,D,0) Exptfi's 4(A, D, 1)

(msk, pk) < Setup(1?) (msk, pk) < Setup(1*)
ji=1 return ASDKeyGen(mSk)7$Enc(pk7')(1A7 pk)
return AODKeyGen(mSkv‘)vOEnc(ka')(1>‘7 pk)
ObkeyGen (mMsk, D)
If D € Dy, f; < D, return KeyGen(msk, f)
Else return L
(J:=j+1)
Oknc(pk, )
choose any (z, 1) € X\ X My
such that f;(z) =1
return Enc(pk,z, i)

We say II is a D-enhanced function-private predicate encryption scheme if there exists a simulator
S = (SbKeyGen, SEnc) such that for all PPT adversaries A, there exists a negligible function v(-) such
that for all A € N, Adv§§ 4(A, D) < v()).

4.4 Discussion

We view our enhanced function privacy definition as a direct generalization of the “real-or-random”
enhanced function privacy definition considered by Boneh et al [BRS13a|. Boneh et al. give their
definition in the context of identity-based encryption (IBE), where an adversary is given an oracle
that accepts distributions D over identities. The guarantee is that the adversary cannot determine
whether the oracle is in “real” or “random” mode, where real mode means that it will return the
secret key for an identity Z drawn from the input distribution D, and random mode means that
it will return the secret key for a uniformly random identity. When attempting to generalize this
definition to more expressive function classes (note that IBE corresponds to predicate encryption
for point functions), it is not necessarily clear what the behavior of the random mode oracle should
be.

We instead view the random mode oracle as a simulator which does not get to see the input
distribution D. In the case of IBE, one possible simulator could be defined to return a secret key for
a uniformly random identity. But in general, we can allow the simulator’s behavior to be arbitrary,
as long as it does not depend on the queried distribution.

We note that our definition is weaker than the Boneh et al. definition [BRS13a] for IBE in one
sense—we no longer provide the adversary with an explicit KeyGen oracle, which can be used to
obtain secret keys for arbitrary functions of the adversary’s choice (our only key generation oracle
outputs functions drawn from evasive distributions). This is because such a definition is trivially
unachievable when considering general functionalities such as small superset.

Indeed, since the behavior of the Enc oracle is arbitrary, assume that given an index j corre-
sponding to a secret key for hidden subset X, it encrypts using the attribute X itself, a valid
accepting input. Assume further that the universe size n is polynomial. Now an adversary can use
the KeyGen oracle n times to receive a secret key for each of the subsets {i} for ¢ € [n]. Then it
simply tries to decrypt the encryption with attribute X; with each of the keys, and can figure out
exactly what X is, breaking function privacy. Note that this style of attack does not exist when
considering IBE where the functions encrypted are simply point functions.
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As a final note about our definitions, we compare to those of [PMR19|, which to the best of
our knowledge is the only previous work proposing function private hidden vector encryption. They
consider a notion of “left-or-right” security, where the adversary queries two distributions at a time
to its oracle, and the oracle chooses which one to draw the function from depending on whether
it is in “left” or “right” mode. They do not consider the enhanced version where an Enc oracle is
provided, but they do provide a KeyGen oracle as in the original [BRS13a| definition.

In Appendix A, we augment our basic (non-enhanced) function privacy definition to include
a KeyGen oracle, sketch a proof that our small superset construction obtains this definition, and
then show that this definition implies the left-or-right definition considered by [PMR19]. By going
through our HVE-to-small-superset compiler and comparing the class of distributions considered in
this work with those of [PMR19| (which, in particular, reveal the positions of the wildcards), we
demonstrate that the security of our function private HVE construction generalizes that of [PMR19].

5 Function-Private Predicate Encryption for Small Superset

5.1 Construction

The following construction II relies on an asymmetric bilinear map e: Gy X Gy — Gp. We let
[a]1, [b]2, [c]T denote encodings of a, b, ¢ in groups G1, Ga, G respectively. For a vector v or matrix
M, we use the shorthand [v] or [M] (for any of the three groups) to denote the group elements
obtained by encoding each entry of v or M respectively. Let n(-),¢(-) be functions of the security
parameter. Let the message space M = M) be a subset of the target group Gr such that
IMI/|Gr| = negl(\).0

e Setup(1Y). Set n := n(\),t := t(\). Pick a prime ¢ > max{n,2*}. Sample a uniformly

random matrix R € FgHQ) X(42) and compute R™!. Output

msk := R™! and pk = [R]5.

T

e KeyGen(msk, X). Parse msk as R™!. To encrypt a subset X C [n], draw ¢’ <«

SampCodeword(By x 4), sample a < Fgy, and output
(1]a-c")-R7Y,.

e Enc(pk,Y,u). Parse pk as [R]a. To encrypt a message ¥ C [n] such that |Y| < ¢, let
w < SampDualCodeword(By y,), sample 3,7 « F,, and output

Rl2-(v|w'-8)", p-hlr.

e Dec(sky, ctxty). Parse skx as [v']; and ctxty as ([w]z, h). Compute

= h/vT Wi,

where the dot product in the target group is computed using the bilinear operation. If 4 € M,
output u, otherwise output L.

9Tn [BWO07], it is noted that this restriction on the size of the message space can be avoided in practice by essentially
setting the payload to be the key of a symmetric key encryption scheme, and releasing an encryption of the actual
message under this key (along with a consistency check). This technique can easily be applied in our setting.
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Correctness. If X C Y, note that the w vector associated with ctxty is a codeword in the dual
of the code from which the ¢ vector from sky was drawn. This follows since every row in the
generator matrix of ¢'’s code is one of the rows in the generator matrix of w’s dual code. Thus
the dot product computed during decryption will be equal to 7, and dividing h by [y]r will give the
encrypted payload pu.

If X Y, a straightforward application of Lemma 2 shows that with overwhelming probability,
h/[v" - w]r will be a uniformly random group element, and will thus be an element of M with
negligible probability. Thus, decryption will output | with overwhelming probability.

5.2 Security

We make use of a variant due to [BGMZ18| of a lemma that originally appeared in [BMSZ16|. In
fact, we only need a particular special case of the lemma, stated below.

Lemma 3 ([BMSZ16, BGMZ18|). Let R be an n x n matriz of distinct formal variables Tij, and
u,v € Fy be two arbitrary vectors. Let 0 = u' R ! and v = R-v be two vectors of rational
functions over the 7; ; formal variables. Let P be a polynomial over the entries of 4 and v such
that each monomial contains exactly one entry from & and one from V. Then if P is identically a
constant over the 7; j variables, it must be a constant multiple of the inner product of . and V.

Theorem 2. The above construction II is a data-private predicate encryption scheme for small
superset.

Proof. Consider any Yy, Y1 C [n] such that |Yy|, |Y1| < t, and po, p1 € Gp. The adversary A receives
the public key and an encryption of (Y3, up) where b < {0,1}. For convenience, we will let p and
w be the discrete logs of pg, 1. A is free to request keys for sets X; such that X; is not contained
in either Yy or Y7. If pg = w1, it is also free to request keys for sets X; such that X; is contained in
both Yy and Yj.

Thus, A has access to the handles of the elements

Rz, {[(1 [ei-cx,) R}, [R- (v | wy, - 8) 2, [, + Y7

Recall that the only distinguishing information the adversary can obtain in the generic group
model is the responses to zero-test queries in the target group. We first imagine replacing {«;}4, 8,7,
and the entries of R with formal variables. So we let R be a (£4-2) x (t+2) matrix of formal variables
7i; for i,7 € [t +2]. We would like to apply Schwartz-Zippel to every zero-test query submitted
by A in order to conclude that A cannot distinguish this switch except with negligible probability.
However, the resulting zero-test expressions are rational functions of the above formal variables.
We instead imagine taking each zero-test query and multiplying through by det(f{), which does
not change whether it is identically zero or not. By construction, this results in a polynomial of
degree at most t + 5 = poly(A) over the formal variables. Thus applying Schwartz-Zippel and union
bounding over the polynomially many zero-test queries submitted by A establishes that A cannot
distinguish this switch except with negligible probability.

Now, define (@) T := (4; | c}i)-f{_l, and v :=R- (714 | w;b)T. Using this notation, we will
write down a general expression for any zero-test query submitted by the adversary. We consider all
the possible ways that A can produce elements in the target group: pairing its ciphertext, secret key,
or public key elements with a constant in the other group, or pairing its secret key elements with
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public key or ciphertext elements. Then we write a general linear combination of such elements,
where k; j, Tk, Ok, i jks Pijke, and v represent coefficients submitted by 4. This results in the
following expression.

Zm,;azu +ZTka5+Z5MTH+Zm,gk Qi l) T

i,5,k

+ E Pi,j,k,ediﬁ§- Vi + V(:Ub +9)
i7j7k7£

=8 ZTWkJeri Zm,j’,k<A§~i))T{’k +Z/<;”al +Z5Mr“
k i gk

+ Z Pi,j,k,e@iﬁg-z)fk,z +v(pp + %)
1,5,k

Now any potentially distinguishing zero-test query must result in an identically zero rational
function for at least one setting of b € {0, 1}, and thus must set the coefficient on 3 to some scaling
of ,6’ ! for one of these settings (since 3 does not appear in the other terms). This implies a few
things about the adversary’s coefficients. First, for each k, 7, = 0, since each entry of v is a sum
over distinct formal variables from R which cannot be canceled out elsewhere in the coefficient on
B. Next, for each 4, the coefficient on @& within this 3 coefficient must be some scaling of di_l
Then by Lemma 3, for each i, the coefficients {n; j 1 };» must be set to induce a scaling of the inner
product of 4 and V. Let z; denote this scaling. We can rewrite the above expression as follows.

’ (Z i (=@ 579 + ok, - WYJ)) D wiglit) Y Beg
' i kt

7

+ D" pigk it + v(h + )
2,5,k,0

=4 <Z 2z + v) + (Z dizicy, - wy,,> + 3 kigaial) 3 i
g i i.j )

~ A7) A /
+ Z pi,j,k,éaiu§' )Tk,e + vy
i,5,k,¢
Now observe that we need the coefficient on 4 to be zero in order to obtain a successful zero-test.

We consider two cases. First, if z; = 0 for all ¢, then the coefficient on 4 is zero only if v = 0. But
in this case, the remaining term is

1) ~
ngaz +Z5MT’M+ > Pttt e,
1,7,k,0

which is independent of the bit b. Thus, such a zero-test cannot be used to distinguish.
Otherwise, let S be the set of ¢ such that z; # 0. If the coefficient on 3 is zero for some b, this
implies that C)T(i -wy, = 0 for each ¢ € S, and thus by correctness, X; C Y} for each ¢ € S. Then

by admissibility, X; C Yy, Y7 for each i € S, meaning that the coefficient on B is zero regardless of
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b. But again by admissibility, this also implies that g, = pf. Then it is clear that the remaining
expression

~ ~(7) N A (1) 4 /
Z KijOil; " + Z Ok, Tk, + Z Pi ke 0 Qi T g+ VL
i.J k. VAR

is independent of the bit b, completing the proof. O

Definition 9. Let n(-),t(-) be functions of the security parameter. Let &, be the entire set of
families of evasive small superset distributions {Dy r}r. Write Ent = {Entatr

Theorem 3. For any n(-),t(-), the above construction II is an &, t-enhanced function-private predi-
cate encryption scheme for small superset.

Proof. In Exptle{g A(1%,&,4,0) from Definition 8, A interacts with an honest implementation of the
construction II in the generic bilinear group model. We prove through a series of hybrid experiments
that A’s view in the honest world is indistinguishable from its view in Exptf{g (1%, &4, 1), in which
the oracles OpkeyGen and Ogyc are implemented by the simulator S with no knowledge of the queried
distributions in &, ; ». Note that the oracles Opkeygen and Ogyc are allowed to share state.

First, we make explicit the following generic group instantiation of Expt‘f—f’g A(l)‘,Envt,O). Note
that the adversary A in the below experiment and all following hybrid experiments also implicitly
has access to generic group bilinear map operations described in Definition 1. Since A is PPT, we’ll
say that A makes J = poly()) queries to OpkeyGen and K = poly(\) queries to Ognc.

Expt%’iSA(l)‘, Ent,0):

1. Set n :=n(\),t:=t(\), ¢ > max{n, 2*}.
2. Sample R < th+2)x(t+2) and set msk := R™L.

3. Generate fresh handles in group 2 for each entry of R, letting pk consist of this set
of handles.

4. Output AODKeyGen(mSkz')voEnc(pka')(1/\,pk).

ODKeyGen (mSka D):
This oracle maintains an internal counter j, initialized at j = 1. After each oracle call,
increment j. On each oracle call:
1. Sample X; + D and set (c))T + SampCodeword(By x; ,)-
2. Sample a; < F,.
3. Set (W) = (1]a;-(cW)T). R
4. Generate and return fresh handles in group 1 for (u)T.
Ognc(msk, 7):
On the kth oracle call, do the following:

1. Let Y), C [n] be any set satisfying |Y;| <t and X; C Y.
2. Let pj € Fy.
3. Sample:
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e w¥) « SampDualCodeword(Byy; ,)

® B, + Fy
o v =R (3 | (WR)T . 3)T

4. Generate and return fresh handles in group 2 for v(%) and a fresh handle in group
T for p, + k.

Now, we present a series of hybrid experiments, beginning with the above experiment and ending
with a generic group instantiation of Exptle-[FE, A(l)‘, Ent, 1).

e Expt, is exactly Expt%’iE,A(lA,é’t’n, 0).
e Expt; is obtained from Expt, by modifying Og,c(msk, ) to the following:
OEnc(mSk,j):
On the kth oracle call, do the following:
1. Let pf € Fy.
2. Sample By, v < Fy.
3. Define t new formal variables Wy, 1, ..., Wk4-

)

. - A 1 t J)
4. Define w(*) = Wh,15 -5 Wt = Gy D oic1 CZ( )w;”' .
+1

5. Set vIF) =R (3, | (W T . g)T.
6. Generate and return fresh handles in group 2 for v(*), and a fresh handle in
group T for p + k.

Note that the generic bilinear group operations are now performed over the ring
Z[{ Wi} re[i),icy)- Also note that Ogne and OpkeyGen are sharing state, in particular the
set of ¢U) vectors.

e Expty, (for £ =0,...,J) is obtained from Expt;, except OpkeyGen(msk, -) is modified to the
following;:

ODKeyGen(mSk,D):
The oracle maintains an internal counter j, initialized at j = 1. After each oracle
call, increment j. On each oracle call:
1. If j < ¢, sample uniformly random (c(j))T — FZH. If j > £, sample X; <~ D
and set (cU)T « SampCodeword(By x; 4)-
2. Sample a; « IF,,.
3. Set (AT = (1]a;-(cW)T) . R7L.
4. Generate and return fresh handles in group 1 for (a¢))T.
Observe that Expt; = Expty,, and that Expty ; is a generic group instantiation of
Exptf{? A(1*,E,4,1). This follows since the input D is not used by ObKeyGen at any point
during the course of the experiment, so Opkeygen can be simulated by S.

Claim 1. A cannot distinguish between Expty and Expty except with negl(\) advantage.
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Proof. Let ji denote the index input to Ognc(pk, ) on the kth query. We condition on the event
that for each Y, X;» € Y}, for all j' # ji. This occurs with overwhelming probability due to the
definition of &, ; and a union bound over J, K = poly(A). We further condition on the event that in
Exptg, for all &, j, (c(j))T -w®) = 0 if and only if j = jj, which follows from Lemma 2 and a union
bound.

In both games, consider replacing all the entries of R and all «aj, 8k, v with formal variables,
and call the resulting games Sim-Real’ and Sim-Enc’. By a similar argument as in the proof of
Theorem 5.2, A notices this switch with negligible probability. Now fix any zero-test query that
A submits. We claim that it evaluates to identically zero in Sim-Real’ if and only if it does so in
Sim-Enc’.

As in the proof of Theorem 5.2, we first write explicitly the form of a zero-test query in Sim-
Real'/Sim-Enc’. Define (/)T := (4;" | (c¥)7) R7, and ¥'® = R (8,4 | (w®)T)T.
Letting Kjm, Tk,¢, Ok.0s Mj.m k6> Pjm.k.0 Vi Tefer to the coefficients submitted by A, the general form
of a zero-test query is

Z Kjm Gy + Z Tk,ef’é(k)ﬁk + Z Ok, 07k, 0 + Z nj,m,k,édﬂﬁ;;(g))T{’;(k)Bk
jm k0 k0 jomk,L
+ > Pime D g+ > v, + ).
G,mk.l k
First, notice that all but the second and fourth terms are identical between the two games Sim-
Real’ and Sim-Enc’, since the only difference lies in the v/(*) vectors. Note further that an adversary
can only hope to obtain a successful zero-test in either game by setting 7, o = 0 for all k,£. This
follows from a similar argument as in the proof of Theorem 5.2, where the entire expression is
stratified by the Bk variables. Looking at each Bk term, it is clear that the formal variables from R
in the elements of the ¥/(*) vectors cannot be canceled out.
Thus we focus on the fourth term, and stratify by the &; and Bk variables to obtain

> a;b Zﬁj,m,k,lf(ufn(]))TVg )
7,k m,l

A can only hope to obtain a successful zero-test if the coefficient on each &jﬁAk is a constant
multiple of dj_lﬂk_l. So by Lemma 3, for this to happen, it must be the case that for each (j, k),

the coefficients {1 . k¢}m,¢ induce a scaling of the inner product between o’ (@) and /%), For each
(4, k), let z; 1 be this scaling. Now we can re-write this term as

Z djfékzj,k(@fl/@,;l% + (D). wh) =

g,k

Z% sz,k + Z&jgkzj,k(C(j))T cw®)
k j ik

Again notice that the first term will be identical in both games, so focus attention on the second.
We see that the term will be zero if and only, for each (j, k) such that z;;, # 0, (V)T . w(¥) = 0.
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Finally, we see that (c(j))—r -w(*) = 0 under the exact same conditions in both games, namely, if
and only j = ji (due to the conditioning at the beginning of this proof). This completes the proof
of the claim. O

Claim 2. Fort=1,...,J, A cannot distinguish between Expty ,_1 and Expty , except with negl(\)
advantage.

Proof. This follows from a straightforward reduction to the generic group security of small superset
obfuscation with the simulator specified in the proof of Theorem 1 (which initializes the adver-
sary with ¢ + 1 uniformly random group elements). Let W refer to the set of formal variables
{Wk,i}re[k),icly- Notice that the only difference between Expty, ; and Expt,, is whether c® is
a uniformly random vector or an obfuscation of X,. Consider a reduction B interacting with the
generic group model game for small superset obfuscation. B associates the ¢ 4+ 1 handles it re-
ceives with ¢, which it sets to be formal variables ¢y, . .. , 1. Let C refer to this set of formal
variables. It can now simulate Expty, ; or Expty, for A, maintaining its table with polynomials
over C' and W. Whenever A make a zero-test query, B stratifies the resulting polynomial by the
W variables, considering separately each coefficient on Wy, ;. Note that by the restrictions imposed
by the bilinear generic group model, each such coefficient must be a linear polynomial over the C
variables. Therefore, B can determine whether it is zero via a zero-test query to its own generic
group oracle. Combining the results, B can respond appropriately to A. If B’s generic group oracle
is implementing the valid obfuscation, then A sees exactly Expty,_;. If B’s generic group oracle is
initializing B with ¢ + 1 random elements, then A sees exactly Expty ;. This completes the proof of
the claim. O

O

6 Applications

Given a circuit class C and associated set of distribution ensembles D, one can obtain public-
key function-private predicate encryption for (C,D) by demonstrating a transformation from the
functionality of C to the small supserset functionality such that every distribution family in ID induces
an evasive distribution family for the small superset function. We demonstrate such transformations
for the following functionalities.

6.1 Hidden Vector Encryption

A hidden vector encryption scheme with attribute length k and alphabet size s is defined over
attribute space Z¥. We also define ¥ = Zg U {*} where * is a wildcard character. The function
fv: Zlg — {0,1} is defined to output 1 on input 7 if and only if @ matches v € X* on all indices i
for which v; # *. A distribution Dy, ¢ over functions f is defined to be a distribution over vectors
vexk

We give a general transformation from a hidden vector encryption instance f, (with input length
k and alphabet size s < 2p°'y(k)) to a small superset instance (similar to the transformation given
by |[BW19] from conjunctions to large subset). Let n = ks, t = k, and B = {i : v; # *}. Let the set
X corresponding to v be defined as {(i — 1)s + v; };ep. Then an input vector u € Z¥ corresponds
to the set Y := {(i — 1)s + ui }ign-
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In what follows, we set the security parameter equal to the input length k (same as the threshold
value t). The proof of the below theorem is a simple adaptation (to handle small superset rather
than large subset, and for non-binary alphabets) of the proof of Lemma 2 in [BW19].

Theorem 4. Applying the above transformation to the result of any distribution Dy s such that
either

o Hy(Dys) > k+ w(log(k)), or
e Dy, s is supported on vectors with exactly w wildcards, and Hyo(Dy s) > log (5)) + w(log(k)),

gives an evasive distribution over small superset instances. As a result, we obtain enhanced function
private hidden vector encryption for any such distribution.

Proof. For a given Dy 5, let D’ denote the corresponding distribution over X C [n] given by the
above transformation, where n = ks.

For the first bullet, assume towards contradiction that there exists a Y C [n] such that |Y| < k
and such that X CY with probability 1/poly(k) over X < D’. Assume without loss of generality
that Y has size exactly k. We simply count the possible X such that X C Y. For each size r,
there are (lj) such X, so in total we have Zre[k} r(]:) = 2k+0(og(k)) gets. Thus, there exists some

X, corresponding to some v € ¥, that occurs with probability at least 1/(poly(k)2k+O(os(k)) —
1/ (2k+0(10g(l€)))7 contradicting the min-entropy requirement on Dy, ;.

We take the same approach for the second bullet, the difference here is that X has size exactly
k — w, so there are exactly (5}) sets X such that X C Y. Thus there exists some X, correspond-

k
ing to some v € X¥, that occurs with probability at least 1/(poly(k) (i)) = 1/(21°g(w)+0(1°g(k))),
contradicting the min-entropy requirement on Dy, . O

6.2 d-CNFs for d = O(1)

Note that hidden vector encryption is a natural generalization of hidden conjunction encryption,
where ¥ = {0,1,%}. We can view a conjunction on k input bits as a large AND over k one-bit
circuits. Thus we can generalize conjunctions in a different way, considering functions that take the
form of a large AND over (arbitrary) d-bit circuits. Here, we consider d-bit circuits where d is a
fixed constant, and each circuit takes as input a subset of the k bits of the input string.

Fix k,d such that & is at most poly(A) and d = O(1). Let K = (S) and D = 29, Let o be a
bijection from the integers [K| to the K sets ([Z]), and 7 be a bijection from the integers [D] to the
strings {0,1}¢. Let C = Co1) N Co2) N -+ A Cy(fy be a binary circuit with input length &, which
is a conjunction of K circuits Cy(;). Each C,(;) is a binary circuit with input length d, where on
input z, C' evaluates each Cy(;) on the bits x,(;) and takes an AND of the results. Note that we can
represent circuits which don’t explicitly consider every possible subset of d inputs bits by setting
some of the Cj(;) to the all-accept circuit.

Now we transform such a function into the small superset functionality. Let n = KD and
t = K(D —1). Note that we gave parameters for k& and d above so that this is an efficient small
superset instance. Given circuit C' defined as above, define the set X as follows:

X ={(@-1)D+jlie[K]je[D],Cou)(r(j)) = 0}.
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On input x, define Y as follows:
Vi={(i-1)D+jlie[K]je[D]zsu #7()}

Then it is clear that C(z) = 1 if and only if X C Y, since this only happens if for each o(7), all
of the non-accepting inputs to CU(,-) are not equal to Lo (i)

Let {Crej} be the set of distributions over binary circuits with length d inputs such that for any
Crej € {Crej} and string v € {0,1}4, there exists a constant a > 0 such that Preec,[C(v) = 0] > a.
In other words, there is some constant probability that any fixed input is rejected by the circuit
over the randomness of the distribution.

Now, consider any distribution D over circuits C' = C,(1) A -+ A Cyg) which satisfies the
following:

e There are m = w(log(k)) integers i € [K] such that C,; is not the all-accept circuit, and
each is drawn independently from an arbitrary distribution in {Cy¢j}.

e These m integers are uniformly distributed in [K].

We show that D induces an evasive distribution over sets. Consider any fixed set Y C [n] such
that |Y| < ¢. Partition the universe [K D] into sets of size D: {1,...,D},{D+1,...,2D},... . {(K—
1)D+1,...,KD} :=54,...,Sk, where each S; corresponds to the circuit Cs(#)- Since Y must have
size at most KD — K, it must exclude at least one element from at least K/D of the sets S;.
So consider any fixed ¢ = K/D = O(K) of these sets. We want a lower bound on the number
of them which correspond to circuits drawn from a distribution in {C}. There are a total of
m = w(log(K)) such circuits, uniformly distributed in [K], so we can apply a straightforward
generalization of lemma 3 from [BLMZ19| to show that with overwhelming probability, there will
be Q(m) such sets among the ¢ we are considering. Now each set excludes some element which is
contained in X with constant probability by the definition of {Cyj}. So for X <— D, X C Y with
probability (1 — Q(1))20™) = (1 — Q(1))~(°e(k) = negl(\).

Now consider some distribution D which satisfies the following:
e Fach C, ;) is drawn from an arbitrary distribution in {Cyej}.

e For any S C K such that {o(i)}ics are disjoint, the {C,(; }ics are drawn independently of
each other from their associated distributions in {Crej}.

We show that D induces an evasive distribution over sets. Consider a graph G on K labeled
vertices. There is an edge between vertex ¢ and j if and only if o(i) No(j) # 0. Then the degree
of each vertex is bounded by d ( dﬁl) (note that we are overcounting), so we can greedily color the

graph using at most d( dﬁl) colors. Now consider any fixed set Y C [n] such that |Y| < t. Again,
Y must exclude at least one element from K /D of the sets S;. Let T be these sets, each of which
corresponds to a vertex of G. By a pigeonhole argument, there must exist at least (K/D)/(d( dfl))
vertices in T' that are all colored with the same color. Expanding, we have
K () 1
(k) i) Tt
Further note that since these sets all have the same color, they are all disjoint. Thus each

corresponds to a circuit drawn independently from an arbitrary distribution in {C.j}. So by the
definition of {C,¢;}, we have that for X <~ D, X CY with probability (1 — Q(1))**) = negl(\).
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6.3 Read-Once Conjunctions of d-disjunctions for d = O(1)

Finally, we consider another possible generalization of conjunctions. We can take the OR of two
patterns py,pa € {0,1,*}* to recover a new functionality that is not expressible as a single con-
junction. In general, we can take the OR of many patterns. Furthermore, we can split an input
string z € {0,1}* into ¢ disjoint parts M, .. 2 and check that each is contained in the OR
of a particular (different) set of patterns. We call this functionality a Read-Once Conjunction of
d-Disjunctions, where d denotes the maximum number of patterns per OR.

We show that this functionality is actually already captured by d-CNFs. Formally, for input
length &, let (pi" v+ -vp§ ) A Al V- vpl)) where £ € [k], p) € {0,1, %55, and 3 by = .
Now we expand each pgj )
replaced with —x,,, a 1 corresponding to an input bit x,, is replaced with x,,, and a * is replaced
with 1. Then we see that distributing the ORs turns this function into a d-CNF. So consider the
distribution D for some fixed d, k, ¢, and {k;} jc[q where each pgj ) {0,1,*}% is chosen uniformly
at random. This induces a distribution over d-CNFs of the second type considered above (and thus
induces an evasive distribution over sets when viewed as a small superset instance). To see this,
note that each pattern is chosen independently, so whenever disjoint input bits are considered, the
resulting circuits are chosen independently. Furthermore, each input bit of each circuit has a 1/3
probability of either being an = or a -z, so any fixed input will reject with probability at least 1/3
(regardless of the constant d > 1).

as a conjunction of variables: a 0 corresponding to an input bit x, is
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A Comparison with [PMR19]

We first give the following stronger notion of (non-enhanced) function privacy.

Definition 10 (Function Privacy with KeyGen Oracle). Let II be a public-key predicate encryption
scheme for function class F and message space M, let A be a stateful adversary, and let S =
(SDKeyGens SKeyGen) be an explicit polynomial-time algorithm. We define the function privacy with
KeyGen oracle advantage for distribution ensemble D = {Dy} as

)

AdVEPES (D) | Pr [ExptffESG (0, D,0) = 1] — Pr [ExptffEG (0,2, 1) = 1]

where for X € N and b € {0,1}, we define experiment ExptEﬁ’éi(A,D, b) as:
Exptfi's 4 (A, D, 0) Exptis 4(A, D, 1)
(msk, pk) + Setup(1*) (msk, pk) « Setup(1*)
return AODKeyGen(m5k1')aOKeyGen(mSka'>(1>\7 pk) return ASDKeyGen(mSk)vsKeyGen(mSkv‘)(1>\7 pk)

ODKeyGen(m5k7 D)
If D € Dy, f; + D, return KeyGen(msk, f)
Else return L

We say II is a D-function private with KeyGen oracle predicate encryption scheme if there exists
a simulator S = (SpkeyGens SkeyGen) such that for all PPT adversaries A, there exists a negligible
function v(-) such that for all A € N, AdvEﬁéi(A,D) < v(A).

First, we observe that for a hidden vector encryption scheme II and distribution ensemble D,
security under the above definition implies security under the function privacy definition for HVE
given in [PMR19, §6.2]. Their definition differs in that the adversary queries its distributional key
generation oracle with two distributions of its choice from ID. The oracle always answers with a secret
key for a function drawn from either the left or right input distribution, and the definition states that
it is hard for the adversary to distinguish which is the case. Now, if II satisfies the above definition
of security, then with overwhelming probability, the adversary A cannot distinguish between when
the oracle is in the ‘left’ mode and a simulated oracle, or between when the oracle is in the ‘right’
mode and a simulated oracle. This proves the implication.

Next, we sketch a proof of the following theorem.

Theorem 5. For any n(-),t(:), the above construction II is an &, -function private with KeyGen
oracle predicate encryption scheme.

Sketch. We consider essentially the same simulator as in the proof of Theorem 3 above, except that
it always honestly answers Okeygen queries. Unlike the proof of Theorem 3, we do not need to worry
about producing accepting inputs to functions drawn from distributions queried by the adversary.
This simplifies the proof considerably and allows us to reduce directly from the generic proof of small
superset VBB security. We construct a hybrid ¢ for each of the adversary’s queries to OpkeyGen-
The reduction runs Setup(A) and always implements OkeyGen(msk, -) honestly. On OpkeyGen queries
prior to 4, it replies with handles to random group elements. On the ith query to OpkeyGen, it replies
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with the handles it received from its own generic group challenger. On Opkeygen queried after 4, it
implements Opkeygen honestly by drawing the function from the distribution queries by A. Thus
we switch from the b = 0 experiment to the b = 1 experiment, where the indistinguishability at each
step follows from the indistinguishability of small superset obfuscation for D € &, ; from random
group elements. O

We conclude this section by pointing out that distributions {D} proven secure for hidden vector
encryption in [PMR19] are a strict subset of the distributions we show secure in Section 6.1. In
particular, they are distributions with no entropy at all on the wildcard positions, but where every
non-wildcard character can only be guessed with negligible probability. We can obtain security
for distributions where for example, just one non-wildcard character is hard to guess, as well as
for a wide range of distributions that have entropy on the wildcard positions. In many of these
distributions D, the wildcard positions are provably hidden, as leaking the wildcard positions for a
function drawn from D could easily violate our notion of function privacy.

B Hidden Vector Encryption: Motivating Scenarios

For completeness, we recall some motivating examples given from prior work for hidden vector
encryption [BWO7].

e [BWO07]| A bank would like to set up a credit card payment gateway that has the ability to
flag encrypted transactions satisfying a particular predicate. However, they would prefer not
to store their decryption key on the gateway itself. This can be accomplished by issuing the
gateway a special-purpose decryption key corresponding to the predicate chosen by the bank.

e [BWO07| Similarly, an email user may want to set up a server that automatically routes en-
crypted emails based on some information contained in the email itself, such as whether the
email is spam. Using predicate encryption, the user can set up a gateway with a specific
decryption key that allows the gateway to perform such routing behavior without learning
any additional information about the email. If the predicates are expressive enough, one may
even be able to set up a gateway that scans encrypted emails for the presence of certain virus
patterns.

e |[BR13, BR17| Consider a set of k passwords, each granting access to a different resource. Each
user knows some subset of the encrypted passwords, and one would like to issue a gatekeeper
a secret key that allows to check if a user knows a particular subset of passwords. This is
very naturally captured by (large alphabet) hidden vector encryption, where each position of
the vector corresponds to a different resource, and a secret key encodes the password for each
resource in the subset and a wildcard character for each resource not in the subset.

e [PM18] An organization such as a bank may maintain a large database of encrypted sensitive
customer information. Members of the organization can be issued special purpose secret
keys that allow decrypting the information of some particular type of user. Each key can be
naturally represented as a predicate over customer attributes.

In each of the above examples, it is easy to imagine that hiding the predicate itself will be a
crucial requirement. For example, a bank may not want to leak the type of information it is looking
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to flag, and an organization may not want to leak information about customer attributes to its
employees.
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