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Abstract. In this work we first provide a framework for defining a large subset of pairing-based
digital signature schemes which we call Partially Structure-Preserving Signature (PSPS) schemes.
PSPS schemes are similar in nature to structure-preserving signatures with the exception that in
these schemes messages are scalars from Zj, instead of being source group elements. This class
encompasses various existing schemes which have a number of desirable features which makes them
an ideal building block for many privacy-preserving cryptographic protocols. They include the
widely-used schemes of Camenisch-Lysyanskaya (CRYPTO 2004) and Pointcheval-Sanders (CT-
RSA 2016). We then provide various impossibility and lower bound results for variants of this
class. Our results include bounds for the signature and verification key sizes as well as lower bounds
for achieving strong unforgeability. We also give a generic framework for transforming variants of
PSPS schemes into structure-preserving ones. As part of our contribution, we also give a number of
optimal PSPS schemes which may be of independent interest. Our results aid in understanding the
efficiency of pairing-based signature schemes and show a connection between this class of signature
schemes and structure-preserving ones.
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1 Introduction

Digital signatures are a fundamental cryptographic primitive which besides being useful in their own
right, they are used as an essential building block for various more complex protocols.

The emergence of pairing-based cryptography has been associated with the introduction of many
pairing-based digital signature schemes. One of the extinsviely used pairing-based signature schemes is
that of Camenisch and Lysyanskaya (CL) [25]. The scheme has a number of desirable features which
makes it an ideal building block for various privacy-preserving protocols, including group signatures,
e.g. [25,17], anonymous credentials, e.g. [25], direct anonymous attestation, e.g. [30, 16], and e-cash [26].
Notably, the scheme besides having fully and perfectly randomizable signatures, it is compatible with
Pedersen-like commitment schemes [53] and thus it is possible to sign committed messages without
revealing them to the signer. A recent improvement to the CL scheme is the scheme put forward by
Pointcheval and Sanders (PS) [54], which besides enjoying better efficiency and preserving all of its
desirable features, it yields constant-size signatures regardless of the size of the message which overcomes
a downside of the CL scheme which was the linear growth of the signature when signing multiple messages.
Despite its relatively young age, the PS scheme has been used in the construction of various protocols.
A common feature to the structure of both aforementioned pairing-based schemes is that the signer
is generic, and when viewing the signature components as an exponentiation of the respective group
generator to a fraction of polynomials, the denominator polynomials are independent of the message.
This is to the contrary of other pairing-based schemes, e.g. [19, 20, 59, 55], which even though are based
on non-interactive intractability assumptions, they do not enjoy some of the desirable features of the CL
and PS schemes, e.g. the randomizability of the signatures, having a generic signer, the ease of being
combined with Pedersen-like commitments, and having a short verification key.

Gerbush et al. [38] introduced the dual-form signature framework as a tool for basing variants of
some existing pairing-based digital signatures, including those which fall into the PSPS class, on static
non-interactive intractability assumptions. For instance, [38], gave a variant of the CL scheme whose
security relies on a static assumption in the composite-order bilinear group setting. Similary, recently
[28] utilized the same framework to obtain variants of some pairing-based signature schemes, e.g. the PS
scheme, with security based on static intractability assumptions. The obtained variants are less efficient
than their original counterparts.



In quest to design protocols which dispense with relying on random oracles [33] despite the efficiency
degradation, the notion of Structure-Preserving Signatures (SPSs) was put forward by Abe et al. [4] but
earlier constructions conforming to the definition were given by [44, 43]. SPS schemes are also pairing-
based signature schemes with the extra requirement that the messages, the verification key and the
signatures consist of only source group elements. Verification of signatures in those schemes only involves
evaluating Pairing-Product Equations (PPEs) and checking group memberships. Such properties make
them compatible with widely-used constructs such as ElGamal encryption [31] and Groth-Sahai proofs
[46]. SPS schemes have numerous applications which include group signatures, e.g [4, 50], blind signatures,
e.g. [4, 35], attribute-based signatures, e.g. [32], tightly secure encryption, e.g. [47, 3], malleable signatures,
e.g. [11], anonymous credentials, e.g. [34, 23], network coding, e.g. [11], oblivious transfer, e.g. [43], direct
anonymous attestation, e.g. [15,39], and e-cash, e.g. [12].

A numerous number of SPS schemes have been proposed in the 3 different bilinear groups settings. In
the most efficient bilinear group setting, i.e. the Type-3 setting (cf. Section 2), existing schemes include
[4,5,7,29,45,39,41]. A large subset of those constructions rely on security proofs in the generic group
model [57,52]. Abe et al. [5] proved that a Type-3 signature must contain 3 bilateral elements and require
at least 2 PPEs for verification. Ghadafi [41] showed that by restricting the message space to the set
of Diffie-Hellman (DH) pairs (cf. Section 2) it is possible to circumvent the lower bound and obtain
optimal unilateral signatures consisting of 2 elements. Such variants provide some efficiency gains for
some protocols, including direct anonymous attestation [21] and attribute-based signatures [51]. Other
constructions for this message space include, e.g. [4, 39, 42].

Constructions of SPS schemes relying on non-interactive assumptions were given by [2,22, 3,49, 50,
48,9,37]. Chase and Kohlweiss [27] gave a transformation which utilizes a pairwise-independent hash
functions and NIZK proofs [18], the Gorth-Sahai proof system [46] in particular, to obtain structure-
preserving signatures based on standard assumptions, from some pairing-based signature schemes for
scalar messages. Unfortunately, the transformation is rather costly as the obtained schemes yield signa-
tures consisting of tens of group elements. Abe et al. [6] proved that the unforgeability of an optimal
Type-3 scheme (with 3 bilateral elements) cannot be based on a non-interactive intractability assump-
tion. More recently, Abe et al. [1] gave lower bounds for schemes for bilateral messages which are based
on non-interactive intractability assumptions. SPS constructions in the Type-2 setting (where there is
an efficiently computable unidirectional homomorphism between the source groups) were given in [8, 29,
13, 1]. Fully structure-preserving schemes where even the secret key consists of only group elements from
the source groups were given by [10,45, 58].

Motivation & Our Contribution. While structure-preserving signatures and their efficiency are well
studied, e.g. lower bounds and optimal schemes exist for the 3 main bilinear groups settings, other types of
pairing-based signature schemes still have some open problems pertaining to their feasibility and bounds
for their efficiency are still lacking. For instance, it is not currently known whether efficient strongly
unforgeable generic-signer schemes which are compatible with Pedersen-like commitments, i.e. have a
similar structure to the CL and PS schemes, are possible. Moreover, it is not currently known whether
the recent efficient PS scheme (which yields unilateral signatures consisting of 2 elements, a verification
key consisting of 2 elements and require 1 PPE for verification) is optimal or whether it is possible to
improve efficiency while preserving all of its desirable features.

SPS schemes might be less desirable than pairing-based schemes for scalar messages for some applica-
tions due to the loss in efficiency. This is particularly the case for applications where relying on random
oracles is tolerated, applications requiring a stand-alone signature scheme, or applications not requiring
proof systems to hide the message. Towards a better understanding of the efficiency of pairing-based
signature schemes for scalar messages, we first define a framework for capturing a large class of such
schemes which we refer to as Partially Structure-Preserving Signature (PSPS) schemes. Other than the
messages being scalars from Zj rather than source group elements, PSPS schemes have similar properties
to structure-preserving signatures, including having a generic signer and signatures and verification keys
consisting of source group elements. We provide different variants of our definition. More precisely, we
define Strongly Partially Structure-Preserving (SPSPS) schemes and Linear-Message Strongly Partially
Structure-Preserving (LmSPSPS) schemes. The former requires that the PSPS scheme does not involve
the message in the denominator of any of the signature components whereas the latter additionally re-
quires that the message is embedded in the signature components in a linear manner. The CL and PS
schemes for example fall into the LmSPSPS class. We provide various lower bounds and impossibility



results for LmSPSPS schemes. More precisely, we prove that existentially unforgeable under random-
message attacks (EUF-RMA) schemes must have at least 2 elements in the signature and that strongly
existentially unforgeable under chosen-message attacks (SEUF-CMA) schemes must have bilateral signa-
tures consisting of at least 3 elements. Also, we prove that optimal schemes, including one-time schemes,
cannot have a verification key consisting of fewer than 2 elements. We also prove that while an optimal
one-time EUF-CMA LmSPSPS scheme can have a 2-element bilateral verification key, an optimal EUF-
RMA LmSPSPS scheme (with unilateral signatures) cannot have a 2-element bilateral verification key.
In essence, this proves that the PS scheme is optimal in every respect.

As part of our contribution, we also construct 2 new optimal one-time SEUF-CMA LmSPSPS schemes
(with signatures consisting of a single element) and a new optimal EUF-CMA LmSPSPS scheme for a
vector of messages. We prove the security of the latter using a new interactive intractability assumption
which we show holds in the generic group model. The efficiency of our scheme matches that of the best
existing scheme [54] (whose security also relies on an interactive intractability assumption).

Finally, we show a connection between LmSPSPS schemes and SPS schemes by showing that if
a LmSPSPS scheme satisfies an extra requirement which is that the signature and verification key
components in either source group are disjoint, which for instance is satisfied by the CL and PS schemes
as well as our new scheme, such a scheme automatically yields an analogues SPS scheme where the
message space is the set of Diffie-Hellman pairs. The obtained SPS scheme has the same key pair as the
original LmSPSPS scheme and is unforgeable in the generic group model. Moreover, we give conditions
for when the obtained SPS scheme preserves the signature size and the verification overhead of the
corresponding LmSPSPS scheme. We also show some example instantiations of our framework.

Besides being a step closer towards a better understanding of the efficiency of pairing-based signature
schemes, our results uncover a link between LmSPSPS and SPS schemes.

Paper Organization. We provide some preliminary definitions in Section 2. In Section 3 we formally
define partially structure-preserving signature schemes. In Section 4 we give our feasibility results. In
Section 5 we present a new optimal LmSPSPS scheme and prove its security. In Section 6 we present
2 new optimal one-time LmSPSPS schemes and prove their security. Finally, in Section 7 we give our
transformation from LmSPSPS to SPS schemes and provide example instantiations.

Notation. We write y = A(x;r) when algorithm A on input  and randomness r outputs y. We write
y < A(x) for the process of setting y = A(x;r) where r is sampled at random. We also write y « S
for sampling y uniformly at random from a set S. A function v(.) : N — R¥ is negligible (in n) if for
every polynomial p(.) and all sufficiently large values of n, it holds that v(n) < ﬁ. By PPT we mean
running in probabilistic polynomial time in the relevant security parameter. We use [k] to denote the
set {1,...,k} and [, k] to denote the set {i,i + 1,...,k}. For vectors z,y € Zj; we denote by x¥ the

operation []}_, z¥".

2 Preliminaries

In this section we provide some preliminary definitions.

2.1 Bilinear Groups

A bilinear group is a tuple P := (G,H,T,p,G, H,e) where G, H and T are groups of a prime order
p, and G and H generate G and H, respectively. The function e is a non-degenerate bilinear map
e: G xH — T. We refer to G and H as the source groups whereas we refer to T as the target group.
We will use multiplicative notation for all the groups. To distinguish elements of H from those of G we
will accent the former with ~. We let G* := G \ {1g} and H* := H\ {1g}. We limit our attention to
the efficient Type-3 setting [36], where G # H and there is no efficiently computable homomorphism
between the source groups in either direction. We assume there is an algorithm BG that on input 1%, for
some security parameter x € N, outputs a description of a bilinear groups P.

We call a pair (M, N) € G x H a Diffie-Hellman (DH) pair [4] if it satisfies e(M, H) = ¢(G, N). We
denote the set of DH pairs by DH.



2.2 Digital Signatures

A digital signature scheme DS over a bilinear group P generated by BG for a message space M consists
of the following algorithms:

KeyGen(P): On input P, this algorithm outputs a pair of signing/verification keys (sk, vk).

Sign(sk,m): On input the secret signing key sk and a message m € M, this algorithm outputs a signature
o on m.

Verify(vk,m,o): On input the verification key vk, a message m € M and a signature o, this algorithm
outputs 0/1 indicating the invalidity /validity of o on m w.r.t. vk.

Definition 1 (Correctness). A signature scheme DS over a bilinear group generator BG is (perfectly)
correct if for all Kk € N:

. P« BG(1"); (sk,vk) < KeyGen(P); m < M;o + Sign(sk, m)

P : Verify(vk,m, o) =1

A signature scheme is said to be existentially unforgeable if it is hard to forge a signature on a new
message that has not been signed before where the adversary may request signatures on other mes-
sages before outputting her forgery. We distinguish between random-message (EUF-RMA) and adaptive
chosen-message (EUF-CMA) variants of existential unforgeability as defined below.

Definition 2 (EUF-RMA). A signature scheme DS over a bilinear group generator BG is Existentially
Unforgeable under a Random-Message Attack if for all kK € N for all PPT adversaries A, the following
is negligible (in k):

. P < BG(1%); (sk, vk) < KeyGen(P); (c*, m*) + ASE" K (P vk)

P : Verify(vk,m*,0*) =1 A m* ¢ Qsign ’

where Sign uniformly samples a message m from M and returns m and a signature o on it, and Qsign
is the set {m;}!_, of messages returned by Sign.
Strong Existential Unforgeability under a Random-Message Attack (sEUF-RMA) is defined similarly

and requires that the adversary cannot even output a new signature on a message that was chosen by
Sign.

Definition 3 (EUF-CMA). A signature scheme DS over a bilinear group generator BG is Existentially
Unforgeable under an adaptive Chosen-Message Attack if for all k € N for all PPT adversaries A, the
following is negligible (in k):

v P+ BG(1%); (sk,vk) «+ KeyGen(P); (c*, m*) + ASig”(Sk")(P,vk)

P : Verify(vk,m*,0*) =1 A m* ¢ Qsign ’

where when queried on a message m from M, Sign returns a signature o on m and Qsign is the set
{mi}!_, of messages queried to Sign.
Strong Existential Unforgeability under an adaptive Chosen-Message Attack (sEUF-CMA) is defined

similarly and requires that the adversary cannot even output a new signature on a message that was
queried to the sign oracle.

2.3 Structure-Preserving Signatures

Structure-preserving signatures [4] are signature schemes defined over bilinear groups where the messages,
the verification key and signatures are all group elements from either or both source groups, and verifying
signatures only involves deciding group membership of the signature components and evaluating PPEs
of the form of Equation (1).

[I1]etas By =2 (1)

where A; € G and Bj € H are group elements appearing in P, m, vk, o, whereas c¢; ; € Z, and Z € T are
public constants.

Generic Signer. We refer to a signer that can only decide group membership, evaluate the bilinear map
e, compute the group operations in groups G, H and T, and compare group elements as a generic signer.



3 Partially Structure-Preserving Signatures

In this section we define a class of prime-order pairing-based digital signature schemes which we call
Partially Structure-Preserving Signature (PSPS) schemes. Informally, a PSPS scheme is a pairing-based
signature scheme for scalar messages from Z;; for n > 1 where the signature components and verification
key contain only source group elements and the signature components are computed by raising source
group elements to fraction of polynomials involving the secret key, the messages and the randomness
chosen as part of the signing process. We then define 2 variants of PSPS schemes to capture most of
the practical schemes existing in the literature. First, we define Strongly Partially Structure-Preserving
Signature (SPSPS) schemes which additionally require that the denominator polynomials used in com-
puting the signature components are independent of the messages to be signed. Then we define a further
variant of SPSPS which we refer to as Linear-Message Strongly Partially Structure-Preserving Signature
(LmSPSPS) schemes which additionally requires that the numerator polynomials are linear in the mes-
sage to be signed. The latter captures a large class of existing schemes over prime-order bilinear groups
for scalar messages, including variants of the CL and PS schemes. As discussed earlier, those schemes
have desirable features such as the public randomizability of signatures and their compatibility with
Pedersen-like commitment schemes which makes them an ideal building block for various cryptographic
protocols.

Definition 4 (Partially Structure-Preserving Signatures). A signature scheme DS over a bilinear
group generator BG is Partially Structure-Preserving Signature (PSPS) scheme if it satisfies all the
following:

« BG(1%) generates a bilinear group description P = (G,H,T,p,G, H,e).

« The verification key vk consists of P and source group elements (X,Y) € G x H* . WLOG we
assume that any other source group elements than the default group generators part of the setup are
part of the verification key.

+ The message space is M := Zy for some n > 1.

« A signature on a message m € M is of the form o = (S,T’) € G¥ x HY' which is computed by
a generic signer by sampling a vector v € Zy (independently of the message m) and computing

a; (sk,m,m)
S; = Gitcmm gnd Tj = ngg::im for some formal multivariate polynomials ai,ag,ﬁj,ﬁg- €
FplX1, ... X, Y1, .Y, My, ..., My, Ry, ..., Ry of total degree bounded by d(k).
« Signature verification involves deciding group membership 1 and evaluating a set of pairing-product
equations of the following form:

’
v

v w m v V! 0!
T et TTe0 ™ TLetTT 5 s TL et T 200 T T e, Vo™ = 7,

i=1 j=1 i=1 j=1 i=1 j=1 i=1j=1
(2)

where p, . . € Fp[My, ..., My,]| are multivariate polynomials of total degree bounded by d'(k) whereas
Zy € T is a public constant. In the strict sense, one can necessitate that Z, = 1.

Definition 5 (Strongly Partially Structure-Preserving Signatures). We say a signature scheme
DS over a bilinear group generator BG is Strongly Partially Structure-Preserving Signature (SPSPS) if
it is partially structure-preserving and additionally it holds that for all i € [V] and for all j € [V'], the
polynomials o and ﬂ; are independent of the message vector M .

Definition 6 (Linear-Message Strongly Partially Structure-Preserving Signatures). We say a
signature scheme DS over a bilinear group generator BG is Linear-Message Strongly Partially Structure-
Preserving Signature (LmSPSPS) if it is strongly partially structure-preserving and additionally it holds
that for all i € [v] and for all j € V'], a; and B; are linear in M, i.e. for all k € [n], for all i € [V], for
all j € [V'], the degree of My, in oy and B; is either 0 or 1 and for alln,n’ € [n| neither of the polynomials
contain the monomial My M, .

! For the sake of generality, we allow membership checks of the forms S; € G* and T, v e H”.



We now define a subset of PSPS schemes which we call Disjoint Partially Structure-Preserving Sig-
nature (DPSPS) scheme. Informally, a DPSPS scheme is a PSPS scheme where the spans of the sets
of fraction of formal polynomials corresponding to the verification key and signature components in the
source groups are disjoint.

Definition 7 (Disjoint Partially Structure-Preserving Signatures). Let 7} E:Eg for i € [u] and

7? ’(SE) for j € [i'] be the fraction of (formal) polynomials used to compute the verzﬁcatzon key X € G*

and Y € HV (excluding the default source group generators), respectively. We say a signature scheme
DS over a bilinear group generator BG is a Disjoint Partially Structure-Preserving Signature (DPSPS)
scheme if it is partially structure-preserving and additionally meets the following requirement:

Span <{71 LUSK) 71,#( K) a1(SK, M, R) O‘V(SKanR)}>
7 1(SK)" " 41 . (SK) a4 (SK, M, R)’ """ a,(SK, M, R)

(
(
72,1(SK) D /(SK) f1(SK, M, R) 8, (SK.M,R)\\
N Span <{ K)o (SK) BL(SK M. R) " B, (SK. M. B) }) - {0}-

We call a LmSPSPS scheme a Disjoint LmSPSPS (DLmSPSPS) scheme if it satisfies the above disjoint
requirement. Examples of schemes conforming to this requirement include the PS scheme and our new
scheme.

We later show that DLmSPSPS schemes yield equivalent structure-preserving signature schemes. In
our transformation to structure-preserving signatures the disjoint requirement ensures that a generic
adversary against the obtained SPS scheme cannot feed elements she obtains from querying the sign
oracle back into the sign oracle. Thus, this restricts the messages the adversary against the SPS scheme
can query back into her sign oracle to being constant polynomials, i.e. scalars from Z,, similarly to the
generic adversary against the underlying DLmSPSPS scheme.

4 Impossibility results

In this section we provide some feasibility results for LmSPSPS schemes.

4.1 A bound on the number of signatures for LmSPSPS schemes

Here we prove, similirly to the case of structure-preserving signatures proven by Abe et al. [7], that a
EUF-RMA LmSPSPS scheme must have for each message superpolynomially many potential signatures.

Theorem 1. An EUF-RMA LmSPSPS scheme (against ¢ > 1 sign queries) must have for each message
superpolynomially many potential signatures.

Proof. We can write the j-th signature component of the ¢-th signing query as:

n c, . C. . i d n
Zm"'ﬂy"’]‘r"""(a +Zd kTR Sea Z,Jyl,ar”ﬂ(aifrz dy kM)
7 i ° I k=1 ©5F

o u 7 o7

e. . e. . i.q
Tb, aidy 137«7'3 ~ ~ Sby w by bie,5d

S; =G 7 ¢ or T,=H i

€ Z“ ,cl .

for some (fixed) a, ;,b, ;,di jx € Zyp, ci j,€4,5 € LY, i€

0,59 0i 9 ;€ Z” which are independent
of m.

7,]’ 1_7

If the scheme has only polynomially many potential signatures for a message vector, there is a

}POly

polynomial set {r; from which the randomness vector r is chosen. Thus, with probability

we have that the 2 signatures o7 = (Sl,f’l) and o9 = (Sg,’f’g) on message vectors m; and mg,
respectively, were produced using the same vector r, € ZZ'. Thus, we have that * = o} Yoy is a valid
forgery on the message m* = (1 —y)m; +yms for any v € Z; \ {1} and therefore such a scheme is not

EUF-RMA secure against an adversary which makes 2 (non-adaptive) sign queries. a



4.2 Impossibility of LmSPSPS schemes with one-element signatures

Here we prove that an EUF-RMA (aganist ¢ > 1 sign queries) LmSPSPS scheme cannot have one-element
signatures. However, as we show in Section 6, one-time sEUF-CMA LmSPSPS schemes with one-element
signatures are possible.

Theorem 2. An EUF-RMA LmSPSPS scheme (against ¢ > 1 sign queries) must have at least 2 ele-
ments in the signature.

Proof. WLOG let’s assume that a scheme yields one-element signatures of the form ¢ = S € G. The
proof for the case where 0 = T' € H is similar. Since there is only one unknown in the verification
equation, i.e the signature S, it follows that 1 verification equation is sufficient for such a scheme. Thus,
the scheme would have a verification equation of the following form:

w uop
e(S, H ;)2 SR H H e(X;,Y;) 4t i s = 7, (3)
j=1 i=1j=1

where a].,a; Lo d d in € Z, and Z € T are public constants. By definition, we must have that for all
k € [n] that a;k =0.

Given 2 signatures of = 51 on m; and o = Ss on my, we have that o* = a%_'ya; is a valid forgery
on the message m* = (1 — y)my + ymy for any v € Z) \ {1} and therefore such a scheme is not EUF-
RMA secure against an adversary which makes 2 (non-adaptive) sign queries. a

.57

4.3 Impossibility of unilateral sEUF-CMA LmSPSPS schemes

Here we prove that the signatures of a sSEUF-CMA LmSPSPS scheme secure against ¢ > 1 sign queries
must have bilateral signatures.

Theorem 3. There is no SEUF-CMA (against ¢ > 1 sign queries) LmSPSPS scheme with unilateral
stgnatures.

Proof. WLOG let’s assume that the signature is of the form o = § € G”. The proof for the case where
o =T € H” is similar. Such a scheme would have a number of verification equations of the following
form:

v

w woop
[T et I ¥oyroe ™ T T e, ¥y)roetm) = 2, (4)
j=1

i=1 i=1j=1

By definition, the denominator polynomials used in computing the signature components are independent
of the message to be signed. Also, since the signature is unilateral, i.e. the signature components only
appear on the LHS of the pairings, the numerator polynomials are linear in the randomness vector r
whereas the denominator polynomials are independent of the randomness vector. This means we can
write each signature component S; as

w w !

N 3
2= X X T emlzjup— X X 7o 5 p(m)yjry
j=1k=1 "0 J=1k=1 :

Y a; v
Pt 1,7
S, =G i=1 ,

where 7; 1k, Ti2 5k € Fp[Mi,..., My] are multivariate polynomials and a;j,z € Z, are some fixed
constants. By Theorem 1 such a scheme must have superpolynomially many potential signatures. By
querying the sign oracle twice on any message vector m from the message space, with overwhelming
probability we obtain 2 distinct signatures o1 = S; and o9 = S5. We have that o* = 0} 770; is with
overwhelming probability a new signature on m for any v € Z,* \ {1}. O



4.4 TImpossibility of sSEUF-CMA SPSPS schemes with 2-element signatures

Theorem 3 proved that unilateral SEUF-CMA LmSPSPS schemes (regardless of the size of the signature)
do not exist. The following theorem proves that sEUF-CMA SPSPS schemes with 2-element bilateral
signatures do not exist. Note here that our result holds even without the restriction that the message
is linear. This sets a lower bound of 3 bilateral elements for the signature of an optimal sEUF-CMA
LmSPSPS scheme secure against ¢ > 1 sign queries.

Theorem 4. There is no sSEUF-CMA (against ¢ > 1 sign queries) SPSPS scheme with 2-element bilat-
eral signatures.

Proof. First note that since the verification is a system of equations over 2 unknowns (the signature
components), one PPE equation is sufficient to verify the signatures. The signature is of the form o =
(8,T) € G x H whereas the verification key (including any public parameters) is of the form (X,Y) €
G* x H*'. Such a scheme would have a verification equation of the following form:

uwoou

w
Hf/ yPr(m HX T)P23 (M) e( G, T)Ps(m HHBX“Y yPaia(m) — 7.

Jj=1 1=17=1

Note that if for any j € [¢], p1,; is not a constant polynomial or ps is not a constant polynomial, it
means a message component appears in the denominator polynomial of the signature component S which
contradicts the definition. This means the verification equation can be written as:

"

w' woop
e(S, Hyj)a]e H T)P2i(Me(S, T)CH H e(X;, Y;)Peii(m) = 7
j=1 i=1j=1

First note that if for all j € [¢/], a;j = 0 and ¢ = 0, the verification equation is independent of the
component S and hence by Theorem 2 such a scheme is not EUF-RMA secure. Thus, we must have that
either for some j € [¢] that a; # 0 or ¢ # 0, which we consider below:

« Case for some j € [if'], a; # 0: After getting a signature o = (S,7) on a (random) message vector
m, we can compute a new signature o* = (S*,T*) on the same message vector as follows:

—vp2,i(m) e ’mz

S* *S“*“HX aite [ :T K& H

=1 i=1

The new signature is a valid forgery and we have o* # o for any v € Z,;.
« Case aj = 0 for all j € [¢/] and ¢ # 0: After getting a signature o = (S,T) on a (random) message
vector m, we can compute a new signature o* = (§*,7*) on the same message vector as follows:

(1- "r)pz Li(m)

m
H T =17

The new signature is a valid forgery and we have that o* # o for any v € Z* \ {1}.

||
4\'—‘

This concludes the proof. a

4.5 Lower bounds for the verification key of optimal schemes

We have seen that an optimal (w.r.t. signature size) EUF-RMA LmSPSPS scheme must have at least
2 elements in the signature. Here we prove that a scheme with < 2 elements in the signature cannot
have a verification key consisting of 1 group element besides the default source group generators G and
H even for the case when signing single messages, i.e. when n = 1. This in turn sets a lower bound
of 2 elements (other than the default source group generators) in the verification key for even optimal



one-time EUF-RMA schemes for single messages. Note some of our proofs below assume that the RHS
of the PPE equations in Equ (2) is Z, = 17.2

Note that since the verification is a system of equations over < 2 unknowns (the signature compo-
nents), one PPE equation is sufficient to verify the signatures. WLOG, we assume that any other source
group elements than the default group generators part of the setup are part of the verification key.

Theorem 5. There is no EUF-RMA LmSPSPS scheme (against ¢ > 1 sign queries) with signatures
consisting of < 2 elements and one-element verification key.

Proof. The following 4 lemmata complete the proof.

Lemma 1. There is no EUF-RMA SPSPS scheme (against ¢ > 1 sign queries) with one verification
equation and unilateral signatures and a unilateral verification key containing elements from the same
source group.

Proof. Let’s consider the case where the signature and the verification key both belong to group G.
The proof for the opposite case is similar. The scheme yields a signature o = (S1,...,5,) € G, has a
verification key vk = (X1,...,X,) € G* where WLOG X; = G, and has a verification equation of the
form

v Iz
] (5. iy et iy = 7

i=1 i=1

for some polynomials p;,; and pa ;.
Given a signature o = (51,...,5,) on a random message m € Z,, we can construct a new forgery
o* = (57,...,5;) on a different message m* # m by fixing some i € [v] and computing let S} := S for
1
all j € ]\ {¢} and S} := (Sfl’i(m) [T, Sfl’j(m)ipl’j(m*) i Xf2'i(m)7p2’i(m*)) L Tt s easy to
see that such a forgery is a valid signature on the message m*. O

Lemma 2. There is no one-time FUF-RMA LmSPSPS scheme with one verification equation, one-
element signatures and one-element verification key.

Proof. Note here that we assume that Z = 1. The case where both the signature and verification key
lie in the same group follows from Lemma 1. Assume a scheme has a signature o = S, a verification key
vk =Y and a verification equation of the following form:

6(57 ]fja1+a'1m}7a2+a'2 m) _ e(G7£’b1+b’1m?b2+b'2m).

By definition, we must have that aj = af = 0. Note that we cannot have that a; = a2 = 0 as the
equation would be independent of the signature, or b = b, = 0 as the equation would be independent
of the message.

Given a signature ¢ = S on a random message m, we can construct a forgery on m* = ym +
(y=1) (b1 by by ba)

O=Das—aiba) for any v € Z, \ {1} as ox = §* := G “2"i-*1%  §7. This is a valid forgery unless

agb’l—albé
asby = a1b, which we deal with below:

« Case agb] = a1by # 0 or b) = a1 = 0: Given a signature o = S on a random message m, we can
construct a forgery o* =* S := G7S; on m* = m + %7 for any v € Z,.
2

« Case b, = ap = 0: Given a signature o = S on a random message m, we can construct a forger
2 )

oc*=*S:=G'S; on m* =m+ Vb‘fll for any v € Z;.

O

Lemma 3. There is no SPSPS scheme with two-element bilateral signatures and one-element verification
key that is secure against a key-only attack.

2 Those proofs also hold if the discrete logarithm of Z; in the case Z; # 1t is known.



Proof. Note here that we assume that Z = 1t. The signature is of the form o = (S, T) € G x H whereas
the verification key is either of the form Y € H or X € G. We prove the first case but the proof for the
second case is similar. The scheme has a verification equation of the following form:

e(S, ]E]pl(m)ffpz(m))e((;,T)ps(m)e(s’ T)m(m) = e(G, f{ps(m){/pa(m))

for some polynomials p; for i € [6].
Given the verification key, we can construct a forgery on a message m™* as:

~ _ ps(m*)—yp1(m*) . pe(m*)—vpa(m™*)
o¥ = (S*’T*) = (G'Y’HP3(W*)+’YP4(W*)YP3(W*)+’YP4(M*) )

O

Lemma 4. There is no one-time EUF-RMA LmSPSPS scheme with two-element unilateral signatures
and a verification key consisting of one-element from the opposite source group.

Proof. Note here that we assume that Z = 1t. Let’s consider the case where the signature is of the form
o = (S1,52) € G? whereas the verification key is of the form Y € H. The proof for the opposite case is
similar. Such a scheme would have a verification equation of the form

e(SZ_7ﬁaiy1+a271m}~/ai,2+a;,2m) _ e(G,]E]'d1+d/1m}7d2+d/2m).

By definition, we must have that either o’ = a!, 6 =0ora, =a,,6 = 0. Let’s assume the former

case. Note that if a; 1 = a1 2 = 0, the equatibn is iﬁdependent of S and hence as proven earlier the
scheme is not EUF-RMA secure against ¢ > 1 sign queries. Similarly, if az 1 = a5 = a22 = ah 5 = 0, the
verification equation is independent of S5 and hence the scheme is not EUF-RMA secure against ¢ > 1
sign queries.

Given a signature o = (57, 52) on a random message m, by solving the following system of equations
in the 7 unknowns ay , 85, Vs, g, Bs,s Vs, and m™:

Vs, 01,1 + s, (a1 +azm™) —ar; =0

Vs, @12 + s, (a22 + aj om™) —a12 =0

ag a11 +dy +dym + g (azy +ay ym*) —dy +dim* =0
g a12 + 0 (ag2 +ag om™) + da + dym — da + dym™ =0
Bs a1+ By, (ag1 +ayym*) —azy —ay;m =0

B, a12 + B, (ag2 + ah ym™) — ag s — ag ym =0,

. B
we can construct a new forgery o = (S},55) on a new message m* # m by setting S; := G"51.9,° S

B
and S := G”52 S, where

(dy(ag,1 + ab ym*) — d)(ag2 + ab ym*)) (m* —m)

o a12(az,1 + a5 m*) — ar1(azz + aj ym*)
8. = (aé,1a2,2 - a271a'272)(m* —m)
17 arg(agy +ah ym*) —ayi(ag2 +ah gm*)
._ (a1,2dy — a1,1dy)(m* —m)
ag, =

a1,2(az + aym*) — ay,1(azz + ap ym*)

a12(az;1 +apm) — a1 (
652 = (

ar2(azy +am*) —ay

/
azz2 + aj,m)

/
as2 + ap om*)

Thus, we can find a forgery unless a; 2(az1 + a5 1m*) — ay1(azz2 + ayom*) = 0 for all m* € Z,. We have
2 cases to deal with the above as follows:
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e Caseay =a1 = a’2’1 = 0: Note that as stated earlier, if a; 2 =0 or as 2 = a/z,z = 0, the verification
equation is independent of one of the signature components and hence is not secure. We have 2 cases
as follows:

o Case d; # 0: Give a signature o = (51, S2) on a random message m € Z, satisfying dq +djm # 0,
we have that o* = (57, 55) where

! *
—ryag p(dytdym*)  Atdm

_— di+d’ m
Sfi=G  man g atan Sy = G"Sy

is a valid signature on any message m* # m satisfying d; + djm* # 0 for any v € Ly
o Case dy = 0: Given a signature o = (51, S2) on a random message m € Z,, we have that
o* = (57,55) where

dy(m—m*)—ym(ag gtah gm*) 92,2(m"—m)

Si=G S, gy Sy = GS,

is a valid signature on the message m* # m for any v € Z.
« Case ag2a1,1 = 12021, a5 5011 = a12a5 1 and a1 # 0: If a; 5 = 0, we have ag 2 = a5, = 0 and
hence we cannot have any of the following cases:
o dg = djy = 0: Since verification would be independent of the key Y.
° a1 = ay; = 0: Since verification would be independent of S.
o ay, = dy = dy = 0: Since verification would be independent of m.
We have that o* = (S7,55) where

a1,27(02,1d/1—05)141)4—@1,1 (d2("'/271"/—d/1)+d,2(d1 —02,17))

Si‘ =G ay (ay,1db—ay 2d}) S; =G

ay1da—ay 2d;
a112d/1—a1_’1d'2 .
cases to deal with this as follows:
o Case a1 ,2d] = a1,1d5 = 0: Given a signature o = (51, S2) on a random message m € Z,, we have
that o* = (ST, S3) where

is a valid forgery on m* := The forgery is valid unless a1 2d] — a1,1d5 = 0. We have 2

—7(0,2,1+a/2)1m,*)+d/1(m* —m) a2’1+u/2,17n

S; =G S, S S3 =G

is a valid forgery on any m* # m for any v € Z,'.
o Case a1 2d} = a1,1d5 # 0: Given a signature o = (51, S2) on a random message m € Z,, we have
that o* = (S}, S;) where

A
—vay 2(ag 1+ah ym*)+dhay 1 (m* —m) ag,1tagm

S; =G S, S S; =G

is a valid forgery on any m* # m for any v € Z;
If it is required that S} € G*, we have to additionally handle the case that dyah; = az1d; and
deah; = az1dsy. Note that we cannot have that a5; = 0 as otherwise the signature will either be

independent of Sy or m. Given a signature o = (S, 592) on a random message m € Z,, we have
that o* = (S7,55) := (57, S2) is a valid forgery on any message m* = w for any
2,1
v €Zy\{1}.
O

This concludes the proof.

We have proved that an (optimal) scheme with two-element unilateral signatures must have at least
2 elements in the verification key besides the default source group generators. An intriguing question
is whether, similarly to the one-time EUF-CMA scheme we give in Section 6.2, a scheme with two-
element unilateral signatures and a two-element bilateral verification key exists. We answer this question
negatively by proving the following theorem.

Theorem 6. There is no EUF-RMA (against g > 2 sign queries) LmSPSPS scheme with two-element
unilateral signatures and a two-element bilateral verification key.
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Proof. Let’s consider a scheme with signatures of the form o = (51,52) € G® whereas the verification
key is of the form (X,Y) € G x H. The proof for the opposite case is similar.

Such a scheme has a verification equation of the form

2

He(si’ ﬁa¢,1+a§,1m}7ai.z+ai,2m) — e(Gdl,l-&-d’l,ldem-&-d’z,lm’ IfI)e(Gsz-&-d'l,szdz,z-i-d'z,zm7 f/)

i=1
By definition, we must have that either aj ; = aj, = 0 or a3; = a5, = 0 as otherwise the message
features in the denominator polynomial of a signature component. Let’s assume WLOG that a} ; =
ay o = 0 as the other case is similar.

Such a scheme is not secure against an adversary that receives two signatures o1 = (51,1, .51,2) and
o9 = (S2,1,52,2) on two random distinct messages m; and ma, respectively. We can construct a forgery
on a new message m* ¢ {my, my} as follows:

/ /

a a a a1 a1 a
Define 4; = |~ 2t b1 4, = | 721 7| and A3z = ' 2,1
a2 Q1.2 Qg0 01,2 a2 Qg9

— (Ai|+|A2ma) (m™ —ma)
Let a = (i aim ) (mi—ma) 204

me —m* miy —m*
BSlyl = /831,2 =

ma —my mi — Mo

_ |As[(m* —my + (mg —mi)a) o
75171 . |A2|(m2 _ ml) 75172 . ’781,1
(|A1 + A2|m2 (m* —ml)

’752,1 = ’732,2 — | ‘ )

(|A1] + [Az|m*)(m1 — m2)

We have that

Bs Bs Vs Vs
* 1,1 1,2 1,1 1,2
Sl - Sl,l SQ,l SI,Q SQ,Z

5= sl
We have that o* = (57,S55) is a valid forgery on any message m* € Z, \ {m, ms, %} satisfying

|A1] + |Ag|m* # 0. Thus, we obtain a forgery on a new message unless |Az| = 0 which is dealt with by
the following 3 cases:

« Case a1,; = 0: We have 2 cases:

o Case a1,2 = 0: The verification equation is independent of the signature component S; and hence
is not secure.

o Case a’2’1 = 0: Given signatures o1 = (S1,1,51,2) and o2 = (S2.1,52,2) on random messages m4
and mg, respectively, we have that o* = (S7,55) where

_ab o (P =) (mi—m2)  ah5(v3 =) (my—my)

* . QY 1—v at,2 at,2 * . QY 1—v

ST =51151"512 Sy9 Sy :=151257

is a valid forgery on m* = ymy + (1 — y)my for any v € Z5 \ {1}.
» Case a4 o = 0 and a; 1 # 0: Given signatures o1 = (S1,1,51,2) and o2 = (S2,1,52,2) on two random
messages mq and ma, respectively, we compute
. ab 1 (v =) (m1—ma)  ab (3% —7)(m1—ma) L
* . QY Q- 11 211 * . QY -
ST =51151"51,2 ¢ Ss.9 ‘ S5 :=1519555

We have that o = (57, S3) is a valid forgery on m* = ymy + (1 — y)mgy for any v € Z5 \ {1}.
« Case aj a1, = a1 205, # 0: Given signatures o1 = (S1,1,51,2) and o2 = (52,1, S2,2) on two distinct
random messages m; and ms, respectively, we compute

myg—m*  my—m* a1 (M —my)(m* —my)  ap 4 (m*—my)(m*—my)
S* . Sm2—m1 my—mo aj 1(mp—mg) S ap,1(mp—ma)
1-=*11 2,1 1,2 2,2
mog—m™ myq—m™

* o, mo—mj mi—mg
S5 = Sl,Q 2,2

We have that o = (S7,S55) is a valid forgery on any new message m* € Zj, \ {mi, ma}.
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5 A new optimal LmSPSPS scheme

In this section, we give a new LmSPSPS scheme for signing a vector m € Z;. The idea of the new scheme
is based on the signature scheme underlying the blind signature scheme in [40]. The efficiency of the new
scheme, whose unforgeability is based on a new interactive intractability assumption which we show
holds in the generic group model, matches that of the optimal PS scheme in every respect. Moreover, the
scheme possesses all the desirable features of the PS scheme, including having constant-size signatures
and fully perfectly randomizable signatures.
Given the description of a Type-3 bilinear group P output by BG(1%), the scheme is as follows:
« KeyGen(P): Select @, y1,...,Yn—1,2 ¢ Z}. Set X = H*,Y;:= HY for allie [n—1] and Z = H*.
Set sk := (z,y1,...,Yn—1,2) and vk := (X,ffl, . .,ffn,l,Z) € gt
r(@tm1+350 o miyi_1)
+ Sign(sk,m): Select r < Z) and set (51,52) := (G",G e ). The signature is o :=
(S1,82) € G2

« Verify(vk,m, o): Return 1 if S; # 1g and e(Ss, Z) = e(S1, X H™ [[ ¥;™) and 0 otherwise.

=2

+ Randomize(vk, m, 0): Select r’ < Z,* and return ¢’ := o

5.1 Security of the scheme

Correctness of the scheme is straightforward and easy to verify. Also, it is easy to verify that the scheme
conforms to the requirements of a DLmSPSPS scheme. We now define the following new interactive
intractability assumption to which we reduce the unforgeability of the scheme.

Definition 8. (New PSPS (NPSPS) Assumption) Let P = (G,H, T, p,G, H,e) be the description of a
Type-3 bilinear group generated by BG(1%). Let X := H* and Y := HY for some x,y < Z, . Let OX,Y/(')

r(z+m)

be an oracle that when queried on m € Zy, selects r <= Z; and returns the pair (G", G y ) € G%. The
NPSPS assumption holds (relative to BG) if for all PPT adversaries A given (P,X,Y) and unlimited

)
) € G** for some m* € Z,

access to @X,Y(')7 the probability that A outputs a new pair (R*, R*
which was not queried to O y(-) is negligible (in k).

Remark 1. The assumption holds even if A additionally has access to either (but not both) X := G* € G
orY :=GY € G.

The following theorem proves the unforgeability of the scheme.

Theorem 7. The scheme is EUF-CMA if the NPSPS assumption is intractable.

Proof. Let A be an adversary against the unforgeability of the scheme, we use A in a blackbox manner
to construct an adversary B against the NPSPS assumption. B gets (P, X Y) from her game. B chooses
Yls -3 Yn—1,01, -+, Qp1 4 L) and sets Z:=Y and Y; ;= Y* HY for all i € [n — 1]. B initiates A on
vk ;= (X Yi,..., Y, 1, Z). Note that verification key is distributed identically to that of the scheme.
n
When A queries the sign oracle on a vector m € Z;;, B computes m’ :=mq + > y;—1m; and queries
i=2
her O¢ v oracle on m’ to get a tuple (S1,52) € G. B computes Sj := SgSlz"’:2 @1 and returns
o= (Sl7 S%) to A as a signature on m. This is a valid signature on m w.r.t vk since:

n n
zt+my+ > y;_1my

T Y™ S ayimy
k2

e(S5, Z) =e(S, = 5 72)
T+mi+ i Yi—1Mi+2 i oG—1my
—e(S, = =  H)
z+(m1+_i(yi—1+oéi—1z)mz -
:6(51 =2 7H)
- ~m1+2(1/1 1+ai—1z)m;  ~
=e(S1, X , H)
n ~
= e(Sy, XH™ [[ V™)
=2
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n
Eventually, when A halts and outputs her forgery (m*,o*), B computes m*' :=mj + > y;_1m} and
i=2
returns (0%, m*’) as her output in her game.

It is easy to see that if o* = (S, 53) is a signature on the new vector m* which was not queried to
the sign oracle, o* is a valid NPSPS tuple on the new scalar m*’ which B did not query her oracle O <y
on.

We need to handle the case where m* ¢ {m;}?_, but m*' = m/) for some i € [g] in which case A
wins her game but B will not be able to break the NPSPS assumption since the returned tuple is not on
a new scalar that was not queried to her oracle. Note that A’s view is independent of the y;’s and hence
the probability that this event happens is < % which is negligible. a

The following theorem proves the intractability of the NPSPS assumption in the generic group model.

Theorem 8. For a generic adversary A which makes qg group operation queries, qp pairing queries

~ 2 2 2
and go queries to the O ¢ 3 oracle, the probability that A breaks the NPSPS assumption is O(W)
where p if the prime order of the bilinear group.

Proof. Let go be the number of queries to the O ¢ ¢ oracle, gg be the number of group operation queries
and gp be the number of pairing queries the aaversary makes in her game. We first prove that no
linear combinations of the formal Laurent polynomials in Z,[Ry,..., Ry, X, Y*?!] yields a tuple that
constitutes a solution for the underlying NPSPS problem.

In the game, we keep 3 different lists Lg, Ly and Lt for the Laurent polynomials corresponding
to group elements from groups G, H and T, respectively. At the end of the game, the total number of
(non-constant) Laurent polynomials used is |L¢g| + |Lu| + |L1| < 2+ 96 + gp + 2q0.

Since both elements in the adversary’s output (R*, S*) are from G, it follows that r* and s* can only
be constructed using linear combinations of the Laurent polynomials corresponding to elements from G.
Thus, we must have that:

q0 qo
T Tim;
™ =a, +me‘ri -‘rZCT,i( ; + ly Z)
i=1 i=1

q0

90
T Ty
=t 3 b+ 3 (B 4 T
i=1 i=1 y y

For the pair (R*,S*) € G*? to be a valid solution, we must have that:
sy =r*x+r'm* (5)
Thus, we must have:

rym;x
Y

qo q0 qo qo 2
rT
asy + g bsiriy + E Csi(rix + rimy;) =a,x + E by iz + E Cm‘(izy + )
i=1 i=1 im1 im1

q90 q90
T Temy
+ (ar + Z briri + Z eri(— + u))m*
i=1 i=1 y y

There is no term in y or r;y on the RHS, so we must have a; = 0, by ; = 0 for all i € [go]. Thus, we have:

qo q0 qo 2

T, rym;x
E Csi(riz+rim;) = apx + g by irix + g Cri(— + )
i1 i=1 i=1 Yy Yy

q0 q0

T Trim; %

+ (ar+ > brri + cm'(7+ ))m
=1 i=1

Y

There is no term % on the LHS, so we must have that ¢,; = 0 for all ¢ € [go]. Also, no term in = on
the LHS, so we must have that a, = 0. Thus, we have:

q0 qo qo

X
E s i(rix +rim;) = g byirix + g by irim
i=1 i=1 i=1
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The monomial ;2 implies ¢;; = b,.; for all ¢ € [go]. Since we must have that that R* € G*, we must
have r* # 0 and therefore we must have at least a single value of ¢;; = b,; # 0. The monomial r; implies
¢s,im; = by ;m* which means m* = m, for some ¢. Thus, the pair (R*, S*) is not a valid new pair.

Thus far we have proven that the adversary is unable to symbolically produce a valid tuple for a new
scalar. What remains is to bound the probability that the simulation fails. The adversary wins if for any
two different Laurent polynomials F' and F” in any of the 3 lists evaluate to the same value. Note that
the only indeterminate in those Laurent polynomials with a negative power is Y. Thus, for any Laurent
polynomial F' on any of those 3 lists, we can view F as a fraction of polynomials F' = % for some
polynomials F,, € Z,[R1,...,Ry,,X,Y] and F; € Z,[Y]. Note that Z,[Y] C Zy[R1,...,Ry,X,Y].
Thus, the equality check F(ry,...,ro,z,y,y~ 1) — F'(r1,...,70,2,y,5~ ') = 0 can be substituted by
checking whether F,(r1,...,r0,z,y)Fi(y) — F,(r1,...,70,2,y, )Fa(y) = 0. It follows that for F,F’ €
Lg we have deg(F,,) < 2 and deg(F;) < 1. Thus, the probability that F,(ri,...,ro,z,y)Fj(y) —
Fl(r1,...,ro,2,y)Fy(y) = 0is < %. For F,F' € Ly, we have deg(F,) < 1 and deg(F;) = 0. Thus,
the probability that F,,(r1,...,r0,z,y)Fj(y) — F(r1,...,70,2,y)Fa(y) =01is < %. From this it follows
that for F, F' € Lr the probability that F,,(r1,...,ro,z,y)Fy(y) — F,(r1,...,70,2,y)Fa(y) =01is < %.

Summing over all choices of F' and F’ in each case we have that the probability € of the simulation
failing for this reason is

< | L1 3. | L2 1, |L| éSQ(Q‘HlG‘i‘qP‘FQqO)Q.
2 Jp 2 Jp 2 Jp p

( a&tap+ad )

Thus, we have that the probability of the simulation failing is O . Since by definition we

have that go, ¢¢ and g, are all polynomial in x whereas logp € O(k), it follows that the adversary’s
advantage is negligible. O

6 Optimal one-time sEUF-CMA LmSPSPS schemes

In this section we give 2 constructions of optimal one-time LmSPSPS schemes. Both constructions yield
one-element signatures. To sign a vector m € Zy, the first scheme has a verification key of size (n+1)|H]
whereas the second scheme has a verification key of size n|G| + |H]|

6.1 Scheme I
Given the description of Type-3 bilinear groups P output by BG(1%), the scheme is as follows:

+ KeyGen(P): Select z,y1, ..., Yn < Z, . Set sk := (2, Y1, ..., yn), vk := (X,Y1,...,Y,) = (H* H",...,
Hvm) € H*H,
. . f"ri miyi
+ Sign(sk,m): To sign a message vector m € Zy, compute o0 = S :=G = . Return 0 = S € G.

« Verify(vk,m,o = S): Return 1 iff e(S, H) = e(G, X [] Y;™).
i=1
Correctness of the scheme follows by inspection and is straightforward to verify. We now prove the
one-time strong unforgeability of the scheme.
Theorem 9. The scheme is sEUF-CMA secure in the generic group model.

Proof. We prove that no linear combinations corresponding to polynomials in the discrete logarithms of
the group elements the adversary sees in the game correspond to a forgery. o R
At the start of the game, the only elements in H the adversary sees are H, X, Y7,...,Y,,, which

correspond to the discrete logarithms 1, x, y1, ..., yn, respectively. Note the sign oracle produces no new
r+ i m;iyi
elements in H. When queried on a message m, the oracle will return signature S = G =1 € G. The

forgery o* = S* can only be a linear combination of the group elements from G, i.e. a linear combination
of G, S. Thus, we have

n
s" = a5+ Bs(w+ Y miy):

i=1
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n
For the forgery to be accepted, (s*,m*) has to satisfy s* =z + > m}y;. Therefore, we must have
i=1

n n
Qg + Bsx + Zﬂsmiyi =+ Zmryz
i=1 i=1
There is no constant term on the RHS, so we must have that as, = 0. Thus, we have that

n n
Bsx + Zﬁsmiyi =T+ Zm:yz

i=1 i=1

The monomial x implies that 3, = 1 from which it follows that we must have that m; = m; for all
it € [n] which means the forgery can only be the same signature on m the adversary obtained from the
sign oracle.

Thus far we proved that no linear combinations of the formal polynomials lead to a forgery. What
remains is to bound the probability that the simulation fails due to 2 different polynomials evaluating
to the same value.

Note that the group element returned as a signature correspond to a polynomial of degree 1 and
the same holds for elements of the verification key. Hence the polynomial with the largest degree the
adversary sees in the game is of degree 2 (because of the pairing operation). Letting gg be the total
number of queries the adversary makes to the groups’ operation oracle and gp be the number of queries
the adversary makes to the pairing oracle, we have that the total number of (non-constant) polynomials
the adversary sees in the game is < n+ 2+ g + ¢p and hence the probability that the simulation fails is
< (n+2+qg + qp)?/p. Since by definition we have that go, g and g, are all polynomial in xk whereas
logp € O(k), it follows that the adversary’s advantage is negligible.

O

6.2 Scheme II
Given the description of Type-3 bilinear groups P output by BG(1%), the scheme is as follows:

+ KeyGen(P): Select 1, ..., 2n,y < Z, . Set sk := (1,...,Tn,y), vk := (Xl,...,me/) =(G™,...,G",
HY) € G" x H.
1+’£ z;my

i=

« Sign(sk,m): To sign a message vector m € Zy, compute 0 = S := G~ v . Return 0 = S € G.

« Verify(vk,m,o = S): Return 1 iff e(S,Y) = (G [[ X™, H).
i=1

The scheme is optimal in every respect. Correctness of the scheme follows by inspection and is straight-
forward to verify. We now prove the one-time strong unforgeability of the scheme.

Theorem 10. The scheme is sEUF-CMA secure in the generic group model.

Proof. We prove that no linear combinations corresponding to polynomials in the discrete logarithms of
the group elements the adversary sees in the game correspond to a forgery.

At the start of the game, the only elements in H the adversary sees are H, f/, which correspond to the
discrete logarithms 1, y respectively. Note the sign oracle produces no new elements in H. When queried

I+ X zymy

on a message m, the oracle will return a signature S = G —= €G. The forgery o* = S* can only be
a linear combination of the group elements from G, i.e. a linear combination of G, S, X1,..., X,,. Thus,
we have

1+ Zn: mi;) n

s = Qg +ﬁs% + Z’Y,sz
=1
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n
For the forgery to be accepted, (s*, m*) has to satisfy s*y =1+ > mJxz;. Therefore, we must have
i=1

(1+mez) n
s+ fs——— +Zv i y1+zmxz

Therefore, we must have

n n n
ay+ B(1+ Y mr) + > v, my =1+ miz;

i=1 i=1 i=1

There is no terms of the form y or x;y for any ¢ € [n] on the RHS, so we must have that oy = 0 and
7., = 0 for all 7 € [n]. Thus, we have that

n n
Bo+ Y Bemizi =1+ miz;:
i=1 i=1

The constant term implies that 85 = 1. The monomial z; implies that S;m; = m} from which it follows
that we must have that m} = m; for all ¢ € [n] which means the forgery can only be the same signature
on m the adversary obtained from the sign oracle.

Thus far we have proven that the adversary is unable to symbolically produce a valid tuple for a new
scalar. What remains is to bound the probability that the simulation fails. The adversary wins if for
any two different Laurent polynomials F' and F” in any of the 3 lists evaluate to the same value. Note
that the only indeterminate in those Laurent polynomials with a negative power is Y. Thus, for any
Laurent polynomial F' on any of those 3 lists, we can view F' as a fraction of polynomials F' = %‘; for
some polynomials F,, € Z,[X,Y] and Fg € Z,[Y]. Note that Z,[Y] C Z,[X,Y]. Thus, the equality check
F(z,y,y~ ') — F'(z,y,y~!) = 0 can be substituted by checking whether F, (, YF5(y) — Fo(z,y) Fp(y) =
0. It follows that for F,F' € Lg we have deg(F,) < 2 and deg(Fp) < 1. Thus, the probability that
Fo(z,y)Fa(y) — Fr(z,y)Fp(y) = 01is < 3 . For F, F'" € Ly, we have deg(F,) < 1 and deg(Fp) = 0. Thus,
the probability that I (z,y)Fj5(y) — F(’X(x y)Fs(y) =0is <1 5~ From this it follows that for F, F’ € L
the probability that Fy (v, y)Fj(y) — Fo(z,y)Fs(y) =0 is < %

Summing over all choices of F' and F’ in each case we have that the probability epsilon of the
simulation failing for this reason is

c< (1El)3 (1Ll (1Lrl)3 _ 3(n+2+ g6 +ap)”
2 Jp 2 Jp 2 Jp 2p

( n2+q§; +q}2; )

Thus, the probability of the simulation failing is O . Since by definition we have that n,
gc and g, are all polynomial in x whereas logp € O(k), it follows that the adversary’s advantage is

negligible. a

7 From LmSPSPS schemes into SPS schemes

In this section we give a generic framework for transforming any disjoint LmSPSPS scheme into a
structure-preserving scheme for the message space DH".

Let DLmSPSPS = (KeyGen, Sign, Verify) be a secure sSEUF-CMA /EUF-CMA /sEUF-RMA /EUF-RMA
DLmSPSPS scheme. The following transformation yields a sSEUF-CMA /EUF-CMA /sEUF-RMA /EUF-
RMA SPS scheme SPS = (KeyGen_,, Sign_,, Verify_).

SPS”? SPs?

+ KeyGen_, (P):
o Run (sk,vk) + KeyGen(P). Return (sk
. Sign ( k ((Ml,Ml),...,(Mn,Mn))):

SPS SPS?

= sk, vkgp 1= Vvk).

SPS
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o Decompose the PPE equations of DLmSPSPS to the following form:

’
v

m
HB Z,HY anKHHI_Ie SZ’Y lj[kmkHe(HXjaj})bi’j’g
1=17=1k=1 i=1 i—=1

’
v v

ﬁ ﬁ ﬁ e(Xj, T;)Vhe ™ ﬁ e(Si, ﬁ Ty [ ﬁ e(Si, Tj) rae ek
k=1

i=1j=1k=1 j=1 i=1j=1

i=1
noop pou on
HH Xz,Y HH H Xz,Y d;j‘“mk =7,
i=1j=1 G=1 k=1

=1

o Initialize 2 empty lists E; and E; of triples representing PPE verification equations.
o For each signature component S; € G of DLmSPSPS:
* Parse S; as:
él 2583 %G pT1d (a . ; a,, em )

7 z"

e, e
Sib, sw biy Gip 43
S’: 3
=G

s Define the set I C [q] as the subset of indices i where Ik € [n] where dijx # 0 and let
= [q] \f- Compute S; of SPS as:

cI I/
105y i g
E%ch y r

1
n c, . e el e B
S — <G"€f H H Mdi,j,k:c Dly BIT LI\ sb, athiy i Gd
J k s .

il k=1

o For each signature component Tj € H of DLmSPSPS:
* Parse T} as:

a9 e, . c .
Yoa biy bl bd(a, 4 S d; g my

i=1

~ L= e, P
K2 T
Tj i Siby @ by bl b

% Define the set I C [q] as the subset of indices i where 3k € [n] where d; j # 0 and let
= [¢] \ 1. Compute T; of SPS as:
T (nga mci,jy ’JTMJHHM’”‘CBLQ"UZ]T%J)Z’” iy ,gr ,J_

iel k=1

o For each PPE verification equation of ~DLn/15PSPS:
* For each pairing of the form e(S;, Y;)%4.¢+™* where a;,j’g’k #£0:
I Y # f[ append (if it does not already exist) S; = M}’ to S, replace the pairing with
e(S1,Y, ) w.a.e and append (if it does not already exist) the tuple (S, S;, My) to E;. Note
here that by definition it holds that .S; is independent of the message my, so knowledge
of the discrete logarithm my, is not required to compute S;.
- Otherwise, replace the above pairing with e(S;, Mk) ik
s For each pairing of the form e(X;, T} ) .0k where b ok 76 0:
- If X; # G, append (if it does not already exist) T M to T, replace the pairing with
e(X;, T]’) i and append (if it does not already ex1st) the tuple (T]f, Tj, My,) to Ey. Note
here that by definition it holds that 7T} is independent of the message my so knowledge
of the discrete logarithm my is not required to compute T]{ .
. Otherwise, replace the pairing with e(Mj, T} ) hastk
* For each pairing of the form e(X;, Yj) L34 where di,j,z,k #0:
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- If X; = G, replace the pairing with e( My, f@)d;m“.

- IfX; #GbutY; = H, replace the pairing with e(X;, ]\;[k)di)j”f’k.

- If X; # G and Y; # H, append (if it does not already exist) S|g|11 = M;* to S, replace
the pairing with e(S|g+1, ffj)déﬂ%ka and append the tuple (S|s|4+1, X, M) to E;.

* For each pairing of the form e(S;, ’f})céd,’f,’cm’“ where ¢; ; ,, # 0: Note that by definition my,
cannot appear in the denominator of S; or T}. Also, we must have that at least one of the
signature components is independent of my.

- If S; is independent of my,, append (if it does not already exist) S; = M}’ to S, replace the
pairing with e(.S, Tj)c;mm and append (if it does not already exist) the tuple (S., S;, M)
to El.

- Otherwise, append (if it does not already exist) TJ’ = ]\Zf,? to T, replace the pairing with
e(S;, T;)CL%M and append (if it does not already exist) the tuple (T]’,T],Mk) to Ea.

+ Verify (vksps, ((Ml, My),. .., (M,, M,J),J): Return 1 if all the following holds and 0 otherwise:

o All modified PPEs of DLmSPSPS verify correctly.
o For each tuple ¢ in Eq, it holds that:

e(E1[i])[0], H) = e(Eq[i][1], Eq[i][2])-
o For each tuple 7 in Es, it holds that:
e(G, E2[i][0]) = e(E2[d][2], E2[4][1])-

o Any additional signature group membership required by DLmSPSPS verifies correctly.
o (v, ALy, (M, 8T,)) € DR

7.1 Efficiency

The main factor that determines how the size of the signature of the resulting SPS scheme grows com-
pared to the size of the signature of the original DLmSPSPS scheme is distinct pairings of the form
e(S;, Y;)%aex™s where ai;op #0and Y; # H, e(X;, Tj)bien™: where b jer # 0and X; # G, and
e(S;, Tj)ci,j,f,km"’ where c; ; , ;. # 0 in the verification equations of the DLmSPSPS scheme. Each distinct
pairing of those 3 types incurs an extra signature component in H, G, and G/H depending on which
component is independent of the message, respectively, in the signature of the resulting SPS scheme on
top of those of the underlying DLmSPSPS scheme. Also, each distinct pairing of any of those 3 types
would add an additional PPE equation involving 2 pairings to the verification overhead of the SPS scheme
compared to the verification overhead of the underlying DLmSPSPS scheme. Each distinct pairing of the
form e(Xi,f/j)di-,j’f,kmk where X; # G, §7J # H and d; ;o # 0 incurs an additional signature compo-
nent in G and an additional PPE involving 2 pairings. Note that the latter cost is constant for multiple
signatures on the same message.

It is clear that the only case where the signature size and verification overhead (excluding the cost
for verifying the well-formedness of the messages of the SPS scheme) is identical in the DLmSPSPS and
the corresponding SPS schemes is when the verification of the DLmSPSPS scheme does not involve any
pairings of the above forms.

7.2 Security

Correctness of resulting SPS scheme follows from the correctness of DLmSPSPS scheme and the fact that
any added PPE to the verification of the SPS scheme will verify and this is easy to verify. We now prove
the following theorem regarding the unforgeability of the resulting SPS scheme.

Theorem 11. IfDLmSPSPS is sEUF-CMA/sEUF-RMA/EUF-CMA/EUF-RMA, SPS is sEUF-CMA /sEUF-
RMA/EUF-CMA/EUF-RMA in the generic group model.

3 Batch verification techniques, e.g. [14,24], can speed up this step.
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KeyGen(P) KeyGengps (P)

'r7y1,"'ay’n717Z%Zp~ %yl?ll.’yﬁihzf_zp. . ~ -
S 0% m 1% for i€ n—1], 7= 7| X = H* Vo= HY for i€ n—1], Z:= A~
sk := (LU, Yt,--- 7yn7172)' Sksps = (xi le’ N y’n;il’ z>L
vk 1= (X,f/h oY, Z) Vkgps 1= (X, V1, Y1, 2).
Return (sk, vk). Return (skgps, Vsps )
Sign(sk, m) Signgps (sksps, ((M17 M), ..., (M,, J\an)>)
Parse sk as (@, Y1, ..+, Yn—1, 2). B Parse skepe as (Z,Y1,- -« Yn—1,2)-
rledmyt 3 miyio1) T Ly, 5 =G, Si ;=M for all i € [2,n],

T 23,8 =G, S =G = . ) noor
Return o := (57, Sa). Sy = (G*M, 1132 M)

Return og,g 1= (51,52, Si,za S Sin)
Verify(vk, m, o) . ~ ~

, 17, Verif (k ,(M,M MnMn) )

Parse vk as (X,Y1,...,Y,_1,2). rifysps (Vksrs, ( (M1, M1) ( )) > Tss

. o no_ Parse vk, as (X,Y1,...,Y,_1,2).
If Sl = ]‘G \/€<527Z) # e(Sl’XHml H2Y;_11) Parse Ogps @S (51752a51 25 7S£ n)

1=

Then Return 0 Else Return 1. If Sy = 1g Ve(Si, ﬁ) # e(S1, Mz) for any i € [2,7]
k4 6(5272) # G(SleMl) I1 e(Si,zﬁ}}i—l)
i=2

Then Return 0 Else Return 1.
Randomize(vk,m, o = (S1, S2))

Parse vk as (X, Y7,...,Y,1,2). Randomizesps (vksps, ((Ml, ]\;[1), ey (M, ]\;[n)) ,USPS)
vl Ly, S =87, 95 =53 Parse o, as (51,592,571 9,551 )

/. / / ’ ’ ’ ? ’
Return o' := (57, 5)- e 2,8t = ST, 8y = S8y, S, = Sy for i € [2,m].

/ O ! / 1 1!
Return o := (57, 55,572, .-+, 57 ,,)-

Fig. 1. Transforming our new LmSPSPS scheme into a SPS scheme

Proof. Since DLmSPSPS is unforgeable, it holds that no generic adversary against it can obtain a forgery
using linear combinations of the (fraction of) polynomials corresponding to the group elements she sees
in the game. We prove that a generic adversary Asps against the unforgeability of SPS does not see any
additional group elements other than what ApLmspsps can see in her game and hence it holds that no
linear combinations of the (fraction of) polynomials Asps sees leads to a forgery against SPS.

At the start of the game (before the 1st sign query), the group elements that adversary Asps sees
are the same as those Ap|mspsps can see at the start of her game which include the public key (X,Y) €
G x HM . By definition such a key is disjoint. Now at the first sign query on a valid message vector

((MM, ]\A/;fl_rl), ooy (Mg, Ml,n)>, it follows that the discrete logarithm m ; of the message component

(MLi’MLi) for all ¢ € [n] corresponds to a constant polynomial. The 1st sign query will return a
signature of the form oy = (S, Tl). By definition such a returned signature still conforms to the disjoint
requirement and thus such a sign query would not generate any new identical (fractions of polynomials) in
groups G and H which Agps can feed back as a message into a subsequent sign query, i.e. all subsequent
sign queries are on message vectors corresponding to constant polynomials. We now argue that the
additional signature components on top of those supplied by the original DLmSPSPS scheme correspond
to elements that Ap|mspsps could have obtained herself in her unforgeability game and hence Asps does
not have any additional advantage over ApLmspsps after seeing those additional signature components.

+ Additional elements of the form S; = M’ that Asps sees can be obtained by Apimspsps by calling
her exponentiation oracle for G to get S;*. Note that (G™*)% = (G*)™*.

« Additional elements of the form Tz’ =M lz that Asps sees can be obtained by Apimspsps by calling
her exponentiation oracle for H to get T;™. Note that (H™)t = (Ht )™,
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« Additional elements of the form S;- = M, that Asps sees can be obtained by ApLmspsps by calling
her exponentiation oracle for G to get X;"*. Note that (G*#)™* = (G™*)¥:.

KeyGensps (P)
Y1y Yn — L.

X = H*Y; := HY for i € [n].
Skgps = (T, 915 7yn>7Vk5p5 = (X,Y1,. oY),

Return (skSPS , kaPS) .

KeyGen(P)

DT

X := H*Y; := HY for i € [n].

sk:=(z,y1,..-,Yn).

vk = (X,Y1,..., V).

Return (sk, vk). Signeps (sksw ((Ml, M), ..., (M, Mn)))

Sign(sk = (z,y1,...,Yyn), M) Parse skepe a8 (@, Y1, .-, Yn)-

r(at 32 miys) 7 Zy,5 =G", 8], = M] for i€ [n],
I Sy = (G™ [Ty M)

reZ;,Sl =G, 5 =G

Return 0 := (51, 52). Return 04 i= (S1,52, 801, S1.,).
Verify(vk, m, 0_) VerifySPS (VkSPS’ ((Ml, M]), ey (Mn; Mn)) 7USPS)
Parse vk as (X, Yl, cee ,Yn). Parse Osps a8 (S1~7 S~2’ Si,la S Si,n)
Parse o as (571, 52). Parse vk, as (X, Y7,...,Y,).
If S; = 1g Ve(Sa, H) # e(Sy, X T[] Y™ | 1 S1 =1g Ve(S2, H) # e(51, X) Hle(Si,mYz‘)

i=1 - - i=

Then Return 0 Else Return 1. Ve(Sy,;, H) # e(S1, M;) for any i € [n]
Then Return 0 Else Return 1.

Re/mdomixze(\//k, m,;f :/(517 Si)) Randomizesps (vkSPS7 ((Ml, M), ..., (M,, Mn)) 705,,5)
T 2y 7,51 = ?1 ’/S2 =5 Parse o, as (51,592,571 1,...,51 )
Return o7:= (51, ). P TS = SY L Sh = S Sy = U for i € [n].

/ e U / 1 1
Return o := (57,95,571,...,57 )

Fig. 2. Transforming the PS scheme [54] into a SPS scheme

It thus follows that Asps does not see any additional group elements that Ap mspsps does not see
in her game. Since the forgery must be on a message in DH", i.e. each message component corresponds
to a constant polynomial, and DLmSPSPS is unforgeable, i.e. no linear combinations of the elements
ApLmspsps sees lead to a forgery against DLmSPSPS, it follows that no linear combinations of the group
elements Asps sees in her game leads to a forgery against SPS. O

7.3 Example Instantiations

In this section we give some example instantiations of our transformation for the sake of illustration. The
first example shown in Fig. 1 shows how to transform our new LmSPSPS scheme into an SPS scheme
for a vector of messages which also captures the single-message SPS scheme from [41] as a special case.
The second example shown in Fig. 2 shows how to transform the PS scheme [54] into a SPS scheme for
a vector of messages which also captures the single-message SPS scheme from [39] as a special case.
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