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ABSTRACT

In 2017, D. Ezhilmaran & V. Muthukumaran (E&M [1]) have proposed key agreement protocols based
on twisted conjugacy search problem in Near — ring and they have claimed that one can extend 3 party
key agreement protocol (3PKAP) to any number of parties. Unfortunately their protocol is not an
extension of 3PKAP and we present this weakness in this paper. We also show that their proposed
3PKAP is practically infeasible. Their protocol is not extendable to large number of parties like in
banking system where number of parties is high. To overcome this problem we present an improved (or
corrected) version of 3PKAP and for better understanding we extend it into 4PKAP with improvements in
terms of number of passes, rounds, time complexity and run time.
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1. INTRODUCTION

The general definition of key agreement says that in a peer to peer communication scenario, key
agreement is a process in which a shared secret key is available to two parties for cryptographic use [2].
Group key agreement involves more than two parties. Key agreement is a very important process for data
communication because it restricts the unwanted influence of intruders. All the methods responsible for
key agreement between two or more parties come under the category of key agreement protocols. In
2017, E&M [1] have proposed a 3PKAP and claimed that their protocol can be extended to n parties. We
prove that the claim of E&M [1] that the protocol can be extended into n parties is wrong. So we give
correct version of their protocol in the later section of this paper. We also compare the performance
analysis and show that proposed protocol can be extended to n parties.

Now we briefly discuss Near — ring and for detailed study of Near — ring it is recommended to
study suitable references [1, 3]. A non-empty set N with two binary operation ‘4’ and ‘-’ is called Near —
ring and denoted by (N, +,-) if it satisfies the following properties:

e a+beNforalla b €N.

e (a+b)+c=a+(b+c)forala,b,c€eN.

e Thereexistsan elemente € N suchthata +e =e+a =aforalla € N.

o Foreverya € N, there exists an element —a € N suchthata + (—a) = (—a) +a =e.
e a-beNforall elementsa,b € N.

e (a-b)-c=a-(b-c)forallelementsa,b,c € N.

o (a+b)-c=a-c+b-cforallelementsa,b,c € N.



The hard problem involved in this paper is known as Twisted Conjugacy Search Problem (TCSP) and it
says: Given two endomorphism f,g € end(N) and a,b € N. Determine an element ¢ from N such that
b = f(c)ag(c™1). Here end(N) denotes the endomorphism of Near —ring R.

The rest of this paper is organized as follows: In section 2, we provide the protocols given by E&M [1]. In
section 3, we propose our protocols along with the correctness. Section 4 is all about performance
analysis. Paper ends with conclusion and it is given in section 5.

2. PROTOCOLS GIVEN BY E&M [1]
2.1 Protocol for Three Parties: It is essential to discuss about 3PKAP of E&M [1] because they have
claimed that 3PKAP can be extended to nPKAP.
Let N be a Near — ring with three sub Near — rings N;, N, N3 such that ab = ba for all elements a €
N;and forallb € N;,i # .

Suppose that three parties named A, B, and C want to share a secret key and they proceed further in the
following rounds:

Round 1:

e Arandomly chooses a; € N; and sends b; = f(a;)bg(as?t) to B.
e B randomly chooses a, € N, and sends b, = f(a,)bg(a;1) to C.
e Crandomly chooses a; € N5 and sends b; = f(as)bg(az?) to A.

Round 2:

e Acomputes b;3 = f(a;)bsg(arl) and sends it to B.
e B computes by, = f(ay)b;g(azt) and sends it to C.
e Ccomputes b3, = f(az)b,g(az?t) and sends it to A.

Shared Key:

e A computes the shared key K (A) = f(a,)bs,g(a7?l).
e B computes the shared key K(B) = f(a,)by39(azl).
e C computes the shared key K(C) = f(a3)by1g(az?).

2.2 Protocol for Four Parties: Here we extend 3PKAP of E&M [1] to 4PKAP so that the readers of this
paper can understand the concepts related to number of passes, rounds and time complexity well. The
initial setup of this protocol is same as 3PKAP. Let N be a Near — ring with four sub Near — rings
Ny, Ny N3, N, such that ab = ba for all elementsa € N;,b € N; & foralli#j .

Suppose that four parties A, B, C, and D want to share a secret key and they proceed in the following
rounds:

Round 1:

e Arandomly chooses a; € N; and sends b; = f(a;)bg(ar?t) to B.



e B randomly chooses a, € N, and sends b, = f(a,)bg(a;1) to C.
e Crandomly chooses a; € N5 and sends b; = f(az)bg(az?t) to D.
e D randomly chooses a, € N, and sends b, = f(as)bg(azl) to A.

Round 2:

e Acomputes by = f(a;)bsg(ar?t) and sends it to B.
e B computes b,; = f(ay)b;g(az1) and sends it to C.
e Ccomputes b3, = f(az)b,g(az?t) and sends it to D.
e D computes by; = f(as)bzg(az!) and sends it to A.

Round 3:

e Acomputes byu3 = f(a;)bs39(art) and sends it to B.
e B computes by14 = f(ay)biag(a;!) and sends it to C.
e Ccomputes bsy; = f(as)by1g(azt) and sends it to D.
e D computes by, = f(as)bspg(azt) and sends it to A.

Shared Key:

e A computes the shared key K (4) = f(a;)baz2g(arl).
e B computes the shared key K (B) = f(a,)bis39(azl).
e C computes the shared key K (C) = f(a3)by149(az?).
e D computes the shared key K (D) = f(a4)bs19(azb).

3. PROPOSED PROTOCOLS

Now we propose protocols for comparison with the protocols given by E&M [1].

3.1 Proposed Protocol for Three Parties: 3PKAP of E&M [1] has taken six passes and proposed
protocol takes only four passes and all the parties are able to generate the same secret key. The initial
setup for proposed protocol is same as the protocol of E&M [1]. The proposed protocol runs as follows:

Step 1: A randomly chooses a; € N; and sends b; = f(a;)bg(a;?t) to B.
Step 2: B randomly chooses a, € N, , computes b, = f(a,)bg(az?1)

b21 = f(az)blg(az_l) and SendS (bll bz, b21) to C

Step 3: C randomly chooses a; € N5 , computes bs, = f(az)b,g(az') , bz, = f(az)big(az!) and

sends bs, , b3 to A and B respectively.

Shared Key:

e A computes the shared key, K(A) = f(a;)bspg(arl).
e B computes the shared key, K(B) = f(a;)bs19(az?).
e C computes the shared key, K(C) = f(a3)by1g(az?).



(a) 3PKAP of E&M [1] (b) Proposed 3PKAP
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Figure 1. Comparison of 3PKAP: (a) E&M [1] protocol (b) proposed protocol.

For 3PKAP as shown in Figure 1, in E&M [1] protocol, they have done it in two rounds where in each
round A sends to B, B sends to C and C sends to A. But in proposed protocol, in a single round, A sends
to B, B sends to C and finally C sends to A and B.

3.2 Correctness: In this subsection we prove that all the three parties compute the same key as E&M [1]
using the concept of endomorphism and the formation of Near sub-rings of Near — ring. So we provide
correctness of the proposed 3PKAP for the convenience of the readers of this paper:

Party A calculates the key K (A) in the following manner:
K(4) = f(a1)bs9(ai™)

= f(a1) (f(as)bog(a3 M) gai™)

= f(a)f (a3) (f(az)bg(azh)) g(asHg(ai?)

= f(a)f (a3)f (a2)bg(az g (as")g(ar ")

= f(ayazay)bg(aztaz*a;!) |~ fand gare endomorphism on N.
= f(aia,a3)bg(az'a;'a;’) |- ab =baforall elementsa € N;,b € N; & for alli #j.
= f(a)f (az)f (az)bg(azg(azHg(arh) )

Now K (B) can also be computed:
K(B) = f(az)bs319(az")

= f(a2) (f(a3)brg(az")) g(az")

= f(a2)f (a5)(f(a)bg(aiV))g(as Vg (az")



= f(ax)f (a3)f (a1)bg(a;)g(az g (az")

= f(ayasza;)bg(artazta;!) |- fand gare endomorphism on N.
= f(ayazaz)bg(aztaz'a;) |+ ab = baforall elementsa € N;,b € N; & for alli #j.
= f(a))f (az)f (az)bg(azHg(azHg(arh) (i0)

Party C calculates K (C) in a similar fashion:
K(C) = f(a3)by19(az")
= f(a5) (f(ax)brg(az ")) g(az")
= f(as)f (a2)(f(abg(arh))g(azHg(a3?)
= f(as)f (a)f (a)bg(aig(az)g(az")

= f(azaya,)bg(aytasta3') |- fand gare endomorphism on N.
= f(aa,a3)bg(az*az'a;') |+ ab = baforall elementsa € N;,b € N; & for all i # j.
= f(apf(az)f (az)bg(azHglaz)g(ar) (i)

From (i), (ii) and (iii), it is clear that all the three parties share a secret key given as K(4) = K(B) =
K(C) = K. Here K represents common secret key among all the three parties.

3.3 Proposed Protocol for Four Parties: 4PKAP of E&M [1] has taken twelve passes and the proposed
protocol takes only six passes and all the parties will generate the same key. The initial setup for the
proposed protocol is same as the protocol of E&M [1]. The Proposed protocol runs as follows:

Step 1: A randomly chooses a; € N; and sends b; = f(a;)bg(a;?t) to B.

Step 2: B randomly chooses a, € N, , computes b, = f(ay)bg(a;1), by, = f(ay)b;g(azt) and
sends (b4, b,, b,1) to C.

Step 3: C randomly chooses a; € N5 , computes by, = f(as)b,g(a31),bs; = f(az)big(azl),
b3z1 = f(az)by1g(azh), and sends ( by , b3y, b3z, bspy)toD.

Step 4: D randomly chooses a, € N, , computes by3, = f(as)bszag(azl) ,baz = f(as)bz19(azl),
baz1 = f(as)by1g(az?t) and sends bys, , bazq, bazq 10 A, Band C respectively.

Shared Key:

e A computes the shared key, K(A) = f(a,)bsz9(ar?d).
e B computes the shared key, K(B) = f(az)bsz19(az?).
e C computes the shared key, K(C) = f(as)bsz19(azt).
e D also computes the shared key, K(D) = f(as)bsp19(azl).
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Figure 2. Comparison of 4PKAP (a) E&M [1] protocol (b) proposed protocol.

For 4PKAP as shown in Figure 2 above, in E&M [1] protocol, they have achieved it in three rounds
where in each round, A sends to B, B sends to C, C sends to D and D sends to A while on the other side,
in the proposed protocol, A sends to B, B sends to C and C sends to D and finally D sendsto A, B and C
in a single round.

3.4 Correctness: Here we prove that all the four parties generate the same secret key using the concept of
endomorphism and the formation of Near sub-rings of Near — ring. The correctness of proposed 4PKAP is
as follows:

Party A is calculates the key K (A) in the following manner:
K(A) = f(ay)bsz29(ar")
= f(a)(f(as)bs2g(az"))g(ar®)
= f(a)f(a) (f(abog(ash)) g(aih)g(ar?)
= f(a1)f (ax)f (a3) (f(az)bg(azh)) g(a3Dg(azHg(art)
= f(a)f(a)f (a3)f (az)bg(az ) g(az g (az g (ar?)

= f(ayasaza,)bg(aztaztazla;!) |~ fand g are endomorphism on N.



= f(ayazaza,)bg(az azaz as?) |+ ab = bafor all elements a € N; ,b € N; & for all i # j.

= f(a)f (a)f (as)f (a)bg(azHg(asNglaz Hg(ai™) @

Now K (B) can also be computed in the similar fashion:
K(B) = f(a2)bs19(az")
= f(a2)(f(@)bs19(a;"))g(az")
= f(a2)f (@) (f(az)brg(ash)) g(aiH)g(az")
= f(a2)f (ag)f (a3)(f(a)bg(ai™))g(az)g(az g (az")
= f(a2)f (a)f (as)f (a)bg(aiM)g(as g (az ) g(az")
= f(azasaza,)bg(aytaztazlaz') |~ fand gare endomorphism on N.
= f(a,a,aza,)bg(a; a3 az ar') |+ ab = baforall elementsa € N;,b € N; & foralli # j.
= f(a)f(a)f (as)f (a)bg(az M) g(as g (az ) g(ai™) (if)

Party C calculates K (C) as follows:
K(C) = f(as)ba1g(az")
= f(a5)(f(@)brg(a;"))g(as")
= f(as)f (as) (f(a)brg(az ™)) (a3 Mg (az?)
= f(as)f (aq)f (a)(f(a)bg(ai))g(az M) g(az g (as")
= f(as)f (a)f (a2)f (a)bg(aiM)g(a; Vg (az ) g(as")

= f(azasaya,)bg(artaztaz'az') |~ fand g are endomorphism on N.
= f(a,a,aza,)bg(a; a3 a; ar') |+ ab = baforall elementsa € N;,b € N; & foralli # j.
= f(a)f(ax)f (az)f (as)bg(azNg(azHNg(azHglarh) (iit)

At last we have to do it for K (D) also:

K(D) = f(as)bsz19(az")

= f(as) (f(as)brg(az")) g(az")



= f(a)f(a5) (f(ax)b1g(azh)) g(azHg(az")

= f(a,)f (a3)f (a5)(f(a)bg(ai") ) gaz g (az Vg (ar™)

= f(ay)f (a3)f (az)f (a)bg(a;Ng(az Nglazg(azh)

= f(a4a3azal)bg(al_laz_laglagl)

|+ fand g are endomorphism on N

= f(ayazaza)bg(aztazaz ar?) |+ ab = baforall elementsa € N;,b € N; & for all i # j.

= f(a)f (a2)f (a3)f (as)bg(azNglazHglaz Dglar™)

It is clear from (i), (ii), (iii) and (iv) that all the four parties share a secret key given as K(A) = K(B) =

K(C) = K(D) =K.

The proposed protocol requires fewer steps in comparison with E&M [1] protocol as mentioned earlier.

The seriousness of this can be understood very easily.

(iv)

4. PERFORMANCE ANALYSIS OF PROPOSED PROTOCOL

Number E&M [1] protocol Proposed protocol Time Time
of (Number of passes) (Number of passes) complexity | complexity
parties in proposed | in E&M [1]
protocol protocol
3 6 4
4 4x3=12 44+(4-2)=6
2
5 5x4 =20 5+(5—2) =8 O 0(n%)
n nn—1)=n%?-n n+(n—-2)=2n-2

Table 1. Comparing number of passes and time complexity between protocols.

Suppose 100 parties are there in a banking system. Then, as shown in Table 1, E&M [1] protocol needs
100 x 99 = 9900 passes but proposed protocol requires only 100 + 98 = 198 passes. High number of
passes is always prone to intruding chances in cryptography or we can say that more number of passes,

high will be the chances for intruders. We illustrate this with the help of Table 2.




Number | Passesin | Passesin Increased
of parties | proposed | E&MJ[1] | opportunity
protocol protocol for
intruders
3 4 6 33%
4 6 12 50%
5 8 20 60%

Table 2. Showing increment in intruding opportunity.

It clearly indicates that for 3 parties, intruders have increased percentage of chances for intruding because
high number of passes provides more chances to intruders for cryptanalysis and we can easily calculate
percentage increment in number of passes i.e. increment in intruding chances

no.of passes in E&M [1]protocol—no.of passes in proposed protocol _ 6—

4
— - X = 9 :
no.of passes in E&M [1] protocol 6 100 33%

So by the above explanation it is clear that we can calculate increment percentage in intruding chances for
any number of parties. If number of parties involved are four, it is 50% and for five parties, it is 60%. We
provide one example at this moment to emphasize more on this point. Imagine that one needs to
implement the protocol in a situation where number of parties is very high. We can consider a banking
system having such characteristic. In this case, the difference in runtime between proposed protocol and
E&M [1] protocol becomes significant in terms of time complexity. The proposed protocol has time
complexity O(n) while E&M [1] protocol has time complexity O(n?) [2]. There is a huge difference in
execution time between proposed protocol and E&M [1] protocol. It is because the formula for number of
passes for E&M [1] is n? — n and for proposed protocol, it is 2n — 2. So when n = 107 then E&M [1]
protocol will need 9.999999 x 103 passes while on the other side, the proposed protocol will take only
1.9999998 x 107 passes. That means the difference is 9.999997000000 x 103 which is very large.
Similarly for n = 108, E&M [1] protocol will require 9.9999999 x 10> passes but the proposed
protocol will need 1.99999998 x 108 passes. That means the difference is 9.999999700000002 x 1015
which is very significant. We present the data in the form of Table 3 along with the graph as below. It is
important to mention that in the graph, when number of users is 10° and 107, the bar (blue color) of
proposed protocol is not showing because time taken is 10ms and 100ms respectively which is very less.



Number | Performance | Performance
of of proposed | of E&M[1] Ti lexit .
parties | protocol protocol 'Mme complexity comparison
103 10us 100us
1200000
10* 100pus 10ms 1000000
% 800000
10° 1ms 1s v
E 600000
10° 10ms 1.7 minute 400000
200000
107 100ms 2.8 hour
D — L]
108 1s 11.7 day o o 1000000 10000000 100000000
0. ot users > W Proposed protocol MME&M [1] protocol

Table 3. Showing performance comparison between protocols along with the graph.
5. CONCLUSION

We have proposed improved version of E&M [1] protocol and shown that the proposed protocol is better
in terms of number of passes, rounds and time complexity whether it is for three parties, four parties or n
parties by comparing proposed protocol with E&M [1] protocol. For three parties, the proposed protocol
requires 4 passes, 6 passes for four parties, 8 passes for five parties or in general we can say that it is n +
(n — 2) number of passes which is far better than 6 passes, 12 passes, 20 passes or n(n — 1) passes
proposed by E&M [1] respectively. Proposed protocol has O(n) complexity while E&M [1] protocol has
0(n?) complexity. One can understand the difference that when users are 107, the proposed protocol
takes only 100ms for execution which is 2.8 hour in case of E&M [1] protocol. So it is clear that the
proposed protocol is better in various aspects and it is comparatively safer than E&M [1] protocol because
intruding chances are reduced. The proposed protocol is practically implementable because computational
resources and time are optimized.
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