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Abstract. Broadcast Encryption allows a sender to send a message to more than one receiver. In a
typical broadcast encryption, the broadcaster decides the privileged set as in who all can decrypt a
particular ciphertext. Gritti et al. (IJIS’16) introduced a new primitive called Broadcast Encryption
with Dealership (BED), where the dealer/wholesaler decides the privileged set. This rather recently
introduced primitive allows a wholesaler to buy content from the broadcaster and sell it to users.
Following their construction, to date, three more constructions of broadcast encryption with dealership
have been proposed. Among them, the first showed the BED construction of Gritti et al. (IJIS'16) to
be insecure.

All the state-of-the-arts works were unable to fully identify the requirements of a BED scheme. We first
identify and propose a new security requirement that has not been considered before. After formally
defining a BED scheme, we show simple pairing-based attacks on all previous constructions rendering
all of them useless. We then give the first secure BED construction in the composite-order pairing
groups. This construction achieves constant-size ciphertext and secret keys but achieves selectively
secure message hiding only. We then give our second construction from Li and Gong’s (PKC’18)
anonymous broadcast encryption. This construction achieves adaptively secure message hiding but
has ciphertext size dependent on the size of the privileged set. Following that, we propose our third and
final construction that achieves constant size ciphertext in the standard model and achieves adaptive
message hiding security.

1 Introduction

Public key encryption (PKE) allows two parties (say Alice and Bob) to communicate securely without any
shared secret key. In this setting, the receiver Alice publishes her public key which the sender Bob uses to
encrypt his message. The security of a PKE ensures none, but Alice decrypts the message. Now consider the
scenario where Bob wants to send a message to a set of users. Broadcast Encryption (BE) [FN94/BGW05]
addresses this problem in the literature. In broadcast encryption (BE) a message is encrypted for a set S
called privileged set. Any user from the privileged set (so-called privileged user) can decrypt the ciphertext.
A broadcast encryption (BE) scheme is considered to be secure if all the users outside S together can not
decrypt the message. A BE scheme is called fully secure if an adversary chooses S adaptively in the security
game. BE is selective secure if the adversary has to submit the set S at the beginning before even seeing
the parameters. The major setback of BE is that it can not accommodate any number of new users joining
the system without changing the public parameters. This problem was alleviated by the introduction of
Identity-Based Broadcast Encryption (IBBE) [Del07/RS16]. IBBE brings a lot more dynamism in the sense
it supports adding new users to the system without changing the system public key.

Along with security, privacy has always been at the center of cryptography. In broadcast encryption, the
usual practice is to publish the privileged set description along with the ciphertext. This naturally brings
about an obvious question if a broadcast encryption can also hide the privileged set? This finds application
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in protocols that requires the privacy of receivers. To answer this question the notion of Anonymous
Broadcast Encryption (anon-BE) [BBWOGJLPQI2ILGI8] was introduced. As discussed above, the privileged
set description for which the ciphertext has been constructed is hidden in an anon-BE.

Consider a related scenario where an organization like Pay TV wants to broadcast digital content to a
large group of people. It’s often become challenging for a single organization to maintain such a user base.
One solution for this is that the main organization sells its digital content to some sub-distributor (we call
them dealer in our work). Users register with a dealer and purchase their subscription. The dealer then
buys digital content in bulk and broadcasts the encrypted content to the subscribed users. In literature,
this variant of BE was introduced by Gritti et al. [GSP™16] and was named the Broadcast Encryption with
Dealership (BED).

As motivated above, there are three major entities in a typical BED scheme: broadcaster, dealers, and
end-users. Users who want to get digital content from a particular broadcaster get themselves registered
with the respective dealers. Among the registered users, those who purchase a subscription, we call them
privileged users. The dealer buys digital content for the privileged user set S. The broadcaster encrypts
its digital content for users in S, which the dealer broadcasts. Being a variant of BE, a BED introduces
several new concerns about security. Firstly, a BED needs the unprivileged end-users (who are not part of
the privileged set) cannot decrypt the ciphertext. Since the BED accommodates more entities than a typical
BE scheme, Gritti et al. in [GSP™16] introduced some more security requirements. To name a few, a typical
BED scheme needs to be secure according to so-called group privacy, maximum user accountability etc. In
this work, we notice a gap in the security requirements and introduce another security requirement called
message indistinguishability from dealer. Next, we discuss all the security notions informally.

Recall that, in the BED scheme, a dealer decides a privileged set .S, and the broadcaster encrypts the
message for the set S. Therefore, it is necessary to keep the privileged set S hidden from the broadcaster;
otherwise, the broadcaster can serve the users in S directly (whenever possible), thereby destroying the
dealer’s business. Thus the dealer, instead of giving the whole set S gives a some-what proof of the set S.
The dealer does that by providing a group token [y it computed for the privileged set .S. We need this group
token to achieve the following properties:

1) It hides the set S.

Cardinality of S can be verified from [g.

Given Iy, the broadcaster can produce ciphertext CTg for S without explicitly knowing S.

Dealer cannot infer any information about the underlying message from the ciphertext CTg the

broadcaster generates using Is.

[N}

= W
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Other than the above, we also need that (5) in a BED unprivileged users (i.e., u ¢ S) cannot infer any
information about the underlying message from the ciphertext CTg. The existing literature already has
formulated security games capturing some of these requirements. Precisely, in the literature, (1) is called
the group privacy security, (2) is formulated as mazimum user accountability security and (5) is called the
message indistinguishability from unprivileged users. Furthermore, the existing literature implicitly assumes
(3) as a functionality requirement. In this work, we introduce (4) as the message indistinguishability from
dealer security.

To keep the presentation simpler, we summarize the security requirements informally in Table [l At the
same time, we use the table to justify the motivation of this work given the related works. Looking ahead,
the following table shows the inadequacy of the existing works, which we will elaborate on while discussing
our related work section. For the time being, we state that we could mount concrete attacks on the group
privacy of all the existing works and could also find inaccuracies in the security argument of mazimum
user accountability in all of them. Furthermore, the message indistinguishability from dealer which was not
considered any of the existing works, is marked in Table [1] as “Undefined”. The table, therefore, indicates
that none of the existing works achieve the security guarantees a BED should possess.

We now motivate the requirement of message indistinguishability from the dealer informally. Suppose a
BED scheme where the broadcaster gets a group token Iy from the dealer for the set S. Broadcaster multiplies
the message to one of the components of I's and returns it to the dealer. Precisely, let Iy = (Hdrg, ks) due to



Existing Works

Security Model Informal Description [ADIGADITIKLELTS]

Adversary cannot distinguish
Group Privacy between two privileged sets Insecure.
of equal size.

Adversary cannot pass
verification for a privileged set
larger than committed size.

Incorrect

Proof.

Mazimum User
Accountability

Dealer cannot distinguish
between two ciphertext generated Undefined.
for the same privileged set.

Message Indistinguishability
from Dealer

Any unprivileged user

Message Indistinguishability |cannot distinguish between two
from Unprivileged Users |ciphertext generated for the same

privileged set.

Secure.

Table 1. Broadcast Encryption with Dealership State-of-the-Art.

the underlying broadcast encryption. The broadcaster returns CTg = (Hdrg, M - kg). Note that the view of
dealer (who provides the group token Is and gets CTg) and the view of an unprivileged user is quite different.
Going by the security models considered in the existing schemes [ADI6/ADI7TIKLEL1S]|, this scheme should
be regarded as secure. However, the dealer can simply cancel kg to get the message M and sell it to any
number of users it likes. This is why critical consideration of message indistinguishability from dealer is
necessary. Thus we introduce the message indistinguishability from the dealer security model to bridge this

gap.

1.1 Related Works

We give a brief overview of the claimed achievements of the existing works next. Being a newly introduced
primitive, the literature for BED is not very vast. There have been a few works available on this primitive,
IGSPT16/ADI6/ADI7TIKLELIS| to name a few. Gritti et al. [GSPT16] was first to introduce the notion of
BED. The idea of BED was very much influenced by the idea of “membership encryption” of [GMSVI3J].
The authors of [GSPT16] argued group privacy security of their construction to be “unconditionally secure”.
To which Acharya and Dutta found an attack and provided the first “secure” construction of BED in
[AD16]. The construction of [AD16] and following constructions [ADITIKLEL1§| claimed to have achieved
group privacy security under the standard discrete-log assumption. Coming to maximum user accountability
security, construction of |[GSP'16] depends on an honest user to report a dishonest dealer. The work
of [ADI16] overcame this limitation injecting a computationally hard problem i.e. if a dealer can break
maximum user accountability, we can solve a computationally hard problem. As a result, [AD16] and the
following works [ADI7IKLEL1S|, the broadcaster can detect a dishonest dealer without any assistance from
a user. All three works [ADI6/ADI7IKLELIS| achieved maximum user accountability under parameterized
DHE assumption of [GSP™16|, and [Cam13]. Message indistinguishability from unprivileged users security
of |[GSPT16| achieved was in “semi-static” model, introduced by Gentry and Waters [GW09]. Gentry and
Waters in [GW09] provide a generic technique to convert a semi-static scheme to an adaptive secure scheme.
Gritti et al. mentioned that the conversion of [GW09] applies for their construction also. The construction
of [AD16] was heavily influenced by the broadcast encryption of [Del07]. The Message indistinguishability
from unprivileged users security of [ADI16] was achieved in selective security model under the parameterized
GDDHE assumption [Del07]. To improve upon the message indistinguishability from unprivileged users
security the same group of authors proposes an adaptive secure BED in [ADI7] based on [RWZI12] under



the parameterized DABDHE assumption. Kim et al. [KLELI8] modified the construction of [ADI7] to
support recipient revocation without compromising upon security. All the above constructions achieved
their respective property keeping the ciphertext size constant.

1.2 Our Contributions

Our contributions in this paper are many-fold. Firstly, none of the previous works on BED (to the best of our
knowledge) considered the dealer’s presence with sufficient formalization. This paper first puts forward the
security definition of Broadcast Encryption with Dealership addressing the presence of a dealer with sufficient
formalization. Our definition, therefore, generalizes all the earlier works [GSPT16/ADT6/ADT7IKLELTS|. The
introduction of a new security game is justified as we observed the view of a dealer and that of an unprivileged
user are different. Hence, we consider message indistinguishability from the dealer separately. This bridges
a gap that was not considered earlier.

We then present concrete attacks on the group privacy of the existing schemes [AD16][AD17][KLEL1S]. As
we mentioned above, all the above works claimed that their constructions achieve the group privacy security
under the standard discrete-log problem. However, we mount simple pairing-based attacks rendering all those
schemes insecure in the said security model. Moreover, we also identify the errors in the mazimum users
accountability security proof of all the existing schemes.

Then, we propose three constructions that achieve all the desired security guarantees. Our first construction
of BED is based on the broadcast encryption of Ramanna et al. proposed in [GLR18]. This construction
achieves constant-size ciphertext, which essentially follows from the efficient BE construction of [GLR1S§].
The main point of interest being BE of [GLRI8| does not have anonymous security. Our novelty in our
first construction is primarily that we still manage to get group privacy (priv) security under the standard
assumption DDH.

The above construction, however, is constructed in composite-order pairings and achieves only selective
message indistinguishability from unprivileged users. We, therefore, propose a new BED from the anonymous
broadcast encryption of Li and Gong [LGIS8| along with a key-binding [Fis99] symmetric encryption. Our
intuition here was, an anonymous BE hides the privileged set. So we can get the group privacy security
and message indistinguishability from unprivileged users for free while using an anon-BE. On top of that,
anon-BE of [LG1§| is cardinality-revealing i.e., the ciphertext size gives away the cardinality of S. We show
that this BED construction also achieves message indistinguishability from dealers.

Here we note that the above construction outputs large ciphertext, namely, the ciphertext size depends
on the privileged set size. To improve upon this, we propose a new BED from the broadcast encryption of
Ren et al. [RWZ12]. This construction achieves constant size ciphertext and still achieves adaptive message
indistinguishability from unprivileged users. Again, we note that BE of [RWZ12] does not have anonymous
security, but we still manage to get group privacy (priv) security under the standard assumption DDH.

To summarize, below, we provide a concise list of our contributions toward making the first secure BED
scheme.

1. Firstly, we have formalized the existing definition by bridging a gap in the security requirements.

2. Then we have shown simple pairing-based attacks on all the existing schemes [ADIGIADI7IKLELI1S)]
rendering them insecure in the group privacy game.

3. We further have shown that the security proof for maximum user accountability is incorrect.

4. This is when we propose our first secure construction that is achieved from [GLRIS]|. This construction
uses composite order bilinear pairing to achieves only selective message indistinguishability from unprivileged
users.

5. To improve upon the security, we propose our second construction from the anonymous broadcast
encryption of [LGIS].

6. Our second construction results in a larger ciphertext size. We, therefore, propose our final construction
that achieves constant-size ciphertext and adaptive message indistinguishability from unprivileged users
that too in the prime-order bilinear pairing groups.



1.3 Our Techniques

In this section, we informally discuss our techniques. Firstly, as we pointed out above, we could mount simple
pairing-based attacks on the group privacy all the existing schemes. Informally speaking, these attacks verifies
if the public key and the group token result in a DDH instance. To alleviate this, we take inspiration from
[Ducl0O] and resort to the asymmetric bilinear groups. More precisely, we introduce extra randomness to
prove the group privacy security under the standard DDH assumption in the asymmetric bilinear group.

For the mazimum user accountability security, however, we could not find any measure to give a standard
assumption-based security proof. We give a mazimum user accountability security proof in the generic group
model. Intuitively, the challenger gets to know all the group-based computations an adversary evaluates in
the generic group model. Therefore, we can extract certain knowledge that we could not manage in the
standard model.

Notice that the message indistinguishability from dealer security, although looks very similar to blindness
security of blind signature [FHSTH|, there is a small difference which turns out to be quite complex for
security reduction to go through. In message indistinguishability from dealer, the adversary computes a
group token completely on its own and hands it over to the challenger along with two messages of its choice;
the challenger, in turn, returns encryption of one message. As the adversary chooses the privileged set and
the randomness used in the group token generation, simulation even using interactive assumptions turns
out to be quite complicated. We again choose the generic group model to justify our constructions achieve
message indistinguishability from dealer.

Along with these, we also have modified the security proof of [GLRI1§| to work in composite-order
asymmetric bilinear groups for two primes. Earlier, the security proof of [GLRIS8] needed symmetric pairing
composite-order groups of three primes.

1.4 Organization of Our Paper

In Section [2] we present the definitions and mathematical preliminaries. In Section [3] we present a formal
definition of Broadcast Encryption with Dealership (BED). In Section |4} we then show that all the available
BED schemes are insecure. This is followed by Section [f] where we give the first concrete construction of BED
with constant-size ciphertext but in a composite-order pairing setting. Then in Section [0} we give a prime-
order BED construction achieving stronger security. We give our final construction of BED in Section[7] which
also is instantiated in the prime-order pairing groups, achieves stronger security, and still has constant-size
ciphertext. Then, we conclude this paper in Section[8 As, in this paper, we introduced an asymmetric version
of weaker augmented bilinear Diffie-Hellman exponent assumption (WABDHE) from [RWZ12], we argue it’s
security in Appendix [A]

2 Definitions and Preliminaries

We start by defining some necessary tools that would be required for our construction.

2.1 Notation

For a,b € N such that a < b, we often use [a,b] to denote {a,...,b}. For a set X, we write x & X to
say that z is a uniformly random element of X. The ppt abbreviation stands for probabilistic polynomial
time. For any algorithm A, oracle @ and problem instance problem, AP°Pe™ — 1 denotes that A given the
problem instance problem outputs 1 and A® = 1 denotes that A given the oracle access O outputs 1. Let
neg : Z, — R is called a negligible function if for all positive polynomial p(-) and for sufficiently large values
of z, neg(z) < 1/p(x).

2.2 Groups and Hardness Assumptions

This section presents a discussion about different types of elliptic curve groups and hardness assumptions
that we will require in this work.



2.2.1 Prime Order Groups and Hardness Assumptions Let G = (p, g, G) + PGen be the output of
prime order group generator where G = (g) is a cyclic group of order p where p is a large prime number.

DDH Assumption (DDH). The decisional Diffie-Hellman problem (DDH) in the group G is defined as
follows.

Definition 1. Given G = (p,g,G) < PGen(1*) and X = (G, g,9%, ¢°, g°) we say that the Decisional Diffie-
Hellman assumption (DDH) holds in G if for all ppt adversary A the advantage Ade\'?g'—'(/\) defined below is
neg(A).

Pr[A(g,h,g% ", 9*) = 1] — Pr [A(g, h, g%, ¢", ¢°) = 1]

where the probability is taken over G & PGen(1*), a,b,c & Zy, and the random coin consumed by A.

We next consider a set of elliptic curve groups where bilinear pairing function is efficiently evaluated.

Bilinear Pairing. Let G, H, G be three commutative multiplicative groups. A map e : G x H — G is
called an admissible bilinear pairing if,

— (Bilinear) For all g € G and all h € H, e(g%, h®) = e(g, h)?" for any a,b € N.
— (Non-degenerate) e(g,h) =1 only if g =1 or h = 1.
— (Computable) For all g € G and all h € H, there is a ppt algorithm that computes e(g, h).

Bilinear pairings are of three kinds. A bilinear pairing is called a Type-1 pairing when G = H. Now if we
have G # H but there is a known isomorphism between G and H it is regarded as Type-2 pairing. In this
work, we used so-called Type-3 pairing where G and H have no known isomorphism.

2.2.2 Prime Order Asymmetric Bilinear Pairing The prime order asymmetric bilinear group generator
PBGen, takes security parameter 1* as input and outputs a septenary tuple (p,g,h,G,H,Gr,e) where all
of G, H and Gr are cyclic groups of order large prime p, G = (g), H = (h) and e : G x H — Gr is an
admissible, non-degenerate asymmetric bilinear pairing. In this work, we make use of the following hardness
assumptions.

Decisional Diffie-Hellman Assumption (DDH).

Definition 2. Given PG = (p,g,h,G,H,Gr,e) + PBGen(1*) and X = (PG, g,h,9% ¢°, g°) we say that
the Decisional Diffie-Hellman assumption (DDH) holds in PG if for all ppt adversary A the advantage
AdvO PG (N) defined below is neg ().

|Pr [A(g, h, g%, ¢",9*") = 1] — Pr [A(g, h, g%, ¢", 9°) = 1]
where the probability is taken over PG & PBGen(1%), a,b, ¢ & Zy, and the random coin consumed by A.

Weaker asymmetric augmented bilinear Diffie-Hellman exponent assumption (waABDHE). Here

we introduce an asymmetric version of weaker augmented bilinear Diffie-Hellman exponent assumption
(wABDHE) introduced in [RWZ12].

Definition 3. We say that the waABDHE assumption holds relative to PG = (p,g,h,G,H, Gr,e) «
PBGen(l)\) given Kg,h,g',h' ,a,q = (glv h’lv goz’ s ’gaq’ha’ sy haq’ g/aq+27 s 7g/a2q’ h/aq+27 LR h/a2q7z) € G2q+1
xH?9+1 x Gy, if for all ppt adversaries A, the advantage Advﬁfé\pBgDHE(A) defined below is neg()\),

|PI‘ [A(g, h, Rg,h,g’ b a,q> Z) = 1] —Pr [.A(g, h, Kg,h,g’ k! ,o,q5 T) = 1]|

where the probabilities are taken over PG & PBGen(1%), a, A & Zp, g =g W =h* Z = e(g’,h)o‘qul or
e(g,h')*""" and T € Gr and the random coin consumed by A.



2.2.3 Composite Order Asymmetric Bilinear Pairing A composite order asymmetric bilinear group
generator CBGen, takes the security parameter 1* as input and returns a 10-tuple CG = (p, q, 9p, 9q: Ppy hg, G,
H, G, e) where both G, H are cyclic groups of order N = pg where both p and ¢ are large primes, g,, h,, are
elements of order p, gq, hy are elements of order ¢, and e : G x H — Gr is an admissible, non-degenerate
bilinear map. Note that G has two subgroups G, and G,. Similarly, H has two subgroups H,, and H,.

DDH Assumption in Subgroup G,.

Definition 4. Given CG = (p,q, gp, 9g, hp, hq, G, H, Gr, €) + CBGen(1*) and X = (g,, g, hp, hq» 92, 92°, 95)
we say that the Decisional Diffie-Hellman assumption holds in CG if for all ppt adversary A the advantage
AdvE\I?CHgC (N\) defined below is neg()).

Pr [A(gp, 9q: hps has g5, 957, 95) = 1] — Pr [A(9p, 9q, b, By, 95 950, 95) = 1] |

where the probability is taken over CG & CBGen(1*), a,b,c & Zy, and the random coin consumed by A.

Subgroup Decision Assumptions.
Definition 5. Given CG = (p, q, 9p, 9g, hp, hq, G, H, G, €) + CBGen(1*) and W = (gp, hp, Z) we say that
the ASy assumption holds in CG if for all ppt adversary A the advantage Advﬁ?ég(A) defined below is neg(\).

|Pr [A(gp, hp, g2) = 1] — Pr [A(gp, hp, g5g8) = 1]

where the probability is taken over CG & CBGen(1*), 9p & Gp, gggg & G and the random coin consumed

by A.
Definition 6. Given CG = (p,q, 9p, 9g» hp, hg, G, H, G, €) +— CBGen(1*) and W = (gp, hy, X, Y, Z) we say
that the ASs assumption holds in CG if for all ppt adversary A the advantage Advis’ég()\) defined below is

neg(\).
’Pr [A(gp,hp,hq,g;gg, h;) = 1] —Pr [A(gp,hp,hq,g;gg, h;h;i) = 1]‘

where the probability is taken over CG & CBGen(1%), gggg & G, h, & H,, hghg & H and the random coin
consumed by A.

2.2.4 Generic Group Model Generic group model was explored formally first by Shoup [Sho97]. This
technique is used to prove the lower bounds of certain computational and decisional problems. This is
explored in terms of the computational power of any generic algorithm against the targeted problems. A
generic algorithm only assumes that each group element is uniquely encoded and does not exploit any other
properties of the underlying group structure.

2.3 Symmetric Key Encryption
A symmetric encryption scheme SE with keyspace K consists of two algorithms (E, D)

— E(k, M): Tt takes the secret key k € K and a message M. Outputs the ciphertext ct.
— D(k,ct): It takes the secret key k € K and a ciphertext ct. Outputs the message M or L if the decryption
fails.

The correctness can be stated as follows: for all x € K and all message M, we have D(k,E(k, M)) = M with
overwhelming probability.

We reproduce the security definition from [LG18]. A symmetric encryption scheme SE satisfies indistinguishability
under chosen plaintext attack (ind-cpa) if for all ppt adversaries A,

Advi:‘%cEpa (\) =Pr [Expi;g'c"a(l)‘,A) = 1} < neg(\),
where Expg‘g'Cpa(lA, A) is defined in Figure

In this work, we require the symmetric encryption SE to be key-binding [Fis99]. For any message M and
any two distinct secret keys &, k' € K, SE.D(x’, SE.E(k, M)) = L. See [Fis99)] for details.



Game Description

Expg‘g'cpa (1%, A)

G < GGen(1%)

(Mo, Ml) — .A(l)\, IC)

BE{0,1}, kK

ctg + E(k, Mp)

Return 1 if 8 = 8’ where 8’ + A(ctg)

Fig. 1. IND-CPA for SE

3 Broadcast Encryption with Dealership

The introductory discussion of this paper shows that in none of the previous works |GSPT16/ADT6/ADTY]
IKLEL1S8] the notion of BED was considered with much detail. It is a necessity to formalize any primitive
before diving into construction. This section aims to scrutinize the requirements of a BED scheme, its system
requirements, and corresponding security requirements.

We start by informally describing what should be the requirements of a BED scheme. We follow it
up with, discussion on the entities of a BED algorithm and the interaction between them. Finally, we
formalize the security requirements of a BED scheme. As we mentioned earlier, all the previous works have
considered only three types of security for BED, namely “Group Privacy”, “Maximum User Accountability”
and “Message Indistinguishability from Unprivileged Users”. We also have justified in the Introduction that
hiding the message from the dealer is also important for a BED. Thus a separate security guarantee of
message indistinguishability from the dealer is also necessary. Notice that the dealer does not have an initial
state (like users have a user secret key). Moreover, the dealer is never a part of the privileged set. However,
the dealer has a significant role in the system. The dealer is the one who selects the privileged set S. The
dealer also computes the group token (Ig) for S. Later this Is is used by the broadcaster in ciphertext
generation. More precisely, the broadcaster re-randomizes elements of Iy before encrypting the message.
The dealer, therefore, gets a ciphertext which is a re-randomized version of what it has generated. Therefore,
it is crucial to argue that the dealer can not infer any information from the ciphertext. This discussion shows
that the view of a dealer is quite different from an unprivileged user and needs to be considered separately.

As a possible way to deal with this newly introduced entity, i.e., the dealer, we have introduced a new
notion of security in this work, that is “Message Indistinguishability from Dealer”. This security notion
guarantees that a dealer can not distinguish between two ciphertexts generated from the same group token.
This new notion of security guarantees that the dealer can not re-broadcast the content.

3.1 System Model

Entities of a BED system are key generation center (KGC), broadcaster(s), dealer(s), and end-users. KGC
generates a public key (pk), master secret key (msk), and user secret key (sk;). KGC publishes the public
key, keeps the master secret key to itself, and distributes the user secret keys when invoked with a join
request. The broadcaster is the one with the digital content (message) that it wants to broadcast. Usually, a
broadcaster is a large organization that wants to sell digital content, and dealers are some sub-distributors
who in turn sell the digital content for some incentive. A dealer buys ciphertext from the broadcaster for a
privileged set of its choice. Broadcaster produces the ciphertext.

In the following section, we mention the roles of every entity of a BED model. Our considered model for
this work assumes no collusion between broadcaster-users or dealer-user. Whereas users (more specifically,
unprivileged users) can collude between themselves. Whenever a dealer buys ciphertext, it also commits to
a value k for the maximum size of the set S. The dealer in our model of BED is “semi-honest but curious’l
Below, we give a complete run of the protocol in terms of the interaction between the entities.

3 A semi-honest but curious adversary computes the group token honestly by following the protocol. An adversary
can try to be dishonest about the committed set size k.



1. At the beginning, a key generation center runs BED.Setup taking as input the security parameter A and
the maximal size of the set of users n and produces (pk, msk). It publishes the public parameters pk and
keeps the master secret key msk to itself.

2. When invoked with a join request for a user ¢, KGC computes the user’s secret key sk; using BED.KeyGen
for user i € [n] and send the user’s secret key via a secure channel.

3. The dealer selects a group of the user S C [n] of size k'

4. The dealer generates a group token I using BED.GroupGen and gives it to the broadcaster along with
the value k such that ¥’ = |S| < k < n. The dealer sends S to every user in the privileged set via a
secure channel.

5. The broadcaster verifies the group token with BED.Verify and upon verification generates ciphertext CTg
using Iz for the set S and broadcast CTg.

6. Any end-user can decrypt the message M using their secret key sk; if i € S.

3.2 Definition

A broadcast encryption with dealership framework is a three—partyﬂ protocol where a dealer acts as a
middleman in between broadcaster and end-users. Precisely, a dealer buys digital content for a privileged
set to serve the end-users. We give a formal definition of BED next refurbished from the earlier works
IGSPT16/ADI6/ADITIKLELIS]. A BED is a tuple of six ppt algorithms BED = (BED.Setup, BED.KeyGen,
BED.GroupGen, BED .Verify, BED.Encrypt, BED.Decrypt)

— (pk, msk) < BED.Setup(1*,n): It takes input the maximal size of the set of receivers n and the security
parameter A and outputs public parameter pk and a master secret key msk.

— (sk;) < BED.KeyGen(msk,i): On invocation with pk, msk and a user identity 7, it outputs secret key sk;
for user 1.

— (I, k) « BED.GroupGen(pk, k, S): It takes input a set of users S C [n] of size &’ and a threshold value k
such that |S| = k' < k where k is the (maximum) number of users the dealer wishes to serve. It returns
a tuple (I, k) where Iy is a group token for the set S.

— (0 Vv 1) < BED.Verify(pk, I5, k): On input pk, a group token Iy and a number k € [n] which is the
(maximum) number of users for which this token is created, it verifies whether |S| < k or not.

1, if |S| <k
BED.Verify (I3, pk, k) = { |51 <
0, otherwise.

— (CTg) < BED.Encrypt(pk, I's, M): It takes the public key pk and a verified group token Iy and a message
M and outputs ciphertext CTg.

— (M) « BED.Decrypt(pk, sk;, (S,CTg)): On input pk,sk; and a cipher text CTg for a set S, BED.Decrypt
outputs message M if i € S.

Correctness. A BED scheme is said to be correct if (pk,msk) < BED.Setup(1*,n), for all S C [n],
(Is, k) + BED.GroupGen(pk, &, S), and CTg «+ BED.Encrypt(pk, 5, M) then for all ¢ € S, the following
condition holds:

BED.Decrypt(pk, BED.KeyGen(msk, ), (S,CTg)) = M.

3.3 Security Definition

So far, we have discussed the security requirements of BED informally. The following section formalizes those
security notions. To an extent, we would follow the definition given by [AD16]. We would modify or add to
their definition as required.

4 Precisely, BED accommodates three different entities.



3.3.1 Group Privacy This security model captures the requirement that from a group token Iy, the
broadcaster does not get any information but the cardinality of the underlying set S C [n]. A BED scheme
BED satisfies group privacy (priv) if for all ppt adversaries A,

Advji‘l’gED()\) =Pr [ExpgiEVD(l)‘,A) = 1} < neg(\),

where ExpBir (1, A) is defined in Figure

Game Description

Exphin (17, .A)

G < GGen(1%)

(pk, msk) + BED.Setup(1*,7n)

(So,Sl) — A(pk) s.t. ‘So| = |Sl| =k<n

Sample 3 & {0,1}, Is, < BED.GroupGen(pk, k, S3)
ﬂ/ — .A(pk, Fsﬁ)

Return 1if 3 = f3'.

Fig. 2. Group Privacy for BED

3.3.2 Maximum User of Accountability This security model captures the requirement that a group
token Iy can not encode a privileged set S of size bigger than its claimed size k. A BED scheme BED satisfies
maximum user of accountability (mua) if for all ppt adversaries A,

Advgen(A) = Pr [Expgep (1%, A) = 1] < neg()),
where Expgep (11, A) is defined in Figure

Game Description

Expgen (17, A)

G + GGen(1%)

(pk, msk) < BED.Setup(1*,7)

(L, k) < A(pk)

Return 1 if the following holds:
BED.Verify(pk, I5+,k) — 1 AND |S*| > k

Fig. 3. Maximum User Accountability for BED

3.3.3 Message Indistinguishability for Dealer under CPA This security model captures the requirement
that given a ciphertext CTg, the dealer can not get any information about the underlying message M. A
BED scheme BED satisfies message indistinguishability for dealer (cpap) if for all ppt adversaries A,

AdviEep (V) = Pr [Expggl (1%, A) = 1] < neg()),
where Expgry (1%, A) is defined in Figure

3.3.4 Message Indistinguishability for Unprivileged Users under CPA This security model captures
the requirement that given a ciphertext CTg, no unprivileged user can get any information about the
underlying message M even if they collude together. A BED scheme BED satisfies message indistinguishability
for unprivileged user (cpay) if for all ppt adversaries A,

AdvTgen (M) = Pr [Expggs (1%, A) = 1] < neg(N),
where Expgry (11, .A) is defined in Figure
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Game Description

Expgep (17, A)

G < GGen(1%)

(pk, msk) + BED.Setup(1*,n)

(Is, Mo, My) + A(pk) for [S| <k <n

where Iy < BED.GroupGen(pk, k, S)

Sample 3 < {0,1}, CTs.3 < BED.Enc(pk, I3, M)
ﬁl <« A(pk, CTSﬁ)

Return 1 if 3= '

Fig. 4. Message Indistinguishability from Dealer for BED

Game Description Oracle Description

Expges (17, A) Osk(i)

G + GGen(1?) Qe + Qa U {3}

(pk, msk) < BED.Setup(1*,n) Run sk; < BED.KeyGen(msk, 1)
Qs < ¢ Return sk;

(S, Mo, My) « A%< (pk) such that |S| < k <n
I's < BED.GroupGen(pk, k, S)

Sample 3 < {0,1}, CTs.5 < BED.Enc(pk, I3, Ms)
B A% (pk, CTs,p)

Return 1 if 3 = 8 AND Qg N S = ¢.

Fig. 5. Message Indistinguishability from Unprivileged Users for BED

4 Inadequacy of Existing Schemes

The introduction of this paper claimed all the existing schemes are insufficient. Given the formal definition
and security models in the last section, we justify our above claim in this section. For the sake of completeness,
we first recall the constructions of all the existing schemes [ADI6JADI7IKLEL1S8]. This is then followed by
critical discussions of the proofs of the respective papers. More precisely, we then analyze the security
arguments for group privacy and the mazimum user accountability of all the papers and argue that the
proofs are incorrect. We found concrete attacks on the group privacy of all those constructions. We conclude
this section with descriptions of the attacks in detail.

4.1 Overview of Existing Works

We describe all the constructions briefly as per our discussion above. All the papers [ADI6JAD17IKLELIS)]
did not follow a consistent notation. In the following, we bring them into a common notation that we will
follow throughout the paper. Firstly, recall that all the existing papers [ADI6GJADI7IKLELIS| instantiates in

the bilinear pairing group system. Therefore, we assume existence of BG = (p, G, Gr,e) & BGen be a prime
order symmetric bilinear pairing group system throughout this section, where G, Gy are groups of prime
order p and e : G X G — Gy is the bilinear mapping. Let n denote the maximal number of receivers. Let
ID = {IDs,...,ID,} be the set of identifiers where ID; € Z* and ) is the security parameter. The privileged
user set S C ID is of size k. Let k < n be the maximum allowed size of S. Let R be the revoked user set and
v is maximum number of revocation possible. We have omitted the decryption function from the description
as that is not necessary for our discussion. For a more detailed description, readers are recommended to take
a look at [ADIGIADI7TIKLELTS].

4.1.1 Brief Description of BED Scheme of [AD16] Authors of [ADI6] presented their construction
from a key encapsulation mechanism with dealership (KEMD). The construction is as follows.

— (pk, msk) <— KEMD.Setup(1*,n): Generate the public and private key as follows,

11



1. Let g, h be generators of the group G and let H : {0,1}* — Z,, be a cryptographically secure hash
function.
2. Sample « & Z,, and set master key msk = (¢, h) and publish

pk = (BG.g.9%....g°" (g, h), h", H,ID) .
— (sk;) < KEMD.KeyGen(pk, msk, i) : Set user secret key as
sk; = haFATDD

and send it to user ¢ via a secure channel.
— (I, k) < KEMD.GroupGen(pk, S) : For a group of users S = {ID;,IDs,..., IDy} C [n], generate the
group token Iy = (w1, ws,ws,wy) as,

k/
1. Define Ps(z) = [] (z+ H(ID;)) =Y Pz'. P;’s are functions of H(ID;) for ID; € S.
IDJ‘GS =0

2. Sample s & Z,, and generate Iy = (w1, w2, w3, ws) as,

Wy = hse w3 = gsPs(oz)
Wy = giljsk(o‘) wy = e(g, h)s.

3. Set a group threshold k for group size S where k > k' = |S|.
4. Send S to users and publish (I, k).
— (0 Vv 1) + KEMD.Verify(I%, pk, k): The verification work as following,
1, if *) = e(ws, g°"
KEMD.Verify(I3, pk, k) — 4 - 1 (@29 ) = e(ws, 9%)
0, otherwise.
— (Hdr, K) <+ KEMD.Encrypt(Ts, pk): Extract (w;,ws,ws) from Iy, sample r & Z, and set K = wj and
Hdr = (C1, Cs) = (w],w}), and then publish Hdr and keep K secret.

4.1.2 Brief Description of BED Scheme of [AD17] This follow-up work by the same authors did not
use a KEMD. The BED construction of [ADI17] is the following.

— (pk, msk) < BED.Setup(n, 1*) :
1. Sample « & Z,, and set,

n+1

pk = (BG, 10,15, .., 1§ ,9,9%-..,g%  ,e(g,9),e(g,1),ID); msk = (),

where g is generator of G and [ is a random non-identity element of G.
2. Keep msk secret and publish pk.
— (sk;) + BED.KeyGen(pk, msk, i) : Sample h; & G and T4 & Z, and generate sk; = (d1;,da,;, ds3 i, label;)
as,
dii = (b - g") 7@ P0 da; =7
1

dos = (1) label; = (i, bt e ).
Send sk; to user ¢ through a secure channel.
— (Is,k) + BED.GroupGen(pk, S): Select a threshold value k& and a group S = {ID;,,...,ID;,,} C [n] of
k" many users where k' < k and generate group token (Ig) as following,
1. Define Ps(z):= [[ (x+1Dy).

ID; €S
2. Sample s & Z,, and generate group token Iy = (w1, ws, ws,ws,ws) as following,
wy = g**Fs® wy = go" T Ps(e) ~sa
wy = e(g,9)"" ws = €(g,1o)° g
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Send S to subscribed users via a secure channel and publish (I, k).
— (0V 1) « BED.Verify(Ig, pk, k): Parse Iy = (w1, ws,ws,ws,ws) and checks,

k

)

1, if a™y — a
BED.Verify(I%, pk, k) =< i 6(&11,-9 ) =e(wa, g
0, otherwise.

— (ct) « BED.Encrypt(Is, pk, M): Parse I5 = (w1, ws, w3, ws,ws), sample 7 & Z, and compute ciphertext
as
ct = (cty, cta, ctz, ctq) = (W], wig,wy, M - wp)).

4.1.3 Brief Description of BED Scheme of [KLEL18] The construction of [KLELIS] the acronym
RR was used for recipient revocation. They referred to their scheme as RR-BED.

— (pk, msk) < RR-BED.Setup(1*,n): Choose a, 3 & Zy, h & G and compute,

n

pk:(Bg7h7ha7‘"7han7,g7ga7"‘7«ga )

a ot
g ﬂ”"?.g 576(939)76(g’h)7|D)
msk =(c, ).

Keep msk secret and publish pk.
— (sk;) « RR-BED.KeyGen(pk, msk,): Sample ; & Gand T & Z,, and generate sk; = (d1;,da2,;, d3 i, label;)
as,

1
Ti) aB (e i —
dii = (l; - g") =Pt dai =i

)

L n
dys — (lhd) a3 label; — (li,lj‘...,lf‘ )
Send sk; to user ¢ through a secure channel.
— (Is) < RR-BED.GroupGen(pk, S, k, v): Select a threshold value k and a group S = {ID;,,...,ID;,,} C [n]

of k" many users where k' < k and generate group token (Is) as following,

1. Define Ps(z):= ] (z+1IDy,).

ID;; €S !
2. Sample s & Z, and set Iy = (w1, wa, w3, ws,ws) as,
Wy = gsaBPs(a) Wy = gsa"%“ﬁps(a)

wy = e(g,9)"" ws = e(g, h)® wy = [Wi] = [97° hi<icksr-
Send S to subscribed users via a secure channel and publish (I3, k).
— (0V 1) + RR-BED.Verify(Is, pk, k): Parse I = (w1, ws,ws,ws,ws) and check,
1, if o’y = o
BED. Verify(Ly, p, k) — | 1 1 €197 ) = elwn g™
0, otherwise.
— (ct) « RR-BED.Encrypt(Ig, pk, M): Parse I5 = (w1, ws,ws, w4, ws), sample r & Z,, and compute ciphertext
as
ct = (cty,cty, cty, ..., Ctpyr,cty) = (W, w5, @1 ..., Oppl s M - wk)).

— (ct’) + RR-BED.Revoke(ct, R, pk): Parse ct as (cty, cta, cti,. .., 071;1, cty). Let R={ID;,,...,ID;} C S
where [ < v. Generate ct’ = (ct&,ctg,cAt/l,ctg) as,
~1 —
1. If R= ¢, ct’ = (ct), cth, ctq, cth) = (cty, cto, cty, cty).

IDHER(z+IDj) ! ; Lo~ —t Zl: fia
2. If R # ¢, it compute ]1—[7(”3]_) = > fia' where fy = 1. and H = [[ct;" =g = . Set
ID;ER =0 =2

l .
y=1t)Y, fia" where t = rs (the random coin chosen by dealer and broadcaster) and compute,
i=0
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aﬁzz( 11 (aHDi))
cty =g\ cty =e(g,9) 7Y

cty =g~V ct3 =M - e(g, h)Y.

4.2 Flaws in Security Argument of Previous Works

All three constructions [ADIG/ADITIKLEL1S| followed a similar path to argue the security of group privacy
and mazimum user accountability. To keep our presentation concise and straightforward, we discuss the flaw
in the security argument of [AD16]. We omit the discussion of flaws in [ADITIKLELIS| as the flaws are
exactly the same as in [ADI6].

4.2.1 Issue with Group Privacy Recall from Section the group privacy security game of BED
allows an adversary to submit two privileged sets of the same size Sy and S;. The challenger chooses a

bit b & {0,1} and returns a group token for S,. The adversary wins if it correctly guesses b. All three
constructions [ADTG/ADT7IKLELIS] argued that any adversary could predict b if and only if it can compute
the randomness used in the challenge group token. They also argued that computing the group token I5, by
any adversary is the equivalent to computing the randomness s from w™* where it knows w from the public
parameter. This is equivalent to solving the discrete logarithm problem in G.

We think this argument of security is incorrect. If one follows the argument above carefully, [AD16]
argued that if an adversary can break the discrete logarithm problems, then we can also break their scheme.
In provable security, we usually do the opposite. Precisely, the argument should be the converse, i.e., if an
adversary can break the group privacy security of [AD16] then we can also break the discrete logarithm
problem.

Looking ahead, it is, in fact, easy to check [ADI16] is not secure. We have described a concrete attack
on [ADI6] in the security settings of group privacy in Section The attack idea is simply the public
parameters, and the group token forms a DDH instance for any adversarially chosen S C [n]. This attack
also works on the later works [ADI7IKLELI8| as we will see in Section

4.2.2 Issue with Maximum User Accountability Recall, we denote S as the privileged set and k£ be
the maximum allowed size for S. Maximum user accountability security ensures that a group token [y can
not pass the verification stage if |S| > k. To argue this security, existing works [ADIGJADI7TIKLELTS| used
the standard (f, n)-DHE assumption defined in [GSP™16]. Informally, the (f,n)-DHE problem is as following,

The (f,n)-Diffie-Hellman Exponent Assumption: Says, given an instance (g, g,9%, ... ,gan) where
G =(e,G,Gr,p) & BGenisa symmetric bilinear pairing group system and g be a random generator

of G and o <& Z,. The problem is to find a pair (f(x),g/(*)) where f(x) is a polynomial of degree
n’ > n.

We discuss the security flaw in the security proof of [AD16] and reiterate that the other two constructions
[ADITIKLELIS| also use a similar argument. To explain the problem in the proof of [AD16], we present a
gist of their proof. Let A, an adversary, trying to break the mazimum user accountability of [AD16]. Let B
be another adversary trying to solve the (f,n)-DHE problem. Adversary B uses A as a subroutine. Given the
(f,n)-DHE problem instance, B simulates the required public parameters for .4 (description of simulation is
not required here). B also submits challenge value k as the maximum size of the privileged set. A compute
a privileged set S* such that |S*| = k' > k and generate the group token,

AN AN —sa _sa" *P(a sP(a s
FS* = (w17w27w37w4) = (h » g P( )ag P( )ve(g7h) )

where s € Z,, Ps-(z) = [I (z+ H(ID)). A sends (I«,S*) to B Now the argument they provided
IDES*

was, set f(z) = sa" ¥ Pg. (z). Notice Pg-(z) is a polynomial of degree k. So, f(z) is a polynomial of degree
n—k+k'>nask' > k. So they claimed ((f(z),@2 = ¢/(®) is the (f, N)-DHE solution for B.

5 Note that, BED does not allow dealer to send the description of privileged set S* for which the token is generated.
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The following section discusses the inconsistencies in their security arguments,

— Note that A can generate a valid gﬁs*(o‘) from the pk as long as |S*| = k' < n. A samples s & Z, and

computes [3-. But the problem is A which models the dealer in a BED system can not submit s used
in generating Is~. So, B can not compute f(z) = sz % Pg-(x).

— Also observe that, A in all the security arguments of [ADIGJADITIKLELIS| submits (Ig«,S*) as a
challenge. Submitting S* is not consistent/permitted in the security definition of mazimum user accountability
in Section In fact, the group privacy security model (Section dictates that A which models
the dealer here, should not reveal the set description of S*. Also giving (I5+,S*) together does not have
any significance.

Now if we consider A does not submit S* (the privileged user set) and/or s (the randomness) with it’s
challenge, then the security proof does not hold. As B can not construct Pg«(x) as well as f(x) without
knowing S* and/or s. Hence the simulation they provided is incorrect.

4.3 Attacks on the Group Privacy of Existing Works

4.3.1 Description of Attack on [ADI16] We are all set to show [ADI6] is not secure in the “group
privacy” security model as described in Section [3.3.1

Remember from Section the public parameter of [AD16] contains pk = (g,g,ga, .., g% he H, ID)
where g and h are random generator of G. Let adversary choose any S C [n]. The adversary can easily
compute ¢g7s(®) using pk as Ps(z) = [[ (z + H(ID;)). Also recall, group token I for set S contains

IDjES
I's = (w1, w2, ws,wys) where,
Wy = hse w3 = gng(a)
sPs(a s
wp = g5\ wy = e(g, h)

The security game in Section [3.3.1] allows an adversary to choose any two sets Sy and S; of size k' < n.

Challenger generates group token for Sy where b & {0, 1}, to which adversary has to guess b.

Note that, ¢©s+(®) and I%, together forms a DDH tuple and therefore evaluating symmetric bilinear
pairing breaks the group privacy security for b € {0, 1}. The concrete attack is as follows.

Assume the adversary has chosen any Sy, S1 C [n] with |Sg| = |S1| = k' < n. The challenger chooses a

s and a random bit b ¢ {0,1} and publishes the group token (Ig,, k), where k' < k. Adversary computes
gPs0(®) using pk. Adversary can do so as k&’ < n. Now the adversary evaluate the following pairings,

e (w37 ha) = e(ga h)saPsb ()
From the above two pairings adversary can easily compute b as,

_ {O if e(g"0 (), wr) x e(ws, h*) = 1 (1)

1 otherwise.

Note that, if the random bit b chosen by the challenger is 0, e(ws, k%) would indeed be e(g, h)**Fs0(®) and
the product e (gP So(a),wl) x e(ws, h*) would be 1. Thus the adversary guesses b correctly with overwhelming
probability.
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4.3.2 Description of attack on [AD17] The construction of [ADI7] suffer from similar vulnerability.

Precisely, the pk in [AD17] contains (g, g%, ... ,ga"). Here also adversary can easily compute g©’5(®) using pk
as Ps(z) = ]I (z+1ID;;). Description of group token in this case is Iy = (w1, ws, w3, w4, ws) as following,
ID; €8
J
w1 = gSO‘PS(a) Wy = gsa"7k+1Ps(oz) e
_ w3 =g .
wy =e(g,9)"" w5 = (g, o)’

Proceeding similar to the previous attack, the adversary chooses two privileged sets of equal size, Sy, S1 and
submits those to challenger. The challenger chooses b & {0,1} and returns group token for Sj,. The group
token S contains wy = ¢—** and wg = ¢*75 (¥, The adversary generates g% (®) from the public parameters.
Adversary proceeds by computing the following pairings e (gPSo (@), wg) and e(w1, g).

e (gPSO(a),wg) _ 6(979)—saP50(a)

saPsg, ()

e(wi,9) = e(g,9)

With this adversary guesses b as,

0 if e (gPo(@ )
b:{ 1 e(g 0 ,W3) X e(wlag) . (2)

1 otherwise.

That is, if the random bit b chosen by the challenger is 0, then the product e ( Psq (@) UJ3> x e(w1,g) indeed
be 1. Thus the adversary can guess b correctly with overwhelming probability.

4.3.3 Description of Attack on [KLEL18] This construction uses a similar kind of idea used in [AD17]
to hide the set information in the group token. So a similar type of attack is possible for this construction
as Well The public parameters in [KLELlS] Contains

= (G, h,h®, ... R g,g% ..., g%, g*P, ... g* ,e(g,9),e(g,h),ID). Like previous two constructions
here also adversary can compute ¢*?75(*) as Pg(x ) = H (x +1D;;). Group token in their construction

I5 = (w1, w2, w3, ws,ws) as following,
Wy = gsa,@Ps(a) wy = g
wi =elg,9) " ws = e(g,h)* ws = @] = g7 Na<ichrr:
Our attack here would be, the adversary generates g**"5(®) from the public parameters. Adversary proceeds
by computing the pairings e (go‘ﬁPSO(O‘)’ @\1) and e(wy, g).

504"7U+1ﬁps(04)

e (971, G1) = g g) o)

« 5&2 [0
e(wr, %) = elg, g)*> PPso(®)

With this adversary guesses b as,

0 if afBPs,(a) 77> ay — 1
b:{ i e(g o 7w1) X e(wr, g%) . 3)

1 otherwise.

Here also, if the random bit b chosen by the challenger is 0, then the product e (gaﬁpso(a),o/ﬂ) x e(w1, g%)
indeed be 1. Thus the adversary can guess b correctly with overwhelming probability.

5 BED with Constant-size Ciphertext and Key (bedc)

Here we present our first broadcast encryption with dealership (bed¢) construction. Recall that, in a BED,
a message is encrypted for a set of users. Our first BED construction here achieves constant-size ciphertext
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i.e., the ciphertext size is independent of the size of the set. This construction is heavily influenced by the
broadcast encryption of [GLRIS§|. Note that, the broadcast encryption of [GLR18| does not have anonymous
security. Our novelty in this construction is primarily that we still manage to get the group privacy security

(priv).

5.1 Construction
It is defined by the following ppt algorithms.

— Setup(1*, n):

1. CG = (p,q¢,G,H,Gr, gp, g, hp, hq, €) < CBGen(1?) where G, H, Gr are cyclic groups of order N = pq
and e is an admissible type-3 bilinear map. G, (resp. H,.) is a subgroup of G (resp. H) of order r.
Further, e(gp, hq) = e(gq, hp) = 1.

2. Sample «,y & 7.

3. Set msk = (a, 7, hyp, gg, hq)-

4. Set pk = (gp,gg,...,ggn,g;,ul =hy, .Uy = hg‘n,e(gp,hp)”7 H) where H : Gy — K is a universal
hash function for encapsulation key space K = {0,1}"™ where m = poly(}).

.
— KeyGen(msk, z;): Set sky, = hy* ™.
— GroupGen(pk, S, k):
1. Suppose S ={IDy,...,ID}} where k' <k <n.
2. Set Ps(z) = [](z+y) =bo+brz+...+bpz" where |S| = K.
yes
3. Sample s & 7.
4. Output (k, I5) = (k,w1,ws, ws,ws) where

wp = g;S wy = g;PS(a)
w3 = ggnikSPS(a) wy = e(gp, hp)"*

— Verify(pk, I, k): If e(wz, he") = e(ws, hg"), output 1 else 0.
— Enc(pk, Is, M):
1. Sample r & YANS
2. Output CTg = (cty, cte, cty) = (w],wh, M & H(w}))
— Dec(pk, (sk, z), (CTg,9)):
1. Parse CTg = (cty,cta, cty) = (g;’t,g;PS(O‘), M @ H(e(gp, hy)h)).
2. Compute Ps\(1(2) = [l (2+y)=ao+arz+...+ap_12"%

yes\{z}
-1
3. Compute A = e(cta,sk) -e | cty, [] h;ial _
i€[1,k]
4. Output ctg ® H(A“Jl)_
C _ (tPs(e)  @Eeyy _ tP (a)
orrectness. e(cto,sk) = e(gp L hp ) = e(gp, hyp) VSV ),
G(Ctl, H hgiai) = e(g;t, h;:s\{x}(a)iao) — e(gp7 hp)’ytps\{z}(a)e(gp’ hp)fao'yt.

i€[L,k]
Thus, H(A“gl) = H(e(gp, hp)?") and the correctness holds naturally.

5.2 Security

We prove the above construction achieves security in all four security models.
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5.2.1 Group Privacy

Theorem 1. Let there exist a ppt adversary A breaking the group privacy of bede with a non-negligible
advantage. Then, there is a ppt adversary B which has a non-negligible advantage in solving the Decisional
Diffie-Hellman problem in G, where CG = (p, q, gp, 9q hp» hq, G, H, G, €) +— CBGen(1*) such that G, = (g,).

Proof. We are given a ppt adversary A of priv security, and we want to construct a ppt adversary B for DDH

that uses A as a subroutine. Given a DDH¢ problem instance (gp, g4, Ap, hq,gz,ggb, Z) for a,b & Zy, B does
the following;:

Sample « & L.

Implicitly set v = a and s = b.

Publish the public key pk = (g,, 9, - - ,ggn,gg, hs,. .., h;“n,e(gp7 hp)7, H).
— Given pk, A outputs two sets (Sp, S1) such that |Sp| = [S1] = k' < n.

B then chooses 3 & {0,1}, and return the token I5, = (wi,ws,ws,ws) as following:

wy = 9;‘,‘" wo = ZF56(®)
w3 = 70" Py (a) Wy = e(wl,hp)'
— A outputs 3.
— If 8/ = 3, then B outputs 1 else 0.

As « is chosen uniformly at random, the public key pk is properly distributed. If Z = gg then I, is a valid
group token to A, and if Z is chosen uniformly random then both ws and ws are just two random elements
of Gy.

Then, the advantage of B in the DDH game is same as the adversary A guessing § with probability
anything other than guessing randomly. So,

Pr [BPPHe = 1] > Pr {AE;’ZC = 1}
Pr [BDDHC = 1] > Pr {AEZZC = 1|Z = gf,] Pr [Z = gf)]

+> P[4, =112 £GP |z &,
p—1

1T o - ~1 -
CPr [ ARy, = 117 = gb] < [Pr([BPPMe = 1] - PSP [0 =112 £ G,
po L - p
1Pr [Py 11Z = gb_ < |Pr [BDDHC =1] - p-1
p L bedc p_ — 2p
1 - . -
;EPr Ay = 11Z =gp| < |Pr[B°PMe = 1|Z = g)] Pr [Z = g})]
~1
+Y P [ 517 £ Gy Pr[z &6, - P
p—1 2
priv b DDH b L1
Pr| AL, = 112 = gb) < [Pr[BPPMe = 112 =gl + (- 1) (5 — 5

priv DDH¢
AdVA,bedc < Advg

O

5.2.2 Maximum Users Accountability Let us consider three random encoding function og : G —
{0,1}¢, o : H — {0,1}"# and or : G — {0,1}™T w.l.o.g. mg < myg < mrp.
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Theorem 2. Let A be a ppt algorithm act as an adversary for the maximum user accountability security of
bedc in the generic group model. Let m be a bound on the total number of group elements A receives from
queries it makes to the oracles computing the group actions in G, H, G and the bilinear map e. Then we
have that the advantage of A in the maximum user accountability security game of bedc is at most O(m?/p).

Proof. Let C denote an algorithm that simulates the generic bilinear group for A. To answer to oracle queries,
C maintains three lists,

Lo ={(fci 0c:):1€0,9g—1]}
Ly ={(fui,om:):i€[0,4n —1]}
Ly ={(fri,or:) i€ (0,90 — 1]}

such that at each step i of the game, the relation ¥g + ¥g + Y7+ = ¥ + 2n 4+ 3 holds. Here f, , are
multivariate polynomials over 4 variables «, 7, 7, s and o3, ; are strings from {0,1}™, where b € {G, H,T'}.
In the course of this proof we use b € {G,H,T} in the subscript to denote a representative of a general
groups if not mentioned otherwise. At the beginning of the game i.e., ¢» = 0, the lists are initialized by
setting ¥g = (n +2), ¥y = n and ¢r = 1. The polynomials 1, ¢, ..., @™ and ~ are assigned to fgo, fa1,
oo fam, fant1; o, ..., ™, are assigned to fm1, fH2, ..., fHn; and 7 is assigned to frg.

These encodings for these polynomials are strings uniformly chosen from {0, 1} without repetition for
polynomials f .. We assume that A queries the oracles on strings previously obtained from C and naturally
C can obtain the index of a given string o} ; in the list L;. The oracles are simulated as follows.

Group Actions in G, H and Gp. We describe this for the group G. We note that the group actions in
H and G are simulated similarly. If A submits two strings o ; and o¢ ; and a sign bit indicating addition
or subtraction. C first finds fg; and fg ; corresponding to o¢; and og,; respectively in Lg and computes
fawe = fa,i £ fa,;. If there exists an index k € [0,¢¢ — 1], such that fo .y = fak, C sets 0g.ype = oG k;

otherwise C sets ¢, yq & {0,1}"e \ {0G,0,0G6,1,---:0Gpa—1}, add (fe,ve, 0Guwe) to La, returns og 4, to
A and increment ¢ by one.

Bilinear Map. If A submits two strings og,; and op;, C first finds fg; in Lg corresponding to og
and fg ; in Ly corresponding to o ; respectively and computes fr ., = fa: £ fu;. If there exists an

index k € [0,9r — 1], such that fry, = frk, C sets ory, = ork; otherwise C sets or ., & {0,1}mT \
{010,011, 019p-1}, add (fr,4p, 01wy ) t0 Ly, returns op 4, to A and increment ¢r by one.

At this point, A produces a challenge (k, oy, 0¢, o, 0) such that (f5,o06), (f&,0é), (fE,0d) € La,
and (ff,0%) € Ly and abort. Observe that, (f5, f(, f&, f7) are polynomials of o,y and s where «, v will
be sampled by C and s by A. The generic group model ensures that C can verify fr. = f&, f&/ = f4-a*
and f& -7 f1 7 € Span(faa, fos - fam)-

Let v = (a,~,r) denote the vector consisting of variables over which the polynomials are defined. Now

the simulator chooses at random a*,~v*, r* ﬁ Zy,. Let v* = (a*,~v*,r*). C assigns v* to the variables v. The
simulation provided by C is perfect unless for some 4, j any of the following holds.

L fai(v*) = fa;(v*) =0 or some i # j but fa; # fa.;-
2. fui(v*) = fu;(v*) =0 or some i # j but fu; # fu,;-
3. fri(v*) — fr;(v*) =0 or some i # j but fr; # fr;.

We use Bad to denote the event that at least one of the above holds, and we’ll try to bound the probability
of Bad. If Bad does not happen, then the simulation was perfect. Let assume A has generated his challenge
for the set S, with |S| > k. So if Bad, does not happen .4 has no advantage in guessing Is over a random

"

guess. Now in the polynomial f¢!' the highest possible degree of v is n if |S| < k. If A tries to simulate any

"

group token where |S| > k then in the polynomial f¢ the highest degree of « is greater than n. Notice that
o™t for some i > 1 is independent of (1,c,...,a"). Also A does not have access to go‘"“, which is outside
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1"

the span of pk. Thus, it has one and only option: do it itself. Probability that it guesses f/ having no info
about g“nﬂ is negligible.

Now, we would like to bound the probability of Bad. This is where we utilize the result on random
assignment of polynomial due to Schwartz [Sch80]. Roughly speaking, the result states that for an n-variate

polynomial F'(z1,...,2,) € Zp[X1,...,X,] of degree d, a random assignment z1,..., =, & Z,, make the
polynomial F' evaluate to zero with probability at most d/p. For fixed 4, j, (fc: — fa ;) is a polynomial of
degree at most n + 1, hence zero at random v* with probability at most (n + 2)/p. For fixed i, 7, fu: — fu,;
is a polynomial of degree at most n, hence zero at random v* with probability at most n/p. For fixed i, j,
fri — fr,; is a polynomial of degree at most n(n + 1), hence zero at random v* with probability at most
n(n + 2)/p. There are totally (‘/’20 ), ('/’QH ), (sz) pairs of polynomials from Lg, Ly and Lt respectively.
Note that, A is allowed to make at most m queries we have. Thus, Vg + ¥ + vy < m+ 2n + 3.

There are totally (‘Z’f), (wzH ), (¢2T) pairs of polynomials from Lg, Ly and Lt respectively. Note that,
A is allowed to make at most m queries we have. Thus, g + ¥y + ¥ < m + 2n + 3. Then,

2
+4n+2
Pr(Bad] < (%) (n-+2)/p-+ () /o () n(n+2)/p < (mo+ 20 +3)°
2 .
So Pr[-Bad] =1~ (m +2n +3)*- %}?4_2 and Pr[A wins|-Bad] = 2p*(m+2n+32)2'(n2+4n+2).
Now

Pr[A wins] = Pr [A wins|—Bad] Pr [-Bad] + Pr [A wins|Bad] Pr[Bad].

So if Bad does not happen then A “knows” nothing about those possible values where any two f; ;(x) =
f,j(x) happen for 1 < ¢ < j < 5. Considering all this together probability that A4 wins is at most
O(m?/p). O

5.2.3 Message Indistinguishability from Dealer Let us consider three random encoding functions
og:G—{0,1}™¢, oy : H— {0,1}# and or : Gp — {0,1}"7 where w.l.o.g. mg < myg < mrp.

Theorem 3. Let A be a ppt adversary against the message indistinguishability from dealer security game
of bed¢ in the generic group model. Let n be any natural number and m be a bound on the total number of
group elements A receives from queries it makes to the oracles computing the group actions in G, H, G
and the bilinear map e. Then we have the advantage of A in the message indistinguishability from dealer
security game of bede is at most

n? +4n + 2

o2n + 3)% -
(m +2n + 3) I

Proof. Let C denote an algorithm that simulates the generic bilinear group for A. To answer oracle queries,
C maintains three lists,

Le ={(fc,i,06.,) i €[0,9c — 1]}
Ly ={(fuiom:):i€[0,vg —1]}
Ly ={(frs,0or:) :1 € (0,90 — 1]}

such that at each step ¢ of the game, the relation g +¢¥ g +¢¥r = 1+2n+3 holds. Here f, . are multivariate
polynomials over 5 variables «, v, s, Yo, y1 and op; are strings from {0,1}"*, where b € {G, H,T}. In the
course of this proof we use b € {G,H,T} in the subscript to denote a representative of a general groups
if not mentioned otherwise. At the beginning of the game i.e., ¥ = 0, the lists are initialized by setting
Ve = (n+2), ¥y =n and ¢ = 1. The polynomials 1, «, ..., ™ and 7 are assigned to fg.o, fa.1, - - fGns
famnt1; o, ..., ™, are assigned to fu,1, fuz2, ..., fon; and 7 is assigned to fro.

These encodings for these polynomials are strings uniformly chosen from {0, 1}™® without repetition for
polynomials f; .. We assume that A queries the oracles on strings previously obtained from C and naturally
C can obtain the index of a given string o} ; in the list L,. The oracles are simulated as follows.
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Group Actions in G, H and Gy. We describe this for the group G. We note that the group actions in
H and Gr are simulated similarly. If A submits two strings ¢ ; and o¢ ; and a sign bit indicating addition
or subtraction. C first finds fg; and fg ; corresponding to o¢ ; and og,; respectively in Lg and computes
fawe = fai £ fa,j. If there exists an index k € [0,%¢ — 1], such that fawe = fak, C sets 0gue = 0G,k;

otherwise C sets o¢ y & {0,13me \ {060,061, +,0Gpe-1}, add (fepe: 0G,yq) to La, returns oG,y to
A and increment ¢ by one.

Bilinear Map. If A submits two strings og,; and og;, C first finds fg; in Lg corresponding to og
and fr; in Ly corresponding to op ; respectively and computes fr .y, = fa: £ fu;. If there exists an

index k € [0,¢r — 1], such that fr g, = frg, C sets or .y, = ork; otherwise C sets o7 4, & {0,1}™m7 \
{010,011, 01pp-1}, add (frpr, 01wy ) t0 Ly, returns op 4, to A and increment ¢p by one.

At this point, A produces a challenge (k, oy, ¢, 0, 0/) such that (f},o06), (f&, o), (fE,0d) € La,
and (f7,07) € L. Observe that, (f§, f¢, f&, fr) are polynomials of a,y and s where «,~ will be sampled
by C and s by A. The generic group model ensures that C can verify f. = f&, fo = f& - a" % and

Loyt fj’fl € Span(fga, faz2,---, fan). Finally, C sample & {0,1} and computes fé = f& - Yo,
fé = fé-yo and fr = f1. - yg. C then adds (f, o), (f&.0¢) € Lg, and (fr,67) € Ly following the above
rules on group actions. At this point, C returns (6,6, or) to A who returns 3.

Let v = (a,7,90,%1) denote the vector consisting of variables over which the polynomials are defined.

Now the simulator chooses at random o*,v*,y3, v} & Zy. Let v* = (a*,v*,y5,y7). C assigns v* to the
variables v. The simulation provided by C is perfect unless for some ¢, j any of the following holds.

1. fai(v*) = fa,;(v*) =0 or some i # j but fo; # fc ;.
2. fui(v*) = fuj(v*) =0orsome i # jbut fu; # fu;.
3. fri(v*) — fr;(v*) =0 or some i # j but fr; # fr ;.

We use Bad to denote the event that at least one of the above holds and give the argument for the security
proof in steps. First, we show that if Bad does not happen, the adversary .4 will have no advantage in winning

the game over a random guess. Precisely, for a 3 & {0, 1}, if A produces ' then Pr[g = g’ : =Bad] = 1/2. To
see this, observe that all variables except yz and y1_g are independent of the bit 8. Assume yz = r and recall
A has access to all the lists (L¢, L, Lt) and gets (6}, 61, 61) as its challenge where (f5,55), (f&,6%) € La,
and (fr,61) € L. Observe that, f&, Ag,fT are respectively yis, 7" y5sPs(a”) and yis. Where Ps(a) is a
polynomial of degree at most n. It is clear that fT is a two-degree polynomial defined in the group Gr. To
compute such fT, we mention that A can not use the polynomial lists Lg and Ly and challenge polynomials
fé; and fg The only two-degree polynomials that can be constructed combining one polynomial from Lg and
one from Ly are o and ay. Thus, the best A can do is to output its guess 3’ at random and subsequently
Pr[8 = ' : —Bad] =1/2.

Now, we would like to bound the probability of Bad. This is where we utilize the result on random
assignment of polynomial due to Schwartz [Sch80]. Roughly speaking, the result states that for an n-variate

polynomial F(z1,...,2,) € Zy[X1,...,X,] of degree d, a random assignment z1,..., =, ﬁ Z, make the
polynomial F evaluate to zero with probability at most d/p. For fixed 4,j, fa. — fa,; is a polynomial of
degree at most n + 1, hence zero at random v* with probability at most (n+2)/p . For fixed 4, j, fu,i — fu,;
is a polynomial of degree at most n, hence zero at random v* with probability at most n/p . For fixed ¢, j,
fri — fr,; is a polynomial of degree at most n(n + 1), hence zero at random v* with probability at most
n(n + 2)/p . There are totally (%G ), (1/’211 )7 (%T) pairs of polynomials from Lg, Ly and Ly respectively.
Note that, A is allowed to make at most m queries we have. Thus, ¥g + ¥y + Y1 < m + 2n + 3. Then,

n?+4n+2

Pr(Bad] < (Y¢) (n+1)/p+ (Y )n/p+ (¥ )nn+1)/p < (m+2n+3)*- %

Now, a simple argument shows that,

21



Pr[8 = 8] = Pr[8 — #'|-Bad] Pr [-Bad] + Pr [3 — #'|Bad] Pr [Bad|]
< Pr [ = f/|-Bad| (1 — Pr[Bad]) + Pr[Bad]
1

1

Also,

Pr[g = @] > Pr[f = #/|-Bad] (1 — Pr [Bad]) = % - %Pr [Bad] .

This two results were combined together to gives us

1

_ 1] _ Pr[Bad]
2

o n?+4n+2
5 .

Pr[§ = 5] =

cpap _
AV ped, =

‘S < (m+2n+3)

5.2.4 Message Indistinguishability from Unprivileged Users

Theorem 4. Let there exist a ppt adversary A who can break the selective message indistinguishability
from unprivileged users of bed¢ with the non-negligible advantage, then it is possible to construct an efficient
adversary B that has a non-negligible advantage in breaking AS1 and ASs in CG = (p, ¢, gp, 9q: p, hq, G, H, G, €) <
CBGen(1%).

Proof. This proof is done via a sequence of games. Precisely, we follow [GLRI18] to apply Deja Q framework
[CM14IWeel6] to prove the security of BED in the standard model. Let us use S* to denote the target user
set and x1,...,2q to denote the corrupted users.

Gameg. This is same as the real game.
Game;. The following natural assumptions are made on the game.
— Forall z € S*U{z1} U...U{zg}, (o + z) is not divisible by p. Otherwise, B can easily solve the
subgroup decision problem AS; by computing ged((a + 2), N).
— For alli,j € [¢] and i # j, if 2; # x; mod N then z; # z; mod ¢. Otherwise, B can easily solve the
subgroup decision problem ASy by computing ged((z; — x;), V).

Therefore, | Pr[X;] — Pr[Xo]| < Advis> (A) + Advig 2 ().
Gamey. We perform a conceptual change to Game; here. Given the challenge user set S* of size k, pick
o, 7, hy & Z3; x H,,. Define polynomial Fs-(2) = [] (2 +y) and set v =7 - Fs«(a) mod N. In pk, this
yes”®

affects only gJ. The rest of the public parameters in pk are defined exactly the same as in Game;. The
F-Fgx ()

secret keys corresponding to x; is sky, = hp(“”") for ¢ € [Q]. The challenge ciphertext is CTg« where
CTg~ = (cty, cta, ctg) such that

cty = g Fs (@) ety = ¢t F5 () = ct}/7 ety = M @ H(e(cty, hy)).

Note that, the replacement v = % - Fg«(a) mod N doesn’t change the ciphertext distribution as 7 is
uniformly random and Fg«(«) # 0 mod p. Therefore, Pr[X5] = Pr[X;].

Gameg. Another conceptual change to Games is performed here. Choose cty & Gp. The rest of the ciphertext
is defined the same as in Gameg. As both cty and cty are functions of cty, namely cto = M @ H(e(cty, hy))
and cty = ct}/ 7. such a replacement doesn’t change the distribution of the challenge ciphertext or the

challenge encapsulation key. Therefore, Pr[X3s] = Pr[Xs).
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Gamey. Here the subgroup decision assumption AS; is used to choose ct; from the group G uniformly
at random. Other ciphertext components and secret keys are generated similar to Games. Therefore,
| Pr[X,] —Pr[X;]| < AdvgSl (A). We provide an informal argument here. Given the problem instance ASy,

B chooses «a, 7 & Zy. This allows B to compute all of pk similar to Games. As B holds both a and
v, it can answer any key extraction query. In the challenge phase, it uses the target T' of AS; problem
instance to simulate CTg«. If T was from G, ct; is normal whereas if 7" was from G, then ct; is semi-
functional. Since ct; determines the challenge ciphertext completely, the distribution from which T was
chosen determines if the challenge ciphertext is normal or semi-functional.

Games. Here we change the distribution of a few public parameters uy = hy, ..., up = hg‘n and the secret keys
kg, -+ - 5 Kz - We modify ug = hy, as well. This is done via intermediate games {Games 1.0, Games .1 } ke nt-Q+1]-
Note that, we define Games ¢ = Gamey and Games 4 g+1,1 = Games.

— In Games i o we make following changes to w; for i € [0, n].

i S et i i > it Tio
e} Jelk—1] 775 a rou Jjelk—1] "I
he' - ha — he R | g (4)

Then we also make changes to sk, for i € [Q)]

hp atxz; A hq J 7 a+x; - hp atx; . hq a+tx; 3 hq J 7 atx; (5)

The boxed parts denote the modification Games j ¢ introduces. We now show that this modification
is invisible to the adversary A via the following lemma.

Lemma 1. There exists a ppt adversary such that | Pr[Xgames ;. o] — Pr[Xcames o1 < Advg52 (N).

Proof. The solver B is given the problem instance D = (g,, hp,gggg, h;) and the target T'.

Setup. The adversary A sends the challenger target set S*. B chooses a,~ & Z3% to generate
the public parameters g, ..., gg‘n, g, efficiently where v = 7 - Fi» (o) mod N. It then chooses

T1y Qe ey Tho1, O_1 & Zpy. The public parameters uq,...,u, are generated as follows along
with ug = h, which is used to compute e(gyp, hp)” = e(gp, uo)”. For

Wi = To/’ hqz:je[k—l] 7".70‘;
P = .
B then outputs public parameter

pk = (gphg;? s 793 ',g;7u1’ v ,une(gp,uo)v, H)7

where H is randomly chosen universal hash function.
Phase-I Queries. On a secret key query on x;, B sets

_ T A Fgx (o))
5 Fgx () PP LS g
sk, = T e -y ST T

Challenge. B here computes CTg« = (cty, cte,cty) where ct; = gggg, cty = ct}ﬁ and ctéo) =

M @ H(e(cty,up)). B chooses ct(()l) & K and outputs (cty, ctg,ctéﬁ)) for 5 & {0,1}.
Phase-IT Queries. Same as Phase-I queries.
Guess. B outputs 1 if Adv’s guess 8’ is same as B’s choice 3.

If T' € H,, then the game distribution is same as Games ;—1,1. On the other hand, if 7" € H, then the
game distribution is same as Games j . O
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— In Games ;1 we make following changes to to u; for i € [0, n].

i i S et T i g rial
« ra jEk—1] "I%; «a JER] "1
e he |- hg — hg' - hg (6)

Then we also make changes to sk, for i € [Q)]

7 Fgx (o) 3 Fgx (a) Z‘e[k . TV Fgx(aj) F:-Fgx (@) Z’e[k] i Fgx (aj)
hp(a+ml) . hq (atz;) 'hq j (ata;) - hp(a+m1) . hq J (atz;) (7)

The boxed parts above denote the components where Games j ; makes the modification. Precisely,

we replace o and 7 in the exponent of h, with o, mod ¢ and r, respectively. This does not affect the

view of the adversary as none of the public parameters or the ciphertext reveals @« mod ¢. Indeed due

to the replacement in Games, the ciphertext does reveal @« mod p which by the Chinese Remainder

Theorem (CRT) is independent of @ mod g. We thus replace o and r in the exponent of h, with oy

mod ¢ and 7y, respectively without the adversary noticing it and this is a conceptual change.
Gameg. Here we replace H, components of {u; };c[0,,) and the secret keys {sk,, };c[q modified above. Namely,

we now define them as following:

5-Fgx (a)

wi =BG - BL Vi € [0,7] sky, = hp @ - bl Vi € [Q)

We then argue that Games and Gameg are statistically close. This can be seen from the H, components
of {ui}icjo,n) and {skg, }icig)- Precisely, the exponents of the said elements in the H, group can be
represented by the following linear system of equations:

to 1 1 cee 1
t aq (€5 t On4+Q+1
. r
: n n n T2
tn =|_ ™ ) T Q4 (8)
" F-Fsx (1) F-Fgx(az)  FFsr(antq+1)
n+1 a1tz az+x1 An4Q+1+T1
. Tn+Q+1
Zn+Q - Fg« (1) F-Fgr(az) . ¥ Fsr(ontq+1)
a1 +xn az+xn A+ Q+1+Tn
A

Since, z; ¢ S* for all i € [Q], following |[GLR1§| the above matrix A can be transformed into B defined
below such that det(A) =79 - det(B).

1 1 C 1
aq Qg OppQ4+1
n n n
B= all a12 e O‘n+1Q+1 . (9)
ardz; agtx Ant+Q+1+T1
1 1 . 1
a1+x, as+y, AUntQ+1t+Tn

Note that, det(B) = ¢ - Histise@—®)Ihsicisorom(@mar) g gy to [GLRISICMIY]. Naturally
Hk=1 Hz:l(ak+ajt)

det(B) = 0 if oy = «, for distinct i,k € [n + Q + 1]. Thus, Pr[det(B) = 0] < (n + Q + 1)?/q. Therefore,
| Pr[Xg] — PriXs]| < (n+Q + 1)*/q.
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Game;. Now we replace ctg = M @ H(e(cty, up)) by a uniform random choice from K. The reason behind this
is up now is hy - hgo. As we saw in the last game, ¢y is a uniformly random quantity independent of all
t1, .. tyq)- Thus e(cti, up) = e(cty, hy)-e(cty, hfl‘)) has log ¢ bits of min-entropy due to t; mod q. Due
to left-over hash lemma [HILL99], H is a strong extractor [AB09] and therefore, ctg = M & H(e(cty, uo))
is at most 27 distance from the uniform distribution on K provided G4 component in ct; is not 1. The
probability that the G, component of ct; is 1 is 1/q. Therefore, | Pr[X;] — Pr[Xs]| < 1/q + 27*. The
encapsulation key H(e(cty, ug)) now is a randomly distributed element from K and it hides 8 completely
ie. Pr[X7] =1/2.

O

6 Adaptively Secure BED (bed,non)

The previous construction achieved only selective message indistinguishability from unprivileged users. To
improve upon the result, we start from a rather obvious observation that anonymous broadcast encryption
hides the privileged set completely. Therefore, if one constructs a BED from anon-BE, the group privacy
holds for free. Observe that, the message hiding from unprivileged users is essentially the ind-cpa security
of the anon-BE. Based on these observations, we give our second BED construction (bedshon) from the
efficient anon-BE protocol of Li and Gong [LG18] that achieved adaptive anonymity in the standard model.
In particular, we modify their construction for our purpose and argue the necessary security properties. We
here mention that similar to [LG18], we also assume that there is an efficient symmetric-key encryption SE
which is key-binding [Fis99].

6.1 Construction
It is defined by the following ppt algorithms.

— Setup(1*, n):
1. Run G = (p,g,G) & Ggen(1").
2. Choose o, u;,v; < Z, for i € [n].
3. Set msk = ({(ui7vi)}i€[n]>'
4. Publish pk = (g, g%, g1tov guatava  guntavn)
— KeyGen(msk, i): Output sk; = (u;, v;).
GroupGen(pk, k, S):
1. Suppose S = {i1,...,ix } where k' <k <n.
2. Define a random permutation 7 on S such that 7(i;) = i; € S for j € [K'].

3. Choose s < Zyp and K &k
4. Set I5 = (ho, h1, {wi}ie[k/], IQ) for

ho = gs; hy = gsa; w; = gs(uﬂraui) k,Yi € [k/}

— Verify(pk, I's, k): If |Ig| < k — 2, output 1. Otherwise, output 0.
— Enc(pk, Is, M):
1. Parse Iy = (ho, h1,w1, ..., Wk, K).
2. Sample r & Z,. Compute ct = SE.E(k", M), for M € M.
3. Output ctg = (ct, Hy, H1,¢1...,¢c1) = (SE.E(k", M), h{, hi,wy, ..., w},). Note that w] also changes
K to K.
— Dec(pk, sk;, cts):
1. Parse ctg = (ct, Ho, Hy,¢1 ..., Cpr).
2. For j € [|S]], compute 1106771{1 to get back ;.
3. Let M’ = SE.D(kj,ct). If M" # L, output M’.
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Correctness. The correctness of the construction follows due to the key-binding property of the symmetric-
key encryption SE. Precisely, if k; # &, the key-binding property ensures that SE.D(k;,ct) = L.

6.2 Security
We prove the above construction achieves security in all four security models.
6.2.1 Group Privacy

Theorem 5. Let there exists a ppt adversary A breaking the group privacy of bedanon with a non-negligible
advantage then there exists a ppt adversary B which has a non-negligible advantage in solving DDH problem

in G where G = (p, g, G) < PGen(1*) such that G = (g).

Proof. This proof is done via a sequence of games starting with the real construction Gamey. We assume X;
denotes the event the adversary winning Game;.

Gamey: The Gamey is the real construction. Here, the challenger samples « & Zy, and u;, vy & Zy, for i € [n].
It sets pk = (g,g%,grtov guatava - guntovn) YWhen the adversary gives distinct sets Sp, 51 C

[n] of same cardinality k', the game samples 3 & {0,1} and responds with the group token Iy, =
(ho, hi, {wi}ie[k/] , H) where

ho = g% hy = g°%; w; = g*itev) g,

The adversary finally returns 3’ € {0, 1} as its guess.
Game;: This game is nothing but a conceptual change of Gamey. We modify the way ciphertext is produced
here. Precisely, we use hg and hy to construct {wi}ie[k/]. When the adversary gives distinct sets Sy, S1 C

[n] of same cardinality k', the game samples /3 ﬁ {0,1} and responds with the group token I 55 =
(ho, h1, {wi}iep, &) where

ho = g% h1 = g°%; w; = hg'hl" - k.

Note that, Pr[X;] = Pr[Xy].
Games: In this game, we change the way h; is sampled. Precisely, we sample h; uniformly at random. When

the adversary gives distinct sets Sp,S1 C [n] of same cardinality &/, the game samples 8 & {0,1} and
responds with the group token Iy = (ho, h, {witiepn, n) where

ho = g°: h &G w; = Y RY - k.

Note that, any adversary that can distinguish between Game; and Gamesy, can be used to solve ddh
problem.

Lemma 2. There exists a ppt adversary such that | Pr[Xs] — Pr[X1]] < AdvRP"()).

Proof. Given the DDH problem instance (g, g%, ¢°,T), we define B to choose «,uy,v1, ..., Uy, Uy & L.
B then computes pk = (g,9% g** (9*)", ..., g* (g*)"").

When the adversary gives distinct sets Sp, S1 C [n] of same cardinality k', B samples & {0,1} and
responds with the group token I, = (ho, h, {witieprn, n) where

ho = g% hy = g% wi = hg'hy" - k.

If T = g**, B simulates Game; whereas if T' = ¢¢ for ¢ & Z,, then B simulates Games. O
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Gameg: In this game, we change the way pk and ciphertext is computed. The challenger here samples

a & Z, and w;, v, @ & Z, for i € [n]. It defines w, = u; — ap; and v] = v; + p;; and outputs
pk = (g,9% "1 (g*)"", ..., g% (g%)""). Observe that pk is exactly same as in Games. Precisely, {1itiem
are not leaked from pk.

When the adversary gives distinct sets Sp, S1 C [n] of same cardinality &, the game samples & {0,1}

and responds with the group token I, = (ho7 hi, {wi}ie[k/],fs) where
ho = g*%; hy = g+, w; = hg;h? " K.

This is simply a conceptual change of the way pk and ciphertext are computed. Thus Pr[X3]—Pr[Xs] = 0.
Now observe that, w; = hg'hy* - k = h{ih{ig= sk gohitasti, = puipYigdhik Since, y; are uniformly
random element, g°*¢ are purely random element that hides u; and v; for all i € Sg. Thus, Pr[X3] = 1/2.

O

6.2.2 Maximum Users Accountability Observe that, I'5 leaks the cardinality of .S. Therefore, maximum
users accountability follows trivially.

6.2.3 Message Indistinguishability from Dealer Let us consider a random encodings function o :
G — {0,1}me.

Theorem 6. Let A be a ppt adversary against the message indistinguishability from dealer security of bedanon
in the generic group model. Let n be any natural number and m be a bound on the total number of group
elements A receives from queries it makes to the oracles computing the group actions in G. Then we have
that the advantage of A in the message indistinguishability from dealer security game of bedanon s at most
(m+n+2)*- 2.

Proof. Let C be the algorithm that simulates the generic bilinear group for A. To answer oracle queries, C
maintains a list

L=A(fi,00) :i €[0,4¢ — 1]}
such that at each step ¥ of the game, the relation ¥ = ¥ +n+2 holds. Here f; are multivariate polynomials
over (2n+ 3) variables «, kgi)7 kéi), S8, Yo, Y1, for i € [n] and o; are strings from {0, 1}"¢. At the beginning of
the game i.e., 1) = 0, the lists are initialized by setting )¢ = n+ 2. The polynomials 1, {(k%l) —|—o¢k§i))ie[n]}
are assigned to fo, f1, ..., fne1. These encodings for these polynomials are strings uniformly chosen from
{0,1}™¢ without repetition for polynomials f; where ¢ € {0,...,n + 1}. We assume that A queries the

oracles on strings previously obtained from C and naturally C can obtain the index of a given string o; in
the list L. The oracles are simulated as follows.

Group Actions in G. We describe how the group action for G is simulated. If A submits two strings o;
and o; and a sign bit indicating addition or subtraction. C first finds f; and f; corresponding to o; and o;
respectively in L and computes fy, = f; = f;. If there exists an index k € [0, ¢ — 1], such that fy., = fi,

C sets oy, = o); otherwise C sets oy & {0,1}me\ {00,01,...,0p-1} save (fys,0c) to L, returns oy, to
A and increment ¢ by one.

At this point, A produces a challenge (k,00,01,071,...,0,.,,) such that (fg,00), (f1,01),(f3,0%),. .-,
(fir41,0%41) € L. Observe that, (fg, f{, f3, ---, fi,s1) are polynomials of «, ki, k2, and s where a, k1, ko
will be sampled by C and s by A The generic group model ensures that C can verify f; = fi - a™!, and

f;l’ € Span(fo,fl,fg,...,fn+1), Vi € [2,/f’ + 1]. Finally, C sz}mples 8 & {0,1}, computes f(’) = f} - vo,
Ji = fi-yo, and f{ = f{ - yp, then adds (f3,57), (f1,61),. -, (firg1,0kry1) € L following the above rules on
group actions. At this point, C returns (6¢,67,5%,...,04.,,) to A who returns 4" and abort.
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Let v = (a, kgi’), kéi),yo,yl) denote the vector consisting of variables over which the polynomials are

defined. Now the simulator chooses at random a*, kgi)* , k:g)* JYSsYT & Zy, foralli € [n]. Let v = (a*, kzy)* , kéi)*,

¥g,y7). C assigns v* to the variables v. The simulation provided by C is perfect unless for some 4, j < 1 the
following holds.
fi(v*) = f;(v*) = 0 for some i # j but f; # f;.
We use Bad to denote the above hold and we’ll try to bound the probability of Bad. If Bad does not
happen, then the simulation was perfect. So if Bad, does not happen A has no advantage in guessing /3’ over
a random guess. Precisely, Pr [ = 5’| -Bad] = 1/2. To see this, observe that all variables except ys and y1_g

are independent of the bit 3. Assume yg = r and recall A has access to L and gets (6(, 07,05, ..., 5},,,) as its
challenge. where (f},0), ( f160), .. (f,;,+1, 01s41) € L. Observe that, f('), Flf f,’curl are respectively
sy, satyd, syg(kgl) + akél)),..., syg(kgk/) + akék,)). It is clear that fl’ for i € [2,k' + 1] is a degree

four polynomial but both f(’) and f{ are polynomials of degree two and three. To compute such AZ-’ , we
mention that A can use the polynomial lists L and challenge polynomials. Indeed, taking linear composition
of f{) and f{ with L results in polynomials of three. All the degree four polynomials that can only be
computed does involve only y. Thus, the best A can do is to output its guess 8’ at random and subsequently
Pr[s =p":—-Bad] =1/2.

Now, we show that the probability that Bad happens is negligible. This is where we utilize the result
on random assignment of polynomial due to Schwartz [Sch80]. Roughly speaking, the result states that for

an n-variate polynomial F(z1,...,2,) € Zy[X1,...,X,] of degree d, a random assignment x1, ..., 2z, & Zy,
make the polynomial F' evaluate to zero with probability at most d/p. For fixed 4, j, f; — f; is a polynomial
of degree at most 3, hence zero at random v* with probability at most %.

There are totally (%G ), pairs of polynomials from L. Note that, A is allowed to make at most m queries
we have. Thus, g < m 4+ n + 2. Then,

S(m+n+2)2-i.

Pr[Bad] < (¥¢) 5

Nl w

Now, a simple argument shows that

Pr[8 = '] = Pr[8 = 8/|-Bad] Pr [-Bad| + Pr 3 = 3|Bad] Pr [Bad]
< Pr[8 = #'|-Bad] (1 — Pr[Bad]) + Pr [Bad]
1 1
Also,

Pr[3 = ] > Pr[8 = #'|-Bad] (1 — Pr [Bad]) = % - %Pr [Bad]

. This two results were combined together to gives us

1

1| _ Pr[Bad]
2

3
5 <(m+n+2)? —.

Pr(s = -

cpap _
AV Y bedynon =

E

6.2.4 Message Indistinguishability from Unprivileged Users

Theorem 7. Let there exists a ppt adversary A who can break the message indistinguishability from unprivileged
users user of bedanon with the non-negligible advantage then it is possible to construct an efficient adversary

B that has a non-negligible advantage in breaking DDH in G where G = (p,g,G) < PGen(1*) such that
G = (g) or an efficient adversary C that has a non-negligible advantage in breaking the semantic security
symmetric-key encryption SE.
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Proof. This proof is done via a sequence of games starting with the real construction Gamey. We assume X;
denotes the event the adversary winning Game;.

Gamey: The Gamey is the real construction. Here, the challenger samples « & Zy, and u;, vy & Zy, for i € [n].
It sets pk = (g, g%, gurTavr guztavz  guntavn) For all secret key queries on ¢ € [n], the adversary
responds with (u;,v;). When the adversary gives distinct sets Sp,S1 C [n] of same cardinality k', the

game samples 3 & {0,1}, & & K and responds with the ciphertext CTg = (ct, Hy, H1,¢1, ..., ¢),) where
ct=E(k,Mg); Ho=g% Hi=g" ¢ =g g

The adversary finally returns 5 € {0,1} as its guess.
Game;: This game is nothing but a conceptual change of Gamey. We modify the way ciphertext is produced
here. Precisely, we use ho and h; to construct {w;};cx). When the adversary gives distinct sets S, S1 C

[n] of same cardinality &', the game samples 3 & {0,1}, & & K and responds with the ciphertext
CTs = (ct, Hy, H1, 1, .., ¢},) where

ct = E(k, Mg); Hy = g¢°%; Hy = ¢g*%; ¢ =Hy'H" - k.
Thus, Pr[X;] = Pr[X,].
Gamey: In this game, we change the way h; is sampled. Precisely, we sample h; uniformly at random. When

the adversary gives distinct sets Sy, S1 C [n] of same cardinality &', the game samples & {0,1}, & Sk
and responds with the ciphertext CTg = (ct, Ho, H1,c¢a,...,¢},) where

ct=E(s,Mp); Ho=g% Hi &G o= Hy HY k.

Note that, any adversary that can distinguish between Game; and Games, can be used to solve the DDH
problem.

Lemma 3. There exists a ppt adversary such that | Pr[Xs] — Pr[X,]| < AdvpPH()).

Proof. Given the DDH problem instance (g, g%, g°,T), we define B to choose o, u1, v1, ..., Up, Uy, & Z,. B
vy

then computes pk = (g, 9%, g% (g%)"", ..., g% (9%)""). For all secret key queries on i € [n], the adversary
responds with (u;,v;). When the adversary gives the target set S C [n] of cardinality k', B samples

Ié; & {0,1}, k & K and responds with the ciphertext CTg = (ct, Ho, Hi,¢1,. .., ¢),) where
ct=E(k,Mp); Ho=g% Hi=g¢% c¢=HH" ~

If T = g**, B simulates Game; whereas if T = ¢¢ for ¢ & Zy, then B simulates Games. O

Games: In this game, we change the way pk is computed and then show that Pr[X3] — Pr[X3] = 0. To do so,
first, consider the selective variant of these games, that is, Gamey+ and Games«, which are as Games and
Games except that the adversary has to commit to the target set S of size k' before it gets the public
key pk. We basically first show that Pr[X3.«] — Pr[X2-] = 0 and then use the complexity leveraging we
argue Pr[X3] — Pr[Xs] = (,?,)(Pr[Xg,*] —Pr[Xs]) =0.

We now argue Pr[X3-] — Pr[Xo+] = 0. The challenger here samples « ﬁ Zy and u;, vi, Wi ﬁ Z, for

v; otherwise

i—opy ifie s
i € [n]. It defines u} = Ui o TE and vé:{

) and outputs pk =
U; otherwise

(9,9%, g“1 (go‘)vi,...,g“% (ga)”:“”). Observe that pk is exactly same as in Gamey. Precisely, {u;}icjn) are
not leaked from pk. For all secret key queries on i € [n], the adversary responds with (u;, v;).

When the adversary gives distinct messages My, M7 of same size, the game samples 3 & {0,1}, & &k
and responds with the ciphertext CTg on Mg where CTg = (ct, Hy, H1,¢1, ..., ¢},) where

ct=E(r, Mp); Ho=g% Hy=g“", ¢ =H'H' &
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This is simply a conceptual change of the way pk and the challenge ciphertext is computed. Thus,
Pr[X3+] — Pr[Xa2+] = 0.

Gamey: Here, we replace ct in the challenge ciphertext CTg. Precisely, we return ct < E(k,0). Note that such
a change is indistinguishable from Games due to the semantic security of SE. Thus, Pr[X,] — Pr[X3] <
AdveE(N).

Now observe that, the ciphertext components ¢; = Hg;Hf;% = H} HYig= sk goratasiig — FU [V gl
for all i € S. Since, u; are uniformly random element, g°* are purely random element that hides s for
all i € S. Thus, « is a uniformly random element in the adversary’s view. Thus, Pr[X,] = 1/2.

O

7 Adaptively Secure BED with Constant-size Ciphertext (bedp)

Our second broadcast encryption with dealership protocol (bed.non) presented in the last section, achieves
adaptively secure message indistinguishability from unprivileged users. However, in bed,non ciphertext size
depends upon the privileged set size. This section presents our final construction of BED where we improve
upon ciphertext length of bed,,,, maintaining the same security guarantee. The final construction uses a
prime order bilinear pairing group. This construction would further be referred to as bedp. We adapt the
broadcast encryption technique of [RWZ12] for this construction. Note that, the broadcast encryption of
[RWZ12] does not have anonymous security. Like bed¢, we also manage to achieve the group privacy security
(priv) under the standard DDH assumption.

7.1 Construction
It is defined by the following ppt algorithms.

— Setup(1*, n):
1. Run PG = (p, g, h, G, H,Gr,e) < PBGen(1*).
choose «a, 7,0, ¢ & Zy, and set f(x) = cx.
Set u = ¢° and z = h’, define u; = u® for i € [n].
Set v = g®7, define v; = v®" for i € [n].
Set msk = («, 7, 9). _
Puthh pk = (g’ h,’U/,U,gh <o Gn; hla s ahnaulv sy Un, UL, .- ,Un,f(JT)), where gi = goﬂ and hi =
he'.
— KeyGen(msk, 7):
1. choose r <i Ly, wi <i H.
2. Output Skl' = (Ski71,Ski72,Ski73,Skiv47Skiv5) Where,
ki = (s - b )T
Ski)g =z
Ski,4 = (Zf(m) . U)Z)"‘li“f
— GroupGen(pk, k, S):
1. Suppose S is the set of users to who has enlisted to the dealer and let |S| =&’ < k.

2. Define Ps(z) = [ (2 —1Dy).
ID;eS

AN e

skio =1;

Ski75 = (wi,w?,...,wq )

3. choose s < Zy and output s = (w1, w2, ws, ws, ws) where,

w1 = 6(97 h)_
sPs(a)

S (»4-)2 — gfocs
e ws = e(u, h)®.
Wy = v *.sPs(a) 3 (u, )

— Verify(pk, I'5, k): If e(ws, hak) = e(wy, h®"), return 1. Otherwise, output 0.

ws = v
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— Encrypt(pk, I, M): Parse I5 = (w1, ws,ws, Wy, ws),
1. choose t ﬁ Z;.
2. Output CTg = (cty, ctg, ct3, cty) where

cty = (w1)’ cty = (wo)’
cts=M - (w;;)t cty = (w4)t.
— Decrypt(pk, sk;, (S, CTg)): Parse CTg = (cty, cto, cts, cty) where,
ct; =e(g,h) ™" cty =g~
cty = M - e(u, )" -

Correctness. Here t' = st.
1
T —1p)
(e(ct4, skip) - e(ctz,wihSk“)A“s(Q)) s et = e(g,wy)*

1
II (-1Dy)
€s

(e(ct47ski,4) - e(cta, sz’F?wi)B"ﬂS(“)) i = e(g, zf(”)hi)‘“

Fr) gy )5t \ T
(e(g,zw») — e(g,z)St _ e(g, h)ést — e(gé,h)St — e(u,h)St

e(g, w;)*t
o Ct3
M= e(u, h)st’
1 [J#d J#i 1
Where, 4;,5(a) = — (H (a —1IDyj) - 1] (—IDj)> and By s(a) = — (n (a—1ID;)— ] (—IDi))
jES jES i€S i€S

7.2 Security
We prove the above construction achieves security in all the four security models defined in section [3.3

7.2.1 Group Privacy

Theorem 8. If there exists a ppt adversary A breaking the group privacy of bedp with a non-negligible
advantage, then there exists a ppt adversary B which has a non-negligible advantage in solving DDH problem
in G where PG = (p, g, h, G, H,Gr) < PBGen(1*) such that G = (g).

Proof. Let A be a ppt adversary breaking priv security of bedp, we want to construct a ppt adversary B for

DDH that uses A as a subroutine. Given a DDH problem instance (g, h, g%, g°, Z) for a,b & Z,, simulate A
as following;:

— Sample «, 6, ¢ & L.
— Implicitly set v =a and s = b.
— Set u=g¢% z=h% v=(g%)% and f(z) = cx and publish,

pk:(g,h,u,ga,...7g“n,h0‘,...,ha sut oo u® e Y f(a).

— A output two sets (Sp, S1) such that |Sg| = |S1] < n.

— Given Sy and S of same size k (say), choose & {0,1}, and return the token Iy, = (w1, w2, ws,ws,ws)
as following:
~wy =e(g®,h) "t =e(g,h) b =e(g,u)"%.
=) =g
— w3 =e(u’,h) = e(u,h)’ = e(u, h)®.
oy = (Za)Ps/, (@) how if Z — g% then wy = (ga)a)bpsﬁ(a) — 5Psp(@)

- w5 = ((Za)a)anik'Psﬁ(a) now if Z = g then ws = (ga)a)anik'spsﬁ (@) — o "sPsg (@),
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— A outputs B.
— If =, then output 1 else 0.

As @, 9, c are chosen randomly, the public key provided by B has identical distribution to that of the
original construction. So when the input of B is g2 then Is, is a valid group token to A and if Z is a random
element of G then (w4, ws) are just two random elements of G.

Now, the advantage of B in the DDH game (we denote BPPH = 1 as B given the DDH instance outputs
1) is the same as the adversary of A guessing b in priv game other than guessing randomly. So,

Pr B = 1) = Pr AR, = 1]
Pr[B°P% = 1] > Pr [, = 112 = ¢ | Pr[Z = ¢"]

+> e[ A, =112 £ G| Pr |2 £ 6
p—1

1.1 1 -1 .
“Pr[ABly, =117 = g < [Pr[B°" 5 1] - PPy (A =117 & G ’
p L ] p
11 i 1 p—1
“Pr |AMY = 1|Z = ¢%| < |Pr[BPPH = 1] - ——
o [Fbedn 1Z=9"] < r| ] %
1T oo :
“Pr AEZ;IIP = 1|Z — gab < |PI‘ [BDDH = 1|Z — gab] Pr [Z _ gab]
p L ]
-1
+3 Pr [BDDH =1z & G] Pr [Z & G} S ——
p—1 2p
riv a a 1 1
Pr [Aﬂedp =1Z=yg ”] < |Pr[BPPM = 112 = g®] + (p— 1) (2_2>‘

priv DDH
Advaedp < Advg

O

7.2.2 Maximum Users Accountability Let us consider three random encodings function og : G —
{0,1}¢, o : H — {0,1}"# and or : G — {0,1}™7, where w.l.o.g. mg < mpg < mr.

Theorem 9. Let A be any generic group adversary for the mazimum user accountability security of bedp.
A make queries to oracles computing the group actions in G, H, Gp and the bilinear map e. Let m be a bound
on the total number of group elements A receives. Then we have that the advantage of A in the maximum
user accountability security game of bedp is bounded by O(m?/p).

Proof. Let C denote an algorithm that simulates the generic bilinear group for A. To answer queries from
A, C maintains three lists,

Le ={(fci,0c,) i€ [0,9¢c — 1]}

Ly = {(fH,i7UH,i) NS [O,’L/JH — 1}}

Ly = {(fr,i;or,) + i € [0,¢r — 1]}
such that at each step ¢ of the game, the relation g +¢¥ g+ = 1v+4n+4 holds. Here f, . are multivariate
polynomials over 5 variables a, 7, d, 7, s and o}, are strings from {0,1}™ where b € {G,H,T}. At the
beginning of the game i.e., ¢¥» = 0, the lists are initialized by setting ¥g = 3(n + 1), ¥g = (n + 1) and
¢r = 0. The polynomials 1, a, ..., @™, §, da, ..., 6™, ya, ..., ya" ! are assigned to fc.o0, fG.1, - fGn,
fan+1s - foon+1, faont2, - faany2; 1, o, ..., o™ are assigned to fmo, fu1, --., fH.n For each of
these polynomials, the associated encodings are strings uniformly chosen from {0, 1} without repetition
for b € {G,H,T}. We assume A has to query the oracles for any group element or pairing computation.
Naturally C can obtain the index of a given string o ; in the list L. The oracles are simulated as follows.
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Group Actions in G, H and Gy. We describe this for the group G. We note that the group actions in
H and Gr are simulated similarly. If A submits two strings ¢ ; and o¢ ; and a sign bit indicating addition
or subtraction. C first finds fg; and fg ; corresponding to o¢ ; and og,; respectively in Lg and computes
fawe = fai £ fa,j. If there exists an index k € [0,%¢ — 1], such that fawe = fak, C sets 0gue = 0G,k;

otherwise C sets o¢ y & {0,13me \ {060,061, +,0Gpe-1}, add (fepe: 0G,yq) to La, returns oG,y to
A and increments ¢ by one.

Bilinear Map. If A submits two strings og,; and op j;, C first finds fg; in Lg corresponding to ow
and fg; in Ly corresponding to og ; respectively and computes fry, = fai £ fu,;. If there exists an

index k € [0,¢r — 1], such that fr g, = frg, C sets or .y, = ork; otherwise C sets o7 4, & {0,1}mT \
{010,071, 01,pp—1} and add (fryr,07.45,) to Ly and returns o, to A and increments 17 by one.
At this point, A aborts by producing a challenge (k, oy, 0, 0, 0%, 07) such that (f5, o), (f&,08),
(f&,0) € Lg, and (f1,0%), (ff,0/) € Ly. Observe that, (f&, f&, &, fr, f1) are polynomials of «, 7,
and s where «a,y,d will be sampled by C and s by A. The generic group model ensures that C can verify
_ _ _ _ _ —1
fr =16 fh= 160" a, ff = (f1)710 f& = f&-a" Fand f&-y7'- f17 € Span(fa0; fa1s- -5 fan)-
Let v = (a7, 0, 7) denote the vector consisting of variables over which the polynomials are defined. Now

the simulator chooses at random «o*,~*, 6*, r* & Zy. Let v* = (a*,v*,0%,7*). C assigns v* to the variables
of v. The simulation provided by C is perfect unless for some ¢, 5 < 1, any of the following holds.

1. fa.i(v*) — fa,;(v*) =0 for some i # j but fa; # fa,;-
2. fui(v*) = fu ;(v*) =0 for some i # j but fu; # fu,;-
3. fri(v*) — fr;(v*) =0 for some i # j but fr; # fr,;.

We use Bad to denote the event that at least one of the above holds, and we shall try to bound the
probability of Bad. If Bad does not happen, then the simulation was perfect. Assume A has generated his
challenge for the set S, with |S| > k. Then in case Bad does not happen, A has no advantage in guessing Iy
over a random guess. In the polynomial f{/, the highest possible degree of v is n+ 1 if |S| < k. If A tries
to simulate any group token where |S| > k then in the polynomial f the highest degree of « is greater
than n + 1. Notice that o™ for some i > 1 is independent of (1,c,...,a™). Also A does not have access to

O‘Hlﬂ, which is outside the span of pk. Thus, it has one and only option is to guess it. Probability that it
guesses f¢ having no info about g™ """ is negligible.

Now, we need to bound the probability of Bad. A result by Schwartz [Sch80] would be used here. The
result states, for an n-variate polynomial F(z1,...,%,) € Zy[X1,...,X,] of degree d, a random assignment
Tiyeeo, Ty & Z, make the polynomial F' evaluate to zero with probability at most d/p. For fixed ¢,j,
fa,i — fa,; is a polynomial of degree at most n + 2, hence zero at random v* with probability at most "TTQ.
For fixed 7,7, fu: — fH,; is a polynomial of degree at most n, hence zero at random v* with probability at
most %. For fixed ¢,7, fr; — fr,; is a polynomial of degree at most n(n + 2), hence zero at random v* with

probability at most "("TH). There are totally (’Z’QG ), (wQH ), (%T) pairs of polynomials from Lg, Ly and Ly
respectively. Note that, A is allowed to make at most m queries. Thus we have, Vg + g + ¢ < m+4n+4.
Then,

2
+4n 42
PrBad] < (%) (n+2)/p+ (Y )n/p+ (% ) n(n+2)/p < (m+4n+4)* - %
— 2 n’+4n+2 : _ 2
So PNr [+Bad] =1 — (m +4n + 4)* - =522 and Pr[A wins|-Bad] = 5 ———Srrormre -
ow

Pr [A wins] = Pr [A wins|—Bad] Pr [-Bad] + Pr [A wins|Bad] Pr [Bad].

So if Bad does not happen then A “knows” nothing about those possible values where any two f; ;(x) =
fp,j(x) happen for 1 < i < j < 1. Considering all this together probability that A wins is bounded by
O(m?/p).

O
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7.2.3 Message Indistinguishability from Dealer Let us consider three random encodings function
og:G—={0,1}™¢, oy : H— {0,1}# and o7 : Gr — {0,1}"7 where w.l.o.g. mg < myg < mrp.

Theorem 10. Let A be a ppt adversary against message indistinguishability from dealer security of bedp
in the generic group model. A make queries to the oracles computing the group actions in G, H, G and the
bilinear map e. Let m be a bound on the total number of group elements A receives from queries and n be
any natural number. Then we have that the advantage of A in the message indistinguishability from dealer
security game of bedp is at most

5 n?+4n+2

Advffb’zdp < (m+4n +4) ™

Proof. Let C be the algorithm that simulates the generic bilinear group for A. To answer oracle queries of
A, C maintains three lists,

Lo ={(fa,i;06.4) i € [0,9¢ — 1]}
Ly ={(fuiom:):i€[0,9g —1]}
Ly = {(frs,or:) i€ (0,4 — 1]}

such that at each step ¢ of the game, the relation g +¢¥ g +¢¥r = ¥v+4n+4 holds. Here f, . are multivariate
polynomials over 6 variables «, 7, d, s, Yo, y1 and oy ; are strings from {0,1}" where b € {G, H,T}. At the
beginning of the game i.e., 1) = 0, the lists are initialized by setting ¥¢ = 3(n+1), ¥y = (n+1) and ¢ = 0.
The polynomials 1, a, ..., a", §, da, ..., 6a™, Ya, ..., ya" T are assigned to fg.o, fG.1, - fGns fGnt1,s
oo faon+1, faont2, oo fasnt2; 1, a, ..., o are assigned to fmo, fu,1, .- fHon. For these polynomials,
the associated encodings are strings uniformly chosen from {0,1}™* without repetition for b € {G, H,T}.
We assume that A queries the oracles on strings previously obtained from C and naturally C can obtain the
index of a given string oy, ; in the list L. The oracles are simulated as follows.

Group Actions in G, H and Gy. We describe this for the group G. We note that the group actions in
H and Gr are simulated similarly. If A submit two strings og; and o¢ ; and a sign bit indicating addition
or subtraction. C first finds fg; and fg ; corresponding to o¢ ; and og,; respectively in Lg and computes
fawe = fa,i £ fa,;. If there exists an index k € [0,¢¢ — 1], such that fgyo = fak, C sets 0g ype = oG k;

otherwise C sets 0g yq & {0,1}™¢ \ {0G,0,0G.1;---,0Gpe—1} and add (fG ye,0G,4s) to Lg and returns
oGy to A and increments g by one.

Bilinear Map. If A submit two strings og; and og;, C first finds fg; in Lg corresponding to og
and fr; in Ly corresponding to op, ; respectively and computes frs, = fg,: £ fm,;. If there exists an

index k € [0,9r — 1], such that fry, = frk, C sets ory, = ork; otherwise C sets or g, & {0,1}™7 \
{010,011, -s01,pp—1} and add (fr,yr,07.45,) to Ly and returns op 4, to A and increments 1 by one.
At this point, A produces a challenge (k, o(;, 0, 0, 0/, 0/) such that (f5, 0t), (&, o), (f&, o)) € La,
and (ff, o%), (fit, o) € L. Precisely, (o, 00, 0ll, ok, o) = (sa, sPs(a),a" *sPg(a), s, s8). Observe that,
(fé&s fEo FE f7, f11) are polynomials of a, v, and s where «, 7, § will be sampled by C and s will be sampled
by A. The generic group model ensures that C can verify f. = f&-a™, ff = fL-6 ta, fii = (ff)~% [l =

fl-am=kand fl-1 -f}fl € Span(fa,0, fa1,-- -, fan)- Finally, C samples & {0,1} and sets fé = f& Yo,

&= fl-yo, and . = fr-ys, ft = f-yo. C then adds (f5,6¢), (f&,6¢4) € Lg and (fr,6%), (fF,0%) € Ly
following the above rules on group actions. At this point, C returns (6¢,d¢, 6%, 6%) to A who returns 3’
and abort. Let v = (a7, d, yo, y1) denotes the vector consisting of variables over which the polynomials are

defined. Now the simulator chooses at random o*,v*, 8%, y§, v} & Zy. Let v* = (a*,v*,0%,y§,y7). C assigns
v* to the variables of v. The simulation provided by C is perfect unless for some i, j < 1, any of the following
holds.

1. fa:(v*) = fa,;(v*) =0 for some i # j but fo; # fa, ;-
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2. fui(v*) = fu,;(v*) =0 for some i # j but fu; # fu ;.
3. fri(v*) — fr;j(v*) =0 for some i # j but fr; # fr,;-

We use Bad to denote the event that at least one of the above holds, and we’ll try to bound the probability
of Bad. If Bad does not happen, then the simulation was perfect. So if Bad, does not happen, A has no
advantage in guessing 8’ over a random guess. Precisely, Pr[8 = §’|-Bad] = 1/2. To see this, observe that
all variables except ys and y;_g are independent of the bit 8. Assume yg = r and recall A has access
to all the lists (Lg, Ly, Lr) and gets (&’G,Ug,&%,&%) as its challenge where (f,55), (f4,6%) € Lg and
(f{p,ﬁ/T),( #,6%) € Ly. Observe that, f&, ,fT,fT are respectively a*ygs, v*ygsPs(a*), y5s and 6*yjs
Where Pg(a) is a polynomial of degree at most n. It is clear that f{p is a two-degree polynomial and f¥
is a three-degree polynomial defined in the group Gt but both fé and fg are polynomials of degree three
or higher. To compute such f’T and f%, we mention that A4 can use the polynomial lists Lg and Ly and
challenge polynomials fé; and fg Indeed, composing fé and fg with Lg and Ly results in polynomials of
three or higher degree. Those three-degree polynomials which can only be computed does not involve §*ygs.
Thus, the best A can do is to output its guess 8’ at random and subsequently Pr[8 = §’ : —Bad] = 1/2.

Now, we show that the probability that Bad happens is negligible. This is where we utilize the result
on random assignment of polynomial due to Schwartz [Sch80]. Roughly speaking, the result states that for
an n-variate polynomial F(z1,...,2,) € Zy[X1,...,X,] of degree d, a random assignment x1, ...,z & Z,
make the polynomial F' evaluate to zero with probability at most d/p. For fixed ¢, j, fa;— fc,; is a polynomial
of degree at most n + 2, hence zero at random v* with probability at most "TfQ. For fixed i, j, fu: — fu,;
is a polynomial of degree at most n, hence zero at random v* with probability at most %. For fixed 14, 7,
fri — fr,; is a polynomial of degree at most n(n + 2), hence zero at random v* with probability at most
"(””) . There are totally (%¢), (“2), (’Z’T) pairs of polynomials from Lg, Ly and Ly respectively. Note
that A is allowed to make at most m queries we have. Thus, ¥g + g + ¥r < m + 4n + 4. Then,

r) 2.n2+4n—|—2

Pr[Bad] < (“¢)(n+2)/p+ (% )n/p+ (% )n(n+2)/p < (m+4n+4) %

Now, a simple argument shows that,

Pr[3 = §'] = Pr | = §'|-Bad] Pr [~Bad] + Pr[3 = §'|Bad] Pr [Bad]
< Pr[B = f/|-Bad| (1 — Pr[Bad]) + Pr[Bad]

1 1

Also,
Pr[3 = p'] > Pr[8 = 3'|-Bad] (1 — Pr[Bad]) = % - %Pr [Bad]

. This two results were combined together to gives us

cpap
Adv .A bedp

1|  Pr[Bad 244n+2
Pr[ﬁzﬁ’]—’SI[Qa]S(m—i—éln—i—zl)Q-W.

O

7.2.4 Message Indistinguishability from Unprivileged Users The message indistinguishability from
an unprivileged user is the first and foremost security guarantee we need from any variant of BE. Below we
describe the cpay, security of our construction.

Theorem 11. Let A be a ppt adversary breaking the cpay security of bedp with non-negligible advantage

then there exists a ppt adversary B that breaks the waABDHE assumption in PG = (p, g, h, G, H, G, e) <
PBGen with non-negligible advantage.
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Proof. Let A be a cpay adversary as described in section breaks the message indistinguishability from
an unprivileged user of bedp. We would argue that, if such an adversary A exists, then we can construct
another ppt adversary B which will solve g-waABDHE problem.

Let B has the problem instance,

9 9 )

(g, 7, g 1>, g%, g™ R R T e et e 7) e GR x 2! x Gy

problem is to decide Z = e(g*, h)*"" or Z = e(g,h*)*""" or a random element from G, where g & G,h &
H, a,x & 72,

For convenience we would refer ¢* = ¢’ and h* = h’. Simulation for A is as follows.

Setup: We would assume that in bedp, the maximal size of the set of receiver is n and g > 2n.

— Sample ~v & L.
n—1
— i . _ _ 1 $ *
— Set P(z) = i;) Bo,ix"; Q(x) = zP(x) + Bo and f(z) = 7T where (o, Bo < Zj.
— Also set u = g2 z = bRy = ¢ and u®" = ¢g* QM > = gazﬂ"’ for ¢ € [n].
Publish pk = (g, h,u,v,9% ...,9% R, ... h®" u®, ..., u®" v ...,v*", f(z)). Note that B can compute

n—1
S Bo jai+.7’+1

i ;n-l i+ i i
u® = ghoe" T (¢9° +J+1)5"J = gi=0 gt = go'Q@) As P(x),7, Bp were chosen randomly so the
j=0
simulated pk and and the one in the original scheme follows the same distribution. Hence the simulation is
perfect.

Query phase 1: A adaptively issues key generation queries for the ID’s of his choice. Simulate the secret
key sk; for ID; as follows.

n—2

- Set CZ(I’) = Z ﬂi7j13j and Dl(l') = I(I — IDl)Cl(IL') +51 Where 5i,j35i i Z;
7=0

— Compute SkIDi = (Ski)l, Ski)g,ski’g,skiA) as,

1

skin = (@)

k RQ() skio = —D;(ID;) = —p;
S 1’3 =

skiss = (wi = WP = D) = e D))

1
skiy = (% PEHOTIPIC)) T

Two things are left to show that adversary can compute sk; in this way and the computed sk; is a valid
sk;. The first condition can be verified as follows,

n—2

==

n—2 ‘ AN 1
§=0

Ski’z = —IDZ(IDZ — IDZ)CZ({E) — BZ = ﬁz

n—1 v n=l IV EE!
Ski73 — pbo H(hajﬂ)ﬁovi _ hjZ::o Bo,;o” TH 460 _ paP@+8 _ Q@) _ ,
=0
1
n—1 s, o n=2 1\ 5, 1
Ski74 — H hﬁﬁoqjaj . H pBii(a—ID;)a’ — (hﬁP(a)-ﬁ—(a-&-IDi)Ci(a)) v
j=0 3=0

k k n2 jrkt2\ Bid j+kt1\ L DibBij k
w® = hfie H (ho‘ ) (ho‘ ) = h* Pil@) where i € [n] and 0 < k < n.
=0
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It is easy to see that B can compute this using the values provided in the problem instance. The only thing
left to show is that the simulation is correct. This can be verified as follows,

D, (a)—8; D;(x)—D;(ID;)

1
Ski71 — (hCi(oz)) — hav(@-TD;) — J an(a=1D;) _ (withi(IDi)> av(a—1D;)

skip = —D;(ID;) = —ID;(I1D; — I1D;)Ci(z) — B; = —f3;

2=

Ski73 = hQ(a)
a ZEa(a i 1
skig = (h%(Q(a)*ﬁo)JrDi(a)*ﬁi) a7 _ hw _ (Zf(ski,z)wZ) a7
Ski75 = {wz — hDi(OL)’inL _ hDADi(a)7 - .,wioén _ ha"Di(a)}'

Now the distribution of sk; also follows the distribution of the original construction as P(z), 8o, Ci(z), Bi, v
for i € [n] are randomly chosen.

Challenge: A sends (S*, My, M;) to B where the identities of S* were never queried in phase 1. B choses
b {0,1} and sets,
cth =771 cty = ()

q a —1Dy)-
Cté =M, - ZBD A e(gP(a)’h/a +2) Ctﬁl _ (g/a +2)’Y1‘,el_sl'*(a )

_qit?

It is easy to verify that B can simulate this from the problem&nstance it got. We need to verify that the
simulation is correct. Let s’ = log, ¢’ - ™! now if Z = e(u, R)*"" then,

adt2

ct) =e(g', )" =elg,h)™; cty=(g)
cty = My e(g? ), W) = My - e(u, h)*

, + N I1 (a=1ID;) N 11 (e=ID;)

ot = (QS a) AL _ (vs )s .

Now as log, g', @ were randomly chosen so s’ is also random and follows the same distribution as the original
scheme.

Query phase 2: A adaptively issues secret key query of ID; ¢ S* and B simulate and send sk; same as
query phase 1.

Guess: A stops and outputs b’ € {0,1}. If ¥’ = b, B outputs 1 indicating Z = e(g’,h)o‘q+1 else outputs 0.
Now, the advantage of B in the waABDHE game (we denote it by Pr [B""aABDHE = 1], which means B given
the waABDHE instance outputs 1) is same as the adversary A guessing b with probability anything other
than guessing randomly. So,
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Pr [B'eABDHE _ 1] > Py [AP = 1]
Pr [B"ABPHE . 1] > Pr [APY = 1|1Z = ¢ Pr [Z = g*']

+> Pr AT =112 & 6| Pr (2 & 6
p—1

1 -1
P [ = 112 = 5] < |Pr [BA00E  1) - 2L [z = 11z & |

— 3

~Pr [,AEZZI; =1|Z = g“b] <

waABDHE p—1
Pr[B = 1] o ‘

— 3

EPI" (AR = 1|Z = g*] < |Pr [B*APPHE = 117 = ¢**] Pr [Z = ¢*']

+> Pr [BWBABDHE =1z & G} Pr [Z & G] _r—1

p—1
1 1
Pr [BwaABDHE = 1|Z — gab] 4 (p _ 1) ( _ > ’

cpay waABDHE
AdVA,bed’p < Advyg

Pr [,AEZZL; =1|Z = g“b] <

8 Conclusion

In this paper, we have shown the limitations of the existing works. Precisely, we found security issues in
all of them. We formalized the definition of broadcast encryption with dealership and introduced a security
requirement necessary in the real world. We propose three new constructions that achieve security guarantees
required from a broadcast encryption with dealership to be deployed in real life. The three constructions,
in a way, suggest a trade-off in terms of parameter size, efficiency and security. In this work, we only
have considered semi-honest but curios adversaries without any collusion across entities. For possible future
work, we suggest removing these restrictions without hampering the efficiency. Moreover, due to the highly
interactive nature of BED, we could only achieve some of the proofs in the generic group model. We put
forward the suggestion of getting standard assumption-based proof as another possible future work.
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A Weaker asymmetric augmented bilinear Diffie-Hellman assumption

Weaker augmented bilinear Diffie-Hellman problem was introduced by [RWZ12]. It says, let BG = (p, g,G, Gr,€e) &
BGen be a symmetric bilinear pairing where G and G is cyclic group of prime order p, and e : G x G — Gp
is a Type-1 pairing. Then the wABDHE assumption is the following.

adt? adtt

Definition 7. Given (p,g,go‘7 9% () ey (g’)o‘Qq,Z) € G2+ x Gr decide Z = e(g,9') or

a random element from G, where g an ¢’ are two random generators of G.
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For any adversary A the advantage of solving wABDHE is the following,

n +2 2 41
Advv.l\/:\gGDel:E Z:‘Pl" {A (g’gaw”’ga ;glv(g/)aq 7”'7(9/)& ’ (97 oﬂ )}
adt? ‘

fPr{A(g,ga7--~,ganaglv(9/) s (9 YEGT) }

To justify the assumption, we give a formal proof in Theorem The proof requires us to use a lemma
from [CM11]. We state the said lemma in Lemma [ for completeness and omit the proof here. For a formal
proof of Lemma [4] the reader is requested to check [CM11].

Lemma 4. Let g,h', h be generators of G, H' and H where g = (') and h = (p(h'))'/¢ for some c € Zy,
then €' (g, h') = é(g, h)*¢, where ¢ and p are two efficiently computable isomorphism with p(h') = h¢.

Theorem 12. Let there exists a ppt adversary A that solves waABDHE problem in PG = (p, g, h, G, H,Gr, €) &
PBGen with non-negligible advantage then there exists an ppt algorithm B that can break wABDHE problem

in BG = (p,g,G,Gr,e) & BGen with non-negligible advantage.

Proof. An wABDHE adversary B would try to use waABDHE adversary A as subroutine. Given a problem
instance (g,go‘, g™ g () (), Z) € G297t x Gp, B simulate A as follows. B finds a group
H' isomorphic to G, where 1) : G — H' is the isomorphism. B can find such isomorphism is polynomial time.
Let b’ = ¢(g’). Now re-arranging the problem instance we get,

n +2
(97 ga? A ,ga 7h/ (hl)aq
The map e induces €’ : G x H' — G in a natural way, €'(g,h’) = e(g,v~ (h')) = g;, where b’ € H', ¢; € Gr.
The isomorphism 1) forces €’ to be onto. A trivial consequence of defining e’ this way makes €’ bilinear, non-

Qi t? ,7(h/)“2q7 Z) € G+ x (H')? x Gr,

L (B Z) € G x (H')? x G-

degenerate and computable. Now given A (g, g%, ..., g% 1, (W)

B outputs the same as A outputs.

Now the problem instance for A, €’ is a Type-2 pairing. Only thing left to show that we can convert a
Type-2 instance to a Type-3 instance in a natural way. This part follows trivially from Lemmal[d] Chatterjee
and Menzes in their paper [CM11] argued that any cryptographic protocol describe using a Type-2 pairing
and corrosponding hard problem instance can naturally be converted in to Type-3 pairing and the hardness
assumption in Type-3 is equivalent to the one used in Type-2. O
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