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Abstract. In this work, we propose the first identity-based matchmak-
ing encryption (IB-ME) scheme under the standard assumptions in the
standard model. This scheme is proven to be secure under the symmetric
external Diffie-Hellman (SXDH) assumption in prime order bilinear pair-
ing groups. In our IB-ME scheme, all parameters have constant number
of group elements and are simpler than those of previous constructions.
Previous works are either in the random oracle model or based on the
g-type assumptions, while ours is built directly in the standard model
and based on static assumptions, and does not rely on other crypto tools.

More concretely, our IB-ME is constructed from a variant of two-
level anonymous IBE. We observed that this two-level IBE with anonymity
and unforgeability satisfies the same functionality of IB-ME, and its secu-
rity properties cleverly meet the two requirements of IB-ME (Privacy and
Authenticity). The privacy property of IB-ME relies on the anonymity
of this two-level IBE, while the authenticity property is corresponding
to the unforgeability in the 2nd level. This variant of two-level IBE is
built from dual pairing vector spaces, and both security reductions rely
on dual system encryption.

Keywords: Matchmaking encryption - Identity-based encryption - Stan-
dard assumptions - Standard model

1 Introduction

Matchmaking Encryption (ME) is a new form of encryption proposed by Ate-
niese et al. [3] in Crypto 2019, in which both the sender and the receiver (each
with its own attributes) can specify fine-grained access policies the other party
must satisfy in order for the message to be revealed. Using ME, a sender with
attributes o € {0,1}* encrypts messages after generating the policy R of the
intended receiver, and a receiver with attributes p € {0,1}* obtains a decryp-
tion key dks from an authority before decrypting the ciphertext from a sender
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satisfying the specified policy S. This receiver will correctly decrypt the cipher-
text and obtain the message if and only if the sender’s attributes ¢ match the
policy S specified by the receiver, and at the same time the receiver’s attributes p
match the policy R specified by the sender. The implementation of matchmaking
encryption in an identity-based setting is dubbed identity-based matchmaking
encryption (IB-ME), where both the sender and the receiver specify a single
identity instead of general policies.

Differently from ME, each identity is chosen by the sender or receiver on
the fly without talking to the authority in an identity-based setting. Now each
identity x € {0,1}* will represent an access policy A, which means that we use
snd and rcv to represent the target policies S and R specified by the receiver and
the sender, respectively. The sender’s identity o € {0,1}* and its target policies
rcv can be embedded in the ciphertext. The receiver with an identity p can now
additionally specify a target identity snd € {0,1}* on the fly, and obtain the
correct message as long as the sender’s identity ¢ match the receiver’s policy
snd and vice-versa (i.e., p = rcv and o = snd). From this perspective, IB-ME
can be considered as a more expressive version and generalization of anonymous
identity-based encryption, in which both the sender and the receiver can specify
a target communicating entity in a privacy-preserving manner.

Ateniese et al. [3] provide generic frameworks for constructing ME from func-
tional encryption and propose the first IB-ME scheme with provable security
under the bilinear Diffie-Hellman (BDH) assumption, but in the random oracle
model. They also deploy experiments to prove their construction is practical and
created an anonymous bulletin board over a Tor network. Following their work,
Francati et al. [15] give the first IB-ME construction satisfying privacy in the
plain model (without random oracles), but based on g-ABDHE assumption and
non-interactive zero-knowledge (NIZK) proof systems. Meanwhile, they exhibit
a generic transform taking as input any private IB-ME and outputting an IB-
ME satisfying both enhanced privacy and authenticity. These leave the following
problem:

Can we construct IB-ME under the standard assumptions
in the standard model?

1.1 Owur Results

In this work, we present the first IB-ME scheme under the standard assumptions
in the standard model. This scheme is based on the SXDH assumption in prime
order bilinear pairing groups. The construction is direct and does not rely on
other cryptographic tools such as non-interactive zero-knowledge proof systems.
We summarize existing IB-ME schemes in Table 1 and several salient features
of this work from the following two aspects:

— First, we adopt a variant of two-level IBE with anonymity modified from
Chen’s anonymous IBE and signature scheme [12] to form our construction.
This two-level IBE with anonymity and unforgeability satisfies the same
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Reference Model Assumption
AFNV19 [3] Random Oracle BDH
FGRV21 [15] Standard q-ABDHE-+NIZK

Ours Standard SXDH

Table 1. Comparison with existing IB-ME schemes

functionality of IB-ME, and its security properties cleverly meet the two
requirements of IB-ME (privacy and authenticity). The privacy property of
IB-ME relies on the anonymity of the 1st level IBE, while the authenticity
property is corresponding to the unforgeability in the 2nd level. The usage
of this variant of two-level anonymous IBE allows our scheme to technically
ensure that the identities chosen by the sender and receiver can be checked
simultaneously without revealing any information other than whether the
match is successful or not.

— Second, this variant of two-level IBE is built from Okamoto and Takashima’s
dual pairing vector spaces [24] and its security reductions rely on Waters’s
dual system encryption [31]. During the security proof process, we draw
on the idea of delegation functionality in Okamoto and Takashima’s hierar-
chical inner-product encryption [25] and slightly extended the dual system
methodology to fit our IB-ME scheme. We rely on an information theoretic
argument instead of computational arguments in the final step of the proof.
This is the first work to build identity-based matchmaking encryption by
combining dual pairing vector spaces and dual system encryption under the
standard assumptions.

1.2 Technical Overview

To achieve the above results, we propose a new technique for designing IB-ME
schemes, its construction is straightforward and does not rely on other crypto
tools. More concretely, we present a variant of two-level IBE with anonymity
and unforgeability that satisfies the same functionality of IB-ME. Moreover,
its security properties cleverly meet the two requirements of IB-ME (privacy
and authenticity). An IB-ME scheme consists of five algorithms, namely Setup
that generates the master public key mpk and master secret key msk, SKGen
that generates the encryption key ek, using the sender’s identity o, RKGen
that generates the decryption key dk, using the receiver’s identity p, Enc that
encrypts the message using ek, and a target identity rcv, and Dec that decrypts
the ciphertext using dk, and a target identity snd. Decryption can be successful
if and only if the attributes of the sender and receiver satisfy the target identity
respectively, i.e. ¢ = snd A p = rcv. At the same time, an IB-ME should satisfy
two main security properties: privacy and authenticity [3].

Informally, in this variant of two-level IBE, the algorithms RKGen and Enc
associated by identities p and rcv are the first level, while the second level con-
sists of the algorithms SKGen and Dec associated by identities o and snd. The



4 J. Chen et al.

...........................................

1st level

2nd level

Auth

Priv

Fig. 1. Security requirements of IB-ME

privacy property of IB-ME relies on the anonymity of this 2-level IBE, while the
authenticity property is corresponding to the unforgeability in the 2nd level as
all shown in Fig. 1. Decryption can only be done when both levels are matched
successfully. Different from IBE, a part of the two keys ek, dk, need to be gen-
erated from msk, and each identity-related parameter needs to be generated
separately. More concretely, it can be observed that in game G'};Z”V(/\) defin-
ing privacy, the adversary outputs two sets of challenge pairs (mq, rcvg, o) and
(mq,rcvy, 01) after querying oracles, and then outputs b’ for guessing. In game
GiEaA”th()\) defining authenticity, the adversary is actually similar to being unable
to forge a ciphertext ct about the message m. The former can be considered as
a property of anonymity, while the latter generates an unforgeable signature.
Therefore, a two-level anonymous IBE (a signature scheme can be derived from
the same IBE) can be used to instantiate this construction and can achieve the
security requirements simultaneously.

Our first thought was to use Lewko-Waters composite order IBE scheme [20]
for the advantage of its efficiency and shorter parameters, but in view of its
difficulty in extending to high-dimensional spaces, we finally decided to choose
the prime-order group IBE scheme based on DPVS as the basis of our construc-
tion. Meanwhile, since a part of the decryption key dk, needs to be generated
from msk, we borrow some ideas from constructing hierarchical inner-product
predicate encryption. Specifically, Chen’s anonymous IBE [12] and Okamoto and
Takashima’s HIPE [25] together form the blueprint of this variant of two-level
IBE. Thus the message and all identities can be hidden in the high-dimensional
basis vectors of the linear subspace. As for security, the privacy property is consis-
tent with proving the full security and anonymity of the 1st level IBE through the
dual system encryption methodology. When proving the authenticity property
which is similar to the unforgeability of signatures, we make a transformation
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from IB-ME to IBE and land it on the security of this IBE system. The rest of
the proof is similar to that in [12,18].

1.3 Related Work

The idea of using some unique information about the identity of a user as his
public encryption key was conceived by Shamir [29] in 1984 and is known as
Identity-Based Encryption (IBE). In an identity-based encryption system, a
sender who has access to the public parameters can encrypt a message using
the target receiver’s identity, and the ciphertext can only be decrypted by a re-
ceiver who satisfies this identity. We now have constructions of IBE schemes from
a large class of assumptions, namely pairings, quadratic residuosity and lattices,
starting with the early constructions in the random oracle model [7,14,16], to
more recent constructions in the standard model [5,6,9,2,13].

In order to overcome the limitations of partitioning [30], Waters presented a
new methodology dubbed dual system encryption [31] for obtaining fully secure
IBE and HIBE systems from simple assumptions. It was further developed in sev-
eral subsequent works [20,21,22,23] by Lewko and Waters to enhance the security
and the efficiency. Most of these works have used composite order groups as a
convenient setting for instantiating the dual system, but with the introduction of
dual pairing vector spaces (DPVS) by Okamoto and Takashima [24,25,27], which
is a brand new technique based on bilinear pairing groups of prime order, some
practical and flexible works emerged. A number of functional encryption schemes
[19,26,28,12] that intelligently combine dual system encryption and DPVS have
a better performance. Then Lewko et al. successfully explored a general frame-
work [18] based on pair encoding [4] summarized by Attrapadung for converting
composite order pairing-based cryptosystems into prime order settings and ob-
tained fully secure IBE and HIBE schemes. Chen et al. presented a modular
framework [10] based on predicate encodings [32] proposed by Wee for the de-
sign of efficient adaptively secure attribute-based encryption (ABE) schemes for
a large class of predicates under the standard k-Lin assumption in prime-order
groups and obtained concrete efficiency improvements for several ABE schemes.

The notion of IB-ME proposed by Ateniese et al. in [3] is a generalization
of IBE where the sender and the receiver can both specify a target identity.
Following their works, Xu et al. [33] proposed matchmaking attribute-based
encryption by extending the IB-ME scheme, and apply it to construct a secure
fine-grained bilateral access control data sharing system in cloud-fog computing.
They also introduced a new cryptographic tool called lightweight matchmaking
encryption [34] and constructed a secure cloud-fog IoT data sharing system with
bilateral access control.

Organization : The rest of this paper is organized as follows: Section 2 introduces
the necessary preliminaries on dual pairing vector spaces and SXDH assumption.
We give the definitions of IBE and recall the syntax and security of IB-ME in
Section 3. We detail our scheme and prove its security in Section 4. A brief
conclusion and future works are in Section 5.
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2 Preliminaries

In what follows, we first introduce some notations used in this work. Then we
give a few preliminaries related to groups with efficiently computable bilinear
maps and define the Symmetric External Diffie-Hellman assumption.

Notation: If S is a finite set, then r £ S denotes sampling 7 uniformly at
random from S. If f is an algorithm or function, then y + f(x) denotes the
output of this algorithm with = as input. y := = denotes that y is defined or
substituted by x. Unless otherwise specified, algorithms in this work are ran-
domized and PPT stands for probabilistic polynomial time. We use lowercase
letters (e.g., 7, s,t) to denote elements in vectors or matrices, bold lowercase
letters (e.g., by, d2, f;) to denote vectors and bold uppercase letters (e.g., A) to
denote matrices. We say a function e()) is negligible in A, if e(\) = o(1/A°) for
every ¢ € Z, and we write negl(\) to denote a negligible function in .

2.1 Dual Pairing Vector Spaces

Our constructions are based on dual pairing vector spaces proposed by Okamoto
and Takashima [24,25]. In this work, we concentrate on the asymmetric version
[26]. We only briefly describe how to generate random dual orthonormal bases.
See [24,25,26] for a full definition of dual pairing vector spaces.

Definition 1 (Asymmetric bilinear pairing groups). Asymmetric bilinear
pairing groups (q,G1,Ga,Gr,91,92,€) are a tuple of a prime q, cyclic (multi-
plicative) groups G1,Go and Gr of order q, g1 #1 € G1, g2 # 1 € G, and a
polynomial-time computable nondegenerate bilinear pairing e : G1 X Gog — G

i.e., e(g5,95) = e(g1,92)°" and e(g1,92) # 1.

In addition to referring to individual elements of G7 and G2, we will also consider
“vectors” of group elements. For v = (v1,...,v,) € Zy and gg € Gpg, we write
g to denote an n-tuple of elements of G for B =1, 2:

v V1

95 = (95", 95")
For any a € Zq and v, w € Zj/, we have :

avy avn) vi+w ( v twi Un+wn)
) . :

95" ::(95 yo598 95 93 yo1 98

Then we define

n

e(gY,93) = [ [ e(gt". g57) = elgr. g2)"™.
=1

Here, the dot product is taken modulo q.
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Dual Pairing Vector Spaces. For a fixed (constant) dimension n, we will choose
two random bases B := (by,...,b,) and B* := (bj,...,b}) of Z, subject to
the constraint that they are “dual orthonormal”, meaning that

b, - bj, = 0(mod q)

whenever j # k, and
b; - b} =1 (mod ¢q)
for all j, where v is a random element of Z,. We denote such algorithm as
Dual(Zy).
Then for generators g1 € G1 and g2 € Ga, we have

b, bj
e(g17,9,") =1

whenever j # k, where 1 here denotes the identity element in Gr.
More generally, we can sample multiple tuple of “dual orthonormal” bases.

Namely, for fixed (constant) dimension nq, ..., nq, we will choose d tuples of two
random bases B; := (by,..., by, ;) and B} := (bj;,..., b} ;) of Zyi, subject

to the constraint that they are “dual orthonormal”, meaning that
bji - by ; = 0(mod q)

whenever j # k, and
b;;- b;)i =1 (mod q)

for all j, where v is a random element of Z,. We denote such algorithm as
Dual(Zy*, ..., Zy).
2.2 SXDH Assumptions

Definition 2 (DDH1: Decisional Diffie-Hellman Assumption in G).
Given a group generator G, we define the following distribution:

G = (4. G1, G2, Gr, g1,92,¢) & 6,
a,b,c & 7,
D= (G;gl,gg,g?,g'f).
We assume that for any PPT algorithm A(with output in {0,1}),
AdVEP (V) = |PrLA(D, gi*)] — PrlA(D, g7"*)]|.
s negligible in the security parameter .

The dual of above assumption is Decisional Diffie-Hellman assumption in Go
(denoted as DDH2), which is identical to Definition 2 with the roles of G; and
G- reversed. We say that:

Definition 3. The Symmetric External Diffie-Hellman assumption holds if DDH
problems are intractable in both G1 and Gs.
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2.3 Subspace Assumptions via SXDH

In this subsection, we present subspace assumptions derived from the SXDH
assumption. We will rely on these assumptions later to instantiate our encryption
schemes. These are analogues of the DLIN-based Subspace assumptions given in
[11,18,26].

Definition 4 (DS1: Decisional Subspace Assumption in G;). Given a
group generator G(-), define the following distribution:

R
G:= (q7G17G2;GT79179256) — g(l)\)7
(B’B*) ﬁ Dual(ZéV);T157—27,u17/J“2 (E an

bl +psbi b tpabl
Ul.fgz 7"'7UK'*92 ’

._ ,T1b1 ._ ,T1bk
Vi=gth, ., Vk =g ,

. Tibi+mebr i ._ Tibrg+T2bak
Wi =g, v, Wi = g7* ,

D := ((Gr;g;);,...,g;);‘,g];;K“,...,95%79?17...,g{’N7U1,...,UK7M2)
where K, N are fized positive integers that satisfy 2K < N. We assume that for
any PPT algorithm A (with output in {0,1}),

AdVEPT(N) == |PrLA(D, Vi, ..., Vi) = 1] — PrlA(D, W1,. .., Wg) = 1|
is negligible in the security parameter .

For our construction, we only require the assumption for K = 4 and N = 8.
Furthermore, we do not need to provide ps to the distinguisher. Informally, this

. R
means that, given 7, 7o, p1, 2 < Z4 and

__pibi+usbg __pibs+usbg __pibz+usby __pibz+tusbg
Ul_g2 7U2_92 5U3_92 7U4_92 )

the distributions (Vi, Va, Vs, Vy) and (Wq, Wy, W3, W) are computationally in-
distinguishable, where:
1% :g‘lflbl Vy :g?b2 Vs :gglbs v, :g’lflb4.

_ ,T1ibi+72bs _ ,T1ba+T12bg _ ,Tibs+72by _ ,Tiba+T12bsg
W1—91 7W2—g1 5W3_gl aW4—91 .

Lemma 1. If the DDH assumption in G1 holds, then the Subspace assumption
in Gy stated in Definition 4 also holds. More precisely, for any adversary A
against the Subspace assumption in Gi, there exist probabilistic algorithms B
whose running times are essentially the same as that of A, such that

AdvEPT(N) < AdvRPHE(N).
Proof. Detailed proofs can be found in [11].

The dual of the Subspace assumption in G; is Subspace assumption in Go (de-
noted as DS2), which is identical to Definition 4 with the roles of G; and Gs
reversed. Similarly, we can prove that the Subspace assumption holds in G5 if
the DDH assumption in G5 holds.
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2.4 Statistical Indistinguishability Lemma

We require the following lemma for our security proofs, which is derived from
[26].

Lemma 2. For p € Zg, let C), := {(x,v)|x~v:p,07éx,07évEZI}}. For

all (x,v) € Cp, for all (z,w) € Cp, and A £ Zy*"™ (A is invertible with
overwhelming probability),

PrixA" =z A vVA™' =w] =

#Cp

3 Identity-Based Matchmaking Encryption

In what follows, we first recall the definitions of identity-based encryption and
signatures. Then we introduce the definition of identity-based matchmaking en-
cryption presented in [3].

3.1 Identity-Based Encryption

In the IBE setting, a functionality F is defined over a key space and an index
space using sets of identities. The key space K and index space Z for IBE then
corresponds to all identities id. Here

> if id' =id
F(id, (id',m)) :== {m e
1 otherwise.
An Identity-Based Encryption [7] scheme consists of following four algorithms:
Setup, KeyGen, Enc, and Dec.

— Setup(A) — (pp, mk): The setup algorithm takes in the security parameter
A, and outputs the public parameters pp, and the master key mk.

— KeyGen(pp, mk,id) — skig: The key generation algorithm takes in the public
parameters pp, the master key mk, an identity id and produces a secret key
skig for that identity.

— Enc(pp,id,m) — ctiq: The encryption algorithm takes in the public parame-
ters pp, an identity id, a message m and outputs a ciphertext ct;q encrypted
under that identity.

— Dec(pp, skid, ctia) — m: The decryption algorithm takes in a secret key skiq,
and a ciphertext ctiq, and outputs the message m when the ctjq is encrypted
under the same id.

The security notion of anonymous IBE was formalized by [1], which is defined
by the following game, played by a challenger B and an adversider A.

— Setup: The challenger B runs the setup algorithm to generate pp and mk. It
gives pp to the adversary A.
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— Phase 1: The adversary A adaptively requests key for identities id, and is
provided with corresponding secret key skiq, which the challenger B generates
by running the key generation algorithm.

— Challenge: The adversary A gives B two challenge pairs (my, idy) and (my,id7).
The challenge identities must not have been queried in Phase 1. The chal-
lenger B sets # € {0,1} randomly, and encrypts mg under idg by running
the encryption algorithm. It send the ciphertext to the adversary A.

— Phase 2: This is the same as Phase 1 with the added restriction a secret key
for idy, id] cannot be requested.

— Guess: The adversary A must output a guess 8’ for 3.

The advantage Adv'3-(\) of an adversary A is defined to be Pr[3’ = ] — 1/2.

Definition 5. An Identity-Based Encryption scheme is secure and anonymous
if all PPT adversaries achieve at most a negligible advantage in the above security
game.

Remark 1: The security notion of non-anonymous IBE is defined as above with
restriction that idg = id7.

3.2 Signature Schemes

A signature scheme is made up of three algorithms, (KeyGen, Sign, Verify) for
generating keys, signing, and verifying signatures, respectively.

— KeyGen(1%) : The key generation algorithm takes in the security parameter
1%, and outputs the public key pk, and the secret key sk.

— Sign(sk, m) : The signing algorithm takes in the secret key sk and a message
m, and produces a signature o for this message.

— Verify(pk,o,m) : The verifying algorithm takes in the public key pk and a
signature pair (o,m), and outputs valid or invalid.

The standard notion of security for a signature scheme is called existential
unforgeability under a chosen message attack [17], which is defined using the
following game between a challenger C and an adversary A.

— Setup : The challenger C runs the key generation algorithm to generate pk
and sk. It gives pk to the adversary A.

— Query : The adversary A adaptively requests for messages my,...,m, €
{0,1}*, and is provided with corresponding signatures o1, ..., o, by running
the sign algorithm Sign.

— Output : Eventually, the adversary A outputs a pair (o, m).

The advantage Advi{g()\) of an adversary A is defined to be the probability that
A wins in the above game, namely

(1) m is not any of mq,...,my;
(2) Verify(pk, o, m) outputs valid.



Identity-Based Matchmaking Encryption from Standard Assumptions 11

Definition 6. A signature scheme is existentially unforgeable under an adap-
tive chosen message attack if all PPT adversaries achieve at most a negligible
advantage in the above security game.

We assume that for any PPT algorithm A, the probability that A wins in the
above game is negligible in the security parameter 1*. We note that the security
of the signature scheme can follow from the security of IBE scheme by applying
Naor’s transform [7,8].

3.3 Syntax of IB-ME

In IB-ME, attributes and policies are treated as binary strings. We denote with
rcv and snd the target identities or policies chosed by the sender and the receiver,
respectively. We say that a match (resp. mismatch) occurs when o = snd and
p = rcv (resp. o # snd or p # rcv). The receiver can choose the target identity
snd on the fly. More formally, an IB-ME scheme is composed of the following
five polynomial-time algorithms:

— Setup(1*) — (mpk, msk): Upon input the security parameter 1%, the ran-
domized setup algorithm outputs the master public key mpk and the master
secret key msk.

— SKGen(mpk, msk, o) — ek,: Upon input the master secret key msk and the
identity o, the randomized sender-key generator outputs an encryption key
ek, for o.

— RKGen(mpk, msk, p) — dk,: Upon input the master secret key msk and the
identity p, the randomized receiver-key generator outputs a decryption key
dk, for p.

— Enc(mpk, ek,, rcv,m) — ct: Upon input the encryption key ek, for identity
o, a target identity rcv and a message m € M, the randomized encryption
algorithm produces a ciphertext ct linked to both ¢ and rcv.

— Dec(mpk, dk,,snd, ct) — m: Upon input the decryption key dk, for identity
p, a target identity snd and a ciphertext ct, the deterministic decryption
algorithm outputs either a message m or L.

Correctness. Correctness of IB-ME simply says that in case of a match the
receiver obtains the plaintext.

Definition 7 (Correctness of IB-ME). An IB-ME scheme IT =(Setup, SKGen,
RKGen, Enc, Dec) is correct if YA € N, ¥(mpk, msk) output by Setup(1*), Vm €
M, Vo, p,rev,snd € {0,1}* such that o = snd and p = rcv:

Pr[Dec(dk,, snd, Enc(ek,,rcv,m)) = m] > 1 — negl(}\),

where ek, & SKGen(msk, o) and dk, £ RKGen(msk, p).
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3.4 Security of IB-ME

We now define privacy and authenticity of IB-ME. Recall that privacy captures
secrecy of the sender’s inputs (o,rcv,m). This is formalized by asking the ad-
versary to distinguish between Enc(ek,,, rcvg, mg) and Enc(ek,, , rcvy, my) where
(mg, m1, 00,01, rcvg, revy) are chosen by the attacker. The definition of authen-
ticity intuitively says that an adversary cannot compute a valid ciphertext under
the identity o, if it does not hold the corresponding encryption key ek, produced
by the challenger.

Gra" () G (\)

(mpk, msk) & Setup(1*) (mpk, msk) £ Setup(1*)

(mg, ma, rcvg, revy, 0g, 01, St) & A?l’oz(l)‘, mpk) (ct, p,snd) & AO.02 (12 'mpk)

b & {0,1} dk, & RKGen(msk, p)

eky, & SKGen(msk, o) m = Dec(dk,, snd, ct)

ot & Enc(eky, , reve, mp) If Vo € Qo, : (0 #snd) A (m #1)
y & A0 (12 ¢t st) return 1

If(b' =b) return 1 Else return 0

Else return 0

Fig.2. Games defining privacy and authenticity security of IB-ME. Oracles
01, Oy are implemented by SKGen(msk, -), RKGen(msk, -).

Definition 8 (Privacy of IB-ME). We say that an IB-ME II satisfies privacy
if for all valid PPT adversaries A = (A1,Az):

. 1
PG () = 1] - 1| < negl(Y)
where game Gill;_)zﬁv()\) is depicted in Fig.2. Adversary A is called valid if Vp €
Qo, it satisfies the following invariant:

(Mismatch condition) : p # rcvg A p # revy.

Definition 9 (Authenticity of IB-ME). We say that an IB-ME II satisfies
authenticity if for all valid PPT adversaries A:

PrIGTA™(N) = 1] < negl(})
where game Gi}}:aA“th()\) is depicted in Fig.2.

Definition 10 (Secure IB-ME). We say that an IB-ME II is secure if it
satisfies privacy (Def.8) and authenticity (Def.9).
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The Proposed IB-ME Construction

We are now ready to give the concrete construction of our IB-ME scheme.

4.1

Construction

Setup(1*) — (mpk, msk): This algorithm takes in the security parameter 1*
and generates a bilinear pairing G := (¢, G1, G2, G, g1, g2, €) for sufficiently
large prime order g. The algorithm samples random dual orthonormal bases

(D, D*) & Dual(Z$). Let dy, ...,dg denote the elements of D and dj, ..., d§

denote the elements of D*. Let gr := e(g1, g2)991. It also picks a,n & Zq
and outputs the master public key as

d d
mpk = {G;g%,gg,gl Y91}

and the master secret key
de da dF di dn dr
msk := {Oé,777913a9147921a9227923a924}-

SKGen(mpk,msk,o) — ek,: This algorithm picks r ¥id Zg. The encryption

key is computed as
ek, = g?d3+r(ad37d4).

RKGen(mpk, msk, p) — dk,: This algorithm picks s,s1, s2 ¥id Zg. The de-
cryption key is computed as

0k = (hy = gt N TRE o alpdi i ndh ey

Enc(mpk, ek,,rcv,m) — ct: This algorithm picks z vid Zq and forms the
ciphertext as

ot == {C=m-(g7)7, Co = ek - g; T2}
Dec(mpk, dk,,snd, ct) — m: This algorithm computes the message as

C
T e(Coky k) k5L

Correctness: Correctness follows when snd = ¢ and rev = p:

e(Co, k1 - k3™)
nds+r(ocds—da)+z(di+revdz) adi+(si1+s2-snd)(pd] —d3)+s(dz+snddy)

e(gl » 92 )

e(g1,

g2
€lg1, 92

— )nsdg -d3+rs(ods-dj—snddg-d})+azdy-d]+2z(s1+s2-snd)(pdy-d] —revdz-d3)

)nsd3-d§+o¢zd1-d’{ — (gT)ns+az

C _ o om-(g7)*
snd -1 staz —-ns m
e(Co, k1 - k) - k3 (gr)" “9r
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4.2 Security Analysis

As for security, it can be proved that our proposed IB-ME scheme is secure (Def.
10) according to the Theorem 1 and Theorem 2, namely satisfies privacy (Def.
8) and authenticity (Def. 9) simultaneously.

Theorem 1. The proposed IB-ME scheme satisfies privacy under the Symmet-
ric External Diffie-Hellman assumption. More precisely, for any PPT adversary
A breaks the privacy property of our IB-ME scheme, there exist probabilistic
algorithms By, B1,1,B1.2,...,Bu,1, By 2 whose running times are essentially the
same as that of A, such that

AdVEME() < AVBPRE (M) + 3 (AdVEPRR() + AdVEPE()) + (120 + 3) /g

k=1

where v is the mazimum number of A’s key queries.

Proof Outline: There are many similarities between the proof of our scheme and
the anonymous IBE scheme in [11]. We will follow a similar strategy of proving
fully secure anonymous IBE, adopting the dual system encryption methodol-
ogy by Waters [31] to prove that our IB-ME satisfies privacy under the SXDH
assumption. The hardest part of the security proof is how to prove the negligi-
ble gap between two different forms of dk,, especially when it is composed of
three different keys k1, ko and k3. In order to solve this problem, apart from the
concepts of semi-functional ciphertexts and semi-functional keys in our proof,
we introduce the concept of inter-semi-functional secret key and provide algo-
rithms that generate them. More precisely, inter-semi-functional key means that
k1 is semi-functional and ks is normal, while semi-functional key means that
both k; and ks are semi-functional, and k3 always remains the same. We note
that these algorithms are only provided in a sequence of security games for the
proof, and are not part of the IB-ME scheme. In particular, they do not need
to be efficiently computable from the master public key and the master secret
key. Meanwhile, another v games are added into the proof, and for x from 1 to
v, all the decryption keys will be converted into semi-functional keys step by
step according to the sequence of changing normal key to inter-semi-functional
key first in Game,, ; and then changing it to semi-functional key in Game, 2. In
other words, we consider k; and k3 in dk, as two independent keys and generate
their semi-functional keys in the KeyGenSF algorithm respectively. We first
require that the challenger can simulate the two different forms of k;, and then
require it can simulate the two different forms of k; with the adversary. Then,
we adopt the same procedure as in the security model definition, treating the
output of SKGen algorithm as a part of the input to Enc algorithm, from which
the corresponding semi-functional ciphertext is generated.
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KeyGenSF: The algorithm picks s, s1, 2, {8i1}i=5,....8 & Z4 and forms the
inter-semi-functional secret key as

dkE)inter—SF) = { k= ggstl(pd;—d;)+sd;‘;+[55,1d;+se,1dg+37,1d;]’
s2(pd] —d3)+sd} N\87.
k2 =9y ! 2 47 k3 = (gT)s}a (1>

The algorithm picks s, s1, s2, {s; j }i=5,... 8:j=12 yil Z4 and forms the semi-functional
secret key as

SF) . _adi+si(pd] —d3)+sd3z+[s5,1d; +s6,1dg+s7,1d7]
dk$) = { &y = g5 ! s ,

s2(pd] —d3)+sd)+[s5,2d; +s6,2dg+5s,2dg
k2:922( 1 2 4 [525 6,2C6 58,2 8]7 k3:(g7771)5}' (2)

Hereafter we will ignore k3 since it is always correctly generated.

EncryptSF: The algorithm picks z,r, 75,76, 77,78 pia Zq and forms a semi-
functional ciphertext as

._ ndg+r(odz—da)
eky, =g,

C—I—(SF) — {C = - (g%)z CO — eko- . gi’(d]_+l’CVd2)+[7‘5d5+7’6d6+7‘7d7+7‘8d3]

ekg,rcv °

_ gnds +r(ocdg—dg)+z(di+revdz)+[rsds+rede+rrdr+rsds) } (3)
1 .

Hereafter we will ignore C since it is always correctly generated. We observe
that if one applies the decryption procedure with a (inter) semi-functional key
and a normal ciphertext, decryption will succeed because (df,df,d%,d3) are
orthogonal to all of the vectors in exponent of Cy, and hence have no effect on
decryption. Similarly, decryption of a semi-functional ciphertext by a normal key
will also succeed because (ds, dg, d7,dg) are orthogonal to all of the vectors in
the exponent of the key. When both the ciphertext and key are semi-functional,
the result of decryption procedure e(Co,k; - k3') - k3 ' will have an additional
term, namely

5.1+snd-s5.2)ds-di+ +snd- dg-dj+ d~-d%+rg-snd- dg-dj
6(91,92)T5(8 1 85,2) 5-dg 7"6(86,1 56,2) 6'dgTT7S7,1d7-dAe T8 Sg,2dg-dg

_ (rsss,1+76S6,1+1r7s7,1)+snd(r5s5,2+1656,2+7858,2)
= gT .
Decryption will then fail unless r5ss 1+ 66,1 + 7757,1 = 0 (mod ¢) and 75552 +
T6S6,2 + rgss,2 = 0 (mod ¢). If this modular equation holds, we say that this key
and ciphertext pair is nominally semi-functional.

For a probabilistic polynomial-time adversary A which makes v key queries
rcvy, ..., rev,, our proof of security consists of the following sequence of games
between A and a challenger B.

— GameReal: is the real security game.
— Gameyg: is the same as Gamege, except that the challenge ciphertext is semi-
functional.
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— Game, 1: for k from 1 to v, Game,; is the same as Gamey except that the
first k-1 keys are semi-functional, the x-th key is inter-semi-functional and
the remaining keys are normal.

— Game, 2: for k from 1 to v, Game, 2 is the same as Gamey except that the
first k keys are semi-functional and the remaining keys are normal.

— GameFinal: is the same as Game, o, except that the challenge ciphertext is
a semi-functional encryption of a random message in Gp and under two
random identities in Z,. We denote the challenge ciphertext in Gamerina as

CTiilR ,FCVR "

We prove following lemmas to show the above games are indistinguishable by
following an analogous strategy of [12,18,19]. Our main arguments are compu-
tational indistinguishability (guaranteed by the Subspace assumptions, which
are implied by the SXDH assumption) and statistical indistinguishability. The
advantage gap between Gamegea and Gameg is bounded by the advantage of
the Subspace assumption in G;. Additionally, we require a statistical indistin-
guishability argument to show that the distribution of the challenge ciphertext
remains the same from the adversary’s view. For x from 1 to v, the advantage
gaps between Game,. 1 and Game, 1, and between Game, ; and Game, o are
bounded by the advantage of Subspace assumption in Gs. Similarly, we require
a statistical indistinguishability argument to show that the distribution of the
the x-th semi-functional key remains the same from the adversary’s view. Fi-
nally, we statistically transform Game, s to Gamefins in one step, i.e., we show
the joint distributions of

(SF) (SF) (R) (SF)
(mpk, CTekUZ; ,rCVZ’ {dkpz }ée[y]) and (mpk7 CTek‘aRJCVR7 {dkpﬁ }ZE[V])

are equivalent for the adversary’s view.
We let AdvjameR“' denote an adversary A’s advantage in the real game.

Lemma 3. Suppose that there exists an adversary A where |AdvG™ e (\) —
AdVG™(\)| = €. Then there exists an algorithm By such that Adle;Sl()\) =
€—2/q, with K =4 and N = 8.

Proof. By is given

> b

b’ b * bi b b
D = (6;92179227923792479117"'79187U17U27U37U4a/1’2)

along with (71,75,73,74). And in D we have that U; = ggle”Qb;,Ug =
p1bs+p2bg __pwibz4psby _mibi4pusbg . .
95 yUs = g5 yUs = g4 . We require that By decides
whether (T1,T%,T5,T,) are distributed as

(lel T1ba T1b3 le4)

T1b1+712bs
91 591 91 N *

T1b2+T12bg
or (g; ! )

T1bz+T12b7
gl 9

T1ba+T2bg
91 )-

9

By simulates Gameges or Gameg with A depending on the distribution of
(Ty,T2,T5,Ty). To compute the master public key and master secret key, By
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chooses a random invertible matrix A € Zg“. We then implicitly set dual
orthonormal bases D, D* to:

dl = b17~--ad4 = b47 (d5a'~'7d8) = (b57"'7b8)A7
[:=bi,...,dj:=bj, (di,....,d;):= (b5, ...,by) (AT

We note that I, D* are properly distributed, and reveal no information about
A. Moreover, B, cannot generate g, °, gg 5, gg T gg 8, but these will not be needed
for creating normal keys. By chooses random value o,n € Z, and computes

gr := e(g1, g2)91. Tt then gives A the master public key

mpk = { G; g7 g7, 91, 957} .
The master secret key

4 de db i ar d
msk := {a’77,913’914,921a922,923a924}
is known to By, which allows By to respond to all of A’s key queries by calling
the normal key generation algorithm.
A sends By two pairs (mg, revg, o) and (mq, revi, o7 ). By chooses a random
bit 5 € {0,1} and picks 7’ ¥id Zq and then encrypts mg under rev and eka; as
follows:

*
o5

b —1\7’
ekoy =g *(I3" - T )",

b\ ¢ a\z
Ci=mg- (6(T1,921)> =mg - (97)°,

rcv;‘3 T revy

Coi=ékoy Ty T, " = g (T T T T

where By has implicitly set r := r’7; and z := 7. It gives the ciphertext ¢t =
(C,Co) to A.

Now, if (T, T, T5,T4) are equal to (g?bl,g?bZ,g?bs,g?b“), then this is a
properly distributed normal encryption of mg. In this case, By has properly simu-
lated Gamegea. If (11, T, T5,T4) are equal to (g{lbﬁ”bf’,gflb””b‘i, g{1b3+72b7,
gflb“'”bs) instead, then the ciphertext element Cy has an additional term of

T2(b5 + rCVEbg) + T/TQ(O'Eb’{ — bg)

in its exponent. The coefficients here in the basis bs, bg, b7, bg form the vector
m2(1, revy, o, —1'). To compute the coefficients in the basis ds,ds, d7, ds, we
multiply the matrix A ~! by the transpose of this vector, obtaining the new vector
AT (1, rev, o, —r')7. Since A is random (everything else given to A has
been distributed independently of A), these coefficients are uniformly random
except with probability 2/¢ (namely, the cases 7o defined in Subspace problem
is zero, (rs,re,77,73) defined in Equation 3 is the zero vector) from Lemma 2.
Therefore in this case, By has properly simulated Gamey. This allows By to
leverage A’s advantage € between Gameges and Gamegy to achieve an advantage

€ — % against the subspace assumption in G, namely Advggl N =€— %. a
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Game,,

Lemma 4. Suppose that there exists an adversary A where |Adv, " *(X\) —

Adv Game“ "(N)| = €. Then there exists an algorithm B, 1 such that AdvDS2 \) =
e—6/q, with K =4 and N = 8.

Proof. By is given
b
(G gl 791 791 791 792 7~~'79287U17U2;U37U43;u'2)

along with (T},Ty,T5,Ty). And in D we have that U; = ghPr#ebs 1, —
gﬁ“b2+“2b6,U3 = gf1b3+“2b",U4 = gflb“ﬂ‘?bs. We require that B, 1 decides
whether (T1,T5,T5,T,) are distributed as

T1bi+72b;  Tibi+mebg  Tibi+7eb;  Tibj+Tobg

b} b b b
(Tl 2 7 . ‘) or (go 92 )92 92 )-

9o 592 592 ;92

By.,1 simulates Game,-; o or Game, ; with A depending on the distribution
of (Ty,T5,T5,Ty). To compute the master public key and master secret key,
By.,1 chooses a random invertible matrix A € Z;‘X‘l. We then implicitly set dual
orthonormal bases D, D* to:

d1 I:bl,...,d4::b4, (d5,...,d8)I:(bg),...,bs)A,
Yi=bi,...,dj:=bj, (di,...,d}) :=(bi ....b5)(AT!).

We note that I, D* are properly distributed, and reveal no information about
A. B chooses random value o, € Z, and compute gr := e(g1,go)di. It
then gives A the master public key

d, d
mpk := {G;g%,gi’},gll,gl"’}-
The master secret key

4 dz dr ag
msk := {a7791 g ,gg ,92 1922592 }

is known to B, 1, which allows B, 1 to respond to all of A’s key queries by call-
ing the normal key generation algorithm. Since B, 1 also knows g2 , gg , gg , gg ,
it can easily produce (inter) semi-functional keys. To answer the first k-1 key
queries that 4 makes, B, ; runs the KeyGenSF algorithm to produce semi-

functional keys and gives these to A. To answer the s-th key query for p,
B,.,1 picks s, s2 & Zq and responds with:

Noting that ko is a normal key, B, 1 needs to determine whether k; is semi-

functional or normal key and this implicitly sets s; := 7. If (Ty,T5,T5,Ty) are
T1b2 le3 Tl 4

equal to (g; 0o 2,09 2,95 %), then thisis a properly distributed normal key.
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T1b]+7m2b;  Tibi+7obg  Tibi+mebr  Tibi+72bg
If (11,15, T3, Ty4) are equal to (go' ! 0o 2 69y ° gy %), then
this is a inter-semi-functional key, whose exponent vector includes

Tg(pnb5* 7b6*+0'b7*+0'b8*) (4)

as its component in the span of b, b§, bs, bs. To respond to the remaining key
queries, B, 1 simply runs the normal key generation algorithm.
At some point, A sends B, 1 two pairs (mo, revg, og) and (mq, revy, of). B

chooses a random bit 8 € {0,1} and picks r/ vid Zg4 and then encrypts mg under
rcvg and ek(,g as follows:

. _mbs 195 —1y\r’
ekoy =g (Us"” - U )",

C=my - (e(U,5) " = ms - 98"

revy b s g revy
Coi=ehos - Ur-Uy = g{>*(Us" - U™ UL - Uy 7,
where B, 1 has implicitly set r := r'p; and 2z := py. The “semi-functional part”
of the exponent vector here is:

p2(bs + revigbg) + 7' iz (05 br — bg) (5)

We observe that if rev; = p,; (which is not allowed) and the decryption algorithm
gives an attribute snd, that can correctly decrypt the ciphertext, i.e., snd, =
o, then vectors in Equations 4 and 5 would be orthogonal in the decryption
algorithm, resulting in a nominally semi-functional ciphertext and key pair. It
gives the ciphertext ¢t = (C, Cy) to A.

We now argue that since revy # p,, in A’s view the vectors in Equa-
tions 4 and 5 are distributed as random vectors in the spans of df,d§,ds, dg
and ds, dg, d7, dg respectively. To see this, we take the coefficients of vectors in
Equations 4 and 5 in terms of the bases b, bg, b3, bg and bs, bg, b7, bg respec-
tively and translate them into coeflicients in terms of the bases df, dg, d3, d§ and
ds, dg, d7, dg. Using the change of basis matrix A, we obtain the new coefficients
(in vector form) as:

TQAT(pK7_1aOaO)T7 'UQAil(l,I’CVZ,TIO';;,—T’/)T.

Since the distribution of everything given to A except for the k-th key and the
challenge ciphertext is independent of the random matrix A and revy % Pry WE
can conclude that these coefficients are uniformly except with probability 4/¢
(namely, the cases T2 or ug defined in Subspace problem is zero, {s; 1}i=5,..s or
(rs,re,77,78) defined in Equations 1 and 3 is the zero vector) from Lemma 2.
Thus, B,;1 has properly simulated Game,, ; in this case.

If (T, Ts, T3, Ty) are equal to (gzﬁbT , gglb; , g;1b§7g;1bz), then the coefficients
of the vector in Equation 5 are uniformly except with probability 2/¢ (namely,
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the cases s defined in Subspace problem is zero, (15, rs, 77, 7s) defined in Equa-
tion 3 is the zero vector) from Lemma 2. Thus, B, has properly simulated
Game,-1 2 in this case.

In summary, B, 1 has properly simulated either Game,.-; 5 or Game,, ; for A,
depending on the distribution of (Ty,T5,T3,Ty). It can therefore leverage A’s
advantage € between these games to obtain an advantage ¢ — 6/¢ against the
Subspace assumption in Ga, namely /—\dv%i?1 (AN)=€e—6/q. O

Lemma 5. Suppose that there exists an adversary A where |Advjame“’1()\) —

Advi‘ame“’2 (AN)| = €. Then there exists an algorithm B, o such that Adv%i?2 (\) =
€—6/q, with K =4 and N = 8. '

Proof. This proof is very similar to the proof of the previous lemma and B, 5 is
given

b} by
D = (G;gllalag‘f2vglfa7g})479217'"79287U17U23U37U4a,u2)

along with (71,7%,75,74). And in D we have that U; = g’l“b1+”2b5,U2 =
glibatuzbe 7, gibatuabr 17 - grbatiebs W require that By decides
whether (T, Ty, T3, Ty) are distributed as

T1bi+72b;  Tibi+mebg  T1bi+T2b; ngbZ—i-‘rgb;)
s .

m1b] 7mbj Tmbi Tib}
(92 ) or (9o 192 192

» 92 » 92 )92

By 2 simulates Game,; or Game, o with A depending on the distribution

of (Ty,T5,T5,Ty). To compute the master public key and master secret key,

By.,2 chooses a random invertible matrix A € Z;‘X‘l. We then implicitly set dual
orthonormal bases D, D* to:

dl = bl,... ,d4 = b47 (d5,...,d8) = (b5,...,b8)A,
fi=bi,...,di =D, (di,....d%):=(bi,...,b5)(AT!).

We note that D, D* are properly distributed, and reveal no information about
A. B, 2 chooses random value a,n € Z, and compute gr = e(g1,go)d 1. Tt
then gives A the master public key

di d
mpk := {G;g%,g?,gll,glz}-
The master secret key

. ds ds di d; dz d;
msk := {a,n,gl y91 592,927,927 5,92

is known to B, 2, which allows B, 2 to respond to all of A’s key queries by call-
ing the normal key generation algorithm. Since B, 2 also knows gg 5, gg 6, gg T gg 8,
it can easily produce (inter) semi-functional keys. To answer the first k-1 key
queries that 4 makes, B, 2 runs the KeyGenSF algorithm to produce semi-

functional keys and gives these to A. To answer the k-th key query for p,
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. R .
By 2 picks s, s1,{8i1}i=5,..8 < Z4 and responds with:

)

d; d} —d5)+sdj d: a; d:
dk,, = {k =g 1+s1(pdi—d3)+sdg+[ss,1d5+s6,1dg+s7,1d7]

ke = g3 (T{ Ty "), ks = (99)°).
Noting that k; is a semi-functional key, B, 2 needs to determine whether £y is
semi-functional or normal key and this implicitly sets so := 1. If (T1,T5, T3, Ty)
are equal to (gglbI , g;b; , g;b; .Gy bi ), then this is a properly distributed normal
key. If (T1, Tz, T, Ty) are equal to (g5 ™1 77225, g7iP2t7m2be gnubatmaby gnubitnabsy
then this is a semi-functional key, whose exponent vector includes

Tg(p,{b5* —b6*+0b7*+0b8*) (6)

as its component in the span of b, bg, b, bs. To respond to the remaining key

queries, B, 2 simply runs the normal key generation algorithm.

At some point, A sends By, 2 two pairs (myg, revg, of) and (mq, revi, o3). By 2
chooses a random bit 8 € {0,1} and picks r’ ¥i2 Zg4 and then encrypts mg under
rcv;'; and ekaz; as follows:

98

b —1y\r’
ckqy = 9> (U U,

b* (o7
Ci=mg- (6(U1,921)) =mg - (97)°,
Co 1= ehoy - Ur - Uy = g1 (U - U7 Uy - U5,

where B, 2 has implicitly set r := r’u; and z := p3. The “semi-functional part”
of the exponent vector here is:

p2(bs + revigbg) + 7'z (05 br — bg) (7)

We observe that if rev = pr (which is not allowed) and the decryption
algorithm gives an attribute snd, that can correctly decrypt the ciphertext,
Le., snd, = o}, then vectors in Equations 6 and 7 would be orthogonal in the
decryption algorithm, resulting in a nominally semi-functional ciphertext and
key pair. It gives the ciphertext ct = (C, Cg) to A.

We now argue that since revj # pr, in A’s view the vectors in Equa-
tions 6 and 7 are distributed as random vectors in the spans of df,dg,d%s,d3
and ds, dg, d7, dg respectively. To see this, we take the coefficients of vectors in
Equations 6 and 7 in terms of the bases b, bg, b5, bg and bs, bg, b7, bg respec-
tively and translate them into coefficients in terms of the bases d, d, d%, d§ and
ds, dg, d7, dg. Using the change of basis matrix A, we obtain the new coefficients
(in vector form) as:

AT (pe, —1,0,0)7, e AT(1, revig, r'og, =)

Since the distribution of everything given to A except for the s-th key and the
challenge ciphertext is independent of the random matrix A and revjy # p,, we
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can conclude that these coefficients are uniformly except with probability 4/¢
(namely, the cases 7 or pg defined in Subspace problem is zero, {s; ;}i=5,. . s.j=1.2
or (rs,7¢,77,78) defined in Equations 2 and 3 is the zero vector) from Lemma 2.
Thus, B, 2 has properly simulated Game,, 2 in this case.

If (Ty,Ts, T3, Ty) are equal to (g;IbI , g;b; , g;bg,g;bz), then the coefficients
of the vector in Equation 7 are uniformly except with probability 2/q (namely,
the cases pg defined in Subspace problem is zero, (rs5, g, 77, 73) defined in Equa-
tion 3 is the zero vector) from Lemma 2. Thus, B, 2 has properly simulated
Game,, ; in this case.

In summary, B, 2 has properly simulated either Game, ; or Game, o for A,
depending on the distribution of (T,T5,T5,Ty). It can therefore leverage A’s
advantage € between these games to obtain an advantage ¢ — 6/¢ against the

Subspace assumption in Ga, namely /—\dvgf?2 (AN)=€e—6/q. O

Lemma 6. For any adversary A, AdvG@™ ™ (\) < Adviame”‘Q()\) +1/q.

Proof. To prove this lemma, we show the joint distributions of

K CTSE ey {7}

in Game, » and that of

R (5F)
(mpk7 CTEkGerCVR’ {dkp( }fe[l/]>

. . . R . .
in Gamef;,a are equivalent for the adversary’s view, where CT‘(Bk) revg 1S @ semi-
oR>

functional encryption of a random message in Gr and under two random iden-
tities in Z,.

For this purpose, we pick A := (&; ;) & Z3X4 and define new dual orthonor-

mal bases F := (f1,...,fs), and F* := (£, ..., £J) as follows:

f 1 0 0 00000 d;
fa 0 1 0 00000 d,
f3 0 0 1 00000 d;
5 [ 0 0 0 10000 d,
fs | | 616263641000 d; |’
fo §21 8228236240100 ds
f7 §3,18326338340010 d-

fs §41 842643840001 dg
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£ 1000 —&11 —&21 —&31 —&4n dj
£y 0100 —&1,2 =822 —§3,2 —&42 d;
£y 0010 —&1,3 —§2,3 —€33 —Ea,3 d;
£ 10001 &4 824834 —Eaa d;
£ o000 1 0 0 0 d;
£ 0000 0 1 0 0 a:
fx 0000 O 0 1 0 ds;
£ 0000 0 0 0 1 d;

It is easy to verify that F and F* are also dual orthonormal, and are distributed
the same as D and D*.

Then the master public key, challenge ciphertext, and queried secret keys,
(mpk, CTek ey {dk(SZF)}ZGM) in Game, 5 are expressed over bases D and D* as

d: d nds+r(o5ds—da)
mpk := {G;g%g&'},gll,glz}, ehor =gy 0T,

(SF) _ a\z
CTek 5 revy C {C m: (gT) )
C ek Z(d1+rCV/3d2)+[T‘5d5+76d6+77d7+"8d8]
0=
. gnd3+7“((7ﬂd3—d4)+z(d1+I’CV;§d2)+[7"5d5+7’6d3+7’7d7+7‘8d8]}
= 1 b
(SF) ._ ady ™ +s1,0(ped1™ —d2™)+seds™ +[s5,1,ed5 ™ +56,1,0de " +57,1,ed7”]
dk(®)) = () = g5 :
ko — s2,0(ped1™ —d2")+s,da”™+[s5,2,eds™ +56,2,0de ™ +58,2,¢ds™]
2 — 92 )

ks = (97)° }Yeep)-
Then we can express them over bases F and F* as

ndg+r(c;ds—da)
mpk := {G;g%,gi_”mgfﬂg?}, ckoy i=gp 0 0,

-— — . a\z
CTekaR,rcvR T {C =m (gT) ’
C . k z(d1+rcv;§d2)+[r5d5+r6d3+r7d7+rgd3}
0o=¢€ UE * g1
_ gnf3+(7‘3f3+7'4f4+7‘1f1+7'2fz)+[7'5f5+7'6f6+7'7f7+7'8f8]}
=g ,
dk SF) _ {k afl +51,0(pefr™ —f2")+spf3™+[t5,1,0f5 " +t6,1,0f6 " +t7,1,0F7 " +tg,1,¢f8"]
- b
ko — bz,e(pzﬁ*—fz*)+84f4*+[t5,2,/zf5*+t6,2,2f6*+t7,2,zf7*+t8,2,zf8*]
2 = 92 )

= (97)° }eem
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where

r1 =2 —715&1,1 — 162,10 — 7€3,1 — r8éa1,

o=z revg — 5812 — rebe,2 — 7832 — 7842,

rgi=1-05 —7T581,3 — 76523 — 17833 — rslus,

T4 = —r — 15814 — €24 — 17834 — 788445

tse=a- &t siepe-&1—s1e-&i2+ 5083+ 8510
te1,0 =821+ 810p0 8§21 — 8107 E22 + 50823+ 86,10
trae =831+ 810p0-83,1— 81,0832+ 50833+ 8710

tg1e:i=0-&1+510p0 a1 —S10-Ea2+ 5083 vy

52,0 = S20p0 - &1,1 — S20-§1,2+ S0 1,4+ 8520
6,20 = S2.¢p0 &1 — 2,0 E22+ 50 Eaa + 56,24
t7.0,0 = S2.¢p¢ - &31 — S2.0- 3.2 + 50 &34 ’
tg,2,0 7= S2,0P0 - a1 — 52,0 &40+ Sp-Eaa + S80.0

Lev]

which are all uniformly distributed if (rs5, rg, 77, rs) defined in Equation 3 is a non-
zero vector, since (z, & Yiep),jel; {si,j’g}i:57”_,8;j:172;26[y]) are all uniformly
picked from Z,.

In other words, the coefficients (z, z - reviy, ro, —r) of di,d2, d3, dy in the Co
term of the challenge ciphertext is changed to random coefficients (r1,r2,73,74) €
Zg of f, f5, f5, f4, thus the challenge ciphertext can be viewed as a semi-functional
encryption of a random message in G and under two random identities in Z,.
Moreover, all coefficients {#; j ¢ }i—s.... 8:j=1,2:¢¢) Of f5, f5, f7, 5 in the {dng)}ge[V]
are all uniformly distributed since {s;¢}i=s, . s;j=1,2;cp] of di,dg,d3,dg are
all independent random values. Thus

K CTSE ey {7}

expressed over bases I and F* is properly distributed as
(R) (SF)
<mpk’ Mok o {dk”’f }ze[ul>
in GameFina|.

In the adversary’s view, both (D,D*) and (F,F*) are consistent with the
same master public key. Therefore, the challenge ciphertext and queried secret
keys above can be expressed as keys and ciphertext in two ways, in Game,, 5 over
bases (D,D*) and in Gamerin, over bases (F,F*). Thus, Game, 2 and Gamerinal
are statistically indistinguishable except with probability 1/¢ (namely, the case
(rs,76,77,78) defined in Equation 3 is the zero vector). a

Lemma 7. For any adversary A, Adviame“"a'()\) =0.
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Proof. The value of 3 is independent from the adversary’s view in Gamegj,a)-
Hence, Advjame“"a' (\) =0. 0

In Gamegjnal, the challenge ciphertext is a semi-functional encryption of a
random message in G and under two random identities in Z,, independent
of the two messages and the challenge identities provided by A. Thus, our IB-
ME scheme satisfies the privacy property defined in Def. 8 under the SXDH
assumption.

Theorem 2. The proposed IB-ME scheme satisfies authenticity under the Sym-
metric External Diffie-Hellman assumption. More precisely, for any PPT adver-
sary A break the authenticity of our IB-MFE scheme, its advantage /—\vaG‘lame”"a”th N
s negligible.

Proof. The authenticity property intuitively says that if an adversary does not
hold the corresponding encryption key ek, produced by the challenger, it cannot
compute a valid ciphertext under the identity o. Thus, it is corresponding to the
unforgeability of signature, and we can directly reduce the authenticity to the
security of the IBE system.

Assume that there is a PPT adversary A which breaks the authenticity prop-
erty with advantage €, we then employ it to build another PPT algorithm B to
break a fully secure IBE system which consists of the following algorithms:

— IBE.Setup(1*) : The same as the Setup algorithm, except that the master
public key is mpk := {G; o, 6%, g7, gld‘l , gf2, del , gsz, dea,gg“}, and the mas-
ter secret key is msk := {n, gf‘“’,g?“}.

— IBE.KeyGen(msk, o) : The same as the SKGen algorithm, and the secret key
is sk, := gfds"'r(”ds_d“).

— IBE.Enc(mpk, o,m) : Similar to the RKGen algorithm, and the ciphertext is
ct = {C=m-(g7)°, Co = g5 ® 7.

— IBE.Dec(mpk, sk, ct) : Compute the message as m := C/e(Cy, sk, ).

Oracles O1, O, are implemented by SKGen(mpk, msk, ) and RKGen(mpk, msk, -)
and are simulated by B as follows:

1. SKGen(mpk, msk, -): A launches a query for identity o to Oj,then B trans-
fers this identity o to the IBE system for generating secret key. It uses the
IBE.KeyGen algorithm’s output to answer this query and returns the secret
key sk, to B. Finally, B uses this secret key sk, from IBE as ek, to answer
A’s query for the encryption key.

2. RKGen(mpk, msk, -): A launches a query for identity p to Oz,then B transfers
this identity p to the IBE system. It uses mpk (in IBE) to generate the

corresponding keys, randomly picks s, s1, 52 vid Z4, computes

ki — g;d;JrSl(PdI*d;)JrSdE,kz _ 952(Pd;*d3)+5d27 ks = (ggw)s7
and returns these keys to B. Finally, B uses dk, = {k1, k2, k3} to answer A’s
query for the decryption key.
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Suoopse that Advi\ame“"auth (\) = ¢, where € is a non-negligible value. Then we

can build an algorithm B whose AdviFE(\) = € as follow:

Upon A making a query of (a, p), B generates the encryption key and decryp-
tion key to answer this query by simulating O1, O, and sends (ek,, dk,) back to
A. Then A can find another ¢* # snd with e probability such that o* is also valid
for decryption of ct, and sends ¢* to B. Note that the fact snd and ¢* are both
valid for ct, oy implies for a ciphertext associated with ¢ in the underlying IBE,
there would be two different secret keys associated with snd and o* respectively.
The sk,« in IBE is identical to the ek,~ in IB-ME. Therefore, B can make secret
key query for snd, and challenge (mg, o) and (mq,0*). Then B can distinguish
the challenge ciphertext easily by using the secret key associated with ¢* and
break this IBE system.

This means that by this simulation, we have successfully reduced the authen-
ticity of IB-ME to the security of this IBE system. And we have

Advjameib-auth (\) < Adv'[?E()\)’

That is to say, if an adversary cannot successfully break the IBE system we
constructed, it cannot forge a valid ciphertext in our IB-ME scheme either.
See Appendix A, where we show that this IBE system is fully secure, i.e., the
advantage of B winning the IBE game defined in Def. 5 is negligible. Thus for
any PPT adversary A, its advantage of breaking the authenticity property of
our IB-ME scheme is negligible. a

Note that we have challenged m and o at the same time, but in fact, we do
not need to challenge identity o at all. That is to say the security of a trivial
IBE is sufficient and anonymity is not required. Because another ¢* # snd can
be obtained from .4 during the proof, and B sends identity snd and (mq,m1) to
the challenger, the same result can be obtained.

5 Conclusion

In this paper, we propose the first identity-based matchmaking encryption scheme
under the standard assumptions in the standard model. We construct our IB-ME
scheme by a variant of two-level anonymous IBE, which is based on Okamoto
and Takashima’s dual pairing vector spaces, and its security reductions rely
on Waters’s dual system encryption under the SXDH assumption. Our directly
constructed scheme does not rely on other cryptographic tools such as non-
interactive zero-knowledge proof systems. Meanwhile, we leave several questions.
First, although all parameters in our scheme have constant numbers of group
elements, the size should be shorter and the number of pairing for decryption
should be reduced to improve efficiency. Second, construct IB-ME schemes that
satisfy the enhanced privacy [15] under standard assumptions. Third, practical
extensions such as revocability and traceability are further works.
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A Security Proof of the constructed IBE scheme

We define the IBE scheme built from Construction 4.1 and prove its security.
This IBE scheme consisted of the following algorithms:

— Setup(1*) — (mpk, msk): This algorithm takes in the security parameter 1*
and generates a bilinear pairing G := (¢, G1, G2, G, g1, g2, €) for sufficiently
large prime order q. The algorithm samples random dual orthonormal bases

(D, D*) & Dual(Z§). Let dj, ...,ds denote the elements of D and dj, ..., d§

denote the elements of D*. Let gr := e(gl,gg)dl'di. It also picks a,n & Zg
and outputs the master public key as

4 @ 4 4 a
mpk :={G; o, 93, 97,91, 912,92 922 922, 92 },

and the master secret key
ds d
msk == {n,97%, 91"}

— KeyGen(mpk, msk,0) — sk,: This algorithm picks r ¥i2 Z,. The secret key
is computed as
Sko- — gi]d3+’r‘(0'd37d4).
— Enc(mpk, 0, m) — ct: This algorithm picks s & Z4 and a random identity p,
and forms the ciphertext as

s s(dz+odj
ct = {C=m-(g})*,Co = g5 WT79},

— Dec(mpk, sk, ct) — m: This algorithm computes the message as

C

= e(Co, sky)

Theorem 3. This IBE scheme is fully secure under the Symmetric External
Diffie-Hellman assumption. More precisely, for any adversary A against the IBE
scheme, there exist probabilistic algorithms By, B, ..., B, whose running times
are essentially the same as that of A, such that

AdVIEE(A) < Advg?™ () + ) AdvgP (A) + (6 + 3) /g

k=1

where v is the mazimum number of A’s key queries.
We adopt the dual system encryption methodology by Waters [31] to prove
the security of this IBE scheme. Note that we only need to consider the vector

bases d3,d4 and ignore the bases dy,ds. We first give the corresponding algo-
rithms for the generation of semi-functional keys and semi-functional ciphertext.
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KeyGenSF: The algorithm picks r, 77, rg vid Zq and forms a semi-functional
secret key as

SK((jSF) — g;]da+r(od3—d4)+[r7d7+r8d8]. (8)

EncryptSF: The algorithm picks s, s7, sg ¥i3 Z4 and forms a semi-functional
ciphertext as

CT((TSF) — {C —-—m- (99)57 Co = g;(d§+0d2)+[87d;+88d§]} ) (9)

Hereafter we will ignore C since it is always correctly generated. We observe
that if one applies the decryption procedure with a semi-functional key and a
normal ciphertext, decryption will succeed because d7, dg are orthogonal to all of
the vectors in exponent of Cy, and hence have no effect on decryption. Similarly,
decryption of a semi-functional ciphertext by a normal key will also succeed
because d3,dj are orthogonal to all of the vectors in the exponent of the key.
When both the ciphertext and key are semi-functional, the result of e(Cq, SK,)
will have an additional term, namely

e(ghgQ)r7S7d7-d;+r858d8~d§ — g¥757+7858).
Decryption will then fail unless r7s7 +7gss = 0(mod ¢). If this modular equation
holds, we say that the key and ciphertext pair is nominally semi-functional.

For a probabilistic polynomial-time adversary A which makes v key queries
01,...,0,, our proof of security consists of the following sequence of games
between A and a challenger B.

— GameRea: is the real security game.

— Gamey: is the same as Gamege, except that the challenge ciphertext is semi-
functional.

— Game,: for x from 1 to v, Game, is the same as Gameg except that the first
K keys are semi-functional and the remaining keys are normal.

— Gamegfjna: is the same as Game,, except that the challenge ciphertext is a
semi-functional encryption of a random message in Gr and under a random
identity in Z,. We denote the challenge ciphertext in Gamerina as CT((,?.

We prove following lemmas to show the above games are indistinguishable by fol-
lowing an analogous strategy of [12,18,19]. We let AdviameRea' denote an adversary
A’s advantage in the real game.

GameReal

Lemma 8. Suppose that there exists an adversary A where |Advy N\ —
Advjameo(/\)\ = €. Then there exists an algorithm By such that Adle;iz()\) =
€—2/q, with K =4 and N = 8.

Proof. By is given

b} b}
D := <G;g?1ag‘1327g?37g?479217'"79287U17U25U37U4a,u2)
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along with (71,7%,75,74). And in D we have that U; = g‘flb1+”2b5,Ug =
glibatuebe . gimbstucbr 7 - giabatiabs \we require that By decides

whether (T, Ty, T3,Ty) are distributed as

( lef le; leg leZ)

T1bI+T2bg le;+7'2bg T1b§+7’2b; T1b1+7’2b§
92 592 92 7,92 (92 ap) g g ).

or y Yo r 2

By simulates Gameges or Gamey with A depending on the distribution of
(Th,T>,T5,T4). To compute the master public key and master secret key, By
chooses a random invertible matrix A € Zg”. We then implicitly set dual
orthonormal bases D, D* to:

d1 = bl,...,d4 = .b47 (d5,...,d8) = (b5,...7b8)A,
Ti=bj,....dj=bj (di...,d§):=(bi,....bE)A ).

We note that D,D* are properly distributed, and reveal no information about
A. Moreover, By cannot generate g‘li5, g‘f“, g‘li7, 9?87 but these will not be needed
for creating normal keys. By chooses random value a,n € Z, and computes
gr = e(g1, g2)391. Tt then gives A the master public key

d d 4* dr dr q*
mpk = {G;04,9%9?17911a9127921a9227923a924},

The master secret key
msk = {n, g%, g*}.
is known to By, which allows By to respond to all of A’s key queries by calling

the normal key generation algorithm.
A sends By two pairs (mg, o) and (mq,07). By chooses a random bit 8 €

{0,1} and picks s1, s9 ¥id Zq, and then encrypts mg under oj as follows:

n o
C=my- (elgh* T0)) =ms-(g})" Co=Ts-T",

where By has implicitly set s := 71. It gives the ciphertext ¢t = (C, Cp) to A.
Now, if (Ty,Ts, T3, T4) are equal to (g;bl,gglbz,g;1b3,g;1b4), then this is a
properly distributed normal encryption of mg. In this case, By has properly simu-
T1bi+72b;  Tibi4+mobg T1bi+72b;

lated Gamegeal. If (11, T2, T5,T4) are equal to (gy » Go 2 Go ,
g;1b4+72b8) instead, then the ciphertext element Cy has an additional term of

bz + mo5bg

in its exponent. The coefficients here in the basis b7, b§ form the vector m2(1, 07).
To compute the coeflicients in the basis d3, dg, we use the change of basis ma-
trix A and obtain the new vector 72A"(1,0%)". Since A is random (everything
else given to A has been distributed independently of A, these coefficients are
uniformly random except with probability 2/¢ (namely, the cases 75 defined in
Subspace problem is zero, (s7, ss) defined in Equation 9 is the zero vector) from
Lemma 2. Therefore in this case, By has properly simulated Gamey. This allows
By to leverage A’s advantage € between Gamege, and Gamey to achieve an ad-

vantage € — % against the Subspace assumption in G5, namely Advggz()\) =e— %.
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Lemma 9. Suppose that there exists an adversary A where |AdvGame” YA —
Advjame”( )| = e. Then there exists an algorithm B, such that AdvDSl()\) =
e—6/q, with K =4 and N = 8.

Proof. B, is given
b bi bi bl b b
D :(6;92179227925792439117"'79187U17U27U37U4a/1'2)

along with (71,7%,75,74). And in D we have that U; = g’;leMb;,Ug =
p1bs+p2bg __pibz+pusby __pibi+pusbg : .
g ,Us = gy Ui = gy . We require that B, decides
whether (Tl, T5,T5,T,) are dlstrlbuted as

(lel T1ba T1b3

b
91,91 91 R g1 )

or (gI1b1+T2b57gI1b2+T2bs7gi'lb3+7'2b7791'1b4+‘r2b8).

B, simulates Game, or Game,_; with A, depending on the distribution of
(Th,T>,T5,T4). To compute the public parameters and master secret key, B,
chooses a random invertible matrix A € Zg”. We then implicitly set dual
orthonormal bases D, D* to:

d; ::b17"'ad4 = b47 (d5a"'7d8) = (b57 "7b8)A7
Yi=bi,...,dj:=bj, (di,...,d}) :=(bi ....b5(A").

We note that I, D* are properly distributed, and reveal no information about
A. B, chooses random value a,n € Z, and computes gr := e(gi, go)d 1. Tt
then gives A the master public key

o o4 @ @ @ a
mpk == {G; o, g7, 97 91, 912925 922, 92 922 }

The master secret key
msk := {n, gi*, g§*}.

is known to By, which allows B, to respond to all of A’s key queries by calling
the normal key generation algorithm. Since B, also knows g1 , g1 , g1 , g1 ,
can easily produce semi-functional keys. To answer the first k-1 key queries that
A makes, B, runs the semi-functional key generation algorithm to produce semi-
functional keys and gives these to A. To answer the k-th key query for o, By
responds with:

sko, = (gP3)"- T~ - T L.

This implicitly sets r := 71. If (11, T%, T3, T4) are equal to (g] L g?bz ) 9{1b37gnb4)

then this is a properly distributed normal key. If (Tl,Tg,Tg,T4) are equal to
(g?b1 +72bs g?bﬁ” bs g?b?’ +rabr g{lbﬁmbg ), then this is a semi-functional key,

whose exponent vector includes

7

TQ(U,;b7 —bs) (10)

as its component in the span of b7, bg. To respond to the remaining key queries,
B, simply runs the normal key generation algorithm.
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At some point, A sends B, two pairs (mg, o) and (my,o7). B, chooses a

random bit 8 € {0,1} and picks s1, s2 pia ZLq and then encrypts mg under oj; as
follows:

n o
C=mp- (e(gh,U0) = ms-(g)", Co=Us-U;",

where B,; has implicitly set s := p;. The “semi-functional part” of the exponent
vector here is:

p2(by + obg). (11)

We observe that if o = o, (which is not allowed), then vectors in Equations 10
and 11 would be orthogonal, resulting in a nominally semi-functional ciphertext
and key pair. It gives the ciphertext (C,Co) to A.

We now argue that since oj % 0k, in A’s view the vectors in Equations 10
and 11 are distributed as random vectors in the spans of dr,ds and d%,d§
respectively. To see this, we take the coefficients of vectors in Equations 10
and 11 in terms of the bases by, bg and b7, b§ respectively and translate them
into coefficients in terms of the bases d7,dg and d%,dj. Using the change of
basis matrix A, we obtain the new coefficients (in vector form) as:

T2 A (04, —1)",  ppATN(1,05)

Since the distribution of everything given to A except for the k-th key and
the challenge ciphertext is independent of the random matrix A and e % 0k,
we can conclude that these coefficients are uniformly except with probability
4/q (namely, the cases g or 75 defined in Subspace problem is zero, (r7,rs) or
(s7,ss) defined in Equations 8 and 9 is the zero vector) from Lemma 2. Thus,
B, has properly simulated Game, in this case.

If (T1,T5,T5,T4) are equal to (g?bl,gfb2,gflb3, g?b4), then the coefficients
of the vector in Equation 11 are uniformly except with probability 2/¢ (namely,
the cases po defined in Subspace problem is zero, (s7,ss) defined in Equation 9
is the zero vector) from Lemma 2. Thus, B, has properly simulated Game, in
this case.

In summary, B, has properly simulated either Game,_; or Game, for A,
depending on the distribution of (T1,75%,75,Ty). It can therefore leverage A’s
advantage € between these games to obtain an advantage € — 6/¢ against the
Subspace assumption in G, namely Advgfl (A\) =€e—6/q. O

Lemma 10. For any adversary A, Adviame“"a'()\) < Adviame"(/\) +1/q.

Proof. To prove this lemma, we show the joint distributions of

(SF) [ _,(SF)
(mpk, T {Sk‘” }ee[v])

in Game, and that of

R SF
<mpk, o e >}Z6M>
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in Gamegjny are equivalent for the adversary’s view, where CTS,F;) is a semi-
functional encryption of a random message in G and under a random identity
in Zg.

For this purpose, we pick A := (&; ;) <—r Z2*? and define new dual orthonor-
mal bases F := (f1,...,fs), and F* := (f, ..., £J) as follows:

f, 100000 0 0 d,
£, 010000 0 O d,
f3 0010006, &1 | | ds
f2 [ 000100626 || di
&5 [oo00010 0 0 ds |’
£ 000001 0 O ds
f; 000000 1 0O d;
fs 000000 0 1 ds
£ 100 00000\ /d
f; 010 00000][a;
£ 001 0 0000]|dz
ff| 000 10000]]|d;
£ oo o o0 1000]]d:
£ 000 00100/ | dz
£ 0061620010 | dz

£ 0061620001/ \d

It is easy to verify that F and F* are also dual orthonormal, and are dis-
tributed the same as D and D*.

Then the public parameters, challenge ciphertext, and queried secret keys,
(mpk, CT((TS;)7 {skgSEF)}[ [ ]) in Game, are expressed over bases D and D* as
e v

d d d* df df 4a*

mpk = {G;a’g%’9777”gl17912,5]21,922,!]237924}’
di+osd) a: ax

CTf,S[,;F) = {C =m: (g¥)57 CO _ g;( 3+osdy)+[s7dz+ss 8]}

(SF) .__ g nds+re(oeds—da)+[r7 edr+rs,eds
Sko’g T {gl

]}ZG[V]~
Then we can express them over bases F and F* as

* f; *

f- f. | S 7 f
mpk = {G;avg%’g?}’gll’glz’g;ag22,92 7924}7
CT,(,RR) ={C=m-(g])%,Co= g§3f§+s4fi+[57f7*+58f8*]}7

f. f3—f, 2t f
Sk((;SEF) — {g;] 3+ (0¢fs 4)+[T7,g 778 . 8]}£€[V].
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where

s3:=5—5781,1 — 88€2,1,

4= 805 — 57§12 — 5882 2,

{T/u =r7e+n611 + 1l —€12) }
Lelv]

Tg.0 = T80+ né21 + 1e(00€21 — €2,2)

which are all uniformly distributed if (s7, sg) defined in Equation 9 is a non-zero
vector since s, {&; ; }ie[2],je(2)> 17,0, 78,0 } o)) are all uniformly picked from Z,.

In other words, the coefficients s(1, O’E) of dz,d4 in the Cy term of the chal-
lenge ciphertext is changed to random coefficients (ss, s4) € Zy of f3, £y, thus the
challenge ciphertext can be viewed as a semi-functional encryption of a random
message in Gr and under a random identity in Z,. Moreover, all coefficients
{(r7.0578.0) Yeew) of f7,fs in the {skgiF)}ge[U] are all uniformly distributed since
{(r7,6,78,¢) }eep of d7,dg are all independent random values. Thus

mpk, CTCP, {sk<5F>}
i 7 J e

expressed over bases F and F* is properly distributed as
k, CTE), {sk0 }
(mp e e Sy
in GameF;na|.

In the adversary’s view, both (D,D*) and (F,F*) are consistent with the
same public parameters. Therefore, the challenge ciphertext and queried secret
keys above can be expressed as keys and ciphertext in two ways, in Game, over
bases (D,D*) and in Gamegjn, over bases (F,F*). Thus, Game, and Gamegina
are statistically indistinguishable except with probability 1/¢ (namely, the case
(87, Sg) = 0) (]

Lemma 11. For any adversary A, Adv@™ ™ (\) = 0.
Proof. The value of § is independent from the adversary’s view in Gamegi,s).
Hence, Adv3™ ™ (\) = 0. O

In Gamegina, the challenge ciphertext is a semi-functional encryption of a
random message in G and under a random identity in Z,, independent of
the two messages and the challenge identities provided by A. Thus, this IBE
scheme is fully secure under the Symmetric External Diffie-Hellman assumption.
Theorem 3 actually proves that this IBE scheme is fully secure and anonymous,
but the security of a trivial IBE is sufficient and anonymity is not required.
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