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Abstract. Message franking is a feature of end-to-end encrypted mes-
saging introduced by Facebook that enables users to report abusive con-
tents in a verifiable manner. Grubbs et al. (CRYPTO 2017) formalized
a symmetric-key primitive usable for message franking, called compactly
committing authenticated encryption with associated data (ccAEAD),
and presented schemes with provable security. Dodis et al. (CRYPTO
2018) proposed a core building block for ccAEAD, called encryptment,
and presented a generic construction of ccAEAD combining encrypt-
ment and conventional AEAD. We show that ccAEAD can be built on
encryptment and a tweakable block cipher (TBC), leading to simpler and
more efficient constructions of ccAEAD than Dodis et al.’s methods. Our
construction, called EnCryptment-then-TBC (ECT), is secure under a
new but feasible assumption on the ciphertext integrity of encryptment.
We also formalize the notion of remotely keyed ccAEAD (RK ccAEAD)
and show that our ECT works as RK ccAEAD. RK ccAEAD was first
considered by Dodis et al. as a useful variant of ccAEAD when it is im-
plemented on a platform consisting of a trusted module and an untrusted
(leaking) module. However, its feasibility was left open. Our work is the
first to show its feasibility with a concrete scheme.

Keywords: Authenticated encryption - Commitment - Tweakable block
cipher - Remotely keyed encryption

1 Introduction

Background. End-to-end encrypted messaging systems are now widely de-
ployed, such as Facebook Messenger [I7], Signal [36], and Whatsapp Messen-
ger [38]. Accordingly, new security issues arise in addition to those on the pri-
vacy and authenticity of messages. A significant problem is preventing mali-
cious senders from sending harassing messages and harmful/abusive contents.
To achieve this goal, Facebook introduced message franking [I§]. It is a cryp-
tographic protocol allowing users to report the receipt of abusive messages in a
verifiable manner to Facebook.
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At Crypto 2017, Grubbs et al. [20] initiated the formal study of message
franking and presented a new variant of AEAD, called compactly committing
AEAD (ccAEAD), as a symmetric-key primitive that is useful for message frank-
ing. For ccAEAD, a small part of the ciphertext works as a commitment to the
message and the associated data. They also presented two generic constructions
of ccAEAD. One is called CtE (Commit-then-Encrypt), which consists of com-
mitment and AEAD. The other is called CEP (Committing Encrypt-and-PRF).
It consists of a pseudorandom generator, a pseudorandom function (PRF), and
a collision-resistant PRF.

At Crypto 2018, Dodis et al. [I5] further studied ccAEAD and proposed a
new primitive, called encryptment, as a core component of ccAEAD. They show
that, given encryptment, ccAEAD can be built from an additional common
cryptographic primitive. Concretely, they presented two transformations. One
transformation needs a call to (randomized) AEAD in addition to encryptment,
and the other needs two calls to a related-key-secure PRF. The former is a
randomized scheme, and the latter is nonce-based. In addition, they considered
remotely keyed ccAEAD (RK ccAEAD) in the full version [16] of [I5]. Here,
RK ccAEAD is an extension of ccAEAD inheriting the property of remotely
keyed encryption, which was proposed by Blaze [8] and extensively studied in
the late 90’s [925I3T132]. Tts goal was to enable secure encryption under a setting
where one could use a resource-limited personal device storing secret keys and
computing cryptographic functions. The problem was how to do bulk encryption
and decryption by utilizing the power of a host and the security of the personal
device. Dodis et al. [16] suggested RK ccAEAD as a useful variant of ccAEAD
under such environments. However, they left open its feasibility and concrete
constructions.

Our Contributions. Focusing on the work of Dodis et al. [T5I6], this pa-
per makes two contributions. First, we present a new construction of ccAEAD
based on encryptment, dubbed ECT (EnCryptment-then-TBC). While Dodis et
al. [I5IT6] used AEAD as an additional component, we show that an additional
single call of a tweakable block cipher (TBC) [29J30] is sufficient. Since the in-
tegrity mechanism provided by AEAD is not needed, our proposal allows simpler
and more efficient ccAEAD compared with Dodis et al.’s proposals. In more de-
tail, when encryption, Dodis et al.’s method needs AEAD taking two elements,
B (for associated data) and L (for plaintext) as an input in addition to a secret
key, while ECT simply encrypt L with tweak B by a TBC. The latter is ar-
guably much simpler. See Fig.[I] for their illustrations. Note that the encryption
output C7 of AEAD in Dodis et al.’s method contains a random nonce and a
tag in addition to the “raw” ciphertext of |L| bits as otherwise decryption is
not possible. Hence, ECT is more efficient in terms of bandwidtlﬂ The security
requirements of ECT are reduced to those of the underlying encryptment and a
TBC. In particular, the ciphertext integrity of ECT requires a new but feasible

4 The second method of Dodis et al. has also larger bandwidth than ours for the
existence of tag. A concrete comparison is not possible as it is nonce-based.



type of ciphertext unforgeability for the encryptment. Actually, we show that
HFC [I5] — a hash-based efficient encryptment scheme proposed by Dodis et al.
— satisfies this new ciphertext unforgeability in the random oracle model. We
note that HFC originally assumed the random oracle, so we do not introduce
any new assumption.

Second, we provide the first formalization of remotely keyed (RK) ccAEAD,
and show that ECT is secure RK ccAEAD. This answers the aforementioned
open question posed by Dodis et al. positively. Our formalization is based on
that of RK authenticated encryption by Dodis and An [14]. The confidentiality
of ECT as RK ccAEAD requires a new variant of confidentiality for encryptment.
It is also shown that HFC satisfies the new variant of confidentiality in the
random oracle model. ECT has a similar structure to the AEAD scheme named
CONCRETE [7], which offers ciphertext integrity in the presence of nonce misuse
and leakage. As mentioned above, remotely keyed encryption [§] is practically
relevant when composing a trusted (small) module with an untrusted/leaking
module. We think this similarity exhibits an interesting relationship with RK
ccAEAD and leakage-resilient AEAD, where the latter has been actively studied
in recent years, e.g., [BIGITI3I34U35].

Related Work. Authenticated encryption is one of the central topics in sym-
metric cryptography. Its formal treatments were initiated by Katz and Yung [20]
and by Bellare and Namprempre [3].

A variation of message franking scheme that enables a receiver to report an
abusive message by revealing only the abusive parts was investigated indepen-
dently by Leontiadis and Vaudenay [28] and by Chen and Tang [11]. Huguenin-
Dumittan and Leontiadis formalized and instantiated a secure bidirectional chan-
nel with message franking [23]. Yamamuro et al. [39] proposed forward secure
message franking and presented a scheme based on ccAEAD, a forward secure
pseudorandom generator, and a forward secure MAC. Tyagi et al. [37] formal-
ized asymmetric message franking and constructed a scheme from signatures of
knowledge [22] for designated verifier signatures [24].

Hirose [2I] proposed a generic construction of nonce-based ccAEAD. The
proposal is similar to the second method of Dodis et al. Since it simply replaces
a PRF with a TBC, it needs two additional TBC calls, while ECT needs only
one TBC call. In addition, his scheme is nonce-based while ours is randomized
as originally proposed. Thus, ECT is less restrictive and more efficient in com-
putation.

Dodis and An [I4] proposed and investigated a cryptographic primitive called
concealment. They formalized RK authenticated encryption as an application
and provided a generic construction with concealment and authenticated en-
cryption.

Farshim et al. [I9], Albertini et al. [1], Len et al. [27], Bellare and Hoang [2],
and Chan and Rogaway [10] discussed so-called committing authenticated en-
cryption. While their definitions and security goals are not identical, their pri-
mary goal was basically to decrease the risk of error or misuse by application
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Fig. 1: Encryption and decryption algorithms of ccAEAD. (Top) our proposal,
ECT, (Bottom) Dodis et al.’s method using AEAD [I5]. For both cases, enc and
dec are encryptment and decryptment algorithms of the encryptment scheme.
The ccAEAD decryption algorithms omit the case of verification failures. In
ECT, Ex and Dk denote the TBC’s encryption and decryption, where the thick
line is tweak input.



designers, and message franking was out of scope for the lack of opening key
needed by ccAEAD.

Organization. Section [2] introduces notations and formalizes tweakable block
ciphers, ccAEAD, and encryptment. Section [3] describes the generic construc-
tion of ccAEAD, called ECT, and confirms its security. Section [4] formalizes RK
ccAEAD. Section [f] confirms the security of ECT as RK ccAEAD. Section [6] con-
cludes the paper. Due to the page limit, some proofs of theorems are given in
appendices.

2 Preliminaries

Let ¥ := {0,1}. For any integer [ > 0, let X' be the set of all X-sequences of
length I. Let X* := J,5, X*. The length of € X* is denoted by |z|. Concatena-
tion of x1, 2 € X* is denoted by z1]||z2. A uniform random choice of an element
s from a set S is denoted by s «— S.

2.1 Tweakable Block Cipher

A TBC is formalized as a pair of encryption and decryption functions TBC :=
(E, D) such that E : X™ x X"t x X" — 3> and D @ Ik x JMt x J"e 5 S0b,
Y™ s a set of keys, ™ is a set of tweaks, and Y™ is a set of plaintexts or
ciphertexts. For every (K,T) € Y™ x XY™ both E(K,T,-) and D(K,T,-) are
permutations, and D(K,T,E(K,T,-)) is the identity permutation over X",

Let Py, n, be the set of all tweakable permutations: For every p € Py, , and
T € X, p(T,-) is a permutation over X" . Let p~! € Py, », be the inverse of
P E Pyt p (T, p(T,-)) is the identity permutation for every T' € X™¢.

The security requirement of a TBC is formalized as indistinguishability from
a uniform random tweakable permutation. Let A be an adversary with oracle ac-
cess to a tweakable permutation (and its inverse) in P, ,,. A can make adaptive
queries to the oracle(s) and finally outputs 0 or 1. The advantage of A against
TBC for a tweakable pseudorandom permutation (TPRP) is

AdviBR2(A) = [Pr[AFX = 1] — Pr[A™ = 1]

)

where K «— XY™ and w «— Py, »,. Similarly, the advantage of A against TBC
for a strong tweakable pseudorandom permutation (STPRP) is

1

Advfrtgép(A) = |Pr[AEK’DK =1]-Pr[A™® = 1]!

2.2 ccAEAD
Syntax. ccAEAD [20] is formalized as a tuple of algorithms CAE := (Kg, Enc,
Dec, Ver). It is involved with a key space K := XY™, an associated-data space

A C X*, a message space M C X* a ciphertext space C C X*, an opening-
key space L C X* and a binding-tag space 7 := X7. The “cc” (compactly
committing) property requires that 7 = O(n) is small.



— The key-generation algorithm Kg returns a secret key K € K chosen uni-
formly at random.

— The encryption algorithm Enc takes as input (K, A, M) € K x A x M and
returns (C,B) € C x T.

— The decryption algorithm Dec takes as input (K, A,C,B) e Cx AXxCxT
and returns (M,L) e M x Lor L & M x L.

— The verification algorithm Ver takes as input (A, M,L,B) € AXx M X LxT
and returns b € X.

Kg and Enc are randomized algorithms, and Dec and Ver are deterministic algo-
rithms. For every I € N, X! C M or X! N M = (). For (C, B) < Enc(K, A, M),
|C| depends only on |M|, and there exists a function clen : N — N such that
|C| = clen(|M]).

CAE satisfies correctness. Namely, for any (K, A, M) € Kx AxM, if (C, B) +
Enc(K, A, M), then there exists some L € L such that Dec(K, A,C, B) = (M, L)
and Ver(A,M,L,B) = 1.

Security Requirements. The security requirements of ccAEAD are confiden-
tiality, ciphertext integrity, and binding properties.

Confidentiality. The games MO-REAL and MO-RAND shown in Fig. [2] are
introduced to formalize the confidentiality as real-or-random indistinguishability
in the multi-opening setting. The advantage of an adversary A for confidentiality
is

AdvERE" (A) := [Pr[MO-REAL,¢ = 1] — Pr[MO-RANDE,¢ = 1].

A is allowed to make queries adaptively to the oracles Enc, Dec, and ChalEnc.
In both of the games, Enc and Dec work in the same ways. For each query
(A,C, B), Dec returns (M, L) < Dec(K, A, C, B) only if the query is a previous
reply from Enc.

Ciphertext Integrity. The game MO-CTXT shown in Fig. [3] is introduced to
formalize the ciphertext integrity as unforgeability in the multi-opening setting.
The advantage of an adversary A for ciphertext integrity is

AdvEE™ (A) := Pr[MO-CTXT&,¢ = truel.

A is allowed to make queries adaptively to the oracles Enc, Dec, and ChalDec.
The game outputs true if A asks a query (4,C,B) to ChalDec such that
Dec(K, A,C, B) # L without obtaining it from Enc by a previous query.

Binding Properties. Binding properties are defined for a sender and a receiver.
Receiver binding describes that a malicious receiver cannot report a non-abusive
sender for sending an abusive message. The advantage of an adversary A for
receiver binding is

AdvERE(A) := Pr(((A, M, L),(A",M', L), B) - A : (A, M) # (A", M)
AVer(A, M, L,B) = Ver(A', M', L', B) = 1].



K+ Kg Y+ 0
b+ AEnc,Dec,ChalEnc

return b

Enc(A, M)

(C,B) < Enc(K,A, M)
Y« YU{(4,0C B)}
return (C, B)

Dec(4,C, B)

if (A,C,B) ¢ Y then
return |

end if

(M, L) < Dec(K, A, C,B)

return (M, L)

ChalEnc(A, M)
(C,B) + Enc(K, A, M)
return (C, B)

K+ Kg Y+ 0
b+ AEnc,Dec,ChalEnc

return b

Enc(A, M)

(C,B) < Enc(K,A, M)
Y« YU{(A,C, B)}
return (C, B)

Dec(A,C, B)

if (A,C,B) ¢ Y then
return L

end if

(M, L) < Dec(K, A, C,B)

return (M, L)

ChalEnc(4, M)
(C, B) « chen(|1\/l\) N
return (C, B)

(a) MO-REAL&: e

(b) MO-RAND&, ¢

Fig. 2: Games for confidentiality of ccAEAD

K+ KgY«0
win — false
AEnCA,Dec,ChalDec

return win

Enc(A4, M)

(C,B) < Enc(K, A, M)
Y« YU{4,CB)}
return (C, B)

Dec(A,C, B)
return Dec(K, A, C, B)

ChalDec(A4, C, B)

if (A,C,B) € Y then
return |

end if

if Dec(K,A,C,B) # L then
win <— true

end if

return Dec(K, A, C, B)

Fig. 3: Game MO-CT XTCAAE for ciphertext integrity of ccAEAD




The advantage of A for strong receiver binding is

AdvEREM(A) = Pr[((A, M, L), (A",M',L'),B) + A : (A,M,L) # (A", M', L")
AVer(A, M, L,B) = Ver(A', M', L', B) = 1].

It holds that AdvEad(A) < AdvEg™(A) for any CAE and A.

Sender binding describes that a malicious sender of an abusive message can-
not prevent the receiver from reporting it. The advantage of A for sender binding
is

AdvERMd(A) := Pr[(K,A,C,B) + A : Dec(K,A,C,B) # L
(M, L) + Dec(K,A,C,B) A Ver(A,M,L,B)=0].

Message Franking Using ccAEAD. A service provider is assumed to relay all
communication among users. Users encrypt their communication with ccAEAD.
For a ciphertext from a sender, the service provider computes a tag with a MAC
function for the binding tag in the ciphertext and transfers the ciphertext to
the receiver together with the tag. Suppose that an abusive message is recovered
from the ciphertext. Then, the receiver reports it to the service provider with
the opening key, binding tag, and the tag attached by the service provider. The
receiver binding prevents malicious receivers from blaming non-abusive senders.
The sender binding prevents malicious senders from denying abusive reports by
honest receivers.

2.3 Encryptment

Syntax. Encryptment [I5] is roughly one-time ccAEAD. It is formalized as
a tuple of algorithms EC = (kg,enc,dec,ver). It is involved with a key space
Kee := X%, an associated-data space A C X*, a message space M C X*, a
ciphertext space C C X*, and a binding-tag space 7 := X7.

— The key-generation algorithm kg returns a secret key Ko, € Ko chosen
uniformly at random.

— The encryptment algorithm enc takes as input (Kec, 4, M) € Kee X A X M
and returns (C,B) € C x T.

— The decryptment algorithm dec takes as input (K., 4,C, B) € Kee X A X
C x T and returns M € M or L &€ M.

— The verification algorithm ver takes as input (4, M, Kec, B) € AX M X Kee X
T and returns b € X.

kg is a randomized algorithm, and enc, dec and ver are deterministic algorithms.
For (C, B) < enc(Kec, A, M), it is assumed that |C| depends only on |M].

EC satisfies correctness: For any (Ko, A, M) € Koc X A x M, if (C,B) +
enc(Kee, A, M), then dec(Kee, A,C,B) = M and ver(A, M, Kq.,B) = 1. A
stronger notion of correctness called strong correctness is also introduced: For
any (Kec, A,C,B) € Kee X AXC X T, if M + dec(K,c, A, C, B), then enc(Ko, A,
M) = (C,B).



Security Requirements. The security requirements of encryptment are con-
fidentiality, second-ciphertext unforgeability, and binding properties.

Confidentiality. Two games otREAL and otRAND shown in Fig. [4] are intro-
duced to formalize the confidentiality. In both of the games, an adversary A asks
only a single query to the oracle enc. The advantage of A for confidentiality is

AdvEZ™ " (A) := |Pr[otREALf = 1] — PrlotRAND{: = 1]

)

where “ot-ror” stands for “one-time real-or-random.”

Keec + kg
b+ A®"° b+ A®"°
return b return b
enc(A, M) enc(A, M)
(C, B) + enc(Kec, A, M) (C, B) 4 xcen(MD o 57
return (C, B) return (C, B)
(a) otREALZ: (b) otRANDA

Fig.4: Games for confidentiality of encryptment

Second-Cliphertext Unforgeability. An adversary A asks only a single query
(A, M) € Ax M to enck,, and gets (C,B) and K., where K. < kg and
(C, B) + enck,_ (A, M). Then, A outputs (A’,C") € A x C. The advantage of A
for second-ciphertext unforgeability is

AdvES(A) :=Pr[(A4,C) # (A", C") Adeck, (A',C', B) # 1].
Binding properties. The advantage of A for receiver binding is

AAVER™Y(A) 1= Pr[((Kee, A, M), (K!., A", M"),B) + A : (A, M) # (A', M)
Aver(A, M, Ke., B) = ver(A", M' K., B) = 1].

The advantage of A for strong receiver binding is

Advgc"™(A) = Pr[(Kee, A, M), (K., A, M"), B) + A :
(Kee, A, M) # (K., A", M") Aver(A, M, Kee, B) = ver(A', M’ K|,

ec’

B)=1].
The advantage of an adversary A for sender binding is

Advs—bind A) := Pr KeC’A7C’7B +— A,M <+ dec KemAa C,B :
EC
M #£ 1 A ver(A, M, Ke, B) = 0].



For strongly correct encryptment, Dodis et al. [15] reduced second-ciphertext
unforgeability to sender binding and receiver binding. The following proposition
shows that it can be reduced only to receiver binding. On the other hand, receiver
binding cannot be reduced to second-ciphertext unforgeability. Suppose that EC
is secure except that it has a weak key such that receiver binding is broken using
the weak key. For second-ciphertext unforgeability, the probability that the weak
key is chosen is negligible for a query made by an adversary.

Proposition 1. Let EC be a strongly correct encryptment scheme. Then, for
any adversary A against EC for second-ciphertext unforgeability, there exists an
adversary A such that Advi (A) < AdvEC™Y(A) and the run time of A is at
most about that of A.

Proof. Shown in Appendix

3 ccAEAD Using Encryptment and TBC

3.1 Scheme

New ccAEAD construction ECT (EnCryptment-then-TBC) ECT = (KG, ENC,
DEC, VER) is proposed. It uses an encryptment scheme EC = (kg, enc, dec, ver)
and a TBC TBC = (E,D). For ECT, let K := XY™ be its key space, A be its
associated-data space, M be its message space, C be its ciphertext space, £ := X*
be its opening-key space, and 7 := X7 be its binding-tag space. Then, for EC,
L is its key space, A is its associated-data space, M is its message space, C is
its ciphertext space, and 7 is its binding-tag space. For TBC, its set of keys is
IC, its set of tweaks is T, and its set of plaintexts or ciphertexts is L.

ENC and DEC are shown in Fig. ] Also refer to Fig. [I] for illustration. They
are also depicted in Fig. [1l KG selects a secret key K for TBC from X". VER
simply runs ver.

ENC(K, A, M) DEC(K, A, C, B)
L+ kg Col|CL + C
(Co,B) <—enc(L,A,M) L(—DK(B,Cl)
Cy + Ex(B,L) if dec(L, A, Co, B) = L then
C + Co||Cr return L
return (C, B) else
M + dec(L, A, Cy, B)
return (M, L)
end if

Fig.5: The encryption and decryption algorithms of ECT
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3.2 Security

ECT replaces AEAD of the Dodis et al. scheme with TBC. This change does
not impact the confidentiality or binding properties. However, it does affect the
ciphertext integrity. With ECT, a candidate for the opening key can always be
obtained for a ciphertext. Thus, to ensure the ciphertext integrity, it must be
intractable to create a new valid ciphertext for the binding tag of the original
ciphertext and the opening key candidate.

Confidentiality. The confidentiality of ECT is reduced to the confidentiality of
EC and the TPRP property of TBC:

Theorem 1 (Confidentiality). Let A be an adversary against ECT making
at most ge, qa, and g. queries to Enc, Dec, and ChalEnc, respectively. Then,
there exist adversaries A and D such that

AdVEST ™ (A) < o - Adve™ (A) + 2 Adviige(D) + (42 + (ge +¢c)?) /2"

The run time of A and D is at most about that of MO-REALE-r. D makes at
most (go + gc) queries to its oracle.

Proof. Shown in Appendix [A] O

Ciphertext Integrity. For the ciphertext integrity of ECT, a new notion is
introduced to the ciphertext unforgeability of encryptment EC:

Definition 1 (Targeted Ciphertext Unforgeability). Let A := (A1, As)
be an adversary acting in two phases. First, Ai takes no input and outputs
(B, state), where B € T and state is some state information. Then, Aq takes
(B, state) and K. as input, where K. + kg, and outputs (A,C) € Ax C. The
advantage of A for targeted ciphertext unforgeability is

AdvEY(A) := Pr[dec(Kee, A,C, B) # 1].

It is not difficult to see that the HFC encryptment scheme [15] satisfies tar-
geted ciphertext unforgeability in the random oracle model, which is shown in
Appendix [C]

The ciphertext integrity of ECT is reduced to the second-ciphertext unforge-
ability and the targeted ciphertext unforgeability of EC and the STPRP property
of TBC:

Theorem 2 (Ciphertext Integrity). Let A be an adversary against ECT
making at most ge, qa, and q. queries to Enc, Dec, and ChalDec, respectively.
Then, there exist adversaries A, A, and D such that

AVESS™ (A) < g, AdvEZ(A) + (a1 + 00) - AdviZ (A) + Advig(D)
+ (e + ga + qo)? /251

The run time of A, A, and D is at most about that of MO-CTXTgcr. D makes
at most qe + qa + qc queries to its oracle.
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Proof. The game MO—CTXT?CT is shown in Fig. @ Without loss of generality,
it is assumed that A terminates right after win gets true.

The game MO-CTXT-G# in Fig. E is different from MO-CTXTgct in that
the former records all the histories of Ex and Dg by “P[B,C4] + L” and uses
them to answer to queries to Dec and ChalDec. Thus,

AdvES™ (A) = Pr[MO-CTXTgcr = true] = Pr[MO-CTXT-Gf = true|.

The game MO-CTXT-G# in Fig. [8is different from MO-CTXT-G#" in that
the former uses a random tweakable permutation w instead of TBC. Let D be
an adversary against TBC. D has either (Ex, D) or (e, !) as an oracle and
simulates MO-CTXT-G# or MO-CTXT-G%" with the use of its oracle. Thus,

AdviEP (D) = |Pr[MO-CTXT-G{* = true] — Pr[MO-CTXT-G5* = true]|.

D makes at most g + qgq + ¢c queries to its oracle, and its run time is at most
about that of MO-CTX Tact.

In the game MO-CTXT-G£ shown in Fig. [f§| Dec and ChalDec select L
uniformly at random from X, while they call ™! in MO—CTXT—G?. As long
as no collision is found for L, the games are equivalent to each other. Thus,

}Pr[MO—CTXT—GQA = true]—Pr[MO-CTXT-G£ = true]| < (Go+qatqe)? /2L

Now, PrlMO-CTXT-G% = true] is evaluated. Suppose that win is set true
by a query (A*,C*, B*) to ChalDec. Let Win;, Wing, and Wing be the cases
that

1. P[B*,Cf] # L and P[B*, Cf] is already set by Enc,
2. P[B*,C}] # L and P[B*,C;] is already set by Dec or ChalDec, and
3. P[B*,C1] = L,

respectively, where C7 is the least significant ¢ bits of C*. Then,
Pr[MO—CTXT—G?,A = true| = Pr[Win] + Pr[Wing| 4+ Pr[Wins].

For Winy, suppose that Enc sets P[B*, C}] while computing a reply (C’7 B*)
to a query (A, M). Then, (A,C) # (A*,C*) since (A,C,B*) € Y and (A*,C*,
B*) ¢ Y. Thus, the following adversary A with the oracle enc ;, against second-
ciphertext unforgeability is successful. A runs MO—CTXT—G3A except that A
guesses (A, M), asks it to enc; and gets (C,B*) and L. Finally, A outputs
(A*,C*) satisfying dec(L, A*,C*, B*) # L. Thus, Advi2'(A) = Pr[Win,]/ge.

For Win, and Wing, the following adversary A = (Al,Ag) against tar-
geted ciphertext unforgeability is successful. First, A; runs MO—CTXT—GgA and
guesses (B*,CF). Tt interrupts the execution of MO-CTXT-G# right after it
obtains (B*,C7) and outputs (B*,state*). Then, Ay takes (B*,state*) and
L « X! as input and resumes the execution of MO—CTXT—G3A by making
use of state*. Finally, A, outputs (A*,C}) satisfying dec(f/,A*,C&B*) # 1.

Thus, AdvEd(A) = (Pr[Wing] + Pr[Wins))/(qa + ¢c)- 0

12



K« X"y« 0
win < false
AEnc,Dec,ChalDec

return win

Enc(A, M)

L« x*

(Co, B) « enc(L, A, M)
C1 + Ex(B, L)

C + CUHCI

Y« YU{(4,C, B)}
return (C, B)

Dec(A, C, B)

C()HCl +~ C

L + Dx(B,C1)
return dec(L, A, Cy, B)

ChalDec(A, C, B)

if (A,C,B) € Y then
return L

end if

Co||01 +~ C

L + DK(B, Cl)

if dec(L, A, Co, B) = L then
return L

else
win < true
M < dec(L, A, Co, B)
return (M, L)

end if

Fig. 6: Game MO-CTXTect

K« X" Y«0
win < false
AEnc,Dec,ChalDec

return win

Enc(A, M)

L« 3*

(Co, B) «enc(L, A, M)
Cy + Ek (B, L)

C + COHCI

Y= YU{(A, C, B)}
P[B,C1] « L

return (C, B)

Dec(A, C, B)

COHCI +~— C

if P[B,C1] # L then
L + P[B, C4]

else
L <+ Dk (B,C1)
P[B,Ci] + L

end if

return dec(L, A, Co, B)

ChalDec(A, C, B)

if (A,C, B) € Y then
return L

end if

Co”Cl «~— C

if P[B,C4] # L then
L + P[B, (4]

else
L +— DK(B7 Cl)
P[B,Ci] + L

end if

if dec(L, A, Co, B) = L then
return L

else
win 4— true
M < dec(L, A, Cyo, B)
return (M, L)

end if

Fig. 7: MO—CTXT—G{". All the entries of the table P are initialized by L.
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w4 Pro; Y+ 0 ChalDec(A4, C, B)
win < false if (A,C, B) € Y then
AEnc,Dec,ChalDec return L
return win end if
Co”C] «— C
Enc(A, M) if P[B,C4] # L then
L« x* L + P[B, (4]
(Co, B) « enc(L, A, M) else . ,
Cy + w(B,L) Go: L+ w " (B,C1)/Gs: L « ¥
C + Co||Ch P.[B,Cl] «~— L
Y« YU{(A,C B)} end if
P[B,Ci] « L if dec(L, A, Co, B) = L then
return (C, B) return L
else

Dec(A, C, B) win 4 true
Col|C1 < C M < dec(L, A, Co, B)
if P[B,C1] # L then return (M, L)

L + P[B, C] end if
else

Go: L+ w Y(B,C1)/Gs: L + 5*

P[B,Ci] < L
end if
return dec(L, A, Co, B)

Fig. 8: MO-CTXT-G4 and MO-CTXT-G&

Binding Properties. ECT inherits (strong) receiver binding from EC.

ECT also inherits sender binding from EC. Suppose that (K, A, C, B) satisfies
DEC(K,A,C,B) # L and VER(A, M, L, B) = 0, where (M, L) + DEC(K, A, C,
B). Then, L = Dg(B,C4), dec(L,A,Cy,B) = M and M # 1, where C =
Cy||C1. In addition, ver(A, M, L, B) = 0.

4 Remotely Keyed ccAEAD

RK ccAEAD is a particular type of ccAEAD. Their difference is that, for RK
ccAEAD, some parts of encryption and decryption are done by a trusted device
keeping the secret key. A user or a host performs encryption and/or decryption
by making use of the trusted device. The amount of computation for the trusted
device is required to be independent of the lengths of a message, associated data,
and a ciphertext due to the common case that the computational power of the
trusted device is limited.

Dodis et al. [I6] left it as an open problem to formalize and construct RK
ccAEAD schemes. An answer will be given to the problem in this section.

4.1 Syntax

RK ccAEAD is formalized as a tuple of algorithms RKCAE = (RKKg, RKEnc,
RKDec, RKVer). It is involved with a key space K := XY™ an associated-data
space A C X* a message space M C X* a ciphertext space C C X* an
opening-key space £ := X*, and a binding-tag space T := X7.

In the formalization below, for simplicity, it is assumed that the trusted
device is called only once during encryption and decryption:

14



— The key generation algorithm RKKg returns a secret key K € K chosen
uniformly at random.

— The encryption algorithm RKEnc takes as input (K, A, M) € K x A x M
and returns (C, B) € C x T. K is given to an algorithm TE, and it is run by
a trusted device. The encryption proceeds in the following three steps:

(Qe, Se) < Pre-TE(A, M); Re < TEx(Q.); (C, B) < Post-TE(R., Se),

where S, is some state information.

— The decryption algorithm RKDec takes as input (K, A,C,B) € CxAxCxXT
and returns (M, L) e M x Lor L € M x L. K is given to an algorithm TD,
and it is run by a trusted device. The decryption proceeds in the following
three steps:

(Qd, Sd) — Pre—TD(A, C, B), Rd — TDK(Qd); (M, L)/J_ — POSt-TD(.Rd7 Sd),

where Sy is some state information.
— The verification algorithm RKVer takes as input (A, M, L, B) € AXMXLXT
and returns b € Y.

As well as CAE, RKCAE satisfies correctness. For every [ € N, X! € M
or X' N M = (). For any message M and the corresponding ciphertext C, |C|
depends only on |M| and let |C| = clen(|M]).

4.2 Security Requirement

For RK ccAEAD, an adversary is allowed to have direct access to the trusted
device. Thus, the adversary can run RKEnc and RKDec by using TEx and TDg
as oracles, respectively.

Confidentiality. Confidentiality of RK ccAEAD is defined as real-or-random
indistinguishability. The games RK-REAL and RK-RAND shown in Fig. [0] are
introduced. An adversary A is given access to oracles E, D, and ChalEnc. A is
not allowed to decrypt (A, C, B) obtained by asking (A, M) to ChalEnc. The
advantage of A for confidentiality is

Advikeae(A) := [Pr[RK-REAL{cag = 1] — Pr[RK-RANDAcae = 1].

Ciphertext Integrity. The game RK—CTXT‘,-:,‘KCAE, shown in Fig. is intro-
duced. An adversary A is given access to oracles E, D, and ChalDec. A is not
allowed to repeat the same queries to ChalDec. The game outputs true if the
number of valid ciphertexts produced by A is greater than the number of queries
to E made by A. The advantage of A for ciphertext integrity is

AdVEERE(A) == Pr[RK-CTX Tgicag = true].
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K < RKKg; Y+ 0 K + RKKg; Y « 0
b« AE,D,ChalEnc b« AE,D,ChalEnc
return b return b
E(Q.) E(Q.)
Re + TEk(Q.) Re + TEk(Q.)
return R, return R,
D(Qa) D(Qq)
if Qq € Y then if Qq € Y then
return L return |
end if end if
Ry + TDK(Qd) Rq + TDK(Qd)
return Rg return Rg
ChalEnc(A, M) ChalEnc(4, M)
(C, B) < RKEnc(K, A, M) (C, B) 4= xcen(IMD o 57
(Qa,Sa) « Pre-TD(A, C, B) (Qa,Sa) « Pre-TD(A, C, B)
Y« Yu{Qa} Y+~ Yu{Qa}
return (C, B) return (C, B)
(a) RK'REAL?KCAE (b) RK'RANDRAKCAE

Fig.9: Games for confidentiality of RK ccAEAD

K <+ RKKg E(Q.)
win <— false; ctr <0 ctr < ctr +1
AE,D,ChalDec return TEK(Qe)
if ctr < 0 then

win < true D(Qa)
end if return TDg (Qa)

return win
ChalDec(A, C, B)
if RKDec(K, A,C, B) # L then
ctr < ctr — 1
end if
return RKDec(K, A, C, B)

Fig.10: Game RK-CTXT‘,%KCAE for ciphertext integrity of RK ccAEAD
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Binding Properties. Advipixe, Advicend and Advielil are defined as

AdvERnd “AdvEbind and AdvEyd) respectively, simply by replacing Dec with
RKDec and Ver with RKVer.

5 ECT as RK ccAEAD

5.1 Scheme

ECT functions as RK ccAEAD if E and D of TBC are used for TE and TD, respec-
tively. For simplicity, ECT as RK ccAEAD is called RK ECT in the remaining
parts.

5.2 Security

Confidentiality. The crucial difference between RK ECT and ordinary ECT
is that, for a ciphertext (C, B), the former allows adversaries to check whether
L’ € L is the corresponding opening key or not only by asking (B, L’) to Ex. It
requires a new notion on the confidentiality of encryptment for the confidentiality
of RK ECT:

Definition 2 (Confidentiality with Attachment). Two games OtREAL and

otRAND shown in Fig. are introduced to formalize confidentiality. In both of
the games, an adversary A is allowed to ask only a single query to the oracle
enc, while A is allowed to ask multiple queries adaptively to the oracle (w,w™1).
The advantage of A for confidentiality is

—— ot-ror

——— A ——— A
Advge  (A) == |PrlotREALgc = 1] — Pr[otRANDgc = 1]

)

It is shown that the HFC encryptment scheme [15] satisfies confidentiality with
attachment in the random oracle model in Appendix [C]

Kee + kg, w «— Pry Kec < kg; w «— Pry
b« Aenc,(w,w_l) b« Aenc,(w,w_l)
return b return b
enc(A, M) enc(A, M)
(C, B) + enc(Kec, A, M) (C, B) ¢ xcen(MD o 57
c’ (*’W(ByKec) c’ FW(B,Kec)
return (C, B,C") return (C,B,C")
—~— A —~— A
(a) otREALgc (b) otRANDEgc

Fig. 11: The games for confidentiality of encryptment

The confidentiality of RK ECT is reduced to the confidentiality of EC with
attachment and the STPRP of TBC:
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Theorem 3 (Confidentiality). Let A be an adversary against RK ECT mak-
ing at most qe, qa, and g. queries to E, D, and ChalEnc, respectively. Then,
there exist adversaries A and D such that

ot-ror

AdVEST(A) < ge - Advge  (A) +2- AdvSEP (D) + ge(ge + ga + qc) /27"

The run time of A and D is at most about that of RK—REAL?CT. A makes at
most go+qa+qe queries to the uniform random tweakable permutation (w,w1).
D makes at most q. + qq + qc queries to its oracle.

Proof. For the games RK-REALZ.; and RK-RANDZ-; in Fig.
AdVEG™ (A) = [Pr[RK-REALfcr = 1] — Pr[RK-RANDf1 = 1]|.

The game RK—ROR—G? in Fig.|13|is different from RK—REAL?CT in that the
former uses a random tweakable permutation w instead of TBC. Let D be an
adversary against TBC. D; has either (Ex,Dx) or (w,@ 1) as an oracle and
simulates RK-REALZc or RK-ROR-G#, respectively. Then,

AdviEP(Dy) = [Pr[RK-REALf; = 1] — Pr[RK-ROR-G{* = 1]|.

D, makes at most ¢, + gq + ¢c queries to its oracle, and its run time is at most
about that of RK-REALZ-+.

The game RK—ROR—GQA in Fig.|14]is different from RK—ROR—G}A‘ in that the
former selects (Cy, B) uniformly at random. Thus, from the hybrid argument,
there exists some A such that

—— ot-ror .

|Pr[RK-ROR-G{* = 1] — Pr[RK-ROR-G%' = 1]| < ¢ - Advgc  (A).

A makes at most ge + qq + ¢e queries to (z,w~1). The run time of A is at most
about that of RK-REALZ-+.

The game RK-ROR-G4 in Fig. [14 is different from RK-ROR-G£ in that
ChalEnc selects C; uniformly at random from X* in the former game. As long
as no collision is found for L and C1, RK—ROR—GgA is equivalent to RK—ROR—G?.
Thus,

|Pr[RK-ROR-G3* = 1] — Pr[RK-ROR-G$* = 1] < qe(ge + qa + c) /27"

For RK—ROR—GBA and RK—RAND?CT, similar to the transformation from
RK—REAL‘EA‘CT to RK—ROR—G?, there exists some Dy such that

|Pr[RK-ROR-G#] — Pr[RK-RAND{c1 = 1]| < Adv55 (D).

D5 makes at most g, + gq queries to its oracle, and its run time is at most about
that of RK-RANDZ . 0
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K+ X% Y+ 0
b« AE,D,Cha]Enc

return b
E(B,L)

Ci < Ex(B,L)
return C

D(B,C1)

if (B,C1) € Y then
return L

end if

L + DK (B, Cl)

return L

ChalEnc(A, M)

L+« 3¢

(Co, B) < enc(L, A, M)
C1 « Ex(B,L)

C + C()HC]

Y+ YU{(B,C)}
return (C, B)

K« X% Y+0
b« AE,D,ChalEnc

return b
E(B,L)

Ci < Ex(B,L)
return Cq

D(B,C1)

if (B,C1) € Y then
return L

end if

L + DK(B,Cl)

return L

ChalEnc(A, M)

(Co, B) 4= seen(IMD o 57
Cy « ¢

C C()”Cl

Y < YU{(B,C1)}
return (C, B)

(a) RK-REALf+

(b) RK-RANDZ-;

Fig. 12: Games for confidentiality of RK ECT

w 4= Pro; V0
b« AE,D,ChalEnc

return b

E(B,L)
Cy + w(B, L)
return C;

D(B, Cy)

if (B,C1) € Y then
return L

end if

L+ w (B, C)

return L

ChalEnc(A, M)

L« 3¢

(Co, B) < enc(L, A, M)
Cy +— 17(37 L)

C +— C()Hcl

Y« YU{(B,Ci)}
return (C, B)

w4 Prp; Y0
b+ AE,D,ChalEnc

return b

E(B,L)
Cp «+— W(B7 L)
return C;

D(B,C1)

if (B,C1) € Y then
return L

end if

L+ w Y(B,C1)

return L

ChalEnc(A, M)

Go: L « X%/Ga:

(Co, B) 4 sclen(IM]) o 57
Ga: C1 + w(B,L)/Gs: C1 « X*
C «+— COHCl

Y < YUL(B,C1)}
return (C, B)

Fig.13: RK-ROR-G#

Fig. 14: RK-ROR-G2* and
RK-ROR-G%*
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Ciphertext Integrity. The ciphertext integrity of RK ECT is reduced to the
receiver-binding and the targeted ciphertext unforgeability of EC and the STPRP
property of TBC:

Theorem 4 (Ciphertext Integrity). Suppose that the encryptment scheme
used for RK ECT satisfies strong correctness. Let A be an adversary against RK
ECT making at most qe, qq, and q. queries to E, D, and ChalDec, respectively.
Then, there exist adversaries A, A, and D such that

AV (A) < AdVEE™ (A) + (ga + ac) - AdVES (A) + AdViEE (D)
+ (QC +qqa + QC)2/2E'

The run time of A, A, and D is at most about that of RK—CTXT?CT. D makes
at most qe + qq + qc queries to its oracles.

Proof. Shown in Appendix [B] a

Binding Properties. To see ECT as RK ccAEAD does not affect the bind-
ing properties. Thus, as discussed in Sect. RK ECT inherits both (strong)
receiver binding and sender binding from EC.

6 Conclusions

We have studied the problem of constructing compactly committing AEAD
(ccAEAD) based on encryptment, originally proposed by Dodis et al. [I5JI6]
in the context of end-to-end messaging. We proposed ECT, a conceptually sim-
plified, more efficient construction than those proposed by Dodis et al. by using
a TBC instead of AEAD. We also present a formalization of remotely keyed vari-
ant of ccAEAD (RK ccAEAD) and show that our ECT is indeed RK ccAEAD,
which addresses the open question posed by Dodis et al. [16] positively. This
indicates that ECT is useful when ccAEAD is implemented on the platform con-
sisting of (small, slow) trusted and untrusted (but cheap and fast) modules.
Future work is to explore the relationship between remotely keyed ccAEAD and
leakage-resilient AEAD. It is also interesting to see if other generic constructions
such as CtE and CEP in [20] can be simplified.
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A Proof of Theorem [1

For the games MO-REALZ-; and MO-RANDZ- in Fig.
AdVES"(A) = |Pr[MO-REALf; = 1] — Pr[MO-RAND{; = 1]).

The game MO-ROR-G# in Fig. [16]is different from MO-REALZct in that
the former records all the histories of Enc by “R[A,C, B] + (M, L)” and uses
them to answer to the queries to Dec. Thus,

Pr[MO-ROR-G# = 1] = Pr[MO-REALZ; = 1].

The game MO-ROR-G2* in Fig. [17] is different from MO-ROR-G* in that
the former uses a random tweakable permutation w instead of Ex. Let Dy be
an adversary against TBC. D; has either Ex or @w as an oracle and simulates
MO-ROR-G# or MO-ROR-G4" with the use of its oracle. Thus,

AdviR(Dy) = |Pr[MO-ROR-G{* = 1] — Pr[MO-ROR-G$* = 1].
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D; makes at most ge + g. queries to its oracle, and its run time is at most about
that of MO-REALZ:+.

The game MO—ROR—GgA in Fig. is different from MO—ROR—GQ in that
the former selects C; uniformly at random from X instead of asking (B, L) to
w. As long as no collision is found for L and Cf, MO-ROR—GgA is equivalent to
MO—ROR—G?. L is selected uniformly at random from ¢, Thus,

|Pr[MO-ROR-G%* = 1] — Pr[MO-ROR-G# = 1] < (e + ¢0)%/2".

The game MO-ROR-Gy in Fig. [19|is different from MO—ROR—G? in that the
former selects (Co, B) uniformly at random from yelen(IM) 5 37 Thus, from the
hybrid argument, there exists some A such that

[Pr[MO-ROR-G% = 1] — Pr[MO-ROR-G#* = 1]| < ¢c - AdvRe™ (A)

and the run time of A is at most about that of MO-REAL&t.
For MO-ROR—Gf and MO—RAND?CT, similar to the transformation from
MO-REALE-t to MO-ROR-GZ', there exists some Dy such that

|Pr[MO-ROR-G#] — Pr]MO-RANDE = 1]| < AdviRE(D,) + ¢2/2".

D5 makes at most ¢, queries to its oracle, and its run time is at most about that
of MO-RANDgc1, which is at most about that of MO-REALfcr.

B Proof of Theorem [4]

The game RK-CTXTac is shown in Fig. 20 The game RK-CTXT-G#* in Fig.
records all the histories of Ex and Dg and uses them to answer to queries to E,
D, and ChalDec. The game RK—CTXT—G? in Fig. 22| uses a random tweakable
permutation w instead of TBC. In the game RK—CTXT-GSA shown in Fig. E
selects C; uniformly at random from X, and D and ChalDec select L uniformly
at random from X*. Thus, similar to the proof of Theorem [2] there exists some
adversary D such that

AdvESS™(A) < Pr[RK-CTXT-G£ = true] + AdviP (D) + (e + ga + gc)?/2°.

D makes at most g, + g4 + g queries to its oracles, and its run time is at most
about that of RK-CTXTacT.

Now, Pr[RK-CTXT-G3* = true] is evaluated. Let S C A x C x T be the
sets of successful queries to ChalDec made by A. Namely, their corresponding
replies belong to M x L. Let P be the sets of all (B, L,C1)’s obtained by the
queries to E made by A.

Suppose that RK—CTXT—G3A outputs true. Then, |S| > |P|. Let Win; and
Wins be the cases that

L. For any (A,C, B) € S, there exists some (B, L,C)) € P such that (B,C;) =
(B, C1), where Cf is the least significant ¢ bits of C, and
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K« X" Y+ 0
b < AEnc,Dec,ChalEnc

return b

Enc(A, M)

L« 3*

(Co, B) < enc(L, A, M)
Ci1 « Ex(B,L)

C + COHC'1

Y < YU{(4,C, B)}
return (C, B)

Dec(A,C, B)

if (A,C,B) ¢ Y then
return L

end if

C{JHCl — C

L+ DK(B7 Cl)

M < dec(L, A, Co, B)

return (M, L)

ChalEnc(A, M)

L+ x*

(Co, B) < enc(L, A, M)
Cy + Ex(B, L)

C <+ Col|Cy

return (C, B)

K« X" Y+ 0
b < AEnc,Dec,ChalEnc

return b

Enc(A, M)

L+« x*

(Co, B) «enc(L, A, M)
Cy1 + Ek (B, L)

C +— COHCI

Y < YU{(4,C B)}
return (C, B)

Dec(A, C, B)

if (A,C,B) ¢ Y then
return L

end if

Col|C1 + C

L « Dk (B, C1)

M < dec(L, A, Cy, B)

return (M, L)

ChalEnc(A, M)

(Co, B) 4 zeen(IMD o 57
Cl «— Eé

C Cu‘lcl

return (C, B)

(a) MO-REALZ¢

(b) MO-RANDf+

Fig. 15: Games for confidentiality of ECT

K« XYV«
b« AEnc,Dec,ChalEnc

return b

Enc(A, M)

L« x*

(Co, B) < enc(L, A, M)
C1 < EK(B,L)

C <« Col|Cy

Y« YU{(A,C,B)}
R[A,C,B] + (M, L)
return (C, B)

Dec(A, C, B)

if (A,C,B) ¢ Y then
return L

end if

(M, L) < RI[A, C, B]

return (M, L)

ChalEnc(A, M)

L« x*

(Co, B) « enc(L, A, M)
Ci1 « Ex(B,L)

C + COHC'1

return (C, B)

Fig.16: MO-ROR-G#

w4 Pro; Y0
b <. AEnc,Dec,ChalEnc

return b

Enc(A, M)

L« 5*

(Co, B) < enc(L, A, M)
C1 + w(B, L)

C «+— COHCI

Y < YU{(A C, B)}
R[A,C,B] < (M, L)
return (C, B)

Dec(A, C, B)

if (A,C,B) ¢ Y then
return L

end if

(M, L) + R[A, C, B]

return (M, L)

ChalEnc(A, M)

L+« =t

(Co, B) « enc(L, A, M)
Cy + w(B, L)

C «+ Cg“Cl

return (C, B)
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V<0 Y+ 0

b <+ AEnc,Dec,ChalEnc b <« AFEnc,Dec,ChalEnc

return b return b

Enc(A, M) Enc(A, M)

L« x* L« x*

(Co, B) < enc(L, A, M) (Co, B) < enc(L, A, M)

C1 « x* Cy 4+ x°

C(—Co”Cl C(—COHCl

Y —YU{(A,C, B)} Y« YU{(A, C, B)}

R[A,C,B] + (M, L) R[A,C,B] < (M, L)

return (C, B) return (C, B)

Dec(A, C, B) Dec(A, C, B)

if (A,C,B) ¢ Y then if (A,C,B) ¢ Y then
return L return L

end if end if

(M, L) + R[A, C, B] (M, L) «+ R[A, C, B]

return (M, L) return (M, L)

ChalEnc(A, M) ChalEnc(A, M)

L« %*

(Co, B) « enc(L, A, M) (Co, B) 4= z(IMD 57

Cy 4 X° Cy « X°

C(—C()HC1 C(—CUHC1

return (C, B) return (C, B)
Fig.18: MO-ROR-G# Fig.19: MO-ROR-G#

2. otherwise,
respectively. Then,
Pr[RK-CTXT-G3" = true] = Pr[Win;] + Pr[Winy).

For Winy, since |S| > [P|, there exist (4’,C’,B’) and (A”,C",B") in S
such that (B’,C}) = (B”,CY) and (A',C}) # (A”,Cf), where C}||C] = C’
and C/[|CY = C". Let L' + Dx(B',C}), M’ « dec(L',A',C!,,B'), L" +
D (B",CY), and M" « dec(L", A" ,C!!,B"). Then, L' = L". Since EC is
strongly correct, enc(L', A", M) = (C{, B’) and enc(L”, A", M") = (C{,B").
Thus, since EC is correct, ver(A’, M’ L', B') = 1 and ver(A”, M" L",B") = 1.
Suppose that (L', A", M') = (L",A”,M"). Then, (C},B’) = (CJ,B") since
enc is determinisrtic, which contradicts (A’, C}) # (A”,C{). Thus, (A',M') #
(A", M") since L' = L”. Consequently, there exists some adversary A such that
AdvER™Y(A) = Pr[Winy]. A simply runs RK-CTXT-G£.

For Winy, suppose that (A*,C* B*) € S and that (B*,L,C}) ¢ P for
any L € X!, where C} is the least significant ¢ bits of C*. Then, the follow-
ing adversary A = (A, Ay) against EC for targeted ciphertext unforgeability
is successful. First, A; executes RK-CTXT-G% and guesses (B*,C}) in the
queries to D or ChalDec. It interrupts the execution of RK—CTXT—Gr3A right
after it finds (B*,CF). Then, Ay gets [ 4~ X' and resumes the execution of
RK-CTXT-G%. Finally, A; outputs (A*, Cf) satisfying dec(L, A*, C, B*) # L,

where C* = Cg||Cf. Thus, Adved (A) = Pr[Wina]/(qa + qc)-
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K« X"
win < false; ctr < 0
AE.D,ChalDec
if ctr < 0 then
win <— true
end if
return win

E(B,L)

ctr < ctr + 1
Ci1 < Ex(B,L)
return C;

D(B, C1)
L+ Dk (B,C1)
return L

ChalDec(A, C, B)

Co||01 +~— C

L + DK(B, Cl)

if dec(L, A, Co, B) # L then
ctr < ctr — 1
M < dec(L, A, Cop, B)
return (M, L)

else
return L

end if

Fig. 20: Game RK-CTXT&ct

K« X" Z+ 0
win < false; ctr < 0
AE,D,ChalDec
if ctr < 0 then
win <— true
end if
return win

E(B,L)

ctr <— ct7'~+ 1

if (B,L,C:1) € Z then
C1 < él

else
C1 + Ex(B,L)
Z+ ZU{(B,L,C1)}

end if
return Cy

D(B,Cy)

if (B,L,C,) € Z then
L+« L

else
L + DK(B,Cl)
Z+ ZU{(B,L,C1)}

end if
return L

ChalDec(A, C, B)
C()”Cl +~ C
if (B,L,C,) € Z then
L+« L
else
L + DK(B, Cl)
Z+ ZU{(B,L,C1)}
end if
if dec(L, A, Co, B) # L then
ctr <— ctr — 1
M < dec(L, A, Co, B)
return (M, L)
else
return L
end if

Fig.21: RK-CTXT-G#




w4 Pro; 20 ChalDec(A, C, B)

win < false; ctr < 0 Col|C1 + C
AE:D.ChalDec if (B,L,C1) € Z then
if ctr < 0 then L+« L
win < true else
end if Go: L+ w (B,C1)/Gs: L 4+ X*
return win Z <+ ZU{(B,L,C1)}
end if
E(B, L) if dec(L, A, Co, B) # L then
ctr < ctr + 1 ctr «— ctr — 1
if (BvaC}) € Z then M < dec(L, A, Co, B)
Ci + Ch return (M, L)
else else
Gglcle(B,L)/Ggi Cl«—Ee return |
Z <+ ZU{(B,L,C1)} end if
end if
return C;
D(B,Ch)
if (B,L,C,) € Z then
L+ L
else

Go: L+ w Y(B,01)/G3: L + %*
Z+« ZU{(B,L,C1)}

end if

return L

Fig. 22: RK-CTXT-G2* and RK-CTXT-G5'

C HFC and Its Security for New Security Notions

The HFC encryptment scheme [15] HFC := (Hkg, Henc, Hdec, Hver) uses a com-
pression function f : X7 x X¢ — X7, where 7 and ¢ satisfies £ > 7 > 128. The key
space is X, and the binding-tag space is 7. To simplify the description, it is
assumed that the associated-data space is |, X% and the message and cipher-
text spaces are J; X7, Let parse,, be a function which takes X € Uiso Xt as
input and outputs X1, Xs,..., X, such that X = X;[| Xz ---[| X, and | X;| = w
for1 <i<uz.

The key generation algorithm Hkg simply selects K. uniformly at random
from X¢. The encryptment algorithm Henc and the decryptment algorithm Hdec
are described in Fig. The description of the verification algorithm Hver is
omitted since it is apparent from Hdec.

HFC satisfies targeted ciphertext unforgeability if the underlying compression
function f is a random oracle:

Theorem 5. Suppose that f is a random oracle. Then, for any adversary A :=
(A4, Ay) against HFC concerning targeted ciphertext unforgeability such that Ay
and Ao make at most q1 and qo queries to f, respectively,

AdVEE(A) < (g1 +1)g2/27 + q1 /2"

Proof. Suppose that Ay takes (B, state) and K. as input and outputs (A4, C),
where (B, state) is the output of A; and K. 4 X*. Suppose that, for 1 <
J1 < q1, Aq receives Z; ;, € X7 from f as a response to a query (Y1,;,,W1,;,) €
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Henc(Kec, A, M) Hdec(Kec, A, C, B)
(A1,...,Aq) < parse,(A) (A1,...,Aq) < parse,(A)
(My, ..., Mp,) < parse_(M) (C1,...,C¢) « parse_(C)
Vo <_f(]‘/vi(ec) Vo <_f(IV'vl(ec)
for i =1 to a do for i =1 to a do

Vi f(Vic1, Kec © As) Vi < f(Vie1, Kee © As)
end for end for
for i =1 to m do for i =1 to c do

Ci +— M; ® Voqi—1 M; < Ci @ Vaqi—1

M/ « M;||0¢~7 M| « M;||0¢~7

Vati < f(Vayio1, Kec ® M)) Vati « f(Vati—1, Kec ® M)
end for end for
M,y + 07128 (A)gal[(M)ea M.y + 07128 (A)6a[(C)ea
B« f(va+7n7 Kee @ M-,/,L+1) B’ « f(Va+c; Kee @ M;+1)
C+ Ch]|Cal| -+ |ICm if B’ = B then
return (C, B) M « M| Mz ---||M.

return M
else
return L
end if

Fig. 23: Henc and Hdec. IV € X7 is a fixed initial vector. (X)g4 denotes the
64-bit binary representation of | X| for X € X*.

X7 x X*. Suppose that, for 1 < jy < qo, Ay receives Zy 4, € X7 from f as a
response to a query (Y ;,,Wa;,) € X7 x Y. Without loss of generality, it is
assumed that all the queries made by A; and As to f are distinct from each
other and sufficient to compute Hdec(Kee, A, C, B).

Let Colk be the event that there exists some ji such that K. = Wl,ji"
Then,

AdviiF-(A) < Pr[Hdec(Kee, A,C, B) # 1]
< Pr[Colk] + Pr[Hdec(Kec, A,C, B) # 1 |Colk],

and Pr[Colk] < ¢1/2% Suppose that Colk does not happen. Then, to satisfy
Hdec(Kee, A,C, B) # L, it is necessary that there exists some j5 such that
Zyj; = B or Zy j; = 7y j for some j;. Thus,

Pr[Hdec(Kee, A,C, B) # L |Colk ] < (q1 + 1)g2/2".
O

HFC satisfies confidentiality with attachment if the underlying compression
function f is a random oracle:

Theorem 6. Suppose that f is a random oracle. Let A be any adversary against
HFC concerning confidentiality with attachment. Suppose that A makes at most
q. and q¢ queries to (w,w ') and f, respectively. Suppose that a query to enc
made by A induces o calls to f. Then,

—— ot-ror

Advpee (A) < /2" + 00 +1)/27 + (g0 + a) /(2" — ar — a).
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Proof. A is given f as an oracle in addition to enc and (ww, @ 1). Let Q# and
Q% be the set of queries to f made by A before and after the query to enc,
respectively, where Q& C Y7 x ¢ for i € {1,2}. Let QHenc C X7 x X be the
set of queries to f made by Henc for the query to enc. Let us first specify the

—~— A

following events in otREALgc:

— Dup; is the event that Q& N @Henc £ ) for i € {1,2};

— Col is the event that there exists some X € QHe"® such that f(X) = IV or
f(X) = f(X') for some X’ € QHen¢ such that X # X';

— Hit is the event that A asks (B, Ke) to w.

Notice that Henc asks each query in QHe”C only once if Col does not happen.
otREALHFC is equivalent to otRANDHFC as long as Dup,, Col, Dup,, and Hit in
otREALHFC. Thus,

—— ot-ror

—~ A — A
Advge  (A) = |PrlotREALgc = 1] — Pr[otRANDgc = 1]|
< Pr[Dup, V Col V Dup, V Hit]
< Pr[Dup, ] + Pr[Col] + Pr[Dup, V Hit | Dup, A Col].

Without loss of generality, K. is assumed to be chosen right after the query
to enc made by A. Thus, Pr[Dup,] < ¢/2%. Tt is easy to see Pr[Col] < o(o +
1)/25—&-1.

If Dup; A Col happens, then a query to f made by A reduces at most one
candidate for K., as long as Dup, does not happen. As long as Hit does not
happen, a query to (@, 1) made by A also reduces at most one candidates
for Ke.. Thus, Pr[Dup, V Hit |Dup; A Col] < (¢ + q1)/(2° — qr — qv) O

D Proof of Proposition

Let A be an adversary against EC for receiver binding. A runs A. For a query
(A, M) made by A to enc, A executes K. + kg and (C, B) encr, (A, M).
After receiving K. and (C B) from A, A outputs (A’, C"). Finally, A outputs
(Ko, A, M), (Kee, A", M"), B), where M’ is chosen at random if decg__(A’,C’,
B) = 1 and M’ + decg, (A’,C’, B) otherwise.

Since EC is correct, ver(A, M, Ko., B) = 1. It is shown in the remaining parts
that, if (4,C) # (A,C") and deck, (A',C',B) = M' # L, then (A, M) #
(A’, M) and ver(A', M', K¢, B) = 1.

Suppose that decg, . (A’,C’,B) # L. Then, enck, (A’,M') = (C’, B) since
EC is strongly correct. Thus, ver(A’, M', K¢., B) = 1 since EC is correct. In
addition, suppose that (A4,C) # (A',C"). If A # A’, then (A, M) # (A", M').
If A= A then C # C'. Suppose that M = M’. Then, it contradicts with
C # (' since encg, (A, M) = (C,B), enck, (A',M') = (C',B) and enc is a
deterministic algorithm.
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