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Abstract

Solitary output secure computation models scenarios, where a single entity wishes to com-
pute a function over an input that is distributed among several mutually distrusting parties.
The computation should guarantee some security properties, such as correctness, privacy, and
guaranteed output delivery. Full security captures all these properties together. This setting is
becoming very important, as it is relevant to many real-world scenarios, such as service providers
wishing to learn some statistics on the private data of their users.

In this paper, we study full security for solitary output three-party functionalities in the
point-to-point model (without broadcast) assuming at most a single party is corrupted. We give
a characterization of the set of three-party Boolean functionalities and functionalities with up
to three possible outputs (over a polynomial-size domain) that are computable with full security
in the point-to-point model against a single corrupted party. We also characterize the set of
three-party functionalities (over a polynomial-size domain) where the output receiving party
has no input. Using this characterization, we identify the set of parameters that allow certain
functionalities related to private set intersection to be securely computable in this model.

Our main technical contribution is a reinterpretation of the hexagon argument due to Fis-
cher et al. [Distributed Computing '86]. While the original argument relies on the agreement
property (i.e., all parties output the same value) to construct an attack, we extend the argument
to the solitary output setting, where there is no agreement. Furthermore, using our techniques,
we were also able to advance our understanding of the set of solitary output three-party func-
tionalities that can be computed with full security, assuming broadcast but where two parties
may be corrupted. Specifically, we extend the set of such functionalities that were known to be
computable, due to Halevi et al. [TCC ’19].

Keywords: broadcast; point-to-point communication; secure multiparty computation;
solitary output; impossibility result.
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1 Introduction

Solitary output secure computation [25] allows a single entity to compute a function over an input
that is distributed among several parties, while guaranteeing security. The two most basic security
properties are correctness and privacy. However, in many scenarios participating parties may also
desire the output receiving party to always receive an output (also known as guaranteed output
delivery or full security).! Examples include service providers that want to perform some analysis
over their client’s data, federal regulatory agencies wishing to detect fraudulent users/transactions
among banks, researchers looking to collect statistics from users, or a government security agency
wishing to detect widespread intrusions on different high-value state agencies. In cryptography, soli-
tary output functionalities have been considered in privacy-preserving federated learning [10, 8, 11],
and in designing minimal communication protocols via Private Simultaneous Messages Protocols
[18] and its robust variant [7, 1].

Additionally, understanding solitary output functions have further theoretical motivation as this
is a special case of secure multiparty computation (MPC). In particular, in order to understand
the general MPC setting we first need to understand important special cases. As noted by [25],
one reason to study solitary output as an important stepping stone, is due to the fact that fairness,
where either all parties receive the output or none do, is not an issue. Indeed, in general MPC
many impossibility results [28, 4] rely on the impossibility of fair two-party coin-tossing due to
Cleve [13].

In the late 1980’s, it was shown that every function (even non-solitary output) can be computed
with full security in the presence of malicious adversaries corrupting a strict minority of the parties,
assuming the existence of a broadcast communication channel (such a channel allows any party to
reliably send its message to all other parties, guaranteeing that all parties receive the same message)
and pairwise private channels (that can be established over broadcast using standard cryptographic
techniques) [9, 30, 22].

Conversely, although fairness in not an issue for solitary output functions, without a broadcast
channel or without an honest majority full security cannot be achieved. Indeed, Halevi et al.
[25] presented a class of solitary output functionalities that cannot be computed with full security
assuming the majority of the parties are corrupted (even assuming a broadcast channel). On the
other hand, [2, 20] presented several examples of three-party solitary output functionalities that
cannot be securely computed without a broadcast channel, even when only a single party may be
corrupted. However, besides these handfuls of examples, no general class of functions was identified
to be impossible to securely compute without broadcast. This raises the question of identifying
the set of functions that can be computed with full security assuming either the availability of a
broadcast channel but no honest majority, or vice versa.

In this paper, we investigate the above question for the important, yet already challenging,
three-party case. Thus, we aim to study the following question:

Characterize the set of solitary output three-party functionalities that can be computed
with full security, assuming either a broadcast channel and two corrupted parties, or
assuming no broadcast channel and a single corrupted party.

'Formally, full security is defined via the real vs. ideal paradigm, where a (real-world) protocol is required to
emulate an ideal setting, in which the adversary is limited to selecting inputs for the corrupted parties and receiving
their outputs.



1.1 Owur Results

Our main technical contribution is a reinterpretation of the hexagon argument due to Fischer et al.
[19]. This argument (and its generalization known as the ring argument [15]) uses the agreement
property, i.e., all parties obtain the same output, in order to derive an attack on a given three-
party protocol, assuming there is no broadcast channel available. Since we consider solitary output
functionalities, where only one party receives the output, we cannot rely on agreement. Thus, we
cannot use this technique in a straightforward manner. Instead, we derive an attack by leveraging
the correlation in the views between the parties.

Given this new interpretation, we are able to identify a large class of three-party solitary output
functionalities that cannot be computed without a broadcast channel. Furthermore, we comple-
ment this negative result by showing a non-trivial class of solitary output functionalities that can
be computed in this setting. Interestingly, for several important classes of functionalities, our re-
sults provide a complete characterization of which solitary output three-party functionality can be
computed with full security. Examples include Boolean and even ternary-output functionalities
over a domain of polynomial size.

Somewhat surprisingly, we are able to show that all functionalities captured by our positive
results, can also be securely computed in the face of a dishonest majority (where two parties may
be corrupted), assuming a broadcast channel is available. We do not know if this is a part of a
more general phenomenon (i.e., if the ability to compute a functionality without broadcast channel
against a single corruption implies the ability to compute it with a broadcast channel against two
corruptions) and we leave it as an interesting open question. Still, our results do slightly improve
the positive results of [25].

We next describe our positive and negative results, starting with the model, where a broadcast
channel is not available and only a single party may be corrupted. We consider three-party solitary
output functionalities f : X x YV x Z — W, where the first party A holds an input z € X, the
second party B holds an input y € ), and the third party C holds an input z € Z. We let the
output receiving party be A.

To simplify the presentation, we will limit the following discussion to two families of function-
alities, for which our results admit a characterization (a formal statement of the results for a more
general class of functionalities is given in Section 3). Though the discussion is somewhat limited
when compared to the rest of the paper, all of our techniques and ideas are still present.

The first family we characterize is that of no-input output-receiving party (NIORP) functional-
ities, where the output-receiving party A has no input. We further showcase the usefulness of the
result by characterizing which parameters allow for secure computation of various functionalities
related to private set intersection. The second family we characterize is the set of ternary-output
functionalities, where the output of A is one of three values (with A possibly holding an input).
In particular, this yields a characterization of Boolean functionalities. Below are the informal
statements of the characterizations for deterministic functionalities. We handle randomized func-
tionalities by a reduction to the deterministic case (see Section 1.2.3 below).

Functionalities with no input for the output-receiving party (NIORP). Before stating
the theorem, we define a special partitioning of the inputs of B and C. The partition is derived
from an equivalence relation, which we call common output relation (CORE), hence, we call the
partition the CORE partition. To obtain some intuition for the definition, consider the matrix M



associated with a NIORP functionality f, defined as M(y,z) = f(y,2) forall y € Y and z € 2.2

Before defining the equivalence relation, consider the following relation ~. We say that two
inputs y,y’ € Y satisfy y ~ ¢/ if the rows M(y, ) and M (y/,-) contain a common output. Note that
this relation is not transitive. The equivalence relation we define is the transitive closure of ~, i.e.,
y and 3/ are equivalent if there exists a sequence of inputs starting at y and ending at 3’ such that
every consecutive pair satisfy ~. Formally, we define the relation as follows.

Definition 1.1 (CORE partition). Let f : {\} x Y x Z — W be a deterministic solitary output
three-party NIORP functionality. For inputs y,y' € YV, we say that y ~ y' if and only if there exist
(possibly equal) z,z' € Z such that f(y,z) = f(y',2"). We define the equivalence relation =, to be
the transitive closure of ~. That is, y =, ¥ if and only if either y ~ 1y’ or there ewist a sequence
of inputs y1,...,yr € Y such that

Yoy~ o~y e~y

We partition the set of inputs YV according to the equivalence classes of =., and we write the
partition as Y = {)V; : i € [n]}. We partition Z into disjoint sets Z = {Z; : j € [m]} similarly. We
also abuse notations and use the relations ~ and =, over Z as well. We refer to these partitions
as the CORE partitions of YV and Z, respectively, with respect to f. When Y, Z, and f are clear
from context, we will simply refer to the partitions as CORE partitions.

Observe that given a function f, finding its CORE partition can be done in time that is polyno-
mial in the domain size. As an example, consider the following NIORP solitary output three-party
functionality whose associated matrix is given by

w = O

1
3
4

(G2 BTSN V]

Here, the CORE partitions of both the rows and the columns result in the trivial partition, i.e., all
rows are equivalent and all columns are equivalent. To see this, note that both the first and second
rows contain the output 1. Therefore they satisfy the relation ~. Similarly, the second and last row
satisfy ~ since 3 (and 4) are a common output. Thus, the first and last rows are equivalent (though
they do not satisfy the relation ~). Using a similar reasoning, one can verify that all columns are
also equivalent.

We are now ready to state our characterization for NIORP functionalities.

Theorem 1.2 (Characterization of NIORP functionalities, informal). Let f : {A\} x Y x Z2 - W
be a deterministic solitary output three-party NIORP functionality, and let Y = {Y; : i € [n]} and
Z ={Z; : j € [m]} be the CORE partitions of J and Z, respectively. Then, f can be securely
computed against a single corruption in the point-to-point model, if and only if there exist two
families of distributions {Q;}icin) and {R;}jcim), such that the following holds. For all i € [n],
Jj€m], y €Y, and z € Z;, it holds that f(y*,z) where y* < Q;, and that f(y, z*) where z* < R;,
are computationally indistinguishable.

2We abuse notations and write f(y, z) instead of f(\,y, z) where X is the empty string (representing the input of
A).



Stated differently, consider the partition of ) x Z into combinatorial rectangles® defined by
R={Vix Zj:ie€n],je [m]},ie, it is given by all Cartesian products of CORE partitions.
Then f can be securely computed if and only if both B and C can each associate a distribution to
each set in the partition of their respective set of inputs, such that the output distribution in each
combinatorial rectangle in R looks fixed for any bounded algorithm. That is, if B samples an input
y < Q; for some i € [n], then the only way for C to affect the output of f is by choosing its own
equivalence class Z € Z, however, choosing a specific input within that class will not change the
output distribution.

We briefly describe a few classes of functions that are captured by Theorem 1.2. Observe that
any functionality, where there exists a value w € W such that any single party (among B and C)
can fix the output of A to be w, regardless of the other party’s input, can be securely computed
by the above theorem. This includes functionalities such as OR of y and z.* In fact, even if there
exists a distribution D over W, such that any single party among B and C can fix the output
of A to be distributed according to D, can be securely computed. For example, this means that
XOR and equality can be securely computed. Theorem 1.2 essentially refines the latter family
of functionalities, by requiring the parties to be able to fix the distributions with respect to the
combinatorial rectangles given by the CORE partition.

In Table 1, we illustrate the usefulness of Theorem 1.2 by considering various functionalities
(which were also considered by [25]) related to private-set intersection (PSI), and mark whether

ZlaEQ to

each variant can be computed with full security. Define the NIORP functionality PSI
ki < |Si| < ¥; for every ¢ € {1,2}. The variants we consider are those that apply some function g
over the output of A, i.e., the functionality the parties compute is g( PSIill’iZQ’m(Sl, S2)). The proofs
for which parameters allow each function to be computed are presented in Section 7. It is important
to note that the domains of the functionalities are constant as otherwise some of the claims are
provably false (e.g., [2] implicitly showed that PSIHW where k is the security parameter, can be

securely computed).

Ternary-output functionalities. We next give our characterization for ternary-output func-
tionalities. In this setting, party A also has an input, and its output is a value in {0,1,2}. We
stress that this case is far more involved than the NIORP case, in both the analysis and in the
description of the characterization. Nevertheless, we later demonstrate the usefulness of this char-
acterization.

Similarly to the NIORP case, we consider partitions over the inputs of B and C. Here, however,
each input z € X is associated with a different CORE partition. For the characterization, we are
interested in the meet of all such partitions. Intuitively, the meet of partitions of a is the partition
given by using all partitions together. Formally, for partitions Pq,..., P, over a set S, their meet
is defined as the collection of all non-empty intersections, i.e.,

A\ Pi= {Tgs;7¢@,aﬂeﬂ>1,...,7;eﬂ>n s.t. T:ﬂﬁ}.
=1

i=1

3A combinatorial rectangle is subset R C ) X Z that can be written as R =S x 7 where S C Y and 7 C Z.
4A similar condition was given by [15] for the symmetric case, where all parties output the same value. There,
every party must be able to fix the output to be w.



1 ifS=0

Input restriction\Function g ¢(S)=3S8 ¢(S) =S| ¢(S) = .
0 otherwise

k‘lzk‘Q:0,0T
51:0,01‘5220,01"
ki =m,or ks =m

k1 =4, ¢ {0,m} and

X
kg = 62 ¢ {O,m}
0< ]{31 < El,
0 < ko < ¥y, and X X
b1+ ko, k1 + 0o >m
Any other choice X X X

Table 1: Summary of our results stated for various versions of the PSI functionality. Each row
in the table above corresponds to a different choice of parameters. Each column corresponds to a
different function g applied to the output of A. B holds set §; and C hold set §;. We let S = §1NS.
The parameters k1, ko, £1, 2 correspond to bounds on the sizes of S; and S, and m is the size of
the universe from which &7 and Sy are taken.

Before stating the theorem, we formalize the meet of the CORE partitions, which we call
CORE \-partition, for a given solitary output functionality.

Definition 1.3 (COREx-partition). Let f : X x Y x Z — {0,1,2} be a deterministic solitary out-
put three-party ternary-output functionality. For every x € X, we can view f(x,-,-) as a NIORP
functionality, and consider the same CORE partition as in Definition 1.1. We denote these par-
titions by Y, = {VF i € [n(x)]} and Z, = {27 : j € [m(z)]}. We define the CORE-partitions
of f as the meet of its CORE partitions, that is, we let Yn = Njcx Yz and Zn = Npexy Zu. We
denote their sizes as nan = [Ya| and ma = |Za|, and we write them as Yo = {Y : i € [nA]} and
2y ={Z) 1 j € [mal}.

As an example, consider the deterministic variant of the convergecast functionality [20], CC :

({0,1})2 — {0,1} defined as®

y ifz=0
(1)

z  otherwise

CC(z,y,2) = {
Equivalently, CC can be defined by the two matrices

00 0 1
M0—<1 1> and M1—<0 1)

Here, A chooses a matrix, B chooses a row, and C chooses a column. The output of A is the value
written in the chosen entry. Observe that in My, the rows are not equivalent while the columns

®Fitzi et al. [20] defined the convergecast functionality as the NIORP randomized solitary output functionality,
where A outputs y with probability 1/2, and outputs z with probability 1/2.



are. In Mj, however, the converse holds, namely, the rows are equivalent while the columns are
not. Thus, in the CORE -partitions of CC any two inputs are in different sets.
We are now ready to state our characterization for ternary-output functions.

Theorem 1.4 (Characterization of ternary-output functionalities, informal). Let f : X x )Y X

Z — {0,1,2} be a deterministic solitary output three-party ternary-output functionality, and let

Yr ={V) ri € [nnl} and 2y = {2} : j € [ma]} be its COREA-partitions. Then [ can be securely

computed against a single corruption in the point-to-point model, if and only if the following hold.

1. Either Y, ={Y} for allxz € X, or Z,, = {Z} for all x € X. In other words, either ally € Y
are equivalent for every x € X, or all z € Z are equivalent for every x € X.

2. There ezists an algorithm S, and there exist three families of distributions {Py}zex,
{Qi}icinn), and {Rj}jcimn), such that the following holds. For alli € [n,], j € [ma], y € V],
z€ 2}, and x € X, it holds that

S(x7 x*? f(x*7 y’ Z))? that f($7 y*’ Z)7 and that f($7 y7 z*)7

are computationally indistinguishable from each other, where x* < P,, where y* + @Q;, and
where z2* < R;.
In fact, the positive direction holds even for functionalities that are not ternary-output.

At first sight, it might seem that the characterization is hard to use since it requires the existence
of an algorithm S, which in spirit seems like a simulator for a corrupt A. However, note that we
only require S to output what would become the output of (an honest) A, and not the entire view
of an arbitrary adversary. Arguably, determining whether such an algorithm exists is much simpler
than determining whether there exists a simulator for some adversary interacting in some protocol.

We next give two examples for using Theorem 1.4. As a first example, consider the deterministic
convergecast functionality CC. Observe that it does not satisfy Item 1 since Yo # {V} and Z; #
{Z}. Therefore it cannot be securely computed. To exemplify Item 2 of Theorem 1.4, consider
the maximum function Max : {0,1,2}3 — {0, 1,2}. Similarly to CC, it can be defined by the three
matrices

01 2 11 2 2 2 2
Mo=|11 2|, My=|1 1 2| and My=|2 2 2|,
2 2 2 2 2 2 2 2 2

where A chooses a matrix, B chooses a row, and C chooses a column. The output of A is the value
written in the chosen entry. Clearly, any two y’s are equivalent, and any two z’s are equivalent as
well, for all x € {0,1,2}. Therefore, Item 1 holds. As for Item 2, we let )1 and Ry output 2 with
probability 1 (recall that ny = ma = 1). Additionally, we let S ignore its inputs and output 2 with
probability 1. It follows that Item 2 holds. Thus, Max can be securely computed. In fact, as the
positive direction of Theorem 1.4 holds for functions that are not ternary-output, the same argument
can be made when Max has a domain that is arbitrarily large, i.e., Max : {1,...,m}? — {1,...,m}
for some natural m.
To illustrate how the Theorem 1.4 can be used (in the positive direction), consider the following
functionality f: {0,1} x ({0,1}2 U {2}) x {0,1} — {0, 1,2} defined as
Foy.2) = {Z/l ©2 iy =(o,u) Ao =2
2 otherwise



Similarly to CC, f can be defined by the two matrices

and M1 =

=

Il
OO N = O
NN O
O = O NN
N O — NN

where the first four rows corresponds to the set of inputs {0, 1}2 for party B, and last row corresponds
to the input y = 2. We next show that f can be securely computed. First, observe that CORE
partitions of the columns are trivial for both x = 0 and = = 1, i.e., Zo = Z; = {Z}. As for the
rows, in each matrix the two rows with Boolean values are in the same set, and the three rows
with the fixed value of 2 belong to the same set, that is, Yo = {{(0,0), (0,1)},{(1,0),(1,1),2}},
Y1 = {{(0,0),(0,1),2},{(1,0),(1,1)}}. As a result, Item 1 holds, and the COREx-partition of
the rows is Yo = {{(0,0),(0,1)},{(1,0),(1,1)},{2}}, while the COREA-partition of the columns
is the trivial partitioning. To fix the output distributions, we take the distributions over the
equivalence classes to be uniform, that is, for ¢ € {1, 2} let @Q; be uniform over {(i —1,0),(: —1,1)}
(Q3 always outputs y = 2), and let R; be uniform over {0,1}. Then for i € {1,2} it holds
that f(x,y*,2) = f(z,(yo,y1),2*), which is a uniform random bit if y9 = = and is equal to two
otherwise. Furthermore, for ¢ = 3 the two distributions always output 2. To show that f can be
securely computed, using Theorem 1.4, it is left to define the algorithm S and the distributions P
and P;. For all z € {0,1} we let P, always output x, and define S(z,z*, w) to output a uniform
random bit if w € {0, 1}, and output 2 otherwise. Thus Item 2 holds. Therefore, f can be securely
computed.

Randomized functionalities. So far, we have only dealt with deterministic functionalities. To
handle the randomized case, we show how to reduce it to the deterministic case. That is, for any
randomized solitary output three-party functionality f, we define a deterministic solitary output
three-party functionality f’, such that f can be securely computed if and only if f’ can be securely
computed.

Proposition 1.5 (Reducing randomized functionalities to deterministic functionalities, informal).
Let f : X xYxZ — W be a (randomized) solitary output three-party functionality, and let R denote
the domain of its randomness. Define the deterministic solitary output three-party functionality

(X XR)X(YXR)X(ZXxR)—=W as
f/((xarl)a (yarZ)a (Z,Tg)) = f(x7y7z;rl + 7o+ T3)7

where addition is done over R when viewed as an additive group. That is, the parties receive a
share of the randomness in a 3-out-of-3 secret sharing scheme. Then f can be securely computed if
and only if f' can be securely computed.

Assuming a broadcast channel. Surprisingly, we are also able to show that any (randomized)
solitary output three-party functionality that can be securely computed, as captured by Theo-
rems 1.2 and 1.4, can also be securely computed assuming the availability of a broadcast channel
with security holding against two corrupted parties. In particular, any solitary output three-party



ternary-output functionality and any NIORP functionality, that can be securely computed with-
out broadcast against a single corruption, can be securely computed with broadcast against two
corruptions. Moreover, the set of functions captured by Theorems 1.2 and 1.4 extends the set of
three-party functionalities previously known to be computable with broadcast, due to Halevi et al.
[25] (see [25, Theorem 4.4]).

On the other hand, we claim that the converse is false, i.e., there exists a solitary output
NIORP Boolean three-party functionality that can be securely computed with broadcast against
two corruptions, yet it cannot be securely computed without broadcast against a single corruption.
Indeed, consider the following solitary output three-party variant of the GHKL functionality,®
denoted soGHKL, defined by the matrix

0 1
10 (2)
11

where B chooses a row, C chooses a column, and the output of A is the value written in the chosen
entry.

Observe that soGHKL is a NIORP functionality that does not satisfy the necessary conditions
given by Theorem 1.2. Thus, it cannot be securely computed in the point-to-point model. On the
other hand, Halevi et al. [25] showed that soGHKL can be computed assuming a broadcast channel.”
The theorem below summarizes our results.

Theorem 1.6 (Informal). Let f: X x Y x Z — W be a deterministic solitary output three-party
functionality. Assume that oblivious transfer exists, and that f is either a NIORP or a ternary-
output functionality. Suppose that f can be securely computed assuming an honest majority in the
point-to-point model. Then, assuming the availability of a broadcast channel, f can be securely
computed tolerating two corruptions.

Moreover, the converse is false. That is, there exists a NIORP Boolean three-party functionality
that can be securely computed against two corruptions, assuming a broadcast channel in the OT-
hybrid model, however, it cannot be securely computed in the point-to-point model against a single
corruption.

In fact, Theorem 1.6 can be improved by slightly relaxing some of the conditions the function
has to satisfy (see Section 1.2.4 below for more details). Furthermore, Theorem 1.6 captures
NIORP functionalities whose status was previously unknown, e.g., the NIORP functionality fspecial
{\} x ({0,1,2,3})% = {0,...,7} defined by the matrix

01 2 3
1 0 3 2
4 5 6 7 3)
5 4 7 6

can be securely computed assuming a broadcast channel, tolerating two corruptions.

In Table 2 below, we present several examples of three-party functionalities, and compare their
status assuming no broadcast channel and one corruption, to the case where such a channel is
available with two possible corruptions.

5Gordon et al. [24] showed that the symmetric two-party variant of this functionality can be computed with full
security.
"In fact, [25] gave three different protocols for computing soGHKL securely.



Without broadcast With broadcast

Function\Model
(honest majority) (no honest majority)
Millionaires” Problem:
0 ifz>y,
rrohe X Thm. 1.4 [25]

GT(z,y,2) =41 ify>zy>2

2  otherwise

NIORP Millionaires’ Problem:

GT(y, 2) 0 ify>z Thm. 1.4 [25]
yR) =
Y 1 otherwise

CC(z,y, z) (see Eq. 1) X Thm. 1.4 [25]
soGHKL(y, z) (see Eq. 2) X Thm. 1.4 (also Thm. 1.2) [25]
Max(z,y, z) Thm. 1.4 [25]

1 ify=
EQ(y,2) = Y= Thm. 1.4 [25]

0 otherwise

=

EQ(y, 2) = {y Y= X Thm. 1.4 (also Thm. 1.2) X [25]

0 otherwise
fepecial (see Eq. 3) Thm. 1.4 (also Thm. 1.2) Thm. 1.4

Table 2: Comparing the landscape of functionalities that can be computed without broadcast but
with an honest majority, to functionalities that can be computed with broadcast but no honest
majority. All functions above have a constant domain. It is important that the domain of EQ does
not include 0. Finally, the results for the computation of NIORP functionalities without broadcast
also follow from Theorem 1.2.

1.2 Owur Techniques

We now turn to describe our techniques. In Section 1.2.1 we handle NIORP functionalities. Then,
in Section 1.2.2 we handle ternary-output functionalities. Then, in Section 1.2.3 we show how to
reduce the randomized case to the deterministic case. Finally, in Section 1.2.4 we prove Theorem 1.6,
showing that for the families of functions considered, the broadcast assumption is strictly stronger
than the honest majority assumption. To simplify the proofs in this introduction, we only consider
perfect security and functionalities with finite domain and range.

1.2.1 Characterizing NIORP Functionalities

We start with the negative direction of Theorem 1.2. Our argument is split into two parts. In the
first part, we adapt the hexagon argument, due to Fischer et al. [19], to the MPC setting. Roughly,
for every secure three-party protocol we attribute six distributions, all of which are identically
distributed by the perfect security of the protocol. The second part of the proof is dedicated to the



analysis of these six distributions, resulting in necessary conditions for perfect security.

The hexagon argument for NIORP functionalities. In the following, let f be a solitary
output three-party NIORP functionality (no input for the output receiving party), and let 7 be
a three-party protocol computing f securely over point-to-point channels, tolerating a single cor-
rupted party. At a high level, the hexagon argument is as follows.
1. First, we construct a new six-party protocol 7’. This is the same hexagon protocol from [19]
(see below for a formal definition).

2. Then, we consider six different semi-honest adversaries for 7’ corrupting four parties, and
observe that each of them can be emulated by a malicious adversary in the original three-
party protocol 7. In more detail, for each of the semi-honest adversaries we consider for 7/, we
show there exists a malicious adversary corrupting a single party in 7 satisfying the following;:
The transcript between the two honest parties and the transcript between each honest party
and the adversary, are identically distributed in both protocols. We stress that «’ is not
secure, but rather any attacker for it can be emulated by an attacker for the three-party
protocol 7.

3. Observe that as the adversaries for 7’ are semi-honest, the view of each party (both corrupted
and honest) is identically distributed across all six scenarios.

4. We then translate the above observation to 7 using the fact that each of the semi-honest
adversaries for 7' can be emulated in 7. Thus, we obtain a certain correlation between the
six malicious adversaries for .

5. By the assumed security of 7, each of the malicious adversaries can be simulated in the ideal
world of f. Therefore, we can translate the correlation from the previous step to the ideal
world, and obtain a necessary property f has to satisfy. This results in six distributions with
differing definitions, all of which are identically distributed. Looking ahead, the second part
of our argument is dedicated to analyzing these distributions.

We next provide a more formal argument. Consider the following six-party protocol «’. For
each party P € {A,B,C} in m we have two copies P and P’ in 7/, both use the same code as an
honest P does in w. Furthermore, the parties are connected via the following undirected cycle
graph: (1) A is connected to B and C, (2) A’ is connected to B’ and C’, (3) B is also connected to
C’, and (4) C is also connected to B’. See Figure 1 below for a pictorial definition. Finally, we let
B, B’, C, and C’ hold inputs v, v/, z, and 2/, respectively.

Now, consider the following 6 attack-scenarios for the six-party protocol, where in each scenario
a semi-honest adversary corrupts four adjacent parties, as depicted in Figure 2. Observe that
each attacker can be emulated in the original three-party protocol m, by a malicious adversary
emulating the corresponding four parties in its head. For example, in Scenario 2a, an adversary in
7 can emulate the attack by corrupting C, and emulating in its head two virtual copies of C, a copy
of A, and a copy B.

We now focus on party A in the six-party protocol. First, note that in Scenarios 2a and 2b, where
A is honest, its output is identically distributed® since the adversaries are semi-honest. Second, in

8Note that even though f is assumed to be deterministic, it is not guaranteed that the output of an honest A
is a fixed value even when interacting with a semi-honest adversary. This is due to the fact that the semi-honest
adversaries are emulated in the three-party protocol using malicious adversaries.
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Figure 1: The six-party protocol
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Figure 2: The six adversaries in the hexagon argument. The shaded yellow areas in each scenario
correspond to the (virtual) parties the adversary controls.

the other four scenarios, where A is corrupted, the adversary’s view contains the same view that an
honest A has in an honest execution of 7/. Therefore, it can compute an output with an identical
distribution to the output distribution an honest A has in Scenarios 2a and 2b.

Next, we use the fact that the six semi-honest adversaries in 7’ can be emulated by malicious
adversaries in 7. We obtain that there exists some distribution D (that depends on all inputs y, v/,
2z, and 2’ in the six-party protocol) over the set of possible outputs W of A, such that the following
hold.

Scenarios 1 and 2: There exist two malicious adversaries for m, one corrupting C and holding
(y',z,7'), and one corrupting B and holding (y,%/,2’), such that the output of A in both
scenarios is distributed according to D.

Scenarios 4 and 5: There exist two malicious adversaries for m, one corrupting C and holding
(y,2,2'), and one corrupting B and holding (y,4', 2), both of which can generate a sample

11



from D at the end of the execution.

Scenarios 3 and 6: There exist two malicious adversaries for 7, both corrupting A, where one is
holding (y, 2’) and the other is holding (v, z), such that both can generate a sample from D
at the end of the execution.

By the assumed security of m, each of the adversaries can be simulated in the corresponding
ideal world of the three-party functionality f. Thus, we obtain six different expressions for the
distribution D, representing the output of A. The six expressions are described as follows.
Scenarios 1 and 2: There exist two malicious simulators in the ideal world of f, one corrupting

C and holding (¢, z,2’), and one corrupting B and holding (y, ', 2'), such that the output
of A in both ideal world executions is distributed according to D. Recall that the only way
for the simulators to affect the output of A is by choosing the input they send to the trusted
party. It follows the first simulator corrupting C, defines a distributed distribution Ry, ./
that depends only on ¥/, 2, and 2/, such that f(y,2*) = D, where z* <~ R, ./. Similarly, the
second simulator corrupting B, defines a distributed distribution @, ./ ./ that depends only
on ¥y, z, and 2/, such that f(y*,z) = D, where y* < Q. ./

Scenarios 4 and 5: There exist two malicious simulators, one corrupting C and holding (y, z, 2’),
and one corrupting B and holding (y, v/, z), both of which can generate a view that is identical
to their corresponding real world adversary. In particular, since both adversaries can generate
a sample from D, it follows that both simulators must be able to do the same at the end of
their respective ideal world execution. Since the simulators do not receive any output from
the trusted party, it follows there exist two algorithms Sg and S¢, such that both Sc(y, 2, 2)
and Sg(y,y', z) output a sample from D.

Scenarios 3 and 6: There exist two malicious simulators, both corrupting A, where one is holding
(y,2’) and the other is holding (y/, z), such that both can generate a sample from D at the
end of the execution. Unlike the previous case, this time the two simulators do receive an
output from the trusted party. This implies there exist two algorithms Ss and Sg, such that
both Ss(y, 2/, f(v', 2)) and S¢(v/, 2, f(y, 2")) output a sample from D.

We conclude that for all 3,3/ € Y and z,2’ € Z, there exist two efficiently samplable distribu-
tions @y, - and Ry, ,» over J and Z, respectively, and four algorithms Sg, Sc, S3, and Sg, such
that

fy'2)=f(y,2") =S (', 2) =Sc (v:2,2") =S5 (.2, f (v, 2)) =S6 (Vs 2. f (,7))) . (4)

where y* <= Q) »» and where 2* < Ry . ..

Analyzing the six distributions over the output of A. We now turn to the analysis of
Equation (4), which results in the necessary conditions stated in Theorem 1.2. Recall that our goal
is to show that for all y € Y and z € Z, it holds that

fly,2") = f(y", 2),

where y* and z* are sampled according to specific distributions that depend on the equivalence
classes containing y and z, respectively.

12



First, observe that as Sg is independent of 2/, it follows that all other distributions are also
independent of it. For example, for any z” # 2’ it holds that

53 (ya zla f (y,7 Z)) = SB (yay/7 Z) = 53 (yv Z//, f (ylv Z)) .

Similarly, since Sc is independent of 3’ it follows that all other distributions are also independent
of it as well. From this, we conclude the following: Let yo and zg be the lexicographically smallest
elements of J and Z, respectively, and define the distributions @, := Qy 4,2, and R, := Ryp.zzo-’
Then, the above observation implies that

f (y*,z) = f (y¢ Z*) = S3 (y7 Zl?f (ylaz>> = SG (ylvzhf (ya Zl)) ) (5)

for all y’ € ¥ and 2’ € Z, where y* <- @, and z* < R..

Let us focus on Ss, and fix Z € Z such that z ~ Z. Recall that the relation ~ is defined as
z ~ Z if and only if there exist ¢, ¢’ € Y such that f(g,2) = f(¢’, Z). Since S3 is independent of 3/,
it follows that

53 (y,Z/,f (y’,z)) = 53 (yvzlvf (g7 Z)) = S3 (y7 zlaf (QI,Z)) = S3 (y7 Zlaf (9/75)) )

where the first and last transition follows from the previously made observation that the output
distribution of S3 is independent of the value of ', and the second transition follows from the fact
that f(g,2) = f(¥',2), hence S receives the same inputs in both cases. Therefore, changing z
to Z where z ~ Z does not change the output distribution of S3. Note that the argument can be
repeated to show that replacing Z with any other z’, where Z ~ Z’, does not change the distribution.
It follows that changing z to any Z’ satisfying z =, Z’ does not change the output distribution of
Ss. Thus, all distributions in Equation (5) are not affected by such change.

Plugging this back to Equation (5), results in the following. For every j € [m], every y € Y, and
every equivalent z, 2" € Z; (recall that Z; is the j™ equivalence class with respect to the relation
=), it holds that

f,2)=fly"2) = fly". ) = f(y,27),

where y* + Q;, where z* «+— R, and where z* <~ R.. In particular, the distributions depend only
on the index j, and not on the specific choice of input from the equivalence class Z;. Thus, if for
any j € [m] we define the distribution R;’ = R;]_, where z; is the lexicographically smallest element
in Zj, it then follows that for every j € [m], every y € Y, and every z € Z;, that

fly,2") = [y, 2),

where y* « @ and z* + R.
Finally, an analogous argument starting by focusing on Sg, implies that the distributions depend
only on the equivalence class containing y, rather than depending on y directly. Therefore, for any
/

i € [n] we can define the distribution @ := Qy,, where y; is the lexicographically smallest element

in Y. It then follows that for every i € [n], j € [m], y € Vi, and z € Z; it holds that

fly*2) = fy, 2"),

where y* < Q] and z* < R, as claimed.

9Note that the choice of taking the lexicographically smallest elements of J) and Z is arbitrary, and any other
element would work.
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The positive direction for NIORP functionalities. We now present a protocol for any
solitary output three-party NIORP functionality f, satisfying the conditions stated in Theorem 1.2.
Our starting point is the same as that of [15, 2], namely, computing f fairly (i.e., either all parties
obtain the output or none do). This follows from the fact that, by the honest-majority assumption,
the protocol of Rabin and Ben-Or [30] computes f assuming a broadcast channel; hence by [14] it
follows that f can be computed with fairness over a point-to-point network.

We now describe the protocol. The parties start by computing f with fairness. If they receive
outputs, then they can terminate, and output what they received.'” If the protocol aborts, then B
finds the unique i € [n] such that y € }; and sends 7 to A. Similarly, C finds the unique j € [m]
such that z € Z; and sends j to A. Observe that this can be done efficiently since the domain
of f is of constant size. Party A then samples y* < Q; and outputs f(y*,z;), where z; is the
lexicographically smallest element in Z;.

Observe that correctness holds since when all parties are honest, the fair protocol will never
abort (note that without the fair computation of f the above protocol is not correct since A would
always output f(y*,z;) instead of f(y,z)). Now, consider a corrupt B (the case of a corrupt C is
similar). First, note that the adversary does not obtain any information from the fair computation
of f. Next, if the adversary sends some 7’ to A, then the simulator sends y* < Q;s to the trusted
party. Then the output of A in the ideal world is f(y*, z). By our assumption on f this is identical
to f(y*,z;) — the output of A in the real world.

Next, consider a corrupt A. Since it does not obtain any information from the (failed) fair
computation of f, it suffices to show how a simulator that is given f(y, z) can compute the corre-
sponding ¢ and j. Observe that by our definition for the partition of the inputs, any two distinct
combinatorial rectangles ); x Z; and Yy x Zj, where (i,7) # (7, '), have no common output.
Indeed, if f(y,2) = f(y',2'), where (y,2) € Vi x Z; and (v, 2") € Yy x Zj, then y ~ ¢/ and z ~ 2/,
hence they belong to the same sets. Therefore, the simulator for the corrupt A can compute the
corresponding ¢ and j given the output by simply looking them up (which can be done efficiently
since the domain is of constant size).

1.2.2 Characterizing Ternary-Output Functionalities

We now explain our techniques for proving Theorem 1.4. We begin with the negative direction.
Similarly to the proof of Theorem 1.2 presented earlier, the argument is comprised of the hexagon
argument and the analysis of the six distributions that are obtained. However, since A now has an
input, the argument is much more involved.

A generalized hexagon argument. Unlike in the previous proof, here the hexagon argument
(as used there) does not suffice. To show where the argument falls short, let us first describe the six
distributions obtained from the hexagon argument. In this setting, where A now has an input, the
six-party protocol described earlier will now have A and A’ hold inputs = and z’, respectively. The
two inputs are then given to the correct adversaries from the six scenarios. Furthermore, observe
that the algorithms Sz and Sg, which came from the two simulators for a corrupt A in the ideal
world, can also send to the trusted party an input that is not necessarily the same input that the
simulators hold. Let x% and x§ denote the inputs used by S3 and Sg, respectively, each sampled

10 Although B and C are supposed to receive no output from f, in a fair computation they either receive the empty
string indicating that A received its output, or a special symbol L indicating abort.
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according to a distribution that depends on the simulator’s inputs. Thus, to adjust the hexagon
argument to this case, Equation (4) should now be replaced with

fzy® 2) = fz,y,27) (6)
=Sg (2,9,Y,2)
=S¢ (z,9,2,2")
=S; (z, 2y, 2, 25, f (25,9, 2))
(

= 56 Z, xlv y,7 Z, :L‘z(jv f ('7;27 Y, Z,)) )
where y* <= Q4 o1, Where 2* <— Ry v, o1, where 23 < Px 2y and where zj < P§7x,7y/ »
We now show where the argument falls short using an example: recall that we defined the
deterministic variant of the convergecast functionality [20], CC : ({0,1})3 — {0,1} as

y ifx=0
CC(z,y,2) =
(2.9,2) {z otherwise

We claim that there exist distributions and algorithms satisfying Equation (6), hence the argument
is insufficient to show the impossibility of securely computing CC. Indeed, take Q. - to always

output y* = y, take R, . . . to always output z* = z, define sz .2 O always output z3 = 1
(causing Ss to obtain z), define Px oy t0 always output zg = 0 (causing Sg to obtain y), and

define Sg and Sc, both of which hold x, y, and z, to compute CC(z,y, z). Then all six distributions
always output CC(x,y, 2).
However, as we next explain, the functionality CC cannot be computed securely in our setting.
Intuitively, this is because the adversary corrupting A as in Scenario 2c using inputs = 1 and
" = 0, learns both y’ and z. Indeed, in Scenario 2b (where B is corrupted) the output of an
honest A is z, and in Scenario 2d (where C is corrupted) the output of an honest A’ is y’. Since
the adversaries are semi-honest, the adversary corrupting A as in Scenario 2¢ can compute both z
and ¢’ by computing the output of the honest A and A’, respectively. However, in the ideal world,
a simulator (for the malicious adversary emulating Scenario 2¢) can only learn one of the inputs.
To generalize this intuition, we consider the joint distribution of the outputs of A and A’ in the
six-party protocol, rather than only the distribution of the output of A. Doing a similar analysis to

the NIORP case results in the existence of six distributions Pzgx 2 Pf@@ygz, Qe 2 Q;/,yvy/,zu
Ryyz.,and R, o.z.» and the existence of six algorithms 53, S6, Sg, Sg» Sc, and S¢, where S3

and Sg output two values (corresponding to the outputs of A and A’), such that the following six
distributions are identically distributed:

1- S3(1§,-’E,,y, Z,5I§’ f(fL'g,y/,Z)), Where LE?; A P:C:L‘ yz

2‘ SG(x7 x” y/7 Z’ $g’ f(:L‘E?y? zl))? Where xz % P

z,3 Y2
3. (Se(@,u,9,2,07), f (@', 51, 2")), where y] = Qayy 2
4. (f(z,5,2),5 (2", 4,9, 2, y3)), where y5 <= Q) s -
5. (Sc(z,y,2,2',27), f(&',y, 27)), where 2§ <= Ry, . s
6. (f(x,y,23),Sc (2, 2,72, 25)), where z5 < R., , Wl
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We stress that both S3 and Sg output two values from the set of outputs {0,1,2}, while Sg, Sg,
Sc, and S¢, each output a single value from {0, 1,2}.

Observe that for the function CC, the above distributions and algorithms do not exist for all
possible choice of inputs. Indeed, for z = 1 and 2’ = 0, it holds that CC(z,45,2) = z (from
the fourth distribution) and that CC(2/,%/,27) = 3/ (from the fifth distribution). Therefore, the
marginal distribution of the first value must be z, and the marginal distribution of the second value
must be ¢/, both with probability 1. However, note that S3 is given only one of 3’ or z, depending
on the value of x3, hence it cannot output both of them correctly.

Analyzing the six joint distributions over the outputs of A and A’. We now analyze the
new six distributions described earlier. First, similarly to the case of NIORP functionalities, we
make the observation that the marginal distribution of the first entry is independent of 2/, 3/, and
Z', and the marginal distribution of the second entry is independent of z, y, and 2. Let us focus on
S3 and the distribution Pix,,% o

Our next goal is to analyze the support of Pf’m,’y’z,, namely, analyze which inputs z3 can be
used by Ss. This results in a necessary condition for f to be securely computable, since if the input
x5 must satisfy some condition, in particular, this implies an input satisfying such condition must
exist. We do this analysis by comparing the first (i.e., left) output of S3 to the distribution in
Item 4 above, where the first value is f(z, 93, 2), and by comparing the second (i.e., right) output
of Sg to the distribution in Item 5 above, where the second value is f(2/,y/,2]). In fact, rather
than directly comparing the outputs, we compare the information on the equivalence class of z and
y’ with respect to the CORE partitions that can be inferred from the outputs. We next focus on
comparing to f(x,ys,z) (comparing to f(z',y’, 27) is analogous).

Let us first recall the definition of the CORE partitions. Recall that for every = we can view
f(z,-,-) as a NIORP function. Thus, we can partition ) and Z according to the CORE partition
for the given z. Since we focus on Sg it suffices, for now, to only consider the partition of Z. Let
M, € {0,1,2}Y1%IZ] be the matrix associated with f(z,-,-), defined as M, (y,2) = f(x,y,z) for
ally € Y and 2z € Z. Recall that we denote the partition as 2, = {Z7 : j € [m(z)]}, and we let
z and Z be in the same equivalence class if and only if there exist zi,...,2; € Z such that the
columns M (-, z) and M,(-, z1) have a common output, for all i € [k — 1] the columns M,(-, z;) and
M,(+, zi+1) have a common output, and the columns M, (-, z;) and M,(+, Z) have a common output.
Observe that for any x € X and every y € Y it holds that if z € Z and Z € Z are in different
classes, then f(x,y,z) # f(z,y, 2).

Now, consider the distribution in Item 4 above, where the first value is f(x,y3, z). It follows
that S must be able to output f(z,v3,2).!! Next, observe that from f(x,y3,z) it is possible to
infer the (unique) j € [m(x)] satisfying 2 € Z7. This is due to the fact that, as noted earlier,
for z and Z in two different classes, the output of f on each of them (with the same x and y) is
always different. Thus, for any fixed value for y;, from the output f(z,ys,2) we can compute the
equivalence class of z.

However, the only information that S3 can obtain on the class j € [m(z)] can come from the
output f(z3,y’,2) (which corresponds to the output it receives from the trusted party). That is,
the only information that S3 can have is the equivalence class of z with respect to the partition
of 3 rather than the partition with respect to x. Since the first entry in the output of S3 must
be identically distributed to f(z,v3,z), the value % it uses must be such that f(x%,v/, z) reveals

"Formally, the marginal distribution of the first value in the output of Ss is identically distributed to f(z,y3, 2).
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at least the same information on j as f(z,y3,z) does. This implies that 23 must be such that
if z € 2%3 then z € Z7, with probability 1. Furthermore, this must hold for all z € Z and the

distribution Pg’m,’y, ., from which 3 is drawn from, is independent of z, it follows that the partition
Zyx must be a refinement of Z,. That is, any Z € Z,: must be a subset of some Z' € Z,. Similarly,
since Sg must also output f(z/,y/, 27) from the fifth distribution in Item 5, it follows that Yaz is a
refinement of Y,/. As a result, we conclude that for any z,2" € X there exists 25 € X’ such that
‘g}zg is a refinement of Y,, and such that ng is a refinement of Z,. We stress that so far, we have
not used the fact that f is ternary-output, thus the existence of such z3 holds for any function that
can be securely computed. We formalize this in Lemma 4.9, where we also consider functions with
polynomial-sized domain (note that it is important for the domain to be small in order to claim
that the equivalence classes can be inferred efficiently from the output).

We now have all the necessary tools to prove Items 1 and 2 of Theorem 1.4. Let us start with
the former. Recall that we need to show that either Y, = {Y} for all z, or Z, = {Z} for all z.
First, since f is ternary-output, for every z it holds that either Y, = {)¥} or Z, = {Z}. Note that
this is weaker than what we wish to show since for one x it might be the case that Y, = {J}, while
for another x it might be the case that Z, = {Z}. Let us assume that Item 1 of Theorem 1.4 does
not hold. Then there exist x and 2z’ such that Y, # {¥V} and Z,» # {Z}. Then, as argued above,
there exists z* such that Y.« refines Y, and Z,~ refines Z,,. However, this implies that Y,- # {V}
and Z,+ # {Z}, which is impossible for ternary-output functions.

We now prove Item 2 of Theorem 1.4. From here on, we will only focus on the first (i.e., left)
entry in each of the above 6 distributions (there is no need to consider the second entry anymore).
The proof follows similar ideas to that of the NIORP case. In more detail, we consider the CORE -
partition of the inputs Y and Z, and we show that changing, say, z to any Z that belongs to the
same equivalence class ZJA € Zn, does not change the distribution. Let us first recall the definition
of CORE-partition. We define Z to be the meet of the partitions {Z,},cx, defined as

Z/\:_{ZAQZZZ/\#QL and Vo € X 3Z, € Z, st. 2" = ﬂ Zx}.
zeX

For the sake of brevity, we will abuse notations and let S3 only output the first entry rather than
two values.

First observe that if 2,2 € Z/* for some j € [m,], then for any z there exists j, € [m(x)] such
that z,Z € Z7 . Then, a similar analysis to the NIORP case shows that for any fized z3 € X
satisfying Z,x refines Z,, it holds that

Ss(x, 'y, 2, a5, f(a5,y/, 2)) = Ss(w, 2.y, 2, a5, (a5, 9/, 2)).

As the support of P3 , is contains only those z3 where Z,: refines Z,, it follows that

7x/?y7z
53(1‘)37/7 Y, Z/7$§7 f(xguylv Z)) = 53('/1;733/)3/7 lerg) f(x;,a ylu 2))7

where 23 <+ Piz,’yjz,. Therefore, the same must hold for all of the six distributions, i.e., they
depend on the equivalence classes of y and z with respect to the COREA-partition, rather than
depending on the actual values themselves.

In the following we let xg, yo, and zg be the lexicographically smallest elements of X', ), and Z,

respectively. For i € [na] let Q7 := Qup.yi.0,20» Where y; is the lexicographically smallest elements
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of Y{'. Similarly, for j € [ma] we let R} := Re yo,z;,200 Where z; is the lexicographically smallest

element of Z/'. Then, similarly to the NIORP case, it follows that for all i € [n,], all j € [m,], all
z e X,alye Y, and all z € 27, it holds that

f(x7 y*7z) = f(‘r7y7z*)7 (7)

where y* < Q] and 2* <- Rj. Note that the proof of Equation (7) did not use the fact that f is
ternary-output (see Claim 4.7 for a formal treatment of the general case).

It is left to show the existence of an algorithm S that given z, * sampled from an appropriate
distribution P,, and f(z,y, z) can generate the distribution in Equation (7). Here we use the fact
that we showed that for ternary-output functions, either Y, = {)} for all x € X, or Z, = {Z} for
all z € X. Assume first the former. In this case we let S(z,z*, w) = Ss(x, zo, yo, 20, 2*, w). Then,
for P, := Pag’,mo,yo,zo it holds that

S (xwx*a f(ac*,y,z)) = S3 (x7$0,y0720,33*7f($*7y7 Z)) = f(x,y*,z) = f(a?,y,z*),

where x* + Py, y* < QY (recall we assume that Y, = {V} for all x which implies that n, = 1), and

Z* R;-’, as claimed. Now, if we assume that Z, = {Z} for all x € X, we will define S(x, z*, w)
using Sg¢ rather than Ss. In more details, we let S(z,2*, w) = S¢(x, zo, Yo, 20, 2*,w). Then, for
P, = Pzg,wo,yo,m it holds that

S (ac,x*, f(x*vyvz)) = 56 (x7$07y07z07x*7f(x*7y7 Z)) = f(xay*wz) = f(xayaz*)a

"
where z* « P, y* + @7,

that ma = 1), as claimed.

and z* < RY (recall we assume that Z, = {Z} for all  which implies

The positive direction for ternary-output functionalities. We now turn to the positive
direction. Here we show that the protocol suggested by [2] securely computes f. Roughly speaking,
in their protocol, in case an attack is detected (without the identity of the attacker being revealed)
party A interacts either B or C while ignoring the other party, where the decision is based only on
the function being computed (this is done even if the ignored party is honest).!?

However, in [2], determining which party should interact with A (given the function f) is rather
difficult. In contrast, as we show below, in our setting this is only determined by Item 1. Specifically,
if Y, = {Y} for all z € X then A interacts with C, and if Z, = {Z} for all z € X’ then A interacts
with B. In fact, if both Y, = {¥} and Z, = {Z} hold for all z € X', then A does not interact with
any party in case of an attack. Additionally, in this case, the assumption of the existence of the
algorithm S and the distributions { P, },cx is made redundant.

We next present the protocol. We assume without loss of generality that Z, = {Z} for all
x € X. First, similarly to the NIORP case, by the honest-majority assumption, the parties can
compute f fairly. If the parties receive an output, they can terminate; otherwise, similarly to [2]
we let A and B compute the two-party functionality f(z,y,z*), where z* <— Ry, ignoring C in the
process (recall that since Z, = {Z} for all x € X there is only one distribution given by Item 2 of
Theorem 1.4).

12For the general case, where the domain of f is not constant, the protocol we use is a slight generalization of the
one suggested by [2]. Specifically, the decision of whether A interacts with B or C in case of an attack depends on the
security parameter k. Assuming the domain of f is of polynomial size in k, the decision can be computed efficiently
and locally by every party.

18



Similarly to the NIORP case, correctness holds due to the correctness of the fair protocol.
Furthermore, it is clear that a corrupt C cannot attack the protocol. Indeed, it does not gain any
information in the fair computation of f; hence, if it aborts in this phase then the output of A is
g(z,y) = f(x,y,z%), where z* < R;y. Similarly, a corrupt B cannot attack the protocol since its
simulator can send y* <+ Q;, where i € [n,] is such that y € Y. By Item 2 of Theorem 1.4 the
output of A in the ideal world is

flx,y*, 2) = f(z,y,2%) = g(z,9),

where y* < @Q; and z* + Rj.

Next, consider a corrupt A. Similarly to the previous two cases, we only need to consider the
case where A aborts during the fair computation of f. Observe that the only information it receives
is g(x,y) = f(x,y,2*), where z* < R;. The simulator will simply send z* < P, to the trusted
party and receive back w as the output. Then, the corrupt A will output whatever S(z,z*, w)
outputs. By Item 2 of Theorem 1.4, the simulator output is identically distributed as g(x,y).

1.2.3 Reducing the Randomized Case to the Deterministic Case

We next explain how to reduce the randomized case to the deterministic case. The reduction works
in both the positive and the negative directions. Thus, we obtain characterizations for randomized
NIORP functionalities, and randomized ternary-output functionalities as well.

Recall that for a randomized solitary output three-party f : X x Y x Z — W, we define the
deterministic solitary output three-party functionality

f/((xa Tl)a (ya 7’2), (2, T3)) = f(%% zZyry +re+ T3)-

Namely, the parties hold a share of the randomness of f in a 3-out-of-3 secret sharing scheme. We
next show that f can be securely computed in the point-to-point model if and only if f’ can.

Let us first assume that f’ can be securely computed. Then in order to compute f, the parties
will compute f’ with their original inputs, and where r;, ro, and r3 are sampled uniformly at
random. Security follows from the fact that at least one party is honest, hence either ry, 19, or r3
are sampled uniformly at random.

Let us now assume that f can be securely computed. First, similarly to the previous protocols,
by the honest-majority assumption, the parties can compute f’ with fairness. If the parties receive
an output, they can terminate; otherwise, they compute f on their respective inputs. Correctness is
given by the fact that the parties first compute f’ fairly. Security is guaranteed since the adversary
obtains no information from the fair computation, and since the simulator can send a uniform
random r as part of the input, in case the fair computation is aborted.

1.2.4 When a Broadcast Channel is Available

In this section, we show that any NIORP or ternary-output functionality that can be securely com-
puted in the point-to-point model against a single corrupted party, can also be securely computed
assuming a broadcast channel against two corruptions. Similarly to the point-to-point model, we
will only handle deterministic functionalities, as the randomized case can be handled using the
same reduction from Section 1.2.3.
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The NIORP case. Let us start with describing a protocol for the NIORP functionalities cap-
tured by Theorem 1.2. Recall that for these functionalities there exist two families of efficiently
samplable distributions {Q;}c(,) and {R;} cpm such that the following holds. For all i € [n],
j€[m],y €, and z € Z;, it holds that

fy*2) = fy,2"),

where y* < @Q); and 2* + R;.

In the following, we show that a larger class of functionalities than those described above, can
be securely computed against two corruptions. Specifically, it suffices to assume the existence of
only a single efficiently samplable distribution, one for B or one for C. By symmetry, we only
consider the latter case. That is, we assume there exists j* € [m] and there exists a distribution
Rj« over Z;- such that the following holds. For every i € [n] and every y,y’ € Y it holds that

fly,2") = [y, 27), (8)

where 2* < Rj«.

The protocol is an extension of one of the protocols suggested by [25], and it proceeds as follows.
First, the parties compute a 3-out-of-3 secret sharing of the output f(z,y, z) using a secure-with-
identifiable-abort protocol (i.e., the adversary can force an abort after obtaining the output but
at the expense of revealing the identity of a corrupted party).'® In case a single party aborts, the
remaining two parties compute the function on their inputs and with the input of the aborting
party set to a default value. Observe that since f is solitary output, this can be done securely using
the protocol of Kilian [26]. If both B and C abort, then A outputs f(x,yo, 20), where yo € ) and
zg € Z are default inputs.

If no abort occurs, then first B sends its share to A, and additionally, it sends the (unique)
index ¢ € [n] such that y € ). If B aborts, then A and C compute f(x,yp, z). Otherwise, C sends
its share to A. If C aborts, then A outputs f(x,y;, z*), where y; is the lexicographically smallest
element in V;, and where z* < R;«.

Similarly to the point-to-point case, corrupting A will not provide the adversary with any infor-
mation since the index ¢ can be inferred from the output given by the trusted party. Additionally,
B and C obtain no information from the execution, since their views contain only secret shares of
the output. Furthermore, if a corrupt B aborts (at any point during the computation), then it can
be simulated by sending yg to the trusted party. Finally, if a corrupt C aborts after B sent its share,
then this attack can be simulated by sending 2* < R;+ to the trusted party. Then the output of A
in the ideal world is f(x,y, z*), while its output in the real world is f(z,y;, 2*). By Equation (8),
the two distributions are identical.

The ternary-output case. We now turn to ternary-output functionalities. In fact, we show
that a much larger class of functionalities than those captured by Theorem 1.4, can be securely
computed. Similarly to the point-to-point case, the protocol we present securely computes non-
ternary-output functionalities. First, recall that by Item 1 of Theorem 1.4, it holds that either
Ye = {Y} for all x € X, or Z, = {Z} for all z € X. We assume the latter without loss of
generality. We next present a relaxation of Item 2 of Theorem 1.4 that suffices for f to be securely

13 Additionally, the shares are also signed using a MAC to ensure that B and C won’t change their values. For
simplicity, we assume that a malicious adversary does not modify these values, but can abort the execution.
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computable against two corruptions. Specifically, we assume that there exist two distributions @
and R over Y and Z, respectively, for some i € [n,], such that the following holds. There exists
y; € Y/, such that for all z € Z, and x € X, it holds that

f(l‘,y*,Z)Ef(ﬂi,yi,Z*), (9)

where y* < @ and z* <~ R. Observe that this is indeed a relaxation since we do not require the
assumption of the existence of S, and the distributions { Py }zex and {Qi }ircjn,)\fi}, and since the
quantifier over y; is replaced with an existential quantifier.

The protocol proceeds as follows. The parties first compute a secret sharing of the output
of f(x,y,z) using a secure-with-identifiable-abort protocol. The sharing scheme is a 2-out-of-2
scheme, with the shares given only to A and B. Assuming the computation followed through, B
sends its share to A, which reconstructs the output. If B aborts at any point in the computation,
then A outputs f(z,y;,2*) where z* < R. If C aborts during the secure-with-identifiable-abort
computation, then its input is replaced with a default value and the protocol restarts.

Clearly, corrupting C will not provide the adversary with any advantage. Additionally, cor-
rupting A and (possibly) B will provide the adversary with only the output. The only case left is
when B is corrupted and A is honest. In this case, the adversary gains no information from the
secure-with-identifiable-abort computation, since it obtains only one share of the output. Now, if
B aborts then we let its simulator send to the trusted party the input y* < . Then A outputs
f(x,y*, 2) in the ideal world. On the other hand, in the real world, the output of A is f(x,y;, 2*).
By Equation (9), the two distributions are identical.

1.3 Related Work

For non-solitary output functionalities, Cleve [13] showed that without an honest majority, full
security cannot be achieved even for the simple task of fair coin-tossing (even with a broadcast
channel). On the other hand, even if two-thirds of the parties are honest, there is no fully secure
protocol for computing the broadcast functionality in the plain model (i.e., without setup/proof-
of-work assumptions) [29, 27, 19].14

For the two-party setting a characterization was given for the set of two-party, Boolean,
symmetric (i.e., where all parties receive the same output) functions over a constant size do-
main [24, 3, 28, 5|. The cases of asymmetric functions and of multiparty functions assuming
broadcast but no honest majority, were also investigated [23, 5, 17, 25, 16], but both characteriza-
tions are open.

The hexagon argument has been first used in the context of Byzantine agreement to rule out
three-party protocols tolerating one corruption [19]. Cohen et al. [15] considered symmetric (possi-
bly randomized) functionalities in the point-to-point model, and showed that a symmetric n-party
functionality f can be computed against ¢ corruptions, if and only if f is (n — 2t)-dominated, i.e.,
there exists y* such that any n — 2t of the inputs can fix the output of f to be y*. They generalized
the hexagon argument to the ring argument to obtain their results.

Recently, Alon et al. [2] extended the discussion to consider asymmetric functionalities in the
point-to-point model. They provided various necessary and sufficient conditions for a functionality

MNote that if strictly more than two-thirds of the parties are honest any functionality can be computed with full
security [9].
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to be securely computable. They considered some interesting examples for the special case of
solitary-output functionalities, however, provided no characterization for any class of functions.

The investigation of the set of solitary output functionalities that can be securely computed
assuming a broadcast channel but no honest majority was initiated in the work of Halevi et al. [25].
They provided various negative and positive results, and further investigated the round complexity
required to securely compute solitary output functionalities. Badrinarayanan et al. [6] investigated
the round complexity required to compute solitary output functionalities, assuming the availability
of a broadcast channel and no PKI, and vice versa.

1.4 Organization

The preliminaries and definition of the model of computation appear in Section 2. In Section 3
we state our results in the point-to-point model. Then, in Sections 4 and 5 we prove the negative
and positive results, respectively. Finally, in Section 6 we state and prove our results assuming a
broadcast channel.

2 Preliminaries

2.1 Notations

We use calligraphic letters to denote sets, uppercase for random variables and distributions, lower-
case for values, and we use bold characters to denote vectors. For n € N, let [n] = {1,2...n}. For
a set § we write s < S to indicate that s is selected uniformly at random from S. Given a random
variable (or a distribution) X, we write z <— X to indicate that z is selected according to X. A PPT
algorithm is probabilistic polynomial time, and a PPTM is a polynomial time (interactive) Turing
machine.

A function p: N — [0, 1] is called negligible, if for every positive polynomial p(-) and all suffi-
ciently large n, it holds that u(n) < 1/p(n). We write neg for an unspecified negligible function and
write poly for an unspecified positive polynomial. For a randomized function (or an algorithm) f
we write f(x) to denote the random variable induced by the function on input z, and write f(z;7)
to denote the value when the randomness of f is fixed to r.

A distribution ensemble X = {Xgq n}aep, nen is an infinite sequence of random variables indexed
by a € D, and n € N, where D,, is a domain that might depend on n. When the domains are clear,
we will sometimes write {Xg , }q,n in order to alleviate notations.

The statistical distance between two finite distributions is defined as follows.

Definition 2.1. The statistical distance between two finite random variables X and Y is
SD(X,Y) = max {PriX eS| —-PrjY eS§]}.

For a function € : N — [0,1], the two ensembles X = {Xyn}taep,nen and Y = {Y,n}aep, nen are
said to be e-close, if for all sufficiently large n and a € D, it holds that
SD (Xa,na Ya,n) < 5(”)7

and are said to be e-far otherwise. X and Y are said to be statistically close, denoted X = Y, if
they are e-close for some mnegligible function €. If X and Y are 0-close then they are said to be
equivalent, denoted X =Y.
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Computational indistinguishability is defined as follows.

Definition 2.2. Let X = {X, n}aep, nen and Y = {Y ,, }aep, nen be two ensembles. We say that

X and Y are computationally indistinguishable, denoted X = Y, if for every non-uniform PPT
distinguisher D, there exists a negligible function u(-), such that for all n and a € D,,, it holds that

[Pr[D(Xan) =1] = Pr[D(Yan) = 1] < p(n).
The following simple fact states that whenever two ensembles with polynomial-size supports
are computationally indistinguishable, they are also statistically close.
Fact 2.3. Let X = { X, n}aep, nen and Y = {Y, n}aep, nen be two computationally indistinguish-
able ensembles over a set-family {Sy, }nen, of size |Sy,| < poly(n). Then X 2y,
Proof sketch. Assume for the sake of contradiction that the claim is false. It follows that there
exists a set-family {7}, cy where Pr[X,, € Tn] —Pr[Ys, € Ta] > 1/p(n), for some polynomial p.

Since T, C S,, it follows that 7, is of polynomial size, hence it can be given as auxiliary input to
a bounded distinguisher D. Then, D can distinguish X from Y by outputting 1 if its input belongs

to Tn, and outputting 0 otherwise, thus contradicting the assumption that X Zv. O
The following fact states an equivalent definition for statistical distance.

Fact 2.4. Let X = {XyntaeD,nen and Y = {Ygn}aep, nen be two ensembles. Then X =Y if
and only if for every unbounded distinguisher D, there exists a negligible function u(-), such that
for alln and a € D, it holds that

[P [D(Xan) = 1] = Pr[D(Yon) = 1]| < u(n).

Definition 2.5 (Minimal and minimum elements). Let S be a set and let < be a partial order over
S. An element s € S is called minimal, if no other element is smaller than s, that is, for any
s'eS8, ifs <sthens =s.

An element s € S is called minimum if it is smaller than any other element, that is, for any
s’ €8 it holds that s < s'.

We next define a refinement of a partition of some set.

Definition 2.6 (Refinement of partitions). Let P; and Pa be two partitions of some set S. We say
that Py refines Py, if for every S1 € Py there exists Sy € Py such that S; C Ss.

The meet of two partitions is the partition formed by taking all non-empty intersections. For-
mally, it is defined as follows.

Definition 2.7 (Meet of partitions). Let P1 and Py be two partitions of some set S. The meet of
P1 and Py, denoted P1 A Po, is defined as

P APy = {SlﬁSQ Wie {172}381‘ € P; and S1 NSy 75(2)}
Observe that N is associative, thus we can naturally extend the definition for several partitions.

Definition 2.8 (Equivalence class and quotient sets). For an equivalence relation = over some set
S, and an element s € S we denote by [s]= the equivalence class of s, i.e.,

[slz:={s'eS:s=4}.

We let S/= denote the quotient set with respect to = defined as the set of all equivalence classes.
Stated differently, it is the partition of S induced by the equivalence relation =.
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2.2 The Model of Computation

We provide the basic definitions for secure multiparty computation according to the real/ideal
paradigm, for further details see [21]. Intuitively, a protocol is considered secure if whatever an
adversary can do in the real execution of the protocol, can be done also in an ideal computation,
in which an uncorrupted trusted party assists the computation.

In this paper we consider solitary output three-party functionalities. A functionality is a se-
quence of function f = { f.}xen, where f: X X Vi X Z,. — W, for every k € N.'5 The functionality
is called solitary output if only one party obtains an output. We denote the parties by A, B and C,
holding inputs x, y, and z, respectively, and let A receive the output, denoted w. To alleviate nota-
tions, we will remove k from f and its domain and range, and simply write it as f : X x Y x Z — W.

Although we focus on solitary output functionalities and deal with adversaries that corrupt a
single party, we present the definition for the general case, as it will be useful later.

The Real Model

A three-party protocol 7 is defined by a set of three PPT interactive Turing machines A, B, and
C. Each Turing machine (party) holds at the beginning of the execution the common security
parameter 1%, a private input, and random coins. The adversary A is another PPT interactive
Turing machine describing the behavior of the corrupted parties. It starts the execution with input
that contains the identities of the corrupted parties, their inputs, and an additional auxiliary input
aux.

The parties execute the protocol over a synchronous network. That is, the execution proceeds
in rounds: each round consists of a send phase (where parties send their messages for this round)
followed by a receive phase (where they receive messages from other parties).

We consider a fully connected point-to-point network, where every pair of parties is connected
by a communication line. We will consider the secure-channels model, where the communication
lines are assumed to be ideally private (and thus the adversary cannot read or modify messages
sent between two honest parties). Depending on the context, we may assume the parties have
access to a broadcast channel. We note that our upper bounds (protocols) can also be stated
in the authenticated-channels model, where the communication lines are assumed to be ideally
authenticated but not private (and thus the adversary cannot modify messages sent between two
honest parties but can read them) via standard techniques, assuming public-key encryption. On
the other hand, stating our lower bounds assuming secure channels will provide stronger results.

Throughout the execution of the protocol, all the honest parties follow the instructions of the
prescribed protocol, whereas the corrupted parties receive their instructions from the adversary.
The adversary is considered to be malicious, meaning that it can instruct the corrupted parties to
deviate from the protocol in any arbitrary way. Additionally, the adversary has full access to the
view of the corrupted parties, which consists of their inputs, their random coins, and the messages
they see throughout this execution. At the conclusion of the execution, the honest parties output
their prescribed output from the protocol, the corrupted parties output nothing, and the adversary
outputs a function of its view. In some of our proofs, we consider semi-honest adversaries that
always instruct the corrupted parties to honestly execute the protocol but may try to learn more
information than they should.

5The typical convention in secure computation is to let f : ({0,1}*)* — {0,1}*. However, we will mostly be
dealing with functionalities whose domain is of polynomial size in x, which is why we introduce this notation.
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We next define the real-world global view for security parameter £ € N, inputs x,y, z € {0, 1}*,
and an auxiliary input aux € {0,1}* with respect to some adversary A controlling a subset Z C
{A,B, C} of the parties. Let OUT;rejéll(aux) (K, (z,y, z)) denote the outputs of the honest parties in a
random execution of 7 on inputs (z, y, z) and security parameter x interacting with A with auxiliary
input aux corrupting the parties in Z. Further let VIEW:ﬁilt(aux) (k, (z,y,2)) be the adversary’s
output, being a function of its view (i.e., its auxiliary input, its random coins, the input of the
corrupted party, and the messages it sees during the execution of the protocol) during an execution
of m. We denote the global view in the real model by

real

REAI—Wr,.A(aux) (Hv ($7 Y, Z)) = (VIEWW,A(aux) ("@ (ZC, Y, Z)) ) OUT;-ejéll(aux) (’%7 (‘Ta Y, Z))) .

The Ideal Model

We consider an ideal computation with guaranteed output delivery (also referred to as full security),
where a trusted party performs the computation on behalf of the parties, and the ideal-model
adversary cannot abort the computation. An ideal computation of a three-party functionality
f = (f1, fa, f3), with f1, fa, f3 : ({0,1}*)3 — {0,1}*, on inputs z,y,z € {0,1}* and security
parameter x, with an ideal-world adversary A running with an auxiliary input aux and corrupting
a subset Z C {A, B, C} of the parties, proceeds as follows:

Parties send inputs to the trusted party: Each honest party sends its input to the trusted
party. The adversary A sends a value v from its domain as the input for the corrupted party.
Let («',y/,2") denote the inputs received by the trusted party.

The trusted party performs computation: The trusted party selects a random string r, com-
putes (w1, wq, w3) = f (2',y,2';r), and sends wy to A, sends wsy to B, and sends w3 to C.

Outputs: Each honest party outputs whatever output it received from the trusted party and the
corrupted party outputs nothing. The adversary A outputs some function of its view (i.e.,
the auxiliary input, its randomness, and the input and output of the corrupted party).

We next define the ideal-world global view for security parameter x € N, inputs x,y, z € {0, 1}*,
and an auxiliary input aux € {0,1}* with respect to some adversary A controlling a subset Z of
the parties. Let OUTiJgszaux) (K, (z,y, z)) denote the output of honest parties in a random execution

of the above ideal-world process, interacting with A. Further let VIEWiJ?fj}aUX) (K, (z,y,z)) be the
output (a simulated view) of A in such a process. We denote the global view in the ideal model by

ideal

IDEAL ¢, A(aux) ("@ (.%', Y, Z)) = (VIEWf,_A(aux) ("@ (x7 Y, Z)) ) OUTiﬁfjéaux) (Ha (1’, Y, Z))) .

The Security Definition

Having defined the real and ideal models, we can now define security of protocols according to the
real /ideal paradigm.

Definition 2.9 (Malicious security). Let f be a three-party functionality and let w be a three-party
protocol. Fort € {1,2}, we say that m computes f with computational t-security, if for every non-
uniform PPT adversary A, controlling a subset T C {A,B,C} of size at most t in the real world,
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there exists a non-uniform PPT adversary Sim, controlling the same subset T in the ideal-world such
that

llla

{IDEALf,Sim(aux) (KV, (.%, Y, Z))} {REALﬂ‘7A(aUX) ("@ (xa Y, Z))}

kEN,z,y,z,auxe{0,1}* KEN,z,y,2,auxe{0,1}*

We define statistical t-security similarly, by replacing computational indistinguishability with sta-
tistical distance.
When t = 2 we will sometimes say that m computes f will full security.

Ideal computation with fairness. Although all our results are stated with respect to guaran-
teed output delivery, in our proofs we will consider a weaker security variant, where the adversary
may cause the computation to prematurely abort, but only before it learns any new information
from the protocol. Formally, security with fairness is defined by only modifying the ideal computa-
tion. Specifically, the difference is that during the Parties send inputs to the trusted party step, the
adversary can send a special abort symbol. In this case, the trusted party sends L to all parties
instead of computing the function.

Ideal computation with security-with-identifiable-abort. We also use a security notion
called security-with-identifiable-abort where, similarly to fairness,the adversary can cause the com-
putation to prematurely abort. However, it can do so after learning the output, at the expense of
revealing the identity of a corrupted party (see Appendix A for a formal definition).

The Hybrid Model

The hybrid model is a model that extends the real model with a trusted party that provides ideal
computation for specific functionalities. The parties communicate with this trusted party in exactly
the same way as in the ideal models described above.

Let f be a functionality. Then, an execution of a protocol © computing a functionality ¢ in the
f-hybrid model involves the parties sending normal messages to each other (as in the real model)
and in addition, having access to a trusted party computing f. It is essential that the invocations
of f are done sequentially, meaning that before an invocation of f begins, the preceding invocation
of f must finish. In particular, there is at most a single call to f per round, and no other messages
are sent during any round in which f is called.

Let type € {g.0.d., fair,id-abort}, and let .4 be a non-uniform PPT machine with auxiliary input
aux controlling a subset of the parties. We denote by HYBRIDfr ”tj‘(’:ux) (K, (z,y, z)) the random variable
consisting of the view of the adversary and the output of the honest parties, following an execution
of a protocol 7 with ideal calls to a trusted party computing f according to the ideal model “type,”
on input vector (x,y, z), auxiliary input aux to A, and security parameter k. We call this the
(f, type)-hybrid model.

The sequential composition theorem of Canetti [12] states the following. Let p be a protocol
that securely computes f in the ideal model “type.” Then, if a protocol m computes ¢ in the
(f,type)-hybrid model, then the protocol 7, that is obtained from 7 by replacing all ideal calls to
the trusted party computing f with the protocol p, securely computes g in the real model.

Theorem 2.10 ([12]). Let t € {1,2}, let f be a three-party functionality, let type;,type, €
{g.o.d., fair,id-abort}, let p be a protocol that t-securely computes f with type,, and let ® be a

26



protocol that t-securely computes g with types in the (f,type;)-hybrid model. Then, protocol 7P
t-securely computes g with typey in the real model.

We make use of a known fact stating that any functionality can be computed fairly assuming
an honest majority.

Fact 2.11. Let f be a three-party functionality. Then (f,fair) can be computed with statistical
1-security.

This follows from the results of [30] and [14]. Specifically, Rabin and Ben-Or [30] showed how to
compute any functionality with full security assuming an honest majority and a broadcast channel.
On the other hand, Cohen and Lindell [14] showed that any protocol computing some functionality
f with full security assuming a broadcast channel can be transformed into a protocol computing f
fairly over a point-to-point network without the use of broadcast.

3 Owur Main Results in the Point-to-Point Model

In this section, we present the statement of our main results in the point-to-point model. We
present a necessary condition and two sufficient conditions for solitary output three-party function-
alities with polynomial-sized domains, that can be computed with 1-security without broadcast.
In Section 3.2.1, we present several corollaries of our results. In particular, we show that vari-
ous interesting families of functionalities, such as deterministic NIORP and (possibly randomized)
ternary-output functionalities, our necessary and sufficient conditions are equivalent, thus we obtain
a characterization.

3.1 Useful Definitions

Before stating the result, we first present several important definitions. Throughout the entire
subsection, we let f: X x Y x Z — W be a deterministic solitary output three-party functionality.

The first definition introduces an equivalence relation over the domains ) and Z with respect to
any fixed input z € X. We call this relation the common output relation (CORE). Note that the
relation depends on the security parameter x as well. We will not write x as part of the notations
in order to alleviate them.

Definition 3.1 (CORE and CORE partition). For an input x € X we define the relation ~, over
Y as follows.

y ~g Y if there exist 2,2 € Z such that f(x,y,2) = f(x,y, 7).

We define relation =,, called CORE, to be the transitive closure of ~,, i.e., y =, v if either
y ~z ' orif there exist yi, ...,y €Y such that

nyy1N$...nykwal.

Observe that =, is an equivalence relation. We let Y, denote the set of equivalence classes of Y
formed by =,. We also abuse notations, and define the relations z ~, 2z’ and z =, 2’ over Z
stmilarly, and let Z, denote the set of equivalence classes over Z formed by =,.
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Additionally, we denote n(z) = Y|, m(x) = |Z4|, and we write
Yo ={VF 1€ n(z)]} and Z,= {Zf 7 € Im(x)]}.

Finally, we let
Re ={VI x 27 i€ [n(z)],j € [m(z)]}

be the partition of YV X Z into the combinatorial rectangles formed by Y, and Z,. We call Y,, Z,,
and R, the CORE partitions of f with respect to x.

We next introduce equivalence relations over X that correspond to the CORE partitions formed
by the inputs. In addition, we define partial orders over the quotient sets associated with these
equivalence relations. Roughly, both the equivalence relations and the partial orders are defined by
comparing the corresponding CORE partitions. Similarly to Definition 3.1, the following definition
also depends k, which is omitted from the notations to alleviate them.

Definition 3.2 (Equivalence relations and partial orders over X'). We define three equivalence
relations =g, =¢, and =, over X as follows.

o We say that v =g 2’ if Y = Y.
o We say that x =c o' if 2, = 2y

o We say that v = 2’ if R, = Ry, Equivalently, v =2’ if x =g 2/ and v =¢ 2’
We define partial orders =g, =¢, and = over the quotient sets X /=g, X /=c, and X /=, respec-
tively, as follows.

o We say that [x]=y <& [2]=g if Yo refines Ypr.

o We say that [x]=. =<c [2']=, if 2y refines Zyr.

o We say that [x]= < [2]= if Ry refines Ry. Equivalently, [x]= = [2]= if [z]=
[]=c Zc [7]=c.

For brevity, we write the partial orders as if they are over X, e.g., we write v <g ¥’ instead
of [2]=s = [2']=4-'¢ Finally, x € X is called B-minimal if [x]=, s minimal with respect to =g,
X is called C-minimal if [x]=c is minimal with respect to <, and x is called R-minimal if [x]= is
minimal with respect to <.

s = [2]=s and

As mentioned in Section 1, we are interested in the meet of all CORE partitions. We call this
new partition the COREx-partition of f. Similarly to previous notations, COREx-partition also
depends on k, and we will omit it for brevity.

Definition 3.3 (COREx-partition). We denote

Y= N Ye=AYy and 2p:= A 2o = A2y,

TEX XEX: TEX XEX:
X % R-minimal X ts R-minimal

®Note that if we had defined <g, <c, and < directly over X, then they would not correspond to partial orders.
Indeed, for the relations to be partial orders, it required that they are antisymmetric, i.e., if z < 2’ and 2’ < z then
x = x’. Observe that this is not generally the case, as the only guarantee we have is that z = z’.
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and call these two partitions the CORE-partitions of f. We let ny = |Ya| and mp = |ZA|, and we
write the partitions as

Yn:={Y i€} and Zp:={Z}:j e [mp]}.

Finally, we let
Rn ={V x 20 i € [na], ] € [mal},

be the partition of Y x Z into the combinatorial rectangles formed by Y and Zn.

The partitions Yn and Z, are naturally associated with an equivalence relation =5 over Y and
over Z, respectively: We say that y = ' if there exists Y € Y such thaty,y' € Y. Equivalently,
y=ay ify =4y for all R-minimal x € X. Similarly, z =5 2’ if there exists Z" € Zx such that
2,2 € ZN.

We next define an important special property of a functionality f, which we call COREx-forced.
This property plays a central role in both our positive and negative results, and generalizes the
forced property defined in [25], which states that any party can fix the distribution of the output,
using an appropriate distribution over its input.

Roughly, f is called COREx-forced if both B and C can each associate a distribution to each
set in the COREx-partition of their respective set of inputs, such that the output distribution of A
in each combinatorial rectangle in R, is fixed for every input = € X.

Definition 3.4 (COREx-forced). The function f is said to be COREx-forced if there exist two
ensembles of efficiently samplable distributions Q = {Q.i} ] and R = {Rs;} over
Y and Z, respectively, such that the following holds.

KEN,i€[nA REN,FE[mA]

[[]ea

{f(z,y*, Zj)}ﬁeN,xeX,iG[n/\],je[mA},yey{\,zezf {f(z,y", Z)}HEN,meX,ie[nA},je[m/\],yeyi/\,zezj/,\

11k

{f(z,v, Z*)}neN,zex,ie[nA],je[mA],yeyf,zer

11

{f (@, yi, Z*)}neN,xeX,ie[nA]vje[mALyeyiA,zerA )

where y* < Qyi, 2* < Ry j, and where y; and zj are the lexicographically smallest elements in Y

and Z7\, respectively.

Remark 3.5. Though our lowerbound shows that any securely computable solitary output function-
ality must be COREA-partition, this can be strengthened as follows. Instead of requiring that every
rectangle in R, is fixed for every x, it suffices to consider the meet of partitions formed by the CORE
partitions with respect to all R-minimal elements that are smaller than z, i.e., \\ <.\ is R-minimal Rx-
Then our lowerbound shows that for any x, the output distributions in the above collections of rect-
angles are fized.

3.2 Owur Main Results

We are now ready to state our results, providing both sufficient and necessary conditions for a
deterministic solitary output three-party functionalities with polynomial-sized domain, to be com-
putable with 1-security over point-to-point channels. The result for randomized functionalities,
where the domain of the randomness is polynomial as well, is handled below in Proposition 3.10
by reducing it to the deterministic case. We start by stating our negative results.
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Theorem 3.6. Let f: X XY x Z — W be a deterministic solitary output three-party functionality.
Assume that |X|,|Y|,|Z| = poly(k). If f can be computed with computational 1-security, then the
following hold.
1. For all sufficiently large k € N, all B-minimal xg and all C-minimal xc, there exists an
R-minimal x € X such that xg =g X =c Xc-

2. f is COREA-forced.
Moreover, suppose that f has the property that for all sufficiently large k, it holds that either y =, v’
forallz € X and y,y €Y, or z =, 2 for allx € X and z,2' € Z. Then there exists an ensemble
of efficiently samplable distributions P = {Py s }renzex and there exists a PPT algorithm S such
that

S
{S (1H’ xz, x*v f(:L‘*, Y, Z))}HGN,xEX,iE[nA],jE[m/\},yey{\,zezj/.\ = {f(J:v y*) Z)}HEN,xeX,iE[n/\},je[mA],yE)/i/\,ZEZ]/.\7
where x* < Py, and y* < Qx;, where Qy; is the distribution given the CORE\-forced property.

The proof is given in Section 4.

We now state our two positive results. The first positive result considers functionalities that sat-
isfy the property given in the “moreover” part of Theorem 3.6. Specifically, we get a characterization
(see Corollary 3.8 below) for when such functionalities can be computed securely. Interestingly, the
protocol used in the proof of the theorem below is a slight generalization of the protocol suggested

by [2].
Theorem 3.7. Let f : X X Y x Z — W be a deterministic solitary output three-party functionality.
Assume that oblivious transfer exists, that |X|,|Y|,|Z| = poly(k), and that the following hold.

1. For all sufficiently large K, either y =, vy for allx € X and y,y € Y, or z =, 2’ for all
r€e€X and 2,2’ € Z.

2. f is COREA-forced.

3. There ezists an ensemble of efficiently samplable distributions P = { Py z}xeNgex and a PPT
algorithm S such that

[l

{S (1H7 xz, x*a f(.ili*, Y, Z))}/~c€I\I,ar€X,1l€[nA],jE[mA],yEyiA,ZEZJ.A {f(.%', y*v Z)}HGN,xEX,iE[nA],jG[m/\},yEyiA,ZEZjA7

where x* < Py, and y* < Qui, where Q. ; 1is the distribution given the COREA-forced
property.
Then f can be computed with computational 1-security.

We thus have the following corollary, stating a characterization for a special class of function-
alities.

Corollary 3.8. Let f : X XY X Z — W be a deterministic solitary output three-party functionality.
Assume that oblivious transfer exists and that |X|,|Y|,|Z| = poly(k). Further assume that f has
the property that for all sufficiently large k, either y =, ' for allw € X and y,y' € Y, or z =, 2’
for allx € X and 2,2 € Z. Then f can be computed with computational 1-security if and only if
the following hold.

1. f is CORE-forced.
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2. There exists an ensemble of efficiently samplable distributions P = {Px 3 }reNzecx and a PPT
algorithm S such that

S
{S <1H7 xz, x*’ f(x*v Y, z))}/@EN,r,{EX,iG[nA],jE[mA],yeyiA,ZEZJA = {f('% y*’ Z)}HGN,wnéX,iE[nA},jG[mA],yey{\,zezj/.\7

where x* < P, and y* < Qui, where Qn; is the distribution given the COREA-forced
property.

The proof of Theorem 3.7 is given in Section 5.1. The next result gives another sufficient
condition. In fact, it characterizes a special class of functionalities, which includes (deterministic)
NIORP functionalities, where the output-receiving party A has no input (see Corollary 3.15 below).
Here, instead of assuming the functionality satisfies the property stated in the “moreover” part of
Theorem 3.6, we assume that A has a minimum input, i.e., smaller than all other inputs with
respect to =.

Theorem 3.9. Let f: X XY x Z — W be a deterministic solitary output three-party functionality.
Assume that |X|,|Y],|Z| = poly(k), and that for all sufficiently large k, there exists x € X such
that for all x € X it holds that x = x.'7 Then f can be computed with computational 1-security if
and only if it is COREA-forced. Moreover, the protocol in the positive direction admits statistical
1-security.

The negative direction directly follows from Theorem 3.6. We prove both Theorem 3.7 and the
positive direction of Theorem 3.9 in Section 5.

The next proposition reduces the randomized case to the deterministic case. We stress that the
reduction holds for general domain sizes, and functionalities where every party obtains an output
(in fact, the reduction can be easily generalized to the multiparty setting assuming an honest
majority).

Proposition 3.10 (Reducing randomized functionalities to deterministic functionalities). Let
f:({0,1}%)% — {0,1}* be a (randomized) three-party functionality. Define the deterministic func-
tionality f': ({0,1}*)% x ({0,1}*)% x ({0,1}*)2 — {0,1}* as follows.

f’((a;,n), (y,?“g), (Z’T?))) = f(x7y7z;rl Dro® T3)'

Then f can be computed with computational (statistical) 1-security if and only if f can be computed
with computational (statistical) 1-security.

Proof. Let us first assume that f’ can be computed with 1-security. To compute f (in the (f’, g.o0.d.)-
hybrid model), the parties will invoke (f’, g.0.d.) with their original inputs x, y, and z, and where
r1,72,73 < {0,1}* are sampled uniformly at random. Security follows directly from the fact that
either r1, ro, or r3 are guaranteed to be a uniform random string. Indeed, a simulator for some
corrupted party will send to the trusted party T the same input the corrupted party used in the
protocol.

We next show that if f can be computed with 1-security, then so is f’. Using Fact 2.11 and
the composition theorem, it suffices to present a protocol for f’ in the {(f,g.0.d.), (f’, fair) }-hybrid
model.

1"Note that there may be several minimum inputs, however, the assumption implies that they are all equivalent.
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Protocol 3.11.

Private inputs: party A holds (x,r1) € ({0,1}*)2, party B holds (y,r2) € ({0,1}*)%, and party C
holds (z,73) € ({0,1}*)%.

Common input: the parties hold the security parameter 17.

1. The parties invoke (f’, fair) with their inputs. Let wy, wa, and we be the outputs of A, B, and
C, respectively.

2. If wy,we, w3 # L then A outputs wy, B outputs wse, and C outputs ws.

3. Otherwise, the parties invoke (f,g.o0.d.) on their inputs x, y, and z, and output the result.

We next show that the protocol is secure. Consider an adversary A corrupting A. The other
cases are analogous. The simulator Sim 4 will first query A to receive its input (2, ) to (f/, fair).

o If (2/,7]) # abort, then Sim 4 sends (2/,7]) to the trusted party.

« Otherwise, the adversary A chooses an input z” € {0,1}* to send to (f,g.0.d.).'® The
simulator samples 77 < {0,1}* and sends (z”,77) to the trusted party.

In both cases, Sim_4 forwards the output wy received from the trusted party to A, outputs whatever
A outputs, and halts.

Clearly, if A does not abort during the invocation of (f’, fair), then its joint view and the output
of the honest parties is f (', y, z; 7} ©ra@r3) in both worlds. Observe that if A does abort, however,
then the output in both worlds is distributed as f(z”,y, 2). O

3.2.1 Interesting Corollaries

Although our necessary and sufficient conditions do not coincide in general, for various interesting
families of functionalities the results do form a characterization. In the following section, we consider
several such interesting families and present a characterization for them, as can be derived from
Theorems 3.6, 3.7 and 3.9.

We first state the characterization for functionalities with at most three possible outputs. For
this class of functionalities, we make the observation that for every x € X, either y =, 3/ for all
v,y €Y, or z=, 2 forall 2,2/ € Z.

Corollary 3.12 (Characterization of ternary-output functionalities). Let f : X x Y x Z — {0, 1,2}
be a deterministic solitary output three-party functionality. Assume that oblivious transfer exists
and that |X1,|Y|,|Z| = poly(k). Then f can be computed with computational 1-security if and only
if the following hold.
1. For all sufficiently large k € N, all B-minimal xg and all C-minimal xc, there exists an
R-minimal x € X such that xg =g X =c Xc-

2. f is COREA-forced.

181f A sends an invalid value or does not send any value, the simulator sets = to be the default value used by the
ideal functionality of f.
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3. There exists an ensemble of efficiently samplable distributions P = {Px 3 }reNzecx and a PPT
algorithm S such that

S
{S (1H7 xz, x*a f(x*v Y, Z))}HEN,I,{GX,iG[n/\],jE[mA],yEyiA,ZEZjA = {f(mv y*a Z)}HGN,mHEX,iE[nA},je[mA},yeyi’\,zezj/.\7

where x* < P, and y* < Qui, where Qn; is the distribution given the COREA-forced
property.

Proof. 1t suffices to show that Item 1 from the above statement implies Item 1 from Theorem 3.7.
That is, we show that for all sufficiently large x, either y =, v for all z € X and y,3’ € Y, or
2=, 2 forall z € X and 2,2’ € Z. Assume towards contradiction that for infinitely many &’s,
there exist z,2’ € X, y,v € Y, and 2,2’ € Z such that y #, v and 2z #, 2. Now, observe
that as f is a ternary-output functionality, it holds that z and z’ are B-minimal and C-minimal,
respectively. Moreover, it holds that z =, 2’ and that y =,» y'. By (the assumed) Item 1 there
exists an R-minimal y € X satisfying x =z x =¢ 2/. However, such x cannot exists since it satisfies
y=yy and z =, 2. O

We now state a characterization for functionalities that are symmetric with respect to the
inputs of B and C, i.e., where f(z,y,z) = f(x,z,y) for all z, y, and z. Here, the characterization
follows from the observation all y’s are equivalent and z’s are equivalent with respect to all x’s. In
particular, the COREx-forced property implies the simpler forced property (i.e., both B and C can
fix the distribution of the output).

Corollary 3.13 (Characterization of (B, C)-symmetric functionalities). Let f : X x D x D — W
be a deterministic solitary output three-party functionality. Assume that oblivious transfer exists,
that | X|,|D| = poly(k), and that for all sufficiently large k € N, for all x € X and for all y,z € D
it holds that f(x,y,z) = f(x,z,y). Then f can be computed with computational 1-security if and
only if it is forced.

We next state a characterization for the case where the input of party A is a single bit. The
proof follows from the observation that for such functionalities there exists a minimum y, hence we
can apply Theorem 3.9.

Corollary 3.14. Let f : {0,1} x Y x Z — W be a deterministic solitary output three-party
functionality. Assume that |Y|,|Z| = poly(k). Then f can be computed with computational 1-
security if and only if the following hold.

1. For all sufficiently large k € N, either 0 <1 or 1 < 0.

2. f is COREA-forced.
Moreover, the protocol in the positive direction admits statistical 1-security.

Proof. First observe that if 0 < 1 or 1 < 0 for all sufficiently large x € N, then f can be computed
due to Theorem 3.9. For the other direction, we consider two cases. First, if f is not COREx-forced
then by Theorem 3.6 it cannot be computed with 1-security. Otherwise, if 0 £ 1 and 1 4 0 infinitely
often, then both are R-minimal inputs infinitely often. However, there is no R-minimal x such that
0 =g x =c 1. Therefore, f cannot be computed due to Theorem 3.6. U

If A has no input, then the first property of Corollary 3.14 holds vacuously. Thus we have the
following.
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Corollary 3.15 (Characterization of NIORP functionalities). Let f : {A\} x Y x Z — W be a
deterministic solitary output three-party functionality. Assume that |Y|,|Z| = poly(k). Then f
can be computed with computational 1-security if and only if it is COREA-forced. Moreover, the
protocol in the positive direction admits statistical 1-security.

4 Impossibility Results

In this section, we prove the necessary conditions stated in Theorem 3.6. Our proof is split into two
parts. In the first part, presented in Section 4.1, we apply the hexagon argument over the secure
protocol assumed to exist. This results in 6 ensembles of distributions, all of which are statistically
close. The second part of the proof, presented in Section 4.2, is dedicated to the analysis of these
6 ensembles. Specifically, we show how the assumption that the ensembles are close implies the
necessary conditions stated in Theorem 3.6.

4.1 The Hexagon Argument

In this section we present the hexagon argument, which is the first step in the proof of Theorem 3.6.
For a fixed three-party protocol m = (A, B, C) that is defined over secure point-to-point channels in
the plain model (without a broadcast channel or trusted setup assumptions), we can associate a
six-party protocol denoted Hex(w) = (B, A, C, B/, A’, ') as illustrated in Figure 1. Formally, Hex()
is defined as follows.

Definition 4.1 (The hexagon protocol). Given a three-party protocol m = (A, B, C) we denote by
Hex(m) = (B,A,C,B',A’,C') the following siz-party protocol. Parties A and A’ are set with the code
of A from m, parties B and B" with the code of B from m, and parties C and C' with the code of C
from .

The communication network of Hex(7) is a cycle. Party A is connected to C, which is connected
to B, which is connected to A, which is connected to C', which is connected to B, which is connected
to A.

The following lemma states that any attacker corrupting any four adjacent parties in the six-
party protocol Hex(w), can be perfectly emulated by an adversary corrupting a single party in
three-party .

Lemma 4.2 (Mapping attackers for Hex(m) to attackers for 7). Let m = (A, B, C) be a three-party
protocol and let Hex(m) = (B, A, C,B/,A’, C") be as in Definition J.1. In the following, for possible
inputs (x,2',y,y, z,2") for protocol Hex(m) we let h = (z,2',y,y', 2,2"). Then the following hold.

1. For every non-uniform PPT adversary Aﬁ’cl corrupting {A,B,C', A’} in Hex(w), there exists a
non-uniform PPT adversary A corrupting A in m, receiving the inputs y, z', and x’ for B, C',
and A, respectively, as auxiliary information, that perfectly emulates Aﬁ’c , namely

{REAL: Ayt 200) (5, (29, 2)) } = {REALHex(w),AE’C%aux) (r, h)}

K,h,aux
b K,h,aux
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2. For every non-uniform PPT adversary AE/’C corrupting {A',B’,C,A} in Hex(w), there exists a
non-uniform PPT adversary A’ corrupting A in m, receiving the inputs v, z, and x for B', C,
and A, respectively, as auziliary information, that perfectly emulates AE ’C, namely

{REAL,T’A/(y/’ZJ’aUX) (k, (2, vy, z’))}mh,aux = {REALHSX(W),AEQc(aUX) (k, h)}

K,h,aux

3. For every non-uniform PPT adversary Bﬁ’c corrupting {B,A,C,B'} in Hex(w), there exists a
non-uniform PPT adversary B corrupting B in , receiving the inputs z, z, and 3y’ for A, C, and
B, respectively, as auziliary information, that perfectly emulates By, namely

{REALEB(%Z’y/’aUX) (k, (2, vy, z’))} = {REALHeX(W)ﬁS,c(aUX) (k, h)}

K,h,aux r,h,aux

4. For every non-uniform PPT adversary Bﬁ/’cl corrupting {B',A’,C" B} in Hex(r), there exists a

non-uniform PPT adversary B’ corrupting B in w, receiving the inputs a’, 2’, and y for A, C',
and B, respectively, as auxiliary information, that perfectly emulates Bﬁ = , namely

/ _
{REALW,B’(m’,z’,y,aux) (Ka (l’, Yy ,Z)) }n,h,aux = {REALHex(ﬂ),Bﬁ/’CI(aux) (’{7 h)}

K,h,aux

5. For every non-uniform PPT adversary CS’B corrupting {C',B, A, C} in Hex(w), there exists a
non-uniform PPT adversary C corrupting C in m, receiving the inputs y, x, and z for A, B, and
. . ) . AB
C, respectively, as auxiliary information, that perfectly emulates C,y~, namely

{REALEC(W’Z@UX) (k, (=, 9, Z,))}/i,h,aux = {REALHGX(WWS,B(GUX) (k, h)}

K,h,aux

6. For every non-uniform PPT adversary Cﬁ/’B, corrupting {C,B’,A’,C'} in Hex(rw), there exists a
non-uniform PPT adversary C' corrupting C in m, receiving the inputs y', x’, and 2’ for A, B,
and C, respectively, as auziliary information, that perfectly emulates Cﬁ B , namely

{REALW,C’(y/,HC/,Z/,aux) (’%7 (.%', Y, Z))}H h.aux = {REALHex(w),Cﬁ,’B/(auX) (/‘37 h)}

r,h,aux
Proof. We will prove only Item 1 as the rest follows from a similar argument. Fix an adversary
AE’C, corrupting {A, B, C’, A’} in Hex(w). Define an adversary A corrupting A in 7 as follows. First,
it initializes AE’C’ with input z for A, input y for B, input 2’ for C’, input 2’ for A’, and auxiliary
information aux. Each round, it passes to AE’CI the messages received from the honest parties B
and C, and replies to them as AE’C does. Finally, A output whatever AE’CI outputs.

By the definition of A, in each round, the messages it receives from and sends to B and C in
m, are identically distributed to the messages AE’C/ received from and sent to B’ and C in Hex(r).
Therefore the transcript in both executions are identically distributed. In particular, the joint

distribution of the view of the adversary and the output of the honest parties are identical in both
executions. O
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An important use-case of the above lemma is for 1-secure protocols m computing some 3-party
functionality f. Here, any attacker in 7 that emulates some attacker for Hex(w) as given by
Lemma 4.2, can be simulated in the ideal world of f. Thus, we get the following corollary.

Corollary 4.3 (Mapping attackers for Hex(7) to simulators for f). Let m = (A,B,C) be a three-
party protocol computing some solitary output three-party functionality f : ({0,1}*)3 — {0,1}* with
computational 1-security. Then the following hold.

1. For every non-uniform PPT adversary AE’C, corrupting {A,B,C', A’} in Hex(r), there exists a

non-uniform PPT simulator Simi’cl in the ideal world of f corrupting A, such that

<

/
{IDEALf,Simi’CI(y,z’,az’,aux) (K’ (fL‘, R Z))} {REALHex(w),AE’C/(aux) (KJ’ h)}

K,h,aux K,h,aux

2. For every non-uniform PPT adversary .AEI’C corrupting {A’,B’,C,A} in Hex(w), there exists a

non-uniform PPT simulator Simil’C in the ideal world of f corrupting A, such that

1ifs!

/ /
{IDEALW,SimE‘/’C(y’,z,;r,aux) (R’ (.T Yz ))} {REALHex(W),AEl‘C(aux) (R’ h)}

K,h,aux K,h,aux

3. For every non-uniform PPT adversary Bﬁ’c corrupting {B, A, C,B’} in Hex(r), there exists a
non-uniform PPT simulator Simg’C in the ideal world of f corrupting B, such that

S

/ /
IDEAL o AC,. ., (k, (', y, 2 ))} {REAL AC (k, h)} )
{ m,Simz ™ (2,2,y’ ,aux) Hex(m),B,;™ (aux) . haux

Kk,h,aux

4. For every non-uniform PPT adversary Bﬁ,’cl corrupting {B’, A", C’',B} in Hex(w), there exists a

non-uniform PPT simulator Simgl’c/ in the ideal world of f corrupting B, such that

IDEAL (k, (2,9, 2)) < { REAL woe, (kD)
m,Simy (2,2 y,aux) N NI Hex(m),By "~ (aux) * 7

K,h,aux K,h,aux

5. For every non-uniform PPT adversary CQ’B corrupting {C',B, A, C} in Hex(w), there exists a

non-uniform PPT simulator Simé’B in the ideal world of f corrupting C, such that

1ifs!

’oor
{IDEALmSimé’B(y@,z,aux) </i’ ((E Y.z ))} {REALHex(wLCﬁ’B(aux) (E’ h)}

K, h,aux K,h,aux

6. For every mon-uniform PPT adversary CQI’B/ corrupting {C,B',A’, C'} in Hex(r), there exists a

B/

non-uniform PPT simulator Simé/’ in the ideal world of f corrupting C, such that

S

{IDEALmSimé/YB/(y/’xlvzl’aux) (K, (x,y, z))} {REALHGX(W)’CS,,B,(MX) (k, h)}

K,h,aux K,h,aux
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One important use-case of Corollary 4.3 is when the six adversaries for Hex(7) are semi-honest.
This is due to the fact that the views of the honest parties are identically distributed in all six
cases, hence the same holds with respect to their outputs. Next, consider the joint distribution of
the outputs of A and A’ in Hex(7). Observe that for any adversary corrupting either of them, say
A, its simulator given by Corollary 4.3 must be able to generate the output of A, as it is part of
the view. Furthermore, if either A or A’ is honest, then the simulator can force the output of A in
the ideal world of f to be indistinguishable from the real world.

Now, recall that these simulators are for the malicious setting, hence they can send arbitrary
inputs to the trusted party. Thus, the distributions over the outputs depend on the distribution
over the input sent by each simulator to the trusted party. Notice that when considering semi-
honest adversaries for Hex(7) that have no auxiliary input, these distributions depend only on the
security parameter and the inputs given to the semi-honest adversary.

For example, in the case where {B,A,C,B’} are corrupted, the simulator samples a random
input y* according to some distribution () that depends only on the security parameter x, and the
inputs y, x, z, and 3’ given to the adversary. The input y* must be such that the joint output of
the simulator and the output of A in the ideal world of f, must be indistinguishable from the joint
output of A and A’ in Hex(r).

Lemma 4.4. Let f: ({0,1}*)3 — {0,1}* be a solitary output three-party functionality that can be
computed with computational 1-security. Then the there exist

e two ensembles of efficiently samplable distributions

B,C' _ B,C’ B',C _ B’,C
P - {Pnjg;,yz/’x/}ﬁEN,x,x’,y,z’E{O,l}* and P - {P,q,x/,y/,z,x}KEN,m,x’,y,z/e{O,l}*

over X,

o two ensembles of efficiently samplable distributions

_ !/ /
Q - {Q"‘”wy/,zv%y}HEN,x,y,y/,zE{O,l}* and Q - {Qﬁ’y’zl’x/’y/}HEN,x,y,y’,zE{O,l}*
over ),

e two ensembles of efficiently samplable distributions

_ r /
R= {RH,Z,IL',y,Z’},{EN7$7%27Z!E{0’1}* and R’ = { H’Z/’xl7yl’z}HEN,$7y7272/6{071}*
over Z,
e and siz PPT algorithms SBC, SB'-C, S, Sg» Sc, and S¢,
such that the following siz distribution ensembles are computationally indistinguishable

/ B,C
1. {SBC (2,y, 2,2 2%, F(0, Y 2)) Yot gt 2t » WheTE TF 4 Py o

/ B'.C
2. {SBC (2, 2w, 25, F(@5, 9, 2) Yoty 2,0 s WheTE X5 Pl s

3. {(SB (yla 2, T, Y, yik) ) f(x,a yfa z/))}n,x,x’,y,y’,z,z/z where yT < Qﬁ,y/,z,x,y-

/

4' {(f<x7 y;’ 2)7 513 (y7 Zl? IE/, y/7 y;))}n,w,r’,%y’,zz” where y; — Qn,y,z’,z’,y’ ‘
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5. {(SC (2:, z,Y, 2/7 ZT) ) f(x/7 y,> ZT))}m,x,x’,y,y’,z,z’; where ZT — R/@,z,m,y,z’-
0. {( (l’ yaz2) S/ (Z ! y z 22))}nrx’,yy 2,25 where 22 <_RHZ 'yl 2

Moreover, if the domain of f is of polynomial size in K, then the above ensembles are statistically
close.

Proof. let  be a three-party protocol computing f with 1-security, and consider an honest execution
of Hex(w). Let (ouT(k,h),ouT(k,h)) denote the joint distribution of the outputs of A and A’
respectively, in such execution of Hex(w), where h = (x,2',y,y/, 2, 2) are the inputs of the parties.
We will show how to obtain each of the Ensembles 1-6, such that each of them is computationally
indistinguishable from (ouT,ouT’).

We first show how to obtain Ensemble 1. Ensemble 2 can be obtained using a similar argument.

Consider the semi-honest adversary AE’C/ corrupting {A,B,C’,A’} with no additional auxiliary
information, that outputs the output of A and A’ (note that this is well-defined since the adversary

is semi-honest). By Item 1 from Corollary 4.3, there exists a non-uniform PPT simulator Simi’cl in
the ideal world of f corrupting A, such that

<
= {REALHEX(W),_AE’C, (/i, h)}

Since only A receives an output in the ideal world of f, it follows that

{VIEWide"’_" e o (K, (x,y’,z))} = {IDEALfS B (4210 (K, (m,y’,z))}

fvS|mA (y»Z »L ) H,h
{VIEW’ea' BC (K, h)}
K,h

H

{IDEALf,SimE"CI (y,2' 2" ("ﬁ (1’, y/7 Z))}

K,h K,h

K,h

lla

)

= {(ouT,0uT)}, 1,

where h = (z,2',y,v/, 2,2"). Welet P, ;, . o+ denote the distribution over the input z* that Simi’C

sends to the trusted party T, and let SB’C/(a?, y, 2 @', 2}, w) output whatever Simi’cl outputs given
that it sent x] to T and received the output w. Therefore,

{VIEWide"’_‘I B.C/ ) (k, (z,v, z))}

f?SImA (y?zli:r/

i
{SBC (29,7, ' a1, F(a1, 0, 2)) }
K,h x.h

llla

{(ouT(k,h),ouT’(k,h)) }H,h ,

where 2] + mecy ot
We now show how to obtain Ensemble 3. The rest of the ensembles can be obtained using
. o . . . A,C
a similar argument. Similarly to the previous case, we consider the semi-honest adversary By
corrupting {B, A, C, B’} with no additional auxiliary information, that outputs the output of A. By
Item 3 from Corollary 4.3, there exists a non-uniform PPT simulator Simg’C in the ideal world of f

corrupting B, such that

C
{IDEALW’Sim/;,c(LZ’y,) (k, (2, y, z/))} = {REALHeX(W%Ba,C (K, h)}

K,h K,h
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Since only A and A’ receives an output in the execution of Hex(w), it follows that

— real ideal
{REALH o )BAC } = {(VIEW o Ac( («',y,7)), OUTHe:(ﬂ)’BQ,C (k, (', y, Z,))>}nh
{

H

)

= {(ovt(k, h),0uT (K, h))}, -

Let Q. 2,2,y denote the distribution over the input y* that Simg’C sends to the trusted party T,
and let Sg(v/, z, z,y,y]) output whatever Simg’C outputs given that it sent yj to T. Then

{(Se (v, 2,2,0,097) s F(2,91,2)) }on = {IDEALW,SimA‘C(:c,z,y’) (k, (2, y, 2’))}N h

llla

K,h

{REAL BAC (K, h)}
{

(out(k, h),out’(k,h)) }K’h ,

where Y7 < Qr .y 22y

As for the “moreover” part, observe that if the domain of f is of polynomial size, then the
support of all ensembles is of polynomial size. Thus, by Fact 2.3 the ensembles are statistically
close. O

4.2 Analyzing The Ensembles

In this section, we analyze the six distribution ensembles given by Lemma 4.4. For the sake of
brevity, throughout the entire section, we fix a deterministic solitary output three-party function-
ality that can be computed with l-security f : X x Y x Z — W, where |X|,|Y|,|Z| = poly(k).
Additionally, we fix all distribution ensembles and PPT algorithms from Lemma 4.4, using the same
notations.

It will be convenient in the proof to use the following notion of statistical independence. Roughly,
a distribution ensemble is statistically independent of one of its variables, if changing the variable
results in a statistically close distribution ensemble.

Definition 4.5 (Statistical independence). Let X = {X,pn}aeD, peD), nen be a distribution en-
semble. We say that X is statistically independent of {D],}nen if

S
{Xapn}aeDnppen, neN = {Xap/ n}acD, by €D neN-

For the sake of simplifying the presentation, we will usually say that X is statistically indepen-
dent of b, rather than referring to its domain.

Theorem 3.6 follows from the following two claims, stating the conditions specified in it.

Claim 4.6. For all sufficiently large k € N, if xc and xg are C-minimal and B-minimal, respectively,
then there exists an R-minimal x € X such that xc =c X =g Xs-

Claim 4.7. For every k € N and every i € [np] we let y; denote the lexicographically smallest
element of Y. Similarly, for j € [ma] we let z; denote the lexicographically smallest element of
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ZJ-A. Then there exist two ensembles of efficiently samplable distributions Q = {Q i}
R = {RK,J‘}

KENJIE[nA] and

KEN,jefmna] OVET Y and Z, respectively, such that the following holds.

k3

e
e

{F(@,9% 2)} e aijiy,e

where y* <= Qui, 2* < Ry j.

Moreover, suppose that f has the property that for all sufficiently large k, it holds that either
y=zy forallz € X andy,y €Y, or 2 =, 2’ for all x € X and z,2’ € Z. Then there exists an
ensemble of efficiently samplable distributions P = { Py 2 }reNazex and a PPT algorithm S such that

* S
{S (11{7 z, T, f(w*a Y, Z))}K7$7i1j1y7z = {f(x7 y*, Z)}’€7$77:7j7y127

where ¥ < P, and y* < Q;, where Q. ; is the distribution given the COREA-forced property.

{f(l" y*’ Zj)}ﬁvwﬂ;?j?yvz {f(x’ y’ Z*)}n,x7i,j,y,z {f(:E’ yZ) Z*)}H,£E7i,j7y,2 (10)

We prove Claims 4.6 and 4.7 below. We first make the following simple yet useful observation,
which states that each of the marginal distributions of the ensembles are statistically independent
of several of the inputs.

Claim 4.8. Consider the PPT algorithms SBC and SB°C from Lemma 4.4, and write them as
SB.C = (SlB’C ,SQB’C) and SB'"¢ = (SIB ’C,SS ’C). Then both S?’C and SlB C are statistically inde-
pendent of ', y', and z'. Similarly, both S2B’C and Ss < are statistically independent of x, y, and
z.

Proof. We prove that SlB’C, is statistically independent of 2/, 3/, and z’. The second statement can
be proven using an analogous argument. Observe that by Lemma 4.4, it follows that

S

B,C’
{Sl7 (%%ZIJ?/J*,f(fﬂ*,ylaz))}n,z,x’,y,y’,m' {SB (y/)vaayuy*)}ﬁ,x,ax’,y,y’,z,z’

[IJes

{SC (Za z,Y, Zl? Z*) }n,xwﬁy,yﬁz,z”

where y* <= Quy 22y and 2% < R, . ., .. As Sg and Sc are statistically independent of 2’, 2’ and
x',y, respectively, it follows that SlB’C is statistically independent of them as well. O

The following two lemmata are the main ingredients in our proof. The first lemma roughly
identifies the support of the inputs ] and z5 used by PPT algorithms SB.C" and SB'C (up to
negligible probability). The second lemma identifies when it is possible to change some of the
inputs, such that at least one of the marginal distributions of the outcome of the PPT algorithms
SB.C" and SB":C remains similar.

Lemma 4.9. Consider the distribution ensembles PBC and P®C from Lemma 4.4. Then for
every x,x' € X, every y € ), and every 2’ € Z, it holds that

* * no_
Pr""”T‘_PS,’IC,/y,z/,I/ (2] Ac 2V 2] As '] = neg(k).

Similarly, for every x,x' € X, everyy' € ), and every z € Z, it holds that

Pr e [a e Val A o'] = nex(s).

K,THY ,2,T

In particular, for all sufficiently large k and every x,z’ € X, there exists x* € X such that

/
¥ <cx Nzt <z 2.
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Lemma 4.10. The following hold.
1.

B,C’ S B,C’
{51 (.’E,y, Z,,l',, ‘,ET’ f(.ZET,y/, Zl))} - {Sl ('Ia Y, Z,a IE’,ZET, f(f{,y', 22))}

Y
! ! ! ! ! !
RyZ,X7,Y,Y " ,21,22,% RyZ,X7,Y,Y " ,21,22,%

_ ~ * B,C’
where z1 =z 22 for all T <c x, and where x] < me,y%,@,.

B,C’ S [eB,C
{8 (2,9, 2,21, (a1, w1, 2)) } = (S5 (2,9, 2,0 a1, fa, b, 2)) }

’ ’oa0 / / ’oo ,?
RyZ,X7,Y,Y1,Yo5%52 RyZyX75Y Y1 ,Yo5%52

i
where Yy =z yb for all & <c x, and where x] + pBC

Il
R, T,Y,27,T

{SVC (o 2,25, (b, 20)) | =SV @y, z w3, fh, 0, 2) |

o R TRV A P TR
YO, LYY 32,27 ,%9 YT, LYY 32,27 ,%9

ro— ~ * B’,C
where zy =g zy for all T =c x, and where x5 < P 0", .

{528,7(: (xlaylv z, T, 1‘;7 f(xzvylu Z/))} % {52/7C (x/7y/7 Z,$,J§‘;, f($;7 Y2, Z/))}

b
! / / / / !
RyZHX7,Y1,Y2,Y" 12,2 RyZ,T7,Y1,Y2,Y 2,2

/
where y1 =z y2 for all T < z, and where x5 pEC

! .
R, XY 2, T

Lemmas 4.9 and 4.10 are proved in Sections 4.2.1 and 4.2.2, respectively. Before providing the
proofs, we first show that they imply Claims 4.6 and 4.7, and thus they imply Theorem 3.6.

Proof of Claim 4.6. Let x and xc be B-minimal and C-minimal, respectively. We assume without
loss of generality that xs Z Xc, as otherwise the claim is trivial. By Lemma 4.9 there exists x € X
satisfying x =<g Xx& and x =¢ Xc. By the minimality of xs and x. it follows that y =g xs and
X =c Xc. It is left to show that y is R-minimal. Let ¥ < x. By Lemma 4.9 there exists & satisfying
T =g X S8 X =g Xs and T =¢ X =c X =c Xc- By the minimality of xgz and x. it follows that
Xg =g T =c Xc. Therefore & =g x and & =¢ x, hence Z = x. g

Proof of Claim 4.7. We first define the distributions Q,; and R, j, for i € [na] and j € [ma]. Let
Q' and R’ be the distribution ensembles from Lemma 4.4. In the following, we fix zg, o, and
2o to be the lexicographically smallest elements of X', ), and Z, respectively. We let @, ; be the
distribution Q. - 2.4, @0d let Ry ; be the distribution R .00 .

We now prove Equation (10). The second transition follows from Lemma 4.4. We prove the
first transition. The last transition can be proved using an analogous argument. Let SB:C’ be as in
Lemma 4.4, and let SIB’CI be the first entry in its output. First, observe that if z = z;, then z =, z;
for all R-minimal x. The minimality of all such x implies that z =z z; for all £ <¢ x. Second,
by Lemma 4.9 z* <. z with probability at least 1 — neg(x). Thus, combining with Lemma 4.10 it
follows that

{S?C (2, v, z',x’,x*,f(m*,y/,z))} = {SlBﬂ (SL‘,y,z/,x/7m*7f($*,y,;zj))}

. )
7 / ’
K,0,2,27,Y,Y" 52,2

(11)

; 7 / ’
K,0,2,27,Y,Y" 52,2



where z* + PE f; - Furthermore, by Claim 4.8 the above ensembles are statistically independent
of 2/, ¢/, and 2/, thus the ensembles are statistically close for fixed ' = zg, ¥’ = o, and 2’ = 2,

i.e., it holds that

B,C’ S B,C’
{Sl (xvya ZO,HZ’O,ZE*,f(IL'*,y(),Z))} = {Sl (x7y7 Zo,l'o,l‘*,f(ZE*,yo,Zj))}

K,J,T,Y, 2 K Jy T3y, 2

Combined with Lemma 4.4 this implies that

* s B,CI * *
{f(x7y 7Z)}/q,j,x,y,z = {Sl (.’E,y, 20,0, X 7f(x 7y072)>}

5

K,J,T,Y,2

B,C’ . .
{8 (2.9, 20.20,2" (" 0. %)}

{f(x7 y*7 Zj)}m,j,x,y,z ’

K55y, 2
=

where x* P,E’mc’;,zmmo and y* = Q. . 2040+ Finally, observe that this implies that

[[]e

{f(x7 y*7 zj)},{,7x7i7j7y7z {f('x? y*7 z)}n,x,ihj’y,z 9

where y* = Q:i,yi,zo,z(),yo = Q'W"

We now prove the “moreover” part of the claim. Let Kg C N be the set of all kK € N such that
y=, 1y forallz € X and y,7/ € Y, and let Kc C N be the set of all kK € N such that z =, 2/
for all z € X and 2,2’ € Z. For every k € Kg, we define the distribution P, as pB.C

K,Z,Y0,20,20
and let S(1%,z,z*, w) output S.IB’C (x, Yo, 20, To, z*,w). Similarly, for any k € K¢ we define the
distribution Py, as Pg;’g,yo,zo,m and let S(1%,z,z*, w) output S? ’C(xo,yo,zo,x,:n*,w). Observe

that since |X|, |V, |Z| = poly(x) identifying whether x € Kg or k € K¢ can be done efficiently.
To conclude the proof, we now show that

* * S *
{S (l’iv z,T 7f(x » Y, Z))}n,a;,i,j,y,z = {f(.f, Yy 72)}R,x,i,j,y,27 (12)

where z* < P, ; and y* < Q.. Assume for the sake of contradiction that Equation (12) is false.
Then the ensembles have a statistical distance of at least 1/ poly(x), for infinitely many x € N.
By assumption, x € Kg U K¢ for all sufficiently large x, hence the distance of 1/ poly(x) holds for
infinitely many x € Kg U Kc. We assume without loss of generality that all such infinitely many
belong to Kg. However, by the definition of P, , and the PPT algorithm S, it holds that

B,C’
{S (1‘%7 €, 1'*, f(l'*, Y, Z))}HG’CB,CI:,i,j,y,Z = {Sl (I’, Yo, 20, L0, x*v f(m*7 Y, Z))}HEICB,x,i,jg,z;

* B,C’
where x* <= P2y~ - Thus,

B,C’ S
{Sl (:E? Yo, 20, L0, $*7 f(x*a Y, Z))}REICB,I,i,j,y,Z 7_é {f(l’, y*7 Z)}REICB,w,i,j,y,z’

which contradicts Lemma 4.4. O

4.2.1 Proof of Lemma 4.9

Proof of Lemma 4.9. We prove the first part of the claim. The second part follows from an analo-
gous argument. For brevity, we write 2* instead of x]. Assume for the sake of contradiction that
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there exist x,2’ € X, y € Y, 2/ € Z, and a polynomial p, such that for infinitely many x’s it holds
that

Pr$*<_PB,C/ [2* AcxVa* As 2'] > 1/p(k).

N,x,y,z/,x/
Then by the union bound it follows that for infinitely many ’s either
o [z Aca] = 1/2p(k)

r B
x*<P ;o
k,x,y,2! @

or
Pr . ec [z* As 2'] > 1/2p(k).

Assume the former without loss of generality. We next show that Ensembles 1 and 4 are statistically
far, that is, we show that

{SB’C, (:L', Y, Zlv .%‘/, 37*7 f(.%'*, y,a Z)) }n,m,:p’,y,y’,z,z’ % {(f(-f, y*, z), S/B (y, z/) 1'/, 3/7 y*>> }li,m,x’,y,y’,z,z’y
(13)
where z* + Pﬁﬁ;’z,’m, and y* < @, s . s, thus contradicting Lemma 4.4.

By Fact 2.4 it suffices to show a distinguisher. The distinguisher D will simply consider the first
entry and infer the equivalence class of z. Formally, let CClass,(w) output the unique j € [m(x)]
such that w € f(z,), ij) Observe that CClass, can be computed in polynomial time since ||
and |Z| are polynomials. Then, given an output w € W in the first entry, our distinguisher D
outputs 1 if CClass,(w) = j, where z € Z7, and outputs 0 otherwise. Clearly, given the output
from the ensemble on the right-hand side of Equation (13), D outputs 1 with probability 1. We
next analyze the probability of SB"-C outputting a value w’ satisfying CClass,(w') = j, and show
that it is significantly far from 1, thus proving that D has a noticeable distinguishing advantage.

Intuitively, if z* A¢ x then SB.C' lacks information about the equivalence class of z with respect
to the input x. Therefore it will have to guess it. In the following, we abuse notations and for z € Z
we let CClass;(z) output the value j € [m(x)] satisfying 2z € Z7. Let SlB’CI be the first entry in the

output of SBC’. We next formalize the above intuition. First observe that by the union bound, for
each of the infinitely many «’s considered there exists & € X satisfying & Ac x, such that
Pr B,c’ [CC = f] >

1
x*epm,z,y,z’,z’ - 2p(,{,) . |X‘ ’

We let 21,20 € Z satisfy 21 =z 29 and 21 #Z; 2z2. The next claim roughly states that for SlB’C,,
changing from z = 21 to z = 29 will not change its output with noticeable probability.

Claim 4.11. Foralla’ € X, y,y € Y, and 2’ € Z, it holds that

Pr {SIB’C/ (z,y, 2,2 2", f(z*, Y, 21)) = SlB’C/ (x,y,z’,x',x*,f(az*,y',zz))} —neg(k),

>
~ 2p(k) - | X
where the probability is taken over the random coins of SlB’C/, and where ¥ < PE;:C,%Z,@,.

The claim is proven below. We first use it to show how D can distinguish with non-negligible
probability. Consider the case where z <+ {z1, 22} is sampled uniformly at random and z* <
pBc¢ where both are sampled independently. We denote

K7x7y7z/ ?"E/ )

q = Pr [SlB’CI ($7y7 Z/?x,a x?l(a f(xiaylv Zl)) = SlB7C, ((L‘, Y, Zla 90/%3; f($;7y,a ZQ))} .
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Then
Pr [CCIassx (SIB’CI (z,y,2' 2 2", f(z*, o, z))) = CClass, (z)}

= % -Pr [CCIassx (SlB’C/ (z,y, 2 2 a*, f(z*,y, 2’1))) = CClass, (2’1)}

1 /
+ 5 - Pr [CCIaSSx (SlB7C (:L'a Y, Z/, '1;/7 '1"*7 f(l'*, y,a 22))) = CCIaSSI (22)}
1 /
<. (q - Pr [CCIassz (S?’C (z,y,2' 2 a*, f(z*, o, zg))) = CClass, (zl)} +1-— q)
2
T % . Pr [CCIassm (SlB’C, (z,y,2" 2", 2", f(z*, v/, 22))) = CClass,, (22>i| )
Now, let
a:=Pr [CCIass$ (SlB’C/ (z,y, 2" 2’ 2", f(z*, v, zg))) = CClass, (zl)} ,
and let

b:=Pr {CCIassx (SIB’C/ (z,y, 2,2 x*, f(z*, o, ZQ))) = CClass,, (22)} .
Then a + b < 1. Therefore

/ 1 1
Pr [CCIassm (SIB’C (z,y,2" 2" x*, f(z*,y, z))) = CClass, (z)} < 3 (ag+1—¢q)+ 3 b
1 1 1
<. _ .
<5 (ag+1 q)+2 5 a
1 1
- (1l-q(1—a)+-
La-g-a) )
<1-1
S 5 q

where the last inequality follows from Claim 4.11. Since we assume |X| to be polynomial in &,

it follows that D has a noticeable distinguishing advantage. O
Proof of Claim 4.11. Since z1 =3 29 there exist z;,,...,2;, € Z such that

Z1NE Ry g - YE Ry i 22,
where k = k(). For convenience, we let z;, := z; and z;, 41 ‘= 22. This implies the existence of

yij,ygj € Y for every j € {0,...,k + 1}, such that the following hold.
L. f(j7y/a Zio) = f(.i‘, Yigs zio)'
2. For all j € {0,...,k} it holds that f(Z,y; ,zi;) = f(Z, Yijsr, Zije)-

3. f(j’yz,'kﬂv Zik+1) = f(Z,v, Zik+1)'

Now, observe that the event

B,C’ B,C’
Sl ('xayazlvxlax*7f($*7y,azio)) = Sl (%y, Z,ax,aw*vf(x*7y/7zik+1))

is implied by the conjunction of the following four events:
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B,C’ * * B,C’ * *
1. Sl7 (x7y)zl)x,71‘ ,f(.fC 7y/72i0)) :Sl (xvyuzlua"/?x ,f(iU )yio)zio))‘
2. For all j € {0,...,k} it holds that

B,C’ oo * f B,C’ oo *
Sl (x,y,z,x,x ,f(x 7yijazij)) :Sl (xayw?:,xax ,f(.’l? 7yij+1azij+1))'

3. For all j € [k] it holds that

B,C’ 1o % * B,C’ 1o % * /
Sl (xvyvzvxaw 7f($ 7?Jz']-72’z‘j)) :Sl (xayvzvxwr ,f(i(f 7%]-,22‘]-))-

B,C’ B,C/
4. Sl (:E?y) Z/’xlvx*af(:l:*ayqukJrlazikJrl)) = Sl (l‘aya z’,x’,x*,f(m*,y’,zikﬂ)).

Furthermore, observe that Event 2 is implied by the event * = Z. Let E be the event that Events 1,
3, and 4 occur. Then

Pr {SIB,C (z,y, 2" 2, 2%, f(z*, v, 2,)) = SIB’C (z,y,2 2, x", f(:c*,y’,zikﬂ))} >Pr[z* =27 | E]-Pr[E]

Additionally, by Claim 4.8 it follows that Pr[E] > 1 — neg(x), hence

1

— < Prlz* =
2wy 1] = P

| <Prl[z* =2 | E]-Pr[E] + neg(r).

=

Therefore

c £ gl C £ gl 1
Pr [Sllg’ (mayazla:plax ,f(l‘ ’y,a Zio)) = S? (:an? z',x',x af(x 7y,,zik+1))} 2 W - neg("{)a

as claimed. O

4.2.2 Proof of Lemma 4.10

Proof of Lemma 4.10. We prove only the first item. The rest can be proved using a similar argu-
ment. We also write 2* instead of z7 for the sake of brevity. Assume towards contradiction that
the claim is false. Then by Fact 2.4 there exists a distinguisher D such that for infinitely many &,
there exist z,2' € X, y,3y/ € )V, and 21, 20,2’ € Z, satisfying

Pr {D (SlB,C’ (x’y’ z/’x/’x*7 f(m*,y’,Z1))) — 1] — Pr [D <SIB»C' (x,y,z’7m/7x*,f(x*’y/722))) = 1} > pol;/(ﬁ)'

To alleviate notations, we will write S(z, y, z*, w) instead of SlB’C, (z,y, 2,2, 2* w). First, we claim
that there exists £ € X, such that z* = & occurs with noticeable probability, and D distinguishes
the two ensembles for fixed z* = Z. That is, it holds that

~ ~ —1] — Pr z,y, &, (T, 2 = :
Pr[D (S (2,3 /(35 20)) = 1] = Pr[D(S (@97, f(,0/,22))) = 1] = - s
Indeed,
Pol}lf(/i) <Pr[D(S(z,y. 2" f(z",y,21))) =1] = Pr[D (S (z,y,2", f(z", ¢, 22))) = 1]

= Z Pr(z* =3]- (Pr[D(S(z,y,%, f(Z,9¥,21))) =1 —=Pr[D (S (x,y,, f(Z,9,22))) = 1])

< |X] - mag (Prla” = & (Pr D (S (.. 7. £(2.8/, 1)) = 1] — Pr[D (S (2,02 £(2./. ) = 1))} .
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Since |X| is polynomial in &, it follows that such Z exists.
Now, let z;,,...,2;, € Z satisfy

21 NE Zip NYE .- TYF R, ™YE 22,

and denote z;, := 21 and z;,,, = z2. Since |Z| = poly(x), by a hybrid argument there exists
¢ €{0,...,k} such that

1
Pr [D i, f(%,v,2,)) =1] —Pr[D i, f(Z,y, 2 =12 ——.
r[D(S(zy,% (%9, 2,)) =1] =Pr[D(S(z,y, 2 f(%,¢, 2,,,))) = 1] = poly (k)
Let v/ € Y satisty f(z,v,z,) = f(&,9y", Ziz+1)' We now show that D can distinguish
S(xvya x*a f(l’*;y,, Zi£+1)) fI'Om S(‘T7y7x*7 f(x*7y”7 Zil+1)) Where ZE = an yZ z’ thus ContradiCting
Claim 4.8. Indeed,
Pr [D (S (xa y, ", f(x*,y”, Zigg1 )) ] [ ( (33 Yy, x ’f( v Ziul))) - 1}
Z Pr [x* = 53] : (Pl" [D (S (l' Yy, r 7f z y Zle+1 )) ] [D (S (x,y,:i‘,f(:i‘,y',zie+1))) = 1})
= Pr [IE* = j}] : (Pr [D (S (;Uayaj?f(l‘?y azié))) = 1} —Pr [D (S (m7y7i'?f(j?y,7zif+1))) = 1])
1
poly(k)

5 Positive Results For the Point-to-Point Model

In this section, we prove Theorem 3.7 and the positive direction of Theorem 3.9, which give suffi-
cient conditions for a functionality f to be computable with 1-security. We prove Theorem 3.7 in
Section 5.1, and prove positive direction of Theorem 3.9 in Section 5.2.

5.1 Proving Theorem 3.7

In this section, we prove Theorem 3.7 by constructing a protocol for any functionality f satisfying
the properties given in the theorem. Interestingly, our protocol is a slight variant of the one given
by [2], where in case an attack is detected, A and one of the other parties interact in a two-party
computation while ignoring the third party (even if it was honest). Our generalization chooses the
other party that will interact with A in case of attack, depending on the security parameter. In
particular, we get a characterization for all functionalities that can be securely computed with a
such protocol.”

In the following section, we let g C N be the set of all k € N such that y =, ¢/ for all x € X
and y,7’ € ), and let Kc C N be the set of all k € N such that z =, 2’ for all z € X and 2,2’ € Z.
Recall that we assume that f has the property where N\ (g U Kc¢) is finite. Define the families of

19The slight variant we use, is that in our protocol, the identity of the party that will interact with A depends on
the security parameter x. To get a characterization as to which functionalities can be securely computed with the
protocol of [2] directly, we need to reposition the quantifier over x in the first property from Theorem 3.7: For all
sufficiently large x and for all € X, it holds that either y =, 3’ for all 4,9/ € Y, or z =, 2’ for all z,2' € Z.
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sets D = {Dy }xen as follows: let D, = Z for all K € Kg or k € N\ (Kg UKc¢), and let D, = ) for
all k € Kc. The two-party functionality g : X x D, — W is defined as

flz,d,z*) itk e K¢
f(z,y*,d) otherwise

g(.fC,d) = {

where y* <— Q1 and z* < R, (recall that in each case, there is only one equivalent class for the
inputs of B or C). Observe that since we assume the domain of f to be of polynomial size in x, it
is possible to efficiently verify whether or not xk € K¢, and efficiently compute g.

We now present a protocol for computing f in the {(f,fair), (g,g.0.d.)}-hybrid model. By
Fact 2.11 (f,fair) can be computed in the plain model, and since g is a solitary output two-party
functionality, the result of Kilian [26] states it can be securely computed assuming OT. Thus,
Theorem 3.7 follows from the composition theorem.

Protocol 5.1 (macos)-
Private inputs: A holds x € X, B holds y € Y, and C holds z € Z.

Common input: the parties hold the security parameter 17.

1. The parties invoke (f,fair) with their inputs. Let w1, we, and wa be the outputs of A, B, and
C, respectively.

2. If wy,we, w3 # L then A outputs wi.

3. Otherwise, if k € K¢ then parties A and B invoke (g, g.0.d.) with their inputs. If k ¢ K¢ then
parties A and C invoke (g, g.o0.d.) with their inputs.

4. Party A outputs whatever it received from g.

Theorem 3.7 follows from the following lemma, stating the security of macos.

Lemma 5.2. Let f: X x Y x Z = W be a deterministic solitary output three-party functionality.
Assume that | X|,|Y|,|Z| = poly(k), and that the following hold.

1. For all sufficiently large k, either y =, vy for allx € X and y,y € Y, or z =, 2’ for all
r€e€X and 2,2’ € Z.

2. f is COREA-forced.

3. There exists an ensemble of efficiently samplable distributions P = {Px z}reNzex and a PPT
algorithm S such that

* i *
{S (157 T, T, f($*7 Y, Z))}K'7m1i7j7y7z = {f(fl?, Yy, Z)}Haxvizjzyv”Z’

where ¥ = P., and y* < Qn;, where Qy; is the distribution given the COREA-forced
property.

Then wacos computes f with statistical 1-security in the {(f,fair), (g, g.0.d.)}-hybrid model.
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Proof. macos is clearly correct since if all parties are honest, the fair computation of f will never
abort. We next show that the protocol is secure against any adversary B corrupting B. The case
of a corrupt C follows from a similar argument. We define the simulator Simg as follows.

1. Query B for its input 3’ to (f, fair).
2. If y # L, then send 3 to the trusted party T, output whatever B outputs, and halt.

3. Otherwise, if k € K¢, query B for its input " to (g,g.0.d.). If k € K¢, then set y” to be a
default value.

4. Find the unique value i € [n] such that y” € Y/, sample y* + Qy,, and send y* to the
trusted party.

5. Output whatever B outputs and halt.

Since B receives no messages in the protocol, the inputs ¥’ and 3” chosen by the adversary in the
real world, are identically distributed to their ideal world counterparts. Furthermore, it suffices
to show that the output of A in both worlds are statistically close. Clearly, given that ¢y # L or
Kk & K¢ the output of A in both worlds is identical. Otherwise, the output of A in the real world
is f(x,y”, z*), where z* <= R, 1 (recall that all z are equivalent with respect to =;). On the other
hand, in the ideal world, the output of A is f(x,y*,2), where y* <— Qx; and i € [na] is such that
y" € Y. By the COREx-forced property of f, the two distributions are statistically close.
We next fix an adversary A corrupting A. We define the simulator Sim_4 as follows.

1. Query A for its input 2’ to (f, fair).

2. If 2/ # L, then send ' to the trusted party T, pass the received output to A, output whatever
it outputs, and halt.

3. Otherwise, query A for its input z” to (g,g.0.d.).
4. Sample z* < P, ;» and send it to the trusted party T.

5. Given an output w from T, send to A the result of S(1%, 2", x*, w), output whatever A outputs,
and halt.

Since no honest party has an output, it suffices to show that the view of A in both worlds are
statistically close. First, since A does not receive any message before the invocation of g, it follows
that 2’ and z” are identically distributed in both worlds. Now, in the real world, the only message
that A receives is f(z,y, 2*) if K € Kc or f(x,y*, 2) if K ¢ K¢, where y* <= Q.1 and 2* + R, 1.
In the ideal world, on the other hand, it receives S(1%, 2", z*, f(z*,y, 2)), where z* < P, ,». By
the assumption on f, this is statistically close to f(z,y*, z), thus security holds with respect to all
k ¢ Kc. For all k € K¢, the CORE-forced property implies that f(z,y*, z) is statistically close to
f(z,y, z*), concluding the proof. O
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5.2 Proving The Positive Direction of Theorem 3.9

In this section, we present a 1-secure protocol for computing the functionalities captured by Theo-
rem 3.9. We first present an intuitive description of the protocol.

Similarly to macos, the parties first compute f fairly and if the computation followed through,
then A outputs the result. Otherwise, the parties do the following. Both B and C (locally) compute
the equivalence classes of their respective inputs with respect to the lexicographically smallest
minimum input x (i.e., smaller than all x € X with respect to <). They then send these values
to A, who samples their inputs y* and z* according to the appropriate distribution given by the
CORE-forced assumption, and outputs f(z,y*, z*).2

Intuitively, the only information a corrupt A obtains from the above interaction is the equiva-
lence classes of the inputs of B and C with respect to x. This can be simulated by sending x to the
trusted party and searching (by brute-force) for the equivalence classes. This can be done since by
the definition of CORE partition, the equivalence classes are fully determined by the output and
X-

We next formalize the above intuition. We present the protocol in the (f, fair)-hybrid model.
By Fact 2.11 (f,fair) can be computed in the plain model. Thus, Theorem 3.9 follows from the
composition theorem. In the following we let x be the lexicographically smallest minimum input
with respect to <.

Protocol 5.3 (7).
Private inputs: A holds x € X, B holds y € Y, and C holds z € Z.

Common input: the parties hold the security parameter 17.

1. The parties invoke (f,fair) with their inputs. Let w1, wa, and wy be the outputs of A, B, and
C, respectively.

2. If wy,wo, w3 # L then A outputs wi.

3. Otherwise, party B finds the (unique) index i € [n(x)] such that y € VX and sends it to A.
Similarly, C sends the index j € [m(x)] such that z € ZJ’-(.

4. A samples and outputs w = f(x,y*, z;), where y* <= Qu; and Q. ; is the distribution given by
the CORE-forced property, and where z; is the lexicographically smallest element of ZJX.

The next lemma immediately proves Theorem 3.9.

Lemma 5.4. Let f: X x Y x Z — W be a deterministic solitary output three-party functionality.
Assume that |X|,|Y],|Z| = poly(k), that for all sufficiently large K, there exists x € X such that
for all x € X it holds that x < x, and that f is COREA-forced. Then m computes f with statistical
1-security in the (f,fair)-hybrid model.

Proof. Clearly, 7 is correct since if all parties are honest, the fair computation of f will never
abort. We next show that the protocol is secure against any adversary B corrupting B. The case
of a corrupt C follows from a similar argument. We define the simulator Simg as follows.

20Tn the formal description of the protocol below, we let A set one of the random inputs to be the lexicographically
smallest element in its equivalence class. This is only for the sake of presentation and it does not affect the security
of the protocol.
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1. Query B for its input 3’ to (f, fair).

2. If y # L, then send 3/ to the trusted party T, output whatever B outputs, and halt.
3. Otherwise, B sends to A a value i’ € [n(x)].

4. Sample y* <= Q) i, send it to T, output whatever B outputs, and halt.

Since B receives no messages, it suffices to show that the outputs of A in both worlds are statistically
close. Now, observe that the messages B sends are identically distributed in both worlds. For the
case where B sends and input y’ # L to (f, fair), the output of A in both worlds is f(x,y’, z). Next,
assume that B sends ¥’ = L and then sends . Then the output of A in the real world is f(z, y*, 2;),
where y* <— @)~ and where z; in the lexicographically smallest element in ZJX . In the ideal world,
the output of A is f(x,y*, z), where y* is distributed as before. By the CORE\-forced property of
f, the two distributions are statistically close.
We next consider an adversary A corrupting A. We define the simulator Sim 4 as follows.

1. Query A for its input z’ to (f, fair).

2. If 2’ # L, then send 2’ to the trusted party T, pass the received output to A, output whatever
it outputs, and halt.

3. Otherwise, send x to T.
4. Let w be the output sent by T.

5. Find the (unique) i € [n(x)] and j € [m(x)] such that there exist y' € Y and 2 € Z
satisfying w = f(x,y/, 2').

6. Send i and j to A, output whatever it outputs, and halt.

Since B and C have no output, it suffices to show that the view of A in both worlds are close
(in fact, they are identically distributed). Now, if A sent an input 2’ # 1 to (f,fair), then in
both worlds the only message that A sees is f(z,”,y,2). Otherwise, it obtains two values i and j
representing equivalence classes over ) and Z, respectively. Observe that the classes are the same

in both worlds since they were computed with respect to the minimum input .
d

6 Computation With Broadcast and a Dishonest Majority

In this section we show that all three-party functionalities captured by our positive results from the
previous section, i.e., Theorems 3.7 and 3.9, can be computed given a broadcast channel, tolerating
two corruptions. In fact, we can even relax some of the requirements. Both of our results (stated
below) improve the results of Halevi et al. [25], which identify several classes of functionalities that
can be securely computed.

We next state our two results. We state the results only for deterministic functionalities, as
the randomized case can be handled with using a standard reduction. The first result states that
a generalized class of functionalities of those captured by Theorem 3.7, can be computed with full
security.
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Theorem 6.1. Let f: X XY x Z — W be a deterministic solitary output three-party functionality.
Assume that oblivious transfer exists, that |X|,|Y|,|Z| = poly(k), and that one of the following
holds.

1. For all sufficiently large k, either y =, vy for allz € X and y,y € Y, or z =, 2’ for all
xr€X and 2,2 € Z.

2. f is COREA-forced.
Then f can be computed with computational full security.

The proof is given in Section 6.1.1. We next state our second result, which states that a
generalized class of functionalities of those captured by Theorem 3.9, can be computed with full
security. This result directly improves one of the results by Halevi et al. [25], who showed that any
all-but-one forced solitary output functionality (i.e., either B or C but not necessarily both, can fix
the output distribution), can be computed with full security.

For this result, we need a stronger notion than (all-but-P) COREx-forced. Intuitively, all-but-P
strong COREx-forced requires that the output distributions in some of the combinatorial rectangles
in R to be close. Roughly speaking, for every z € X there exists a minimal input x smaller than
x with respect to an appropriate partial order, such that the output distribution in the rectangles
in Ry can be fixed by the parties. Note that for CORE,-forced, the distributions for different
rectangles could be far. Similarly to [25], for our construction it suffices to consider an all-but-P
strong COREA-forced functionality, for some P € {B, C}, where the remaining party in {B, C}\ {P}
can fix the output distributions in the rectangles.

Definition 6.2 (All-but-P strong COREx-forced). Let f : X x Y x Z — W be a deterministic
solitary output three-party functionality. We say that f is all-but-B strong COREx-forced, if there
exists an ensemble of efficiently samplable distributions {Rn,j}neN,je[mA] such that the following
holds. For every sequence of inputs x = {x, € X}xen, there exists a sequence of B-minimal inputs
Xe = {Xx € X}ren, such that xx Xz, for all kK € N, and

* S *
{f(ﬂ?m Y,z )}HEN,Q:KEX,Z'E[nA],jE[m/\},yE)}{\,zEZJ/.\ = {f(ﬂ?,{, Yx> % )}RGN,JJHGX,iE[n/\},jG[mA],yEJ/{\,zGZJ’.\ ’

where y, is the lexicographically smallest element such that y, =y, y and where z* < R, ;. We
define C-strong COREA-forced similarly.

Observe that for any functionality with a minimum element for A, strong-COREA-forced is
equivalent to standard COREx-forced (since the minimum input satisfies the conditions stated
above).

We are now ready to state the result.

Theorem 6.3. Let f : X XY x Z — W be a deterministic solitary output three-party functionality.
Assume that oblivious transfer exists, that |X|,|)|,|Z| = poly(k) and that f is all-but-P strong
CORE-forced, for some P € {B,C}. Then f can be computed with computational full security.

The proof of Theorem 6.3 is given in Section 6.1.2. We first discuss an interesting consequence
of Theorems 6.1 and 6.3. Observe that the conditions stated in Theorems 6.1 and 6.3 are relax-
ations of the conditions stated in Theorems 3.7 and 3.9, respectively. Therefore, for the families
of functionalities discussed in Section 3.2.1 (e.g., ternary-output), for which we have a complete
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characterization in the point-to-point model, it holds that if a functionality f can be computed
assuming an honest majority but without a broadcast channel, then f can also be computed with
a broadcast channel, but with no honest majority. Thus, we have the following corollary.

Corollary 6.4. Let f : X x Y x Z — W be a deterministic solitary output three-party functionality.
Assume that oblivious transfer exists, that |X|,|Y|,|Z| = poly(k) and that either [W| < 3 or
|X| < 2. Then, if f can be computed with computational 1-security in the point-to-point model
(without broadcast), then f can be computed with computational full security given a broadcast
channel.

Furthermore, since the conditions stated in Theorems 6.1 and 6.3 are strict relaxations of the
conditions stated in Theorems 3.7 and 3.9, it follows that the converse is not true. Thus, the
more common broadcast assumption is a strictly stronger than the honest majority assumption,
for the above families of functionalities. A concrete example that showcases the separation is the
following solitary output three-party variant of the GHKL function [24]. That is, the function
soGHKL : 0 x {0,1,2} x {0,1} — {0,1} given by the matrix

_ = O
o =

where B chooses a row, C chooses a column, and the output of A is the value written in the chosen
entry. Indeed, all inputs of B and C are equivalent, yet soGHKL is not forced and thus cannot be
computed in the point-to-point model. On the other hand, Theorem 6.3 requires that only one of
the parties needs to be able to fix the distribution of the output.

6.1 Proofs of the Results

In this section, we prove Theorems 6.1 and 6.3. We start with proving Theorem 6.1 in Section 6.1.1,
and then proving Theorem 6.3 in Section 6.1.2.

6.1.1 Proof of Theorem 6.1

The idea of the protocol is as follows. The parties first compute a 2-out-of-2 secret sharing of the
output, where one share is given to party A, and the other share is given to either B or C depending
on k. This second party that holds a share, denoted P, then sends it to A who reconstructs the
output. In case, P does not send the share, A replaces the aborting party’s input with a default
input, samples the input of the third party according to the distribution associated with it as given
by the CORE\-forced property, and computes the function on these inputs.

Intuitively, the party that does not receive any share provides no advantage to the adversary.
Additionally, corrupting A and P gives to the adversary only the output, hence it cannot attack
the protocol. Finally, when A is honest, corrupting and aborting P can be simulated by sending an
input sampled according to the appropriate distribution associated with the default input of P, as
given by the CORE\-forced property of f.

We next formalize the above intuition. Similarly to Section 5.1, let g C N be the set of all
k € N such that y =, ¢/ for all z € X and y,3’ € Y, and let Kc C N be the set of all k € N such
that z =, 2/ for all x € X and 2,2’ € Z. Recall that we assume that f has the property where
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N\ (Kg UKc¢) is finite. Let P = B if k € K¢, and let P = C otherwise. Further let P’ be the
remaining party in {B,C} \ {P}.

We let ShrGeny(x,y,2) be the three-party functionality that computes a 2-out-of-2 additive
secret sharing of the output f(z,y,z). The functionality gives the shares to only A either B or C
depending on £ (see Algorithm 6.5 below for a formal description). Additionally, it signs each of
the shares using a one-time MAC. To simplify the presentation, we assume that a corrupted party
will not modify its share, but may abort and not send it at all.

Algorithm 6.5 (Functionality ShrGeny).
Private inputs: A holds x € X, B holds y € Y, and C holds z € Z.

Common input: the parties hold the security parameter 17.
1. Compute w = f(x,y, z).

2. Share w in an 2-out-of-2 secret sharing scheme. For Q € {A,P}, let w[Q] denote the share
assoctated with party Q.

3. Party A receives wlA|, and party P receives w|P].

We next present a protocol for computing f in the {(ShrGeny,id-abort)}-hybrid model.

Protocol 6.6 (7).
Private inputs: A holds x € X, B holdsy € Y, and C holds z € Z.
Common input: the parties hold the security parameter 1%.
1. The parties invoke (ShrGeny, id-abort) with their inputs.

- If A aborts then the computation halts.

- Otherwise, if P’ aborts then the parties restart without it, and with their input being set
to default values. If P aborts, go to Step 3.

2. If P is still active, it sends w[P] to A.
3. If P aborts during any step of the computation, then A does the following.

(a) If P =B, set yo € Y to be the lexicographically smallest element, sample z* < R, 1, and
output f(x,yo, 2*).

(b) If P =C, set z9 € Z to be the lexicographically smallest element, sample y* < Q.1, and
output f(z,y*, z0).

4. Otherwise, A outputs w[A] + w[P].
The next lemma immediately proves Theorem 6.1
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Lemma 6.7. Let f: X x Y X Z — W be a deterministic solitary output three-party functionality.
Assume that | X|,|Y|,|Z| = poly(k), and that the following hold.

1. For all sufficiently large K, either y =, vy for allx € X and y,y € YV, or z =, 2’ for all
r€X and 2,2 € Z.

2. f is COREA-forced.
Then mpe computes f with statistical full security in the (ShrGeny,id-abort)-hybrid model.

Proof. Clearly, the protocol is correct. Fix an adversary A corrupting a subset of the parties.
Observe that if A is corrupted, then the adversary sees at most two shares whose sum is the output
f(x,y, z). Therefore, this case can be simulated.

We now assume that A is honest. In this case, A (possibly) sees only the random value w[P].
If P’ is corrupted and aborts during the call to (ShrGeny,id-abort), then the simulator replaces its
input with a default value. If P is corrupted and aborts during any step of the protocol, then the
simulator replaced its input with a random input as follows: If P = B then send y* < @Q),; where
i € [na] is the unique index satisfying yo € Y/*. Otherwise, if P = C then send z* < R, ; where
j € [m,] is the unique index satisfying zo € Z7.

Then for all K € K¢ (i.e., P = B) it holds that the output of A in the ideal world is f(z,vy*, z),
which by the COREx-forced assumption, is statistically close to f(z,yo,2*) that is the output of
A in the real world. Similarly, for all k ¢ K¢ the outputs are statistically close. U

6.1.2 Proof of Theorem 6.3

We first present an intuitive description of the protocol. Towards constructing the protocol, we
use an algorithm, denoted Strp for P € {B, C}, which computes efficiently the sequence of minimal
inputs that satisfy the conditions from Definition 6.2, for any all-but-P strong CORE-forced three-
party solitary output functionality. We present the algorithm in Section 6.1.3 below. We first use
it to construct the protocol.

Assume without loss of generality that the functionality f is all-but-B strong COREx-forced.
The idea is for the parties to compute a 3-out-of-3 secret sharing of the output. Additionally, A
and B will receive shares of the equivalence class of the input y held by B, with respect to the input
x = x guaranteed to exist by the strong COREA-forced assumption.

The protocol proceeds as follows. First, B sends its two shares to A. In case of abort, A and C
restart the protocol with the input of B set to a default value. Otherwise, C sends its input to A,
which reconstructs the output. In case C aborts, A reconstructs B’s equivalence class and chooses
any input from it. It then samples an input for C according to a default distribution and computes
f on these inputs. Intuitively, a corrupted B or C can be simulated by sending to the trusted party
either a default input or sample an input according to the distribution guaranteed to exist by the
COREA-forced assumption. Additionally, a corrupt A only learns the output and the equivalence
class of y with respect to x, which can be inferred from the output since y < x.

We next present a formal description of the protocol. Denote N = N, = [[,cxn(z). We
next define the three-party share generator functionality ShrGen’f(x,y,z). Roughly speaking, it
computes a three-out-of-three additive secret sharing of the output f(x,y, z), and it shares between
A and B the equivalence class of y with respect to to x, for the B-minimal x that is computed by
the algorithm from Claim 6.12 (see Algorithm 6.8 below for a formal description). Additionally,
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it signs each of the shares using a one-time MAC. To simplify the presentation, we assume that
a corrupted party will not modify its shares, but may abort and not send them at all. We now
present a formal description of Sh rGen}.

Algorithm 6.8 (Functionality ShrGen’s).
Private inputs: A holds x € X, B holds y € Y, and C holds z € Z.
Common input: the parties hold the security parameter 17.
Computation:

1. Compute w = f(x,y, z).
2. Compute x = Strg(1%, x).
3. Find the unique indez i € [n(x)] satisfying y € YX.

Sharing phase:

1. Share w in an 3-out-of-3 secret sharing scheme. For P € {A,B,C} let w[P] denote the
share associated with party P.

2. Sample i[A] < [N}, and let i[B] =i — i[A] mod N.*!

Output: Party A receives (x,w[A],i[A]), party B receives (w[B],i[B]), and party C receives w[C]
(note that x can also be computed locally by A).

We next present a protocol for computing f in the {(ShrGen’f, id-abort) }-hybrid model.

Protocol 6.9 ().
Private inputs: A holds x € X, B holdsy € Y, and C holds z € Z.

Common input: the parties hold the security parameter 17.

1. The parties invoke (ShrGen’f, id-abort) with their inputs.
- If A aborts then the computation halts.
- Otherwise, if any other party aborts the parties restart without it, and their input being
set to a default value.
2. If B is still active, it sends (w[B],i[B]) to A.
- In case B aborts, the parties set its input to a default value and restart the protocol
without it.
3. If C is still active, it sends w[C] to A.
- In case C aborts, A does the following.
(a) Set i =i[A] +i[B] mod n(x) if B is active, and set i = 1 otherwise.

21We let mod n output in [n] instead of {0,...,n — 1} for convenience.
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ompute and output w* = f(x,yy,2"), where y, is the lezicographically smalles
b) C te and output w* v, 2%), wh 15 the lexi hicall llest
element of VX, and where z* < Ry 1.

4. If mo party aborts, A reconstructs the output.

The next lemma immediately proves Theorem 6.3

Lemma 6.10. Let [ : X x Y X Z — W be a deterministic solitary output three-party functionality.
Assume that |X|,|Y|,|Z| = poly(k), and that f is all-but-B strong. Then wj_ computes f with
statistical full security in the (ShrGen',id-abort)-hybrid model.

Proof. Clearly, the protocol is correct. Fix an adversary A corrupting a subset of the parties. We
separate the proof into two cases. For the first case, let us assume that A is honest. We assume
that both B and C are corrupted. The case where exactly one of them is corrupted can be handled
similarly. The simulator Sim 4 does the following.

1. Query A for its input y and z to (ShrGen’f, id-abort).

2. Send to A the values (w[B],i[B]) and w[C], where w[B], w[C] <= W and where i[B] < [N]. If
A replies with (abort, P), for some P € {B, C}, then go back to Step 1 with the input of P set
to a default value.

3. Otherwise, if B aborts at Step 2, then go back to Step 1 with the input of B set to a default
value.

4. If C aborts, sample z* < R, and send to the trusted party (y,z*), where ¢/ = y if B is
active, and 9/ is a default value otherwise. Output whatever A outputs, and halt.

5. Otherwise, if C does not abort, send y and z to the trusted party T, output whatever A
outputs, and halt.

It’s clear that the views of A in both worlds are identically distributed, and in particular, its
responses are identically distributed as well. First, consider the case where C does not abort at
Step 3. Then the output of A in both worlds is f(z,v’, z), where ' = y if B is active, and ¢’ is a
default value otherwise.

Now, consider the case where C does abort at Step 3. Let us first consider the real world. Then
the value 7 set by A is ¢ = 1 if B is inactive, and i € [n(x)] is the unique index satisfying y € VX if
B is active. Then the output of A is of the form f(x, /.., 2*), where 2’ <— R, 1, and where y/.,, is
the lexicographically smallest element in YX. Let us now consider the ideal world. The of A in this
case s f(&, Ylyeas #°), Where z* <— R, 1 as before, and where y/,.,; = vy if B is active, and is a default
value otherwise. Observe that, regardless of whether or not B is active, it holds that /., =y Yleal-
By Claim 6.12, it follows that both outputs are statistically close.

We now assume that A is corrupted. We only deal with the case where C is also corrupted since
the other cases are simpler. We define the simulator Sim 4 as follows.

1. Query A for its inputs to (ShrGen}, id-abort). If the adversary aborts then restart without
the aborting party. Let  and z be the inputs used in the last call.
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2. Send to A random shares of the output w[A], w[C| <= W, the random share ¢[A] - [N], and
the R-minimal element x as computed by Sh rGen} (recall that x depends only on z).

3. Send z and z to the trusted party T, and let w be the output received from T.

4. Set w[B] = w — w[A] — w|[C].

5. Find i € [n(x)] for which there exist ¥ € YX and 2’ € Z such that w = f(z,y/,2).
6. Let i[B] = ¢ —[A] mod n(x).

7. Send to A the pair (w[B],i[B]), output whatever A outputs and halt.

Clearly, since n(x) divides N, the view of A in both worlds are identically distributed. Since no
honest party obtains an output from T, it follows that the real and ideal worlds are identically
distributed. O

6.1.3 The Strp Algorithm For Finding xs and x.

We next present the idea behind the algorithm Strp for P = B (the case where P = C is analogous).
For a given input z, the algorithm searches for a B-minimal input xg and two rectangles Y X® x ZJ’-(B

and V)® x Z;‘B such that statistical distance between the output distributions that are associated

with the rectangles (as given by sampling either y or z according to the corresponding distributions
and computing f over these inputs) is maximized. The algorithm then outputs xg. Intuitively, if
e does not satisfy the properties from Definition 6.2, then this contradicts the maximality of the
statistical distance. Note that the algorithm is efficient since we assume the domain of f to be of
polynomial size. We now formalize the above intuition.

Algorithm 6.11 (Strp).

Setting: Suppose that f : X x Y X Z — W is a three-party solitary output all-but-P strong COREA-
forced functionality, and let Q and R be the associated distribution ensembles.

Input: The security parameter 1¥ and x € X.
Computation:

o IfP =B, find a B-minimal x =g z, 4,9’ € Y, and j € [m(xs)] such that § #, §' and
0 = 9, that mazximizes
SD (f(xaga ZI)) f(xvg,7 Z;)) ’
where 27, 25 < Ry ; are independent.
e If P = C find a C-minimal x =c x, i € [n(xc)] and 2,2 € Z such that 2 #, 2’ and
2=, %, that mazimizes

SD (f(x,97,2), f(z,y5,2")),

where yi,y5 < Qx; are independent.

Output: x.
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Claim 6.12. Suppose that f is all-but-P strong COREA-forced, and fix a sequence of inputs x =
{zy € X}uen. Define the sequence x = {Xx}ren, where X, is the output of Strp(17, ). Then x
is the sequence guaranteed to exist by the all-but-P strong COREA-forced assumption. That is, if
P =B then

s
ey 2 Mo = @00 2 g

where y, is the lexicographically smallest element such that y, =, y and where z* < R, ;. Simi-
larly, if P = C then an analogous statement holds.

Proof. We prove the statement only for the case where P = B, as the other case is analogous.
Assume that the claim is false. Then for infinitely many r, there exist i € [nn], j € [ma], y € VI,
and z € 2}, such that

SD (f(zr,y,21), f(@x,yy: 22)) > 1/ poly(k),

where 27,25 < R, ; are independent. Since y =,, ¥y, by the CORE,-forced property of f, it
follows that there exists a different sequence X" = {x} }xen such that y #,. y,. However, this
contradicts the maximality assumption over x. O

7 Various Interesting Examples

In this section, we provide some interesting examples of functionalities and identify which can be
securely computed with 1-security in the point-to-point model. Our examples include variants
of private-set intersection. Throughout the section, for natural numbers k,¢,m € N satisfying
k < ¢ < m, we denote

(“,:”) (S Cm):IS| =k}

and we denote

(Z”;) = {SCm]:k<|S| <4}

3
Claim 7.1. For two natural numbers k < m, let disjy, ,, : ([’;ﬂ) — {0,1} be the solitary output
three-party disjointness functionality defined as

1 ifSiNSNS3=10

disjs, ,,, (51,52, 853) =
Jim (51, 82, 53) {0 otherwise
Then disjy, ,,, can be computed with computational 1-security if and only if k >2m/3 or k = 0.

Proof. Observe that if k > 2m/3 or k = 0, then disj ,, is constant, and thus can be securely
computed. We now assume that 0 < k < 2m/3 and show that disjy ,,, is not CORE,-forced, and
thus cannot be computed securely. We separate the proof into two cases.
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Case 1: m/2 < k < 2m/3. We first show that for any Si, it holds that Sy =s, S5 for all
Sy, 84 € ([7]?}). Indeed, since k > m/2 it follows that S; NSy # () and that S; NS} # 0. Therefore,
for any 83 O S; NSy it holds that disjy, ,,(S1,S2,S3) = 0. Similarly, for any S5 O 81 NSy it holds
that disjy, ,,,(S1,S3,S5) = 0. By symmetry, Sz =s, Sy for all S3,85 € ([TE]) as well.

Now, assume towards contradiction that there exists a distribution R = {Ry}xen over ([Tg])
such that

S

{disiy (51, 52,5)} = {disiy  (51.55,53) }

57817827‘8% <14)

#,51,82,85
where 83 < Ry;. Since the domain of disjy, ,,, is finite, there exists S3 € ([T]Z]) such that Prs:« g, [S5 =

S3] > p infinitely often for some constant p > 0. Consider &; that minimizes |S; N Ss|, i.e., it holds
that |S1 NS3| = 2k —m. Since 2k —m < m/3, there exists Sy such that S§ NSaNS3 = (). Therefore

Prs:e g, [disjk,m (S1NS&NS3) = 1] > Prsser,. [S3=S3] = p,

holds infinitely often. On the other hand, for S5 = Sy it holds that disj; ,,,(S1,S3,-) is the constant
0 function, hence

Prs; g, [disjy,, (S10185085) =1] =0

for all k, contradicting Equation (14).

Case 2: 0 < k < m/2. The proof follows similar arguments to the previous case. We first

show that for any Si, it holds that So =g, S} for all Sp, S} € ([Z"}). Indeed, since k < m/2 it

follows that there exists S3 € ([ZL}) such that §; NSz = (), and in particular, disjy ,,(S1,S2,S3) =
disjg n (S1, S5, S3) = 1. By symmetry, Sz =s, S} for all S, 85 € () as well.

Assume towards contradiction that there exists a distribution ensemble R = { Ry }xen over ([ZL])
such that

S

{disjcm (S1.52,55)} = {disiy,n (51,5555 }

1
,51,82,8) (15)

K, S1,82,8
where S§ < R,. Since the domain of disjy, ,,, is finite, there exists S3 € ([T]Z]) such that Prsy¢ g, [S3 =

S3] > p infinitely often for some constant p > 0. Consider S} = So = S3. Then, as k # 0 it follows
that Sg # (). Thus

PrS;eRN {disjk,m (S1NSNS3) = 0} > Pr‘g;HRN [S3 = S3] > p,

holds infinitely often. On the other hand, since k < m/2 there exists S € ([ZL}) such that $1NS5 = 0,
hence
Prs; g, |disjin (S1085185) = 0] =0

for all , contradicting Equation (15). O

Claim 7.2. For ky, (1, ka, l2,m € N where 0 < ky < 6y <m and 0 < ky <l < m, let PSVE
{A\} x (k[f”gl) X (k[:i) — 2l be the solitary output three-party private set intersection functionality
defined as

PS|£1’£2 (31,82) =85 NS8,.

k17k27m
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Then PSI%’%2 m can be computed with computational 1-security if and only if one of the following
holds.

1. ki =ko =0, or
2. 61=0o0rfy=0, or
8. ki =m or ko =m.

Proof. We write PSI instead of PSIill’ff%m for brevity. We first show the positive direction. If
k1 = ko = 0, then PSI is forced since both B and C can fix the output to be @). If /1 = 0 or 5 = 0
then PSI is the constant () function. If k1 = m or ko = m, then PSI is independent of one of its
second argument and in particular, is COREx-forced.??

We now show the negative direction. We first show that S} = &} and Sy = S5, for all S1, 8] €
(k[TlJl) and Sy, S) € (RZL@L)' We show only the former as the latter can be proved using an analogous
argument. Observe that if |S; N S]| > kg, then for any S C 81 NS of size ko < |So| < £y it
holds that PSI(S1,S2) = Sa = PSI(S],S2). On the other hand, if |S; N 87| < kg, then there exists
Sy € (1) such that $; NS} € Sy and $; N (S1\ S)) = SN (S)\ &1) = 0.

Now, assume towards contradiction that PSI is COREx-forced. since all inputs are equivalent,
it follows that PSI is forced. Then there exists an ensemble of efficiently samplable distributions
R = { Ry }ren such that

S

{S1N85}, s ={S1NS3} 5080 (16)

where 83 <— R,.. Since the domain of PSI is finite, there exists Sy € (k[;ﬂgz) such that Prs;. g, [S5 =
Ss] > p infinitely often for some constant p > 0. Now, recall that k; # 0 or ko # 0. We assume the
latter without loss of generality. Thus, So # (). We next separate the proof into two cases.

Case 1: |So| < /1. In this case, there exists S; € (k[ﬁlé]l) such that Sy C S;. Therefore
Prs;¢ g, [S1NSS = So] > Prsye g, [S5 =S2] > p
infinitely often. However, since Sy # () there exists S} € (k[rﬁ]l) such that So € &f. Thus
Prs;r [S1NS; = 8] =0

for all x, contradicting Equation (16).

Case 2: |Sy| > ¢1. In this case, there exist S1, 8] € (k[lﬂgl) such that &1, 8] C Sy. Moreover, since

k1 # m and ¢; # 0, it follows that we can take S; # Sj. Thus
Prs; o g, [S1NS; = S1] > Prs; g, [S5 = S2] > p

infinitely often. However,
Pl”‘g;(_RN [5{ NS, =81]=0

for all , contradicting Equation (16). O

22Note that in all cases we do not need to assume the existence of OT. For the first case, where k1 = ko = 0, we
can use the protocol where if the fair computation fails, we let A output (). For the other two cases the computation
is trivial, since either the function is constant, or the protocol where B or C send their input to A is secure.
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41,42
k17k27m

Claim 7.3. Forkq,01,ko, 0o, m € N where 0 < k1 </l <m and0 < kg < ¥ly < m, let PSIZE
) = {0,...,m} be the solitary output three-party functionality defined as

{A} x (k[r?é]l) X (k[;?e}g
PSIZE,"? | (S1,8:) =[S1n Sy
can be computed with computational 1-security if and only if one of the following

41,42
Ekl 7k2 M

Then PSIZ
holds.
1. k1 =ky =0, or
2. 51:0 07’@2:0,

for brevity. Similarly to the PSI functionality, if

3. ki =m or ko =m, or

Proof. We write PSIZE instead of PSIZEL "%
arguments and in particular, is forced. Finally, if k1 = ¢; and ko = fo then PSIZE is forced since
the uniform distribution for both parties fixes the output distribution to be uniform.
We now show the negative direction. We first show that §; = S} and Sy = S), for all §1, 8] €
[m] ) is exactly

4. kl = 61 and k‘Q = EQ.

k1 = ko = 0, then PSIZE is forced since ll)otQh B and C can fix the output to be 0. If /1 = 0 or

) and Sz, S5 € (km} ). We show only the former as the latter can be proved using an analogous
k1,61

f5 = 0, then PSIZE is the constant 0. If &y = m or ko = m, then PSIZE is independent of one of its

k1,61 2,02
argument. Observe that the set of possible outputs for a fixed S; € (

( [m]
{max {0, |Si| + ks —m},...,min {|Si|,l2}}.
) such that |S; N S| = |S] N Sa|. Next, consider the

Then, if |S1| = |S7| there are Sy, S5 € (RTZ]Q
case where 8] = S U {a}, where a ¢ S;. Then there are no such Sy and &), if and only if
max {0,|S1| + 1+ k2 — m} > min{|S1], l2}.

However, since |S1|, ¢ > 0 and |S1|+ko—m < |S1| as k2 # m, it follows that |S1|+ka—m > fo. This
is clearly impossible since this implies that |S1| > 2 — k +m > m. The case where |S1| > [S1] + 1

(17)

We now show that PSIZE is not forced and hence cannot be computed with 1-security. Recall
loss of generality, and assume towards contradiction that PSIZE is forced. Then there exists an

can be done using an inductive argument (over |Sj| — |S1]).
that for the negative direction, we assume that ki # £1 or ko # f5. Assume the former without

ensemble of efficiently samplable distributions R = { R, }«en such that
S *
= {|S1 ﬂSQ’}H,sl,s; ,
k[ﬁ{z) such that

{Is1n 55’},{,31,3{
Since the domain of PSIZE is finite, there exists Sy € (
Prs:c g, [S5 = Sa2] > p infinitely often for some constant p > 0. We separate the proof into

where & + R,.

two cases.
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Case 1: k| < ko. Fix S € ([ZI]) such that §; C Sy, and fix some a € Sy \ S1. Let n = |S1 N Sy,
and let §] = &1 U {a} (note that S; € (k[ﬁl) since k1 # ¢1). Then

Prsyep, [I(S1U{a}) NS3| =n+1] = Prs;er, [S; = S2] = p,
infinitely often. However, for those exact same & it holds that

PrSi%RR [’81 055’ =n-+ 1] = 0,

resulting in a contradiction.

Case 2: k1 > ky. Fix S; € (k[ﬁ]I) such that Sy C 81, and fix some a € 81\ So. Let n = |S1 N Sy|.
Then
Prs;er, [|S1 NS5[ =n] > Prsse g, [S; = S2] > p,

infinitely often. However, since f5 # 0 it follows that Ss # ), hence for those exact same & it holds
that

Prs; e r, [[(S1\ {a}) NS5 =n] =0,
resulting in a contradiction. O

Claim 7.4. For k1,01,ko,f5,m € N where 0 < k1 <1 <m and 0 < ko < fly < m, let disjill’ﬁfmm :

{A\} x (km]l) X (k[ﬂg) — {0,...,m} be the solitary output three-party functionality defined as

1 ifSlﬁSQZ(Z)

) _
d'SJkll,kzz,m(Sl’S2) o {() otherwise

Then disjf;ll’%%m can be computed with computational 1-security if and only if one of the following
holds.
1. ki=ko =0, or
f1=0o0rty; =0, or
ki =m or ks =m, or

kl = fl and kg = EQ.

v o e

b1+ ko >m and k1 + €5 > m.

Proof. We write disj instead of disj;}?  for brevity. Similarly to the PSI and PSIZE functionality,

if k1 = ko = 0, then disj is forced since both B and C can fix the output to be 1. If /1 =0 or o =0
then disj is the constant 1. If k& = m or ko = m, then disj is independent of one of its arguments
and in particular, is forced. If k1 = ¢ and ko = £ then disj is forced since the uniform distribution
for both parties fixes the output distribution to be uniform. Finally, if 1 4+ ko > m and k1 + {5 > m,
then both parties can fix the output to be 0.

We now show the negative direction. We first show that S} = S} and Sy = S5, for all S1, 8] €
(k[TlD and Sy, S5 € (k::l)‘ We show only the former as the latter can be proved using an analogous

argument. Since disj is Boolean, it suffices to show that there exists &; € (k@J for which disj(S1, -)
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is not constant. Clearly, since we assume ¢1,¢2 # 0, any S1 € (k[:nz]l) must intersect at least one

Sy € (k[;”é). Now, recall that we assume that either /1 + ky < m or ki + 5 < m. Either way,

it follows that k1 + ko < m. Therefore, for any S; € ([Z:]) there exists Sy € ([Z;]) that does not
intersect Sy.

We now show that disj is not forced and hence cannot be computed with 1-security. Recall that
for the negative direction, we assume that k1 # f1 or ke # f2. Assume the former without loss of
generality, and assume towards contradiction that disj is forced.

Then there exist two ensembles of efficiently samplable distributions Q@ = {Qu}keny R =
{Ry}xen such that, in particular

[lle

{disj (ST N 82)} . 5,5, = {disj (ST N Sé)}n,sg,% ; (18)

and
. . S (. .
{disj (51 N S3)} . 5,5 = {disj (ST N 82)}'%5175{ ; (19)

where &7 +— Q) and S5 < R,. We next separate the proof into two cases.

Case 1: (1 + ko < m and k; + 2 > m. In this case, disj(-,S2) = 0 for any Sy € ([Z}), but
disj(S1,+) # 0 for any S; € (k[:né]1)' Similarly to Claim 7.1, this immediately contradicts Equa-
tion (18).

Case 2: ki + fo < m. We show that for S; « ([Z;L]) and S + (k[ﬁl) sampled independently,
the statistical distance between disj (S1 N S5) and disj (S N S5) is not negligible. This implies that
there exist S; and S; for which the statistical distance is not negligible, thus Equation (19) does
not hold.

Observe that for any Sy € ([’;Z]), for some n € {ka,...,l2}, it holds that

("%

()

Prs, e (im) [S1NS=0] = Prsye (i) [S1 € [m]\ S =

Sl(f

Similarly,
(k1)
Prg, () [S1NSy=0] = 4.
sty 10 S = 0= 1y
Let d(n) := (i) ("'HI). Then for any n < m — k; it holds that d(n) > 0. Since k1 + f2 < m,

~

() Gyh)
it follows that d(n) > 0 for any n € {ka,...,f2}. Now, for every n € {ko,...,l2} and every k € N,
let pn x = PTSEQ—RKHSﬂ = 7’L] Then

Lo
Prsle([;”l]),sgem [S1NSe =0] — PrS{e( m) ) S5 R, [S1NS =0] = Z P - d(n).

ky+1
1t n=ko

Since there exists n* for which pp« , > 1/n* infinitely often, it follows that the above difference is
at least d(n*)/n*, which is non-negligible. O
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A Definition of Security-With-Identifiable-Abort

We next define an ideal computation with security-with-identifiable-abort, where a trusted party
performs the computation on behalf of the parties, and where the ideal-model adversary can
abort the computation after learning the output, but at the expense of revealing the identity
of a corrupted party. An ideal computation of a three-party functionality f = (fi, fo, f3), with
f1, f2, f3 2 ({0, 1}*)3 — {0,1}*, on inputs z,y, z € {0, 1}* and security parameter , with an ideal-
world adversary A running with an auxiliary input aux and corrupting a (strict) subset Z C {A, B, C}
of the parties proceeds as follows:

Parties send inputs to the trusted party: Each honest party sends its input to the trusted
party. For each corrupted party, the adversary A sends a value v from the corresponding
domain as the input for the corrupted party. Let (2,1, 2') denote the inputs received by the
trusted party.

The trusted party performs computation: The trusted party selects a random string r, com-
putes (wa, wg,wc) = f (2/,y',2';r), and sends {wp }per to A.

Malicious adversary instructs trusted party to continue or halt: The adversary A sends
either continue or (abort,P) for some P € Z to T. If it sent continue, then for every honest
party Q the trusted party sends it wq. Otherwise, if A sent (abort, P), then T sends (abort, P)
to the each honest party Q.

Outputs: Each honest party outputs whatever output it received from the trusted party and the
corrupted parties output nothing. The adversary A outputs some function of its view (i.e.,
the auxiliary input, its randomness, and the input and output of the corrupted parties).

66



	Introduction
	Our Results
	Our Techniques
	Related Work
	Organization

	Preliminaries
	Notations
	The Model of Computation

	Our Main Results in the Point-to-Point Model
	Useful Definitions
	Our Main Results

	Impossibility Results
	The Hexagon Argument
	Analyzing The Ensembles

	Positive Results For the Point-to-Point Model
	Proving Theorem 3.9
	Proving The Positive Direction of Theorem 3.11

	Computation With Broadcast and a Dishonest Majority
	Proofs of the Results

	Various Interesting Examples
	Bibliography
	Definition of Security-With-Identifiable-Abort

