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Abstract-- Vehicle-to-grid (V2G) networks, as an emerging
smart grid paradigm, can be integrated with renewable energy
resources to provide power services and manage electricity de-
mands. When accessing electricity services, an electric vehi-
cle(€V) typically provides authentication or/and payment infor-
mation containing identifying data to a service provider, which
raises privacy concerns as malicious entities might trace EV ac-
tivity or exploit personal information. Although numerous anon-
ymous authentication and payment schemes have been presented
for V2G networks, no such privacy-preserving scheme supports
authentication and payment simultaneously. Therefore, this pa-
per is the first to present a privacy-preserving authentication
scheme with anonymous payment for V2G networks (PAP, for
short). In addition, this scheme also supports accountability and
revocability, which are practical features to prevent malicious
behavior; minimal attribute disclosure, which maximizes the pri-
vacy of EV when responding to the service provider's flexible
access policies; payment binding, which guarantees the accounta-
bility in the payment phase; user-controlled linkability, which
enables EV to decide whether different authentication sessions
are linkable for continuous services. On the performance side, we
implement PAP with the pairing cryptography library, then
evaluate it on different hardware platforms, showing that it is
essential for V2G applications.

Index Terms--Authentication, payment, V2G, anonymous cre-
dential, revocability, accountability.

I. INTRODUCTION

Vehicle-to—Grid (V2G), as the key technology of a smart
grid[1]-[4], plays an essential role in balancing the ener-
gy load and tracking power demand, which can achieve bidi-
rectional current flow and information exchange between elec-
tric vehicles (€Vs) and the grid. However, since the messages
transmitted often contain EVs' sensitive data, such as identity,
location, charging/discharging, and payment information, etc,
which can bring significant challenges to ensuring data securi-
ty and privacy.

Currently, privacy-preserving/anonymous authentication
techniques for V2G networks mainly rely on two approaches.
The first is pseudonymous identity[5]-[9], which means an EV
uses different pseudonym IDs instead of its real ID in each
authentication process, and only the trusted authority (TA) can
reveal the real identity of the EV in pseudonym. However,
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when using pseudonyms, the slight correlation of data may
expose the user's behavior and habits. In addition, TA generat-
ing pseudonym IDs must participate in each authentication
process, which imposes extra computation and communication
burden on the TA. On the contrary, another approach is
ZKP(zero-knowledge proof)-based anonymous authentica-
tion[10]-[12] that EV can generate a proof to prove the posses-
sion of required credentials in zero knowledge, which avoid
the presence of TA in the authentication process. However,
the existing anonymous authentication schemes for V2G net-
works are strawman construction as the below challenges in
practice:

(1) How to guarantee the anonymity of the EV during the
payment process to service providers while keeping accounta-
bility?

(2) How to address the issue of supporting flexible access
policies made by different service providers in V2G networks,
such as charging stations (CS), and linkability controlled by
EV for different sessions with services?

(3) How to ensure accountability and revocability for mali-
cious EVs?

Unfortunately, to the best of our knowledge, there is no
such existing cryptographic primitive or scheme that can over-
come all the challenges. As a result, our proposal is the first to
complete authentication and payment anonymously in V2G
while featuring minimal attribute disclosure, accountability,
user-controlled linkability, and payment binding.

In the case of challenge (1), due to the complexity of exist-
ing decentralized anonymous payment(DAP) systems, such as
Zcash[13], Hawk[14], and Zexe[15], it will cause high over-
head for EVs with limited resources (as spenders). Another
issue is that these systems focus on anonymity and ignore au-
thentication between entities, which implies these DAP
schemes without authentication cannot offer accountability.
However, the anonymity of anonymous authentication creates
another regulatory challenge for payment: how to establish a
binding relationship between anonymous authentication in-
formation and payment information of the same EV. To tackle
the challenges, in PAP, beyond anonymous authentication, we
employ the blockchain with practical byzantine fault tolerance
(PBFT) consensus[16] and one-time signature (OTS)[17] to
design a lightweight anonymous payment method with pay-
ment binding, while maintaining accountability.

For challenge (2), in practice, the access policies of service
providers can be complex and varied. In any case, the service
provider always expects to be able to determine whether the
EV owns the set of attributes that satisfies the access policy.
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For this situation, the attribute-based anonymous creden-
tial[18] scheme is a desirable method in the V2G networks.
However, the traditional attribute-based anonymous credential
scheme requires EVs to present all attributes in the authentica-
tion phase, which incurs additional overhead and privacy at-
tacks (including differencing attacks, linkage attacks, and re-
construction attacks)[19]. Hence, utilizing redactable attribute-
based credentials to show an attribute subset according to the
access policy of the verifier (i.e., service provider) will effec-
tively preserve the user's privacy. For example, an EV obtains
an access credential from an issuer (78.8) on the attribute set
Attr ={"services=charging/discharging,” "year=2023," "ve-
hicle types=Tesla," "locations=Seattle," "license plate num-
ber=5QWEG678"}. Then, the access policy I, of the attrib-
ute set Attr' = {"services = charging/discharging,” "vehicle
types=Tesla"} is set by the CS. When accessing V2G ser-
vices, the EV simply proves that its credentials contain the
required Attr’ without showing unnecessary attributes. Based
on meeting the access policy, the redactable method can
achieve the minimum attribute disclosure (Min-AD) of EVs.

Due to anonymity, it is impossible for the service provider
(SP) to establish correlation between anonymous sessions ini-
tiated by the same EV, thereby preventing continuous services
in the event of communication interruption, such as charging
or discharging service. To address the tension between privacy
and utility, we adopt a user-controlled way, i.e., basename-
based way[20], to make different sessions or transactions link-
able, which means all authentication information with the
same basename can easily be linked by SP, but not vice versa.

As for challenge (3), to ensure accountability and revoca-
bility for malicious EVs, the registration center (RC) needs to
adopt a proper membership management mechanism in V2G,
especially revocation for illegal members. Currently, several
methods can achieve this point, including revocation list[21],
dynamic accumulator[22], [23], and NNL[24], [25]. Among
these methods, although the dynamic accumulator offers a
membership update algorithm with computation complexity
O(r)(where r is the number of revoked EVs), it is history-
dependent: requiring EV to update its membership witness by
itself every time the accumulator value changes. Thus, this
method is unsuitable for EV with limited computing resources.
To reduce the computation overhead of EV, we employ the
complete subtree (CS) method in NNL[24] to build a novel
revocation mechanism for membership which is history-
independent and more efficient than that based on the revoca-
tion list.

Contributions. Following the above ideas, our contributions
are as below:

oA new privacy framework for V2G networks. We in-
troduce PAP, the first lightweight privacy-preserving authenti-
cation framework with anonymous payment in the V2G net-
works. We further describe the functionality and security re-
quirements the PAP should meet and present the responsibili-
ties of each entity and the formal definitions of algorithms in
PAP.

oA construction of PAP. With the linear homomorphic
signature, PBFT consensus mechanism, membership man-
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agement mechanism based on the CS method, and the ZKP
system, we present a construction of PAP captures:

» Anonymous authentication with Min-AD and UCL. Be-
yond anonymity in the authentication phase, we employ linear
homomorphic signatures to implement aggregation of creden-
tials and redaction of attributes for matching access policies
with Min-AD. For long-duration services in V2G, e.g., charg-
ing services, our proposal offers UCL to guarantee service
continuity even if the session is interrupted.

» Lightweight anonymous payment with payment binding.
By the PBFT consensus mechanism and one-time signature,
we design a lightweight anonymous payment method after
authentication, which supports payment binding to keep ac-
countability, and resists the double-spending attack.

» History-independent membership management mecha-
nism. We present a novel membership management mecha-
nism including accountability, and revocation method based
on NNL framework[24], [25].

oA new trade-off between privacy and efficiency. We
provide an evaluation that shows PAP is practical and can
handle transactions anonymously, which implies that PAP
offers a new, practically relevant balance between privacy and
efficiency compared to all previous approaches in V2G.

Il. BUILDING BLOCKS

A. Redactable Signatures

Our approach to challenge (2) is to utilize redactable signa-
tures[26] with linear message homomorphism, which provides
redactability and rerandomizability of signatures and can be
redacted to remain authentic on a subset of ng; messages of the
message set {m;}i~,. As the number (n — ny) of undisclosed
messages does not affect the complexity of communication,
one can efficiently perform partial verification of the signature,
redact message-signature pairs, randomize the origin sigha-
tures and reveal only their relevant parts each time they are
used. It’s easy to see that redactability implies Min-AD, and
rerandomizability offers unlinkability between the original
signature and the randomized signature.

However, a redactable signature is not friendly to parallelly
aggregate multiple credentials from different issuers. Thus, we
adopt a serial approach to aggregate multiple credentials to
reduce cryptographic operations for EVs, detailed in Sec IV.D.

B. PBFT Consensus Mechanism

To optimize anonymous payment, we apply the PBFT con-
sensus mechanism[16] in our construction ensuring that it can
reach consensus correctly with one-third fault tolerance while
satisfying the liveness and security of the distributed system.

Note that for convenience, in our setting we set the com-
mittee (Cmt) to invoke PBFT and refer to the members of
Cm# as commissioners. If the system approves a block
through the PBFT, it is final and will not be revoked, and there
is no need to wait for confirmation to ensure that the current
block is in the longest chain because each node reaches a con-
sensus simultaneously. Therefore, the computational cost in
the payment verification process can be greatly reduced.



C. Membership Management Mechanism

As for challenge (3), we use the complete subtree (CS)
method to manage membership as shown in Figure 1.

When an £V, enrolls our system, RC assigns it a leaf
node n, and a path p,, from that leaf node to the root node of a
complete binary tree T, of £-depth.. RC also maintains a set
S,gt), including root nodes of unrevoked subtrees. Hence, judg-
ing whether a member is revoked is only to confirm the inter-
section node between its path and S,(f). For example, Figure 1
(a) is a binary tree with S,Et) = {S; = ny} and the path of ng is
Pny = (g, M4, M4, Ng). Then, revoking ngy as shown in (b) also
subsequently revoked all the nodes contained in this path. Af-
terward, the updated tree contains three subtrees and the root
node set becomes S = (S, = n;,S, = 140,55 = n,}, and
at this time p,, N S}gt“) = @, which means that nq is an ille-
gal leaf node, that is to say, this member has been revoked.
Similarly, the path of ny, is p, , = (g, 1y, 4, 144), and then

Py N SETY # 6 means ny, is still a legal member.

@ ()

Figure 1. The process of revoking a member. (a) is the initial T,; (b) is the
process of revoking n.

We leverage this method to manage illegal EVs within our
scheme. In the initial phase, the RC issues the revocation to-
ken on an EV’s path nodes in revocation epoch t. Then, the

legal EV can prove that its path and the set S,(f) have an inter-

section node in epoch t. Further, the status of the complete

subtree needs to be updated in the next epoch t + 1. Since the
number of S,(f) is less than 7, - logi’—”, the computation cost of
the update algorithm is quasi-linear, i.e., O(ry, logh) where

Tey

N, is the maximum number of EVs, 1, is the number of re-
voked EVs.

D. Zero-knowledge argument system

In a zero-knowledge argument, a prover needs to convince
a verifier that the statement is true without the verifier learning
anything except the validity of the statement.

For (x,w) € R, x is statement, w is witness, R is the rela-
tionship between x and w, a non-interactive zero-knowledge
argument system in the random oracle model[32] for R con-
sists of three PPT algorithms(Setup, PH, V1), if there exists a
PPT simulator § that can operate two oracles §;, S, such that
for all PPT distinguisher D, its advantage is as below.

We define P, V! to denote the prover and verifier only
have oracle access to H. §; can return the random oracle calls
to H; on input and S, is a proof simulation oracle.

Adv(D,S) = | Pr[D"?S(pp) = 1: (pp,H) « Setup(1*)|

— Pr[D%+%2 (pp) = 1: (pp, H)
« Setup(1%)] |

E. One-time signature(OTS)

A one-time signature[17] (OTS) scheme is a digital signa-
ture scheme that can be used to sign one message per key pair.
Specifically, the public key can be used to verify the validity
of the signature, while the private key can only be used during
the signature process and should be kept strictly confidential.
And the significant feature of OTS is that each signature can
be used only once. After verifying, the signature becomes in-
valid and cannot be used again. This mechanism provides
greater security because even if an adversary intercepts one
signature, she cannot use it to forge valid signatures for other
messages.

F. Preliminaries in Cryptography

(1) Bilinear pairing:

Given cyclic groups, G,, G,, and G of prime order p and
g1, g, are the generators of the group G,, G,, respectively.
Type-3 pairing groups [55] are chosen in this paper due to its
asymmetry so that DDH assumption can be satisfied.

Bilinear pair e: G; X G, — G is a mapping that satisfies
the following properties:

e Bilinearity: Forall a,b € Z,, g, € Gy, g, € Gy, e(g{, g5)
= e(g1,9)%.

e Non-degeneracy: For all e(g;,g,) # 1.

e Computability: e is efficiently computable.

(2) Complexity Assumption:

Definition 1 Discrete Logarithm (DL) Assumption[29]: Let
G be a cyclic group of prime order p, given (g, g*), so it is
difficult to recover x in the calculation for any generator g.

Definition 2 Decisional Diffie-Hellman (DDH) Assump-
tion[57]: Let G be a cyclic group of prime order p where the
generator is g. Given (g, g%, g”,g%) and it is hard to decide
whether z = x - y or z is random.

Definition 3 Pointcheval-Sanders (PS) Assumption[30]:
Let (G4, G5, G, p, e) be a bilinear group while g4, g, are the
generators of G, G,, respectively. Given (g,, g5, g;) With
x,y € Z, and unlimited access to an oracle where inputm €
Z, , randomly choosing a € G; and outputting a tuple
(a,a**™Y) so that no PPT adversary can efficiently generate
such a new tuple for m* is not queried.

Definition 4 g-Strong Diffie-Hellman (g-SDH) Assump-
tion[31]: Let gl,gz,gg,ggz,m, 92" as input, where g, is the
generator of G, g, = ¢(g,), the g-SDH problem is to com-
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pute a pair (c, ga+c) € Z, X G for a freely chosen integer c in

Zy

Definition 5 External Diffie-Hellman (XDH) Assump-
tion[20]: Given an asymmetric bilinear pairing: e: G; x
G, - G, if DDH assumption cannot be solved in G,, then
XDH assumption can hold.
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Definition 6 g-Modified Strong Diffie-Hellman (q-MSDH-
1) Assumption[56]: Let (G4, G,, Gr,p, e) be a bilinear group
for type-3 while g;, g, are the generators of G, G,, respec-
i i\4
tively. Given .95
vely. Giv {(91 92 )}i=0
no PPT adversary can

along with (g%, g%, g5*), for

a,x <« Z output a tuple

p l
1o a

(w, P, hx+w, hP®) for some h € G;, where P is a polynomial

of degree at most g and w is a scalar such that (X + w) and

P(X) are relatively prime.

I11. DEFINITIONS OF FRAMEWORK AND SECURITY REQUIRE-
MENTS

In this section, we briefly define the framework and securi-
ty requirements of PAP.

A. The Framework of PAP

To formally define the PAP framework for V2G, we first
present the responsibility of each party in Figure 2 as follows.

e Registration center (RC) is responsible for generating
global public parameters and accepting registration requests in
V2G networks and maintaining a complete binary tree used by
membership management mechanism.

e Credentials issuer (7.8.8), which can be the service pro-
vider, is responsible for issuing attributed-based credentials
for EVs.

e Charging station (€S) can check whether an EV has
permission to enjoy charging, discharging or other services.
When a paid service completes, CS generates the correspond-
ing payment information and makes transactions with EV.
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Figure 2. The framework of PAP
e Electric vehicle (EV), the end entity, is equipped with
an onboard computer (OBC) to performs complex computa-
tion tasks, such as authentication or payment.
e Committee (Cmt), the trusted party, is responsible for
maintaining a blockchain, verifying the validity of transactions

between the EV and the CS in the payment phase.
TABLE |
NOTATIONS USED IN OUR SCHEME
Public-private keys of RC
Public-private keys of RC for accountability

(Pkze, skpe)
(apkge, askze)
(pki&skl Sk?&sk)
(pkevur Skevu)
(B e
)

(pkes, skes)
(Pkeme Skeme)

Public-private keys of 7s.,, for issuing credentials
Public-private keys of £V,
Wallet address key pair of £V,

Pseudo-address keys derived from (pk2ier, sk23dr)

Address key pair of the CS for transacting
Address key pair of Cmt

thac The accountability token issued to £V, by RC
thytv The revocation token issued to EV,, by RC
{a;} The attribute set of an EV
cred, The redacted credential presented to the CS by £V,
DPu The £V, ’s path of a complete binary tree
z EdDSA[27] scheme, i.e., X := (Setup, Sign, Verify)
L; The list of EVs need to be revoked at epoch t
&® Aggregated signature signed by 75,

Considering the practical functionality and security re-
quirements in V2G, the following presents the formal defini-
tions of our scheme. The symbols used in our scheme are
shown in TABLE I.

(1) Initialization phase:

This phase features several algorithms generating global
public parameters and public-private keys. The definitions are
as follows:

*Setup(1*) - pp: on the input of the security parameter A,
outputs the global public parameters pp.

*GenKyge (pp) = (Pkae, Skge, apkge, askge): is run by RC to
create key pairs (pkge, Skre) and (apkge, askge) from pp.
*GenKes(pp) = (pkes, Skes): is run by each CS to generate
the key pair (pkes, skes)-

»GenKj,,(pp) —: is run by Jss,to generate its key pair
(pkj&sk: Skj/mk)-

*GenKgy, (pp): is run by each EV who wants to enjoy V2G
services to generate its key pair (pkey,, Skey,) from pp.

» GenKe,,.. (pp): is run by Cm# to generate its key pair
(pkc’mt: Skat)-

(2) Registration phase:

In this phase, EV interacts with RC to obtain tokens includ-
ing a revocation token and accountability tokens.
* Regey (pp, skev,, Pkey,, Pkre) = %: is run by €V to
create a proof (%K of knowing the private key skey, W.rt.
Pksvu-
*Regxre (P, Skae, t,pkgvu,n,tfk, ID,) = (tky,py): is run by
RC to verify the proof °K, assign a path p, and compute
the token tk,, = (tk, tk;.") from its private key skxe, then
restore (k3" py, IDy, pkey,) to its local database dbge,,
where ID,, is the real identity of EV,,.
= Verify 5 (pp, Dkre, Pkev,, tha®s, ki, p,, t) - 1/0: is run
by €V, to verify the validity of the received tokens
(thi S, thy™) using the public keys pkge and pkey, .

(3) Issue phase:

In this phase, each EV sequentially interacts with issuers to
get aggregated attribute-based credentials.
“Issuegy(pp, skev,, Pkiss, ) = (msred 6571y is run by €V
to generate a proof <4 of knowing the private key skey,

w.r.t. pkgy, and forward (g9, g

) 10 J.83.

(k-1 ~(k) . -
= Issueys (PP, PKev,» Skyss {0} 0,5 ),nﬁred) > 015 ) s
run by 785, to check the validity of the proof 574 and gen-

erate the aggregated signature 6&") embedding the attribute set



A(k 1)

{ak,i}iE[N and containing & , Where N, denotes the

number of attrlbutes that 7.5.8, can issue.

= Verifyged (pp, {pkg“k}ke[zvg]'SkEVu’ 5151"7)> - cred, /L : is
run by £V, to verify the validity of the received signature
6 using public keys {pkmk}ke[m] and its private key
skey,, where Ny is the number of issuers. If valid, output the
aggregated credential cred,,, else L.

(4) Authentication phase:

This phase aims to verify whether attributes held by a valid
EV satisfy the access policy.
pD, Skey,, thy, credy, {a;}ie,

*Authgy ( T, {pkusk}ke

vkoes)): taking as mput public keys set {pkj‘s‘.;k}ke .

, apkze, bSn> - (m{"™, credy, (skots,

T RC's
public key for accountability apkge, a private key skey, , the
credential cred,,, the attribute set {a;};¢;,. of the access policy
I', the basename bsn of CS and tk,,, EV,, outputs the redacted
credential cred,,, a zero-knowledge proof 72U and the tem-
porary key pair of one-time signature (sk,s, Vkots)-

auth
] Verifyggth (pp' {pkhék}ke[l"y]' Ty

kaC' C/r—aiu' {ai}ielr’ t
put the public keys {pkyys, }

) — 1/0: taking as in-

, the public key of RC, a

k€E[Ng]
redacted credential cred,, a proof w2'™  the attribute set
{a;}ier, and epoch ¢, it outputs 1 if cred, and 2" are both
valid and 0 otherwise.

(5) Payment phase:
If the service involves transactions, such as charging and
discharging services, then the below algorithms are carried out

by the EV and the service provider CS, respectively.

« Gen2(pp, pAES, SKEST, Deme) — (PKE, skET)
k23dr) associated with

taking as input the key pair (pk2p®", s

the wallet address, and Cm£’s public key pke,,+, EV, outputs
a key pair ( ;%dr,skaddr) associated with pseudonymous
address.

'Tran55< Pheme, infopgy, T2 ) — (tx,d): taking as input
the key pair (pks, sks) of the spender, the recipient’s public
key pks, a temporary signing key sk, for one-time signa-
ture, Cm#z's public key pke,,., and the payment information
info,,,, the spender outputs a transaction tx and signature &
on tx.

Verifygy, . (PP, SKepmer Vkors, tX, &) — 1/0: taking as input a
transaction tx, and Cm+t's private key ske,,., the verification

key vk,.s, Cm#t outputs 1, if tx and & are valid and 0 other-
wise.

pp, pks, sks, kg, Skots

(6) Accountability phase:

In a malicious incident, RC can trace malicious EVs and
hold them accountable.
» Accpe(pp, 3N, askge) — th3°C*: taking as input an ac-
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countability secret key askge and the zero-knowledge proof
of possession of tokens and credentials w3t , RC outputs
EV,'s accountability token tkacc,

With the accountability token, RC can retrieve the corre-
sponding EV,,’s real identity ID,, and other information from
dbgeg, such as the path p,,. After that, RC can optionally per-
forms the revocation operation as below if necessary:
*Revokere ({puuery, Ter ) = s: on the input of the revo-
cation path set {p, }ye(1,) that L, is the list of revoked £V, the
complete binary tree T,, and current epoch t, RC outputs an

updated node set S,

. Updatem(pp, skge, 5,2”, t) - {tk;ev}nes}(?t) :

secret key skge and node set S}gt) at current epoch t, RC out-
puts the updated revocation token set {tk,V}

on input the

(t)-
nesy

B. Security and Privacy Requirements

A PAP scheme for V2G networks should fulfill the follow-
ing required security and privacy properties:

Anonymous Authentication: In the authentication phase,
the identifying information of an EV should be kept private so
that an adversary cannot determine its real identity according
to the authentication information presented. If necessary, only
RC can reveal the real identity.

UCL.: This property supports the linkability between the
multi-authentication information from the same EV.

Accountability: This property endows RC the ability to
reveal the real identity of an illegal or malicious £V,. Moreo-
ver, an adversary cannot forge the valid token tk3¢ evading
accountability without knowing RC's private key askxe.

Anonymous Payment: To preserve the privacy of EVs, the
payment process should support anonymity, in the sense that
any other entity (apart from the Cmt) is cannot determine
EVs' real identities by analyzing the transactions.

Non-frameability: This property requires no entities in-
cluding RC and Cm# could frame an innocent £V,, of having
misbehaved. In other words, even if an adversary can collude
with arbitrary entities, it cannot forge a valid anonymous au-
thentication (3"t, cred,,) without knowing the EV,'s private
key skey,-

Unforgeability of credentials: This property implies if the
Jss8’s private key sk, is not disclosed, the adversary cannot
forge a valid credential.

Payment binding: It implies a binding relationship be-
tween anonymous authentication information and payment
information, which ensures that CS can confirm which anon-
ymized EV the payment came from and prevents the malicious
from generating unaccountable payment information.

Mutual authentications: To prevent malicious EVs or il-
legal ¢Ss from appearing in V2G networks, EVs and S must
perform mutual authentications before the service begins,
which can ensure that the legal CS can be confident that EV is
eligible for accessing the service and vice versa.

Revocability: The RC can revoke malicious EVs and pro-
hibit them from querying any service in V2G networks.

Min-AD: This property means EV only presents the attrib-



utes and corresponding redacted credentials that can match
attributes the access policy requires. In PAP, it guarantees that
EV can disclose a set of required attributes while keeping their
other attributes hidden in the authentication phase.

No double-spending: In DAPs, this property means that no
adversary can spend the same coin twice anonymously.

IV. OUR CONSTRUCTION

Based on the above definitions, this section presents a con-
struction of PAP implemented by the pairing cryptog-
raphy[28].

A. Initialization Phase

In the initialization phase, we assume that parties in PAP
should register to the RC before performing their initializa-
tion.

=Setup(1): Given a secure parameter A and an asymmetric
bilinear map e: G; X G, -» G, where (g4, g1, d1) and g, are
the generators of groups G, and G, respectively. The public
parameter can be denoted by pp = (G, G, 91, 1, 91, 92, €, D,
H;,H,,H;) , where Hy:{0,1} - G; , H,:{0,1}* - G, and
H;:{0,1}" — Z, are hash functions, p is the prime order of G,
and G,.

*GenKge(pp): The RC chooses &;,$,, &3 < Z,, and sets
skgpe = (&1,§&,,&3) as its private keys and then computes
Pkre = (Pkre1, Pkre2 Pkres) = (gz .gz »923)- RC picks
askge < L, and sets apkge = ngkm

-GenKLm (pp): 755, €ho0SES Xk, Vi 0 Vi 15 s YieNgrx < Lp

as its private key sky, , and computes X, = g,*, {V; =

Vi 1 Yki J’kty}c]
LY = = and
9, " Ik,i = Y, }l]e[Na_k]/\i#-j'

Sets. physs, = (Xio (Ve Yk,i)}osisNak' AT
its public key.
*GenKgy (pp) : Each EV picks skgy « Z,,, sets pkgy =

}le[N ’ {Zijne:

gSkev
1

* GenKe,,¢(pp) : Cmt picks ske,,. < Z, , and sets
Pkeps = gfkcmt. Note that GenK,,.(+) is executed only

once while the key pair is shared among the commissioners,
and we propose that commissioners use group key agreement
protocols[33] to share this key pair.

B. Registration Phase

To dynamically manage EVs, the RC maintains a £-depth
complete binary tree as Sec.lI.C. The token issued by the RC
is required for each £V to enter the V2G networks.

-Reggv(pp,skgvu,pkgvu,pkm): EV first selects r, « Z,,,
computes 4 = g;*, ¢ = Hy(pkaclIPkey, 14), 5o =1, + ¢
skey,, and sends 12X = (4, ¢, s,,) to the RC.

= Regre(pp, skze, t, pkep,, T, IDu) :
ok . RC computes A= gy*pkg, . and ¢'=

H3 (pkgc|lpkey,|1A"). If ¢" = ¢, the RC issues the revocation

token for the EV. And then, it places the EV into a leaf node
N, and assign a path p,, := (114, ..., Ny, ) from the root node

Upon receiving

to ng'u.
Then, it generates tk, = (tk2C, tkifV), wheren; € p,,,
1
thies = {(m < 2y, this; = (glg;pkgvu)W)} and
ni€py
threv = hg;fz'" 3t Ry e = Hy(t Il n7), n* is an intersec-

tion node between p, and S, i.e. n* € p, N S,

Finally, RC stores (py, IDy, pkey,,tk,) in database dbgeg
and forwards (tk,, = (tk3, tk;V), p,) to EV,,.

* Verify (pp Pkre, Pkev,, thi S, thy, py, t) - 1/0: &V

verifies the validity of tk, by checking if {e(tkiS, pkrc 1 -

9:') = e(gi- 4" Pkev, 92)}, ., and  e(tki, go) =
e(hen Pkrey - DkRe, - Pkbes) hold. If all hold, return 1;

otherwise, 0.
Correctness. The correctness of the equation above can be
proved as follows:

1
e(tklatcrf:;pkam 'g;“) =e ((glg?ipkevu)fﬁm:g§1+m)

= e(g1g?ipksvu'gz)
etk g,) = e (K370, g, )

— (htn ‘gf1+52 n*+§3 )

= e(hepr ijze,1pk77$*c,2pk7tze,3)
C. Issue Phase

In this phase, EV requests multi-issuer to obtain aggregata-
ble attribute-based credentials. The process of aggregation is
that each issuer sequentially signs attributes and appends its
credential to a given aggregated credential.

-Issuegv(pp,skgvu, pk;wk): As the Reggy, algorithm, EV,
generates a proof &4, and sends (54, 6% 7) to 755, .1

~(k—-1 .

» Issues (pp, Pkev,, Skyss {aki}, 6y (k=1) ngred) 1 On re-
ceiving the request from EV,, 755, generate an aggregated
signature a(") based on a(k D from Jss8,_q. Specifically, if

e is valid, 788, chooses rj, « Z, to compute a signature
T (X+2i Vii ki)
Ok = (01, O2) = (05 11'Gk 12" 0-kk11k B
eYkoy and returns 61 = (ay = (011, Ok2), Prc = Pr~
to EV.

Finally, the aggregated signature received by EV can be
parsed as:

Ong "= (UNﬂ‘l’o-Nj.Z)

N, v rNy'(xNj+ZiYNj,i'aNj,i)
— <0. 1 g

Ng-1,1 ONg—12 " ONg-11

TNy YNg,
. ¢N’;7_1N7 0)
Il T Il )2 Yk, . i
_ < gl ",pkgvf[”” ) (Zkelng] V) ,alzk,l<xk+yk,lak,l)>.

As a result, EV obtains an aggregated signature o y:. (N7 is
the number of issuers with which £V, requests credentials.)

VerifySe (o, {Pkyass, Jreiny) Skev, 0 "): Upon receiv-
ing ﬂSN’),SV verifies the validity by checking whether

! Note that in the case of k := 0, we assume the initialized signature as
8" = (00 = (00,1,002), $0) = (91, 15,), Pkev,).



e(GNﬂ,gz) = e(Mkeiny] i€l YSk‘EV”XkYa’“ ox,1) holds, if D. Authentication Phase

positive, it returns cred,, := oy, and L otherwise. In this phase, £V, should convince the service provider

Correctness. The correctness of the equation above can be  that: 1) It has a revocation token ¢k, at the current epoch ¢;

proved as follows: 2) It has a valid accountability token tkff;f*, 3) It has a set of
(Meefwy] ) Bkepug] ¥0) ity o) credentials matching the access policy I'.

e(UN],z.gz) =e pkeVu "INy ’ We employ the ZKP system to prove these statements in

92 zero knowledge and the linear message homomorphism to

. glsk‘%'(nkE[Na] i} (Seng] Vo) + (i) rk)'z"'i("k”k-i“k-i)' achieve the redaction of attributes for satisfying Min-AD. The

details are shown in Figure 3.

g . - .
? User-controlled linkability (UCL). To ensure continuous

(er[,vy] rk)'(Skgvu ‘(Eke[Na] yk,o) +Xk,i kY i0%,0)

= e(91,92) service is not interrupted, our scheme offers UCL. Specifical-

_( Mkefug) e skevy (Sxefung) Yo EriGrictyian) ly, since each authentication information from the same £V
=e€ gl 'gz . . .

accompanies the same value of (B, ¢,), which is generated by

= e(oy, 1,1_[ y ke XkY,:’f'i) the ID of CS and EV's.prlvate !<ey,'6é‘ can compare Whether

' the (B, ¢,) of the two information is consistent to determine

the linkability of the service.

Protocol 1: When applying for services, EV shows a redacted credential containing the required attribute index set I, based on the access policy I'. Let
{lr = Na_k\lp}kewj] denote the index of attribute which is not in /.. Redacting attributes is the result of Step 5-6 of Authg,,, which implies Min-AD.

Auth,,), (pp, skev,, thy, credy, {a:}ie T {pkmk}kem ],apkm,) (na“th cred,, (skm, VKors)):
1. Generate sk, = (skiﬁ,skéﬁ) « L, compute vk, = (vkﬁg = g1 Kits ka,ztz = g1 ”‘S) and select ;,,7,, S, Sz, Sy Sny So» Sp < L.
2. Set: @y =ty - apk "“,(pz = thy ~htn*,(p3 vk((,g,ﬁ = sk((,g Nn+, Where n* € p, nS,gt).
3. Let bsn denote a basename, such as the ID of CS, compute | (B := H,(bsn), @, = Bs*ev, ¢ :== B%)
4. Compute: D, = 3(‘[’1'91)_5"3(‘9‘1'92)5"3(91:gz)sze(apkyec:Pkkc,l)soe(apkkc»gz)SB
D, = e(htyn*,pkmz)sne(hm*,gz)sg

D; = g;%°
. J ~ » A - ™ ag,j
5. For each credential, set I, := {0} U I, and compute {(ak_l,akz)}ke[,v]], where 61 = g;" - [1jer, Yk”;’ VG2 = (Tiery Yei) Hielg.jeik,rzi;jc-

for the linkability of services.

D
Ny v —— (i = ~
6. Compute &, := g5 - Hrern Hjer, - Y, k, o] = UNj?S' 0y = N];ts (o)™ E = e(o1,IT;, S,o) and set cred,, = ({(O-k,l'Jk,z)}kE[Ng]lO_{'JZI'0_1)'
7. Let Cayen = Hz (@1 I @2 | @3 |l (P4 " @s] I Dy I D, || Dy || E Il cred,,), and compute w, = s,, + Cayen - Skey,, Wy = Sy + Cauen * s Wy = Sp +

(1)
Cauth * n’, Wy = So + Cqutn Skuts' B = Sp + Cauen ﬁv We = Se + Cauth " Te-
8. Send (m2Uth, cred,,) to CS, where 2™ := (@4, 03, 03,[B, Pa, P5,| Wy We, Wy, W, Wo, Wp, Caens E).

Verify2i® (pp, {phsea g T2 Phe, ey, fader - o1
1. Compute: Dj = e(¢p;,91)~ W"e(girgz)wne(!h'gz)wze(apkﬁc'Pkﬁca)w"e(apkﬁc’rgZ)WB(%)_CMm
e(92,91) _
D = h *, k wn h ) e Cauth
b= elhon phaca) e(hen02) " G Sethen plre)

Wo _cauth
3

Dé =0

Chuen = H3(<p1 Il @z Il @3 1l [@q I @] 1 DI Il D3 Il D5 I E I credu)
2. 1If Cauen = Chyep hoIds, it next computes F = e(&; - [Tierp ke Xi - Yer'» (61)71), and verifies whether e(ITel, Yz o) - E7L = (F - e(ay, g,)) ™"
holds, if not, abort; otherwise, it verifies e(&krl,]'[ie,O Ye:) = e(gy, 8, for each element in the set {(Bi,1r Gr,2) Ykerny)- 1T @ll equations are hold, the algo-

rithm returns 1 and O otherwise.
3. If the tuple | (B, ¢,) | is consistent with the one in the last authentication information, then CS continues the last service for EV.

Figure 3.Ilustrates the process of authentication between the £V and the CS. If linkability is not required, removing the box El parts.

Correctness. The correctness of the equation in Verify23th _TSn LS
can be proved as follows: = e(g1, g2)*1*" - e(g1, 92) ey
D, = e((PLgz)_sne(g'v92)5"3(91'gz)sze(apkjec'kaCJ)so -e(gy, gz)_zfn ¥sg+sodyasknetspéaaskae
e(apkze, 92)° ) —sn D1 = e(¢1,92)"""e(d1, 92) ”3(91'gz)wze(aPkRCrPkReJ)WO
=e€ ((g1g?*Pk£Vu)W' 92) e(d1, 92)"re(g1,92)** e(apkaze, §,)"# (e(§01:.Pch,1))_cauth
e(gq, gz)so'fl'asmce(gp gz)sﬁ'fl'mkm -wy ¢ gi?w, n —Wyskevy,
-s s -s

= e(4g1, gz)fﬁn" e(g1, g2)% " M e(gy, 9;) 17 e(gy, g)"n -

= e(g'pgz)slmn*e(g.{l rgz)flmn*e(pkwu' 92)51“771* e(g1, 92)"7 e(gy, g2) % 1 %*%ce(gy, g,)°F fvaskae .

e(d1, 92)e(g1, 92)*2e(g1, gz)solfl'aSkﬁce(gv gz)sﬁ'fl'aSkﬁc



) _Caith'fl ) —Cauih'fl'"* M I Y5k (o Guth
e(g1,02) S edig,) S e(gig) o T Sy e T
6(9'1, gz)‘cauth e gl 2kiVk,i0k,itxk) 10 5Kops Tl Tk ‘

( Wn ‘Cauth'fl)
. - + +Cauth 92
= e(gl’gz) E1tnx 1+ .

— e(gl‘gz)Skf;g'nkTk‘(ZkJ’k,o)"Cauth'SkSVu =L
Hence, the correctness of randomized signature can be veri-

wypn' ¢ £gn*
n auth'§1 +wp

e(dy, gz)_<§1+n”* St

(wn-skgvu cauth-gl-sk%> c ; fied. And finally, we show the correctness verification of re-
- + +Wz+so-1-askretsp-§1-askpe H

+1,,* +n,,* .
e(gy, g,) \ 1 $1+my dactable signature as below

+ . *+ ~ _ ~
. 20 Ca?”l,snf e e (Uk,p | | Yk’,i> = (g1, 0r,2)
= e(g1, 92) 1Hn : _ i€ly o
0 (sy+eauen (e +61)) Proof. According to the process of authentication, &y, 1, Gy »
. Fw, ~ Wj ~

e(d1, 92) $14n i can be parsed as Gy =gy [err Yk,jj ) Ok,2 =

skeyy, '(Sn +‘Cauth'(7ln* +fl))

g Qi .
(Tiery Vi) * Miesg jer - Z; -3 SO the above equation can be

tWz+50:§1-askre+spg-§1-askgre i,jk’
+1 %
e(91,92) §1#7n . transformed as:
—Sn —sn~n ap i
. T . . Sntr—o— — T . = k'] !
= e(gy, g) M e(dy, gp) - 1 - L=e (gzv [jer Yei e, Yk,i)
_Sn'SkSVu . . . . A .
e(91,9,) . +57+50-§1-askpe+sg-€1-askge = e(gs, gz)(Tv"'Z]e[k’rJ’k,]ak,] Yiely J’k,z)
Iy
=0 R=e V) - 70
Therefore, the equation D; = D; can be proved, let H := =€\ 9v il ket ety el K
hy = Similarly, the verification of D,, D3, ¢ are as follows: _ e(g, gz)r”'ZiE"’ Yiei*Zielg,jely - VioiVk,j%%j

Sn )
Dy = e(H,pksc,) "e(H,g2)% = e(H, g2)*>*n* =L
e(¢2,92) >_E““th80 far, all the correctness verification in the authentication

hase has been proved.
e(H, Pch,1)e(H; pkﬁcs)t P P

D; = e(H,pkyec,z)W"e(H.gz)We<

= e(H, g,)s2WntWee(H, g,) Cautn G1+éan +{5:t47e) E. Payment Phase
e(H, g,)cautn$1e(H, g,)Cauth§st The paid service in V2G mainly includes charging and dis-
Ea-(SntCauth ™) +Se+Cauth-Te—Cauth- (E1+E5 N +E3-t+70)+ pharglng services, thus, we take thes_e two as examples shown
=e(H, g,) Cauth'§1+Cautn-§3t in Figure 4 to illustrate the transaction process when the EV
= e(H, g,)52n*se acts as spender and recipient, respectively.
=D, In the case of EV as a spender, to guarantee payment ano-
) — Wo  —Cauth nymity, we design Gen2$" to generate EV’s pseudonymous
D3 = g,°¢, EVy
L@ @ address based on its wallet address before each transaction.
__SotCquthSKyes Cauth'SKyts .
=9, "9 Hence for each transaction process, EV needs to prove: 1). It
= g,% has a valid pseudonyms address generated from its wallet ad-
=Dy dress; 2). there exists a binding relationship between the anon-
! — BWz .y Cauth _ BSztCqutn'Skevy . B~Cauth'Skew, i inati auth i
s Py ymized authentication 3"*™" already provided and the transac-
= B% = ¢ tion tx., generated in this phase. Generated in this phase. We
Next, we present the correctness verification of the ran- employ ZKP, as in the authentication phase, to prove the first
domized signature: statement, and arrive at payment binding by OTS.
Ny < Payment binding. In the authentication phase, Authg), gen-
! YWZ) “E71 = (F - e(o3, auth ymem binding. In ) ’ v SF
¢ <01 1_[ o1 RO (F ez, 9,)) erates verification-signing key pair of OTS and takes the veri-
Proof. ﬁ\ccozdlng to the above, E, F can be parsed S(s-: fication key @ = ka)g as the element in the proof 2uth, In
E = e([T,1, Y5 01), F = e(G - Mierpnemnn Xu - Yy the payment phase, Transg,, outputs a signature g, about the
(o)1), so the above equation can be transformed as: payment information with the signing key of OTS. Once the
L= o gkoTere weSivio) ., ( oSkoesTere 525k =1 corresponding verification in both phases is passed, an authen-
=el9, 192 €9, P ticated EV has made a payment associated with the authentica-

tion information already submitted. Still, the recipient cannot
, determine the identity of EV except knowing the binding rela-
Cauth H H H H H H H
_ N1~ YOk ) , < tionship. Further, if CS is spender, since it has no anonymity
k=e <(01) /o1 Hie,ﬂkemﬂ Xie Yy ) e(02 g2) et requirement, the transaction process is much simpler. As for
rt3 N Chuth the accountability of CS, it can be guaranteed by the signature
_ —skopy Ty |7 okelV e[ | VAT scheme Z.
A 9> ) L e tx
Correctness. The correctness of the equation in Verifyg,,,,
can be proved as follows:

=e(g,, gz)skf,?s-l'lk Tk (Zk Yi0) Cauth-skev,
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—d1
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— Skots'SKots
1
= Rl
r_ W2 "Cpay wq
R3=g9,"-0Q, Pkepe/Ra
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_ Skots_(cpay'SkEVu . kSkots'SkEVu "CPHJ’. kaddrcpay'
=9 emt Pkev,
sk 5@ (1), addr

k ots ats_cpaY‘Skots‘SkSVu
Cmt

1) (2
kSkots'Skots
cemt

(2)
SKots

1
:R3

F. Accountability Phase
In this phase, when the EV performs some malicious be-
havior after authentication, such as damaging the charging

station or refusing to pay a fee in the payment phase,
the Accge algorithm will be triggered:

*Accpe(pp, 31U, askge): Upon receiving a request for ac-
countability with evidence from €S or Cmt, RC parses m34th
and recovers the accountability token tky = ¢, /goélSkRC to
trace the real identity of the malicious EV by looking up the
database dbgeg With tk; .

Note that, if necessary, the power of accountability can be
distributed to a set of auditors and adopt threshold decryption
schemes[22] to reveal the identity of the malicious EV.

RC continues to perform revocation operations as below if
the revocation for malicious EVs is required:

*Revokege ({0 huef, Ter £): TO cope with the request to

revoke £V, RC removes paths {p,},e(.,) from the complete
binary tree T,, and regenerates a new set of root nodes 5,2” for
the next epoch t.

-Updatege (pp, skze, S, t): Taking the set S'” as input,
RC updates the revocation token  set {tk{f" =

RS By = Hy (1 )

nES}(;)l

Protocol 2: Let E...q, Epqe, t, 1 denote the amount of required electricity, the battery capacity, a timestamp, and a nonce, respectively. Note that, in our setting,
there is no need to generate a pseudonymous address for CS because they are public infrastructures. Thus, let (pkes, skes) < Z.Setup(1*) be the wallet

addr
Sksvu

address of ¢S, and (pkggfr =g,

,sk?%fr) is a key pair corresponding to the EV’s wallet address.

EV as spender:

addr addr addr addr addr ; .
Gengy, (v, pkey, ", skév, s PReme Skots) = (Pkey,", skgy, ", info,qy,):

SR
1. Compute Q,, = pkldr*°®, Q) = pk,, ="
PAEIAT = (Qy, Q7)) and sk294™ == (k2" sk,
2. Send info,eq = (Ereqs Epae, 1, 1) 10 CS, and the €S should respond

to the info,,,, see Remarkl for details.

addr

- pky." and set

— addr — addr
Transgy pp,pks = pky" sks = sk ", skots, S (X Fa):
) ch»Ych)-
pkg = pkes, Dkeme mfopay:”iuth
1), @) 1), (2) ()
sk o sk sk Sk sk
1. Compute Ry := g, ° "°%, R, :=pk, % "% R3 =g, °°, wy =

Jeley - SKEET, wy = sk ()

sk® . k@

addr
ots ots — Cpay " SKots ~ Cpay * SkSVu ,and

set Cpay = H3(inf0pay " pk;g;ir " kaS " kamt " R1 ” R2 " Rs)-

(¢)] )
Skyistskyist .
2. Compute oyps = b 577 % € Gy, hpay = Ha(infopgy Il 1).

3. Generate tx., = (infopgy, TG = (Cpay, W1, Wa, R2), T3"™, 041,

PRE).
4. Sign tx;, by invoking &, == X. Sign(sk2p%", tx., ) and then for-
ward (tx.p, .p,) to Cmt.
CS as spender:
Before executing the transaction, EV performs Genz%gr(-) to ob-

tain (pkgf}ﬁr, skg]‘}gr, info,qy).
(PP, pks = pkes, sks = skes, Skos = 0,
Transcg

o— addr 3 auth
Pkae T Pksvu tkamtv lnfopayt an

> - (txdisr&dis):

1. Set txgss = (infoyqy, PENT, pkes, m3H).
2. Sign txg;s by invoking &y = Z.Sign(skes, txg;s), and send (txgis, Gis)
to Cmt.

Cmt:
Verifyg, .(EV as spender)(pp, skepe tXcn, Ozp) = 0/1:

1. Compute Q;,/Q;“™ to obtain pkZd".

2. Verify the validity of &, by invoking X. Verify (pk20", &.1,). If &, is inva-
lid, abort.

3. Compute R} = g} - QP Ry = gy - Qi " - bk, /Ry, Chay =

Hs (infopay | [PKE)S | [PKes| IPKeme IR1IIR,1IRS).

4. To chain the valid pending transactions, the C/mt uses the PBFT consen-
sus mechanism. If and only if at least two-thirds of the total commissioners
approve the pending block, the consensus is reached and the transaction can

. . _ @, @t _
be published. If the equation c,q, = Cpqy and e ( vk - VKo s hpays ) =

e(g1,0,:5) hold, the algorithm returns 1. Otherwise, the algorithm returns 0,
and then the Gt will send the abnormal message and tx,,, to the RC.

Verifyg, .(CS as spender)(pp, skepe, tXais) Fais) = 0/1:

1. Invoke X. Verify (pkes, 34;5) to verify the validity of the signature &y;,. If
Gqis IS invalid, abort.

2. Verify the validity of tx,;, by using PBFT. If and only if at least two-thirds
of the total commissioners approve the pending block, the consensus is
reached and the transaction can be published; otherwise, Cmt will send the
abnormal message and tx,;, to the RC.

Remark 1: On receiving info,,, CS responds with the payment message info,,, = (myi; = (IDoraer Vpay, t 1), Ocs, Pkes ), Where IDg,q,, is the unique
index of the order, ges := Z.Sign(skes, Mpin), V,ay denotes the value of electricity calculated by (Eyeq, Epat)-

Figure 4. The process of transaction in the paid service.

V. SECURITY AND PERFORMANCE ANALYSIS

A. Security Analysis

This subsection briefly analysis that our construction meets
the security requirements of Sec I11.B.

Anonymous Authentication: In the authentication phase,
EV presents blinding and verifiable credentials and tokens to a

service provider based on XDH assumption and ZKP argu-
ment system to avoid leaking identifying information of EV.
UCL: Relying on the DL problem, any PPT adversary can-
not forge others’ value of (B, ¢,) to pass Verify2d™ and link
to the others’ anonymous authentication info.
Accountability: Since an EV’s accountability token is en-
crypted and embedded into the anonymous authentication




w3t RE can recover the EV’s accountability token by its
secret key askge, and then retrieve the identity of the EV from
dbgeg according to the token. Moreover, based on the g-SDH
assumption, no PPT adversary can forge an unaccountability
token with a non-negligible probability.

Anonymous Payment: Similar to anonymous authentica-
tion, this property is guaranteed by the XDH assumption, one-

time signature, and ZKP argument system. During the pay-

ment, no one can reveal the identifying information pk?{}fr

from the transaction tx,,, except Cm+t.

Non-frameability: Based on the DL assumption, no PPT
adversary can replace an innocent £V to generate a valid
anonymous authentication or payment information with non-
negligible probability.

Unforgeability of credentials: Based on the PS assump-
tion, any PPT adversary who does not know the 7.ss's private
key cannot forge valid attribute-based credentials.

Payment binding: In the payment phase, any PPT adver-
sary cannot break the binding of payment and authentication
by forging an OTS signature o,., based on PS assumption.

Mutual authentications: The security of mutual authenti-
cations depends on the unforgeability of authentication infor-
mation from the interacting parties. In PAP, accountability,
non-frameability, and unforgeability of credentials imply the
unforgeability of authentication information generated by EV.
As for service providers, the unforgeability relies on the un-
forgeability of ordinary signature schemes, such as
EdDSA[54].

Revocability: In PAP, the membership management mech-
anism is constructed by the CS method, and the security is
based on the unforgeability of revocation tokens, specifically,
based on PS assumption.

Min-AD: With the redactability of credentials, EV can pre-
sent the necessary attributes to the service provider and keep
unnecessary attributes private to arrive at Min-AD.

No double-spending attack: In the payment phase, the
PBFT consensus can tolerate a third of all commissioners to
be faulty. Hence, it must corrupt over a third of commissioners
if an adversary intends to double-spend. Also, in our setting,
since Cmt is the trusted party, there exists no one who can
control such a number of commissioners.

B. Performance Analysis

In this subsection, we first evaluate the execution time of
multiplication and the pairing operation over bilinear group in
TABLE Il on different configuration platforms where different
entities are located (simulation experiments are carried out?).
In this table, let Tg , Tg,, Tg, denote the time to complete a
multiplication operation in G,, G,, Gy, respectively, and T,
represent the time to complete a pairing operation.

Next, we give out the theoretical performance analysis of
each phase in PAP to present computation cost of different
entities, shown in TABLE Ill, where N, is the number of

attributes that 7.5.5;, issues, N, = Zgﬂ N, denotes the number
of attributes that the aggregated credential contains, N is the

2 https://github.com/PropersonCyber/PAP
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number of attributes presented by £V in the authentication
phase, N :== N, — N is the number of remaining attributes
after presenting, N; stands for the number of issuers who issue
credentials for the £V, N, denotes the depth of complete bina-
ry tree, Ns, denotes the number of root nodes. In this table, we
focus on the expensive operations in each algorithm, i.e., mul-
tiplication and pairing operation.

TABLE Il
EACH ENTITY PLATFORM CONFIGURATION INFORMATION
Entity Configuration Overhead Pairing Lib.
(ms)
T, 0.55
CPU: SA8155P T‘“’l o5 ~JPBC library[2]
G .
€V | RAM: 8.0GB T@: 003 | -Curve Type: BN[35]
OS: Android 11 T, 5.55 -Security Lv.: 128bits
_ % | cpumeriraoes e | %% | gae Field: 254bits
Js8 Tg, 0.19 )
“®Re | RAM: 16.0 GB Te, 001 -Embedding Deg.: 12
emt | OS:Ubuntu18.04 [T 037

Note that, in the authentication phase, £V generates a zero-
knowledge proof 73'™ to prove its possession of valid tokens
to CS. However, the generation and verification of the proof
involve a large number of pairing operations, which is not
friendly to both sides of the authentication. Fortunately, our
pairing operations, such as e(gy,9.), e(d1,92), €(91,92),
e(hen', 92) e(apkgc, Pkrc1) e (apkrc, g2) e (hent, Pkzc,2).
e(hen Pkgc1), €(hens Pkre3), can be pre-computed to re-
duce the computational cost to *. Note that in TABLE IIl, the
cost of authentication phase is in the case of the linkability
required, and if without UCL, the cost of Authgy is 7Tg, +
(N; + 2Ny + 2) - Tg, + 7Tg, + 2T, and Verify2s™ is 5T, +
(Ng+ Ny - Np) - Tg, + 15T, + (6 + 2Ny) - T,.

TABLE Il
THE COMPUTATIONAL COST OF OUR SCHEME

Phase Algo. Comp. Cost (Theo.) Benchmark
(ms)
GenKge Tg, +3Tg, 0.65
GenKeg Tg, 0.08
Init. GenKy,, | NgyTg, + (N2 +1) - Tg 1.11
GenKgy Tg, 0.55
GenKe,,. Tg, 0.08
Regey Tg, 0.55
Reg. Regxe (B +2N)) - Tg, 3.44
Verify 9K Tg, + 3Tg, + (2N, + 2)T, 127.21
Iss Issuegy, Tg, 0.55
' Issuey,, (Ngy +5) - Tg, 0.56
Verify&ed (N, +1)-Tg, +2T, 17.15
9T, + (N; + 2N; + 14818
Authgy 2) - Tg, + 7Tg, + 2T,*
P ez | .
G, Gr 1) 10.27
T,*
Gendpr 2Tg, 1.10
Pay. Transgy 3Tg, + Tg, 3.17
Verify gy, 7Tg, + 2T, 1.30
Accge Te 0.08
Acc. Updatege Ng, -IT(E1 0.08
In TABLE IIl, we assume that {N, = 2}ke[N7]' N, =5,



Ng =10, N =3, N == 7, N; == 20, N, == 1. It is easy to
see the computational cost of each phase can be afforded by
each entity within the reasonable limits.

From TABLE Ill, we observe that the cost of Authgy(+) is
related to the number of issuers and presented attributes that
access policy requires, and the execution of the algorithm is
more frequently than other algorithm in PAP. From the view
of the number of issuers N;, Figure 5(a) presents the N;-
changing trend of computation cost of Authgy,(-) in two cases:

(1) Case 1: Without preprocessing of redactable signatures,
the computational cost straightforwardly grows linear, and the
computation complexity is O(N + N;).

(2) Case 2: In Authgy (), EV can compute {6y 1, G 2 }ken,
g4,0,,d, in advance if the access policy I is known. Conse-
quently, the computational cost is reduced from * to 6Tg, +
Ny - Tg, + 7Tg, + 2T,, the computation complexity changes
to O(Ny).

Furthermore, Figure 5(a) also presents the corresponding
cost of Verify2dth(.) that raises as the number of issuers in-
creases.

The number of
The number of presented attribut

50
Computational cost(ms)

(b) The effect of different numbers of
presented attributes on the com-
putational cost when the aggre-

Computational cost(ms)

(a) The effect of different numbers of
issuers on the computational cost
when N, = 10 attributes need to
be presented according to a fixed gated credential contains creden-
access policy. tials from N; = 5 issuers.

Figure 5. The analysis of the computational cost in different authentication
case with the assumption that credential contains thirty attributes.

From the view of the attributes presented, we have an inter-
esting result, as shown in Figure 5(b). Assuming that EV’s
credential is from a fixed number of issuers, it is not hard to
see the fact holds due to the number of redaction operations
decreasing as the number of presented attributes increases in
the authentication phase. On the contrary, the computation

cost of Verify2dth (-) arises normally.

10000007

ER
R

%

Computational Complexity
Computational Complexity

S
<

(@) CS method

(b) Traditional method
Figure 6. Comparison between the CS method and the traditional method
We next analyze the performance of another essential algo-

rithm, i.e., Updatege(-). The computation complexity of the

algorithm is O(rgv-log%) as explained in Sec I11.C, where

Ny, is the maximum number of EVs, 1, is the number of re-
voked EVs. Figure 6 illustrates an emulation of comparing the
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CS method[25] with the traditional method based on revoca-
tion list[21] (whose computation complexity is O(N;, — 13,))
for the updating operation, where we set N,,, € [10*,10°] and
1, € [0,1000]. The number of revocation tokens that need to
be updated for the CS method and the traditional method is
shown in Figure 6(a) and Figure 6(b), respectively. As seen in
Figure 6, ours is more efficient.

VI. RELATED WORK

As for anonymous authentication in V2G networks, there
has existed a huge amount of work, such as [5]-[12], [43]-[54].
Unfortunately, none of these schemes satisfy the security re-
quirements of accountability, revocability, anonymous pay-
ment, and Min-AD at the same time. Additionally, in the case
of anonymous payment, to our best knowledge, although the
general decentralized payment schemes[13]-[15] can support a
certain degree of anonymity, they still have the limitation of
high computational cost and the lack of accountability. Be-
sides, existing decentralized payment schemes for V2G[36]-
[41] either fail to provide anonymous authentication or are
computationally expensive.

Finally, we compare the proposed scheme to other existing
schemes[5], [7], [8], [43] as TABLE IV, where the security
and privacy requirements are defined in Section I111.B. In TA-
BLE 1V, the schemes all satisfy the requirements of anony-
mous authentication, non-frameability, and unforgeability of
credentials. However, none of these counterparts consider the
property of accountability, anonymous payment, revocability,
and Min-AD, which are also essential security requirements in
practical V2G networks. Compared with these schemes, our
scheme ensures all of the proposed security requirements,
which can better protect EVs’ privacy.

TABLE IV
COMPARISON OF DIFFERENT SCHEMES
Security & Privacy Hou W Jiang Z Gope | Zhang Our

Requirements [7] [8] [43] [5] scheme

Ano.Auth. 4 4 4 4 4

Non-frameability v v v v v

Accountability v x x x v

Anon. Pay. x x x x v

Unfor. v v v v v

Revocability v x x x v

Min-AD x x x x v

UCL x x x x v

VII. CONCLUSION

To protect physical privacy, the capability to achieve au-
thentication and payment in privacy-preserving manner is cru-
cial in V2G networks. In this work, we introduced a new pri-
vacy framework PAP for V2G networks that supports anony-
mous authentication and payment, and features security prop-
erties of accountability, revocability, Min-AD, UCL, non-
frameability, and payment binding, etc. Moreover, PAP is a
radically different design which offers a new, practically rele-
vant balance between privacy and efficiency compared to all
previous approaches.
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IX. SECURITY ANALYSIS

This section presents the security model and security proofs
of PAP.

A. Security Model

We define the security properties for our scheme on un-
forgeability of credential, anonymity, payment binding, non-
frameability and accountability using the following Oracle
with two lists: Ly and L., which contains the identities of hon-
est EVs and corrupted EVs, respectively. In addition, we de-
fine a table T}, that stores the public-private key of EV and the
corresponding tokens, T, .4, Stores the wallet address of each
EV, T,.eq Stores the credential of each EV, Ty, Stores the
authentication information of each £V, T, stores the transac-
tion information. All lists and tables are initialized to be emp-
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ty.

! -0.,,(): on the input of an identity j, if j already exists
(i.e.,j € Ly U L), this oracle outputs L. Otherwise, it returns
(pkgvj, Skgvj) and adds j to L.

-0,,.(j): on the input of j, if it does not exist for j & Ly, this
oracle adds j to L. Otherwise, it removes j from Ly and add it
to L., then returns (pkgvj,skgvj) and all the associated cre-
dentials.

- Oaqar(j): on the input of an identity j, it generates
(PR, sk,

-Oy: on input of the hash function, it outputs corresponding
hash value.

- Orec(j) : on the input of the identity j, it runs

Regze <pp’*5km€oi;) to output token tk;.
Pkev) 7 /

-O1ss(pp, pkey;): on the input of an identity j, and a set of
attributes {q;}/=,, ifj & Ly, this oracle outputs L. Otherwise,
it generates cred; and {a;;} and stores then in T,,o4.

-Oaurn(, {ax,:}, I): on input an identity j, the attribute set
{a,;} and access policy I, if j ¢ Ly, outputs L. Otherwise, it
outputs (77", cred;).

-Opcc(, m™™): on input an identity j and its proof "™
outputs tki“* if j € L and L otherwise.

-Oygr(tx, j): on input the identity j and the transaction tx,

if j € L¢, it returns L. Otherwise, it outputs the wallet address

addr
pkev;”.

Definition 7 (Authentication anonymity): The authentica-
tion scheme is anonymous if Adva"°® = |Pr[EXP3"°~*(1%) =
1] — Pr[EXP3"°~°(1*) = 1]] is negligible for any polynomial-
time adversary A.

The EXP3"°~P experiment of authentication anonymity is
defined as follows:

EXP3rO~P(1%):

pp < Setup(ll)

(Pkze, Skze, apkzc, askzc) < GenKge (pp)

b « AV OLcOcOrEGOacc (pp, ke, Skpe, aApkrc, Pkissys Skiss,)
return b

Definition 8 (Unforgeability of credential): The credential
scheme is unforgeable if Advf = |Pr[EXP4f(1*) = 1] is
negligible for any polynomial-time adversary A.

The EXPYf experiment of unforgeability is defined as fol-
lows:

EXPYf(1M):

pp « Setup(l")

(Pkamk»Skauk) < GenK,,,(pp)

6151\]7) — A%ss (pp, Pkev,) Skev,, {ak,i}r 51Ek)r nﬁrEd)

(Ppr {pkhék}ke[m' skev, &éNﬂ))

return 1; Else return 0

cred

If 1 « Verifygy;

Definition 9 (Accountability) Our privacy-preserving au-
thentication scheme guarantees accountability if Adv@cc =
|Pr[EXP3°¢(1*) = 1]| is negligible for any polynomial-time
adversary A.

The EXP3°° experiment of the accountability is defined as
follows:




EXP3°(1%):
pp « Setup(lx)
(Pkre, Skre, apkpc, askzc) < GenKge(pp)
(”;‘auth: ij) « AL O1cOaccOREGOIss (pp, Pkge, ASkge, apkzc)
If 1« Verifygy™ (PP:Pksvj'Pkﬂuk'”J'authr@jr{ai}iez,-) Atk <
Accrc(pp, T, askge) A th? € dbpeg
return 1; Else return 0
Definition 10 (Payment anonymity): Our scheme satisfies
payment anonymity if AdvP? = |Pr[EXPR* M (1}) = 1] -
Pr[EXP2~°(1%) = 1]| is negligible for any polynomial-time
adversary A:

The EXP‘Z""_b experiment of payment anonymity is defined
as follows:
EXPP*P(1%):
pp « Setup(l}‘)
(pkes, skes) < Z.Setup(1*)
b  AOaaarOvercn (pp, Pkev; Dkeme, Pkes, info
return b

Definition 11 (Non-frameability): Our scheme satisfies
non-frameability if Adv™® = |Pr[EXP3f(1%) = 1] is negligible
for any polynomial-time adversary A:

The EXPIf experiment of non-frameability is defined as
follows:
EXP3{(1%):
pp < Setup(1*)
(Pkre, Skre, apkpc, askgc) < GenKge(pp)
(ijuk‘ Skyss,) < GenKy,,(pp)
(n]giuth’ @j) -
oA BV OLcOREGOtss OnuTH (pp, Dkge, Skze, apkzc, askzc)

PP, Pkey ;s Pk sy,

ﬂ]?um, @j, {ai}ielp)
return 1; Else return 0
Definition 12 (Payment binding): Our scheme offers pay-
ment binding if Adv®™® = |Pr[EXP5™4(1%) = 1] is negligible
for any polynomial-time adversary A:

The EXP5™ experiment of payment binding is defined as
follows:

pay)

If 1 « Verify2yth (

EXP5nd(1%):

pp < Setup(1*)

(Pkemer Skeme) < GenKey,e (pP)

tx & ACLrOLeOGENOITCOAT (pp, ke, Dhes, iNfOpqy)

If 1 « Verifyg;,. (pp, skeme tx)
return 1; Else return 0.

B. Security Proof

Theorem 1. Under the XDH assumption, the PAP scheme
is anonymous in authentication phase. More specifically, if
there is a PPT adversary A that succeeds with a non-
negligible probability to break the authentication anonymity
(Definition 7), then there is a polynomial-time algorithm §
that solves the XDH problem with a non-negligible probabil-
ity.

Lemma 1.1 Under the XDH assumption, no PPT adversary
A can break authentication anonymity without linkability with
a non-negligible probability.

Proof. Suppose A can break the authentication anonymity
of our scheme with non-negligible probability. We can build a
polynomial-time simulator S that breaks XDH assumption as
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below. S is given as input a tuple (u,v == u% w :=u?,z),
where u € Gy, a, b € Z,, and either z = u® or z is a random-
ness in G,. § decides which z was given by interacting with
A.

Setup. § generates the public system parameter pp :=
(Gy, Gy, 91, G1, 91, 92, €, H1, Hy, Hy) as usual. In PAP, RC can
be viewed as two entities: an issuer of tokens and an account-
ability authority, where issuing key pair is (pkge, Skge) and
accountability key pair is (askge = a, apkge = u?). A can
corrupt entities other than accountability authority to obtain
their key pairs. Subsequently, § answers the oracle queries as
follows:

-Oy: § can answer to the hash queries for H, ,H,,H;, if the
input has not been queried before, return ¢ < Z,, otherwise
return the previously queried result.

-ORrgg: A requests for registering a new identity j. If j ¢
Ly, S sets Ly « Ly U {j}, and then generates its key pair
(pkgvj,skgvj) and S receives token tk; from A. If j € Ly, §

interacts with A to obtain tk;.

-Ogy: on the input of an identity j, it returns (tkj,skgvj)
and adds it to Ty,.

-0, on the input of an identity j and the public key pkgvj,
ifj&LyULc, it sets pkgvj = pkgvj and adds j to L., other-
wise returns L.

-Opcc: on the input of the authentication information

th —
T = (‘plx P2, P3, Wy, WeJWntwn: Woxwﬁicauth' E) : If

Skgl;]. € Ty, S Can compute s, = w, — Cqyin * Skg]]j, Dy =

Cquth'Skev;

Je(apkge, Pkrea)"
)~Cauth and then set

e(91,92)"""e(g1, g2)""e(91, 92)

Pk
e(apkge, g2)"Pe(g1,92)" (%

Hs (@1 I 2 Il @3 I DI 11 D3 1 D 1| E Il cred)) = Clyy, i
Cauth = Cautn » S Can output the corresponding tki“* by
searching Ty, and store (j, tk{°") in Ty, Otherwise, return
1.
-Ocy: on input of the identity j,+, b* € {0,1}, if j,- € Ly, S
takes out a tk;b* from Ty, and simulates askge = a, apkge =
ey

V,Sk((,g =b, apk;COts = 2,(91, 91, P3) = (u, tkjacc* - Z, W) .

Next, it chooses sk(p), 1, Wy, Wz, Wi, Wy, Wo, Wy, Conen < L,
if cien has been queried before, aborts, otherwise it computes
(o1 = @1, @5, @3 = 903,D1’*,D§*,D§*,E*,c/r—eaj*) as usual, sets
Hs(oi Il @3 I @3 11 DI 1 Dy | D5 I E* |l cred)) = Chyen
and finally outputs n?‘bith* and adds it to the table Tyy¢p-

Output. A outputs b’ € {0,1}. Let u be the probability that
A can succeed in breaking the anonymity in authentication
phase. If z = u®, then log}, = log%, and Pr(b’ = b*) > % +
u. If z is random, Pr(b’ = b*) = % Hence, if A can win the
game with a non-negligible probability, then S can solve the
XDH problem with at least % probability.

Lemma 1.2 Under the XDH assumption, no PPT adversary
A can break authentication anonymity in the case of linkabil-
ity required with a non-negligible probability.



Proof. Suppose A can break the authentication anonymity
of our scheme with non-negligible probability. We can build a
polynomial-time simulator § that breaks XDH assumption as
below. S is given a tuple (u,v == u% w = u?,z), where u €
Gy, a,b € Zy, and either z = u® or z is a randomness in G;.
S decides which z was given by interacting A.

Setup. § generates the public system parameter pp :=
(G1, Gy, 91, 91, 91, 92, €, Hi, Hy, Hy) as usual and creates a
special user j" where its secret key skey;, = log, v, however

S does not know the secret key. S creates rest of the users by
running the Regze With A.

-Oy: S can response to the hash queries for H;,H,,H; as
follows:

1) Hy: let g, be the expected number of unique H; queries.
S chooses a random j € [1, q;,]. If the input has been queried
before, it returns the previously queried result. Otherwise, if
the input is the j-th unique query on H;, § chooses a random
r « Z, and returns w". For the rest of the queries, § chooses a
random r « Z, and returns u” . Let bsn® denote the j-th
unique query.

2) H,: only need to ensure its collision resistance.

3) Hj: if the input has not been queried before, return ¢ «
Z,,, otherwise return the previously queried result.

-Ogrgg: A requests to register an identity j, and S responses
Jj' € [1,q], q is the number of register requests from A. If j =
j', S sets pkgyj, = pkgvj and randomly chooses c*,s; < Z,

to compute A* := gf‘;pkg_]f;,. Then, the oracle performs a
patching operation by setting Hs (pkxc Il pkgvj | A) =c". If

¢* has been queried before, aborts. Otherwise, S receives to-

ken tk; from A. If j # j', § chooses ska,j < Z,, computes

pkgvj = glskwf. If pkgyj = v, aborts, otherwise, § runs the
rest of protocol as the honest EV with A as the RC, and re-
ceives the tokens.

-OauTh: ON the input of identity j, if j # j', S is then able to
execute the Authgy, (+)in the authentication process. Otherwise,
S performs as below:

1) If bsn =1,8 chooses a random r « Z
u” and @, = v".

2) If bsn = bsn*, aborts.

3) If bsn & {1, bsn"}, § searches the log of H; queries and
retrieves r where H; (bsn) = u". § sets B := u” and computes
Q="

Next, § takes out a tk;» and cred;s from Ty, and chooses

p» and sets B :=

skl()g*,rl;*,wz*,wg,W,;,W,*l,wg,wﬁ*,(czuth «1Z, to compute
$1, 92, 93, 91 Y5, Op1, 02, 017,027, 67, E*, D", Dy, D3 s
usual. And it patches the hash by setting Hs (@3 Il @3 Il @3 I
@i Il @5 | DI I Dy | D5 | E* |l cred)) = Clyyep. I it fails, S
aborts; otherwise, S outputs T := (¢, 93, @3, @i, ¥z, w5,
W2, Wy, Wi, W, W, Coens E*).

-Ogy: on the input of an identity j, if j # j', it returns skey ;
otherwise, aborts.

-Ocy: on input of the identity j,-, b* € {0,1}. If j’ & {j,,j1}
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or bsn & {1,bsn*}, aborts. Otherwise, § picks j,- =j', if
bsn =1,§ chooses a random r « Z,, and sets B := w" and
@, = z". If bsn = bsn", § searches the log of H, queries and
retrieves r where H;(bsn) = w". § sets B := w" and com-
putes ¢, :=z". And then § performs the rest protocol as
OauTh-

Output. A outputs b’ € {0,1}. Let u be the probability that
A can succeed in breaking the anonymity in authentication
phase and the probability that § does not abort is 1/(qy, - q). If

z =u®, then log? = log?, and Pr(b’ = b*) > %+ u. If zis
random, Pr(b’ = b*) = % Hence, if A can win the game with
a non-negligible probability, then § can solve the XDH prob-
lem with at least % probability.

Theorem 2. Under the PS assumption, the PAP scheme has
unforgeability of the credentials. More specifically, if there is
a PPT adversary A that succeeds with a non-negligible prob-
ability to break the unforgeability (Definition 8), then there is
a polynomial-time algorithm § that breaks the PS assumption
with a non-negligible probability.

Proof. Suppose A can break the unforgeability of our
scheme with non-negligible probability. We can build a poly-
nomial-time simulator § that break PS assumption as below.
Let a € G, and the tuple (a,a**™) be a PS assumption for
(g%, g3), where g, is the generator of G.

Setup. § initializes an empty keylist %, which stores the
public key of issuers and generates the public parameter pp =
(Gy, Gy, 91, G1, 91, 92, €, 0, Hy, Hy, Hy). A may request to add
pk, that contains q elements to % . Note that whenever
A wishes to add an issuer’s public key pk; to K, it must
prove knowledge of the corresponding secret key.

- Orgs: A requests to add a signature for attribute-set {a;}
under pk* to the aggregate signature * for attribute-set:

({al'i'@}ie[q]'{az'i'@}ie[q] ...... '{an‘t'i’%}ie[q]) under public keys
(Pkigs e - PKn; ), S Verifies 6" and requests a signature on
the attribute-set {a;}, which outputs (6, 6,). All public keys
were previously certified, so § knows the corresponding secret
keys. Thus, § chooses r < Z, , and returns 6,,; «
Issuey,s(pp, pkey,, sk, {a;}, 6, mgred) , which is valid on

({al_i_g}ie[q], {az'i'%}ie[q] ...... , {an‘l'i'%}ie[q] , {ai}ie[q]> under

(pkm, ...... ,pkn%,%,pk*).
Finally, A breaks the unforgeability of credentials that
means it generates an aggregate 6"

signature &* on
({ai'l}ie[q]' {ai'Z}iE[q] ...... ’{ai""v*}ie[q]) under public keys
(Pkq, con o ,pky;). The adversary succeed if the aggregate sig-

nature 6* passes VerifySied, and there exist a value k* € [Ny ],

such that pk,+ = pk* and set {a;*,i}ie[q] was not previously

submitted to Oy for aggregation by using pk*. And all other
public keys must be added in K, which means that pk, €
¥, Vk # k™.

The above simulated signature and actual aggregated signa-
tures both have the form (z,t"), § simulates perfectly, where


javascript:;

T € G, isauniform element and ' € G, is the unique element
satisfying: e (T, Tkemny) Xi - (Pkio,q)* % - (pho) ™ &u -
[Tkern,) Hierq) (ki i) ™4 - [icrqi (ki) = e(z’, g2), which
has the same distribution as the actual one. According to the
assumption, A can output a forged aggregate signature 6* =

(67,65) on ({airl}ie[q]'{ai’Z}ie[q] ...... ,{ai,Q}ie[q]) under public
keys (pky, ... ... ,pky;). And S can extract all corresponding
secret keys and compute G; « 65 -

[Tiesnr Hie[q](6f)_(xk+yk,ia;c,i) .pkg}yf"’ and finally outputs a

Ax Ak

PS signature (&7, ;) for {a;;*’i}ie[q] under the challenge key
pk*.

According to the above, an adversary that can forge a valid
credential can forge a PS signature, and further break PS as-
sumption[30]. Thus, PAP has unforgeability of the credentials,
if PS assumption holds.

Theorem 3. Under the g-SDH and gq-MSDH-1 assump-
tions, the PAP scheme supports accountability(Definition 9)
and unforgeability of revocation tokens. More specifically, if
there is a PPT adversary A that succeeds with a non-
negligible probability to break the accountability game or
unforgeability game, then there is a polynomial-time algo-
rithm § that solves the g-SDH problem or g-MSDH-1 problem
with a non-negligible probability.

Lemma 3.1 Under the g-SDH assumption, no PPT adver-
sary A can break accountability with a non-negligible proba-
bility.

Proof. Given (G4, G,, 91, 1, 91, 92, €, H1, Hy, H3) and (q —

1

1) SDH tuple {(S;,7,)}; as input, where S; = g*1*7i, g =
g14:", one more (S,n) can be transformed into a solution to
g-SDH problem. We assume that if there exists a PPT adver-
sary A that can break the accountability of our scheme, S can
solve the g-SDH problem in polynomial time.

Setup. It sets that g = @(9g,), Pkres = ngl and S; ==
1

g%t while & is unknown to S. After that, S selects a, b,
1

b —_—
«1Z,, and computes that g, == @((pkxta™ - g,7)* - g,° =
b(§s -1

g @ . Finally, § sends (G4, Gy, g, g1, 2, €, DKze 1) 10 A.

-0,,,- Upon the input of the identity j, if j # j', S proceeds
as usual. Otherwise, it returns (Pkev;,m))-

-0, If S receives a query on an honest j, § returns skgvj
in the case of j # j' and otherwise, aborts.

-Oy: § can response to the hash queries for H, ,H,,H;, if the
input has not been queried before, return ¢ « Z,, otherwise
return the previously queried result.

-Orea: A requests to register a new EV;,and § randomly re-
sponses j' € [1,q]. If A inputs j, § chooses skey, and stores

(j,skgvj,pkgvj,pj), and if A inputs j and skgvj, S adds

(j,skgvj,n}"k, pj) to Lc and runs as usual. In the case of j #

j', 8 sets th?" = g®,n" =7 and sends (1", tk?*") to A .
Otherwise, either § chooses ska,]_ < Zy or A sends a skgvj,
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1
" aces skey . \E1+77
and S sets thier = (g 01 5"1)51”’1 =
Sksvj Sksvj‘b(n—nj) S
STt g™ AT skey; is from A, § adds
(j, Skng, pkng, t'k]?cc*‘ p]) tO Lc.
-Oiss: 8 simulates the Jss to execute Issuege(+) protocol

and can also act as any honest j', if j # j. Otherwise, it simu-
lates the proof of knowledge of skey; and forge a credential

cred;.
-Opcc: on input of a proof nja‘“h, it runs Accge(+) and re-
turns its output.

. . [
Finally, A outputs (n]?“th,cred]’) and § can extract
(skgvj,n*, tkf‘“*). Based on forking lemma[58], § can choose
Cauth1+ Cauenz @nd control the hash values corresponding to
((pI,(pE,(pé,(pZ, ¢z, D{,D;,D3,E*, cred]’). At the same time,
A 1esponses (wy 1, Wy 1, Wy 1, Wi 1, Wo 1, Wp 1) and (wy 2, W ,
Wy 2 Wno Wo2,Wg,) . Then, § can compute skjjq,j =

|Wé,1 - Wz’,2|/|C:1uth,1 — Cauth,zl ) Nt = |Wr’1.1 - Wr’1.2|/
|Couen1 — Cauen,z| aNd th7 = @1 /($3)* = . Additionally,
if 7i' & {n, 71, ...,n4—1}, S can obtain another valid tuple (5" :=

. e b/ (amskiy +biskiy (n1")
(gecr - g~*%1%) ) . And f

tkic € {tk?**} An® #n, S aborts. Otherwise, S can ob-

«  b\gTske 1
tain (§' = <t'k}‘-"cc* -g_Sk‘WJ"E> = gs*7", ™), which is
a SDH tuple.

Therefore, if A breaks accountability with a non-negligible
probability, § can solve the g-SDH problem with a non-
negligible probability.

Lemma 3.2 Under the g-MSDH-1 assumption, no PPT ad-
versary A can break unforgeability of revocation tokens with
a non-negligible probability.

Proof. The proof of the unforgeability of tk;*V relies on g-
MSDH-1 assumption, which can refer to [56].

Theorem 4. Under the XDH assumption, the PAP scheme
is anonymous in payment phase. More specifically, if there is
a PPT adversary A that succeeds with a non-negligible prob-
ability to break the payment anonymity (Definition 10), then
there is a polynomial-time algorithm § that solves the XDH
problem with a non-negligible probability.

Proof. Suppose A can break the anonymity game of our
scheme with non-negligible probability. We can build a poly-
nomial-time simulator § that break XDH assumption as be-
low. S is given a tuple (u, v == u®, w = u?, z), where u € G,
a,b €Z,, and either z = u® or z is a randomness in G,. S
decides which z was given by interacting with A.

Setup. § generates the public system parameter pp :=
(G4, Gy, 91, 91, §1, 92, €, Hy, Hy, Hy) as usual. A can corrupt
entities other than Cm+#, and set the key pair of Cmt
(Pkeme =V, Skeqe = a). Subsequently, S answers the ora-
cle queries as follows:

- Opgar . On the input of an identity j, it generates



(pkgf}?r addr) and stores in Tygqy-

-Oy: § can response to the hash queries for H,,H,,H;, if the
input has not been queried before, return ¢ « Z,,, otherwise
return the previously queried result.

- Oygr : oONn input of
O_ots' pkaddr ’ if Skg%?r € TAddr ) S

sk(z)

can compute sk ) = w, + Cpay - sk&" . Ri=g, o,

— (i ch .
tx := (info,q,, " =

(Cpay, W1, W2, R3), m?

(Cpay = H3(1nf0pay ” pkaddr ” kaS ” ka‘mt ” Ri ” RZ ”
R3), if Cpay = Cpqy, it can output the corresponding pkaddr*
and stores (pk"‘ddr* tx;) in Ty
-Ocy: on input of the identity j,«, b* € {0,1}, if j,« € Ly, §

simulates ske,.: '=a , Pkepe =7V , sk((,g sk?“}?r =b ,
(1), addr
Skots SkSV
7. dd
PReme =z (gi’Ql’QJ) = (u w, pkey)" - ) '

kg{}}dr = (Q;,Q}). Next, S chooses w;, w3, Cpqy « Z,, and
computes Rj, R;,R; and patches the hash value by setting
H, (lnfopay I pk“‘“‘r Il pkes | pReme | RS IR 11 RS I

n]?‘“th*) i= Cpqy, and finally outputs tx;, to A and adds to

Ttx-
Output. A outputs b’ € {0,1}. Let u be the probability that
A can succeed in breaking the anonymity in payment phase. If

z =u%, then logy = logZ, and Pr(b* = b") > %+ w. If z is
random, Pr(b* = b") = % Hence, if A can win the game with
a non-negligible probability, then § can solve the XDH prob-
lem with at least - probability.

Theorem 5. Under the DL problem, the PAP scheme has
non-frameability(Definition 11). More specifically, if there is a
PPT adversary A that succeeds with a non-negligible proba-
bility to break the non-frameability, then there is a polynomi-
al-time algorithm § that solves the DL problem with a non-
negligible probability.

Proof. Let (g,,9:%) be a DL challenge in G,. We assume
that there exists an adversary A that can break the non-
frameability of our privacy-preserving scheme and a simulator
S that solves the DL problem in polynomial time. And §
simulates adversary A’s environment.

Setup. § generates the public system parameter pp :=
(G1, Gy, 91,91, 91, 92,6, H1, Hy, Hy) as usual and 3’ €
Ly, skgvj, =z, A will try to impersonate the j'-th honest EV

without knowing its secret key. Then § answers the oracle
queries as follows.

-Oy: § can response to the hash queries for H,,H,,H;, if the
input has not been queried before, return ¢ « Z,, otherwise
return the previously queried result.

-Ogrgg: A requests to register an identity j, and S responses
j'€ll,q]. fj=j", § sets pkgvj, = pkey, and randomly
chooses c*,s; « Z, to compute A" := gf:‘pkgvc;,. Then, the

oracle performs a patching operation by setting H;(pkxc |l
pkgyj Il A*) = c". Next, S receives token tk; from A. If j #
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j'» 8 interacts with A to obtain tk;.

-Orss: A requests to register an identity j, and S responses
j'€[1,q]. If j=j' § simulates the proof of knowledge of
Skng, as Orec performed and receives cred;s from A by exe-

cuting Issuege. If j # j', § interacts with A to obtain cred;.

-0, If S receives a corruption query on an honest £V}, §
returns (pkgvj,skgvj) in the case of j # j' and otherwise,
aborts.

- Ogy : on the input of an
(cred;, tk;, Skg‘vj) and add it to Tyy.

-Opyty: If the showed attestation belongs to j # j', S is
then able to execute the Authg,(+)in the authentication pro-
cess. Otherwise, Skgvj, is unknown to § and § takes out a tk;/

(D)=

ots ’

identity j , it returns

and cred; from Ty, and chooses sk, , 7', wy, W, wy,

Wg, Cauen < Ly t0 COMpUte @7, 93, 93, 01, P5, 6k 1, 6% 2, 01
o), 65, E*, D", Dy*, D" as usual. And it patches the hash by
setting Hj (go{ o> 1 @31l @3 @z I DI 11 D;* | D" I E* I

cred;r) = Cpyen- IT it fails, S aborts; otherwise, S computes

Fom (X0 Than ' ()7 and e (T Kg o)
Bt = (F-elop ) ™"

(01, 03, 03, Qi 05, W5, We, Wy, Wy, W, Wg, Canen, E7), cred)
= ({641, 6r2 31, 01" 05", 67), output (3", cred;) to A.

Wn,WO,

auth*

Then § can set T =

Once A presents its ( auth= Cred].,), S can extract the
knowledge of skgvj. By using the forking lemma[58], § can

rewind A and control the result of the hash by choosing two
different  values the  same

(01,03 93 03, 05, D', Dy, Dy’ E*, cred;: ) while A respons-

! !
Cauth,l ’ Cauth,z to

! ! ! ! ! ! ! ! ! !
€s (Wz 1 r)l:We 1:Wn 1:Wo 1:W[3 1) and (Wz 2y n,ZJWe,Z'Wn,ZJ
Wo2, W5 ). Next, S obtains skzy, = w1 |/ Chuens —

Cauth,2| @nd returns it as a valid solutlon to the DL problem.

Therefore, if A succeeds to impersonate an honest EV with
a non-negligible probability that can pass Verify2it™h, s can
solve the DL problem with a non-negligible probability.

Theorem 6. Under the PS assumption, the PAP scheme has
payment binding(Definition 12). More specifically, if there is a
PPT adversary A that succeeds with a non-negligible proba-
bility to break the payment binding, then there is a polynomi-
al-time algorithm § that breaks the PS assumption with a non-
negligible probability.

Proof. The OTS of PAP in payment phase relies on the un-
forgeability of PS signature, which can refer to [30] and since
PS signature cannot be forged, our g, supports unforgeabil-
ity, thus, no PPT adversary can break the payment binding.

|Wzl



