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Abstract. This paper presents the first generic black-box construction of registered attribute-based encryption (Reg-
ABE) via predicate encoding [TCC’14]. The generic scheme is based on k-Lin assumption in the prime-order bilinear
group and implies the following concrete schemes that improve existing results:

— the first Reg-ABE scheme for span program in the prime-order group; prior work uses composite-order group;

— the first Reg-ABE scheme for zero inner-product predicate from k-Lin assumption; prior work relies on generic

group model (GGM);

— the first Reg-ABE scheme for arithmetic branching program (ABP) which has not been achieved previously.
Technically, we follow the blueprint of Hohenberger et al. [EUROCRYPT’23] but start from the prime-order dual-
system ABE by Chen et al. [EUROCRYPT’15], which transforms a predicate encoding into an ABE. The proof follows
the dual-system method in the context of Reg-ABE: we conceptually consider helper keys as secret keys; furthermore,
malicious public keys are handled via pairing-based quasi-adaptive non-interactive zero-knowledge argument by
Kiltz and Wee [EUROCRYPT’15].

1 Introduction

Registered attribute-based encryption (Reg-ABE) [HLWW23] is an emerging primitive that extends attribute-based
encryption (ABE) [SW05,GPSWO06] to avoid key escrow issue. Conceptually, this is an extension of registration-based
encryption (RBE) [GHMR18]. A Reg-ABE for predicate P : X XY — {0, 1} is established by publishing a common refer-
ence string crs. A user can generate his/her own key pair (pk, sk) locally and register (pk, y) for some y € Y into the
system. The registration is carried out by the curator in a public and deterministic manner, and will produce a master
public key mpk for encryption as traditional ABE. The user can decrypt a ciphertext for x € X using his/her sk when
P(x, y) = 1 along with so-called helper key hsk obtained from the curator during registration phase. Furthermore,
each registration might trigger an update to all users’ helper keys.

Existing Reg-ABE can be classified into two classes: (1) Early work [GHMR18,GHM*19,GV20,CES21] uses non-black-
box technique based on garbling scheme [Ya082,BHR12] or indistinguishable obfuscation (i0) [GGH*13,JLS22]; while
(2) recent work [GKMR22,DKL*23,HLWW23,FFM*23] uses black-box technique based on concrete assumptions in bi-
linear group or integral lattice.

This work explores a systematic way to build pairing-based Reg-ABE in a black-box fashion: we want to cover a
large set of functionalities in a unified framework. All prior work [GKMR22,HLWW23,FFM*23] focused on a single
specific predicate. See Figure 1 for more details.

1.1 Results

In this work, we propose a generic Reg-ABE scheme via predicate encoding [Wee14,CGW15]. It works with prime-
order bilinear group and the security is based on the well-known k-Lin assumption for k > 1. Given our knowledge
of existing predicate encoding [Wee14,CGW15], this implies:

- the first Reg-ABE scheme for span program in the prime-order group; this improves the result of [HLWW23] which
supports the same predicate in composite-order groups;



- the first Reg-ABE scheme for zero inner-product predicate from standard assumption (k-Lin); this partially resolved
the open problem posted in [FFM*23]: the RIPE in [FFM*23] relies on generic group model (GGM) but achieves
attribute-hiding; note that, even without attribute-hiding, the RIPE [FFM*23] does not seem to get rid of GGM;

- the first Reg-ABE scheme for arithmetic branching program (ABP) that goes beyond span program.

See Figure 1 for more details. We also highlight more implications thanks to the result in [ABS17] and more subse-
quent work on predicate encodings: we are able to come up with different variants of all Reg-ABE schemes mentioned
above, such as dual of policy (i.e., “key-policy vs ciphertext-policy” transformation) and composition of policies (i.e.,
disjunction, conjunction and negation of predicates).

reference functionality assumption
[GKMR22] Equality Check (IBE) prime, g-type/DBDH
[HLWW23] Span Program composite, static
[FFEM™*23] Inner-Product Predicate prime, GGM
§D.1 Span Program prime v/, k-Lin v/
§D.2 Inner-Product Predicate prime, k-Lin v/

§4 Arithmetic Branching Program v/ prime v/, k-Lin v/

Fig. 1. Summary of black-box construction of pairing-based Reg-ABE. In the column assumption, “composite” and “prime” indicate
composite- and prime-order bilinear groups respectively; “static” means a specific set of static assumptions, “GGM” stands for
generic group model; for k-Lin assumption, we allow k > 1. We use v'to highlight the advantage of our scheme over prior ones
supporting the same predicate.

+ [FFM*23] also achieves attribute-hiding while ours in Appendix D.2 does not; we note that, without considering attribute-hiding,
their scheme does not seem to be provably secure under standard assumption.

Strategy. We follow the blueprint by [HLWW23] and focus on a weaker primitive called slotted Reg-ABE. A slotted
Reg-ABE scheme for L € N slots (L-slot Reg-ABE for short) is similar to the standard Reg-ABE except that the curator
is replaced by an aggregator who simply collects all L public keys and generate mpk and hsk’s once for all. Here,
the aggregator is stateless while the curator is stateful which allows us to register the L public keys in a one-by-one
fashion. By this, we do not worry about update operations for now which can be handled by so-called “powers-of-two”
approach by [HLWW23]. In particular, [HLWW23] shows that one can use the approach to generically transform any
slotted Reg-ABE to a (full-fledged) Reg-ABE while preserving basic features such as predicates, assumptions, etc. In this
work, we give a pairing-based slotted Reg-ABE via predicate encodings from k-Lin assumption. We provide a detailed
technical overview of our slotted Reg-ABE scheme in the next two subsections.

Remarks. Before we proceed, we remark that our Reg-ABE inherits several restrictions from [HLWW23], compared
with prior RBE [GHMR18,GHM*19,GV20,CES21,DKL*23]. We highlight two of them:

— Our Reg-ABE only accommodates bounded number of users, the size of crs depends on the number of users. Note
that, almost all known RBE schemes supporting unbounded number of users [GHMR18,GHM19,GV20,CES21] re-
quire non-black-box techniques; the only exception is the recent LWE-based scheme by Déttling et al. [DKL*23].

— Our Reg-ABE requires an explicit verification of public key before registration, only those “valid” public keys can
be registered to the system, see Section 2.2. This is introduced by [HLWW23] to handle malicious public keys, see
Section 1.3, paragraph Handle Malicious pk; however, this is not needed in prior RBE schemes.

Itis an interesting open problem to explore whether these restrictions or relaxations are necessary to support expres-
sive predicates. See Section 1.4 for more discussions and open problems.



1.2 Overview of Slotted ABE

In this overview, we explain our construction of slotted Reg-ABE from predicate encodings. A L-slotted Reg-ABE for
P : X xY — {0,1} is governed by a crs; given (pky, y1),..., (pk;, y1) and crs, an aggregator can generate a master
public key mpk for encryption. For correctness, we require that one can use sk;, the corresponding secret key of pk;,
to decrypt when P(x, y;) = 1 where x is associated with the ciphertext. For security, when sk; is leaked, we require
that P(x, y;) = 0; when sk; is secret, it is allowed to have P(x, y;) = 1; here we neglect the case where pk; is malicious
for now and handle this case later on.

Starting Point: Predicate Encoding & Dual-system ABE. Let lower-case boldface denote row vectors and upper-case
boldface denote matrices. We first review the notion of predicate encoding and dual-system ABE [Wee14,CGW15] with
the notation in [ABS17,ACGU20]. A predicate P : X x Y — {0,1} has an (n, n., ni)-predicate encoding (PE) if: For all
x € X, y €Y, one can efficiently and deterministically find

nxne nxng 1xng Ne+ngk
CxeZ, ", KyeZ, ™, ayeZ, ™, dyy €Z,

ay Op,

that forms M, , = (Ky c, ) such that
- when P(x, y) = 1, we have Mx,yd;y =ef;

- when P(x, y) = 0, we have {x, y, &, (a||[W)Myy} 5 {x, y, & (O]|W)My,y } where w « Zp.
In the literature, they are called a-reconstruction and a-privacy which are used to ensure correctness and security of
ABE, respectively. (For the reader who is familiar with the notations in [CGW15], C4, Ky, a, correspond to sE, rE, kE,
and dy , corresponds to sD, rD.) Let G be a finite cyclic group with generator g and denote [x] = g*, we will start from
the following one-key ABE scheme:
mpk : [w, af; D

cty @[S, SWCx], [sa] - m;

sky : aay + wK,.
Decryption relies on the following equation:

(s - (aay + WKy)[|swCy)dy , = (sallsw)My ydy |, = (sal|sw)e; = sa 2)

where the second equation uses the a-reconstruction of PE; security follows from the a-privacy of PE. The actual proof
needs a composite-order group with subgroup decision assumption; we omit the details.

Zero-slot Scheme. The left-hand side of equation (2) immediately inspires the following (oversimplified) Reg-ABE
scheme where we can embed y to mpk so that an encryption under x reveals m if and only P(x, y) = 1. We call this
zero-slot scheme since there is no user to register at all.

crs: [w,al; 3

mpk,, : [aay + WKy, w, af;

cty : [saay + swKy, swCy], [sa] - m.
Observe that the structure of cty is quite similar to the left-hand side of (2); conceptually, we embed the decryption
procedure (not just the functional key sk, in scheme (1)) into mpk. Decryption uses the same equation as in scheme (1),
i.e.,, equation (2). The security follows from the a-privacy as well as DDH assumption. In particular, the proof works in
two steps: DDH assumption allows us to change the ciphertext ct, to

[day + WK, WCy], [&] - m

where &, W are uniform and independent of a, w; then privacy applies w.r.t. & and W. The proof is quite simple due to
the fact that we actually work in the one-key setting.



From Zero to One. We proceed to modify the zero-slot scheme to allow user registration. As [HLWW23], the user
will generate an ElGamal key pair: pk = [u] and sk = u where u is uniformly sampled by the user himself/herself. To
register this user, we simply replace o with a +u in mpk, and ct,. This means that, in cty, we actually encrypt [sa] by
ElGamal encryption under pk; the user who holds sk = u can recover the ciphertext in zero-slot scheme (3). In more
details, the one-slot scheme is

crs: [w,al; 4)
pk, sk : [u], u;

mpk ([(a+u)ay + WKy, W, af;

pk,y
cty : [s,s(a+u)ay + swKy, swCy], [sa] - m.

Here we add [s] for correctness. Clearly, one can publicly and deterministically compute mpk
this is an important feature for Reg-ABE. For security, we consider two cases:

ok, y from crs, pk and y;

- when u is leaked, we require that P(x, y) = 0, the security reduced to that for zero-slot scheme (3);
— when u is secret, we allow that P(x, y) = 1, the security relies on the fact that [sa] is hidden by [su] which is
basically the security of ElIGamal encryption.

A caveat is that we should also allow pk to be maliciously generated by the adversary; this is a stronger attack than
the first case and cannot be captured by the current scheme; we will defer the solution to the end of this overview.
Before we proceed, we mention that an alternative way to implement our strategy is to embed [u] as follows:

mpkpk,y ! [aay + WKy, w, o+ ul;

cty : [s, soay + swK,, swCy], [s(a+u)] - m.

They are basically equivalent. We will work with (4) that makes the follow-up discussion simpler.

From One to Many: Observation. We follow the strategy of [HLWW23,FFM*23] to build L-slot scheme based on
one-slot scheme that allows us to register (pky, y1),..., (pk;, y1) for a priori known L € N: we generate L parallel one-
slot schemes, register (pk;, y;) to j-th instance of one-slot scheme (or slot j for short) and “add” the corresponding

mpkpkj,y}, and ciphertext in a “component-wise” way. In particular, the scheme is as follows:

crs : [wj, o], Vs (5)
pk; : [wil;
ski : u;;
mpk : [2;((aj +ujay, +wiKy), 2wy, X oG]
cty : [s,8 2;((a5 +uj)ay, + wiKy,),s 3, wiCx], [s X o] - my
where j ranges over 1, ..., L and those terms with subscript j correspond to slot j. We encounter the same issue as
in [HLWW23]: even with sk; = u; and P(x, y;) = 1 for some i, we still cannot decrypt successfully as before due to

the “add” operation and the solution is to issue an extra helper key hsk; for each sloti € [L]. Omitting the term with
message m and fixing i € [L], the ciphertext is the “sum” of two parts:

[s,s((oq + up)ay, + wiKy,), sw;Cy], // local part;

[s,s Z#i((aj + u,-)ay]. + w]-Kyj), s Z#i w;Cyx], //mixed part.

The local part corresponds to one-slot scheme for slot i and can be handled via sk; as before, i.e., scheme (4); the mixed
part involves terms from all other slots. The helper key hsk; is designed to remove the mixed part.



From One to Many: Helper Keys via Pairing. A naive solution is to set
hski : 2jxi((aj +uj)ay; + wiKy,), 3 Wi
This definitely works but may suffer from “mix-and-match” attack. As an example, for L = 3, we have:
hsky — hsky + hsks = 2((aq + ug)ay, + w1Ky,,wq)

this allows user in slot 1 to recover a4 since u; is known to this user and hsky, hsksy, hsks should be public. Therefore, the
scheme is entirely broken. We fix the issue using the idea of achieving collusion resistance in ABE: we introduce differ-
ent random coins into different hsk; which avoids the above attack; this requires bilinear group. Let G; = (g1), G, =
(&2) be finite cyclic source groups of bilinear maps e and Gr be the target group. Write [x]; = g7, [x]2 = g}. We embed
mpk,cty in G; and set hsk; over G, with random coin r;:

hsk; : [ri, ri 2jzi (o + uj)ay, + wiKy ), 1i 3. Wil

This is analogous to the secret key in ABE and helps to recover the local part of ct, in the same form as before but over
Gr with random coin sr; instead of s:

[sri((o +up)ay, + wiKy,), sriw;Cy |1

Then, decryption of one-slot scheme gives [srja;]r when P(x, y;) = 1. However, one cannot use this to carry message
m: since o; and r; are fresh for eachi € [L], we have to include terms [srio |7-m, ..., [srpog ]7-min cty for correctness,
this further requires us to publish [ri0q]7, ..., [rLog]r in mpk, i.e., we have |mpk| = O(L), which is disallowed in Reg-
ABE. A common trick in the context of ABE is sufficient to fix this: we will include term [sa]r - m in ct, as usual and
connect o; and « via term [r;a; + o], in hsk;. By this, we do not make any change to ct and user in slot i can compute

e([s]1, [ria; + alo) = [sriai]r - [sa]r

which recovers m given [sr;a;]r we computed before and [sa]7 - min cty.

Summary. Putting all these together and writing «; as v;, we have the following scheme:

crs = [alr, [vj, wilh,  VJ; (6)
[ri, 1V, IiWj, iV + ]2, Vi # j;
pk; = [wil1, [wirjla, Vj#1;
ski = u;;
mpk = [;((v; +uj)ay, +WiKy,), 3, wjl1, [alr;
hski = i, 1i X (v + Uj)ay; + WiKy,), 11 2 jai W), Tivi + @23
[

cty = [s,s 2;((vj +uj)ay, + wiKy,),s 2, w;iCxly, [sa]r - m.

Here crs is constructed so that one can use it to generate mpk and hsky, . . ., hsk;, in a public way. To prove the security,
we will need to embed (6) into composite-order group. We decide not to dive into details in the composite-order group
and focus on prime-order scheme where we will handle malicious public key. Before that, we quickly mention the
connect to broadcast encryption (BE) by Gentry and Waters [GW09]: neglecting all terms involving wy, uy, ..., W, U,
the first row of crs is the master public key of BE, the second row of crs gives the secret keys for users 1,...,L and
cty is the BE ciphertext for set [L]. In another words, by introducing term [r;a; + o], in hsk; and crs in the previous
paragraph, we actually employ Gentry-Waters BE [GW09] to reduce the size of cty and mpk from O(L) to O(1). Two
recent results formally clarify the connection, see Section 1.4, paragraph Concurrent Work.



1.3 Final Slotted Reg-ABE in Prime-Order Group

Our final scheme is based on the prime-order version of scheme (6). We first explain how to get this prime-order
scheme and then reach the final slotted Reg-ABE scheme with an additional concern on malicious public keys.

Prime-order Scheme. Applying the “composite-order-to-prime-order” transformation in [CGW15], we can get our
scheme in the prime-order group. In more details, discarding all subscripts i and j, we do the following substitution
with A € Z§5**" and B € "%

a€Zy, vEZy, WeZl ke Z’;”, Ve Z;,k”)x(k”), We Z;,k”)x(k”)n;

and

[s]1 € G1. [r]2 € G, [a2 € Gy > [sA]y € GV, [BrT]; € G§*, [K], € G
[a]r € Gr, [salr € Gr — [AK"]r € GX, [sAK" |7 € Gr
[Vl € Gy, [wly € G} — [AV]; € GV, [aw]; e G (D"
[sv]1 € Gy, [sw]; € G" > [sAV]; € GX**D [saW], e gI*K+n
1 1 1
[rv]; € Gy, [rw], € G} + [VBr'], € GK*, [W(I, ® Br')]; € G;kﬂ)xn

Note that u € Zy is translated to U € Z;,k”)x(k“) as v € Zy and each entry in w is actually treated as v too*. The proof

is analogous to the dual-system proof for ABE [Wat09,Wee14,CGW15]:

1. we switch [sA]; to a random vector [c]; over Gy;
2. for j =1,...,L, we switch [Br]T]z to a random vector [d]T]z over G; and make use of the entropy in U;, V;, W; to
argue the “partial” secrecy of k in term V jBr]T +KkT7.

Recall that we use the idea of collusion resistance to build hskg, .. ., hsk;. Therefore, in the proof, we conceptually view
hsks, ..., hsk; as secret keys in ABE and exactly follow the dual-system method. Of course, the actual proof makes
changes in crs instead of hsky, ..., hsk; since aggregation is public and the adversary with crs along with a series of
public keys can compute them by itself, see Section 2 for formal definition.

Handle Malicious pk. We finally mention a subtlety in the proof. Recall that, in Section 1.2, we neglect the case where
pk is malicious. In this case, the first step mentioned in the proof overview can not go through since the simulator does
not know sk = U. In particular, the simulator takes [A, t]; as input where t = sA or t = ¢ and need to simulate the term
[sAU]; (or [cU]y) appeared in the challenge ciphertext where [AU]; is the public key registered by the adversary;
clearly, this is infeasible without U. Our solution is to allow the simulator to “program” [sA]; (or [c]1) into crs so that
the user is forced to compute [sAU]; (or [cU];) for us when the user submitted pk. In particular, we make two changes
to the prime-order scheme.

4 Letw = (wy,..., wy). With the same substitution w; € Zy — W € Zi,kﬂ)x(kﬂ) and

[swil1 — [sAW;]1, [rwi]z — [W;Br ]y,

we have

[swl1 = [swill...llswn]1 = [SAW{]| - - - [|SAWn]1 = [SA(W1]| - - - [[Wn)]1

[rwlz = [rwa]l...[lrwn]z = [W1Br || --- [[WpBr ]2 = [(W1] - - - [[Wn)(In ® Br')];
where we obtain W = (Wq|| - -+ ||Wp) € Z;,kﬂ)x(kﬂ)n.



1. We introduce an extra term [R]; where R « Z;,MZ)X(I{H) to crs; user’s public key also includes an extra term
[RU];. In the reduction, we program

~| t —
R=R , Re Z;)k+2)><(k+2)
Ik+1

In both cases, R ensures that R is random. Receiving pk = [T = AU, Q = RU];, we use [e;R™1Q]; = [tU]; to simulate
the ciphertext, which is either [sAU]; or [cU]; as required.

2. Since the adversary can give an inconsistent pk where T = AU and Q = RU’ with U # U’. We additionally ask for
a proof ;7 showing

A

Tl ¢ span
Q MR

This ensures U = U’. One can generate the proof via any non-interactive zero-knowledge proof/argument (NIZK)

for sufficiently large language such as Groth-Sahai Proof [GS08]. In this work, we choose to employ quasi-adaptive
NIZK (QA-NIZK) for linear space from pairing [JR13] due to the fact that [A]; and [R]; (i.e., the language) are deter-
mined at a quite early stage. We mention that we need a stronger unbounded simulation soundness [GHR15,LP]Y15]
where the adversary is given A and R “in the clear”; we leave more details to Section 2.4.

However, the additional term [Q]; leaks almost all information of U, which is crucial for the security when the user is
honest. To fix the issue, we employ a wider A and R along with a higher U so that given AU, RU, we still have left-over
entropy in cU for the security; see Section 3.4 for more details. We finally note that our method is indeed inspired by
the idea of [HLWW?23] in the composite-order group, however, this is not derived from theirs via a composite-order-
to-prime-order transformation.

1.4 Discussions

On Hohenberger et al.’s Reg-ABE [HLWW23]. The recent work [HLWW23] showed a registered CP-ABE for span pro-
gram and mentioned that “... if we ignore the slot-specific ciphertext component, then the structure of the ciphertexts
in our scheme coincides with those in the ciphertext policy ABE scheme of Lewko et al. [LOS™10].” But the connection
with predicate encoding is not as straightforward as stated. For S C [n], let us define x = (xy,...,Xn) € {0,1}" where
xi =1fori € Sand x; = 0 fori ¢ S. [HLWW23] uses the following unusual structure to encode S in mpk and ct (Note
that we are not showing mpk and ct accurately, there are some minor differences.):

mpk : {(1 = x)Wi}ic(ny and  ct: {a; + (1 — X)) W;Si, Sitie[n)

where w = (w4, ..., wp) is the public parameter and o; are secret sharings of a secret value according to the policy
that associated with ct. The key point is the fact that term o; + (1 — x;) w;s; in ct encodes both the policy (via o;’s) and set
(i.e., x;); this is not the case in predicate encodings where we encode them separately (due to the syntax of standard
ABE). However, a simple calculation shows that

oG + (1 = xp)w;s; = (o +w;s;) — (Xjw;s;), Vi€ [n] N

namely we can easily “unpack” ct as
/ .
ct’ : si, {a + WiSitien], {XiWiSi}ie[n)

where the two terms encode policy (via ;) and set separately; in fact, they are exactly the encoding for CP-ABE pre-
sented in [CGW15, Appendix A.5] and equation (7) is actually the first step of decryption. This clarifies the connection
between ours and [HLWW23]; this also suggests a possibility of optimizing the efficiency. Roughly, this requires some
kind of pre-processing property for predicate encoding and we leave this as a future work.



Towards (Weak) Attribute-Hiding. As we have mentioned in Section 1.1, the RIPE proposed in [FFM*23] achieves
attribute-hiding which roughly means that x associated with the ciphertext is also hidden from the adversary. Given
the notion of attribute-hiding predicate encoding formulated in [CGW15], it is expected that our scheme can also
support weak attribute-hiding (as the dual-system ABE via predicate encoding in [CGW15]). However, we argue that
this is not straight-forward as expected: in order to remove the mixed part from the ciphertext using helper key, the
decryption procedure needs to know x to get Cy, see scheme (6) and Section 3.1; therefore, even with attribute-hiding
predicate encoding, our Reg-ABE does not achieve (weak) attribute-hiding. It is still open to get (weak) attribute-hiding
under standard assumption such as k-Lin; note that the Reg-IPE by [FFM*23] indeed achieves attribute-hiding but in
the generic group model.

More Expressive Reg-ABE from Pair Encoding. Pair Encoding proposed by Attrapadung [Att14] is a more power-
ful tool to build ABE; for instance, this allows us to support multi-use of attribute and uniform computation such as
DFA. However, our scheme can not work with pair encoding in a straight-forward way. We provide a quick discussion:
Compared with the predicate encoding whose security is information-theoretical, the security of pair encoding (es-
pecially, for those predicates we just mentioned) is defined computationally when encodings w.r.t. ciphertext and key
(analogous to Cy and Ky) are encoded over G; and Gy, respectively. However, in the context of our Reg-ABE scheme,
we encode both of them over G; and thus all existing pair encodings with computational security should be revised.
We leave this as a future work to adapt the notion of pair encoding and build Reg-ABE from this. Furthermore, we
point out that the use of pair encoding may introduce strong assumptions such as g-type assumption. To obtain those
functionalities and properties we mentioned at the beginning under standard assumptions, more work will be needed
to adapt specialized solutions for ABE such as [KW19,GWW19,GW20,LL20] to the context of Reg-ABE.

Concurrent Work. As an independent work, Freitag et al. [FWW23] proposed a Reg-ABE scheme for arbitrary circuit
families from witness encryption (WE) [GGSW13] and newly proposed function-binding hash function. Given the WE
in [VWW22], the scheme can be based on (evasive) LWE. In contract to our work and the pairing-based construction
in [HLWW23], this construction is more like iO-based Reg-ABE in [HLWW23]: it enjoys transparent setup, supports
unbounded number of users. However, it only achieves a weaker notion of selective-policy security without corrup-
tion in the standard model; the restriction on corruption can be removed in the random oracle model. Furthermore,
this work also pointed out that Reg-ABE implies flexible/distributed broadcast encryption. Applying this observation,
we mention that our Reg-ABE scheme implies the recent distributed broadcast encryption based on k-Lin assump-
tion [KMW23]; their another construction based on DBHE assumption [KMW23] does not seem to be relevant to our
Reg-ABE scheme.

Organization. Our paper is organized as follows: We review some background knowledge in Section 2. Section 3
presents our slotted Reg-ABE via predicate encoding, this readily implies full-fledged Reg-ABE. We show the first slotted
Reg-ABE for ABP in Section 4 and more concrete instantiations in Appendix D.

2 Preliminaries

Notations. For a finite set S, we use s « S to denote the procedure of sampling s from S uniformly. For an ordered
list or array £, we use | £]| to denote its size (i.e., the number of entries in the list) and use £[i] to refer to its i-th entry.
Wheni > |£]ori < 1,we define £[i] = L; when we append x to £, we set L[| £|+1] = x. We use x as wildcard. Let ~;
(resp. =) stand for two distributions being statistically (resp. computationally) indistinguishable. We use lower-case
boldface to denote row vectors (e.g., a) and upper-case boldface to denote matrices (e.g. M). We let e; = (1,0, ...,0) of
proper dimension (which is clear from the context) and use “||” to denote vector or matrix concatenation (e.g. (A||B)).



Kronecker Product. Let F be a field. The Kronecker Product for matrices A = (a;;) € F&™ and B € F™P is

al,lB s al’mB
A®B=(a;;B)=| : D | e B, 8)

agllB ce ag,mB

For matrices A, B, C, D of proper sizes, we have (A ® B)(C ® D) = AC ® BD.

2.1 Prime-Order Bilinear Groups

Assume an efficient algorithm G that takes as input a security parameter 1* and outputs G := (p, Gy, Gy, Gr, e). Here
G4, Gy and Gr are cyclic groups of prime order p, e : G; X G, — Gr is a non-degenerate bilinear map, and all
group operations and bilinear map are efficient. Let G; = (g1), G, = (g2) and gr = e(g1, g2), we employ implicit
representation of group elements: for a matrix M = (m;;) over Z,, define [M]; = gM = (g;n”) forall s € {1,2,T}; given
[A]1, [B]2, we write e([A]4, [B]2) = [AB]r. We review matrix Diffie-Hellman (MDDH) assumption [EHK*13]; it is shown
that it is implied by k-Lin [EHK*13].

Assumption 1 ((k, ¢, d)-MDDH over Gs, s € {1,2}) Letk, ¢,d € N with k < £. We say that the (k, £, d)-MDDH assump-
tion holds in G if for all PPT adversaries A, the following advantage function is negligible in A.

AdVIEDE, 1 () = | Pr[A(G, [M]s, [SM];) = 1] - Pr[A(G, [M]s, [U]s) = 1] |

where G := (p, G, Gy, Gr, e) «— G(1*), M «— Z’;x", S — ng" and U « Zg”.

2.2 Slotted Registered Attribute-Based Encryption

We review the notion of slotted registered attribute-based encryption (Reg-ABE) adapted from [HLWW23]. The formal
definition of Reg-ABE can be found in Appendix A along with a brief overview of “slotted Reg-ABE — Reg-ABE”.

Algorithms. A slotted registered attribute-based encryption (Reg-ABE) for predicate P : X XY — {0, 1} consists of six
efficient algorithms:

- Setup(1%, P, 1%) — crs: It takes as input the security parameter 1%, description of predicate P and the upper bound
1L of the number of slots, outputs a common reference string crs.

- Gen(crs, i) — (pk;, ski): It takes as input crs and slot number i € [L], outputs key pair (pk;, sk;).

- Ver(crs, i, pk;) — 0/1: It takes as input crs, i, pk; and outputs a bit indicating whether pk; is valid.

- Agg(crs, (pky, Yidie[r]) — (mpk, (hsk;)je(z)): It takes as input crs and a series of pk; with y; € Y for alli € [L],
outputs master public key mpk and a series of helper keys hsk; for all j € [L]. This algorithm is deterministic.

— Enc(mpk, x, m) — ct: It takes as input mpk, x € X and message m, outputs a ciphertext ct.

— Dec(sk, hsk, ct) — m/.L: It takes as input sk, hsk, ct and outputs m or a special symbol L.

For Setup, input P has different meanings for different predicates: for span program, it indicates the number of at-
tributes; for inner-product predicates, it indicates the dimension of vectors, see Section 4 and Appendix D. We also
note that we use two different indices i and j for pk; and hsk;, respectively; both of them range from 1 to L but this
convention will simplify the exposition.

Completeness. Forall A,L e N, all P,and alli € [L], we have

Pr | Ver(crs, i, pk;) = 1]crs « Setup(1%, P, 1%); (pk;, ski) « Gen(crs,i) | = 1.



Correctness. Forall A, L € N, all P, alli* € [L],allcrs « Setup(1%, P, 1%), all (pk;-, ski+) < Gen(crs, i), all {pk; }ie[z)\ (i)
such that Ver(crs, i,pk;) =1, all x € X and y4,..., yr € Y such that P(x, y;-) = 1, and all m, we have

Pr [Dec(ski-, hski, ct) = m |(mpk, (hsk;)je(z1) < Agg(ers, (pki, Yilierz)); ct — Enc(mpk,x,m)] = 1.

Compactness. Forall A,L e N,all P,and alli € [L], we have

|mpk| = poly(A,P,logL) and |hsk;| = poly(A,P,logL).

Security. For all stateful adversary A, the advantage

L «— A(1Y); crs « Setup(14, P, 1%)

(95 Y7 iega ' i i e AOGENOCC) )| g
(mpk, (hsky)je(z)) < Agg(crs, (K, ydiery) | 2
b « {0,1}, ct* « Enc(mpk, x*,m;); b" « A(ct")

Pr{b=>b

is negligible in A, where the oracles work as follows with initial setting C = 0 and D; = 0 for alli € [L]:

- 0Gen(i): run (pk, sk) « Gen(crs, i), set D;[pk] = sk and return pk.
- OCor(i, pk): return D;[pk] and update C = C U {(i, pk)}.

and, for alli € [L], we require that

Di[pki] = L = Ver(crs,i,pk;) =1,
(i, pk}) € C vV Dylpki] = L = P(x",y]) = 0.

We use Advf;eg'ABE()\) to denote the advantage function. Note that [HLWW23] showed that there is no need to give
mpk and hskj, ..., hsk;, to A explicitly and to consider post-challenge queries.

2.3 Predicate Encodings

We review the notion of predicate encoding [Wee14,CGW15]; for simplicity, we use the formulation in [ABS17,ACGU20].
A predicate P : X XY — {0,1} has a (n, n., ng)-predicate encoding if: For all x € X, y €Y, there exist

Cy € Zp ™, Ky € ZP™, ay € Z)™, dy,y € Zp )

such that, letting

Mx,y — ay Oﬂc c Z§11+n)><(nk+nc)
K, Cy

we have

- correctness: for x € X and y € Y such that P(x, y) = 1:
M,,ydy , = e;;
- security: for x € X and y € Y such that P(x, y) = 0 and for all a € Zj:
(X, y, &, (alW)My y} =5 {X, y, &, (O[|W)My,y}, W« Zp.

Also, we require that (1) given P, one can efficiently determine n, n, ny; (2) given x, one can efficiently compute Cy;
(3) given y, one can efficiently compute Ky, and ay; (4) given both x and y, one can efficiently compute d, .
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2.4 Quasi-Adaptive Non-Interactive Zero-Knowledge Argument
We review the notion of quasi-adaptive non-interactive zero-knowledge argument (QA-NIZK) tailored for linear space

over group [JR13,KW15]. In this paper, we require a stronger unbounded simulation soundness in [GHR15,LP]JY15].

Algorithms. A Quasi-adaptive Non-interactive Zero-knowledge Argument (QA-NIZK) for linear space over bilinear
group G [JR13,KW15] consists of four efficient algorithms:

LGen(lA, 1",1m 1¢, [M]1) — (crs,td): It takes as input the security parameter 14, language parameter 1",1™, 1¢,
and a matrix [M]; « G*™ defining a linear space, outputs common reference string crs and trapdoor td.

LPrv(crs, [Y]1,X) — m: It takes as input crs, a matrix [Y]; € GT” with witness X € Zg‘”, outputs a proof 5.

LVer(crs, [Y]1,71) — 0/1: It takes as input crs, [Y]; and 77, outputs a bit indicating the validity of .
LSim(crs, td, [Y]1) — 7 It takes as input crs, td, [Y]4, outputs a simulated proof 7.

Perfect Completeness. For all A, M, and all X, Y such that Y = MX:

Pr [LVer(crs, [Y]1,7) = 1 | (crs, td) « LGen(1,1",1™, 1%, [M]1); 7 « LPrv(crs, [¥]1,X) | = 1.

Perfect Zero-knowledge. For all A, M, (crs,td) « LGen(lA, 1",1™, 1¢, [M],), and all X, Y such that Y = MX:

LPrv(crs, [Y]1,X) = LSim(crs, td, [Y]1).

Stronger Unbounded Simulation Soundness. For all adversary A, the advantage

([Y*]1,pk") ¢Q A |MeZPM
Pr|Y* ¢ span(M) A (crs, td) « LGen(14,1™,1™,1¢, [M]1)
LVer(crs, [Y*]1,77%) = 1 [ ([Y*]1, 1)  ALSMICrstd) (12 crs M)

is negligible in A, where Q records all queries to LSim(crs, td, -) along with responses. We use Adv%f‘?hm, ,(A) to denote
the advantage function. Note that our definition is stronger in the sense that the adversary is given M instead of [M];,

this allows us to manipulate M in reduction (see the proof of Lemma 5 and [GHR15,LP]JY15] for more discussions).

Scheme from Pairings. Due to the simplicity and efficiency, we choose to use QA-NIZK in [KW15] for the case £ = 1. It
is direct to verify that this scheme achieves stronger unbounded simulation soundness (defined above) under MDDH
assumption; see Appendix B. For general £ > 1, we simply employ ¢ parallel fresh instances.

3 Our Slotted Registered ABE

This section presents our slotted Reg-ABE via predicate encoding from k-Lin assumption. By the generic transforma-
tion in [HLWW?23], this yields a Reg-ABE scheme via predicate encoding under the k-Lin assumption, cf. Appendix A.
We provide some concrete instances in Section 4 and Appendix D.

3.1 Scheme

Assuming a QA-NIZK IT = (LGen, LPrv, LVer, LSim) for linear space over bilinear groups, our slotted Reg-ABE scheme
for predicates that have predicate encoding works as follows in the prime-order bilinear group:

11



- Setup(1%,P,1%) : Run G := (p, Gy, Gy, Gr, e) < G(1%). Sample

A Zl;x(zkﬂ)’ B — Z;,kH)Xk, K — Z;x(zkﬂ).

Compute parameter (n, n, nx) from P, see Section 2.3. For all i € [L], sample

Vi - Z;}Zk+1)><(k+1)’ Wi - Z;}Zk+1)><(k+1)n’ Ri - Zézk+2)><(2k+1)’ r; — Z},Xk.

and run

Foralli € [L], write A; = € Z[()Sk+2)><(2k+1)

1

(crs;, td;) — LGen(1%, Gy, [Ai]1).

Output
[Al1, [AKT]7, {crs;, [Ri, AV;, AW;]4 }

crs = {[Br]T,VjBr]T + kT]Z}je[L]
{[ViBr}—: Wi(In ® Br}r)]Z}]e[L]

ie[L]

JE[LIN{}

We note that we employ i as the index for V’s and W’s while j is the index for r’s; both of them range from 1 to L.
One exception is the terms with k, which is conceptually Vl-BrjT with i = j. This is different from our notation in
Section 1.2. Note that we do not use tdy, ..., td; in the actual scheme.

T; AU;

=AU € Zf’k”)x(kﬂ) and run
R;U;

- Gen(crs,i) : Sample U; «— Zl(,Zk”)x(k“). Define M; = (

i
7; < LPrv(crs;, [M;]1, U;).
Fetch [R;]; and {[Br]T]z}je[L]\{i} from crs and output

pk; = ([ AU; , RiU; |4, {[UiBr]T]Z}]-G[L]\{i},m) and sk; =TU;.
S—— —— N
T hT
Lj

T;

- Ver(crs, i, pk;) : Parse pk; = ([T;, Qil1, {[hgj]z}jem\{i},m).Write M; = ( ) and check

Qi
LVer(crs;, [M;]1, 1) 1

For each j € [L] \ {i}, check
e([Al1, [h]]5) = e([Tils, [Br]1o).

If all these checks pass, output 1; otherwise, output 0.
- Agg(crs, (pk;, Yi)ie[z): Foralli € [L], compute Ky, from y;, and parse pk; = ([T;, Qi]1, {[hgj]z}je[L]\{i}’ﬂi)- Output:

Z AW,

ie[L]

> [AkT] T
1

mpk = [[A]4,

Z ((AV; + Ti)(ay, ® Iiu1) + AW;(Ky, ® Ik+1))l ,
ie[L] 1

and for all j € [L]

hsk; = ([ Br]T 12, [VjBr]T +Kk'],,
—— ~— ———

Z ((ViBr] +h]))ay, + Wi(I, ® Br] Ky,

" , Z Wi (I, ® Br])
ie[L1\(}

2 Lie[L]\{j}

)

K, K3
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— Enc(mpk, x, m): Sample s « Z},Xk and compute Cy. Output:

cty =

[ sA ]
W-/

Z ((sAV; +sT;)(ay, ® Ixs1) + SAW;(Ky, ® Ixs1)) l I Z SAW; (Cy ® Ix41)
ie[L] ie[L]

,[SAK"]r -m |.
1 %,—/
Co

C1 C2

— Dec(sk;+, hsk;-, cty): Parse
Ski* = Ui*) hSki* = [k;)ri kI, KZ’ K3]Z’ CtX = ([CO: Cy, Cz]l, C)
Compute C, from x and recover

[z1]r = e([callez]1, (Tnsn. ® kg 12),  [Z2]7 = e([€o]1, [Ka|[K3Cx]2),
[z3]7 = e([coUy]1, [K{ ]2)s [za]r = e([col1, [K] ]2).

Compute dy,y,. from x and y;- and output

z=[(z1 - 22)dy . — 23— 24]r - C.

Completeness. For all A,L € N,all P,alli € [L], all crs « Setup(lA,P, 1%) and (pk;, ski) « Gen(crs, i), we have
pk; = ([T, Qilw, {[Hijl2}jerrniiy» ) = ([AU;, RUi]4, {[UzBI‘ l2}jere(iy> i)

- Z;}Zk+1)x(k+1) A

for some U; and 7; «— LPrv(crs;, [A{U;i]1, U;), where (crs;, td;) « LGen(1%, G4, [A;]1) and A; =

i

with A « ka(2k+1) R; — Zézk+2)><(2k+1). Then

T; AU;

— Write M; = ( , we have LVer(crs;, [M;]1, 1) = 1 by the perfect completeness of IT (see Section 2.4) and

i iUj
the fact that M; = A;U;;

— For each j € [L] \ {i}, we have e([A]1, [Ul-Br]T]z) = e([AUi], [Br]T]Z) by the definition of bilinear map e (see
Section 2.1) and the fact that A - Ul-Br]T = AU; - Br!

This ensures that Ver(crs, i, pk;) = 1 by the specification of Ver and readily proves the completeness.

Correctness. Forall A, L € N, all P,alli* € [L],allcrs « Setup(14, P, 1F), all (pk;., sk;+) « Gen(crs, i*), all {pk; }ie[]\{i*}
such that Ver(crs, i, pk;) =1, for all y;,..., y; € Y and x € X with P(x, y;-) = 1 and all m, we have:

Ski* = Ui*;
Cty = [ SA Z ((SAVl + STl)(ayl ® Ik+1) + SAWI(KM ® Ik+1)) l [ Z SAWi(Cx ® Ik+1) s [SAkT]T . m)
\,-/ . ———
e ie[L] 1 Lie[L] 1 c
C1 C2
hsk;« = ([ Br] |2, [ViBrl +k'], ((V;Br] + hfl*)ayi +W;(I, ® Br))K,,) | , I W;(I, ® Br/. )
— %’—’ e[LI\{i*} 2 Lie[L]\{i*} 2
kg k{
K, K3
where
Ah/. =T;Br[ Vie[L]\{i"} and AU; =T;. 9)
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Note that here we actually consider hsk; for j = i* and sk; for i = i* and all above equalities are ensured by Ver and
Gen. Then, as in Section 2.3, let

a, 0
Myy, = 2" |, VielL],
K)’i Cx
we have
Z = Z (sAV; + STiHSAWi)(Mx,y,» ® Iis1) (Ingn, ® Br;)
ie[L]
= Z (SAV; + ST;||SAW;) (T34, ® Br]. )My, (10)
ie[L]
= > (sAV;Br[ + ST{Br] |[SAW; (I, ® Br))M,,,
ie[L]
7= Z (SAV;Br{ +sAh].||SAW; (I, ® Br]))My.y,
ie[LT\(i")
z3 = sAU;-Br].
z4 = SAV;-Br]. + sAKk’
and then

z=[(z1-22)dy ., — 23— 24]7 - [SAK"]7 - m
= [(sAV;-Br;. + sT;-Br;. ||sSAW;: (I, ® Br/.))My.y,.dy , — SAU;Br. — (sAV;-Br + sAk")]r - [sAk']r-m  (11)
= [(sAV;-Br] +sT;-Br/) — sAU;Br/. + sAk" — (sAV;-Br/, + sAK")]7 - m (12)
m (13)

Here, equality (10) follows from the property of tensor product: M®I)(I®a’) =M®a' = (I®a")M for matrices of
proper size; equality (11) follows from the fact that Ah{i* = TiBrlI foralli € [L] \ {i*} (see equality (9)); equality (12)
follows from the correctness of predicate encoding; equality (13) follows from the fact that T;- = AU;- (see equality (9)).
This proves the correctness.

Compactness. Assume P has (n, n., ng)-predicate encoding, our slotted Reg-ABE has the following properties:

Impk| = (i +n) - poly(A) and |hsk;| = (nx +n) - poly(A)

We also have
lcrs| = L2 - n-poly(A) and |ct| = (nx +ne) - poly(A).

Here crsy, ..., crsy, contribute L - poly(A) according to the efficiency of the pairing-based QA-NIZK scheme by Kiltz and
Wee [KW15] and the fact that the size of language description is poly(A).
Security. We have the following theorem. Given pairing-based QA-NIZK in [KW15], our slotted Reg-ABE scheme uses

prime-order bilinear group and the security can be reduced to MDDH assumption.

Theorem 1. Assume I = (LGen, LPrv, LVer, LSim) is a QA-NIZK with perfect completeness, perfect zero-knowledge and
stronger unbounded simulation soundness for linear space defined in Section 2.4, our slotted Reg-ABE scheme achieves
the security defined in Section 2.2 under MDDH assumption.

3.2 Proof

We prove the following technical lemma; this immediately proves Theorem 1.
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Lemma 1. For all adversaries A, there exist adversaries B, and B, such that:

AdVEAPE(Q) < L - AAVES(A) + (2L + 2L - Q +1) - AVHPPH + negl(2)

where L is the number of slots, Q is the maximum number of queries on a slot made by A and Time(B1), Time(B) ~
Time(A).

Game Sequence. Let L be the number slots chosen by the adversary, crs be the common reference string, x* be
the challenge “attribute”, (mg, m]) be challenge message pair, (pk;, y;)icz] be challenge public keys and challenge
“policy” to be registered and ct* be the challenge ciphertext. For all i € [L], define D; = {pk; : D;[pk;] = sk; # L}
which records responses to OGen(i) and C; = {pk; : (i, pk;) € C} which records public keys in D; that have been sent
to OCor (i, -). Recall that, we require that, for each i € [L],

pki ¢ D; = Ver(crs,i,pk;) =1,
pki € Ci v pki ¢ D; = P(x",y;) =0.

Note that pk; serves as a general entry in D; while pk is the specific challenge public for slot i; there can be more than
one assignment for pk; since the adversary can invoke OGen(i) for many times. We prove the Lemma 1 via dual-system

method using the following game sequence.

- G()I

- G1:

Real game. Recall that we have

crsisin the form:
[A] 1> [AkT]Ts {CrSi, [Ris AV, Awl] 1}

_ T V.Br' T
crs = {[Brj,V]Brj +k ]z}je[LJ
{[ViBI‘}—, Wi(In ® Br}—)]z}je[L]

A
Ri'

For each i € [L], each pk; € D; is in the form:

ie[L]

Je[LI\{/}

where crs; € LGen(1%, Gy, [A;]1) and A; =

pk; = ([AU;, RiUi]1, {[UiBr 12} je o)\ i), T0i)

U;

where 71; « LPrv(crs;, [M;]1, U;) and M; = ; note that U; is the corresponding secret key sk;.

iUi
For alli € [L], pk; is in the form:

pki = ([T}, Q; 1, {[hij]z}je[LJ\{i},ﬂf)

s

such that Ver(crs, i, pk;) = 1 which means LVer (crsi, [(T)‘ ] ,nlf‘) =1and Ahlf].T = TlfBr]T for each j € [L] \ {i}.
i 11 g

ct* for x* and (mg, mj]) is in the form:

ct" = ([ sA ]y, Z ((sAV; +sT;)(ay: ® Ixs1) + SAW;(Ky: ® Ik+1))l , [ Z SAW; (Cy- ® Iiy1) | , [SAK |7 - mZ)
o ie[L] 1 Lie[L] 1]
0 C*

g
¢

where b « {0, 1} is the secret bit.
Identical to Gy except that, for all i € [L] and all pk; € D;, we replace 7; in pk; with
R;U;

i [LSim](crs;, td;, [M;]1) where Miz( 1)_

We have G; = Gy. This follows from the perfect zero-knowledge of I1. See Lemma 3 for more details.

15



- Gy:Identical to Gy except that we sample s « Z},X" along with A and replace all R; in crs with

~ = [ SA —
Ri =R; , R« Z§2k+2)><(2k+2)
Ioke1

We have G, ~; Gi. This follows from the fact that both R; (in G;) and ﬁi (in Gy) are truly random since matrix
SA

(I ) is full rank. See Lemma 4 for more details.
2k+1

- Gg: Identical to Gy except that we replace sT; with elf{i‘ 1Q;.* in ¢}; namely, we have

€= ) ((SAV+|e1R7'Q; ) (ay; @ Tis) + SAW(Ky; ® Trr)).

ie[L]

We have Gs =~ Gj. This follows from stronger unbounded simulation soundness of II along with the fact that

LVer(crs;, [M;],7r;) = 1 for alli € [L] where M; = . Assume pk;, ¢ D;-, i.e., pk;. is malicious. In the reduction,

i
~ i
we guess i* « [L] and obtain A, R+, crs;- as input; we simulate honestly as in Gz except that for all pk;. € D;-,
we make an oracle query [M;:]; and get 7;- in it; we finally output ([M;.]4, ;) in pk. ¢ D;- . Observe that once
it happens that elﬁile;‘* # sT;., we must have M}, ¢ span(A;-). When pk;. € D;-, we always have G3 = G,. See

Lemma 5 for more details.
1x(2k+1),
p ’

— Gy: Identical to Gz except that we replace all SA withc «— Z in particular, we generate all R; as follows:

ﬁi Zﬁi

C ~
, R« Z;,ZIHZ)X(ZIHZ)
Iok+1

and generate the challenge ciphertext as follows:

ctt = ([ 11, |: Z (([c]v; +e11~{i‘1Q;f)(ayl_* ® Ixs1) +@wl‘(Kylf‘ ®Ik+1))l s [ Z [C]W;(Cy+ ®Ik+1)l , [@kT]T . m;;)
— ie[L] 1 Lie[L] 1

1

We have G4 =, Gs. This follows from MDDH assumption which ensures that ([A]1, [sA]1) =¢ ([A]1, [€]1) when

A — ka(2k+1)
p

C C

2
,S — Z},Xk and ¢ « Z;X<2k+1). This is analogous to the transition from normal ciphertext to semi-

functional ciphertext in the dual-system method [Wat09]. See Lemma 6 for more details.
- Gs g, (£ € [0,L]): Identical to G4 except we change [VjBr]T +KkT], for all j € [£] as follows:

[V;Br] + k" +|c*all,

where ¢t € Z5**" such that cc* = 1 and Ac* = 0 and a — Z,. We have that

o Gs = Ggy; the two games are exactly identical, since [0] = 0;

o Gsp ~c Gsy-1 for all £ € [L]; this is analogous to the transition from normal keys to semi-functional keys
one-by-one in the dual-system method. However, the situation is much more complicated in the context of
Reg-ABE, we will describe the sub-sequence of games for this step later in Section 3.3.

- Gg: Identical to Gs 1, except that we replace term C* in ct* as . We have Gg = Gs . This follows from the
following statistical argument:

crs C* in ct*
—_————

(AK",K" +cta, ¢k’ ) = (AK",k",ck" - a)
1x(2k+1)
p
kT — k7 — cta. See Lemma 7 for more details.

whenk « Z and the fact that [a]r only appears in C*. We can prove the statement via change of variable

Observe that, in Gg, the challenge ciphertext ct* is independent of b and the adversary’s advantage is exactly 0.
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3.3 From G5,€—1 to Gs,g

We prove Gs ;-1 = Gs ¢ which completes our proof of Lemma 1. For this, we need the following sub-sequence of games
for each ¢ € [L]:

- Gs,¢-1,0: Identical to G5 p—1. We recall crs and pk; € D; in the following form, where we highlight r,-related terms
using dashed boxes which will be changed in this sub-sequence.

[A]l) [ T: {Crsl) Rl)AVl) AW; ] }

crs = {[Br.,VjBr. +K" +ctaly} [Br ,V¢Br; +kT];\ {[Br ,V;Brj +k' ]2}

jele-1]" jelL\[e] |

LIV(eLie LI} {IviBry, Wi, ®Bry) 2} !

{[ViBr], W;(I, ® Br])] Z}

o = {([Aui,RiUi]l,{[UBr Ia}jernie [UBF] Iz, ) ifi# ¢
=

([AUg, RpUgl4, {[UBr] |2} jeLn (e} me) ifi=¢

Clearly, we have Gs ;_10 = Gs ¢—1; all changes are conceptual.
- Gs¢-1,1: Identical to Gs¢_10 except that we replace all Br} with d} — Z’l‘,’fl in crs; in particular, we change the
dashed boxed term as follows:

(a7 | v a7 |+ K712, {[Vi{ a7 | WilTu @ [ D12, [0 1o}y

We have Gs ¢_11 ~¢ Gs,¢-1,0. This follows from MDDH assumption w.r.t. [B], which ensures that ([B], [Br;|2) ~c
([Bl2, [d]];) when B « ZU" ¥ r, K, dyp — 2, **. See Lemma 8 for more details.

- Gs¢-1,2: Identical to Gs 1,1 except that we change the dashed boxed terms as follows:

[d7, Ved] + K" +[ctallo, {[Vid], WiTp @ d]) 12, [Uid} 2} 1 o)

We have Gs 12 ~¢ Gs¢-1,1. We provide an overview of the proof in Section 3.4.
— Gs,¢-1,3: Identical to Gs p_1 5 except that we replace all d} with Brz where r} — Z’[‘, in crs; in particular, we generate

([Br; | V{Br; |+ K"+ c*ady, {[V{Br; | Wi(Ip & [Br] )12, [U[Br] l2}, 1}, (o)
We have Gs 413 ~¢ Gs,¢-1,2. Analogous to Gs ¢—1,1 ~¢ Gs,¢-1,, it follows from MDDH assumption w.r.t. [B]; which
ensures that ([By, [Br]12) ~c ([Blz, [d]]2) when B « ZU"V" r,  z1xk d, « 2,***V). See Lemma 10 for
more details.

crs as follow:

Observe that, we have Gs ;-1,3 = Gs ¢ and this proves Gs ;1 ¢ Gs¢.

3.4 From Gs;_1,1t0Gsp_12

We review Gs ¢_1,1 and Gs ¢—1,2 in the following form. Here we use solid boxes to indicate the difference between two
games and use dashed boxes to highlight those terms that are relevant to our proof.

[Al1, [AK ], {crs;, [Ri, AV;, AW, ] }

ar, ngT+kT+ 2‘,{[Br V]Br +KkT 2}

crs = {[BI'T,V]'BI‘T+kT+CJ'0(]2}]€[g 1],\[ [e] )’

jelLIv(e), ie[L]\{j}"{[ > Willn® dp)]; }ze[L]\{e}

{[VlBr Wi(I, ®Br})] 2}

e = {([Aui,kiui]l,{[UiBr lodjernien (U] 12, 7)  ifi # €
=

([AU,, ReU 4, {[UBr; l2}jeLn (e} M) ifi=e
c) = ! (CVe +eR; Q) (ay: ® I) + Wy (Ky: ® Ik+1) + Z ((eV; + e1ﬁ{1Q?)(ay;‘ ® Iks1) + CWi(Ky; ® Lii1))
77777777777777777777777777777777 ie[L1\{¢}
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ie[L]\{£}

we define ¢ € ZZ*! and d* € Z;,X(k”) such that Ac* = 0, cc* = 1,d*B = 0 and d*d, = 1. We will proof Gs ;12 ~c

Gs,¢-1,1 by considering two cases: (1) pkj is honest; (2) pkj, is corrupted or maliciously generated by the adversary.

Useful Lemma. Before we proceed, we prepare the following lemma.

1x(k+1)

P such that d*B = 0. For any adversary A, there exist an adversary

Lemma 2. Forall B «— Zék”)Xk andd* — Z
B, such that
| Pr[A(M, [R]1, B, d*, MU, [RU], UB) = 1]-

Pr[A(M, [R]y, B, d*, MU, [RU + [u"d"]|;, UB) = 1]|
< 2-Advig " + negl(2)

where M « Zék+1)><(2k+1)’ R — Z;2k+2)><(2k+1)’ U~ ZéZkH)X(kH) and u «— Z;x(2k+2).

Before proving the lemma, we give some intuition by investigating a simplified version without B and d:

M: [R]l’ MU’ [RU]I ~c M: [R]l) MU’ [U]l

where M, R, U are defined as before and U « Z;,Zk”)x(k”). If we encode M and MU over Gy, this is simply MDDH
assumption and there is nothing special. The main point here is that we give out M directly to the adversary. This

allows it to get the kernel space of M which is crucial for its future application. Looking ahead, we will set M = (‘2)

and want to know/simulate c¢t. However, this hurts the indistinguishability; the adversary can recover U and check
whether the last term is truly random. At this point the shape of M saves us. Note that M is a wide matrix rather than
a square one. The main idea behind the proof is that given M, MU, there is still some entropy left inside [RU]; so that
we can argue its pseudorandomness even given [R]; as MDDH. A detailed proof of the lemma is as follows.

Proof. We prove the lemma with the following argument:

M: [R]l) B; di’ MU) [RU]l; UB

~c M, [[RD]], B, a*, MU, [[RD U], UB //MDDH
~s M, [ﬁD]l, B,d+, MU, [ﬁDU +]1, UB //change of variable

~M, [[R]];, B,d*, MU, [RJU+[u’jd‘];, UB / MDDH

where R « Z;,ZHZ)X’(, D« Z’;xakﬂ) and u « Z;Xk . We justify each step as follows: The first ~. follows from MDDH
assumption w.r.t. [R]; which ensures that [R]; ~. [RD];. The second ~; follows from change of variable

U~ U+D*u"d*

where®@ « Z[* and D* € Z{***"** such that DD* = Iand MD" = 0; this uses the fact that (¥ ) has full rank w.h.p. The
third ~, follows from MDDH assumption w.rt. [R]; which ensures that [R,R(D|[a")]; ~¢ [R, (R|[uT)];. This readily
proves the lemma. O

Honest Case. In this case, we have pkj, = ([T}, Q;]1, {[h;jT]Z}je[LJ\{f}:HZ) € D, \ C,. Namely, we know U, (such that
T, =AU, and Q; = ﬁng) and U}, is hidden from the adversary. We can write the dashboxed terms in c] as follows:

(cVe+ )(ay; ® Iiv1) + W (Ky: ® Ixs1)
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and replace ﬁg in crs with a random R; as in G;. We prove Gs 12 ~¢ Gs¢—1,1 in this case using the following argument
forallb € {0,1}:

A,c*, B, [Re]1,d],AV,, VB, V,d, + bcta ffcrs, pk,

c,cV, +cUj; AU, [RgU}i]l, U;B /et pk;
~c A, ¢*, B, [Re]1,d],AV,, VB, V,d] +bcta

¢, ¢V, + ¢Uj; AU, [R,US +[6 a1, USB // Lemma 2
~s A, ¢*, B, [R;]1,d],AV;, VB, V,d] + +beta

c,cV; +cUj + ; AU, [R,U} + +u'dt], U,B // change of variable
~s A, ¢, B, [Ry]1,d;,AV,, V,B, Ved, +ctvp +bea

c,cVy +cU; +v,d* +u,d*; AU}, [R,U} + Rectuedt +u"d* ]y, UjB // statistic

1x (2k+2)
12

U= U’; and u = u; in the reduction, we sample V,, a and c*. The second ~; uses change of variables

whereu « Z and vg, up < Zp. We justify each step as below: The first ~, uses Lemma 2 with M = (%), R=R,,

V> Vo+ctvdt and U, - Uj +ctuedt.
The last = is straight-forward with the observation that u" hides Ryc*u,. See a more detailed proof in Lemma 9.

Corrupted & Malicious Case. In this case, we have pkj = ([T}, Q}l1, {[h;jT]z}je[L]\{g},nj) € Cp U Dy. It is required
that P(x*, y;) = 0. We prove Gs ;12 ~s Gs ¢-1,1 in this case using the following argument for all b € {0, 1}:

A,c',B,d], AV, VB, AW, W(I, ® B), V,d] + bc'a fcrs
¢, cVe(ay: ® Iiyr) + CWe(Ky: ® i), W (Cyr ® Tisr) lfct*
~s A, c*,B,d], AV,, V;B, AW, W,(I, ® B), V,d] + +beta

¢, cVe(ay: ® Iisa) + CWo(Ky: ® Iis1) +‘v€ay; Qd + weKy: ® dt ‘ W (Cyr ® Iiy1) +

~g A, CJ', B, dT,AVg,VgB, AW, Wg(In ® B),V[d; + CJ'Vg + bcta

c, ch(ay; ® Iy1) + ch(Ky; ® Is1) +%;/®/df+ weKy: ® dt, cW,(Cys ® Iy1) +WpCy+ ®@ dt
~s A, ¢4, B,d], AV,, VB, AW,, W,(I, ® B), V,d] +ctv, + be'a
c, cV(ay; ® Iis1) + €W (Ky: ® Is1) + WKy: ® dt, eW,(Cyr ® Iiy1) +WpCyr @ dt
where v, « Z, and w, < Z;,. We justify each step as follows: The first ~; uses the change of variables:
Ve Ve+ctvdt and Wy > Wy +cet(w, @db)

The second ~5 uses the fact that P(x*, y;) = 0 and the security of predicate encoding defined in Section 2.3. The last
~ is straight-forward. See a more detailed proof in Lemma 9.

4 Concrete Slotted Reg-ABE

This section presents our concrete slotted Reg-ABE for arithmetic branching programs (ABP), derived from the generic
scheme in Section 3. We use the predicate encoding of arithmetic span programs (ASP) [CGW15, Appendix A] which
captures ABP [IW14]. As mentioned before, we employ the pairing-based QA-NIZK scheme by Kiltz and Wee, see Ap-
pendix B. Our concrete slotted Reg-ABE for span program and zero inner-product predicate and slotted RBE are de-
ferred to Appendix D.
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Preliminaries. An Arithmetic Span Program [IW14], denoted by V, is defined by (Y, Z) € Zg’” X Z;"” where
V(x) =1 & x € Z, " satisfies V — Jw € Z,™ such that e; = w(diag(x) - Y+ Z).

X1
Here we use notation: diag(x) := . € Zy*™ for X = (X1, ..., Xm) and note that diag(x) = diag(x) ™. We review

Xm
the predicate encoding for ASP predicate (ciphertext-policy variant):

P(V,x)=1==V(x)=1

as follows [CGW15, Appendix A.6]:let n = 2m + £, n, = 2m and nx = m + 1, define

Im  Omxm 0; diag(x)
Cvz=|0mxm Im |, Ke=[05, In |, ax=(1l0n), dxyz=(1ll|o|-w-dagx)|]-w)
Yyr z7 eI 0¢xm

where 0,, is a row zero vector of size m. Note that we work with read-once ASP as in [CGW15].

Scheme. Our concrete slotted Registered CP-ABE for read-once ASP from SXDH (1-Lin) assumption works as follows:
- Setup(1%,P,1%) : Run G := (p, G4, Gy, Gr, €) «— G(1*). Sample
1x3 1T 2 1x3
a<—Zp ) <—Zp, k<—Zp .

Foralli € [L], sample
Vi « Z?I;XZ, W; « Z;XZ(th@)’ R; « Zéxs, ri « Zp.

Foralli € [L], write A; = (I?i) and sample

’ 1x2 an 2 ’ 5X2 ’ ’ 2X2
a; — 2" by —Zy, Kl — 7,7, K, Kiy « Z,

and compute
Ty’ 12744 127 A0
Pi = Ai Ki; Pio = aiKi,O’ Pi1 = aiKi,l’

cl{T = K’b,T

T _ 1w’ W T _ 17’ WT
b, co=Kiobi', ¢ =Kib; .

1,1
Foralli € [L], set
1T AT

crs; = ([af, Py, pio, Pials, [b],¢;7, €fp, ¢1]2)  tdi = K.

Output
[a]1, [aK"]7, {crs;, [R;, aV;, aW;]4 }

crs = {[bTry, VibTry + Ko}
{[VibTrj, Wi(Izmse ® b7 1))]5}

ie[L]

JelLlie[LI\{j}

— Gen(crs, 1) : Sample U; « Z3**. Define M; = (5 ) = (xy,)> sample sT — Z3, and compute
7 = [U Py +s] (pio + Pi1), S/ a; |1

——

Tio T

Fetch [R;]; and {[b"r}]2} ez (i) from crs and output

pk; = ([ aU; , RiU; 14, {[Ub " rjl2}jerr\iy. 1) and  sk; = U;.
t Qi h/,
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- Ver(crs, i, pk;) : Parse pk; = ([ti, Qi]1, {[hgj]z}jem\{i},m) and fetch [b/, c/T cg’TO,clf’Tl]z from crs; in crs. Write M; =

i 3
(3) and parse 71; = [0, 7i1]1, check
4

e([7i0l1, [B;712) = e(IM] 11, [€]12) - e([mia]1, [fp +€/112)

For each j € [L] \ {i}, check
e([als, [h;]2) = e([t:]1, [bTry]2).

If all these checks pass, output 1; otherwise, output 0.
— Agg(crs, (pk;, X;)ie(z)): For alli € [L], parse

pk; = ([t Qila, {112} jeqop > 7).

Output:

: [ > awi] : [akT]T)
1 1

0y, diag(x;)
mpk=([a]1,[z((avi+ti)<<1||om)®12>+awi( On  In ®12))

ie[L] elT 0€><m ie[L]
and for all j € [L]
Om diag(xi)
hSkj = ([bTrj 12, [thTrj + kT]z, (Vl'le"j + h{j)(1||0m) +Wi(Ipmie ® bTY'j) 0, I, ,
— ——— liell\(}} T o 2
% K €1 Yexm
K>
[ Wi(Izme ® b 7)) )
ie[LI\{j} 2
K3
- Enc(mpk, (Y, Z), m): Sample s < Z,. Output:
0, diag(x;)
Ctyz = ([ sa ]| Y ((saVi +5t:) ((1]|0m) ® I) + saWi( O0n In |[®L l ;
i€[L] 1
Co l€[ eI ngm

C1

Im 0m><m
Omxm Im ® I2
Y 77

, [sak"]r - m).

[ Z saW;
ie[L] 1

C2

- Dec(sk;s, hsk;-, ctyz): Parse
S|(l')F = Ui*: hski* = [kE)r; kI: KZ) K3]2) cty = ([c(): Cq, 02]1, C)

recover
Im 0m><m
KZ ”K3 0m><m Im
Yyr z7

)

[z1]7 = e([e1llez]1, (T3mia ® kG 12),  [Z2]r = e([coh,

[z3]r = e([coUi]4, [Ky ]2), [z4]T = e([col1, [K] ]2).
Compute w such that e; = w(diag(x;<) - Y+ Z), output

m’' = [(z1 - z2) - (1l|w]| - @ - diag(xi-) | - @)™ - 23 — z4]r - C.
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Appendix

A Registered Attribute-Based Encryption

Algorithms. A registered attribute-based encryption (Reg-ABE) for predicate P : X XY — {0, 1} consists of six algo-
rithms:

- Setup(1%,P) — crs: It takes as input the security parameter 1%, description of predicate P, outputs a common
reference string crs.

- Gen(crs,aux) — (pk, sk): It takes as input crs and the public state aux, outputs key pair (pk, sk).

— Reg(crs, aux, pk, y) — (mpk, aux’): It takes as input crs, aux, and pk along with y € Y, outputs master public key
mpk and updated state aux’.

— Enc(mpk, x, m) — ct: It takes as input mpk, x € X and message m, outputs a ciphertext ct.

- Upd(crs, aux, pk) — hsk: It take as input crs, aux, pk, outputs a helper key hsk.

— Dec(sk, hsk,ct) — m/L/getupd: It take as input sk, hsk, ct and outputs m or a special symbol L to indicate a
decryption failure, or a special flag getupd to indicate the need of an updated helper key.

Correctness. For all stateful adversary A, the following advantage function is negligible in A:
where the oracles work as follows with initial settingaux =1, =0,R =0 and t = L:

— ORegNT(pk, y): run (mpk, aux’) « Reg(crs, aux, pk, y), update aux = aux’, append (mpk, aux) to R and return
(IR, mpk, aux);

— ORegT(y*): run (pk*,sk™) « Gen(crs,aux) , (mpk,aux’) < Reg(crs,aux, pk*, y*), update aux = aux’, compute
hsk* « Upd(crs, aux, pk*), append (mpk, aux) to R, return (t = |R|, mpk, aux, pk*, sk*, hsk*);

- OEnc(i, x, m): let R[i] = (mpk, %), run ct < Enc(mpk, x, m), append (x, m, ct) to & and return (|&E|, ct);

— ODec(j): let E[j] = (xj, mj, ct;), compute m;. « Dec(sk*, hsk*, ct;); if m}. = getupd, run hsk* « Upd(crs, aux, pk*)
and recompute m}. « Dec(sk*, hsk*, ctj). Set b = 1 when m;. #m;j.

with the following restrictions:

— there exists one query to ORegT; (we can consider y*, pk*, sk*, hsk* to be global;)
- for query (i, x, %) to OEnc, it holds thati > ¢, R[i] # L and P(x, y*) = 1;
- for query (j) to ODec, it holds that &[] # L.

Compactness and Efficiency. Let R be defined as before. Compactness means that

Impk;| = poly(A, par,logi), |hsk*| = poly(A, par,log|R|);

where we let R[i] = (mpk;, %) for alli € [|R|] and par is a parameter depending on the predicate P. Furthermore,
update efficiency means that the number of invocations of Upd in ODec is at most O(log |R|) and each invocation costs
poly(log |R]) time (in RAM model).

Security. For all stateful adversary A, the advantage

crs « Setup(14, P);
Prib=b x*, mS’ m; - ﬂORegCK(-,.),ORegHK(~),OCorHK(-)(crs); _ %
b « {0,1}, ct* « Enc(mpk, x*,m}),b" « A(ct")

is negligible in A, where the oracles as follows with initial setting aux, mpk = 1L, R = 0, C = 0 and D being a dictionary
with D[pk] = 0 for all possible pk:
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— ORegCK(pk, y): run (mpk’,aux’) « Reg(crs, aux, pk, ¥), update mpk = mpk’, aux = aux’, D[pk] = D[pk] U {y},
append pk to C and return (mpk, aux);

— ORegHK(y): run (pk,sk) « Gen(crs,aux) and (mpk’,aux’) « Reg(crs,aux, pk, y), update mpk = mpk’, aux =
aux’, D[pk] = D[pk] U {y}, append (pk, sk) to R and return (|R|, mpk, aux, pk);

— OCor(i): let R[i] = (pk, sk), append pk to C and return sk;

with the following restrictions:

— for query i to OCor, it holds that R[i] # L;
- forall y € Upkec DI[pKI, it holds that P(x*, y) = 0.

Reg—ABE

We use Adv (A) to denote the advantage function.

From Slotted Reg-ABE to Reg-ABE. To transform a slotted Reg-ABE to a full-fledged Reg-ABE, we need the “power-of-
two” approach from [HLWW23]. Suppose a full-fledged Reg-ABE mostly supports L = 2¢ users, this approach needs £+1
copies of slotted Reg-ABE with 1, 2,4, - - - , 2¢ slots. And the public state aux = (D, D,, mpk) consists of the following
terms:

- D1k, i] = (pk, y): where k € [0,£] and i € [2X]. And this dictionary assigns a user’s (pk, y) to the slot i of the
2K_slotted Reg-ABE scheme.

- Dy[k,n] = hsk: where k € [0, £] and n € [L]. And this dictionary assigns a hsk of slotted Reg-ABE to the 2X-slotted
Reg-ABE scheme and the user index n.

- mpk = (ctr, mpk, - - - , mpk,) denotes the current master public key. Where (mpk;)ke[o,¢] denote the master public
keys of £+1 copies of slotted Reg-ABE, and ctr denotes the number of currently registered users. When no registered
user, we initial set mpk = L = (0, L,--- L).

When no registered user, we initial set aux = L = (0,0, L).
Assuming a slotted Reg-ABE I = (s.Setup, s.Gen, s.Ver, s.Agg, s.Dec), the full-fledged Reg-ABE from "power-of-two"
approach is as follow:

— Setup(1%, P, 1) : Compute ¢ = log(L), for all k € [0, €], run crsy « s.Setup(1%, P, 1(2). Output
crs = (crsg, - -+ ,CrsSy)

- Gen(crs,aux) : Fetch crs = (crsp)kefo,e; and aux = (Dy, Dy, mpk), where mpk = (ctraux, (Mpky)kefo,e]). For all
k € [0, £], compute
i = (ctr (mod 2¥)) +1

and run (pk;, skx) < s.Gen(crsg, ix). Set ctr’ = ctr and output
pk = (ctr’, pky, -+ ,pk,) and sk = (ctr’,sko---,sky)

- Reg(crs, aux, pk, y) : Fetch crs = (crsp)iefo,e), aux = (D1, D2, mpk), and pk = (ctr’, (pkk)ke[().g]); where mpk =
(ctr, (mpky)kefo,¢1)- For all k € [0, £], do the following operates:
e Compute i, = (ctr (mod 2X)) + 1.
o Checkif Ver(crsy, ik, pk;) = 1 and ctr’ = ctr. If the check passes, set ctr = ctr + 1, if the check fails, the algorithm
halts and output (mpk, aux).
e Update D1 [k, ix] = (pk, y)
e If iy = 2X: compute (mpkg, (hskj)jer2x)) < s-Agg(crsk, (Di[k, i])ie[2x1). Update mpk, = mpk;, and for all
j € [2¥], update D, [k, ctr + 1 — 2K + j] = hsky;.
Update the master public key mpk = (ctr, (mpky, - - - , mpk,) and aux = (D1, D3, mpk), output (mpk, aux).
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— Enc(mpk, x, m) : Fetch mpk = (ctr, (mpk)xe[o,¢1)- For all k € [0, £], compute:

1 if mpk, = L
Cty =
s.Enc(mpk;, x,m) if mpk, # L
Output
ct = (ctr, ctg, - - -, Ctp)

- Upd(crs,aux.pk) : Fetch crs = (crsi)kefo,e], aux = (D1, D2, mpk), and pk = (ctr’, (pky)kejo.e1); Where mpk =
(ctr, (mpKky)kefo,¢1)- Output

L if ctr’ > ctr
hSk = hskg hskp

(Dy[0,ctr +1],--- Dy[ &, ctr+1])  ifctr’ < ctr

— Dec(sk, hsk, ct) : Fetch sk = (ctr’, (ski)ke[o,]), hsk = (hski)ke[o,e; and ct = (ctr, (ctx)ke[o,¢])- Proceed as follows:
e If ctr’ > ctr: output L.
e Otherwise, compute ctr = (ag,---,ap)2 and ctr’ = (by,---,bg)2. We denote kg as the maximum k(e [0, £])
such that ax # by. If hsky, = L: output getupd.
e Otherwise, output s.Dec(sky,, hskg,, Ctx, ).

And [HLWW23, Appendix 6] proved that perfect correctness, compactness, and efficiency (defined in Section 2.2) of
the slotted Reg-ABE scheme II; implies perfect correctness, compactness, and efficiency (defined in Appendix A) of the
Reg-ABE construction presented above.

B QANIZK with Stronger Soundness

We review the pairing-based QA-NIZK for linear space in [KW15] based on Kernel Diffie-Hellman Assumption [MRV16]
and verify that the proof works well for stronger simulation soundness defined in Section 2.4. We review the Kernel
Diffie-Hellman Assumption [MRV16] as follows and note that it is implied by MDDH assumption 2.1.

Assumption 2 ((k, £)-KerMDH for s € {1,2}) Letk, £ € Nwith k < £. We say that the (k, £)-KerMDH assumption holds
in G if for all PPT adversaries A, the following advantage function is negligible in A.

Advig O (A) = Pr[Mc” =0 Ac # 0] [c]3_s — A(G, [M]y)]

where G := (p, G, Gy, Gr,e) «— G(1*) and M «— Z’;X".

Scheme. The QA-NIZK scheme in [KW15] works as follows. When applying it to our slotted Reg-ABE scheme, M cor-
responds to A;, D corresponds to M; and crs’ corresponds to crs; where additional subscript is using to indicate slot.

- LGen(1%,Gy, [M]; € Gigk”)xak“)): Sample
A Zl;x(kﬂ)’ B — Z;,kH)Xk, K « Z;}3k+2)><(k+1)’ KE)’ le - Z;)k+l)><(k+1)
Compute
P=M'K, P;=AK), P;=AK];
C' =K'B, C,=KyB, C|=K;B.
And output

crs’ = ([A',P,Py,Pq]4, [B,C',Cy, Ci]2) td=K
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- LPrv(crs/, [D]; € Gismz)x(k”),U € Z;,zml)x(kﬂ)): Sample S « Z;,k”)Xk, output

m=[U"P+S(Py+Pyq), SA |1
—_— —
0 m

- LVer(crs’, [D]q, m): Parse i = [71p,711]1 and check
e([mol1, [B']2) = e([D"]4, [C']2) - e([m1]1, [CH + C1])

if this pass, output 1; otherwise, output 0.
— LSim(crs’, td, [D];): Sample S « Zl(,k”)Xk, output

T=[D'K +S(Py+Py), SA" |1
N——

ﬁo US|

Perfect Completeness. Forall A € N, allM e Z;,Sk‘LZ)X(Zk”), allU e Z;,kax(k”), De Z;,Skmx(k”) such that D = MU,
let crs’ « LGen(1%, Gy, [M]1), T < LPrv(crs’, [D], U), where

7 = [1o,m1]1 = [UTP + S(Pg + P1), SA']1.

We have
e([UTP+S(Py +P1)]1, [B']2) = e([D7]1,[C']2) - e([SA']1, [Ch + C1])

This follows from the definition of bilinear map e (see Section 2.1), and the factthatU'P-B’=U'M' -K'B’'=D" - C’
and the fact that P,B’ = A’C; where b € {0, 1}.

Perfect Zero-knowledge. Forall A € N, allM € Z;*#**V Jet crs’  LGen(1%, Gy, [M]1), and all U e Z;ZkH)X(kH)’
De Z;,?’kmx(k“) such that D = MU, we have

(UTP +S(Py +P;),SA’) = (D'K’ +S(Py + Py),SA").

This follows from the fact thatUT -P=U"M" - K’ =D - K'.

Proof Sketch of Unbounded Simulation Soundness. In [KW15], they prove the unbounded simulation soundness
via the following game sequence, we will show that this game sequence can also prove the strong soundness, which
mean that the M is public.

(3k+2)x (2k+1)
Zy

— Ho: This is the real game as define in Secntion 2.4. The adversary can getM € and we have

as’ = ([A', MK, A’K;, A’K] |1, [B’, K'B’, K;B’,KB'];) and td=K
— —— N—— \’/-/ —— N——
P Py P ¢ ¢, ¢
where A’ « Z’;X(k”), B «— Z;,k”)Xk, K « Z§,3k+2)x(k+1), K, K| — Z;,k”)x(k”). For any query [D],, the output
of LSim(crs’, td, [D]1) is
7T=[D'K +S(Py+P;), SA" |1
—_—

To m

with the challenge ([D*]y, %), parse * = [, 771 ]1 and the LVer check:
3 ’ ? * ’ k. 4 /’
e([mgl1, [B']2) = e([(D*) "1, [C']2) - e([m}]2, [Ch + C1])
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- Hj:Identical to Ho, except that on input [D*]; and 7r* = [7;, 7} 1, the LVer check
* ? * ’ * ’ ’
[m5]1 = [(D") "K' + 7 (K + KDy

We have Hi =~ Hy, [KW15] argued this follows from the KerMDH assumption for [B]; defined in Section 2.1, even
if M is public, this argument can still hold.
- Ha: Identical to Hy except that we generate 77 as follow

7= [DTK +[vd"|+S(Py +Py), SA" |
N——

where v « Z’I‘,’r1 andd* € Z’;“ such that d*B’ = 0. We have H, ~, H;, [KW15] argued this follows from the MDDH
assumption for [A’]; (the details are analogous to our proof of G5z ~. Gs¢—1 in Section 3.2), even if M is public,
this argument can still hold.
- Hs: Identical to H, except that we replace K’ with K’ +ud*, where u « Zg’“z. We have H; ~; H; and the advantage

in Hs is negligible. [KW15] argued this follows from

e C’' = (K’ +ud*)B’ = K'B’ completely hides u;

e P=M"(K+ud')leaks M u;

e D'(K'+ud*) +vd* = DK’ + (v+u)d* in 77y completely hides u.
Since M € Z(3k+2)x(2k+l), even if M is public, the probability that adversary can recover the correct u from M"u is

p
at most 1/p*+1

, which is negligible in A.

C Lemmata

Let Adviz (1) be the advantage of A in Gxxx defined in Section 3, we present all lemmata and their proofs.
Lemma 3. (Go = Gy). For any adversary A, we have Adv% (1) = Adv’, (2).

Proof. Observe that the only difference between game Gg and Gy is that we replace 77; in Go with 77; in Gy for alli € [L]
and all (pk;, sk;) € D;, where

- m; « LPrv(crs;, [M;]4, U;)

- 7; « LSim(crs;, td;, [M;]1)

here, we have (crs;, td;) « LGen(1%, Gy, [A]1), A; = (1‘2) — Zésk”)x(z’m) and M; = (lﬁ‘:{]}l_). The lemma follows from

the perfect zero-knowledge of II which ensures that 5i; = 7;. O
Lemma 4. (G; = Gy). For any adversary A, we have Adv', (1) = AdvZ, (2).

Proof. Observe that the only difference between G; and G; is that the challenger samples s in advance and replaces
the R in G; with

—~ ~ [ SA —~
R = Ri( )’ R — Z;}Zk+2)x(2k+2)
2k+1

kx(2k+1)

D , we have

in Gj. This follows from the following statistical argument: For all s € Z;Xk andAeZ

when R; « ZZFXZD and Ry« z{9*@2) This s justified by the fact that (2 ) is column full-rank. This

readily proves the lemma. O
Lemma 5. (Gy =, G3). For any adversary A, there exist algorithm B; such that Time(8B1) ~ Time(A) and

|AdV; (2) — Adv3 (A)] < L - Advig*(A) +negl(2).
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Proof. Define events Bady,...,Bady in Gy and Gs as follows:

- Bad;, i € [L]: it holds that D;[pk;] = L and M; ¢ span(A;) where pk; = ([T;‘,Q ]1,{[H ]2}]€[L (i} T ) and

A (T’.‘)
M = t

3 i |
Q;

R;
Observe that G and G, are identical except that Bad; V --- Vv Bady happens. By the differential lemma and union
bound, for any adversary A, we have

JAdv3, (1) — AdvZ ()] < Z Pr[Bad;].
i*e[L]

It remains to bound Pr[Bad;-] and show that it is negligible. This follows from the unbounded simulation soundness
of IT defined in Section 2.4, guessing i* « [L], on input A = (ﬁA) crsi+, and having access to oracle LSim(crs;-, td;, -),
where (crs;, tdi+) < LGen(1%, Gy, [Ai+]1), the algorithms $B; works as follow:

(Setup) Sample

>

S — Z},Xk, B — Z;,k”))(k kT « Z?,k”.

Compute
[AKT]7

using k we sampled and A from the input. Sample R;- such that:
~ = ( sA )
Ry = R;»
Dok
here using A, R; from the input and s we sampled. For all i € [L] \ {i*}, sample R;

SA
Rl - Rl b
| YeS]

— Z;fk”)x(z“z) and compute

here using A from the input and s, R; we sampled. For all i € [L], sample

V; Z;2k+1)><(k+l)’ W; Z;}Zk+1)><(k+1)n’ I‘;r - ZI;.

and compute [AV;, AW;]; from V;, W; we sampled and A from the input. For alli € [L] \ {i*}, using A from the

input and R; we have computed, run

A
(crsi, td;) « LGen(1%, Gy, [Ai]1) where A;= (ﬁ )
i
Fetch crs;« from the input and all remaining terms in crs do not involve A and can be simulated honestly. Output:

[Al1, [AKT ]z, {crs;, [R;, AV;, AW;]1}
as=|{[ [Br],V;Br; +k' ]2}]E (L]
{1 VBr ,W;(I, ® Br})] 2}

ie[L]

Lie[LI\{j}
(Query) Foralli € [L]\ {i*} and each (pk;, sk;) € D; is generated as:
pk; = ([ AU; , R;U; ]1,{[UzBI‘ lI2}jeriy- i) and  sk; = U;.
—— ——
T; Qi h;;
with U;, [T;]; is computed using A from the input, [Q;]; is computed using fli we have computed; [h;;], is com-
puted from [Br]T]Z in crs we have simulated, and

~ T;
7; « LSim(crs;, td;, [M;]1) where [M;]; = '

th
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can be computed using [T;, Q;]1 we have computed and crs;, td; we have generated. And each (pk;., ski-) € D;- is
generated as:

pki- = ([AU: , Rp-Upe ]y, {[UiBr] |2} jero)y i), ) and  skys = Upe.
—— ——
T« Qi hi*,j

with U, [T+, Q;<]1 are computed using A and R;- from the input; [h;- ;]2 is computed from [Br}T]Z in crs we have

— T;
simulated and 7;- is obtained by query [M;-]; = [ "| to oracle: LSim(crs;s, td;-, -).
l'*

(Challenge) On input the challenge (x*, (mg, m]), (pk;, y%)ie[ 1), if Dy [pki.] # L, B1 halts and outputs L; otherwise,
B, do the following checks for alli € [L] \ {i*}:
- When D;[pk;] = 1, check: Ver(crs, i, pk;) 214 P(x*, y{) a 0, abort if not.
~ When (i, pk!) € C, check P(x", y?) Z 0, abort if not.
parse pki = ([T}, Q;l1, {[hzj]z}je[L]\{i},ﬂf); using s, R; we have sampled, [AV;, AW;];, [AK"]7 in crs we have
simulated, return the challenge ciphertext with secret bit b as follow:
cte = [ sA ]y,
——

c

Z ((sAV; + e1ﬁ{1Q§‘)(ay; ® Iir1) + SAW; (K- ® Ik+1))l , [ Z SAW; (Cy ® Ik+l)l ,[sAKT]7 - m;} )
i€L] 1 Lierr) 1
C*

*

1

*

¢ 2

C

With above simulation, we can observe that for all i* € [L], we have Pr[Bad;-] < Advy;® + negl(2). So, we have

|Adv§l()t) - Adv?ﬂ()\)l < Z Pr[Bad;] < L ~Advljg§S + negl(A).
ie[L]

This proves the lemma. o
Lemma 6. (Gs ~. Gy). For any adversary A, there exist algorithm 8B, such that Time(B;) ~ Time(A) and

AV, (2) — Adv| < Advig P () + negl(2).
Proof. This follows from the (k, 2k + 1,1)-MDDH assumption:

([Al1, [sA]1) = ([Al1, [c]1)

kx (2k+1)

where A «— Zp

.8 — Z*and ¢ — Z},X(Zk“). On input [A]4, [t]; where t = sA or t = c, the algorithm works as
follow:

(Setup) Sample
B — Z;kﬂ)xk’ KT — Z;x(zkﬂ).

Compute [AK" |7 from k we sampled and [A]; from the input. For all i € [L], sample
Vi - Z;2k+1)><(k+1)’ Wi - Z;2k+1)><(k+1)n’ ﬁi - Z;}Zk+2)x(2k+2)’ r; — Z;Xk
and compute

[Rili = |R

t
and [AV,',AW,']l
2k+1/ |4

from R;, V;, W; we sampled and [A, t]; from the input. For all i € [L], using [R;]; we have computed and [A];
from the input, compute
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and run
(crs;, td;) — LGen(1%, Gy, [Ai]1).

All remaining terms in crs do not involve A and can be simulated honestly. Output:
[Al1, [AK"]7, {crs;, [Ri, AV;, AW;]; }
— T . T T
crs = {[Br]. ,V;Br; +k ]Z}je[L]
{[ViBI‘]T,Wi(In ® BI‘]T)]Z}]-G[L]

ie[L]

JGe[LIV{j}
(Query) Foralli € [L] and each (pk;, sk;) € D; is generated honestly as:
pk; = ([ AU; , RU; ]4, {[UBr] |o}jeqop (i), ) and  sk; = Us.
—— ——
T; Qi hy;
with Uj, [T;]; is computed using [A]; from the input; [Q;]; is computed using [R;]1 we have computed; [h;;]; is
computed from [Br}T]Z in crs we have simulated, and

T;
Qi
can be computed using crs;, td; we have generated and [T;, Q;]; we have computed.
(Challenge) On input the challenge (x*, (mg, mj),?(pk;‘, Yiie[r))s ?Bl do the following checks for alli € [L]:
- When D;[pk;] = L, check: Ver(crs, i, pk;) =1 A P(x*, y) = 0, abort if not.
~ When (i, pk!) € C, check P(x", ) Z 0, abort if not.
parse pk;.“ = ([T;‘, Q;.“]l, {[h?j]z}je[L]\{i}, nl*) using R;, V;, W;, k we have sampled, using [t]; from the input, return
the challenge ciphertext with secret bit b € {0, 1} as follow:

7 « LSim(crs;, td;, [M;]1), where [M;]1 =

1

ctx*:([ t I, Z((tvi+elﬁ;10;f‘)(ay;®Ik+1>+twi(1<y;®1k+1>)] ,[thxcmlm) ,[tkT]rmz)-
S~—— . ;

o ie[L] 1 Lie[L] 1 o

: Y

c

%

1

*

¢

Observe that when t = cA, the simulation is identical to G3; when t = c, the simulation is identical to G4. This readily
proves the lemma. o

Lemma 7. (Gs 1 =5 Gg). For any adversary A, we have
|AdV (A) — Adv (1)] =0
Proof. First, in the process of simulating crs, we program k' in both Gs ; and Gg as follow:
k" - k' —cta
where K7 « Zf,k”, o < Zp Due to the fact that Act = 0, We can simulate the crs as follow:

[Als, [AKT ], {ersi, (R, AV, AW}y
crs = {[BI‘]-T,V/'BI']T + kT]Z}jE[L]
{[VBr], Wil ® BrD) 2}y e in iy

And observe that for secret bit b, the challenge ciphertext C* in Gs 1, is:

]

C*=[ck" —a]r - mj,

this follows form the fact that cc* = 1. After substitute k" — k" —c*a, we can observe a only correlate to C* and [«
is uniformly distribute over Gy. It implies that the distribution of C* is identical to a random coin in Gr, just like in Gg.
This readily prove the lemma. O
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Lemma 8. (Gs¢-1,0 ~¢ Gs,¢-1,1). For any adversary A, there exist algorithm B, such that Time(8B;) =~ Time(A) and
|Adv ~H0(2) = Adv T < AdVIPPR(Q) + negl ().
Proof. This follows from the (k, k + 1, 1)-MDDH assumption:
[Bl2, [Bry ]z ~c [Bla, [dy ]2

where B « Zg,k“)x’(, rp — Zy*and d; « Z},X(kﬂ). On input [B]y, [t"], where t” = Br} or t" = dj, the algorithm
works as follow:

(Setup) Sample

A Zl;x(zkﬂ)’ K Z[l)><(2k+1)’ c e Z;X(Zkﬂ)) o« Z,.

Compute
[AK"]; and c* eZ),

such that cc* = 1 and Ac* = 0, with A, Kk, c we sampled. For alli € [L], sample

V; ZI(,ZkH)X(kH), W; Zézk+l)><(k+1)n’ ﬁi - Z;,ZIHZ)X(ZIHZ),

and compute

~( c
[Ri]1 = [Ri (I )] , [AV;, AW;]q
2k+1/ 11
from R;, V;, W;, A, c we sampled. For all j € [L] \ {¢}, sample
rj <« Z})Xk.

For all j € [£ — 1], compute
[Br;,V;Br; +k' +ctaly,

using rj, V;, k, « we sampled, c* we computed and [B]; from the input. And compute
[tT, Vet +K ]y,

using V,, k we sampled and [t ], from the input. For all j € [L] \ [#], compute

[Br]T,VjBr]T +k],,
using rj, Vj,k we sampled and [B], from the input. For all j € [L] \ {€} and alli € [L] \ {j}, compute

[ViBr;, Wi(I, ® Br;)]2,

using V;, W;, r; we sampled and [B]; from the input. For all i € [L] \ {£}, compute

[Vit, Wi (I, @ t7)]2,

using V;, W; we sampled and [t"], from the input. For all i € [L], using [ﬁi]l we have computed and [A]; we
sampled, run
A

i

(crsi, td;) « LGen(lA,Gl, [A{]1), where [Ai]1=

1
Output:

[Al]1, [AKT]7, {crs, [R;, AV;, Awi]l}ie[L]

Br]T,VjBrJT +kT +ctalz} o, 1 [t7,VetT +K7],, {[Br}T,V]-Br]T +Kk'],}

{[ jele- jelL\[¢]
{[ViBr], Wi(I, ® Br/)].} Vith, Wi(I, @ t1) ]2}

crs =
jelLIN{¢e}ie[LIN{j}’ {[ ie[L]\{£&}
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(Query) Foralli € [L] and each (pk;, sk;) € D; is generated as:

T; Qi h;; h;,
N /:’\ —— ——

(pke,sko) ([ AU , RiU; |1, {[UBr 12} jenp (e, [Uit" 12, 70), U; ifi# €
"s' = — ~ e
Pke Sk ([AUe,ReUe]h{[UeBI' l2}jerLngeys ), Up ifi=¢

—— ——
T, Qe hy,

with U;, [T}, Q;]1 are computed from [A, f{i]l in crs we have simulated; [h; ], is computed using [t"], from the
input; remaining [h; ;] is computed using [B], from the input and r}T we have sampled; and

T;
Qi],
can be computed using crs;, td; we have generated and [T;, Q;]1 we have computed.
(Challenge) On input the challenge (x*, (mg, m}), (Pk;, ¥})ic[z]), B2 do the following checks for all i € [L]:
- When D;[pk;] = 1, check: Ver(crs, i, pk;) Z1A P(x*, y7) < 0, abort if not.
- When (i, pk;) € C, check P(x*, y;) Z 0, abort if not.
parse pk; = ([T Qi 1, {[hl]]z}]e [LI\{i}>TT ) using ¢, R;, V;, W;, k we have sampled, return the challenge ciphertext
with secret bit b € {0, 1} as follow:

7; < LSim(crs;, td;, [M;]1), where [M;]{ =

, [CkT]T . m’{, )

l\__s,___/

Cty = ([ c | [ Z ((eVi + elﬁi_lQ?)(ayf ® Iyy1) + Cwi(Kyf ® Ik+1))l I Z CW; (Cys ® Iry1)

ie[L] ie[L]

%

Co C*
c S
Observe that whent™ = the simulation is identical to Gs ¢—1,0; whent™ = dT the simulation is identical to Gs p_1,1.
This readily proves the lemma. O

Lemma9. (Gs;-11 ~¢ Gs,¢-1,2). For any adversary A, there exist algorithm B, such that Time(8B;) =~ Time(A) and

Adv TP () = Advy TP ()] < 2Q - AdVEPPH + negl(A)
where Q is the maximum number of queries on a slot made by A.

Proof. Recall that in these two games, the crs are in the following form:

[Al1, [AKT]7, {crs;, [ﬁi,Avi;Awi]l}ie[L]

crs = {[BrT,VBrT+kT+cla]2}j€“, 1J,[d},V{;d{T+kT+] {[Br V;Brj +k’ ]2}]E LI\(e]

{[VLBr Wl(In ®Br ) 2}]€[L IN{ehie[L\{j}’ {[Vld;:wl(ln ®dg) Z}iE[L]\{t’}

where b =0inGs,_11,and b =1in Gs,_1. Foralli € [L] and for each pk; € D;, we have
(pke, ko) ([AUi,ﬁiUih,{[UiBI‘]T]z}je[L]\{i,e}, [Uid; ]2, ), U ifi# £

i» i) = = - 1f1
l ([AU,, R, U,]4, {[UeBr; ]2}jeLn (e} 7Te),Up  ifi=¢

And we recall ¢j and c; in the following terms:

c; = ((eV, + elﬁ,}lQZ)(ay;; ® Iir1) + €W (Ky: ® Ixi1)) + 2ieqr) o) ((€Vi + elﬁle?)(ay;‘ ® Irs1) + Wi (Ky: ® Iiy1))
C; = ch(Cx* ® Ik+1) + ZiE[L]\{t’} CWi(CX* ® Ik+1)

And we define ¢t € ZZ"“ and dt e le(k”)

such that
=0, cct=1; d'B=0, d'd; =1 (14)

On slot ¢, regarding the challenge public key pk}, we will discuss two cases: (1) pkj, is honest, which means that pkj, €
Dy \ Cy; (2) pkj, is corrupted or maliciously generated by the adversary, which means that pkj € C, U Dy.
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Honest Case. In this case, we have pk, = ([AU}, ﬁng}]L {[U;Br}T]z} jelL\(¢}» Te), Where the Uy, is honestly generated
by challenger and is hidden from the adversary. And we can write the first term in ¢J as follows:

(cV,y + ) (ay; ® Iy1) + cwt’(Ky; ® Iri1)

which means that the we can directly simulate cU}, and don’t need to program c into R, thus, we replace Rein crs
with a random R, analogous to the proof of Lemma 4. To prove the indistinguishability of G5 ;—11 and Gs 1,2 in
this case, we firstly recall the related terms which is known by adversary as follows:

A,c*,B,[Re]1,d),AV,, VB, V,d, + bcta  //incrs, pk,
¢, cV, +cUj; AU, [RgU’;,] 1, U;B // in ct*. pk’;

And we establish a series of argument as below:
1. We argue that:

A,c*,B, [Re]1,d;,AV,, VB, V,d, + beta
¢, ¢V, + cUj; AU, [R,U}]1, U;B

~c A, ¢, B, [R;]1,d;,AV,, V,B,V,d; +bc'a (15)
¢, ¢V, + cU}; AUS, [R,US +[u'd* ||, UB

where U «— Z},X(ZHZ). We define events Bady, . .., Badg in the honest case as follows:

- Badg, q € [Q]: onslot £, adversary honestly chooses the q™ pk, returned to OGen(¢) as the challenge public
key pkj, and when simulating this pkj, the simulator uses [Q}]; which is [R,U}]; or [R,U, +u"d*];.
Observe that the distributions in our argument will occur when Bad; V- - - vV Badp, and the advantage between
the distributions in our argument is bounded by ¢ ;) Pr[Bad,]. It remains to bound Pr[Bad,] and show that

it is negligible. This follows from Lemma 2 whihc ensure that:

AU} - *
(%) 5 [Re]ly B: dJ_: ( CU{)’ [RgUg]l: UgB

zc (1:) > [Rf]l) B, dJ_) (?IIJJ%), [R{’U; +]1, UZB

—~

Guessing q € [L], on input A, ¢, [R¢]4, B, dt, T} ¢, [Q;]l and B where T’;, = AU, C= cU’;, B= U;B; [Qj,]l =
[R;U;]1 or [Q}]1 = [ReU; +u"d"]y, there exist algorithm B works as follows:

(Setup) Sample

K — le(2k+l) 1x (k+1)
P .

, O Zp, dg(—Zp

Compute
[Ak"]; and c*eZ)!

such that cc* = 1 and Act = 0, with A, ¢ from the input and k we sampled. For all i € [L], sample
V; Z;,Zkﬂ)x(kﬂ), W; Z;)2k+1)><(k+1)n
and compute
[AV;, AW;]4
using V;, W; we sampled and A from the input. For alli € [L] \ {£}, sample

R — Z;2k+2)><(2k+2)’

- ~( c
R - |R (I)]
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using R; we sampled and ¢ from the input. For all j € [L] \ {£}, sample
I'j — Z},Xk.

Forall j € [£ - 1], compute
[Br]T, VjBr]T +KkK" +ctal,,

using r;, V;, k, o we sampled, ¢ we computed and B from the input. With b = 0 when simulate Gs ¢_11
and b = 1 when simulate Gs ;_1,2, compute

[d;,Ved, +K" +bcta]z,
using dy, V4, k, « we sample. For all j € [L] \ [£], compute
[Br]T,VjBr]T +Kk'],,
using r;, V;, k we sampled and B from the input. For all j € [L] \ {£} and alli € [L] \ {j}, compute
[ViBr], Wi(I, ® Br])],,
using Vi, Wi, r; we sampled and B from the input. For all i € [L] \ {£}, compute
[Vid,, Wi(In ® d;)]2,

with V;, W;, dp, we sampled. For alli € [L] \ {¢}, using [R;]: we have computed and A from the input, run
N A
(crsi, td;) <« LGen(1%, Gy, [Ai]1), where [Ai]1 =]
R; 1
Using A and [Ry]; from the input, run

A
(crsp, tdg) <« LGen(1%, Gy, [A;]1), where [Ag]i =

Rgl

Output:
[A]lx [AkT]T’ {crsi’ [Avi’Awi]l}ie[L]’ {[ﬁi]l}iE[LJ\{{f}: [Rf]l
crs = {[Br]T, V;Br] + K + ctaly} d;,Vd; +K" +bctals, {[Br]T,VjBr]T +KkT],}

{[ViBI’JT, Wi(I, ® Br]T)]z} Vid), Wi(I, ® d})]2}

jele-1p [ jelLI\[e]

jelL\{e}ie[LNGY {[ ie[LI\{¢}

(Query) Foralli e [L]\ {¢} and each (pk;, sk;) € D; is generated as:

pk; = ([ AU; , R;U; ]1,{[UiBI']T]z}je[L]\{i,e}, [Uid; ]2,71;) and sk; = U;.
—— —— N ,
T; Qi hi,j hiyg

with Uy, [T;]1 is computed using A from the input, [Q;]; is computed using [ﬁi] 1 we have simulated; [h; ],
is computed using [d; ] we have simulated, remaining [h; ;], is computed using B from the input and r;

we have sampled; and

_ T;
7 < LSim(crs;, td;, [M;]1), where [M;]; = !

i
1
can be computed using crs;, td; we have generated and [T;, Q;]; we have computed. And on slot £, except

for the ¢™-round query on OGen(¥), other (pk,, sk¢) € D, is generated as:
pk, = ([ AUg, RoU;]4, {[UeBr]T]z}je[L]\{g},ﬁg) and sk, =T,

—— ——
T, Qe h”

36



with U, we generated, [Ty, Q] are computed using A and [R,] from the input, [hg ], is computed using
B from the input and r; we have sampled, and

T,
Qe

TTp «— LSim(crsy, tdy, [Me]1), where [M;]; =

1

can be computed using crs,, td, we have generated and [T,, Q;]; we have computed. As for the g™-round
query on OGen(#), we return the pkj, as follows:

pk; = ([T}, Qv £ Br] Io}jeron (e 7;)
——
hy,

with T} and [Q7}]; from the input; and [h’g’j] 2 i1s computed using B from the input and r; we have sampled,
and

T,
Ql,

can be computed using crs,, td, we have generated and [T,, Q¢]1 we have computed. Note that in Badg,
the adversary will choose pk;, as a challenge public key honestly, and in honest case, we have pkj, ¢ C,

7T, « LSim(crse, tde, [M]1), where [M}]; =

which means that the simulation can still finish even if it doesn’t know the skj, = U}, from the input.
(Challenge) Oninput the challenge (x*, (mg, m), (pk;, ¥;)ie[r]), B do the following checks for alli € [L]\{¢}:
- When D;[pk;] = L, check: Ver(crs, i, pk;) Z1A P(x*, y;) 1 0, abort if not.
- When (i, pk;.*) € C, check P(x*,yl.*) z 0, abort if not.
Foralli € [L]\{¢}, parse pk; = ([T}, Q{]1, { [h} 12} jermn i f), using R;, V;, W; we have sampled; ¢, ¢ from
the input and V,, W,, k we have sampled, we compute the challenge ciphertext with secret bit b’ € {0,1}

as follow:
c, =¢
c; = ((eVe+©)(ay; ® Iks1) + CW(Ky: ® Iis1))
+ Dierz ey ((€Vi + e1ﬁ{10f)(ay; ® L) + €Wi(Ky: ® Iieir))
¢; = 2iefr] CWi(Cxs ® Iis1)
C*=[ck"]r - mj,
And return

cty = ([€g, €3, €511, CY)
With above simulation and along with Lemma 2, we can observe that for all ¢ € Q, there exist B, such
that Pr[Bad,] < 2 - Advig”™" + negl(2). So, we can readily prove that the advantage of argument (15) is
bounded by 2Q - Advig"" + negl(2).
2. We argue that:

A,c*,B, [Ry]y,d),AV,, VB, V,d, + bcta
¢, ¢V, + cUj; AU, [R,U; +a"d*];, U;B
~s A,c*, B, [Rg]1,d}, AV, VB, V,d] + +bcta (16)

¢, CV; +cU;, +[ved* + u,d* | AU, [R,U) + +u'd"];, U;B
where vy, u, < Z,. We change the variables as follows:
V> Ve+ctvedt and U, - U, +clued*.
With the fact (14), when simulating crs, we have

A(Vg + CJ'ngJ') = AV,, (Vg + CJ'ngJ')B =V,B, (Vg + CJ'ngJ')d; +bcta= ng; + CJ'Vg;
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when simulating the challenge public key pk}, on slot £, we have
A(U, +c'u,d*) = AU, (U, +c'u,d')B =U;B;
when simulating c’{, we have
c(Ve+ctvedt) =cVp+ved®, c¢(U,+ctupdt) = cUj +upd*.

This readily prove the argument (16).
3. We argue that:

A,c*, B, [Re]1,d;,AV,, VB, V,d, + ¢t v, + beta

¢, cVy + cUj +ved® + updt; AU}, [RoU} + Roctupdt +u'd* ]y, UsB

~s A, ¢, B, [Ry]1,d;,AV,, VB, V,d, + ¢t v +be a0

¢,cVy +cUj +v,d* +u,d*; AU}, [R,U; + Recu,dt +u'd* ]y, U;B

a7

This argument follows from the fact that u only appears in pk}, it implies that u can hide R,c*u,; which means

that u, will not be revealed by pkj,. Thus, u is sufficient to hide v, which only appears with u, in ¢ and appears

with bain crs, and is sufficient to hide ba. This readily prove the argument (17).
With argument (15), (16) and (17), we can readily prove the lemma in the honest case.

Corrupted & Malicious Case. In this case, we have pk, = ([T}, Q;]1, {[h;jT]z}je[L]\{g},T[;) € Cy U Dy. And it is re-
quired that P(x*, yz‘,) = 0. To prove the indistinguishability of Gs p_11 and Gs ;-1 2 in this case, we firstly recall the

related terms which is known by adversary as follows:
A, ct, B, d;, AV,, V,B,AW,, W, (I, ® B),ng; +bcta //incrs
¢, cVe(ay: ® Inia) + CWe(Ky: ® Iiyn), EWo(Cer ® Ixea)  //inct?

And we establish a series of argument as below:
1. We argue that:

A, c',B,d;, AV, V,;B,AW,, W,(I, ® B),V,d; + bc'a
¢, cVe(ay: ® i) + CWe(Ky: ® Iiyq), €W (Cxr ® Ii1)
~s A, ¢, B,d], AV;, VB, AW,, W, (I, ® B), V,d] + +beta

¢, cVe(ay: ® Ixsa) + CWo(Kys ® Iiyr) + ‘way; Qd*t + weKy: ® d*

where vy < Z, and w; « Z;. We change the variables as follows:
Ve Vp+ctvedt and Wp— Wi+ et (we@dh).

With the fact (14), when simulating crs, we have

A(Vg + CJ'VedJ') = AV,, (Vg + CJ'ngJ')B =V,B, (Vg + CJ'ngJ')dZ = ng; + CJ'Vg

and

AW, +ct(wp@dt)) =AW,, (W;+c(w,®d"))(I, ® B) = Wy(I, ® B);

when simulating c] and c;, we have

c(Ve+ctved) =cVp+vedt, c(We+ct(wp®db)) =cW,+ (W, ®@db).

This readily prove the argument (18).
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2. We argue that:

A,c*,B,d;,AV,, VB, AW, Wy(I, ® B), V,d; c* v, + beta
c, ch(ay; ® Ixyq) + CWg(Kyz ® Ixyq) + Veay: dt + WgKyz ®dt, CW,(Cyr @ Iy1) + WeCy+ ® d+
~s A,c*,B,d;,AV,, V,B,AW,, W,(I, ® B), V,d, + c"v; + be*« 19)
¢, cVe(ay: ® Ixsa) + CWo(Ky: ® Iis1) +W+ weKy: ® dt, cWo(Cyr ® Ijyq) + WeCy: @ d*
This argument follows from the fact that P(x", y;) = 0, so that v, in ¢} can be hidden by w, with the security
of predicate encoding defined in Section 2.3.
3. We argue that:
A,ct,B,d;,AV,, VB, AW, W,(I, ® B), V,d; +c v, + beta
¢, cVe(ay: ® Ixs1) + Wi (Ky: ® Ie1) + WKye @ dF, €Wy (Cy ® i) + WeCx- @ d*
~s A, ¢, B,d;, AV, VB, AW, Wy(I, ® B), V,d; + ctv, +be' @ (20)
c, ch(ay; ® Ixy) + CWg(Ky; ® Ixp) + WgKy; ®dt, CW,(Cyr @ Ipy1) + WpCy+ ® dt

This argument follows from the fact that v, only appears with ba in crs, and it is sufficient to hide ba.
With argument (18), (19) and (20), we can readily prove the lemma in the corrupted and malicious case. O

Lemma 10. (Gs¢-1,2 ~¢ Gs ¢-1,3). For any adversary A, there exist algorithm B, such that Time(B,) ~ Time(A) and
|Adv% 2 (1) = Adv T < AdViPPR(Q) + negl ().

Proof. The proof is analogous to Lemma 8, except that we replace V,t" + k" with V,t" + k" + cta in the setup phase
of simulation. Namely, the simulation have the following change in crs:

[A]I: [AkT]T’ {CI’Si, [ﬁi’ AV, Awi]l}ie[L]
crs = {[Br]T,VjBrjT +KkK + cla]z}jelg_”, [t7,VetT +Kk7],, {[Br}T,V,-BrjT +kK + ]z}je[LJ\H’J

{[ViBr], W;(I, ® Br))]2} VitT, Wi(In ® t1)]}

jelLI\{e}ie[LI\{j}’ {[ ie[L]\{¢}

Observe that when t” = d, the simulation is identical to Gs ¢_12; when t" = Br;, the simulation is identical to Gs ¢_1,3.
This readily proves the lemma. O

D More Concrete Slotted Reg-ABE

D.1 Slotted Reg-ABE for Span Program

This section present a concrete slotted Reg-ABE for boolean span program. We use the predicate encoding of (mono-
tone) boolean span programs [CGW15, Appendix A.5].

Preliminaries. A (monotone) boolean span program [CGW15, Appendix A.5], denoted by V, is defined by Y € Z;,"X“’
where
V(x) =1 & x € {0,1}"" satisfies Y &< 3w € Z,*" such that e; = o - diag(x)Y
X1
Here we use notation: diag(x) := . € Zp*™ for X = (X1, ..., Xm) and note that diag(x) = diag(x) ™. We review
Xm

the predicate encoding for boolean span program predicate (ciphertext-policy variant):

PV,x)=1=V(x) =1
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as follows [CGW15, Appendix A.5]:letn = m+ ¢,n. = mand nx = m+ 1, define

I
cyz(’"
YT

K, = (Om diag(x)

. ) ax = (1|0m), dyx = (1f|@|| - diag(x) - )
el 0€><m

where 0y, is a row zero vector of size m. Note that we work with read-once boolean span program as in [CGW15].

Scheme. Our concrete slotted Registered CP-ABE for read-once boolean span program from SXDH (1-Lin) assumption
works as follows:

- Setup(1%,P,1%) : Run G := (p, Gy, Gy, Gr, e) < G(1%). Sample
1x3 T 2 1x3
a<—Zp , b <—Zp,k<—Zp .

Foralli € [L], sample
Vi 282 Wy 2P0 R 788 1y 7,
Foralli € [L], write A; = (g ) and sample

’ 1x2 T 2 / 5x2 / / 2X2
a; — Zp , b — Zp, K; « Zp s Ki,O’ Kl-,1 — Zp

and compute

7

Ty’ 12744 ’ .

Pi=A; K, Pio=2aK;y Pi1=aK;;
IT _ w'hT T _ 1w’ W T _ 1w’ T
¢ =Kb;' ¢ o=Kb;', ¢;=Kb;.

Foralli € [L], set

crs; = ([af, Py, pio, Pials, [b], ¢, €fp, ¢ 1]2)  tdi = K.

Output
[a]1, [aK ]z {crs;, [Ri, aVi, aWi]1 }
crs = {[hTrj,V]-bTr]- + kT]z}je[L]
{[VibTr;, W;(Inse @ b71))]}

ie[L]

JjelLLie[LI\{j}

- Gen(crs, i) : Sample U; « Z3** Define M; = (g ) = (gy,) » sample s] — Z7, and compute
7 = [U] Pi+8/ (Pio+Pin)s 8 a; 11

——

TTi,0 T

Fetch [R;]; and {[b"r}]2} e\ (i) from crs and output

pk; = ([ aU; , RiU; 14, {[Ub " rjl2}jerr\iy- i) and  sk; = U;.
t; Q: h'.
L]

- Ver(crs, i, pk;) : Parse pk; = ([ti, Qi]1, {[hzj]z}jem\{i},m) and fetch [biT,c;T,c;’TO,clf’Tl]z from crs; in crs. Write M; =

((t)ll) and parse 71; = [77;0, 77,1 ]1, check

e([7i0l1, [B]712) = e(IM] 11, [€]12) - e([mia 1, [€fp +€/T12)

For each j € [L] \ {i}, check
e([al1, [h],]2) = e([ti]1, [b7;]2).

If all these checks pass, output 1; otherwise, output 0.
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- Agg(crs, (pk;, X;)iepz]): For alli € [L], parse

pk; = ([ti’Qi]ly{[hzj]z}je[L]\{i}:ni)~

Output:

mpk = ([a]l, [ > ((aVi+ti)((1”0m) ®Iz)+aWi((:rT" diag(xi)) ®IZ))l [ > awil , [akT]T)
1 1

ie[L] 1 Oexm ic[L]

and for all j € [L]

[ Om Iy,
hSkj = [bTr]- ]2, [V,-bTrj + kT]z, Z ((VibTr]- + hI])(1||0m) + Wi(Im+g ® bTrj) ( r—lr—l i ) ) l s
—  ———  lie[l\{j} e Oexm) | |,

kg K

K:

Wi(Inse ® bTrj) )
Lie[LI\{j} 12

K3

- Enc(mpk, ¥, m): Sample s < Z,. Output:

Z ((saVi +st)((1]|]0) @ L) + sawi( (0? diag(xi)) ® Iz)) l s
1

CtY= [ sa ]1’
~ ie[L] e Opxm

Co

C1

[ I
Z saWi((Y'flr) @I ||,[sak"]r - m )
Lic[L] 1 ﬁ#

C2

- Dec(sk;r, hsk;«, cty): Parse
ski- = Upr, hsky = [Kg,K{, K, Ksla, cty = ([€o, €1,€2]1,C).

recover
Inm

K>||K3 -

[z1]r = e([c1llez]t, (Tamir ®KJ12),  [z2]r = E’([Co]l,

)

[z3]r = e([coUi-]1, [Kq ]2), [z4]7 = e([co]1, [K{ ]2).
Compute w such that e; = w - diag(x;-)Y, output

m’ = [(z1 - z2) (||| - @ - diag(x;)) " - 25 - z4]r - C.

D.2 Slotted Reg-ABE for zero inner-product

This section present a concrete slotted Reg-ABE for zero inner product. We use the predicate encoding of inner product
from [CGW15, Appendix A.1].

Preliminaries. We review the predicate encoding for zero inner-product:
— T 1xm Ixm
P(x,y)=1=xy =0 where (xy)€Z,”" xXZ,~".

as follows [CGW15, Appendix A.1]:letn = m+ 1, n, = m and nx = 1, define

X 0
CX:( )’ Ky: (y_l_), ay = (1), dx,y = (1” _y)

Ln
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Scheme. Our concrete slotted Reg-ABE for zero inner product from SXDH (1-Lin) assumption works as follows:
- Setup(14,P,1Y) : Run G := (p, G4, Gy, Gr, ) «— G(1%). Sample
a—7Z)% b 70 ke 7).
Foralli € [L], sample
Vi « Z;XZ, W; «— Z;XZ(mH), R« Zéxa, ri «— Zp.
For alli € [L], write A; = (3 ) and sample

a <_le2 bIT<_Zz K <_st2 KloyK <—ZZX2

and compute
P =A/K], pio=aKy, pi1=aK];
T=KD o= Kb, ¢ =K b,
Foralli € [L], set
crs; = ([a, Py, Pio, Pials, [b], €7, efp, ¢ 1]2) tdi =

l ’ 10’ i'

Output
[a]1, [aK ] 7 {crs;, [Ri, aVi, aWi]1 }
crs = {[bTT]',ijTT‘j + kT]z}je[L]
{[Vib-rrj, Wi (Lns1 ® hTrj)]Z} i

ie[L]

ie[LI\{j}

— Gen(crs, 1) : Sample U; « Z3** Define M; = (o) = (ry.), sample s ZZ, and compute
7 = [U Py +s] (Pio +Pi1), S/ @ |1
——
Tio T

Fetch [R;]; and {[b"r}]2} e\ (i) from crs and output

pk; = ([ aU; , RiU; |1, {[Uib"rjl2}jerzp iy i) and  sk; = U;.
S—— —— ~———
t Qi h'.
L]
— Ver(crs, i, pk;) : Parse pk; = ([t;, Q]1, {[hgj]z}jem\{i},m) and fetch [b/, ¢/7, :To,cfl]z from crs; in crs. Write M; =
ti) and parse 71; = [7;0,7;,1]1, check

(Qi
’ ? ’
e([mmiol1, [b{"12) = e([M{ 11, [€{"12) - e([mial1, [c]g +€{}]12)
For each j € [L] \ {i}, check
e([a]1, [h{;]2) = 2 e([ti]1, [bT7;]2).
If all these checks pass, output 1; otherwise, output 0.
— Agg(crs, (pk;, Vi)ie[r)): For all i € [L], parse
pk; = ([ti:Qi]ly{[hzj]z}je[L]\{i}:ni)-
Output:
) I,

i

mpk = ([3]1, Z

| ie[L]

0
(avV; + t;) + aW; ((yT

and for all j € [L]

hsk; = ([hTY‘]’ 12, [ijTrj +Kk"],,
— T LielL\{j}

K] K]

(Vler,+h )+ Wi(Iny ®b'ry)) )l I Z Wi(Ins1 ®b7r))
e[LI\{j}

)

1
K, Ks
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- Enc(mpk, X, m): Sample s < Z,. Output:

Cty = ([&]1, [ Z (saV; + st;) +sawi((y0T) ®Iz))l , [ Z saW; ,[sak" ]t - m).
1

X
(I ) ®Iz)
ie[L] i ie[L] m D
Co C

C1 C2

- Dec(sk;+, hsk;+, ctx): Parse
ski = Up,  hsk = [Ky, K|, Kz, Ks]z, ¢ty = ([€o, €1, €2]1,C).
recover

K>|/K3

[z1]r = e([callez]1, [Tms1 ® K 12),  [22]7 = e([Co]l,

)

[z3]7 = e([€oUy]4, [Kj ]2), [z4]T = e([co]1, [K] ]2).
Output
m’ = [(z1 - 2z2) (1| - yi:) " — 23— z4]1 - C.
D.3 Slotted Registration-Based Encryption (RBE)
This section present a concrete slotted Registration-Based Encryption (RBE). We use the predicate encoding from
[LwW10] for IBE.
Preliminaries. We review the predicate encoding for IBE:
P(id’,id) =1 = id’ =id

as follows [LW10]: let n = 2 and n.; = nx = 1, define
Cov = 1
id — i’

Scheme. Our concrete slotted RBE works as follows:

» Kig =

1
), aig = (1), dy,y = (1,-1).

- Setup(1%,1%) : Run G := (p, Gy, Gy, Gr, e) «— G(1%). Sample
a—7% 0«7 k7%
Foralli € [L], sample
V; « Zf,xz, Wi « Zf,”, R « Z?,XS, ri « Zp.
Foralli € [L], write A; = (;i) and sample

’ 1x2 as 2 ’ 5X2 ’ ’ 2X2
a; — Zp , b« Zp, K; «— Zp , Ki,o’ Ki,1 — Zp

and compute
Ty’ 12744 127 A0
Pi = Ai K,’: Pio = aiKi,O’ Pi1 = aiKi,l’

IT _w'nT IT _w! wWT IT _ ! wWT
¢ =Kb;' ¢ o=Kb;', ¢;=Kb;.

Foralli € [L], set

crs; = ([al{) Pi) pi,O) pi,l]l; [bl{T’ cl{T) C;:g, C;I]Z) tdl = K{
Output
[y, [ak "]z {crs;, [Ri,aVi, aWil1}, ;)
crs = {[bTrj,ijTr]- + kT]Z}jE[L]
T T
{[VibTr;, Wil @ D712} 1) e )
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Gen(crs, i) : Sample U; «— Z3**. Define M; = (i) = (g ), sample s] — Z2, and compute
7 = [U Py +s] (pio +Pin), S/ @ |1

——

Tio T

Fetch [R;]; and {[b"r}]2} e\ (i) from crs and output

pk; = ([ aU; , RiU; |1, {[Uib 12} jen\ iy, i) and  sk; = Uy
—_—— —— —_—
4 < h;;

Ver(crs, i, pk;) : Parse pk; = ([t;, Qi]1, {[hzj]z}je[L]\{i},ni) and fetch [b], ¢/", ¢/}

el cg]z from crs; in crs. Write M; =
(3) and parse 7; = [0, 771 ]1, check
4

e([7i0l1, [B)712) = e(IM] 11, [€]12) - e([mia]1, [€fp +€/T12)

For each j € [L] \ {i}, check
e([al1, [h];]2) = e([ti]1, [b7y]2).

If all these checks pass, output 1; otherwise, output 0.
Agg(crs, (pk;, idi)ie[r): For all i € [L], parse

pk; = ([ti:Qi]ly{[hzj]z}je[L]\{i}:T[i)-

Output:

mpk = ([a]l, [ Z ((aVi +1t;) +aW,~((ic1j.) I,
] 1

ie[L

and for all j € [L]

hsk; = ([hTrj 12, [ijTl”j +k],,
~—— —_———

kg k]

1
(VihTrj + h;,rj) +Wi(I ® hTrj) (idi)) l , [ Z Wi(I; ® bTT‘j)
2 Lie[LI\{j}

)

ie[LI\{j}

K; Ks

Enc(mpk, id’, m): Sample s «<— Z,. Output:

Ctigr = ([&]1, [ Z] ((saVl- + st;) +sawi((i;i) ®Iz)) L, [IZ] saWi((i;,) QL || ,[sak"]r - m)-

ie[L i€[L 1
Co C

Cy C2

Dec(sk;+, hsk;«, ctjy’): Parse

sk = U,  hski- = [Ky, K|, Kz, Ks]2,  cty = ([co, €1, €3, €3]1,C).

)

recover

K;||Ks3

[z1]r = e([eillez]s, [ ®kgl2),  [z2]r = 9([00]1, o

[z3]7 = e([coUi+ 11, [Kq ]2), [za]r = e([col1, [K{ ]2)-
Output
m’ = [(z1 - 22)(1,-1)") — 23 — z4]7 - C.
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