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Abstract. The pair encodings framework is an important result in the
simplified design of complex attribute-based encryption schemes. In par-
ticular, it reduces the effort of proving security of a scheme to proving
security of the associated pair encoding, which can then be transformed
into a provably secure pairing-based encryption scheme with a compiler.
Especially the symbolic property, as introduced by Agrawal and Chase
(EUROCRYPT ’17), has proven to be a valuable security notion that is
both simple to verify and applies to many schemes. Nevertheless, sev-
eral practical extensions using full-domain hashes or employing multiple
authorities cannot be instantiated with this compiler, and therefore still
require complicated proof techniques.

In this work, we present the first compiler for attribute-based encryption
schemes that supports such extensions. To this end, we generalize the def-
initions of pair encodings and the symbolic property. With our compiler,
we flexibly instantiate any pair encodings that satisfy this new notion
of the symbolic property in any pairing-friendly groups, and generically
prove the resulting scheme to be selectively secure. To illustrate the ef-
fectiveness of our new compiler, we give several new multi-authority and
hash-based constructions.

Keywords: attribute-based encryption - multi-authority attribute-based
encryption

1 Introduction

Attribute-based encryption (ABE) [50] is a powerful cryptographic primitive
that associates the keys and ciphertexts with attributes. ABE is attractive for
practice, as it allows for the fine-grained access control on data on a crypto-
graphic level [B7I33I55/40]. In 2014, Attrapadung [I1] and Wee [58] introduced
frameworks for pair and predicate encodings, respectively, to simplify the de-
sign and analysis of complex ABE schemes. Informally speaking, pair encoding
schemes abstract a pairing-based ABE scheme to “what happens in the exponent
of the keys and ciphertexts”. The idea behind these frameworks is that the de-
signer only needs to prove information-theoretic or algebraic notions of security
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for these encodings. Then, via a generic compiler, Attrapadung and Wee con-
struct ABE schemes by instantiating the encodings in some carefully-constructed
pairing-friendly groups. Subsequently, they generically prove full security, using
dual system encryption techniques [56], of the resulting ABE from the security
of the encoding and the security of the groups.

Since its invention, many works have contributed to the pair encodings frame-
work [T6I27IT2I2IA9IT3)[7]. Nowadays, many pairing-based schemes can be cap-
tured in this framework, ensuring that these efficiently satisfy a strong notion
of security. Not only has the pair encodings framework become a powerful tool
in the design of new schemes, it is also possible to generically transform or com-
pose existing schemes [I6M4I9IT3I7]. As a result, increasingly complex schemes
can be constructed without further complicating the security proofs. For exam-
ple, revocation mechanisms [9/59] and range attributes [I4] can be generically
and efficiently supported [13].

Arguably the most powerful security notion for pair encodings is the sym-
bolic property, which was first introduced as such by Agrawal and Chase [4],
but builds on several prior works, e.g., [42JITJ12]. In part, this security notion
is more powerful, because more schemes can be captured with it [4]. Moreover,
interestingly, the symbolic property is meant to make security proofs easy to
verify. In particular, this effort boils down to performing simple linear algebra.
This is a much simpler task than verifying complex security reductions that re-
quire a significant expertise. From a historical perspective, the symbolic property
builds on the ideas behind the more classical proofs, called “program-and-cancel”
proofs, which were used to prove selective security in the early days [20/50]. In
the selective-security model, the attacker commits to the predicate that they are
going to attack before seeing the public keys, which is unreasonable to assume
in practice [26].

Nevertheless, even though the symbolic property is strongly linked [42J1T)/4]
to these classical proofs, it is not clear if the symbolic property can be used to
prove selective security generically. Of course, this also raises the question of
whether we should care about this particularly low-hanging fruit at all. If we
can use the symbolic property to build fully secure schemes, then why would we
want to use it to build weaker schemes? Our answer to this question is multifold:
because the resulting schemes are simpler, more efficient, and we may be able to
generically build practical schemes that we cannot build with the current full-
security compilers yet [TTJT2l4]. Notably, those compilers do not readily support
various practical properties, e.g.,

— the employment of multiple authorities [24/47149];

— full-domain hashes, e.g., to achieve large—universenessﬂ efficiently [57];

— or flexible instantiations in the pairing-friendly groups [6lI] (which heavily
influences the scheme’s efficiency [47)).

Fully secure schemes that do satisfy such properties [41J3I52] need to resort
to more complicated proof techniques (and on a case-by-case basis), and move

3 Large-universe ABE can support any string as attribute.
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us further away from the simplicity of the symbolic property again. Moreover,
because of this complexity, many schemes that do have such desirable properties
have turned out to be broken [53]. This is, by any means, much worse than using
a scheme that is “only” selectively secure.

In addition, the broader audience seems to have confidence in selectively
secure schemes, and considers these to be practical. In particular, selectively se-
cure schemes are typically at least a factor 2 more efficient than similar schemes
in the full-security setting [4J55] (assuming they are instantiated in the same
pairing-friendly groups). Because their descriptions do not require the use of
complex structures such as dual system groups [28/29], they are also simpler
and more intuitive. By extension, they are easier to prototype and analyze for
any given practical setting [47]. Presumably, these are reasons why many pub-
lic cryptographic libraries contain many implementations of selectively secure
schemes [BI60J4635), or why half of the schemes considered by the European
Telecommunications Standards Institute [34] are selectively secure. All in all,
even if the eventual goal is to implement a fully secure scheme, simplifying the
design of selectively secure schemes is valuable.

1.1 Owur contribution

We propose a new generic compiler. This compiler uses the symbolic property to
generically prove selective security of the resulting ABE scheme. With this new
compiler, we are able to achieve properties that cannot be generically supported
with existing full-security compilers (yet), i.e.,

— multi-authority extensions;
— full-domain hashes;
— flexible instantiations in the pairing-friendly groups.

To achieve these properties, we generalize the definitions of pair encodings and
the symbolic property, and introduce mappings that explicitly address the use
of hashes and the instantiations of the encodings in the pairing-friendly groups.

New schemes. As a result of our compiler, we also obtain new schemes. In
particular, we give new constructions for

— decentralized large-universe multi-authority ciphertext-policy ABE (CP-ABE)
for monotone span programs [411/49];

— decentralized non-monotone large-universe multi-authority CP-ABE;

— single-authority CP-ABE and KP-ABE with attribute-wise key generation—
i.e., one single user can request keys for different attributes at different points
in time [55]—which is the first single-authority scheme that explicitly enjoys
this property;

— decentralized identity-based broadcast encryption [13].
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Relation to fully secure schemes in the generic group model. Our
compiler also strenghtens the connection between selectively and fully secure
schemes. Previously, Ambrona et al. [§] showed that any scheme that is not
trivially broken is provably fully secure in the generic group model (GGM)
[G1I2T123]. The class of encoding schemes that they consider overlaps with that of
the Agrawal-Chase compiler [4], which is also covered by our compiler. For this
class of schemes, we obtain the following result: the compiled scheme is provably
fully secure in the GGM (with some non-trivial security loss), and it is provably
selectively secure in the standard model under a g-type assumption (which is a
type of assumption that becomes stronger as g grows). Possibly, this insight can
help the design of fully secure multi-authority schemes in future work.

Supporting practical extensions with full-security compilers. We briefly
discuss the difficulty of supporting the aforementioned practical extensions in ex-
isting full-security compilers. In principle, it seems that most full-security compil-
ers can readily support any instantiation in the pairing-friendly groups, see e.g.,
the discussion in [3, §1.1]. This incurs a significant performance penalty: com-
pared to selectively secure schemes, the resulting fully secure schemes are a factor
3 less efficient. However, for full-domain hashes and multi-authority extensions,
multiple difficulties need to be overcome. For a discussion on supporting full-
domain hashes, we also refer to the discussion in [3], §1.1]. Roughly, the problem
is that the structure of the underlying groups of the compiler is considerably
more complex than in the selective-security setting. Public-key variables can
therefore not simply be instantiated with a full-domain hash like in selectively
secure schemes (see e.g., [37]). Lastly, we argue that, with the current tools, we
cannot effectively support multi-authority extensions in the full-security setting.
First, the structure of most existing multi-authority schemes [41[49J30] is not
captured by the pair encodings framework. Second, the proof techniques used
for such schemes [41I] are more advanced, because the attacker has more power.
Hence, the pair encodings framework needs to be extended with respect to these
two aspects, which both may require a significantly more intricate approach. In
this work, we address the first aspect.

Full security through complexity leveraging or random oracles. Once
we have a selectively secure scheme, we can use complexity leveraging [20/26] or
random oracles [I8[22] to achieve full security. This may yield a more efficient
instantiation of the scheme than a scheme built using dual system encryption
techniques. For example, the identity-based encryption scheme by Boneh and
Boyen [20] is a factor 2-3 more efficient in the random oracle model than its
most efficient fully secure counterpart using dual system encryption techniques
[27]. Alternatively, if we use complexity leveraging [26], we need to implement
the scheme with pairing-friendly groups that provide a higher level of security.
Although this also influences the efficiency, it may be more efficient than using
dual system encryption techniques.
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1.2 Background

Ciphertext-policy ABE. Although our generic compiler is general in the
sense that it applies to any ABE, our new constructions are ciphertext-policy
ABE schemes [19]. In CP-ABE, the messages are encrypted under access policies
(often represented as Boolean formulas over attributes). Subsequently, any user
with an authorized secret key can decrypt the message. A key is authorized, if the
associated set of attributes satisfies the policy. Owing to this functionality, CP-
ABE has proven to be an attractive primitive for practice [L9I33I39/55]. However,
CP-ABE often employs a single trusted third party called “the key generation
authority” that issues the secret keys, which needs to be fully trusted.

Multi-authority ABE. Multi-authority ABE, as first proposed by Chase [24],
employs various authorities to mitigate the trust issues in regular ABE. An
especially interesting subtype of multi-authority ABE is called “decentralized”
ABE [41]. In decentralized ABEEL the authorities can act fully autonomously,
without requiring interaction between one another to act securely or correctly.
Although this is a very desirable feature, the number of existing schemes that
securely provide this property is limited [AT4449I30)/T0]. Of these schemes, few
satisfy practical properties such as large-universeness and unboundednessﬂ In
fact, only the scheme by Rouselakis and Waters (RW15) [49] satisfies both.

Non-monotone ABE. Another desirable feature in ABE is non-monotonicity,
i.e., the support for negations in the policies. Although this property was quite
difficult to achieve efficiently, the pair encodings framework can support these
generically by applying various transformations [I3[T5l[7]. In this work, we pro-
vide both single-authority and decentralized schemes that support the type of
negations as first introduced by Okamoto and Takashima (OT) [43], which we
call “OT-type negations”. In such negations, the label of the attribute also plays
a role. In particular, an attribute set satisfies a negation, e.g., “name: NOT Al-
ice”, only if it has an attribute with the same label, and the attribute value is
not equal to the value of the negated attribute, e.g., “name: Bob”. Currently, the
only decentralized scheme that is also non-monotone is the scheme by Okamoto
and Takashima [44J45].

Generalizing pair encoding schemes. We generalize the definitions of pair
encoding schemes and the symbolic property. One of the reasons why multi-
authority ABE cannot be captured in the pair encodings framework is that
existing multi-authority schemes do not (fully) match the structure of pair en-
codings. Roughly, pair encoding schemes consider schemes of the form:

SK = p(rP) - CT = (M - e(g,h)**, g°*),

4 This subtype only exists for CP-ABE, and not for key-policy ABE (Appendix .

® Unbounded ABE places no bounds on the attribute sets associated with the keys,
or on the policies associated with the ciphertexts. This includes the number of times
that one attribute occurs.
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where g € G,h € H are two generators, e is a pairing e: G x H — G and
k and c denote vectors over the variables a,r,b and s, b, such that each key
component is of the form A*: and each ciphertext component is of the form ¢%.
In contrast, most multi-authority schemes include multiple elements in G in
the ciphertexts, and mask the message M with e.g., e(g, h)®. To capture such
schemes, we generalize the definition of pair encodings.

Generalizing the symbolic property. The symbolic property considers the
existence of some vectors and matrices such that, if all variables a;, r,s and b in
the polynomials of k and c are substituted by these vectors and matrices, the
polynomials evaluate to 0. The symbolic property also needs to be generalized
to match our generalized definition of pair encodings, which is complicated for
two reasons. First, because the masking value may be different, we need to
be able to find a more general way to simulate it in the security proofs than
existing compilers currently do. Second, multi-authority ABE security models
allow the corruption of authorities, which requires the challenger to share e.g.,
the master key «, with the attacker. In proofs based on the symbolic property, the
master key cannot be simulated explicitly, and is canceled by other values instead
to simulate the secret keys. To overcome these difficulties, we use program-
and-cancel strategies for decentralized ABE [49I30] as inspiration. However, like
[49/30], we prove decentralized schemes secure in the static-security model. This
model does not only require the attacker to commit to the challenge policy, but
also to the attribute sets that they are going to query.

2 Preliminaries

2.1 Notation

We use A to denote the security parameter. A negligible function parametrized
by A is denoted as negl(\). If an element x is chosen uniformly at random from
a finite set S, then we denote this as © €r S. If an element z is produced by
running algorithm Alg, then we denote this as = < Alg. We use Z, = {z €
Z |0 < x < p} for the set of integers modulo p. For integers a < b, we denote
[a,b] = {a,a+1,...,b—1,b}, [b] = [1,b] and [b] = [0, b]. We use boldfaced variables
A and v for matrices and vectors, respectively, where (A); ; denotes the entry
of A in the i-th row and j-th column, and (v); denotes the i-th entry of v.
We denote a : A to substitute variable a by a matrix or vector A. We define

1?3”2 € ZngdQ as the matrix with 1 in the i-th row and j-th column, and 0

o —d .
everywhere else, and similarly 1?1 and 1;° as the row and column vectors with
1 in the i-th entry and 0 everywhere else. If some algorithm yields no output or
outputs an error message, then we use L to indicate this.

2.2 Access structures

We represent access policies A by linear secret sharing scheme (LSSS) matrices,
which support monotone span programs [17I38].
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Definition 1 (Access structures represented by LSSS [38]). An access
structure can be represented as a pair A = (A, p) such that A € Zyr*"2 s
an LSSS matriz, where ni,no € N, and p is a function that maps its rows to
attributes in the universe. Then, for some vector with randomly generated entries
VvV = (8,V2, ..., Up,) € Zy?, the i-th share of secret s generated by this matriz is
Ai = A;vT, where A; denotes the i-th row of A. In particular, if S satisfies A,
then there ezist a set of rows T = {i € [n1] | p(i) € S} and coefficients ¢; € Z,
foralli € T such that ),y eiA; = (1,0,...,0), and by extension Y,y eili = s,
holds. If S does not satisfy A, there exists w = (1,wa, ..., wn,) € Zy?* such that
A;wT =0 forallieY [T7].

2.3 Pairings (or bilinear maps)

We define a pairing to be an efficiently computable map e on three groups G, H
and G of prime order p, so that e: GxH — G, with generators g € G, h € H is
such that (i) for all a,b € Z,, it holds that e(g?, h*) = e(g, h)® (bilinearity), and
(ii) for g% # 1g,h® # 1, it holds that e(g%, h®) # 1g,., where 1g/ denotes the
unique identity element of the associated group G’ (non-degeneracy). We refer
to G and H as the two source groups, and G as the target group. In practical
instantiations, type-III pairings are used, meaning that no efficiently computable
isomorphism exists between G and H [36]. For such pairings, the efficiency of G
and H often differs by several factors [36J47]. Furthermore, we use the implicit
representation used for group elements in [32]. Suppose ¢’ € G’ is the generator

x

of some group G’ € {G,H, Gr}, then we use [z]g to denote the element (g')*.

2.4 Attribute-based encryption

Predicate family. A predicate family [I1] is a set P = {P,}cene for some
constant ¢, where P,;: X; x V. — {0,1}. For &, it holds that k = (p, par), where
p is a natural number and par denote the rest of the entries.

Definition 2 (Attribute-based encryption (ABE) [4]). An attribute-based
encryption scheme for a predicate family P = {Py}xene over a message space
M = {Mj}ren consists of four algorithms:

— Setup(A, par) — (MPK,MSK): On input the security parameter A and pa-
rameters par, this probabilistic algorithm generates the domain parameters,
the master public key MPK and the master secret key MSK. In addition,
is set to k = (p, par), where p denotes a natural number.

— KeyGen(MSK, y) — SK,: On input the master secret key MSK and some
Yy € Vi, this probabilistic algorithm generates a secret key SK,.

— Encrypt(MPK, 2z, M) — CT,: On input the master public key MPK, some
z € X, and message M, this probabilistic algorithm generates a ciphertext
CT,.

— Decrypt(MPK, SK,,, CT,) — M: On input the master public key MPK, the
secret key SK,, and the ciphertext CTy, if P.(z,y) =1, then it returns M.
Otherwise, it returns an error message L.
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Correctness. For all par, M € M,z € X, and y € ), such that P (z,y) = 1,

Pr[(MPK, MSK) ¢ Setup(1*);
Decrypt(MPK, KeyGen(MSK, y)), Encrypt(MPK, x, M)) # M] < negl(A).

Ciphertext-policy ABE. A specific instance of ABE is ciphertext-policy ABE.
In this type of ABE, the key predicate y is a set of attributes S over some universe
of attributes U, and the ciphertext predicate x is an access policy A = (A, p),
in this work represented as LSSS matrices (Definition [)).

Multi-authority ABE. In the multi-authority setting, the Setup is split in two
algorithms: the GlobalSetup and the AuthoritySetup. The latter is run by each
authority in the system. Furthermore, the security model allows the attacker to
corrupt authorities. In Appendix [A71] the full definitions can be found.

2.5 Full security against chosen-plaintext attacks

Definition 3 (Full security against chosen-plaintext attacks (CPA) [4]).
We define the security game IND-CPA(\, par) between challenger and attacker
as follows:

— Setup phase: The challenger runs Setup(\) to obtain MPK and MSK, and
sends the master public key MPK to the attacker.

— First query phase: The attacker queries secret keys fory € Yy, and obtains
SK, < KeyGen(MSK, y) in response.

— Challenge phase: The attacker specifies some z* € X, such that for all y
in the first key query phase, we have P(x*,y) = 0, and generates two mes-
sages My and M; of equal length in My, and sends these to the challenger.
The challenger flips a coin, i.e., § €r {0,1}, encrypts Mg under z*, i.e.,
CTy~ < Encrypt(MPK, z*, M3g), and sends the resulting ciphertext CTy» to
the attacker.

— Second query phase: This phase is identical to the first query phase, with
the additional restriction that the attacker can only query y € YV, such that
P.(z*,y) =0.

— Decision phase: The attacker outputs a quess 3’ for 3.

The advantage of the attacker is defined as Advpg inp-cpa = | Pr[8’ = m,% .
A scheme is fully secure if all polynomial-time attackers have at most a negligible
advantage in this security game, i.e., Advpg INp-cpa < negl(A).

In the selective security model, the attacker commits to the predicate x* € X
before the Setup phase. In the co-selective security model, the attacker commits
to all y € Y, before the Setup phase. In the static security model, the attacker
commits to x* € X, and all y € Y, before the Setup phase.
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2.6 The uber-assumption family

The security of many schemes, including those instantiated in the Agrawal-Chase
framework [4], rely on ¢-type assumptions, which are complexity assumptions
parametrized in one or more parameter. Many g-type assumptions can be cap-
tured in the uber-assumption framework by Boneh, Boyen and Goh [2T23]. In
particular, they prove generic lower bounds on the complexity of any such g-type
assumptions in the generic group model [51].

Definition 4 (The uber-assumption family [21)23]). Let e: G x H — G
be a pairing over three groups G,H, Gy of prime order p, and let g € G,h € H
be two generators. Let ng,nm,Ng,,Ne € N be four positive integers. Suppose
that, for all G’ € {G,H, Gr}, we have polynomials Vo € Zp[ X1, ..., Xp,|"¢" . Let
Pr € Z,[ X1, ..., Xpn,] another polynomial. The challenger generates Xy, ..., Xn, €R
Zy, and outputs

g‘pG(X17~~~7XnC)7 h’BH(Xh---yxnc)7 6(g, h)‘b’GT (<150 %ne ) |

The challenger also flips a coin B €r Zp and outputs T €r Gr if B =0 and T =
e(g, h)Frlaxee) if 3 = 1. The attacker outputs a guess 3’ for 3. The advantage
of the attacker is defined as AdV(ng g e, n.)-DDH = |Pr[8 = B8] — % . The
decisional (ng, ng, NGy, ne)-Diffie-Hellman ((ng, ng, ng,, ne)-DDH) assumption
holds if all polynomial-time attackers have at most a negligible advantage, i.e.,

AdV (16 s ncp ne) -DDH < negl(\).

Remark 1. We formulate the definition of the uber-assumption family in the
type-III setting, i.e., in which the pairing is asymmetric. One can easily adapt
the definition to cover symmetric pairings (where G = H) by setting Bs = Pu.

Boneh, Boyen and Goh show that, if B¢ is independent of PBg, and all
products of the polynomials in B¢ with the polynomials in Py, the decisional
(ng, nm, NGy, ne)-Diffie-Hellman ((ng, nm, ngy, ne)-DDH) assumption holds in
the generic group model. We state Corollary 1 [23], §5.2] below.

Corollary 1 (Asymptotic lower bound for uber assumptions [23]). Let
p, Vg and P be as in Definition . Suppose Pr is independent of Vg, and
all products of the polynomials in Pg with the polynomials in Pu. Let degg, be
the maximum degree of the polynomials in Pg:, let degy be the degree of P,
and set deg = max({degg,.,degs,degg +degy}). Then, any attacker A that
can solve the decisional (ng, ng, NG, ne)-Diffie-Hellman problem in the generic
group model must take time at least O(/p/ deg — ne).

3 Pair encoding schemes

To support the aforementioned practical extensions, we extend the definitions
of pair encoding schemes and their associated security definition: the symbolic
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property. Intuitively, the most fine-grained definition [4] of pair encoding schemes
(see Definition [5)) considers schemes of the form

SK = (hr’ hk(a,r,i‘,b,y)), CT = (M . 6(97 h)as7gs — g(s,sl,...,)7gc(s,é,b,r)),

where r, s, T, 8, k, ¢ are vectors. Specifically, « is called the master-key variable,
r and s are called the non-lone key and ciphertext variables, respectively, & and
§ are called the lone key and ciphertext variables, respectively, and k and c are
the key and ciphertext polynomials, respectively. In particular, we distinguish
between lone and non-lone variables to separate variables that occur in combi-
nation with a common variable (i.e., which are “non-lone”) and those do not
(i.e., which are “lone”). Roughly, the symbolic property considers the existence
of matrices (for variables b) and vectors (for the other variables) such that sub-
stituting the variables in the key and ciphertext polynomials with these matrices
and vectors yields all-zero vectors upon evaluation (see Definition @

In this section, we first give the prior formulation of pair encoding schemes
and the symbolic property, and then show how they can be generalized.

3.1 Prior formulation of pair encoding schemes

Pair encoding schemes. Throughout the years, the notion of pair encoding
schemes has been defined and refined [I1IT2]2l4]. We provide the most refined
definition below.

Definition 5 (Pair encoding schemes (PES) [4]). A pair encoding scheme
for a predicate family Ps: X, x V.. — {0,1}, indexed by k = (p,par), where
par specifies some parameters, is given by four deterministic polynomial-time
algorithms as described below.

— Param(par) — (n,b): On input par, the algorithm outputs n € N that spec-
ifies the number of common variables, which are denoted as b = (by, ..., by,).

— EncKey(y,p) = (m1,me,k(r,#,b,y)): Oninputp € N andy € Y, this algo-
rithm outputs a vector of polynomials k = (k1, ..., kms), with mg € N, defined
over non-lone variables v = (r1,...,7m, ) and lone variables ¥ = (F1, ..., T, )-
Specifically, the polynomial k; is expressed as

k; = 00 + Z 0;, 575 + Z 04,5,k75bk,
JE€ma] J€lmalk€(n]

for all i € [mg)|, where §;,8; 5,0 j 1 € Zyp.
— EncCt(z,p) — (wy,we,c(s,8,b,x)): On input p € N and z € X, this
algorithm outputs a vector of polynomials ¢ = (c1,..., Cuy), with wy € N,

defined over non-lone variables s = (8,81, 82,...,8w,) and lone variables
§ = (81, ..., 8w, ). Specifically, the polynomial ¢; is expressed as
¢ = Z Ni,j8; + Z Ni,j, S50k
J€[w2] j€fwi],keln]

for all i € [ws], where n; j,Mijx € Lyp.
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— Pair(z,y,p) — @,E) On input p, x, and y, this algorithm outputs two
matrices E and E of sizes (w1 + 1) X m3 and ws X my, respectively.

A PES is correct, if for every k = (p,par), x € Xx and y € Y. such that
P.(z,y) =1, it holds that SEKT + cErT = as.

Symbolic security property. The symbolic security property is a powerful
security notion for pair encoding schemes that is purely algebraic. Roughly, the
notions of selective and co-selective symbolic security are based on the classical
security notions of selective and co-selective security for ABE (Definition [3)).
Recall that, in these models, the attacker commits to the challenge access policy
(resp. set of attributes). This is used in “program-and-cancel” proofs [57U4g],
in which the challenger embeds the policy (resp. set) in the public keys. In
the simulation of the secret keys and challenge ciphertext, the components are
programmed in a specific way, using that the set does not satisfy the policy
(resp. policy is not satisfied by the set). Typically, the components that cannot
be programmed are canceled by other non-programmable components. In the
AC17 framework, this “programming” is replaced by “substitution”, and the
“canceling” is replaced by “evaluating to 0”.

Definition 6 (Symbolic security property (Sym-Prop) [4]). A pair en-
coding scheme I' = (Param, EncKey, EncCt, Pair) for a predicate family
P.: X x V.. — {0,1} satisfies the (d1,ds)-selective symbolic property for pos-
itive integers dy and ds if there exist deterministic polynomial-time algorithms
EncB, EncS, and EncR such that for all k = (p,par), © € X,; and y € Y, with
Py (z,y) =0, we have that

— EncB(z) —» By,..,B, € Zngdz;
— EncR(z,y) = r1,...;Tm, € Zg2,a, F1,.,Tm, € Zgl;
— EncS(z) — sg, ..., Sw, € Zgl,él, vy Sy, € Zgz;

such that (sg,a) # 0, and if we substitute
Sir LS4 Sibj : SiBj a:al fk/ : f’;, rkbj : Bjrz,

fori € [wi],i € [wal,j € [n],k € [m1], k" € [m2] in all the polynomials of k and
¢ (output by EncKey and EncCt, respectively), they evaluate to 0.

Similarly, a pair encoding scheme satisfies the (dq, ds)-co-selective symbolic
security property if there exist EncB, EncR, EncS that satisfy the above properties
but where EncB and EncR only take y as input, and EncS takes x andy as input.

A scheme satisfies the (dy,ds)-symbolic property if it satisfies the (d},db)-
selective and (dY, d}))-co-selective properties for dj,d} < dy and dfy,d5 < ds.

3.2 How the symbolic property and selective security are related

As mentioned, the selective symbolic property and selective security are strongly
related in their approaches. More specifically, the evaluation of the polynomials
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k; and c¢; to O after substituting the variables by the vectors and matrices is
closely related to the “canceling” part of the “program-and-cancel” strategy
used in selective-security proofs. The “programming” part of this proof strategy
is related to the complexity assumption that is used in the reduction. Concretely,
various input parameters to this complexity assumption are used to program
the key and ciphertext components associated with the common and non-lone
variables. They are programmed in such a way that the e(g, h)®® part of the
scheme can be programmed by the “testing value” of the complexity assumption.
For example, consider the keys and ciphertexts of the Boneh-Boyen [20] scheme:

SK = (h(x+r(bo+yb1)’ hr)’ OT = (M . e(g) h)o‘s,gs(b”“:bl),gs),
where x and y are identities, for which the associated PES is
k(ayr (bo,b1)) = a+1r(bo+yb1), (s, (bo,b1)) = s(bg + ab1).

It satisfies the selective symbolic property, because for z # y, we can set

1
a=1 r= , bpg=—z, b;=1 s=1.
-y

Analogously, in the selective security proof, we can make a reduction to the deci-
sional bilinear Diffie-Hellman (DBDH) assumption, i.e., given g%, h*, ¥, h¥, g%, hZ,
determine whether some testing value T is equal to e(g, h)¥* or not. We can pro-
gram the master public key, and the secret key and ciphertext components asso-
ciated with the non-lone variables in a similar way as in the symbolic property
as follows:

e(g,h)* = e(g,h)* - e(g, h)™*, g™ = g™ gPo%,  g" =g" . "7,

hr — h? . hrx, gs — gs . gsy.

Then, the secret key and ciphertext components associated with the polynomials
can be programmed by using the inputs to the DBDH assumption and using
that the polynomials evaluate to 0 for those inputs that are not part of the
assumption. For example, the key component is simulated as follows:

patr(botyb) h&+axz+(f+rx)(Bo+b0z+y(51+b1z))
_ h&+F(l;0+boz+y(l;1+blz))+rx(l;0+yl;1) .haxz+rx(boz+yblz) — A - h(a+r(b0+yb1))xz
- - 1 9

| —
Ay =1

such that A; can be programmed from @&, 7, by, b; and the inputs to the DBDH
assumption, and the remainder associated with #** (which cannot be part of
the assumption) cancels because the polynomial « + r(bg + yb1) evaluates to 0
when «, 7, bg, by are substituted by a,r, by, b;. Lastly, the blinding value is set
to 6(9, h)as =T e(ga h)&b ’ e(g’ h)a§ : e(.q, h)&g

For our compiler, we generalize this approach. Roughly, we associate the
public key variables with (parallel instances of) z, all lone key variables with
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(parallel instances of) xz, and all non-lone key variables with (parallel instances
of) x, so that the key polynomials are associated with (parallel instances of) xz.
Similarly, we associate the lone ciphertext variables with (parallel instances of)
yz and the non-lone ciphertext variables with (parallel instances of) y, so that
the ciphertext polynomials are associated with (parallel instances of ) yz. Finally,
the blinding value should be associated with xyz, so in the case that this is as
(as in the definition of PES), we require that « and s only use xz and y (and
no parallel instances) of the inputs to the complexity assumption. Note that
these parallel instances are related to the choices of d; and ds, e.g., we require
dy parallel instances of y to embed each entry of the substitution vector for a
non-lone ciphertext variable. We show in Section [ how to create such parallel
instances in such a way that the assumption holds generically, while the parts
of the keys and ciphertexts that do not cancel can be programmed as required.

3.3 Generalizing the definition of pair encoding schemes

In order to cover a larger class of schemes, we also give a more general definition
of pair encoding schemes. Notably, decentralized schemes such as [4149] cannot
be covered by Definition [5| Consequently, we cannot benefit from the generic
security as well as the generic conversion techniques that the pair encodings
framework provides. Regardless, the proof techniques in [49] are strikingly similar
to the proof techniques in works in the single-authority setting [57J48]. We use
this observation to define our more general definitions of pair encoding schemes
and the symbolic property. Concretely, for the definition of pair encodings, we
extend the master key a and the associated encodings. We also explicitly include
ciphertext polynomials that will be instantiated in the target group, and write
the blinding value used to mask M in the scheme as a polynomial.

Definition 7 (Generalized pair encoding schemes (GPES)). A general-
ized pair encoding scheme for a predicate family P,;: X;x Y, — {0, 1}, indezed by
k = (p, par), where par specifies some parameters, is given by four deterministic
polynomial-time algorithms as described below.

— Param(par) — (na, np, o, b): On input par, the algorithm outputs ne,ny €
N that specify the number of master key variables and common variables,
respectively, which are denoted as o = (aq,...,an,) and b = (by,...,bp,),
respectively.

— EncKey(y,p) — (mq, ma, k(r,#, a,b,y)): On input p € N and y € Y, this
algorithm outputs a vector of polynomials k = (k1, ..., kms) defined over non-
lone variables v = (11, ...,7m,) and lone variables ¥ = (1, ..., m,). Specifi-
cally, the polynomial k; is expressed as

ki= > Gijai+ > digfi+ > 8ijkribk,

j€[na] j€[ma] j€[ma],k€lne]

for all i € [m3), where §; j,0i j,0ijx € Lyp.
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— EncCt(z,p) — (wi,wa,wh,cpr,c(s,8,b,x),c(s,§,a,x)): On input p € N
and x € X, this algorithm outputs a blinding variable cps and two vectors
of polynomials ¢ = (c1, ..., Cw,) and ¢’ = (c},...,c,,,) defined over non-lone
variables s = (s, 81,52, ..., Sw, ), lone variables § = (51, ..., 8w,) and special

lone variables s = (31, ..., §w§)- Specifically, the polynomial c; is expressed as

ci= Y Mgt >, Migksibe

j€[we] j€[wi],k€[ny]
for all i € [ws], where n; j,Mijx € Ly, the polynomial ¢ is expressed as

o / o -
¢ = > mligpasy Y i,

J€[nal,j’€lwi] J€[ws]

for all i € [wa], where n; ; 1,7} ; € Zyp, and the variable cys is expressed as

ecv= Y GE+ Y Gaagsy,

J€[wh] J€nal,j’ €[w]

where (j, (5,50 € L.

— Pair(z,y,p) — (e,E,E): On input p, x, and y, this algorithm outputs a
vector e € Z,* and two matrices E and E of sizes (wy + 1) x m3 and
ws X my, respectively.

A PES is correct for every k = (p, prir), x € X; and y € Y, such that
P.(z,y) =1, it holds that ec'T 4+ sEKT + cErT = ¢),.

3.4 Special symbolic property for GPES

To generalize the symbolic property, we also need to find proper substitutions
for the new master-key variables and the ciphertext encodings ¢’. In addition,
we need to be able to account for static corruption of certain variables.

For the master-key variables, we first observe that these occur as lone vari-
ables in the key encodings and as common variables in the ciphertext encodings
¢/, meaning that we only have to be able to multiply them with non-lone cipher-
text variables, and it is thus sufficient to substitute with vectors (rather than
matrices, like the common variables). Because the non-lone ciphertext variables
are substituted by vectors of length dy, we therefore also substitute the master-
key variables by vectors of length d;, so that their inner product yields an integer.
In addition to products of master-key variables and non-lone variables, the ci-
phertext encodings consist of special lone variables, which therefore also need to
be substituted by integers.

To ensure that we can replace e(g, h)°™ with the testing value T, we addi-
tionally require that all master-key variables and non-lone ciphertext variables
that occur in c¢p; are equal to 1‘1il. In this way, the products of the simulated
components do not yield any parallel instances of xyz.
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Finally, to support corruption, we need to ensure that none of the corrupted
secret values (such as those related to the lone key variables) contains any input
parameters to the complexity assumption. We ensure this by setting their cor-
responding substitution vectors/matrices to all-zero. Putting this together, this
yields the following definition.

Definition 8 (Special symbolic property for GPES (Spec-Sym-Prop-G)).
A GPES I' = (Param, EncKey, EncCt, Pair) for a predicate family P,: X, X
V.. — {0, 1} satisfies the (dy,ds)-selective symbolic property for positive integers
dy and dg if there exist deterministic polynomial-time algorithms EncB, EncS,
and EncR such that for all k = (p,par), and x € X,; and y € Y., with P.(x,y) =
0, and optionally, there exist a C [ng], b C [np] (which we call corruptable
variables), such that we have that

— EncB(z,a,b) — a1, ...,a,, € Zgl,Bl, ., By, € ZngdQ;
da % A di .
— EncR(z,y) = r1, ..., T, € Zp2, T1, .0 By € 27
di & a do =z = .
— EncS(z) — 80, .+, Sw, € Zp', 815+, 8w, € L2, 81,0, 8y € Lp;

such that, if we substitute

§i’ : éi/ §i// : 52‘// Sibj : SiBj (07 alT fk/ : f‘Z’ kaj : BjI‘Z7

fori € [unl], i € [wa],i" € [whl,j € [no], k € [ma], k' € [m2],l € [ng] in all the
polynomials of k, ¢ and ¢’ (output by EncKey and EncCt, respectively), they
evaluate to 0. Furthermore,

— for all j € [na]\ a,5" € [w1] with ¢; j» # 0, we have that a; = s; = 1';
— for j € [wh] with {; # 0, we have that §; = 1;

— for j € a, we have a; = 0% ;

— and for j € b, we have that B; = 0914z,

Similarly, a GPES satisfies the special (dy,ds)-co-selective symbolic security
property if there exist EncB, EncR, EncS that satisfy the above properties but
where EncB and EncR only take y as input, and EncS takes x and y as input.

A GPES satisfies the special (dy, d2)-symbolic property if it satisfies the (dy, d5)-
selective and (dY, d}))-co-selective properties for di,d} < dy and dfy,dy < ds.

Remark 2. PESs can be captured under our definition of generalized PES. That
is, we can simply set n, = 1, we,ws = 0 and Cp; = as. Furthermore, most
existing PESs (e.g., [4/13]) satisfy the special (dy, d3)-selective symbolic property,
because they satisfy the symbolic property, and a = s = lfl. Therefore, these
can be securely instantiated in the selective-security setting with our compiler.

3.5 Distribution of the encodings

We also give an explicit definition for the distribution of the encodings over the
two source groups G and H, and the target group G when they are instantiated
in our new compiler. Such a distribution should ensure that the correctness of
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the GPES is preserved, such that the correctness of the ABE scheme is also
guaranteed. In particular, for the correctness of the decryption algorithm, we
require that each pair of key and ciphertext encodings that needs to be paired
has one encoding in G and one in H. Furthermore, to ensure that encryption
can be performed correctly, the master public keys required in computing a
ciphertext encoding element need to be in the same group.

Definition 9 (Distribution of the encodings over G, H and Gr). Let
I' = (Param, EncKey, EncCt, Pair) be a GPES for a predicate family Py : X, X
V. — {0,1} and let G, H and Gt be three groups. Let £ denote the set of possible
encodings and non-lone variables that can be sampled with Param, EncKey and
EncCt, and let & C & denote its subset containing the master key variables
a and ciphertext encodings ¢’. Then, we define ©: € — {G,H,Gr} to be the
distribution of I' over G, H and G such that the correctness of the encoding is
preserved. This is the case, if for every k = (p,par), v € X, and y € Y, such
that Pi(x,y) =1, it holds that
— D(&) = {Gr}, and DE\ &) — (G, H};

— for all i € [m3), j € [wi], if D(k;) = D(s;), then E;; = 0;
— for alli € [ws], j € [ma], if D(ci) = D(r;), then By ; = 0;
— for all k € [ny] for which there exist some i € [ws],j € [wi] with n; ;5 # 0,

we have D (b)) = D(c;).

3.6 Full-domain hashes and random oracles

Sometimes, some of the variables are generated implicitly by a full-domain hash
(FDH). For example, this is done to support large universes (see e.g., [57I3]) or
to link the keys together in decentralized schemes (see e.g., [4149]). Instead of
generating e.g., ¢° in the Setup and including it in the master public key, it is
generated by the hash. In this way, the master public key only needs to contain
a description of the hash, and then, any parameter generated by the hash can be
generated once it is needed. Our compiler and proof can be easily support the use
of full-domain hashes. In that case, the security proof requires the hashes to be
modeled as random oracles. In particular, the random oracles answer the queries
exactly in the way that it does in a proof where the variable is not generated by
an FDH. To capture such random oracle queries in the security proof, we also
define a function F that maps each encoding variable to a natural number.

Definition 10 (FDH-generated encoding variables). Let I' = (Param,
EncKey, EncCt, Pair) be a GPES for a predicate family P,: X, x Y., — {0,1}.
Let € denote the set of possible encodings and non-lone variables that can be
sampled with Param, EncKey and EncCt. Then, we define F: € — N to be the
mapping that assigns whether the encoding variables are generated by an FDH
or not. If not, then the encoding variable is mapped to 0. Otherwise, it is mapped
to any integer larger than 0. When the FDH is instantiated, it expects the index
of the encoding variable as input, e.g., if F(bas) = 1, then Hy expects att as
input in the scheme, and oulputs [batt]o (b,.,)-
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Furthermore, to ensure correctness of the scheme, we require the distribution
over the two source groups to be such that, for any common variable b; that
is provided implicitly by a hash, and each associated encoding k; and c¢;, it
holds that they are placed in the same group. Similarly, we can define such
a restriction for the other variables. Furthermore, if a non-lone variable and a
common variable occur together in a product in one of the polynomials, then it
cannot be the case that both are generated by an FDH. (It is possible to generate
at most one with an FDH, by computing, e.g., H(att)” or H(GID)? but not
both.) We formalize these restrictions as follows.

Definition 11 (Correctness of variables generated by an FDH). Let ©
be as in Definition @ Then, for any common variable by, with F > 0 (i.e.,
generated implicitly by the full-domain hash), it holds that:

— For all i € [ms], if D(k;) # D(by), then 0; 5, =0 for all j € [m4];

— For alli € [ws], if D(c;) # D(by), then n; jx =0 for all j € [w1].

For any non-lone variable r; or s; with F(r;), F(s;) > 0, it holds that:

— For all i € img], if D(k;) # D(r;), then 6; j5 =0 for all k € [n];
— For alli € [ws], if D(c;) # D(s;), then n; ;1 =0 for all k € [n];
— For alli € Img),k € [n], if §; jx # 0, then F(bg) = 0;

[

For alli € [ws],k € [n], if nijr # 0, then F(by) = 0.

Furthermore, for each i € N with i > 0, we require that all the encodings that
are mapped to it, i.e., F~1(i), are either all common variables, or all non-lone
key variables, or all non-lone ciphertext variables.

3.7 Our complexity assumption

The last ingredient to our compiler is the complexity assumption. The assump-
tion that we use to prove security generically is loosely based on the g-type
assumptions used in works that prove selective security, e.g., [48, §A]. Roughly,
this assumption creates several parallel instances of an assumption similar to the
DBDH assumption, augmented with some additional inputs.

Definition 12 (The (d;,ds)-parallel DBDH assumption). Let \ be the se-
curity parameter. Let e: G x H — G be a pairing over three groups G, H, G of
prime order p, and let g € G,h € H be two generators. The challenger generates
X,¥,2,Ci, ¢ €ER Zyp for alli € [2,d1],] € [2,da], sets c1 =cy =1 and outputs for
all G’ € {G,H}:

[xcilg , for alli € [dq] {;‘f@}@ , for alli,i' € [dy],i #1,] € |da)
v/] . » for all j € [da)] {Zi?]@ , for alli € [du],}.] € [da),j #

C.CJ G

[ } for alli € [dy],j € [da).



18 M. Venema

By setting c; = ¢} = 1, we also have that [X|g/, [Y]e, [2ler are included in these
terms. The challenger also flips a coin B €r Zy, and outputs T €r Gr if 3 =10
and T = e(g, h)¥* if 8 = 1. The attacker outputs a guess 3’ for 3. The advantage
of the attacker is defined as Adv(q, 4,)-ppBDH = | P18’ = B] — % . The (di,ds)-
parallel DBDH assumption ((dy,d2)-pDBDH) holds if all polynomial-time at-
tackers have at most a negligible advantage, i.e., Adv(q, 4,)-ppBDH < NEgl(A).

We prove the following lemma in Appendix
Lemma 1. The (dy,ds)-parallel DBDH assumption holds in the GGM.

Remark 3. Interestingly, for d; = dy = 1, the (d;, d2)-parallel DBDH assumption
is equivalent to the DBDH assumption. An advantage of this is that, if the GPES
is such that the special selective symbolic property holds for dy = do = 1, we
automatically obtain an instantiation whose security relies on DBDH (see, e.g.,
the scheme in Appendix . In contrast, the g-type assumption on which the
Agrawal-Chase compiler relies does not satisfy this property.

4 Our generic compiler

Our new generic compiler instantiates the GPES into the pairing-friendly groups
G, H and Gy in the most obvious way. Roughly, the master public key, the secret
keys and the ciphertexts have the following form:

MPK = (e(g,h)*, (¢")%),  SK = (h¥, pk{rfebw)),
CT = (M . e(g, h)CM7 (g/)c(sﬁ,b,az)’ e(g’ h)c’(s,é,cx,az)),

(where ¢’ indicates that either ¢’ = g or ¢’ = h for each entry of the vector in
the exponent). More concretely, we define our generic compiler as follows.

Definition 13 (Our generic compiler). Let I' = (Param, EncKey, EncCt,
Pair) be a GPES for a predicate family P : X XY, — {0,1}, lete: GXH — G
be a pairing over three groups G,H, G of prime order p, let g € G, h € H be two
generators and let ©: & — {G,H} be a distribution of the encodings F the two
source groups G and H, and let F: £ — N be the mapping that maps the encoding
variables to natural numbers. For each i € F(&) \ {0}, let H;: {0,1}* — G’
denote a full-domain hash modeled as a random oracle, where G' = D(F~1(i))
is the group to which the associated encoding variables are mapped. Then, we
define the ABE scheme for predicate family P, as follows:

— Setup(A, par) — (MPK, MSK): On input the security parameter A and pa-
rameters par, this algorithm generates (na,np, o, b) < Param(par), sets
MSK = (e, {b; | i € [np] AF(b;) =0}) as the master secret key, and outputs

MPK = (A = {[ailcr ticma), {bilow,) |7 € [ne] A F(b;) = 0})

as the master public key. The global parameters are p,e, G, H, G, g, h.
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— KeyGen(MSK,y) — SK,: On input the master secret key MSK and some
y € Vu, this algorithm generates (my, mo, k(r, %, o, b,y)) <+ EncKey(y,p),
and outputs the secret key SK, as

SKy = (y:{lrjloey) |5 € [ma] AF(rj) = O}, {[kilo k) Yiema))

— Encrypt(MPK,z, M) — CT,: On input the master public key MPK, some
x € X, and message M € Gr, this algorithm generates (wi,ws, wh, cpr,
c(s,8,b,z),c'(s,8, a,x)) < EncCt(z,p), and outputs the ciphertext CT, as

CT,; = (I7M : 6(g7h)CMa

[slo (s {[s5]0(s,) 1 7 € [wi] AF(s5) = 0}, {[ei]o (i) Vieqws]s {iler Ficfwa))-

— Decrypt(MPK, SK,,, CT,) — M: On input the master public key MPK, the
secret key SK,,, and the ciphertext CT,, if P, (x,y) = 1, then it first obtains
(E,E) < Pair(z,y,p), sets

P ={(sj, ki, Ej:) | i € [ma],j € [wi],Ej; #0AD(s;) = G}

U {(ki, 55, Ej:) [ i € [m3],j € [wi], Ej; #0AD(s;) = H}
U {(rj,ci,Bij) | i € [ws],j € ], Eij #0AD(r;) =G}
U {(Ci7rjaEi,j) | i€ [U}3],j € maﬁi,j 7é OAQ(TJ) = H}a

and then retrieves

[T g, TI ells, [ea)s = e(g, )= TR THBT — e(g, ).

1€[na] (Lie,e)eP

The correctness of the scheme is preserved under the correctness of the GPES
and the preservation-of-correctness property of the distribution (Definition E[)

Theorem 1. If I' satisfies the special symbolic property (Definition @, and the
(d1, d2)-parallel DBDH assumption holds in the groups G, H, and Gr, then the
ABE scheme in Definition is selectively secure. (If we allow corruption of
variables, the scheme is also secure under static corruption of variables.)

Proof (sketch). The full formal proof can be found in Appendix [C| Intuitively,
the security proof generalizes the strategy explained informally in Section (3.2
Specifically, each part of the key and ciphertext components that cannot be
programmed with the inputs to the (dy, ds)-parallel DBDH are canceled by using
the special symbolic property. The rest can be programmed by using similar—
but possibly parallel instances of—inputs as in the example. Note that the target
T is embedded in the ciphertext in the same way as in Section [3.2

4.1 The new generic compiler in the multi-authority setting

Although our regular compiler can also prove security of multi-authority schemes,
it does not explicitly consider multiple authorities. To convert the compiler to
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the multi-authority setting, we need to split the setup in the global setup and
the authority setup, in which a subset of the parameters, associated with some
authority, is generated. Furthermore, the key generation should be fragmented
across authorities, meaning that it should be possible to split the key genera-
tion in independent parts. For this to work properly in practice, any non-lone
key variable that occurs across multiple authorities needs to be generated by an
FDH. By extension, for any such non-lone variables, the substituted vector as
in the (special) symbolic property often depends on the entire y € ), rather
than only the subset y4 C y that is relevant for one authority with identifier
A. In this case, we require the static security model. For the compiler in the
multi-authority setting, we define the following two properties.

Definition 14 (Independent encodings). Let I' = (Param, EncKey, EncCt,
Pair) be a GPES for a predicate family P,: X; X Y. — {0,1}, and let F be the
FDH-generated encoding assignment mapping (Definition @) Let Ay,..., An,..,
be naut € N authorities, such that YV, 4, C Y. denotes the set of predicates
managed by A;, which are disjoint, i.e., Y 4, N Vx4, = O for all i # j. The
GPES has independent encodings, if the following holds:

— we can find mappings Un: o] — [Raut] and Ap: [np] — [naut], where
(e, np, @, b) < Param(par). Let o = {o; | i € A1 ()} and by = {b; | i €
2,1 (1)} for all authorities A;;

— for allycip = {YGID, A, Yicnaw s if we obtain (my i, may, ki(r, &, o), b, yoip 4, )
« EncKey(yaip,4,,p) for all yaip, a,, then it should hold that running (mq,
ma, k(r, #, a, b,ycip)) < EncKey(ycip,p) yields k(r,, a, b, ycip)) that is
equivalent to {k;(r,t, cu, by, yap, 4,) Hieman]s

— for alll € [naui], let vy Cr and ¥; C ¥ be the subsets of non-lone and lone
key variables for which k; has a non-zero coefficient. Then, for all v; € r for
which 1 # 1" exist such that r; € v); Nryy, it should hold that F(r;) > 0, and
similarly, for 7; € ¥ with [ # 1" such that 7; € r;; N ry, we have F(7;) > 0.

Then, we convert the generic compiler in Definition [13]|to the multi-authority
setting as follows.

Definition 15 (Our multi-authority compiler). Let I' = (Param, EncKey,
EncCt, Pair) be a GPES for a predicate family P,: X X Yo — {0,1} as in
Definition with the additional property that its encodings are independent
(Definition . Then, in the multi-authority setting, almost all algorithms are
the same as in Definition[13, except that we replace the Setup and KeyGen by:

— GlobalSetup(\, par) — GP: On input the security parameter \ and parame-
ters par, this algorithm outputs global parameters GP = (p,e, G, H, Gr, g, h).

— AuthoritySetup(GP) — (A;, MPK 4,, MSK 4,): On input the global domain
parameters, this probabilistic algorithm outputs the authority identifier Ay,
sets MSK 4, = (i, {bi | bs € by A F(b;) = 0}), and outputs

MPK = (A = {[ai]c, | @i € o}, {[biloe,) | b € by A F(b;) = 0})
as the master public key. Note that o and by, are as in Definition .
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— KeyGen(A;, MSK 4,, GID, yaip, 4,) — SKGID, A, ycip,4, - On input the mas-
ter secret key MSK 4 of authority A; and some ygip, 4, € Vi, 4, for identi-
fier GID, this algorithm generates (mi,1, ma, ki (v, 1, i, by, yarp,a,)) <
EncKey(yaip, 4,,p), and outputs the secret key as

SKGID»AhyGID,Al = (yGID,Al’{[Tj]Q(Tj) | T € ry A ‘F(rj) = 0}7
{lki ] ok, 1) Yictms.a)-

The security proof for the multi-authority compiler relies heavily on the proof
for Theorem [I] This proof can be found in Appendix

Theorem 2. If I' has independent encodings and satisfies the special symbolic
property (Definition @, and the (dy, ds)-parallel DBDH assumption holds in G,
H, and Gr, then the scheme in Definition is statically secure. The scheme
18 also secure under static corruption, if the special symbolic property holds for
a=Uce o and b = J;ce by, where € denotes the set of corrupted authorities.

5 New schemes

To illustrate the effectiveness of our new compiler, we give several new construc-
tions (in this section and Appendix. In particular, these constructions can be
instantiated with our new compiler, while existing full-security compilers can-
not instantiate them. In this section, we give a new decentralized large-universe
CP-ABE scheme. In the proof, we use a different technique than the “zero-out
lemma” as used in statically-secure decentralized ABE [49/30].

For all schemes, we assume that F maps the variables to 0 unless otherwise
specified. We do not define mappings for ©, as the proofs generalize to any such
mapping that is correct. We also let w (with wy = 1) be the vector orthogonal
to all A; with j € T (Definition . The access policy of each decentralized
scheme is extended with another mapping p: [n1] — [Raut], which maps each
row to an authority, and similarly, we extend the attribute set with a mapping
ps: 8 = [Naut], which maps each attribute in the set to an authority. In the
proofs for decentralized ABE, we require the entire key set S for the substitution
vector of one or more key variables. Therefore, when instantiating it with the
multi-authority compiler, these schemes are statically secure.

5.1 Decentralized CP-ABE supporting OT-type negations

We give a decentralized large-universe CP-ABE scheme that supports OT-type
negations. Roughly, it is a decentralized variant of the TKN20 [52] scheme, for
which a simpler variant can be found in Appendix [E-4] In the proofs, we use a
different technique than the “zero-out lemma” as used in statically-secure decen-
tralized ABE [49/30]. Furthermore, we extend the definition of access structures
(Definition [1]) to include three additional mappings. In particular, we introduce
another mapping 7: [n1] — [m] that maps the rows associated with the same
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attributes to different integers, i.e., m = max;ep,,) [p~ " (p(4))|, and 7 is injective
on the sub-domain p~*(p(j)) C [n1]. We also introduce the mapping p’ that
maps the rows of the policy matrix to 1 if the attribute in the policy is not
negated and to 2 if it is negated, and a function pj,}, that maps the rows of the
policy matrix to the label universe.

Definition 16 (Decentralized large-universe CP-ABE with OT-type
negations). We define the GPES as follows.

— Param(L): Let { A}, be the authorities. On input the label universe L,
we set Ng = Naue and Ny = (1 + 2|L|)nau, where o = {u}iepn,.,), and
b = ({b, {b1,1ab,0, b1,1ab,1 Habe s Hienau]) - We also set F(byjan,i) = 20+ for all
l € [naut],? € {0,1},1ab € L. (The FDH expects A; and lab as input.)

— EncKey((S, ps),p): Assume that, for each lab € L, there is at most one
att € U such that (lab,att) € S. We set my = |ps(S)| + 1, ma = 0, and

= ({k11 = au +ramb + 1 tics(s) 1k2,(abatt) = s (att) (Dps (att) lab,0 +
Tattbps (att) lab,1 }(1ab att)es), where xa is the representation of att in Z,.

— EncCt((A, p, p, 0’y prab, 7),p): We set wy = m+ny, wy =ng—1, wh = ng—1,

CM = S

e = ({ery = 1 + 83bp0) biepmls
{c2 b,;(]) + ST(])(bp(J) pran().0 T Zp(3)05().p1an (5).1) Yo
{ea = 8555 + Sfmbpu) pran(@):1 68,5 = 57() (03(5).1ab,0 + Tp() 055 p1an(1).1) } j W)

and ¢ = ({c; = Aj + 5(5)55 }ieln]) wﬁere A= A;15+ Zke[2,n2] Aj 1 0r,
and O = {j € [m] | p'(j) = 1} and & = [n1] \ ¥ (i.e., the set of rows
associated with the non-negated and negated attributes, respectively), and
s = ({85} ma)s {s1}iemm)-

- Pa‘ir((A7paﬁapI7plaba7)7(Saﬁs)vp): If (A7paﬁa p,7plab’7) ): 87 then this a’l_

gorithm determines T = {j € ¥ | (pan(j),p(j)) € S}, T = {j € ¥ |

(Prav(3): (1)) # SAT(pran () att) € S} and {2, € Zy},yoir 0 that S jepiresh; =
5 (Definition |1 , and outputs the vector e = derur Ejlu; and matrices

= Y SN ey — D S LG @t

JETUT JET
_ ’lUleg
Z < e, Ry AR REVEIL
w _ w3 Xm w3z Xm Ej w3 Xm
E= ) ¢ (1(133) a T 1)), pin) DD Pt RIS
JETUT ]eratt Pl)

where att; is such that (pan(j), att;) € S.

Lemma 2. The GPES in Definition satisfies the special selective symbolic
property.
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Proof. Let € C [naut] be a set of corrupted authorities, and d; = ny and dy =
N2 + ninz|plab(n1)]. For simple notation of the column indices, we use (1,k)
and (2,7, k,lab) (for all j € [n1],k € [ng],lab € plan(n1)), which are mapped
injectively in the interval [ds]. We define EncB, EncR, EncS as follows:

— EncB((A, p, 0, 7),a,0) = ({a;, By, Bi1ab,0, Bi,1ab,1 }ie[nau ) Jabe ), Where where
a; = 0% and B, B| = 0% %d for all l € ¢, and let v € Zy? (with v; = 1) be
the vector orthogonal to each row j € p~1(€) associated with a corrupted
authority. For all [ € [nau] \ €, we set:

T 2 Ajroedf, B = > A (LP5 3 + ol SR,
JEPTHD), k€M JEF1(1),kE[2,n2]
dy xd
B; - Z AJ k1j1(>1<k2;
JEp1(1),k€En2]
dixd di xd
Btiano = Z 4 (1T(J><) (21 k) — Tp() 17 (X)’(2 2,5,k lab))

JEW 1ab,kE[n2]

- Z () As, kl )(1 k)’

FET L 1ab,kE[n2]

_ ) d1><d2 d1 ><d2
Bijab,1 = Z ALkl-r(j),(Z,j,k,lab) + Z Ajil 7(4),(1,k)
JEY 1ab,kE[N2] JEY 1ab,kE[N2]

where wuab = {j S [nl] | [)( ) =1IA plab( ) lab /\p( ) = 1} and g/l lab =
{7 €] [ p(4) = 1A pran(4) = lab A p'(j) = 0}.

— EncR((A,p,0',7),S,a,b) = (ram, {ri}icss(s)): Let w € (1, wa, ..., wn,) €
Zy? be such that A;wT = 0 for all j € [n;] with either (pian(7), p(j)) € S
1f p'(j) =1 or (pab(j),att) € S with att # p(j) if p'(j) = 0 (Definition [1)).

—dy
Then, set rgrp = —1;° + Zk€[2,n2] w1, and
—=d W d
n= Y wl{y+ > ————L@kab)
ke€[n2] JEWNT k€[na],(p1ab (5),att) €S PG) att

where ¥, = {j € 571(1) | p'(j) = 1} and T = {j € [n1] | (prab(4), p(j)) ¢ S}
- EHCS((A,p, p/,’/"),a, b) — ({Sj}je[n1]7 {S;}le[m]v {‘,}k)‘,};c}ke[Q,ngb ) where

= - . —d —d
s=1, s = —lldl, S; = 1?1, Vi =k, V= 1(12,k) + Uk1(12,1)-
For these substitutions, the polynomials evaluate to 0 (see Appendix. a

Remark 4. This is the first decentralized large-universe CP-ABE scheme that
supports negations and that is almost completely unbounded (see Appendix.
(The only aspect in which it is bounded is the number of re-uses of a single label
in the keys.) In contrast, the only other decentralized scheme that supports
negations is the scheme by Okamoto and Takashima [44], which also supports
OT-type negations and is fully secure, but is bounded in the label universe and
the number of label re-uses in both the keys and ciphertexts.
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6 Future work

This work gives room for further improvements in the simplified design of prac-
tical ABE schemes. Most obviously, it could be investigated whether the ap-
proaches used for our compiler also carry over to full-security compilers. Further-
more, since our new complexity assumption is structurally closer to the DBDH
assumption, it would be valuable to investigate whether it can be reduced to
DBDH and other well-studied non-parametrized assumptions such as the sym-
metric external Diffie-Hellman assumption. Lastly, our decentralized schemes
could be used as inspiration for generic constructions of decentralized schemes,
similarly as in the single-authority setting [13]. In this way, we can efficiently
achieve properties such as non-monotonicity [7] in decentralized ABE.

7 Conclusion

We have introduced a new practical compiler for ABE, which uses the sym-
bolic property to simplify the security proofs. Although in contrast to existing
full-security compilers [ITIT2I2I4], ours proves selective security generically, it
supports full-domain hashes, flexible instantiations in the pairing-friendly groups
and multi-authority extensions. These properties are widely considered attractive
for practice. Furthermore, the schemes produced by our compiler are a factor 2-3
more efficient than the schemes produced by full-security compilers. To illustrate
the effectiveness of our compiler, we have given several new schemes—including
the first decentralized large-universe CP-ABE scheme that supports negations
and is almost completely unbounded—whose proofs are much less sizable and
arguably simpler to verify than the security proofs of similar schemes [49I52).

Acknowledgments. The author would like to thank Greg Alpar for proofread-
ing the paper.
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A Other types of encryption and predicates

A.1 Multi-authority ABE

Definition 17 (Multi-authority ABE (M A-ABE)). A multi-authority ABE
scheme for a predicate family P = { P, }xene over a message space M = { M)} xen,
for authorities Ai, ..., An,., with Y 4, C Vi and for alli # j, Ve 4, Vea, =0,
consists of five algorithms:

— GlobalSetup(\, par) — GP: On input the security parameter A\ and param-
eters par, this algorithm generates the global domain parameters GP. In
addition, k is set to k = (p, par), where p denotes a natural number.

— AuthoritySetup(GP) — (A, MPK 4, MSK 4): On input the global domain pa-
rameters, this probabilistic algorithm outputs the authority identifier A, the
master public key MPK 4 and the master secret key MSK 4.

— KeyGen(A, MSK 4, GID, yaip,4) — SKaip, A,yam 4 On input the authority
identifier A, the corresponding master secret key MSK 4 and some ygip,A €
V.4, for the user with global identifier GID, this probabilistic algorithm
generates a secret key SKaip, A,yaip 4

— Encrypt({A4;, MPK 4, };,2, M) — CT,: On input a set of authority identi-
fiers, the associated master public keys MPK 4,, some x € X,, and message
M, this probabilistic algorithm generates a ciphertext CTya,3, o

— Decrypt({A, MPK 4, SKcip, A, ycip. 4 s CTrA}.,2) — M: On input a set of
authority identifiers, the associated master public keys MPK 4 and secret keys
{SKap, A,yeip 4} (where y = J 4 yaip,4), and the ciphertext CT4,y, o, if
P.(z,y) =1, then it returns M. Otherwise, it returns an error message L.

Security. The security model is similar to that of regular ABE (Definition .
In the Setup phase, both the GlobalSetup and AuthoritySetup are run. Fur-
thermore, a set of authorities € C [n,yut] is corrupted before the Setup phase is
run (which we call static corruption). In the Setup, the master secret keys cor-
responding to the corrupt authorities are also shared with the attacker. Then,
we define YV, ¢ C Y, to be the collective set of key predicates that the attacker
controls, by corrupting the authorities and querying secret keys. In the chal-
lenge phase and second query phase, we have the additional restriction that the
challenge z* is such that P,(z*,y) =0 for all y € Vs ¢.

Multi-authority ciphertext-policy ABE. A specific instance of multi-
authority ABE is multi-authority CP-ABE, which is the multi-authority variant
of CP-ABE. In this special subtype of CP-ABE, we add another function p
to the access policy A = (A, p, p), which maps the rows of the matrix to the
corresponding authority identifiers, i.e., p: [n1] = [Raut]-

A.2 Key-policy ABE

The dual version of CP-ABE is key-policy ABE (KP-ABE), in which the keys
are associated with policies and the ciphertexts with attribute sets [37].
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Multi-authority KP-ABE. Although multi-authority KP-ABE schemes ex-
ist [24125], they are not decentralized in that the authorities do not require any
coordination. In general, the reason why such a scheme cannot be created is
because the policy is enforced on the keys. Therefore, the authorities need to co-
ordinate to establish the particular policy associated with the key. By restricting
the policies, this issue can be mitigated [24125], but it cannot be resolved.

A.3 Identity-based broadcast encryption

A special case of CP-ABE is identity-based broadcast encryption (IBBE). In
this type of encryption, the predicates in ), are identities, i.e., y € ), is some
identity, and X; are sets of identities, i.e., S € X is such that S contains strings
of identities.

Decentralized IBBE. In decentralized IBBE, we allow the identities to be
managed by different authorities. In particular, we attach some label [ € [njaut]
to the identity y, denoted as (y,1), and we include a similar assignment function
p: S8 = [Naut] to the set S.

B Proof of Lemma (1

Proof. We show that the (di,ds)-parallel DBDH assumption holds generically
by showing that the assumption is a member of the uber-assumption family
(Definition , and that Corollary [1| applies.

First, note that n. = d; + da + 1, Pg = xyz, Pg, =1, and

V4 zZ
m@ = g'BH = 13 {XCi}ie[dl]a {ycjl}je[dg]7 {CCI} ) {C'C{ } )
) iedlield) LT ) ieldi)e(de)

{ cr } { yzcj/ }

/ ) ! ]
c/Co | . o CcCy, . . L

1 )i eldy],i#l j€[dz] 1) ig[d1].p.i €[da] i

which are all monomials.

We now show that Pg, = xyz is independent of all products of the poly-
nomials in ‘Bg = Pr and Pg, = 1. Because all polynomials are monomials, it
suffices to show that there is no product of polynomials in Bg = Py that is
equal to xyz:

Term Range Required
XCj i € [dy] )(/:l

ye, € [do] o

cicj, i € [di],] € [do] Xycic]

240 e [d,i£1 € [d] v

yzc! xcic),

cac.’J, e [dl]ajvj/ € [d2]7j #J/ c

i
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Because none of the terms that are required to obtain xyz are provided by the
assumption, xyz is indeed independent of the products of the polynomials. Hence,
the assumption is secure in the generic group model. With Corollary [1] it follows
that any attacker that can solve the problem in the generic group model must
take time at least O(y/p/ deg — n.), where deg = dy + da + 1. O

C Proof of Theorem [1

Proof. Suppose some attacker Apg inp-cpa exists that can break the scheme in
Definition [13] with non-negligible advantage . We show that it can be used to
construct an attacker A(g, 4,)-ppBpa With non-negligible advantage in a security
game with challenger Cq4; 4,)-ppBDH a8 Well.

— Initialization phase: Attacker Apg inp-cpa commits to 2* € X, and cor-
ruptable a C [n,] and b C [np] as in the special symbolic property, and sends
those to challenger Cpg inp-cpa. (Note that a = b = {), if we do not allow
corruption.) Let C4, 4,)-ppBDH De a challenger that sends the terms of the
assumption in Definition where d1, ds as in the special symbolic property
(Definition . Let EncB, EncR, EncS be the three algorithms that generate
the necessary substitutions for the variables in the encodings.

— Setup phase: Challenger Cpg iND-cpa runs (s, ..., a,,, B, ..., B;) < EncB(z")
to obtain the necessary substitutions for the master public key MPK. It con-
structs the master public key as

MPK = | {4; =e(g,n)™ - [] e(¥g, [Z8) ™} jemanas
i€[d1]

_ z
belowy = Brlowy - [ l(Bk)iJc-c’] ’
D (bk)

Il €] - RE[]\b|F (bi)=0

{4; = e(9, 1) }iea, {[brlo(bn) = [Bk]g(bk)}keb) ;

where &, by, € Z, for all k € [n]. Note that [(Bk)i,jc_%} o can be gener-
D (by
. . . éBk)i,j
ated from the terms in the assumption by computing [%} o
D (b

— Random oracle query phase for #;: If attacker Apg np-cpa queries
the random oracle H; the input corresponding to common variable by, (with
F(br) = 1), then it obtains (ay, ..., a,_, B1, ..., By) < EncB(z*) and outputs

br)obx) * Tietan i) {(Bk)i,jfcj/}@(bk) ifkeln\b

brlowy = § .
[br]o (b1 if k €b,
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where by, €g Zy. If the oracle is queried implicitly for non-lone variable r;,
it runs (ry, ..., Ty, F1, 0y Finy ) ¢ EncR(z*, y) and outputs
riloey) = Filow,) - [ [E)ixcloa,):
i€[d1]

and if it is queried for non-lone variable s;, it runs (S, ..., Swy, 81, -y 8w, )
EncS(z*) and outputs

[silo(s;) = [5iloesy) - [ [(8)iye]locs))s
j€ldz]

where 7;,5; €Eg Zp.
First query phase: Attacker Apginp-cpa queries secret keys for y €

Y. Challenger Cpg inp-cpa generates (rq, ..., Ty, , F1, ..., iy ) < EncR(z*, y)
and 7; €g Z, for all j € [m1] and programs the secret key as

SKy = (4, {[rjlow,) = Filowy) -« [ [r)xclowm) i {kilo,) biema)):
i€(dq]

such that [kilo(x,) = [Zje[na] 5i,jaj+zje[m2] 5i,jfj+2je[m1],ke[n] 0i,5,k730k]0 (k)
is programmed by implicitly setting

_ xz .
[@]0(ay) = [@)0@y - [ [(aj)jc_,] for all j € [na],
j€ld] 11D (ay)

. .\ XZ )
Filoe) = 11 l(fj)Jdl for all j € [d1],
j€ld2] 1 1D(#y)

- — ZXCj/
[ribklowy) = Fibklow,) - ribiloey - |1 [(rj)i/ Bi)ii g ]
L eldil,j€[ds)] i o)

for all j € [da], such that the only terms we cannot program with the terms
of the (di,ds)-pDBDH assumption are those with % for all j € [da], which
J

includes the rightmost terms of [r;bi]o,) for i =1, ie.,
ZXCi Xz
I1 (Bk)i,j(rj)icd] = ]I (Bkr})Jd] :
i€[di],j€ldz) Sl o) i€ldi]i€lds] i1 o)

For these terms, it follows from the selective property that these are canceled
in the simulation of k;, because

ki = Z 6iajaj + Z Si,jf‘j + Z 5i,j,kBkr}- = 0d2,

j€[nal J€[mo] j€lmal,k€[n]
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from which it follows that for all j € [da]:

A Xz
ST i@t Y. i)+ Y dik(Berl); o

j€lnal j€[mal j€lmal.ke(n] j
XZ

= Y dij(ay) ,+ PRI > 5i,j,k(Bkr;)j?:o.
j€lnal j€E[ma] J Je[ml]yke[n] 1

Note that the rest of the terms can be programmed as follows:

Fibklon) = Blgpy,  Mibklome = Milaa,),

ZXCy XZCir
l(rj)v (Br)is ] = II l P
S 1o |

i,i’€ld1],i#i’ jeldz]

‘| (rj)ir (Br)ij

iire[d1],iA j€[d2] D(by)

Challenge phase: Attacker Apg np-cpa sends two messages My and M;
of equal length in M) to challenger Cpg inp-cpa. The challenger flips a
coin, i.e., B €g {0,1}, encrypts Ms under z* and sends the resulting cipher-
text CT,+ to the attacker as follows. First, it runs (So, ..., Sw;, 81, -y Swy )
EncS(z*), and it sets

{310 = 5310 - T 1)veloce} e
J€[dz]
such that [ci]o(c,) = [Xjequ) 1% + 22 cfu ke n) Tk SOkl (c,) can be
programmed by implicitly setting

(s = IT |69%] R

i€[d1] Cilo(s,
_ - yzc!,
[Sjbk]’D(ci) = [Sjbk}ZD(ci) : [Sjbk}CD(ci) ’ H [(Sj)j'(Bk)i,jcé] :
ie[dl]vjaj/e[d2] ] D (bg)

Only the terms with 2 (i.e., for j = j’) cannot be programmed from the terms
in the assumption, but are Canceled in the simulation of [¢;]9(,), because

= > mgSit > migesiBr=0",
J€w2] j€w],ken]

from which it follows that, for all i € [d;], we have

. yz
STomigBit D> mijk(sBr) c

jEws) jefwlkeln] '

Z mv] Z i3, k(sjBk) % =0.

jE€wa] ]EMJCE[ ]
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The other terms can be programmed by computing

Sibklo(e) = elS ey [si0Klo () = [55]% s

yzc!,
I [<sj>y<Bk>i,,-q;{] =
D (bk)

i€[d1],j,’ €[d2],i#) J

yZCJ-/

;1 (85)y (Br)ij
. ..lqd]
i€[d1].j.i’ €[da].i#) 1 1D (br)

Then, [¢}]g, can be programmed by implicitly setting §; = xyz, by using

Ci

r_ / T -
G= > mgpeush Y 8 =0

j€lnal,j’ €lwi] J€[ws]

that we can compute [xyz?—}'} = e([xci]g [y_zcc,j} ) for all j # j’ € [da], and
T 4G 4 H

Hence,

er =TI [spley” - 11 lagley™

j€nal,j’€fw] J€E[nal.j’ €lwi]
Xz n;’j’j/ A
11 [(alj)j(slj’)j’YCj/d] - T B2y
J€[nal,d’ €lwi] i’ €lda] Ider  jews)

’
n, @ n, . 8 c, ot (@5 )y
_ MBI AR NI o
= I | [s]/}GT A I I xyz-
J Gr

J€[nal,j’€lwi] Joi’ €ld2].iA)
2 jetnali’ €lin] Mg (@) (85) T+ e wy) Mi,58
- [xyzlg.,

where [s;/]g, can be computed from [s;/]5s,,). Furthermore, let 71 = {(j, j’) €

[na] X [wi] | ¢j,j» # 0} and Jo = {j € [w2] | ¢; # 0}. Then, we let

C =Msg- H Agj,j’sy H e(g, h)s%

(43" €T JET2
a‘cv)-/ C,v7~/ ¢
= Mg - H [sjlgn” - H [xyz] &’ H [xyz]¢i.
(4,3 )ETL (4,3 €T JjET2
=Ms- [[ [splgs? - TEwaren Gt Eien
(4,3 €T

which is well-formed if T = e(g, h)¥*. It outputs the ciphertext as

CT;. = (2", C, [slocs): {[siloesy et {eiln (o) biewas {[€ler biefwa)

— Second query phase: This phase is identical to the first query phase.

— Decision phase: Attacker Apg inp-cpa outputs a guess 8 for 5. If 5/ = 3,
then attacker A4, 4,)-ppBpH concludes that the ciphertext was well-formed.
Thus, it outputs that T = e(g, h)¥*, and otherwise, it outputs that T € g Gr.
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The probability that attacker A(g, 4,)-ppBDH guUesses correctly when T' = e(g, h)¥?
holds corresponds to the success probability of attacker Apg inp-cpa, i-e., e+ %
If T €r Gr holds, then attacker Apginp-cpa guesses at random, and thus,
attacker A4, 4,)-ppBDH also guesses at random. Hence, the advantage

1 1
AdVA(dl, =e+_-—-=c¢

do)-pDBDH 2 2

is non-negligible.

D Proof of Theorem [2

We prove a slightly more extended version of Theorem

Theorem 3. If I' has independent encodings and satisfies the special symbolic
property (Definition @, and the (dy,ds)-parallel DBDH assumption holds in the
groups G, H, and Gr, then the ABE scheme in Construction is statically
secure. If the key-variable substitutions are independent, then the scheme is even
selectively secure. The scheme is also secure under static corruption, if the special
symbolic property holds for a = J;ce oy and b = J,ce by, where € denotes the
set of corrupted authorities.

In particular, we define the key-variable substitutions to be independent as
follows.

Definition 18 (Independent key-variable substitutions). Let I' = (Param,
EncKey, EncCt, Pair) be a GPES for a predicate family P,: X,, x YV — {0,1}
with independent encodings (Deﬁm’tz’on for authorities A1, ..., Ay, , for which
the special symbolic property holds (Definition @) Let v, 2, be as in Definition
[[7 The GPES has independent key-variable substitutions, if for all x € X,
and yaip € Ve with yeip = {Ycp, 4, }i, Tunning (1, ..., Ty, 1, ., Byy)
EncR(z, yaip) yields the same substitutions as running EncR on z and yaip, 4,
for each A; and considering the outputs for r|; and ¥;.

We now prove Theorem

Proof. For a big part of this proof, we rely on the security proof for Theorem
In particular, we use that, for I', the scheme produced by the multi-authority
compiler is indistinguishable from the scheme produced with the regular compiler
in Definition i.e., all key and ciphertext components are simulated in the same
way as in the proof of the regular compiler.

Second, we need to assume that a = (J;ce @ and b = |J;ce bji, where €
denotes the set of corrupted authorities. Then, the challenger can share the
master secret keys of the corrupted authorities, i.e., MSK4, = (o, {bi | bi €
b;; A F(b;) = 0}), for which each a; € y; is such that o; = &; and each b; = b;,
which are known to the challenger.

Furthermore, we distinguish between the cases that the key-variable substi-
tutions are independent or not. If they are not independent, then we use the
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static-security model to reduce the multi-authority scheme produced by Defi-
nition [I5] to the instantiation of I" in the regular compiler in Definition [[3] In
the static-security model, the attacker Apg np-cpa commits to z* € X, and
all ygip € YV, that they are going to query in the query phases. In this case,
we can simply run EncR on the whole yqip, and substitute the various key en-
coding variables for the resulting vectors. If the key-variable substitutions are
independent, then we can run EncR for each ygip,4, and thus simulate each
SKaIp, A yem, 4 independently from the other secret keys for GID. In this case,
we do not require the static-security model. a

E More schemes

In addition to the scheme in Section [5] we provide some more new schemes in
this appendix.

E.1 More efficient decentralized large-universe CP-ABE from FDH

We first give a scheme that is similar to the Rouselakis-Waters decentralized
scheme (RW15) [49], but has a more efficient decryption algorithm. In part, to
achieve this, we use the multi-use techniques by Agrawal and Chase [4]. In partic-
ular, we introduce another mapping 7: [n1] — [m] that maps the rows associated
with the same attributes to different integers, i.e., m = max;cp,1 o~ (p(j))|, and
7 is injective on the sub-domain p~1(p(5)) C [n1].

Definition 19 (Decentralized large-universe CP-ABE from FDH). We
define the GPES as follows.

— Param(par) = (14,7, , b): Let {Ai}1,,..] be the authorities, and ny = Naus
and ny = 2naus +U|, @ = ({u}igma, and b = ({01, 0 }iefnan.)» {batt fatveu),
where U denotes the universe. We set F(bas) = 1 for all att € U.

- EHCKGY((SvﬁS)vp) — (mlva’k(rvf'vavbv (8758))) We set my = |ﬁ$(8)|+
L, my = 0, and k = ({{k1;y = a + rab + riblicss(s) {k2,ae =
Tﬁs(att)batt}attes)a and ]:(TGID) =2.

- EHCCt((A,p,[),T),p) - (’LUl,’LU27’LU/2,CM7C(S,§7b7 (Aapa )5’7-))7C/(Sa§aaa
(A7p7ﬁ’7—)))‘. We set wy = m + ny, w2 = N2 — 1) wl2 = N2 — 17
C:M — 5/, CcC = ({Cl,j = :uj —+ S]bﬁ(j)ch,] = Sjb%(])~+ S;(J)b[)(])}]G[nlA]) and
¢ = ({¢j = Aj + @) sitiem)), where Xj = Aj18 + 3 cpn,) AjkOr and
1 = D ke(2na) ik V-

Remark 5. The decryption of this scheme is more efficient than RW15 [49], be-
cause it reduces the number of required pairing operations from |g([n1])| + |7
to |p([n1])| + m, where m = 1 if p is injective.

Lemma 3. The GPES in Definition satisfies the special selective symbolic
property.

Proof. Let € C [na,4] be a set of corrupted authorities, and d; = n; and da = ns.
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— EncB((A, p,5,7)) = ({a1,Bi, B }iena s {Batt fatter), Where a; = 0% and
B, B, B, = 09179 for all | € € and att ¢ p([n1]), and let v € Zyp? (with
vy = 1) be the vector orthogonal to each row j € 5~ 1(€) associated with a
corrupted authority. For all [ € [nau] \ €, we set:

a; = Z Aj,k’l}k]_;ll, Bl = Z Aj7k(1;l’1k><d2 + ’Uk].;l’ll)(dz),
JE€PTI(1),kEn2] JEPTI(1),kE[2,n2]
dl d2 dl d2
B; = Z Aj,k1j7k>< 7{Batt = Z Aj1k:17-(‘;<),k' }attEp([Tﬂ])‘
j€~1 (1) kElnz] j€p1(att) k€[nz]

- EHCR((Aapv p~7 T)? (SaﬁS)) - (rGID7 {rl}leﬁs(S))v where

—ds —d2 Td2
rgip = —11 + E wklk s r,=— E wklk .
ke[2,n2] ke[ns2]

- EHCS((A7P> ﬁ? T)) — ({Sj}je[nl]a {Sg}le[m]v {0k70;¢}k€[2,n2]7§)7 where
S — _ dy 1 qdy PN ~r _ =do —da
s=1, s;=-17, s =17, Vi=v, V=17l .

For these substitutions, the polynomials evaluate to 0 (see Appendix . Note
that, instead of applying the zero-out lemma to simulate e(g, h)C; for all j € [n4],
we introduce another vector v that is orthogonal to all rows associated with
corrupted authorities, which we embed in V. a

Remark 6. By slightly adapting the scheme and setting the number of author-
ities to 1, we can obtain a single-authority scheme with an attribute-wise key
generation [b5]. With such a key generation, a single user can request secret keys
for different attributes at different points in time, rather than all at once. We
give a more concrete version of such a scheme in Appendix [E-3]

E.2 Large-universe ABE scheme from DBDH

We use the ideas behind the CP-ABE schemes from DBDH in [57] and [30]
to obtain a large-universe CP-ABE scheme from DBDH. This follows from any
instantiation with our generic compiler, because d; = do = 1. Recall that, for
this case, the (dj,ds)-parallel DBDH assumption is equivalent to DBDH.

Definition 20 (Large-universe CP-ABE from DBDH). We define the
GPES as follows.

— Param(par) = (nq,np, a,b): Let Ny € N be the mazimum on the number
of columns of LSSS matrix A. We set n, =1 and np = 1+ Ny - |U|, where
a = a, and b = (b, {bats,k fatteu,ke[No]), where U denotes the universe of
attributes. We also set F(b) =0, and F(bass,x) = 1 for all att € U, k € [Na).

— EncKey(S,p) = (m1,ma,k(r,t,a,b,S)): We set m; = Nz, mg = 0, and
k = (kl =a+rb, {kQ,att = Tbatt,l + Zk€[2,N2] kaatt,k}atteS)-
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§,a,(A,p))): As-
1 wy = MNgo — 1,
{Cla k= Ajrb; +

— EncCt((A, p),p) — (w1, w2, wy,canr,c(s,8,b, (A, p)),c/(s,
sume that ny < Ny and p is injective. We set wy =
wh =0, Cy =as, c = ({cl/j,l = Aj1sb+ pr(]),l}je[nl]
8bp(j).k Yi€m ke2ina]) and ¢ = 0.

Lemma 4. The GPES in Definition satisfies the special selective symbolic
property.

Proof. Let di = dy = 1. We define EncB, EncR, EncS as follows:

— EncB(A,p) — (a,B,{Batt.k fattetr,ke[Ns]), Where a = 1, B = —1, and
Batt,k = 0 for all att ¢ p(’fh), and Batt,k = Apfl(att),k-

— EncR((A,p),S) = (r1,...,Tn,): Let w € (1,wa,...,wy,) € Zy? be such that
A,;wT =0 for all j € [ny] with p(j) € S (Deﬁmtlon' Then set r; =1,
and ry = wy, for all k € [2,nsy);.

— EncS((A, p)) — (so, V1, ..., ¥y,), where sg =1, and ¥; = —1. O

E.3 CP-ABE with attribute-wise key generation

We give an example of a CP-ABE scheme with an attribute-wise key generation
(as first introduced by Venema et al. [59]). In such schemes, the secret keys can
be generated for different attributes at different points in time, for the same user.
We use the compiler for the multi-authority setting for this functionality, which
uses the static-security model to prove security, while keys may be requested
for different attributes at different stages in time. To the best of our knowledge,
this is the first (single-authority) CP-ABE scheme that explicitly enjoys this
property, although we use the techniques of [49] to formalize it. Note, however,
that the scheme is structurally closer to the unbounded CP-ABE scheme without
random oracles [48].

Definition 21 (CP-ABE scheme with attribute-wise key generation).
We define the GPES as follows.

— Param(par) — (nq, np, o, b): We set n, = 1 and ny, = 4, where a = «, and
b = (b, bo, b1), and F(b) = F(b') = F(bo) = F(by) = 0.

— EncKey(S,p) = (m1, ma, k(r,#, a, b, S)): We set mq = |S|+1 and mqy =0,
where k = ({k1 = o + rapb, kaye = rapbd’ + Tatt(bo + Tareh1) fattes) such
that a4 is the integer representation of att in Z,, and F(rgm) = 1.

- EnCCt((Av p)vp) - (wlv w2, w/27 CM, C(S, 8, b, (A, p))a C/(S, 5, (Av P)))f We
set wy =nq, wy =ng — 1, wh =0, Cpyr = as,

C = ({CLJ =A\; + Sjb C2,5 = Sj (bo + p(j )bl)}ye[m
and ¢’ =0, where \; = Aj b+ ZkG[Q,nz] Aj 0.

Lemma 5. The GPES in Definition satisfies the special selective symbolic
property.
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Proof. Let di = ny1 + 1 and dy = (ny + 1)ny. For the simple representation of
column indices, we use (1,k) for all k € [ng] and (2,5,k) for all j € [n1] and
k € [ng]. These are mapped injectively in the interval [d3]. For the row indices,
we start counting at 0.

— EncB((A, p)) — (a,B,B’,Bg, B;), where a = 1J*, and

Boigih e Tl
J€[n1],k€[n2]
Bi= > Ao, Bo=-— ) Ape)155
j€[na]k€n2] j€[n1],kEna)

EncR((A, p),S) = (raip, {Tatt fattes ), where

da

—d UJk;I 27 ',kt
rgp = Z Wil gy Tae = Z xii;(j))’
k€[nz] JET k€[ns] att

such that w (with w; = 1) is the vector orthogonal to all A; with j € T
(Definition , and 7 = [n1]\ 7.
EHCS((A7 p)) - (Sov {Sj}jE[n1]7 {‘,}k}ke[Q,ng])a where

—d
S——ldl, {S'——ldl} . V=1,
0 J i S e k (1,k)

Note that, in this proof, we require the knowledge of the entire key set S for
the substitution vector of rgip. Therefore, when instantiating it with the multi-
authority compiler (where we set the number of authorities to 1), the scheme is
statically secure. O

E.4 CP-ABE with OT-type negations

We use the ideas behind the CP-ABE schemes supporting OT-type negations
in [I3] and [52] to obtain a GPES for large-universe CP-ABE scheme with
OT-type negations. In this scheme, we represent each attribute as a label-
value pair, e.g., “name” and “Alice”, where the labels come from the label
universe £ and the values from the attribute universe /. Furthermore, the pol-
icy (A, p, prab, p', 7) consists of three additional mappings pi.p, o' and 7. Here,
Plab: [n1] — £ maps the rows to the corresponding labels. Then, p": [ni] — {0,1}
is such that p’(j) = 0 indicates that the attribute corresponding with the j-
th row is negated, and p’(j) = 1 indicates that it is not negated. The map-
ping 7: [n1] — [m] maps the rows corresponding to the same labels to differ-
ent integers, i.e., m = maX;g,] lprab(P1ab(5)))] is the maximum number of
occurrences of one specific attribute, and 7 is injective on each sub-domain

Piap (P1an(5)) € [na].

Definition 22 (Large-universe CP-ABE with OT-type negations). We
define the GPES as follows.
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— Param(par) — (nq, np, @, b): We set ng, = 1 and ny = 142|L|, where a = «,
and b = (b, {b1ab,0, biab,1 Haber ). We also set F(b) = 0, and F(babpo) = 1
and F (biab,1) = 2 for all lab € L.

— EncKey(S,p) — (m1,ma,k(r,#, a,b,S)): Assume that, for each lab € L,
there is at most one att € U such that (lab,att) € S. We set my = 1,
ma =0, and k = (k1 = a+71b, {k2,(1ab,att) = 7(b1ab,0 + Tattblab, 1) } (1ab,att)es)
where Taee is the representation of att in Zy.

— EncCt((A,p, 0/, 7),p) — (w1, ws,wh,car,c(s,8,b, (A, p,p,7)),c(s,8 a,
(A p,p',7))): We set wy =m, wy =n2 — 1, wy =0, Cpy = as,

¢ = ({er; = Aj +570) (brab,o + Zp(j)bprs (), 1) Yiew
{1y = A5+ 8:()bpran (i), 15 €2, = S7(5) (brab,0 + p(7)bpia, (5),1)}je7)

and ¢’ = 0, where \j = Aj 180+ 12 ) Ajk Ok, and ¥ = {j € [m] | p'(j) =
1} and ¥ = [n1] \ ¥ (i.e., the set of rows associated with the positive and
negative attributes, respectively).

Lemma 6. The GPES in Definition [23 satisfies the special selective symbolic
property.

Proof. Let di = m and d2 = na2 + nins|pap(n1)|. For simple notation of the
column indices, we use (1,k) (for all k € [ng]) and (2,7, k,1ab) (for all j €
[n1], k € [n2],1ab € prap(n1)), which are mapped injectively in the interval [da].
We define EncB, EncR, EncS as follows:

— EncB((A,p,p', 7)) — (a,B,{Biab.0, Blab.1 }1abers), where a = lfl, B =

1d1 Xd2

11,1y and

dixd d1 X d:
Bubo= >, A (17?;) (ry — PO, (Q,J,k,law)
JE€WIan, kE[n2]
dy Xdo
- > DA
JEV 1an , kE[n2]

di xd
Biab,1 = E Aj,k”klr%j),(Qz,j,k,lab) + § : Aj, s b (3 ) (1 k)’
JE€Wab,kE[n2)] JEP1ap,kE[n2]

where Yo, = {j € [n1] | pran(j) = lab A p'(j) = 1} and Yiap, = {j € [n4] |
puab(y) =lab A p'(j) = 0}.

— EncR((A,p,p',7),S) — (r): Let w € (1,wa,...,wn,) € Z;* be such that
A,;wT = 0 for all j € [n;] with either (pan(j),p(j)) € Sif p'(j) = 1 or
(pav(4), att) € S with att # p(j) if p'(j) = 0 (Definition [T). Then, set

W 1
r= Z wk1(1 k) Z m (22,J k,lab)?
k€E[na] Jeme,ke[m],(1ab,att)esuab:plab(j) at
where ¥ = {j € [n1] | p'(j) = 1} and T = {j € [n1] | (pran(5), p(4)) ¢ S}

— EncS((A, p, 0", 7)) = (S0, 815 s Sy V1, ooy Vi, ), Where sg = 11 , sl =1;" for
all I € [m] and vy, = T(iik) for all k € [na]. 0
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KP-ABE wvariant. Because the structure of the PES fits in the AC17 class of
PESs, we can use the conversion techniques in [4] to obtain the KP-ABE variant
of this scheme.

E.5 Decentralized “unbounded” CP-ABE scheme

We also give a decentralized variant of the unbounded single-authority CP-ABE
scheme by Rouselakis and Waters [48].

Definition 23 (Decentralized “unbounded” CP-ABE). We define the GPES
as follows.

— Param(par) — (nq,np, a,b): Let { A1}, .. be the authorities. We set ny, =
Naut and Ny = 4naue, where @ = {}icn,,. g, and b = ({b1, b}, 01,0, b1,1 Hiefna)-

— EncKey((S, ps),p) — (m1,ma, k(r,#, a, b, (S,ps))): We set my = |S|+1
and my = 0, where k = ({k1; = cu +rabitics(n))> {k2,att = rQIDV;  (00)
Tatt (Dps (att),0 T Tattbps (att),1) Fattes) such that za. is the integer representa-
tion of att in Z,, and F(rgm) = 1.

- EHCCt((A7 P, ﬁ)vp) — (wla w2, wl27 CM, C(S7 éa ba (A7 P, ﬁ))7 CI(Sa ga &, (Aa P, ﬁ)))
We set w1 =ny, wa =ng — 1, wh =ngs — 1, Cpy = 3,

c = ({c1y = nj + 85 (bpi) + V55))s 2,5 = 55(ba00.0 + P(1)s3).1) iena))s

and ¢’ = ({Nj + az()85}jerna), where Aj = Aj18 + 37 c 0, Ak and
My = ZkE[Q,ng] Aj 10y

Lemma 7. The GPES in Definition satisfies the special selective symbolic
property.

Proof. Let € C [naut] be a set of corrupted authorities, and set d; = n; and
dy = (n1 + 1)ng. For the simple representation of column indices, we use (1, k)
for all k € [n2] and (2,4,k) for all j € [ny] and k € [ng]. These are mapped
injectively in the interval [da].

— EncB((A,p,p)) — ({a;,B;,B},Bi0,Bi1}icna.), & = 0% and B, B} =
04> for all | € €, and let v € Z> (with v; = 1) be the vector orthogonal
to each row j € p~1(€) associated with a corrupted authority. For all [ €
[Paut] \ €, we set:

a= > 17, Bi= > Al
Jjep~(1),k€n2] jep~1(1),k€n2]
dy xd dq X d.
B; = Z Aj’klj,l(ilf)’ Bii= Z Aj’klj,l(;j?k)’
j€P~L(1),kE[n2] J€[n1],k€[n2]
N\ qdiXd
Bio=-— Z AP ()55 5y

J€[n1],k€n2]
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- EHCR((Aa P, p~)a (Sa 53)) — (rGID7 {ratt}attES)v where

do

—d wkTZ,',k
D D i
k€[n2] JeT kelna]

such that w (with w; = 1) is the vector orthogonal to all A; with j € T
(Definition 7 and 7 = [n1]\ 7.
- EHCS((A’ P ﬁ)) — ({Sj }jE[m]v {‘A’kv ‘A’;q}ké[Q,ng]v 5), where

~ d ~ ~/ —da —d2
s=1, s;=1;", Vp=uvg V=14 ol

Note that, in this proof, we require the knowledge of the entire key set S for
the substitution vector of rgip. Therefore, when instantiating it with the multi-
authority compiler, the scheme is statically secure. O

E.6 Decentralized identity-based broadcast encryption scheme

We also give a decentralized identity-based broadcast encryption scheme with
short ciphertexts based on TinyABE [54].

Definition 24 (Decentralized IBBE). We define the GPES as follows.
— Param(par) = (nq,n, ,b): Let { A}, be the authorities. We set ng =

Naut and ny = 2n, wheren € N, where oo = {u }ien,..], andb = ({bi,0, b1} icm))-

We set F(bip) =1 and F(b;1) = 2, where the hash expects i € [n] as input.

— EncKey((y,1),p) = (m1,me,k(r,#, a, b, (y,1))): We set m; =n and mg =

0, where k = ({k; = a; + ri(bi,0 + ybi1)}iem)) such that y is the integer
representation of the identity of the user in Z,.

— EncCt((S, p),p) — (w1, we, wh, cpr,c(s,§,b, (S, p)),c(s,8, a, (S, p))): Letn' =

|S|

—‘, and let 7: S — [n'] be a function that maps the identities in S to n’
partitions such that |T71(j)| < n for all j € [n']. Let #: S — [n] be a func-
tion that maps the identities in S that are assigned to the same partition
to unique integers in [n], i.e., 7 is injective on T7=1(1) for all | € [n']. Let
Sj:{f63|7(x):j}. We set wi = n', wy = 0, wy = 3, NG,

JjE[n’
Cm =3,

c= Z Sj Z (b3(2),0 + Tb2(2),1) |

JjEMN] =E€S;
and ¢’ = ({3 + 15} jemn,ien; ), where Nj = {1 € [nau] | © € S A p(x) = 1}.

Lemma 8. The GPES in Definition [2]] satisfies the special selective symbolic
property.

Proof. Let € C [na,.g] be a set of corrupted authorities, and set dy = n’ and
dy =n'. For all i € [n], let x; = {x € S| 7(x) =i} be the set of identities in S
that are mapped to i € [n] with 7.
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— EncB((S,ﬁ)) — ({alvBi,O)Bi,l}le[naut],ie[n])7 a; = 0% for all I € €. For all
I € [Naw] \ € and i € [n], we set N = {j € [n'] | | € N;} and:

d di xd di xd
a= 17, Bi= ) 10570, Bio=- D a1
jENz TEXq TEXq

— EncR((S,p), (y,1)) — ({ri}ié[n])v where

n= Y

TEX

— EncS((S, p) — ({s;}jem,8), where

1%

7(z)

T—y

S = 1, Sj = 1] .

O
Remark 7. The decryption costs are quadratic in the size of S. To lower the
decryption costs, we can also split the ciphertext in parts, i.e., set ¢ = ({¢; =
Zje[n/] 55 > wes, (D#(2),0 + Tbs(2),1) }iem)). Then, the decryption costs are only
quadratic in n. f—Iovvever7 this increases the encryption costs and the ciphertext
size.

F Verification of the proof of Lemma

We show that, indeed, the polynomials evaluate to 0. Note that the evaluations
for k14, c1,; and c} are virtually the same as in Appendix For the other key
polynomials, we have the following evaluations. For k3 (ap att), We first compute
B (att)1ab,0 T Zatt B (att), 1ab,1, Which is

dixd 14 xd
Z Ajik (lr%jx)ﬁ(Ql,k) N p(j)lfb’x),(227jxkﬂab))

JE€¥54 (att) lab:kE[n2]

. dq Xd
- > P A R1Z Ce)

FEP 5 g (att) 1ab,KE[n2]

di xd di1 Xds
FZatt Z Ajvlez;),(QQ,j,k,lab) + Z Aj’let;):(zl’k)

jegpﬁs(att),labvke[nﬂ jeaﬁs(att),labvke[na]
dyxd . dyxd

= Z Aj,k (17_(;)’(21’]6) + (l'att - p(]))]-.,_(;)’(é,j,k,lab))

J€¥55 (att) lab:kE[n2]
. dyxd

+ > (zase = P()) AjkLel ) Cny-

jeaﬁs(att)‘labfke[nﬂ

Then

)

k2, (1ab,att) = Tps(att) (s (att) lab,0 T Tatthss (att) 1ab,1)
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—d Wi d
= | 2 wlin+ > 20) — Tt 102,k 1ab)
k€ns) JEW) g (avty T kE[n2], (1ab,att) €S [lab=pian () at
dy xda . d1 Xds2
> A (L0555 1y + @ = PUDLE e

JE€EY 5 (att) lab:KE[n2]

. d1 Xd
+ Z (Tare — P(J))Aj,klftjx),(zl,k)
jGEﬁs(an),lab,kG[nz]

_ d (Tate — p(J)) L a
= > Aj <1T<j)+ -17<j>>

) P\J) — Tatt
JE€¥ 56 (att) 1ab:KE[M2] ( ) N

+ Z (l'att - p(]))AJ,kwle(J)7

JEW 55 (att) labsKE[n2]

which is either 0%, because A ;wT = 0 (which is the case if either (pian(j), p(§)) €
Sif p'(§) = 1 or (pran(4),att) € S with att # p(j) if p'(j) = 0), or it holds for
J € Yss(att),lab that p(j) # Tage, and for j € Wi (agr) 1ab that zaee = p(j), meaning
that those j for which A;wT # 0, we have

(Tatt — () 1a d
A pw dy oy dratt PAJJJqdi | = gt
Z 7k %k (J) p(]) — Tatt T(])
——_— ——

=—1

Z (Zate — p(4)) AJ,kwle(]) =0".
k€ [ns]

k€ [n2)

=0

For the ciphertext polynomials, we have the following evaluations. We first note
that the combination S’T(j) and b5y, o0 (5),0 T P(3)b5(5), o1 ()1 Yields

—d =d . Td
| 32 A (T = PTG ) + PG D2 AT ki

ke[n2] ke[n2]

== > Audly

k€[ns2]

if p’(j) = 1, and otherwise

—Zp(j Jkl(lk +p(J ZAJkllk):OdZ

k€[ns] k€[n2]
from which it directly follows that for j € ¥, €3, = 092, For j € ¥, we have

C2,5 = Sjb/ﬁ(j) + Slf(j)(blabﬁ + () Dpran (5),1)
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=15 , > Al | = 30 AT

JEF1(5(7)) k€] kelns]
—d —d
= D> AT = > ATy = 0%
ke[ns2] ke[nso]

For j € ¥, we have

€2, = 8y + 85 ()05()ran ()1

d d d
=13 > AlyEs = D Aﬂkl

JE€F1(5(7)),k€na] kelna]
—d —d
Yo AuIin — Y Al =0"
k€ [ns] k€[na]

G Verification of the proof of Lemma

We show that, indeed, the polynomials evaluate to 0. For the key polynomials,
we have the following evaluations.

ki, = a; + ramb + by

- Y A

J€F™(1),kEn2]

T Z wi T Z Aj’k(lj,lkXdQ+v’€1;l-,11Xd2)
kE[Q 7’L2] jeﬁ_l(l)ake[27n2]
74
(w2 A
k€[na] JEPTI(1),kE 2]
= Z Aj,kvkl;ll - Z Aj,k-vk]-?l + Z Aj,kwklgl
JEp1(1) k€] GEFH(1),kE[2,ma] €D, kERna]

— Z Aj’kwk].;-il

J€A™(1),kEn2]

Z Aj71’l]11;l1 - Z Aj71W11?1 = Odl7

jep~t(M) jep—t()

because v; = wy = 1. Then, for att ¢ p([n1]), we trivially have that ko .
evaluates to 0%, and for att € p([n1]), we have that A;wT =0, so

—d
k2 ate = Tﬁs(att)batt = - Z wk1k2 Z Ry 1%;)(11@2

k€[na] jEp~1(att),kE[no]
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d d dy
- > Aol = ) AgwTLg) =0,

j€p=1(att) ke [na] jep—1(att)

For the ciphertext polynomials, we have the following evaluations.

1y =i+ sibagy = O, Ajrbh + sibs)

ke[2,n2]
—d —d
=Y An(@endt) 1Y A el
k€[2,n2] JEPTH(p(5)),kE2,n2]
— —d —d —d
= X A (T +adl) - 3 A +udl) = on
ke[2,n2] k€e[2,n9]

C2,5 = 5ib35) + 52y bo()

— di1 . dy X d: dy . dy Xd.
=-1; Do AR | 1l > ALy R
JjE€P~1(l),kE[n2] jEp~L(att),kE[n2]

= —d
= Y AT+ Y ATy =0k,
ke[ns] k€[n2]

¢ =Nt apgs; = Ajas Y Akl + (s

]CE[Q,TLQ]
= Aj71 -+ Z Aj,kvk — 1‘;1 Z Ajykvklgl
ke[2,m2] JEPTH(P(4)) k€ [n2]
= Z AchUlc - Z Aj)k’l)k =0.
k€ [ns] k€[n2]

H Comparison of decentralized schemes

We compare the qualitative features of our newly proposed decentralized schemes
with existing multi-authority schemes in Table [} It shows that our scheme in
Definition [I6] is the first non-monotone large-universe scheme of this kind that
supports unbounded policies.
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Table 1: Comparison of the properties of all pairing-based decentralized CP-
ABE schemes supporting monotone span programs. For each scheme that is
decentralized (i.e., it requires no coordination among the authorities), we con-
sider whether the scheme supports negations in the policies, large universes (LU)
and unbounded policies (UP) (i.e., it supports unbounded re-use of attributes
in the policies and unbounded policy lengths). We also consider whether the
scheme is fully, selectively or statically secure and whether it is secure under a
non-parametrized assumption (NPA).

Scheme Negations LU UP Security NPA
LW11 [41] X X X Full v
0T13,0T20 [44l45] v VAR ¢ Full v
RW15 [49] X v v | Static X
DKW21 [30] X X X | Static v
AG21 [1I0] X v’ X |Selective v
DKW22 [31] X X X Full v
Definition |16 v v v Static X
Definition |19 X v Static X
Definition [23 X v Vv | Static X
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