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Abstract

This paper presents the first decentralized multi-authority attribute-based inner product functional encryption
(MA-ABIPFE) schemes supporting vectors of a priori unbounded lengths. The notion of AB-IPFE, introduced by Ab-
dalla et al. [ASIACRYPT 2020], combines the access control functionality of attribute-based encryption (ABE) with the
possibility of evaluating linear functions on encrypted data. A decentralized MA-ABIPFE defined by Agrawal et al. [TCC
2021] essentially enhances the ABE component of AB-IPFE to the decentralized multi-authority setting where several au-
thorities can independently issue user keys involving attributes under their control. In MA-ABIPFE for unbounded vectors
(MA-ABUIPFE), encryptors can encrypt vectors of arbitrary length under access policies of their choice whereas authori-
ties can issue secret keys to users involving attributes under their control and vectors of arbitrary lengths. Decryption works
in the same way as for MA-ABIPFE provided the lengths of the vectors within the ciphertext and secret keys match.

We present two MA-ABUIPFE schemes supporting access policies realizable by linear secret sharing schemes (LSSS),
in the significantly faster prime-order bilinear groups under decisional assumptions based on the target groups which are
known to be weaker compared to their counterparts based in the source groups. The proposed schemes demonstrate differ-
ent trade-offs between versatility and underlying assumptions. The first scheme allows each authority to control a bounded
number of attributes and is proven secure under the well-studied decisional bilinear Diffie-Hellman (DBDH) assumption.
On the other hand, the second scheme allows authorities to control exponentially many attributes, that is, supports large
attribute universe, and is proven secure under a non-interactive g-type variant of the DBDH assumption called L-DBDH,
similar to what was used in prior large-universe multi-authority ABE (MA-ABE) construction.

When compared with the only known MA-ABIPFE scheme due to Agrawal et al. [TCC 2021], our schemes offer
significantly higher efficiency while offering greater flexibility and security under weaker assumptions at the same time.
Moreover, unlike Agrawal et al., our schemes can support the appearance of the same attributes within an access policy
arbitrarily many times. Since efficiency and practicality are the prime focus of this work, we prove the security of our
constructions in the random oracle model against static adversaries similar to prior works on MA-ABE with similar moti-
vations and assumptions. On the technical side, we extend the unbounded IPFE techniques of Dufour-Sans and Pointcheval
[ACNS 2019] to the context of MA-ABUIPFE by introducing a novel hash-decomposition technique.

"This is the full version of an extended abstract that appears in the proceedings of PKC 2023.
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1 Introduction

Functional encryption (FE), introduced by Boneh, Sahai and Waters [BSW11] and O’Neill [O’N10]
is an advanced form of public key encryption (PKE) designed for computing on encrypted data
while maintaining its confidentiality beyond the computed results. FE delivers cryptographic so-
lutions to a wide variety of privacy-enhancing technologies from enabling finer access control
to outsourcing computations on sensitive data to the cloud. Starting with the work of Abdalla et
al. [ABCP15], a long sequence of works [ABCP16, ALS16, DDM16, ABKW19, Tom19] studied
FE schemes for the class of linear functions, also known as inner product FE (IPFE). In IPFE, the
ciphertexts and functional secret keys are associated with vectors x and y respectively while a de-
crypter only learns the inner product « - y and nothing else about x. Although the functionality is
simple, IPFE has found a great amount of applications in both theory, for example, designing more
expressive FE schemes for quadratic [JLS19, Gay20] and general functions [JLMS19,JLS21] and
in practice, for example, performing statistical studies on encrypted data, evaluating polynomials,
computing conjunctions and disjunctions [ABCP15], or calculating hamming weights in biometric
authentications [LKK ™ 18,ZR 18], constructing trace and revoke schemes [ABP " 17]. However, any
IPFE system suffers from an inherent leakage of data due to it’s linear functionality. In fact, releas-
ing a set of secret keys for vectors forming a basis of the underlying vector space would result in
a complete break of the system since it enables the recovery of the master secret key of the IPFE
system and hence uncover all the encrypted data in the system.

One natural way to control such leakage of data in IPFE is to combine it with attribute-based
encryption (ABE), that is, to additionally associate access policies/attributes within the cipher-
texts/secret keys (or the other way around) in the same spirit as attribute-based encryption (ABE)
such that the eligibility for computing on the encrypted data requires a prior validation of the
attributes by the policy. Such access control mechanism in IPFE was introduced by Abdalla et
al. [ACGU20] where they termed this upgraded notion as attribute-based |IPFE (AB-IPFE). The
notion of AB-IPFE [ACGU20, AGT21a,PD21] has been mostly explored in the setting where a
single authority is responsible for managing all the attributes in the system and issuing secret keys
to users. This not only is a limitation from the point of view of trust, but also it is problematic
for practical applications. In fact, in reality, different attributes are governed by different authori-
ties, for example, academic degrees are handled by universities, medical attributes are managed by
hospitals while driving licenses are controlled by transportation or automobile agencies.

Multi Authority AB-IPFE: Inspired by the notion of multi-authority ABE (MA-ABE) [LW11,
RW15, OT20, DKW21la, DKW21b, DKW22, WWW22] which deals with the decentralization of
attribute management in the context of ABE, Agrawal et al. [AGT21b] initiated the study of multi-
authority AB-IPFE (MA-ABIPFE) which enhances the ABE segment of AB-IPFE to the multi-
authority setting. That is, just like MA-ABE, in MA-ABIPFE individual authorities are allowed to
generate their own master key pairs and provide secret keys for attributes only under their control
without interacting with the other authorities. A user learns @ - y by decrypting a ciphertext gen-
erated with respect to a policy P and a vector x using various secret keys associated to a vector
y and the different attributes it possesses that are obtained from the authorities controlling those
attributes. Some potential practical application of MA-ABIPFE could be computing average salary
of employees in an organization possessing a driving license and holding a Ph.D, statistics deter-
mining mental health of students of different departments in a university, etc.

Despite its countless potential applications, so far the only candidate MA-ABIPFE scheme, is
due to Agrawal et al. [AGT21b] which supports access policies realizable by linear secret sharing
schemes (LSSS) and is designed in a composite-order group and the security is based on variants of
the subgroup decision assumptions which are source group assumptions, that is, assumptions made
about the source groups of the underlying bilinear pairing. It is a well-known fact that composite-
order bilinear groups are very expensive both in terms of computation and communication/storage.
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This is reflected in the MA-ABIPFE of [AGT21b], especially the decryption takes an unacceptable
time of around five days (as shown in Table 1.2) when run using reasonable parameters, which
clearly makes the scheme impractical. In order to address this efficiency bottleneck, a possible way
to avoid this heavy efficiency bottleneck is to look for a construction in the prime-order bilinear
groups which are way better in terms of the above parameters compared to their composite-order
counterparts [Frel0, Lew12,Guil3].

Another significant drawback of the MA-ABIPFE is that the vector lengths are fixed and the

number of authorities or attributes are bounded in the setup. Consequently, the system must provi-
sion for a vector length bound that captures all possible plaintext vectors that would be encrypted
during the lifetime of the system. Further, the size of ciphertexts and the encryption time, however
small the length of the plaintext vector « is, scale with the worst-case vector length bound. Also,
in the [AGT21b] construction, each authority can control at most a bounded number of attributes.
This could be a bottleneck in certain applications, for instance, a university may introduce a new
academic degree program over time which would require its potential to freely expand the attribute
list under its control. Moreover, in the MA-ABIPFE system of [AGT21b], new authorities/attributes
could not join beyond the upper limit set in the setup. This is clearly a disadvantage for several
applications from the point of view of sustainability since it is often impossible to visualize all
possible attributes/authorities that can ever come into existence at the time of setting up the system.
For instance, new universities may be included in the survey of analyzing mental health of their
students, which amplifies the number of authorities/attributes as well as the length of data. Addi-
tionally, the MA-ABIPFE scheme of [AGT21b] suffer from the so-called “one-use” restriction, that
is, an attribute can appear within an access policy at most a bounded number of times, which clearly
limits the class of access policies and negatively impacts efficiency. Lastly, in order to gain confi-
dence in a new cryptographic primitive such as MA-ABIPFE, it is always important to have more
and more candidates for that primitive under qualitatively weaker computational assumptions. We
thus consider the following open problem:
Open Problem: Is it possible to construct efficient MA-ABIPFE schemes for any expressive class
of policies, e.g., LSSS, and avoiding the one-use restriction in prime-order bilinear groups under
any (possibly qualitatively weaker) computational assumption such that an arbitrary number of
authorities (possibly having an unbounded number of attributes under their control) can join at any
point of time and an unbounded length data can be processed?

Our Results

In this paper, we answer the above open problem affirmatively. More precisely, we start by formulat-
ing the notion of (decentralized) multi-authority attribute-based unbounded |\PFE (MA-ABUIPFE)
which has all the features discussed above, namely, (a) several independent authorities can control
different attributes in the system, (b) authorities can join the system at any time and there is no up-
per bound on the number of authorities that can ever exist in the system, and (c) unbounded length
message and key vectors can be processed, that is, each authority can generate their public and
master secret keys without fixing the length of vectors that can be processed with their keys. Next,
we construct MA-ABUIPFE supporting LSSS access structures in the significantly faster prime-
order bilinear group setting under computational assumptions based in the target group which are
known to be qualitatively weaker compared to those based in the source group [BSW13,DKW21b].
The efficiency improvements achieved by our scheme as compared to the only known MA-ABIPFE
scheme [AGT21b] is quite significant (see Tables 1.1 and 1.2 for a concrete comparison of the
schemes). On a more positive note, we are able to overcome the “one-use restriction”, that is, sup-
port the appearance of attributes within access policies arbitrarily many times.

We present two MA-ABUIPFE schemes with varying trade-offs between versatility and under-
lying assumptions.



— Small-Universe MA-ABUIPFE Scheme: We construct an MA-ABUIPFE scheme where an
authority is allowed to control a single (or a bounded number of) attribute(s), but the number
of authorities that could be added to the system is still arbitrary. The construction is proven
secure under the decisional bilinear Diffie-Hellman (DBDH) assumption [BFO1, SP19] which
is a very well-studied computational assumption based in the target groups. Note that the DBDH
assumption underlies the security of classical ABE schemes [SW05, GPSW06, Watl 1] and has
recently been shown to realize MA-ABE [DKW21b]. Our MA-ABUIPFE scheme demonstrates
that it is possible to base the security of an even richer functionality on DBDH as well.

— Large-Universe MA-ABUIPFE Scheme: We further upgrade our small-universe MA-ABUIPFE
scheme to support large attribute universe, that is, where each authority can control exponen-
tially many attributes. We present the security of this construction under a parameterized version
of the DBDH assumption which we call the L-DBDH assumption. We justify the validity of this
new computational assumption in the generic bilinear group model [Sho97, BBGO5] as is done
for nearly if not all bilinear group-based computational assumptions used today. Note that, so
far, there is no known MA-ABE or even ABE schemes supporting large universe in the liter-
ature that is proven secure without parameterized assumption. The efficiency of the proposed
large-universe scheme is well comparable to the small-universe one. Thus, our large-universe
MA-ABUIPFE (LMA-ABUIPFE) scheme addresses several efficiency and practicality issues to-
wards deploying this primitive in practice.

Since our focus on this paper is on efficiency and practicality, we content with proving the se-
curity of our schemes in the static model where the adversary has to declare all its ciphertext, secret
key, and authority corruption queries upfront following prior work on MA-ABE with similar mo-
tivations [RW15]. However, we would like to mention that while we could not prove our schemes
secure against selective adversaries under DBDH or similar target-group-based assumptions, that
is, adversaries who must send the challenge ciphertext and authority corruption queries upfront but
are allowed to make user secret key queries adaptively afterwards, as considered in [AGT21b], we
could not identify any vulnerability in our proposed schemes against such adversaries. Also, just
like prior MA-ABE schemes proven secure under standard computational assumptions, we make
use of the random oracle model®.

In order to design our small-universe MA-ABUIPFE, we build on the techniques used in the
MA-ABE construction from DBDH by [DKW21b] and the unbounded IPFE construction from
DBDH by [SP19]. However, as explained in Section 2 below, a straightforward combination of
those techniques does not work. We devise a novel hash-decomposition technique to decompose
the evaluation of the hash values, used as randomizers for tying together the different secret keys
for the same user, between the encryption and key generation/decryption algorithms and also for
handling satisfying and non-satisfying secret key queries of the adversary during the security proof
differently. (Please see Section 2 for more details on the hash-decomposition technique.)

Along the way to our small universe MA-ABUIPFE scheme, we also present a single authority
ABUIPFE for LSSS access policies in prime-order bilinear groups under the DBDH assumption.
Prior to this work, there was no known AB-IPFE scheme even for bounded length vectors that was
proven secure under a target group assumption. Thus, the proposed ABUIPFE expands the portfolio
of computational assumptions on which this useful primitive can be based on and thereby increasing
the confidence in the existence of this primitive in turn. Further, our construction also demonstrates
that despite of being a more expressive functionality, MA-ABIPFE is still possible under the same
assumption as ABE or MA-ABE. In fact, our AB-IPFE is the first target-group assumption-based
FE scheme that goes beyond the ““all-or-nothing” paradigm.

3 Very recently, Waters, Wee, and Wu [WWW22] presented a lattice-based MA-ABE scheme that does not make use of random
oracles. However, the scheme relies on a recently introduced complexity assumption called evasive LWE [Wee22] which is a
strong knowledge type assumption and is not yet cryptanalyzed in detail.



Table 1.1. Efficiency Comparison of [AGT21b] and Our Scheme with 128-bit Security

Group order | |PKy|/ ISKaiD, ¢,

Scheme |CT] Encrypt Time Decrypt Time
length (in bits) | |PKpg]| T() =06
Agrawal n+ 0+ n+ nl)En 7+ 0+ 1)Py + (n +ne?)E
£ 3072 6054n 3072 ( (n+nOEnr €+ 1Py +( JEn.T
etal. [AGT21b] 2n6)3072 (£ +nlEns +(l+nl)Ens
(TL + TLZ) Eq,T + [Zsmax(n
MA-ABUIPFE PK,| = [+ Lsmax(n [€ + 12(Smax — 1)]
128 128 +2) — f(n+ 1)|Eqg.s
(Section 5) 1285max +1)]128 (Pqg +Eqr) +nEqgs
+(2¢n(smax — 1))Pq
(n+nlEqg 1 + [€smax(n
LMA-ABUIPFE IPKy| = [+ Lsmax(n €+ 12(Smax — 1)]
128 128 (Smax + 1) +3) — f(n+ 1)|Eqg.s
(Section 6) 128 Smax +2)]128 (Pq + Eq,7) + £smaxPq + nEq,s

+(20n(smax — 1))Pq

The notations from Table 1.1 are described below:
— |PK¢|/|PKag|: size of the public key associated to the attribute ¢ or authority 6
— |SKeip,¢,u|: size of the secret key associated to the tuple (GID, ¢, u)
— |CT]: size of the ciphertext
— n: length of vectors; ¢, Smax: number of rows and columns in LSSS matrix respectively
— En,s, Eq,s: exponentiation time in composite and prime order source groups respectively
— En,1, Eq,7: exponentiation time in composite and prime order target groups respectively
— Pn, Pyt time to compute a pairing in composite and prime order groups respectively

Table 1.2. Concrete Efficiency Comparison for 128-bit Security, n = 200, £ = 50, Smax = 30.

Scheme |PKo| |CT] Encrypt Time | Decrypt Time

Agrawal et al. [AGT21b] |~ 147.8 KB|~ 7.42 MB |~ 143.7 mins.| = 4.9 days
MA-ABUIPFE (Section 5) | =~ 0.48 KB |~ 4.83 MB| =~ 86.7 mins. |~ 11.03 mins.
LMA-ABUIPFE (Section 6)| ~ 0.48 KB |~ 4.85 MB| ~ 86.8 mins. |~ 11.15 mins.

Advantages of Our Schemes Over Agrawal et al. [AGT21b] Beyond Unboundedness: Our
MA-ABUIPFE schemes have notable advantages in terms of versatility and performance over the
MA-ABIPFE of [AGT21b], named as AGT-FE hereafter beyond the unboundedness property that
we achieve in this work. Firstly, the composite-order group-based AGT-FE is significantly slower
than our prime-order constructions [Frel0, Guil3] because of the inherent efficiency gains offered
by prime-order bilinear groups. Especially, the size of group elements of a composite-order group
Gy is much larger than that of a prime-order group G, for the same security level: 3072-bit length
of Gy compared to 128-bit length of G, for the 128-bit security level. Moreover, one pairing op-
eration is more than 250 times slower in G compared to its prime-order counterpart. A concrete
comparison of efficiency is depicted in Tables 1.1 and 1.2. As we can see, at 128-bit security level,
while AGT-FE takes nearly 5 days, our scheme only takes several minutes. We also bring down
the ciphertext size by around 40%. Thus our constructions mark a significant progress towards the
practical deployment of this primitive. Secondly, the security of AGT-FE is based on source-group-
assumptions, precisely, various types of subgroup decision assumptions, which are known to be
qualitatively stronger than the target-group-based assumptions [BSW13] such as the DBDH as-
sumption considered in this work. The existing transformations from composite-order group-based
systems to analogous prime-order group-based systems [Frel0, Lew12, CGKW 18] that could be
applied to AGT-FE, technically replaces the subgroup structures by some vector space structures.
Consequently, it incurs additional overheads and potential loss in the efficiency to the resulting
prime-order system. Further, the translated scheme would still depend on source group assump-
tions, e.g. the k-linear or its variants.



Thus, our MA-ABUIPFE exhibits a substantial boost with respect to the performance and at the
same time it is secure under a weaker assumption. Furthermore, we extend our MA-ABUIPFE to
the large universe setting which has the flexibility to include an unbounded number of attributes
under different authorities to the system at any point of time.

Static Security: Our Motivation: The static security may not be the dream security model for
MA-ABUIPFE. However, in this work, our main motivation is on performance and versatility.
Moreover, as we already mentioned above, we could not find any vulnerability of our schemes
against stronger adversaries, e.g., selective adversaries as considered in [AGT21b], even though we
could not prove it based on the computational assumptions we considered in this paper. Schemes
with greater performance and weaker provable security have often found to suit better in practi-
cal deployments. Further, weaker security notions have often been a major stepping stone to ob-
tain more advanced security, e.g., adaptive security, for the same primitive. Please note that many
primitives like ABE [SWO05, GPSWO06, Watl1], MA-ABE [RW 15, DKW21a, DKW21b, WWW22],
IPFE [ABCP15], and MC-IPFE [CSG™ 18, ABG19], were first built only with selective/static se-
curity before being upgraded to adaptive security [ALS16, DKW22, NPP22] based on the same
assumptions. Moreover, from a sustainability point of view, it is always important to have a port-
folio of candidates for a primitive under various computational assumptions so that if one of the
assumptions gets broken, candidates under a different assumption can be deployed. Another mo-
tivation for designing a DBDH or related assumption-based scheme is to innovate new techniques
that could possibly be translated to the LWE setting, as has previously been done for other FE
primitives, e.g., [BFO1, ABB10, DKW21a, DKW21b].

Paper Organization: The paper is organized as follows. We provide technical overview of our
small and large universe MA-ABUIPFE schemes in Section 2. Important notations, computational
assumptions and definitions are given in Section 3. We formalize the notion of small and large
universe MA-ABUIPFEs for LSSS in Section 4. In Section 5, we present the construction of small
universe MA-ABUIPFE and formally discuss its correctness and security analysis. Next, our LMA-
ABUIPFE scheme is described in Section 6 along with its correctness and the security analysis. The
small universe single authority ABUIPFE scheme along with its correctness and security analysis is
presented in Appendix A. Lastly, we justify the generic security of our newly introduced L-DBDH
assumption in Appendix B.

2 Technical Overview

In this technical overview, we focus on discussing the high level technical details of constructing
small universe MA-ABUIPFE since this is where most of our technical ideas lie. For extending it
to large universe setting, we depend on the technique of Rouselakis and Waters [RW 15] which we
discuss later in this section. Since our goal is to construct the schemes under target-group-based
assumptions, we start with the only existing UIPFE scheme of [SP19] whose security relies on the
DBDH assumption. In fact, their UIPFE is designed from the selectively secure (bounded) IPFE of
Abdalla et al. [ABCP15] using a hash and pairing mechanism.

2.1 Constructing the Small Universe MA-ABUIPFE

In this overview, we denote by ¢ a prime number and by [z]; an element in a group G; for i €
{1,2,T}. At a high level, given a public key [a];, the encryption algorithm of [SP19] amplifies
entropy by pairing the public key with the outputs of a hash function applied on the indices of the
message vectors. More precisely, the ciphertext and secret keys in the [SP19] UIPFE (DP-UIPFE)
takes the following forms.



CTy: Co=[rh, {Ci=[vlr-e(led,r[H@)]2)}iez,; 74 Zq
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where Z,,, Z,, C N are the index sets of u, v respectively, the hash function H maps the indices to
elements in Gy and (¢, Gy, Gy, Gr, €) is a prime-order bilinear group. If the index sets are equal,
i.e. Z, = 7, = T then one can use the key vector u to extract [u + v]r from the product [,.; cy’
and a single pairing e(Cy, SK,,). As a natural first step, we seek to utilize the DP-UIPFE to upgrade
an existing MA-ABE to a small universe MA-ABUIPFE scheme.

As the aim is to rely on the target-group-based assumption, we consider the DBDH-based
MA-ABE of Datta, Komargodski and Waters (DKW-MA-ABE) [DKW21b] for this upgrade. As
a simpler first step, we investigate the primitive in the bounded and small universe setting, that
is, the number of authorities and vector lengths are bounded and each authority controls a single
attribute.

2.1.1 The First Step: A Bounded MA-ABIPFE Scheme

Let us start by adding the functionality of IPFE on top of DKW-MA-ABE. For each authority
t, the public key and master secret key in the DKW-MA-ABE construction are given by PK; =
([ewlr, Tyealas - - -5 [Utsmad1) and MSK; = (i, 2.9, - - -, Yt.5m) Where Smax is @ bound on the max-
imum number of columns in the LSSS access structure and o, Yi2, - - -, Yt smex < Zq. In order to
construct an MA-ABIPFE scheme from the DKW-MA-ABE, we convert the components of MSK;
from scalars to vectors whose lengths are fixed according to the vector length bound of the system.
All the other components are similarly upgraded to either vectors or matrices of fixed dimensions.
In particular, the resulting MA-ABIPFE derived from DKW-MA-ABE can be described in the fol-
lowing way where P = (M = (M, j)ixsmas P [€] = AU) is the LSSS access policy associated
with the ciphertexts, AU is the set of all authorities, and M; denotes the i-th row of M.

PKt : ([[at]]T7 [I:yt72:|:|17 Tty [I:ytysmax]]l)
MSKt . (ata yt,Qa s 7yt,smax)
Co=[v+z]r, Ci; =[MB+ra,u]r,
Cyi = [ri1, Csij = [M;x; + Tiyp(z‘),j]]l Vi € [0],] € [2, Smax]

Smax

SKapg: e ula- [TH(GID a7

j=2

CTv,P :

where z < Z},r; < Z, and n represents the length of w,v. Further, B € Z;™>" and {zx; «+
Zjy} jel2,sma) are the secret shares of z and 0 respectively. Recall that the decryption algorithm of
MA-ABIPFE requires a set of secret keys {SKaip .+ }tes for the same user identifier GID and an
authorized subset S of attributes featuring in the LSSS access policy associated with the ciphertext
in order to decrypt it. Given such a collection of keys , the decryption algorithm gets rid of the
masking term from Cj - w by computing

e oo = T [ TS € HGID ).y )]
el € (SKGID,p(i),ua C2,i)
where [ represents the rows of M associated to .S. Note that the Equation (2.1) holds as the
decryption algorithm can efficiently find a coefficients {w; € Z,}ier satisfying (1,0,...,0) =
> _ic; wiM; whenever the attributes linked to the rows in I satisfies the policy (M, p).
The role of the public hash function H is to tie together a set of independently generated secret
keys under the same user identifier GID while decrypting. In the security proof, H is treated as

a random oracle to ensure that a fresh randomness is produced for each user identity GID that

2.1
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links together the different secret keys generated for it and it is infeasible for an adversary to mix
and match secret keys generated with respect to different global identifiers even if the attributes
associated with those secret keys satisfy the access policy associated with the ciphertext.

In fact, the above bounded MA-ABIPFE scheme can be proven secure in the static model under
the DBDH assumption. Let us now proceed to transform the bounded scheme into an unbounded
one using the idea of DP-UIPFE sketched above. Unfortunately, a straightforward approach does
not work. In particular, we face a few difficulties while incorporating the hash and pairing mecha-
nism of [SP19] with the DKW-MA-ABE as we describe below.

2.1.2 Challenges in Expanding Authority Keys on the Fly and Our Approach

The foremost problem arises in vectorizing the components of the authority master secret keys
MSK;. This is because there being no upper bound on the length of vectors, we cannot simply use
random vectors of predetermined sizes in the vectorization process. Rather, we must provision for
generating the components of the vectors on the fly as needed during encryption/key generation.
Similar to the idea of [SP19], we use hash functions modeled as random oracles in order to resolve
this issue. More precisely,we proceed as follows: An authority ¢ generates the public/master secret
keys as (PK; = ([ou]r, [yeal1s- - s [Utsmacd1)s MSKy = (0, Y25 - - - s Yt smae)) Without knowing the
vector lengths where o, y; 2, . . ., Yt smq are still scalars. To maintain the simplicity of this overview,
we assume that the vectors u = (ug)rez, and v = (vy)rez, are both associated with the index set
T, = I, = T = [n] which is unknown to the authority setup. Then the scalar «; could be vectorized
using a hash function H; as follows.

during encryption : Cy; = [M;B + 9;]r

where [0; ,]r = e(ri[oym]i, Hi(p(@) || k|| 7))

during key generation : oy * u = H Ho(t || & || Z)>

k=1
The next step is to vectorize the authority master secret key components y, ; according to the

vector lengths. One may hope to apply [SP19] idea to extend y; ; to the same length of the vectors
on the fly in a similar way. To see whether it works, let us assume that the hash function H used
in the key generation in the above bounded MA-ABIPFE additionally takes an index position and

an index set as inputs. That is, let us do the following modification for the key generation of the
bounded MA-ABIPFE scheme

H(G|D H u ” j)yt,j-u . H H(G|D H u H j H k H I)yt’j'uk
k=1
Thus, using this idea, it is possible to expand y; ; to a vector y; ; of the same length as the key

vector u and eventually enabling an authority to compute the term H(GID || w || j || & || Z)¥%7 "
while generating keys for an unbounded length vector. Note that, the hash value H(GID || w || j || ¥ || Z)
has GID and u as inputs. Therefore, this would call for the following modification in the ciphertext
computation.

Csij = [[Mi,jwj + Cz',j]]T
where [ c]r = e(ri[ype) 511, H(GID | (@] || 5 || & || 7))

However, such a vector [y;;]1 is not known or rather the Fk-th element e([y: ],
H(GID || w || j || # || Z)) can not be computed during encryption. The main reason is that the
global identity GID and the vector u are available when an authority generates a secret key, but the
encryption algorithm is oblivious of which GID or w will be used to decrypt the ciphertext. In fact,
it is natural that the same ciphertext would be decrypted by several users with different GID and
u vectors. Hence, a simple hash and pairing technique similar to DP-UIPFE is not sufficient for a
data owner to encrypt unbounded length vectors.
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At this point, we devise a correlated “hash-decomposition” mechanism which enables us to
compute the value of a hash function by combining the outputs of several hash functions applied on
different segments of the input to the original hash function. More precisely, our idea is to define
the hash value H(GID || w || j || % || Z) by grouping two independently generated hash values as

HEGID [[w ([ 5 [ k1 ) = Ha(G | & || Z) - Hs(GID [f [ | #) 2.2)

where Hy and Hj are two new public hash functions generated during global setup. Now, we observe
that the first hash value Ho(j || % || Z) in the product can be computed without knowing GID,
which in turn enable the encryptor to expand an authority public key component [y, ;]; into a

vector [[yﬁ)]]T as [[yt(zj)k]]T = e([yt;]1,H2(4 || £ || Z)). Similarly, an authority expands the master

secret key component y, ; into vectors [[ygj)]]g and ﬂyf?j)]]g as [[yﬁ)k]]g = Hy(j || k|| Z))¥+ and

[[yt(?;)k]]g = H3(GID || w || j || k)¥* respectively while generating a secret key for a vector wu.

However, at this point, it is not immediate how would the vector [[ygj)}]T be useful for the encryption
algorithm.

Next, we carefully look into the decryption equation of the bounded MA-ABIPFE scheme de-
scribed above (Equation (2.1)) and try to adapt it for the MA-ABUIPFE setting with the modifica-
tions we did so far. We note that the pairing operation in the numerator can be rearranged with the
hash function H replaced by Hs as

e(Ho(G [ K11 Z2), Csij »u) = e(Ha(g [| B (| 2), (Mija; + 7i9p(a).5) - @)

. 2
= e(Ha(j | k| T), Miy; ) - [ry ), - ulr

Since w is not available during encryption, we only compute the above term without multiplying
by w and represent it as a single element

Csigi = e([Mijzje]s, Ha (G [ £ (| 2)) - [[Tiy,(jg),j,k]]T-

Therefore, the hash-decomposition mechanism allows the encryptor to simulate the first part of the
hash value H(GID || w || j || k || Z) from Equation (2.2) using the hash function H,. The second part
of the hash value still remains to be handled. For this, we generate an additional layer of secret share
of zero by sampling f, ..., fs... € Z4 and introduce the encodings Cy;; = [M;;f; + riya),]1
forall i € [{],j € [2, Smax] Within the ciphertext. At the time of decryption, C; ; will be paired
with the term H3(GID || w || j || £)"*. Thus, combining C's; ; , and C; ; ; via the hash-decomposition
mechanism we are able to distribute the execution of the pairing operation from (Equation (2.1))
among the encryption and decryption algorithms as follows:

asin MA-ABIPFE

¢ (H(GID H u H ‘7)’ 03’i’j ) u) decryption (ref: Equation (2.1))

new decryption

— [ o e(Cons Ba(GDTu [ FTR™) (L MA ABUIPFE

k=1
= O3 (u) (say)

Equipped with these concepts, we state our final MA-ABUIPFE scheme below by assuming Z,, =
T, =1 = [n].
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PK; : (ﬂa’t]]Ta [[yt,z]]l, cee [[yt,smaxﬂl)
MSKt . (Oét, yt,27 . 7yt,8max)
Co=[v+2z]r, Cii=[MB+9]r, Coi=[ri,
. 2
CTop: Cyijr = e([Mijze]i, Ho (4 | K | T)) - [[riyf,(z)7j7k]]T7
C’4Z~j = [Mi;fi +rivpyili, Vi€ l], j €2, 5max), k€ [n]
SKG|D¢7U HH t ” k HI Ott uk HH yt]k yt]k]] )Uk
J=2 k=1
The components 99;, y§ ]) ks yt( j) .. are defined as above. The decryption follows by canceling the mask-
ing term from Cj - u using a similar computation like in Equation (2.1) executed as

Crivu T O ()]
. B 2.3
ﬂu ZHT H (SKQD,p (1), u> 027’5) ( |

el

We next look into the security of the proposed construction. Here again, we face several challenges
while adapting the security proof of [SP19,DKW21b] into our setting.

2.1.3 Challenges in the Security Analysis and Our Approach

The main difference between the MA-ABE and MA-ABUIPFE security model is in the secret key
queries made by the adversary. This is because MA-ABUIPFE is more like an FE scheme and
the adversary is entitled to ask for secret keys that would decrypt the challenge ciphertext which
is in contrast to any MA-ABE scheme where only non-authorized keys are released. On the other
hand, proving security of MA-ABUIPFE is more technically challenging compared to the (bounded)
MA-ABIPFE (like AGT-FE [AGT21b]) as an authorized key which always leads to a successful de-
cryption in case of MA-ABIPFE, may not be eligible for decrypting a ciphertext of MA-ABUIPFE.
The index set associated with the authorized key must match to the index set of the encrypted vector
for successful decryption in MA-ABUIPFE. In other words, the adversary should be restricted to
infer any information about the encrypted message vector from the authorized keys whose index
sets are not equal to the index set of the message vector. Moreover, AGT-FE is proven secure under
subgroup decision assumptions which are source group assumptions while our target is to prove
security under DBDH which is a target group assumption, thus the dual system encryption tech-
nique [Wat09] used for the security proof of AGT-FE does not work in our case. Hence, we design
a different proof strategy that works coherently with the hash-decomposition mechanism and for
target group assumptions in the prime-order bilinear group.

We prove the security of our MA-ABUIPFE in the static model similar to the DKW-MA-ABE.
The adversary is asked to submit all it’s queries including the challenge message vectors vy, v;
with a common index set Z* and an associated challenge access structure (M, p). Recall that the
adversary can also corrupt or even maliciously generate some of the authorities indicated by a set C
of corrupted authorities or attributes. Let us consider a DBDH instance ([a]1, [b]2, [c]1, [7]7) where
7 is either abc or random. In the first step, we use the information-theoretic partitioning lemma, the
so-called “zero-out” lemma [RW15, Lemma 1], to isolate and ignore the set of rows of M that
correspond to the corrupted authorities throughout the analysis. In particular, the lemma allows us
to replace the LSSS matrix M with an updated simpler matrix M’ such that a subset of columns,
say Cprr, of M’ can be set to zero that are related to the corrupted authorities. Next, we follow
the proof techniques of [ABCP15, SP19] and sample a basis S = {(vg — v1),bs,...,b,} of Z
where n denotes the size of Z* to represent key vectors u whose lengths are equal to n. However,
answering the hash and secret key queries require a careful treatment while embedding the DBDH
challenge instance. The role of the hash function of DKW-MA-ABE was limited to simulating the
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non-authorized keys of a fixed length. However, in our case, we need to deal with both authorized
and unauthorized keys and here again, our hash-decomposition mechanism plays a crucial role.
Moreover, a key can be non-authorized with respect to the index set or the associated policy, or
both.

Let S be the set of attributes queried under a user identifier GID as a part of secret key queries
such that S contains at least an attribute involved in the challenge policy. The main idea of simu-
lating secret keys of DKW-MA-ABE was to sample a special vector d € Z;™ such that the inner
product of d with M is zero for all i € p~'(S UC) and to set the hash values as

H(GID || j) = (¢5)% -g;j, Vj € Cwy, and uniform otherwise. (2.4)

This, in fact, enables in simulating the secret keys using the properties of d and by embedding
the matrix M’ into the public keys of authorities linked to the challenge policy. Unfortunately, we
observe that such encoding of hash values is not compatible with our hash-decomposition mech-
anism. Firstly, the hash function Hy does not take a GID as input and hence it is not possible to
encode the hash values depending on a vector like d which is sampled according to an unautho-
rized set of attributes (S U C) under a given global identity. In our case, Hy should generate a good
amount of entropy for indices of key vectors irrespective of any global identity. This would restrict
an adversary to gain any illegitimate information about the encrypted message from any secret key
where the associated index set does not match with Z* even though the attributes associated to the
key satisfy the challenge policy. Secondly, Hs takes a GID as it’s input along with a key vector, a
column number and an index set. The role of H is to make a secret key generated under a given GID
useless to the adversary whenever the associated attributes does not satisfy the challenge policy.

In the static security model the simulator knows all the secret key queries in advance. We ex-
ploit this fact to prepare encodings for the hash values keeping in mind their roles in the security
experiment. Our idea is to sample all possible {d} vectors corresponding to the sets {S; U C},
such that Sy U C constitutes an unauthorized subset of row of M and use the information of {d}4
in the encodings of the hash functions. More precisely, we use an add and subtract technique to set
the hash values as follows

Ho(j || k|| %) = (g8) =4 - go*7 | ¥j € Cyypr, and uniform otherwise.
Ha(GID || ug || j || k) = (g5)2ere ~%o. - gb® Vj € Cyyv, and uniform otherwise.

Now, we multiply the above hash encodings while simulating non-authorized secret key queries
and obtain a hash encoding similar to Equation (2.4).

Ho(j || k11 Z7) - Ha(GID [| g || 5 || k) = (g5)"' - g5 "7 ¥j € Char.

For simplicity of this section, we have ignored a few additional elements in the above encodings
that connect the hash values with the H; encodings which actually facilitates in using the fact that
dy - M/ = 0foralli € p~*(S, UC) for non-authorized keys such that Z,, » = L7. Lastly, when

simulating authorized secret keys we use the basis S to obtain a vector n satisfying - u, = 0
with the help of the admissibility condition w4 + (vy — v1) = 0 for all keys leading to a successful
decryption of the challenge ciphertext. The full security analysis can be found in Section 5.3.

2.2 Constructing the Large Universe MA-ABUIPFE

We recall that in the large universe setting each authority is allowed to control exponentially many
attributes. We upgrade our small universe scheme to a large universe MA-ABUIPFE (LMA-ABUIPFE)
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by extending the techniques presented in [RW15] from encrypting a fixed length message to en-
crypting an unbounded length vector in the context of MA-ABUIPFE. To support exponentially
many attributes, we use an additional hash function R which maps arbitrary attributes to elements
of Go. We replace the map p of the LSSS access structure (M, p) by decomposition of two map-
pings T and 0, that is p(i) = T(6(¢)) = 6 where § labels row numbers ¢ of the LSSS access matrix
to some attributes 6(z) and T assigns the attributes 4(¢) to its respective authorities denoted by 6.
Our LMA-ABUIPFE is described as follows.

PKo : ([aolr, [z, - - [Yo.5mel1)
MSK9 : (Oé@, Yo,2, - - 7y9,5ma><)
Co=[v+2z]r, Cii=[MB+9]r, Cy;=][ri,
cT, - Coik = IMigasali ol 11 R I ) - [t gl

C4,i,j:[[ z]f]"’rzyp() ]]la C5ZJ_R( ()”]HI)
Vi€ [l], j €2, Smax), k € [n]

| HHltHkHI“"“’“ TT T 0 - 1) Jo) - TTRe 11 5 1 2)
SKGID,t,u- j=2 k=1 7=1

Ztv] - [[TJ]]D Vj € [Smax]

The components ¥;, y, j), Yo ) are defined similarly as in our MA-ABUIPFE scheme.

[W:xlr = e(rilepmls, Hi(p() || || Zo)),
lvs) e = e(lyogli, Ho(G 1 K | Z)), Ty de = Ha(i || & || Z)¥e,
[[yé)kn = H3(GID || w || j || k)", Vk € [n].

The decryption procedure is similar to our MA-ABUIPFE scheme. We consider static security of
LMA-ABUIPFE and model the hash functions as random oracles. However, it may not be possible
to base security on the plain DBDH assumption. Following the same notations that we used to
sketch the proof technique of our MA-ABUIPFE, we discuss the main reason which prevent using

the DBDH assumption as before. The R-values related to the authorities in the challenge policy in

our proposed LMA-ABUIPFE scheme described above are roughly setas R( || j || Z*) = 5"/ g5 M

where (; ; is a random Z,-element and M ; is the (4, j)-th entry of the updated LSSS matrix M’ in
the challenge policy. On the other hand, the randomness 7; used in the encryption* are set as r; = c.
Hence, the reduction requires the group element g5¢ in order to simulate the components C’ ; ; of
the challenge ciphertext. However, the DBDH assumption does not make it possible to make g®°
available to an adversary.

Thus, for basing the security, we look into the parameterized versions of the DBDH assump-
tions. Unlike [RW15] where they consider a much more complex parameterized assumption, a
primary motivation of our security reduction is to depend on a simpler parameterized assumption
that is as close as possible to the plain DBDH assumption. More specifically, [RW15] consider an
exponent type assumption where each instance consists of at least O(L2 ) group elements and
Lmax > max{{, Smax}, Where £, smax is the number of rows and columns of the challenge LSSS
access matrix respectively. Consequently, the reduction becomes more involved and complex. In
contrast, we prove the security of LMA-ABUIPFE based on the newly introduced L-DBDH as-
sumption where each instance has O(L?) group elements with L > ¢. We show that the L-DBDH
assumption is generically secure using the techniques of [BBG0S5,RW15]. Although incomparable
with the assumption used in [RW 15], it seems that our L-DBDH assumption is weaker as it contains

2

4 The ciphertext is re-randomized to ensure the distribution of its components is unharmed.
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fewer elements. Therefore, our LMA-ABUIPFE improves upon the previous results of [RW15] even
without considering the enhanced functionality of UIPFE.

There are some other technical hurdles in the security reduction that does not directly allow us-
ing the program and cancel technique similar to [RW15] while simulating secret key queries. This
is due to the fact that we are handling unbounded length messages and using a hash-decomposition
mechanism on top of large universe paradigm. In contrast to the small universe scheme, an author-
ity in a queried secret key of LMA-ABUIPFE may be present in the challenge policy but none of
their attributes are linked to it. We use our add and subtract technique which enables the reduction
to combine the decomposed hash values into a single hash value that eventually produces an ade-
quate amount of randomness preventing the leakage of unwanted information about the underlying
message vector from such secret keys.

On the other hand, if the authorities as well as some of their controlled attributes are present in
the challenge policy but the associated secret key is unauthorized then we observe that the program
and cancel technique of [RW15] is not sufficient to handle an adversary of LMA-ABUIPFE given
the fact that it can query for secret keys corresponding to vectors of arbitrary lengths. In order to
make these secret keys useless for an adversary irrespective of the associated lengths of vectors, we
delicately program the hash queries that enables the reduction to procreate additional entropy via
an interplay between the program and cancel technique of [RW15] and add and subtract mecha-
nism of ours at the time of simulating such unauthorized secret keys. Although the high-level proof
technique is inspired from [RW15], the technical obstacles mentioned above prevent applying their
approach straightforwardly into our setting. As a whole, we carefully embed the L-DBDH instance
into the adversary’s queries by extending the [RW15] technique in the context of amplifying en-
tropy for supporting computation over unbounded length vectors and at the same time making it
compatible for hash-decomposition mechanism used in our scheme. We present a detailed security
analysis in Section 6.3.

3 Preliminaries

In this section, we present the notations used in this paper and the new L-DBDH assumption we
introduce.

3.1 Notations

We will denote the underlying security parameter by A throughout the paper. A function negl : N —
R is said to be a negligible function of ), if for every ¢ € N, there exists a \. € N such that VA > A,
negl(A) < A~°. We denote the set of positive integers {1,...,n} as [n]. We denote () as the empty
set. We use the abbreviation PP T for probabilistic polynomial-time. For a set X, we write x < X
to denote that x is sampled according to the uniform distribution over the elements of X. Also for
any set X, we denote by | X| and 2% the cardinality and the power set of the set X respectively. We
use bold lower case letters, such as v, to denote vectors and upper-case, such as M, for matrices.
We assume all vectors, by default, are row vectors. The i™ row of a matrix is denoted by M, and
analogously for a set of row indices I/, we denote M for the sub-matrix of M that consists of the
rows M;, Vi € I. By rowspan(M), we denote the linear span of the rows of a matrix M.

For an integer ¢ > 2, we let Z, denote the ring of integers modulo g. We represent Z, as integers
in the range (—¢/2, ¢/2]. The set of matrices of size m x n with elements in Z, is denoted by

Zy'*". The operation ()" denotes the transpose of vectors/matrices. Let u = (u;)iez, € Zqu"|, v =

(V)iez, € Z'f”' where Z,, and Z,, are the associated index sets, then the inner product between the
vectors is denoted as v *u = u' v = Y, ; u;v; € Zy whenever Z,, = Z,, = T.
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3.2 Bilinear Groups and Complexity Assumptions

Assume a bilinear group generator algorithm G that takes as input 1* and outputs a tuple G =
(¢, G1,Ga, Gy, g, €), where G, G, are the source groups and Gr is the target group of the same
prime order ¢ = ¢(\) with generators gy, g» and g7 respectively. The map e : G; X Gy — Gy
satisfies the following properties:

— Bilinearity:Va,b € Z,,e(g¢, ¢5) = e(g1, 92)™.
— Non-degeneracy: e(g1,92) = gr generates Gr.

For any a € Z,, we define [a]; := ¢g¢ € G, where i € {1,2,T}. The notation is analogously
extended for vectors a = (ay, ..., a,) € Zj as [a]; € G} or matrices A € Z7*™ as [A]; € G;™™
by entry wise exponentiation. For [a]; € G} and b € Z, we denote b - [a]; by the group element
[a « b]; € G; which is efficiently computable given the vectors [a]; and b.

We formally define the DBDH assumption and a parameterized version of it, we call L-DBDH
which would underlie of security of our small and large universe MA-ABUIPFE schemes respec-
tively.

Assumption 3.1 (Decisional Bilinear Diffie-Hellman (DBDH) [BLS01,SP19]) For a security pa-
rameter A € N, let G = (¢, Gy, Gy, Gr, g,¢) < G(1*) be a bilinear group and let a,b,c <+ Z,.
The DBDH assumption states that for any PPT adversary A, there exists a negligible function negl
such that for any security parameter X € N, given the distribution (G, [a]1, [c]1, [a]z, [b]z2, [7]7).
A has advantage

AdvEEPR(N) = |Pr 1+ A (1%, D, [abc]r)] — Pr [1+ A (1%, D, [7]7)]] < negl(N),

Assumption 3.2 (L-Decisional Bilinear Diffie-Hellman (L-DBDH)) LetG = (q, G, G, G, g,
e) < G(1*) be a bilinear group and let a,b,c, iy, . .., jur, < Z, The L-DBDH assumption states
that for any PPT adversary A, there exists a negligible function negl such that for any security
parameter \ € N, given the distribution

() (B A,

1FL

A has advantage

AdviPEPH () = |Pr[1+ A (1Y, D, [abc]r)] — Pr 1+ A (1" D, [r]r)]| < negl(\).
We establish the generic security of L-DBDH in generic bilinear pairing group model in Ap-
pendix B.
3.3 Access Structures and Linear Secret Sharing Schemes

In this subsection, we present the formal definitions of access structures and linear secret-sharing
schemes. This subsection is taken verbatim from [DKW?21a, Subsection 3.2].

Definition 3.1 (Access Structures) Let AU be the attribute universe. An access structure on AU
is a collection A C 24U \ () of non-empty sets of attributes. The sets in A are called the authorized
sets and the sets not in A are called the unauthorized sets. An access structure is called monotone

ifVB,C € 22U if B € A and B C C, then C € A.
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Definition 3.2 (Linear Secret Sharing Schemes (LSSS)) Ler ¢ = ¢(\) be a prime and AU the
attribute universe. A secret sharing scheme II with domain of secrets Z, for a monotone access
structure A over AU, a.k.a. a monotone secret sharing scheme, is a randomized algorithm that
on input a secret z € Zg outputs |AU| shares shy, ... shjyy such that for any set S € A the
shares {sh;};cs determine z and other sets of shares are independent of z (as random variables). A
secret-sharing scheme I realizing monotone access structures on AU is linear over Zq if

1. The shares of a secret z € Z for each attribute in AU form a vector over Z,.

2. For each monotone access structure A on AU, there exists a matrix M € Zf;“, called the share-
generating matrix, and a function p: [{] — AU, that labels the rows of M with attributes from
AU which satisfy the following: During the generation of the shares, we consider the vector
v = (2,79, ...,15), Where 1, ..., 15 < Z,. Then the vector of { shares of the secret z according
to I is givenby p = Mo € Zf;“, where for all j € [(] the share 1i; “belongs” to the attribute
p(7). We will be referring to the pair (M, p) as the LSSS policy of the access structure A.

The correctness and security of a monotone LSSS are formalized in the following: Let S (resp.
S’) denote an authorized (resp. unauthorized) set of attributes according to some monotone access
structure A and let I (resp. I') be the set of rows of the share generating matrix M of the LSSS
policy pair (M, p) associated with A whose labels are in S (resp. S’). For correctness, there exist
constants {w; }icr in Z, such that for any valid shares {p; = (Muv");}icr of a secret z € 7,
s—1

according to I1, it is true that ), wip; = 2 (equivalently, ) ., w;M; = (1,0,...,0), where M;
is the ith row of M). For soundness, there are no such w;’s, as above. Additionally, we have that
dd € Zéxs, such that its first component dy = 1 and M; - d = 0,Vi € I'.

Remark 3.1 (NC' and Monotone LSSS) Consider an access structure A described by an NC'
circuit. There is a folklore transformation that can convert this circuit by a Boolean formula of
logarithmic depth that consists of (fan-in 2) AND, OR, and (fan-in 1) NOT gates. We can further
push the NOT gates to the leaves using De Morgan laws, and assume that internal nodes only
constitute of OR and AND gates and leaves are labeled either by attributes or their negations. In
other words, we can represent any NC' policy over a set of attributes into one described by a mono-
tone Boolean formula of logarithmic depth over the same attributes and their negations. Lewko and
Waters [LW11] presented a monotone LSSS for access structures described by monotone Boolean
formulas. This implies that any NC* access policy can be captured by a monotone LSSS. Therefore,

in this paper, we will only focus on designing an MA-ABIPFE schemes for monotone LSSS similar
to the MA-ABE scheme of Datta et al. [DKW21b].

We will use the following information theoretic property of LSSS access policies in the secu-
rity proof of our MA-ABUIPFE or LMA-ABUIPFE scheme. This lemma first appeared in [RW 15,
Lemma 1]. Recently, Datta, Komargodski, and Waters [DKW?21a] observed a gap in the proof
of [RW15] and presented a corrected proof; for details see [DKW21a, Section 4.3]. The security re-
duction of the MA-ABE scheme of Datta, Komargodski, and Waters [DKW21a] crucially utilize this
lemma to isolate an unauthorized set of rows of the challenge LSSS matrix submitted by the adver-
sary and essentially ignore it throughout the security reduction. Like [RW 15, DKW21a, DKW21b],
in our case as well, the rows of the challenge LSSS matrix corresponding to the corrupt authorities
will constitute the unauthorized set in the application of the lemma.

Lemma 3.1 Let (M, p) be an LSSS access policy, where M € ZL**. Let C C [{] be a non-
authorized subset of row indices of M. Let ¢ € N be the dimension of the subspace spanned by
the rows of M corresponding to indices in C. Then, there exists an access policy (M, p) such that
the following holds:
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— The matrix M = (M} ;)oxs € Z5** satisfies M ; = 0 for all (i,5) € C x [s — .

— For any subset S C [{], if the rows of M having indices in S are linearly independent, then so
are the rows of M’ with indices in S.

— The distribution of shares {1, },c[q sharing a secret z € Z, generated with the matrix M is the
same as the distribution of the shares {i!,},c(q sharing the same secret z generated with the
matrix M.

4 Definition of Decentralized (Large Universe) MA-ABUIPFE for LSSS

A large universe decentralized multi-authority attribute-based inner-product functional encryption
(LMA-ABUIPFE) scheme LMA-ABUIPFE = (GlobalSetup, LocalSetup, KeyGen, Encrypt, Decrypt)
for access structures captured by linear secret sharing schemes (LSSS) over some finite field Z, with
g = q(\) and inner product value space U consists of five algorithms with the following syntax. We
denote by AU the authority universe and by GZD the universe of users’ global identifiers in the sys-
tem. The attribute universe is denoted as U, which may be arbitrary. Further, an authority 6 € AU
may have any arbitrary number of attributes from U, under its control. Following [RW 15], we as-
sume a publicly computable function T : U,y — AU that maps each attribute ¢ € U, to a unique
authority § = T'(t). The algorithms proceed as follows:

GlobalSetup(1*, syax): It is the global setup algorithm which on input the security parameter A
and a maximum width s, of the LSSS matrix, and outputs the global public parameters GP. We
assume that GP includes the descriptions of AU and GZD.

LocalSetup(GP, 0): The authority 6 € AU runs the local setup algorithm during its initialization
with the global parameters GP and generates its public parameters and a master secret key pair
(PKg, MSKp).

KeyGen(GP, GID, MSKy, t, u, Z,,): The key generation algorithm takes input the global param-
eter GP, a user’s global identifier GID € GZD, a master secret key MSKj for authority ¢ controlling
an attribute £ € U,, and a vector u € Z'f"' with an associated index set Z,,. It outputs a secret key
SKeip ¢ Which contains (u,Z,).

Encrypt(GP, (M, §), {PKg}s,v,Z,): The encryption algorithm takes input the global param-
eter GP, an LSSS access structure (M, 0) where M is a matrix over Z, and ¢ is a row-labeling
function that assigns to each row of M an attribute in U,.;. We define the function p : [¢| — AU as
p(+) := T(d(-)) which maps row indices of M to authorities § € AU. Accordingly, the encryption
algorithm further takes a set {PKy}, of public keys for all the authorities in the range of p, and a
message vector v € Z(‘II *l with an associated index set Z,. It outputs a ciphertext CT. We assume
that CT implicitly contains the description of (M, §) and Z,.

Decrypt(GP, GID, CT, {SKaip,t,. }+): The decryption algorithm takes in the global parameters
GP, a ciphertext CT generated with respect to some LSSS access policy (M, ¢) and an index set Z
associated to the message, and a collection of keys {SKgip ¢4 }+ corresponding to user ID-attribute
pairs (GID, S C U,) and a key vector (u,Z,,) possessed by a user with global identifier GID. It
outputs a message ¢ when the collection of attributes associated with the secret keys {SKaip ¢ }+
satisfies the LSSS access policy (M, d), i.e., when the vector (1,0, ..., 0) belongs to the linear span
of those rows of M which are mapped by 9 to the set of attributes in S that corresponds to the secret
keys {SKgip +u }tes possessed by the user with global identifier GID. Otherwise, decryption returns
1.

Correctness: An LMA-ABUIPFE scheme for LSSS-realizable access structures and inner product
message space U is said to be correct if for every A € N, every message vector v € ZLI"‘, key
vector u € lez“‘ such that Z = Z,, = Z,, and GID € GZID, every LSSS access policy (M, §), and
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every subset of authorities S C U, controlling attributes which satisfy the access structure it holds
that
GP < GlobalSetup(1*,17),
(PKgy, MSKy) < LocalSetup(GP, 0),
Pr |I'=wv-u|SKgp v < KeyGen(GP, GID, MSKy, t,u),| = 1.
CT < Encrypt(GP, (M, §), {PKy}4, v),
I = Decrypt(GP, CT7 {SKGID,t,u}tES)

Static Security: In this paper, we consider static security for LMA-ABUIPFE formalized by the
following game between a challenger and an adversary. The static security model is adapted from
[RW15], defined for MA-ABE, to the context of LMA-ABUIPFE. We emphasize that unlike MA-ABE,
our static security model allows the adversary to ask for secret keys which are capable of decrypting
the challenge ciphertext.

Global Setup: The challenger runs GlobalSetup(1*, smax) to get and send the global public param-
eters GP to the attacker.
Adversary’s Queries: The adversary sends the following queries:

1. AlistC C AU of corrupt authorities and their respective public parameters { PKy }gcc, which
it might have created in a malicious way.

2. Aset N' C AU of non-corrupt authorities, i.e., C NN = (), for which the adversary requests
the public keys.

3. Aset @ = {(GID, S,u,Z,)} of secret key queries with GID € GZD, S C U,y such that
T(S)NC =0, u € Z™! and Z,, C Z where GIDs are distinct in each of these tuples.

4. Two message vectors vy, v; € ZLI "l having the same index set Z*, and a challenge LSSS
access policy (M, §) with M = (M; j)rxspm, = (M, ..., My)T € Z25m>, 5 : [(] = Uny
and satisfying the constraint that for each (GID, S, u,Z,,) € Q, either SUJy. T~'(0) C [{]
constitutes an unauthorized subset of rows of the access matrix M or the secret key vector
u satisfies the relation (vy — v1) + u = 0 whenever Z,, = Z*. Note that the set | J,.. T~'(0)
contains the attributes belonging to the corrupt authorities.

Challenger’s Replies: The challenger flips a random coin 3 <— {0, 1} and replies with the follow-
ing:

1. The public keys PKy +— LocalSetup(GP, #) for all § € .

2. The secret keys SKgip ¢, < KeyGen(GP, GID, MSKy, ¢, u) for all (GID, S,u) € Q,t € S.

3. The challenge ciphertext CT < Encrypt(GP, (M, ), {PKg}oecun vs)-

Guess: The adversary outputs a guess ' for 5.

The advantage of the adversary A is Adv;MSA\S'_A(;%X'PFE()\) 2 |Pr[B=p3]—-1/2|.

Definition 4.1 (Static Security for LMA-ABUIPFE for LSSS) An LMA-ABUIPFE scheme for LSSS-
realizable access structures satisfies static security if for any PPT adversary A there exists negl(-)
such that for all A € N, we have Ades/g'féEX'PFE()\) < negl(\).

Remark 4.1 (Static Security in the Random Oracle Model.) Similarto [RW15DKW21a, DKW21b],
we additionally consider the aforementioned notion of selective security with static corruption in

the ROM. In this context, we assume a global hash function H published as part of the global pub-

lic parameters and accessible by all the parties in the system. In the security proof, we will model

H as a random oracle programmed by the challenger. In the security game, therefore, we let the
adversary A submit a collection of H-oracle queries to the challenger immediately after seeing the
global public parameters, along with all the other queries it makes in the static security game as
described above.

Remark 4.2 (Small Universe MA-ABUIPFE.) The above definition of LMA-ABUIPFE captures
the large universe scenario where one authority can control multiple attributes. We can similarly

18



define a small universe MA-ABUIPFE or simply MA-ABUIPFE by restricting each authority to
control only a single attribute [RW15]. Hence, we would use the words “authority” and “attribute”
interchangeably in the case of MA-ABUIPFE. There are a few syntactic and semantic changes in
the above definition when adapted for the small universe setting:

1. There is a bijection between the attribute universe U, and the authority universe AU.
LocalSetup(GP, t) outputs (PK;, MSK,) for an authority/attribute t € AU.

KeyGen(GP, GID, MSK;, u, Z,,) outputs SKgip 4,4

For an LSSS access structure (M, ), we have p(-) = (-) is an injective map.

The changes in the security definition follow accordingly. Due to space constraints, we state
them directly in the proof of our small universe scheme in Section 5.3.

SR N

5 The Proposed Small Universe MA-ABUIPFE from DBDH

In this section, we describe the formal construction and proof for our MA-ABUIPFE scheme. The
construction is in prime-order groups and uses a hash functions that will be modelled as a random
oracle in the security proof.

5.1 The Construction

GlobalSetup(1?, spmax): The global setup algorithm takes input the security parameter A, the max-
imum width of an LSSS matrix supported by the scheme s.x = Smax(A) and the vector length 2 in
unary. It generates G = (¢, G, Gy, Gr, g, €). Consider the hash functions H; : Uy X Z X Z* — G,
Ho : [Smax] X Z X Z* — Go, H3 : GID X Z* X [Smax] — Go. It outputs a global parameter
GP = (G, Hy, Ha, H3).

LocalSetup(GP, t): The authority setup algorithm takes as input GP and an authority index/attribute
t € AU. It samples vectors oy, Yi 2, - - -, Yt.smae < L4 and outputs

PK = ({[[O‘t]]la {[[ytj]] }J€{2 ..... smax}}teuatt) , MSK = {{ay, {ytj}]€{2 ,,,,, Smax}}tGUatt}

KeyGen(GP, GID, MSK;, u, Z,): The key generation algorithm takes input GP, the user’s global
identifier GID, the authority’s secret key MSK; and a vector u € ZLI"‘. It proceeds as follows

1. Parse Z,, = {t1,....tny and uw = (u,, ..., u,,).
2. Compute
K = HH (t ) o 1l Z)> s LT MG 1 e 1l T) - H(GID [l [ || ).
7=2 k=1

3. Output SK¢ip ¢ = (GID, u, SK¢ 4, Z,,) as the secret key.

Encrypt(GP, (M, p), {PK:}, v,Z,): The encryption algorithm takes input the global parameter
GP, an LSSS access structure (M, p) where M = (M, ..., M,)" € Z*™ and p : [(] — AU,
a set {PK;} of public keys for all the authorities in the range of p, and a message vector v € Z".
The function maps the row indices of M to authorities or attributes. We assume p is an injective
function, that is, an authority/attribute is associated with at most one row of M. The algorithm
proceeds as follows:

Parse Z, = {t1,...,tm}and v = (v,,...,0,,).
Sample {r; < Zg}icig and f = (fo, ..., fona) < Zf]max—l

Sample z,by,...,b T2,y L Ly
T

Set the matriX B - |:Z, b27 st bsmaxj| s xm®
Compute ¥, . = e(r; [y ]1, Hi(p(4) || w || Zo)) and set 9 = (Vg - . Pigm).

M
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6. Compute the following terms:
C() = [[’U + Z]]T, Cl,i = [[MzB + ’19']]T, C’Qz = [[Tzﬂh
Csigk = e([Mijzje]y, Ha (5 || e | Zo)) - € (Tz[[yp il He Gl e [ Zo)),
Cuij = IMijf; + Ypti)i7iln
foralli € [{],7 €1{2,...,Smax}, k € [m].
7. Output the ciphertext
CT = ((M p) O(), {01 i Cg ) 03 Sk 04”}16 [€0],5€{2,-..,8max }, ke[m],I ) .

Decrypt(GP, GID, CT, {SKgip .. }): The decryption algorithm takes input the public key PK,
a secret key SKg,, for an attribute set S C U, and a vector u € Zy and a ciphertext CT for an
access structure (M, p) with M € Z** and an injective map p : [(] — Uay.

Parse SKaipsuw = (GID,u, {SK,()u}pies, Zu), Where i € [f] and CT = ((M,p),
Oo, {Cl i Cy; g, ngj ks 041]}16 [€,5€{2,....5max}, ke[m]aI ) Denote [ = {Z‘p(l) € S} - [ﬁ] If(l, 0,... ,O)
is not in the span of M; (i.e., M restricted to the set of rows from [) or Z,, # Z,, decryption re-
turns L. Else, when S satisfies (M, p), the algorithm finds {w; € Z,};c; such that (1,0,...,0) =

> ic; wiM;. It then computes [I'[p = Cp + w - [pu]r where [u]7 is given by

Smax N Wi -1
Crav e [T - Coig - e(Cui Ha(GID [ | 5 | 0a))
H j=2 k=1
icl e (SKp(i)vu’ 02’i)

and outputs log,, ([I]7).

5.2 Correctness

Consider a secret key SKgip s = (GID, u, {SK; 4 }1es, Z,,) consisting of a set of attributes satisfy-
ing the LSSS access structure (M, p) associated with a ciphertext CT = ((M, p) , Co, {C1,, Ca, ,

.....

0) € rowspan(l\/[f) correspondmg to the set of indices I = {i € I|p(i) =t € S}.
For each ¢ € I, we have the following:

e(SK (i Coi) = [ [ elon, Hulp(i) [ s | Ty s

=

i

1

Smax

3

[Ie(gr: HalG [l tx 1) - e(ga, Ha(GID [ || j || e4)))evetoraten
k=1

I
I\

J

Fori € I,j€{2,...,5max}, k € [n],

,, Csi e = e([M; ], Ha(g || e [| Z))" - e(gr, Ha(J ||tk || Z))"et3"k

Fori € I,j€{2,...,5max}, k € [n],

e(Cu,ij, Ha(GID || w || 5 || &)™)
= e([M;; f;]1,Ha(GID || w || j || tx))“* - e(gr, Hs(GID || w || 7 || t)) e
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Finally, for each i € I, we have C ; = [M;B + 9;]r and so

Smax T

Crovw- [ [T - o - e(Cuig Ha(GID [ || || 1))
=2 k=1
(SK () uaOZ z)
= IMB -l T elon, Ha (o) [ | Ty
k=1
[T - Csij - €(Ciij Ha(GID [ || 5 || ex)™))
=2 k=1
€ (SKp DETR 02 z)
=[M;B - u]r- He i Tig) s Ho (g || e || Z)) e
=2 k=1
TT TT (1Mo 11 Ha(GID [ 5 1))
1=2 k=1

Since SKg, corresponds to a set of qualified authorities, El{wl € Zg}ier such that
YoicgwiM;B-u=(1,0,...,0)B-u = z-uanditholds that ) ._, w;M; ; = 0,Vj € {2,..., Smax}-
Hence, we have

Smax TN

s [T - G- e(Cuig Ha(GID L aa | 5 1| i) ™s)) ™

H j=2 k=1
e (SKp(i)u Ca)

icl

=[S wMB - ulr = = uls

Finally, the message is recovered as log,, ([/"]r) where

[Ir=(Co-u)/[z-u]r=[v-u+z-ulr/[z-u]r =[v-u]r.

5.3 Security Analysis

Theorem 5.1 If the DBDH assumption holds, then all PPT adversaries have a negligible advan-
tage in breaking the static security of the proposed small universe MA-ABUIPFE scheme in the
random oracle model.

Proof. We prove this theorem by showing that if there is any PPT adversary A who breaks the
static security of MA-ABUIPFE then there is a PPT adversary B who solves the DBDH problem
with a non-negligible advantage. Suppose, B gets an instance (G, [a]1, [c]1, [a]2, [0]2, [7]r) of the
DBDH problem where G = (q,Gy, Gy, Gr,g,e) + G(11) is a group description, the elements
a, b, c < Z, are random integers, and the element 7 € Z, is either abc or a random element of Z,.
The algorithm B works as follows: On input A, A outputs Smayx, Uat: and queries the following.

Attacker’s Queries: Upon initialization, the adversary .4 sends the following to B:
(a) AlistC C AU of corrupt authorities and their respective public key

{PKt - (Yt,lu Yt,27 cee 7Yt,smax>}t€C7
where Y;1,Y¢o,..., Yy, € Gyforallt € C.

21



(b) A set NV C AU of non-corrupt authorities, i.e., C N AN = (), for which A requests the public
keys.

(c) A collection of hash queries H; = {(¢t,ux,Z) : t € Ugn,tx € Z,Z C N}, Ho = {(j, 6, L) :
J€A{2,...,Smax}t,tk € Z,Z C N} and H3z = {(GID,u,j,t) : GID € GID,u € Z*,j €
{2,..., Smax}, tk € Z}.

(d) Aset Q = {(GID, S,u,Z,)} of secret key queries with GID € GZD, S C U, u € Z*| and
T, C Z.

(e) Two message vectors vy, v; € ZZL having the same index set Z*, and a challenge LSSS access
policy (M, p) with M = (M; ) ixspe = (Mu,...,My)" € Z*™> and p : [(] = CUN
injective and satisfying the constraint that for each (S, u,Z,) € Q,, either p~(C U S) C [{]
constitutes an unauthorized subset of rows of the access matrix M or the secret key vector u
satisfies the relation (v — v1) * w = 0 whenever Z,, = Z*.

Before answering A’s queries, the adversary B substitute the secret sharing matrix M with the
matrix M’ from Lemma 3.1 computed using p~(C) as the unauthorized subset of rows. Lemma 3.1
guarantees the fact that if B uses M’ instead of M in the simulation, the view of A in the sim-
ulated game is information theoretically the same as if B would have used the original matrix
M. Furthermore, Lemma 3.1 implies that if we assume the subspace spanned by M ,-1(¢) has di-
mension ¢, then so is the dimension of the subspace spanned by M;_l(c) and M;; = 0 for all
(i,7) € p~H(C) X [Smax — ¢]. B now proceeds to answer the queries of A. Denote 5max = Smax — C»
where ¢ is the dimension of the sequence spanned by the rows of M ,-1¢), the latter being the rows
of M controlled by corrupted authorities, C.

Note that Z* can be any subset of Z and w.l.0.g one can consider Z* = [n]’ for some n € N.
Inspired by the proof techniques of prior works [ABCP15, SP19], the reduction first compute a
basis of (vg — v1)* as {by,..., b, 1}. Then the set S = {vy — vy, by, ..., b, 1} form a basis of
Zy . For any vector u € Zg, if we represent it as the linear combination of the vectors in S as

n—1

u="C_-(vo—v1)+ Zg,jik, for some ¢, (;, € Z,
k=1

then ¢ = 0 whenever it holds that (vy — v;) - u = 0. Let e, be the k-th vector in the standard basis
of Z;. We write e; for each i € [n] as

n—1
e; =1 (vg—v1)+ Z )\@k:l;k for some 7, \; , € Z,.
k=1

Generating Public Key: There are two cases to consider:

1. Case1—t € N\ p([¢]) (i.e., attribute ¢ is absent in the challenge policy (M, p) but it belongs
to a non-corrupt authority) In this case, B executes the Setup algorithm according to the
real experiment. It samples o, Y12, ..., Ytsmm < Zg by itself, and computes the public key
component corresponding to attribute ¢ as (Jau]1, [Ye2]1, - - s [Ut.smac1)-

2. Case2—t € p([¢])\C (i.e., attribute ¢ appears in the challenge policy (M, p) and it does not be-
long to a corrupt authority) — In this case, B samples aj, ¥y, -,
Yisme < Lq and implicitly sets ap = o +a - M), and y; = y; + aM) ., ; for
J €12, Smax) and y;; = y;; for j € {Smax + 1,. .., Smax}(these are well-defined as p

is injective), and sets the public key elements w.r.t. attribute ¢ as ([ou]1, [Ye2]1, - - s [Ut.smacl1)
where the elements [y ]y and [y, ;]1 for j € {2,..., Smax} are computed as follows:

> In particular, we consider a map v : Z* — [n] and use (k) = v throughout the security analysis.
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[oe]r = [eg]s - M;—l(t),l[[a]]h [ye sl = [[yz/e,j]]l : M;)—l(t),j[[a]]l (5.1)

.....

hence each of these elements of the public key is properly distributed.

Answering Hash Queries:

1. Hy queries. If (¢ € 7* A Z = I*), then sample uniformly random elements h, 3, i1 4., from
Z4 and set
n—1 B X - N
Hi(t [l ex 1 Z) = (g9)™ - J[ o™ - 90" (5.2)
k=1

Otherwise, if (1 & Z* VI # I*), then output a random G- element, i.e., sample uniformly

random element 1, from Z, and set Hy (¢ || ¢ || Z) = g; "'k The reduction stores the hash
queries for future use.

2. H; queries. If (1, € Z* AZ = I*), then sample uniformly random elements h, 7, ho ;,, for
§€{2,..., 5mx} (inEq. 5.3) and elements h) ;, for j € {Smax+ 1, .., Smax} from Z, (in Eq.
5.4) and set

n—1
. Q . ho 2, & h Jolp
Ho(j || e || Z) = (gh) o= - T g™ " - g™ (5.3)
k=1
. R e
Ho(j || we || Z) = g," """ (5.4)

where () denotes the total number of non-accepting key queries {(Sy, ug, Zu,) }4ejq made
by the adversary in the case where Z,,, = Z* but the attributes in Sy does not satisfy the
challenge policy (M, p). Note that, for such secret key queries, there exists a vector d; =
(dg,1y- s sms) € Zg™> such that dy; = 1 and the inner product M; - dgy = 0 for all i €
p~H(CUS,), where M denotes the i-th row of M'. Additionally, the set of rows R = { M €
Zzm> i € p~(C)} has dimension c and M, ; = 0 for all (4, j) € p~'(C) X [Smax]. Therefore, R

. A . .
spans the entire subspace V = {(O, 0 ive Zg}. Thus, it follows that d is orthogonal

to any of the vectors

— - o
0,...,0,0,...,0,1,0,...,0) )
J€{Smax+1,...,5max}

In other words, dy ; = 0 forall j € {Smax + 1, ..., Smax - Combining the above two facts, we

have (M|s=) - (dg|ism)) = 0 forall i € p~*(S,), where for a vector x, x| x denotes a vector

formed by taking the entries of = having indices in the set X € N. For simplicity of notation,

let us denote M/ x dy = (M]|(5=) - (dglism) fori € p=1(S,).

Otherwise, if (1x & Z* VI # I*), then output a random G- element, i.e., sample uniformly
hl/

random element A3, , from Z, and set Ha(j || v || Z) = g,”"**. The reduction stores the hash

queries for future use.
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3. Hg queries. If (GID, Sy, uy,Z,,) € Q and Sy N p([¢]) # @ and p~'(Sy U C) constitutes an
unauthorized subset of the rows of M then sample h3 ;,, for j € {2,..., Smax} (in Eq. 5.5) and

elements fj ;, for j € {Smax +1,.. ., Smax} from Z, (in Eq. 5.6) and set

Ha(GID [ wg [ 7 || ) = (gh)™ Sorctonter ~far . g (5.5)
. hl JyL
H3(GID [ wg || 5 || ) = g5 (5.6)

for all ¢, € Z,,, such that Z,,, = 7" and d, is as defined above.

If (GID, Sg,ug, Zu,) € Qand Sy N p([¢]) # () and Z,,, # Z* then sample A3 ; uniformly at

37j7"k
random from Z, and set H3(GID || wy || 7 || tx) = 95" 7.
On the other hand, if (GID, Sy, w4, Zy,,) € Qand SsNp([¢]) # 0 and p~' (S, UC) constitutes an

authorized subset of the rows of M then sample h3';, < Z, and set H3(GID || uy || j || tx) =
g,"""* . The reduction stores the hash queries for future use.
For all other cases, the reduction simple outputs a uniformly random element from G, to answer

the hash query Hs(GID || w, || 7 || t&)-

Generating Secret Keys: For any (GID, S;, uy, Z,, ¢) € Q, B returns a secret key SKgip,s,,u b =

(GID, Uy, {SKi . bes o1 Lu ¢), where it computes each of its components as follows. We denote

Ho.3(GID, uy, j, k) = Ha(j || tk || Zu,) - Ha(GID || g || 7 || tx)

for simplifying the representation of equations. For each ¢ € S, and Z,,, it has four different cases
to consider:

1. Case 1 — (t € S, \ p([¢])) (i-e., the attribute is absent in the challenge policy (M, p)) — In
this case, B simulates the secret keys according to the real experiment. It knows o, y; ; for all

Jj €42,..., Smax} in clear and hence can compute
Koty = (LT H1CE 1] 0 1] Zuy )0 - Ha5(GID, ug, j, k)7
k=1 =2 k=1

where Hs(GID || w, || j || tx) were sampled uniformly.

2. Case2— (t € Sy N p([{]) NIy, # T*) (i.e., the attribute is present in the challenge policy, but
the associated index set does not match with the challenge index set) In this case, I3 extracts the
corresponding exponents of the hash values from the list of hash queries and computes

SKotary = (Timy Ha(t [ ek (1 Zuy )™ %) - TT;25 [Tizy Ha3(GID, wg, j, )¥eres

h// .
where H3(GID || uy || 7 || tx) = g,"”"* were sampled uniformly from Z,,.

3. Case3 — (t € Sy N p([¢]) ATy, =Z*) and p~'(C U Sy) constitutes an unauthorized subset of
the rows of M (i.e., S, does not satisfy the challenge policy (M, p)). Note that the inner product
value (v — v1) * U, can be either zero or non-zero in this case. Since S, does not satisfy the
challenge policy (M, p), there exists a vector dy, = (dg,1, - - -, g sa) € Zg™ such thatdg, = 1
and the inner product M/ x d, = 0 forall i € p~'(S,), where M/ denotes the i-th row of M'.
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B computes the secret key SK, ,, as follows.

- Smax N
SK(b,t,uqa = (H Hl(t || Lk ” qub)azmk) . H H H2,3<G|D, u¢7j’ k)yt,ju,,k
= J=2 k=1
- S
B (H(ggb)nkM:fl(t)’lu%) : ] (ggb)nk%’jM;*l(t),j“Lk .g2Ld>(a,b)
h=1 j=2 k=1
Smax M
= [T T (osny e Mot . gyote?
J=1k=1
n
= H(ggb)nku% (Mlgfl(t)*dd)) . g2L¢(azb) — g;d;(a,b)
k=1

where L, (a,b) represents a linear function in a, b and hence gQL #(@h)

can be efficiently com-

putable by B. The first equality follows from the definition of o, y;; (Equation (5.1)) and
the hash functions H; (Equation (5.2)), Hy (Equation (5.3) and Equation (5.4)) and H3 (Equa-
tion (5.5) and Equation (5.6)). The last equality holds since M ; “1g) * ds = 0 and the second

last equality holds since d; = 1.

4. Case4 — (t € Sy N p([]) ATy, = I*) and p~'(Sy) constitutes an authorized subset of rows
of M (i.e., Sy satisfies the challenge policy (M, p)) — In this case, B computes the secret key

SK,tu, as follows.

»

n max

Koty = (L[ H1(t I aa | Zu) %) - [T T Has(GID g i )os

2 k=1

o

,_.
<.
||

—
Smax

((ggbym i doayMam1co st . gro(®?)

=

n
H —1(t),1“Lk) .

e
ey

§=2 k=1
Smax s

Q ’
_ ab 77191\4/—1 ab\k 2 _1de, i My . L¢(a,b) _ L¢(a,b)
= [(g")" oo [T g™ = R

=2

B
Il

where the last equality follows from the fact that 7 - uy = 0 if the secret key query satisfies
the condition (vy —v1) - uy, = 0 as S, is authorized. Hence, in this case, 5 can efficiently

simulates the secret key as Ly(a, b) is linear in a, b.
Generating the Challenge Ciphertext: 3 implicitly sets the vectors
z = —abc-m = —abc(n,...,m) € Zy,

j=—(ac,... ac) € Zy, fj = —ac € Ly, Vj €{2,..., 5max},
x;=0€cZy, [;=0€Z, Vj€{smax+1,...,5max}

xTr

There are two cases to consider according to the authority whether it is corrupted or non-corrupted.

1. Case 1 — p(7) € C (meaning that the authority associated with this row is corrupted) — In this
case, it holds that M/B = 0 and M; ;x; = 0 for all (i,7) € p~'(C) X [§max] since M|5m) =

Smax

HH . . . . .
{0, ...,0 ¢ and due to the above implicit setting of B, «,. Thus, for each such row, B picks

r; < Zg4, and using the authority public key PK, iy = (Y, ),1: Yo(i),2, - - -5 Y ()

sSmax
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from A4, it computes

= [vg + z]r, Ci;i=[MB+9]r=[0]r, Coi=[ri,
Csigk = e([M; ;2551 Ho(G || e (| Z7)) - e(ril Y piy s]us Ha(G |l en 1 Z7))
e(Tz[[Yp(z‘),j]]l, Ha(j H Lk H I*))
Cuig = [Mi;fi + Yowgrih = [Yoa i

foralli € [(],7 € {2,..., Smax} and k € [n], where ¥; = (0;1,...,79;,,) and
Viw = e(ri[Ypml, Hi(p(@) [ we || 7).

. Case 2 — p(i) € N (meaning that the authority associated with this row is uncorrupted) —
Firstly, B sets Cy = [vs + z]r where 5 is the challenge bit for .A. It also implicitly sets r; = ¢
and the matrix B = (2,0, ,0)" € Z: " This implies M/B = M,z = —M], - abc - 77
and the k-th element of the vector is (M ! B) k = —M; abcny. Recall that, for each i € [(], w
have a,;) = o, ;) +a- M]; and y,); =y, ;) ; + aM] ;. Now, B implicitly computes the vector
9= (Vin,...,0m) as

Vige = e(rilaymli, Hilp(@) [ u || 27))

n—1

= e([ea +ac My Tu o+ D by phy g+ hpude)
k=1
= [[bCOé;)(l)'r]k + M 1abC77k + (COép(l) +ac- M;l)bl,i,kﬂT
where 0y, = %: Ry 3AL %+ Pty We write by ; = (h p(i).,., )i—,- Thus, for each i € [{],
B sets C; = [c]: and computes

Cri = [M;B + 9i]r = ﬂbca;@n + (Ca:)(i) t+ac- Mz‘/,1)[)1,iHT

!
ihi.

= e(g5, g5)" " - e(gf, g2) " - e(gf, g5 ) Va0

Next, B computes Cs; ; ;. as follows. Recall that Cs; ;  is a product of two pairing operations.
Note that, M} ;255 = 0if j € {Smax+1,. .., Smax}. Thus, for j € {2,..., 552}, the first pairing
is computed as

e([M; jajer, Hae(G || we [ 27))
= ([[M Qfgk]] ( MG dg ngk K th(z)bk)

= [ M jx; kbpd) + M %kf)ukﬂ

where d;r = 2252:1 dgjand by, = %j hy Az + hapiy- 15 € {2, ..., 5max}» the second
pairing is computed as

e(rilYpeiy i1 Ha (G [ e [ Z7))

3 j hy 7 A h i)yt
([[Cyp() + acMj ], (9 )"k2¢:1d¢u .Hg22k kR  garre)
k=1

= [[bC(y;(Z)’J + CLM;’])ﬁkd;r + C(yp( + CLM )b2,i,kﬂT

i),J

Finally, foreachi € [(],j € {2, ..., Smax}, k € [n], the ciphertext component Cj ; ; x, is obtained
as
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Cige = e([M; ;2] Ha(G || ox (1 7)) - e(rilyocay las Ha(G Il ew [ Z7))
= [[bcy,/o(i ‘77de'r + Cy;(i LER e

h21k

— e(gl, gh)Yws ™Y - (gt go)¥ers

which B can compute as a part of the challenge ciphertext. Now, if j € {Spax + 1, ..., Smax}>»
recall that y,,;) ; are known is clear and hence B computes C'3 ; ; ;. as

Csigor = e(IMi il Ha(G [l w1 27)) - €(rillyoqoy.alns Ha( | e | 27))
= e(rilyp).il; (P55, ]2) = e(gi, g2)?r@3 20
forall i € [(], k € [n]. The last remaining part Cy; ; is given by

Cuij = [[M’L/]f] + yp(i)ﬁjri]]l = [[_(ICMi/,j + Cy:)(i),j + G’CMi/,j]]l = (gf)y"“”

if/z‘\e [],7 € {2,...,5max}. Note that, M, f; = 0 and y,(;; are known in clear for j €
{S5max +1,..., Smax}. Hence, B computes Cy ; ; as

C4vi,j - [[Mi/,jfj + yp(i),jr,»]]l = [[Cyp(i),j]]l = (gf)yp(i),j

foreach i € [(],j € {2,..., Smax}. Observe that, the elements B, «;, f; and r; are not prop-
erly distributed. Thus, BB re-randomizes the ciphertext components using the algorithm CTRand
described below before it sends to .A.

Ciphertext Re-randomization Algorithm: The algorithm described below provides properly dis-
tributed ciphertexts even if the randomness used within the ciphertexts inputted into the algo-
rithm are not uniform. The algorithm uses only publicly available information to perform the re-
randomization and hence rectify the distribution of the challenge ciphertext in the reduction.
CTRand((M, p), CT, PK): The algorithm takes input an LSSS access policy (M, p), where M =
(M”)@Xsmax = (Ml, .. M) € Zi¥sm andp : [¢] = Uau, aciphertext CT = (M, p) , Co, {C1 4,
Uatt
1. Sample

@ 71,1y L@y, ..l €LY Sy,

(b) B, - (Z,, b/27 ey b;max)—r 6 nix;maxxn

2. Compute C} = Cy - [2] .
3. Foralli € [{],7 € {2,..., Smax} and k € [n], compute

€ 7,

Smax

Cly = Cii [MiB + 9]z, Ch, = oy [,

7

sije = Csigr - e([Mia) kv, Ha(G 1 e 1| Z7)) - e(rilypcy s]u, Ha(G |l e 1 Z7))
Chij = Cuij - [Mijfj+ypusmila

where 9; = (J; ;,...,7;,) and 19;,1@ = e(rilaym]i, Hi(p(d) || w || Z%)).

»Y,n

4. Output the ciphertext
CT = (( ) C()» {Cl Ji Cé,i,v Cé,i,j,k? 4 zg}le ],5€{2,....,5max}, ke[m]aI )

Guess: If A guesses the challenge bit 3 € {0, 1} correctly, B returns 1; Otherwise B outputs 0.
Now, observe that z = —7 - i) where [7]r is the DBDH challenge element. If 7 = abe, then all
the secret keys and the challenge ciphertext are distributed properly, in particular, the challenge
ciphertext is an encryption of the message vector vg for 5 <— {0, 1}. Therefore, in this case, A
outputs ' = [ with probability 1/2 + ¢(\) where €()\) is the advantage of A in the static security
game of the MA-ABUIPFE scheme. On the other hand, if 7 is a random element of Z, then the
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ciphertext element C is uniformly random in G, and hence from .A’s point of view there is no
information of the challenge bit 3 in the challenge ciphertext. So, the probability of .4 outputting
B = [ is exactly 1/2. Hence, by the guarantee of DBDH assumption, .4 has a non-negligible
advantage against the proposed MA-ABUIPFE scheme in the static security game. This completes
the proof. O

6 The Proposed Large Universe MA-ABUIPFE from L-DBDH

In this section, we describe the construction of our LMA-ABUIPFE scheme. The construction is in
prime-order groups and additionally uses hash functions that are modelled as random oracles in the
security proof just like our small universe construction.

6.1 The Construction

GlobalSetup(1?, smax): The global setup algorithm takes input the security parameter A and a
vector length n both in unary, and the maximum width of an LSSS matrix supported by the scheme
Smax = Smax(A). It generates G = (¢, Gy, Gy, Gr, g,€) and specify hash functions Hy : Uuy X
Z X7 — Go, Hy @ [Smax] X Z X Z* — Go, Hy : GID X Z* X [Smax] X Z — Gy and R :
Uatt X [Smax] X Z* — Go mapping strings (¢, j) € Ua X [Smax] to elements in Go. It outputs a global
parameter GP = (G, Hy, Hs, H3, R).
LocalSetup(GP, 0): The authority setup algorithm takes input the global parameter GP and an au-
thority index 6 € AU. It samples ag, Yg.o, - - - , Yo.sma < 2Ly and outputs PKy = ([a]1, [ve.2]1, - - -,
[[ye,smax]]l) and MSKy = (0597 Yo,2; - - 7y9,smax)'
KeyGen(GP, GID, MSKy, t, u,Z,): The key generation algorithm takes input GP, the user’s
global identifier GID, the authority’s secret key MSKj, an attribute ¢ controlled by the authority and
a vector u € ZLZ’*'. It samples 7; < Z,, for j € [Smax] and proceeds as follows:
1. Parse Z,, = {t1, ..., tppand u = (u,y, ..., u,,).
2. Compute

Kiw = (Tlimy Hi (@ 1] e 1 Zu) %) - TIZ5 Ty (H2(G 1| ek (| Zu) - Ha(GID [ 2 [ 5 [} ex)) o5
3. Compute SK; o, = Kio - [[;ZFR(Z || j || Zu)™ and 79) = [7i]1 ¥V 7 € [Smax)-
Output SKgips. = (GID, u, SKy, Z, T,,).

Encrypt(GP, (M, §), {PKy}, v, Z,): The encryption algorithm takes input the global parameter
GP, an LSSS access structure (M, §) where Ml = (M, ..., M,)" € Z*m and 0 : [(] — Uy, a
set {PKy} of public keys for all the relevant authorities, and a message vector v € Z;". The function
d maps the row indices of M to attributes. We define the function p : [¢(] — AU as p(-) = T(4(+))
which maps row indices of M to authorities. The algorithm proceeds as follows:

1. Parse Z, = {t1,...,tmtand v = (v,,...,v,, ).

2. Sample {r; < Zg}icjg and f = (fa, ..., fopm) < Zim"

3. Sample z,by,...,bs,,., T2, ..., Ty, < Ly

4. Setthe matrix B = [2,by, ..., by, ]|

5. Compute ¥J; 1, = e(ri[apm |1, Hi(p(9) || te || Zo)) and set ¥ = (Vi 1, ..., Vim).
6. Compute the following terms:

Co=[v+z]r, Cii=[MB+9]r, Cs;=I[ri,
Csijk = e([Mijzjul, Ha(G | r || Zo)) - €l sla, He(G ] en [ Zo)),
Cuij = [Mijfi + Yoty g7l
foralli € [(],7 €1{2,..., Smax}, k € [m].
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7. Compute Cs;; = R(0(2) || j || Zo)™ forall i € [¢], j € [Smax]-
8. Output the ciphertext

CT = ((M 5) 007{0127027,aC3z]k7041]7052170513}]6{2 Smax }y? I)

.....

1€[f],k€[m]
Decrypt(GP, GID, CT, {SKgip,t,.. }): It takes input the public key PK, a secret key SKg ,, for an
attribute set S C U,y and a vector u € Z; and a ciphertext CT for an access structure (M, §) with
M € ngsmax and amap 9§ : [(] = U,y.

Parse SKthu = (GID u SKtu,Z,Ej),I ), where ¢ € [¢] and CT = ((M, ), Cyp,{C14,Ca.,
(1 0 0) is not in the span of“l{/iI I (1 e, M restricted to the set of rows from [) or Z,, # Z,
decryption returns L. Else, when S satisfies (M, p), the algorithm finds {w; € Z,};c; such that
(1,0,...,0) = >,c; wM,. It first computes

Smax T

[Adr = [T T v - Coik - €(Caiss Hs(GID [ | 5 | 1))

=2 k=1

and outputs log, ([/"]7) where [I"]z = Cp + w - [u]r and
Crisu- [A]r- H 6(25512), Cs,ij)
7=1

[[,U]]T = H e (SKp(i),ua 0271')

wi —1

6.2 Correctness

Consider a secret key SKgip s = (GID, u, {SK; 4, Z }tes, «) consisting of a set of attributes
satisfying the LSSS access structure (M, 5) associated with a ciphertext CT = ((M, 9), Cy, {C1 4,

etiicn
(17 0,... ,0) € rowspan(MI) corresponding to the set of indices [ = {i € I|0(i) =t € S}.

For each © € I, we have the following:

e(SKp(iu Ca.i) = | | (g1, Hi(0(0) [ un || Z))7ewto -

B
I 3
—_

S

3
X

a

H (91, Ha (G [ e [ Z)) - €(g1, Ha(GID [ [} j | e)))"#o@-
k=1

=

vl

max

e(g1, R(6() || 7 1 2))™"

=1

<
Il

Forie I,j€{2,...,5max},k € [n],

, sk = e([Mi ], Ha(J | e | Z))™* - (g1, Ha(j || tx || Z)) et

Forie I,j€{2,...,5max}, k € [n],

(Ciiy Hal(GID [ | 7 [ 1))
= e(IMy fi]1 Ha(GID [ 2w | || )" - e(gn. Ha(GID || au || 5 || ) v
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Foreachi € I,
e(z((sj(z)y Csi;) =e(g1,R(6(3) || 7 || Z))™".

Finally, for each i € I, we have C ; = [M;B + 9;]r and so
Criw- [A]r- H 6(2((;2), Csi)
j=1
(SK (@) C2 z)

n

[M;B - ulr [ e(gr, Hi(300) || v || Z))sorse.
k=1
Tt - Coi - €(Cais Ha(GID [ | 5 [ i) #)) - [T e(R(5G) || 5 || ), o)
j=2 k=1 j=1

e (SK (i) u: Ca:)

= [MB -]y - [] [ e([Mijainln, Hali || v || 2))"x - e(IMi £, Ha(GID [ || 5 ] 1a))™

§=2 k=1

Since SKg, corresponds to a set of qualified authorities, I{w; € Z,};c; such that
YoicgwiMB-u=(1,0,...,00B-u=z-wand ), ,w;M;; =0,Vj € {2,..., smax}. Hence,
we have

Smax w;

Cri*w- [N]r- H 6(2((;{2)7 Cs,i5)

11 =
: e (SKp(iyu, Ca,:)

el

= [[Z w,M;B «u]r = [z u]r

i€l
Finally, the message is recovered as log, ([I"]r) where
[[]r = (Co-uw)/[z ulr=[v-ut+z-ulr/[zulr=[v-u]r

6.3 Security Analysis

Theorem 6.1 Ifthe L-DBDH assumption holds, then all PPT adversaries have a negligible advan-
tage in breaking the static security of the proposed LMA-ABUIPFE scheme in the random oracle
model.

We prove this theorem by showing that if there is any PPT adversary .4 who breaks the static
security of MA-ABUIPFE then there is a PPT adversary 3 who solves the L-DBDH problem with
a non-negligible advantage.

Suppose A breaks the static security of the LMA-ABUIPFE scheme with a non-negligible ad-
vantage. We then build a PPT adversary B that solves the L-DBDH problem with a non-negligible
advantage. Suppose, B gets an instance

R I e
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of the L-DBDH problem where ¢ < L, G = (¢, Gy, Gy, G, g1, g2, ¢) < G(1?) is a group descrip-
tion, the elements a, b, ¢, j1; < Z, are random integers, and the element 7 € Z, is either abc or a
random element of Z,. The algorithm B works as follows:

Generating the Global Public Parameters: 5 sets the global public parameter GP = G =
(¢, G1,Ga, Gr, g1, g2, €) and simulates A on behalf of the LMA-ABUIPFE challenger which takes
input 1* and GP.

Attacker’s Queries: Upon initialization, the adversary A sends the following to B:
(a) A setC C AU of corrupt authorities and their respective public keys

{PKo = (Yo,1, Y02, - - Yo,5m) Focc
where Y‘g’l, YQ,Q, R 7Y6’,Smax € Gl forall 8 € C.

(b) Aset NV C AU \ C of non-corrupt authorities for which .4 requests the public keys.

(c) A collection of hash queries H; = {(¢t,ux,Z) : t € Uau,t, € Z,Z C N}, Ho = {(j, 6, L) :
J€A{2,... Smax},tk € Z,Z C N} and H3z = {(GID,u,j,t) : GID € GID,u € Z*,j €
{2,. .., Smax}, tk € Z}.

(d Aset R = {(t,7,Z)} C Ua X [Smax| for each of which A queries the set of R values
RN ), R(E | Smos [ )}

The hash functions are modeled as a random oracle in this proof.

(e) A set Q@ = {(GID, S,u,Z,)} of secret key queries with GID € GZD,S C U, such that
T(S)NC =0, u € Z™l and Z,, C Z where GIDs are distinct in each of these tuples.

(f) Two message vectors vy, v; € Z; having the same index set Z*, and a challenge LSSS access
policy (M, 8) with M = (M; j)oxcspe = (M, ..., My)T € Z™>, § : [{] = Uy and satisfy-
ing the constraint that for each (GID, S, u,Z,,) € Q, either SU{J .. T~'(6) C [¢] constitutes an
unauthorized subset of rows of the access matrix M or the secret key vector u satisfies the rela-
tion (vy — v1) * w = 0 whenever Z,, = Z*. Note that the set | J,. T~'(6) contains the attributes
belonging to the corrupt authorities.

Before answering A’s queries, the adversary B substitute the secret sharing matrix M with
the matrix M’ from Lemma 3.1 computed using Ic = {i € [{] : §(i) € Upee T '(0)} as the
unauthorized subset of rows. Lemma 3.1 guarantees the fact that if 3 uses M’ instead of M in the
simulation, the view of .4 in the simulated game is information theoretically the same as if 5 would
have used the original matrix M. Furthermore, Lemma 3.1 implies that if we assume the subspace
spanned by M,|;c;. has dimension ¢, then so is the dimension of the subspace spanned by M ;.
and M ; = 0 for all (4,7) € Ic X [Smax — ¢]. B now proceeds to answer the queries of .A. Denote
Smax = Smax — C» Where ¢ is the dimension of the sequence spanned by the rows of M;|;c 10 the
latter being the rows of M controlled by corrupted authorities, C.

Note that Z* can be any subset of Z and w.l.0.g one can consider Z* = [n|® for some n € N.
Inspired by the proof techniques of prior works [ABCP15, SP19], the reduction first compute a
basis of (vg — v1)* as {by,..., b, 1}. Then the set S = {vy — v1,by,...,b, 1} form a basis of
Zy . For any vector u € Z, if we represent it as the linear combination of the vectors in S as

n—1

u=C_ (vg—v1)+ ZC’“E”“’ for some (, ¢ € Z,
k=1

then ¢ = 0 whenever it holds that (vy — v;) - u = 0. Let e, be the k-th vector in the standard basis
of Zj. We write e; for each i € [n] as
n—1
e, =1 (vo—v1)+ Z )\i,kgk for some 1, A\ € Z,.
k=1

® In particular, we consider a map v : Z* — [n] and use v(1x) = k throughout the security analysis.
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Generating Authority Public Keys: There are two cases to consider:

1. Case 1 — 6 ¢ p([]) (the authority is not present within the challenge access structure) —
In this case, B executes the Setup algorithm according to the real experiment. It samples
00, Y02, - - s Yo.smx < Zig by itself, and computes the public key component corresponding

to attribute ¢ as ([a]1, [vo2]1, - - - [Yo.smml1)-
2. Case 2 — 0 € p([(]) \ C (the authority is non-corrupted and appears in the challenge access

structure) — 1In this case, B samples g, Yy o, - - -, Y ... < Z, and implicitly sets ap = ap +
Diex 0 - My and Y = Yo + D icx auzM’ forj € {2,...,5max} and yp; = yj ; for j €
{Smax + 1, ..., Smax } (these are well-defined as p is injective), and sets the public key elements
w.r.t. attribute 6 as ([ag]1, [yo2]1, - - -, [Uo,smae]1)- Where the elements [c]; and [yy ;]1 for j €
{2, ..., 5max} are computed as follows:
[aely = [ogly - [ [ Milapads, Tvesls = lwo 0s - ] Mi lamily (6.1)
i€X i€X

-----

hence each of these elements of the public key is properly distributed.

Answering Hash Queries:

1. Hy queries. If (T(¢) € p([¢]) At € Z* NZ = I*), then sample uniformly random elements
hy %> ., from Zg and set

Hit || || ) = H VERE L gRtie, 6.2)

Otherwise, if (T(t) & p([¢]) VT(t) € CV i € T* VI # I*), then output a random G, element,

i.e., sample uniformly random element A}, from Z, and set Hy(t || ¢4 || Z) = g; “9%  The
reductlon stores the hash queries for future use.

2. H; queries. If (1, € Z* AZ = I*), then sample uniformly random elements h, 7, hs ;,, for
7 €{2,...,5max} (in Eq. 6.3) and elements 7 ;, for j € {Smax+1,. .., Smax} from Z, (in Eq.
6.4) and set

n—1

h, =\ haj,.
Ho(j || te | Z) = (gb) T dos - T g " - gy (6.3)
k=1

. h,2,j,/,k
Ho(j || e | Z) = g2 (6.4)

where () denotes the total number of non-accepting key queries {(Sy, ug, Zu,) }4ejq made
by the adversary in the case where Z,,, = Z* but the attributes in Sy does not satisfy the
challenge policy (M, d). Note that, for such secret key queries, there exists a vector d, =
(dg,1y- -5 dgsma) € Zi™ such that dy; = 1 and the inner product M + dg = 0 for all 7 such
that 6(i) € Sy U Upee T(#), where M denotes the i-th row of M'. Additionally, the set
of rows Rv = {M] € Z;™ : i € p~'(C)} has dimension ¢ and M]; = 0 for all (i,5) €

—

e . Smax
p1(C) X [Smax]- Therefore, Ryp spans the entire subspace V = {(O, ~,0v) v E Zg}
Thus, it follows that d is orthogonal to any of the vectors

Smax Jj—1 c—J

—— N
{(0,...,0,0,...,0,1,0,...,0)}

jE{S/m;H’l ~~~~~ Smax}
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In other words, d,; = 0 for all j € {Smax + 1, ..., Smax}- Combining the above two facts,
we have (M]|sm)) - (do|(sm)) = 0 for all i € [¢] such that (i) € S, where for a vector x,
x|x denotes a vector formed by taking the entries of x having indices in the set X € N. For
simplicity of notation, let us denote M, x dy = (M;|(571) - (dg|ism) fori € {i: 6(i) € Ss}.
Otherwise, if (1, & Z* VI # I*), then output a random G- element, i.e., sample uniformly
random element hj, , from Z, and set Hy(j || ¢, || Z) = gg *“** The reduction stores the hash
queries for future use.

3. Hg queries. If (GID, Sy, uy, Z,,) € Q and Sy N p([¢]) # 0 and Sy U (Jye T'(#) corresponds
to an unauthorized subset of the rows of M then sample hs ;,, < Z, and set

Hs(GID || wg || 7 || tx) = (g3)™ 2eclanier ~do'.s gy Y G E {2, ama) (6.5)
. I’L st . —
Ha(GID || wg || j Il tk) = 95", V5 € {Smax + 1, -+, Smax} (6.6)

for all ¢, € Z,,, such that Z,,, = 7* and d, is as defined above.
If (GID, Sy, uy, In,) € Q and Sy N o([¢]) # 0 and Z,,, # Z* then sample A

random from Z, and set H3(GID || uy || 7 || tx) = ggdwk.
If (GID, Sy, ug, Zy,) € Q and Sy N §([¢]) # 0 and Sy U Jyee T~ (6) corresponds to an autho-

17 .
3,0,k

5.5, uniformly at

rized subset of the rows of M then sample h

3.7, < Zqand set H3(GID || wy || J || tk) = o

If (GID, Sy, uy, Iy,) € Qand 6(i) € Sy Vi € [(] and Z,,, = Z* then B sample hSM — Z,
and set
h///'
H(GID | s || 5 | o) = (g5)™ Zoeta1 ™ - g™ ¥ j € {2, Sar} 6.7)
. ML
Hg(GlD || Uy || ] || Lk) = g s V] S {Smax + 1, ey Smax} (68)

The reduction stores the hash queries for future use.
For all other cases, the reduction simple outputs a uniformly random element from G, to answer
the hash query Hs(GID || w, || 7 || tk)-

4. Rqueries. If T(t) & p([¢]) or T(t) € CyorZ # Z* then sample &, ; < Z,andsetR(¢ || j || Z) =

ggt 7 and stores the value to possibly reuse in a key query.

If T(t) € p([¢]) and Z = Z* then define a set X" = {i : p(i) = T(¢)} \ {i: (i) =t} C [¢] and
sample &; ; < Z, for each j € [sma] and set

. €, SiexnamM, € g M
RN G T) = g5 ga " ™7 = g3t T (g5") ™. 6.9)

,L‘eX/l

Generating Secret Keys: For any (GID, Sy, ug,Z,,) € Q, B returns a secret key SKeip,s, u,
(GID, uy,

{SKt. ¢}t65 > Lu ¢), where it computes each of its components as follows. For each ¢ € Sy and
Ly, it has four different cases to consider:

1. Case 1 — T(t) = 0 ¢ p([]) (i.e., the authority of the attribute is not present in the challenge
policy) — In this case, I3 simulates the secret keys according to the real experiment. It knows

ag, yp,; forall j € {2,..., smax} in clear and hence can compute
K¢,t,u¢ H H1 t H L || Iu¢ aeubk HH H2 ] || Lk H Iu¢) H3(G|D || Uy || Jj || Lk))yeﬂu’k
7=2 k=1

Smax

Kty = Koty - [[ RN 5 | Zu,)? and ZY) = [7,]1V 5 € [Smad

i=1
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where H3(GID || w, || 7 || t) and 7; <= Z, for j € [Smax] wWere sampled uniformly and
{R( || || Zu,)} je[sme) are computed using the procedure described above.

. Case2 — (T(t) = 0 € p([{]) vV SgNd([{]) = O ATy, # I*) (i.e., the authority of the attribute is
present in the challenge policy, but the associated index set does not match with the challenge
index set) In this case, B extracts the corresponding exponents of the hash values from the list
of hash queries and computes

Ko tuy = H (t ek Nl Zuy)™ ) - TTTT(H2G Nl o 1l Zuy) - Hs(GID [ g || 5[] ex))¥os™s,
k=1 J=2 k=1

Kot = Kotary  [TRO NG 11 Tu)™ and 25 =[]V j € [sma]

j=1
where H3(GID || wy || j || w) and 7; <= Z, for j € [Smax] Were sampled uniformly.
. Case3— (T(t) = 0 € p([f]) NSy N ([{]) =0 ALy, = I¥) (i.e., the authority of the attribute
is present in (M, §), but none of user’s attributes is in it) — In this case, according to the hash
oracle queries, we have

n—1
h, A hite, .
Hi (e[| e |l I%) = (gg)nk ‘ gzlk K ‘ggl’t’ *: (Eq.6.2)

k=1

n—1
, Q hy = ho . _ ;
Hao(j [l e || Zu,) = (g8)™ == - [ [ 92> % - 92", Vi €{2,..., Smam}; (Eq.6.3)
k=1

Ho(j [ tx || Zu, 2“’“, Vj € {Smaxs---»Smax}; (Eq.6.4)

)
hU’.
H(GID || g || J || ) = (gh)™ Xm0 . g2*7% '/ j € {2, ... Smm} (Eq. 6.7)
)

Hz(GID || wg || 5 || e 3“k, Vi€ {smm+1,. .. 5max} (Bq.6.8)
. Eij Zz a z“]\4z'l,j .
RN [ Zuy) = 927 - g5~ ™", Vj € [smad]- (Eq. 6.9)
Note that, in this case, X" = X = {i : p(i) = 0} C [{]. It sets Z((;g = [rj]: where 1y =
—b> i mru,, and 7; < Z, forall j € {2,..., Smax}. Now, B computes the other secret key
component SKg ¢ ,,, as

Smax

Koo - [TREN 1| Zu,)”

n
— H b??k QpUsy, H ) Z§:1d¢,j . (gg)n’“ Zle —daa,j)ye,jubk.

Dliex aiMiyyr L (apsb)
(92 )™ g

Agt n
bTik (g +>iex api M| uyy, g;bausz D=1 Mty . gél(‘l#mb)

1€X
abng i M, 1“% —bap; M, i, 177kulk L(a,b) - L(ap;,b)
H e 9" = 9
ex i€eX k=1

where L’ (a,uz, ) L(ap;,b) denote linear functions in ap;, b and hence can be efficiently com-
putable by 5. Note that, 7 is not properly distributed. B returns the re-randomized key using
the SKRand algorithm described at the end of the reduction.
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4. Cased— (T(t) = 0 € p([{]))ASgNO([(]) # DALy, = T*) and SgUgee T~ (6) is unauthorized
(i.e., the authority takes part in the execution of the challenge policy and the attributes along with
the corrupted attributes form an unauthorized key)— In this case, according to the hash oracle
queries, we have

n—1

hii\ed  hiee i
Hi(t [| ex |l Iu¢) = (93)"’“ : ngl’k BR gy % (Eq. 6.2)
k=1
Q it h
Hao(j [l e || Zu,) = (g8)™ ==t - [ [ 92> % - 02", Vi €{2,..., Smam}; (Eq.6.3)
k=1

Ho(j [ tx || Zu,
H3(GID || g || j || ex
Hs(GID || wg || j || te

. zwj Vi € {Smaxs - - Smax}; (Eq. 6.4)
(gh) 2o ctaniar 4o’ s g;‘“”j”‘k, Vje{2,...,5max} (Eq.6.5)
Gy Y j € {smm+ 1, .., Smax} (Eq. 6.6)

216X a/»LzMi’j

)
)
)
)

R |7l Tu,) = , Vj € [Smax)- (Eq.6.9)
It sets/Zg?f = [r;]1 where 7; = —bdy; > mku,, for j € {1,...,Smax} and 7; < Z, for all
J € {Smax + 1, ..., Smax}. Now, BB computes the other secret key component SK ; ,, , as

Smax

Koo - [IRCE N5 1l Zu,)7

n Smax N 0
_ b \agu b\ > g dg.j . M D —dgr i \Yo,ju
— H(92 ) Lk ((92) p=1%¢,j (92) E[QN\{o} ~ %', ) JUey .
k=1 =2 k=1
Smax
Diexn apwiM{ i\ L (apb)
H(QQ )7 go
Jj=1
n Smax M Smax > A ” )
_ bﬁk apu nkd Yo iU iex! oilMy sy L(ap,b
_H( o . 4>J NI (92 )1.92
k=1 =2 k=1 =1
n smax n
’ s bnud.. - ’ At
— H(ggnk)(ae+2iex aps M g, H H(ank ¢‘J)(y9,j+ZiEX api M Juy,
k=1 7=2 k=1
Sma>< n
*baﬂz(M d¢,j)2k=1 Nk Uy, L'(a,u,z',b)
9o P
j=1lieX”
n Smax Smax
abnk/‘% Mz quﬁ j)ubk 7ba’/j‘l(ML Jd¢J Mk U L(a,u,l-,b)
= " 92
k= lj I’LGX j=1ieX" k=1
. abﬂkm (Mixdg)ue,  Lap;b)  L(ap,b)
" 92 = 92

k=1ieX\X"

where L'(ap;,b), L(au;, b) denote linear functions in ay;, b and hence can be efficiently com-
putable by B. Observe that, X \ X” = {i : (i) = t} C [¢] contains rows that map to ¢ in
the challenge policy. If ¢ & §([¢]), then X \ X" is empty and hence the first product in the last
equation is eliminated. On the other hand, if ¢ € §([¢]) then (ds x M) = 0 and hence the
product in the last equation is vanished. Therefore, B can efficiently simulate the secret key.
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Note that, 71 is not properly distributed. B returns the re-randomized key using the SKRand
algorithm described at the end of the reduction.

5. Case5— (T(t) =0 € p([(]) NSgN0([€]) # DALy, = I*) and S Uy T~ (0) is authorized
(i.e., the authority takes part in the execution of the challenge policy and the attributes along
with the corrupted attributes form an authorized key)— In this case, the hash oracles are defined
as follows:

n—1
h, =X, & hite, .
Hi (e[| e |l I%) = (gg)nk : ngl’k FE gy % (Eq. 6.2)
k=1
Q T h
Ho(i I| tx || Zu,) = (g3) ™ =o=1%0 - [ g™ ™" - 92", Vi €1{2, ..., 5mm}; (Eq.6.3)
k=1

. h/,',L . — v
Ha(j || e || IU¢) = 9223 . V7 € {Smaxs- - Smax); (Eq.6.4)

. Ry . .
H3(GID || wg || 7 || tk) = 92>, Vi €{2,..., Smax}
& N ZzeX ‘Wi]V[i/j

RENJ I Zu,) = 92 - 92 7, Vj € [smax]- (Eq.6.9)
It sets Zgi = [r;]1 where 7; = —bdy; > nku,, for j € {1,..., 5max} and 7; < Z, for all
j € {Smax + 1, ..., Smax}. Now, B computes the other secret key component SKy; ., as

Smax

Koo - [T RN 1 Zu,)”

Jj=1
n Smax T o Smax ,
k=1 =2 k=1 j=1
- Smax 11 b d
_ H(gbmc)(ozﬁzlex apiM] uy,, H H S ¢J)(ygj+zlex api M ;)
k=1 7j=2 k=1
Smax
H H —bap;i( MLqub §) 2= 1 MkUey, gL (api,b)
j=1lieX"
nue
ax
o abuZ L 1 amecuZ M Z¢ 1d6.5) —bauz(M ;46,5) L(aps,b)
= " 92
ieX\X” Jj= 2z€X Jj= 2zeX"
_ L(al‘iub)
=92

where L (ap;, b), Lg(ap, b) denote linear functions in aju;, b and hence can be efficiently com-
putable by B. Observe that, for any authorized key it holds that 17 - u, = 0 and hence the first
product in the last equation is vanished. Therefore, B can efficiently simulate the secret key.
Note that, 71 is not properly distributed. B3 returns the re-randomized key using the SKRand
algorithm described at the end of the reduction.

Generating the Challenge Ciphertext: 5 implicitly sets the vectors

z = —abc-n = —abc(ny, ..., ) € Zy,
x; = —(ac,...,ac) € Ly, fj = —ac € Ly, Vj€{2,...,5max},
x;=0€Zy, [;=0€2Z¢ VjE{Smaxt 1, . Smax}

There are two cases to consider according to the authority whether it is corrupted or non-corrupted.
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1. Case 1 — p(7) € C (meaning that the authority associated with this row is corrupted) — In this
case, it holds that M/B = 0 and M ;x; = 0 for all (i,5) € p~"(C) X [5max] since M5 =

A . . . . .
{0, ...,0p and due to the above implicit setting of B, «;. Thus, for each such row, B picks

1; < Zg4, and using the authority public key PK, iy = (Y ()1, Yp(i),2: - - - s Y p(s),5ms) ODtained
from A, it computes

Co = [vs + 2]r, Cii=[MB+9]r = [ilr, Coi = [ril,
Csigk = e([M; ;2551 Ha(G || e (| Z7)) - e(ril Y pay 511, Ha(G |l an 1 Z7))
= e(ri[Y g 11, He(G || e || Z7))
Cuig = [Mi;fi + Yo il = [Yoa i,
Csi1=RO@) |11 Z7)", Cs:5 =RSG) || 511 Z7)"

foralli € [¢],7 € {2,...,Smax} and k € [n], where ¥; = (U, 1,...,V;,,) and
Dige = e(rilY oo ]1, Hi(p(d) || e [ Z7))-

2. Case 2 — p(i) € N (meaning that the authority associated with this row is uncorrupted) —
Firstly, B sets Cy = [vz+z]r where (3 is the challenge bit for A. It also implicitly sets 7; = ¢/p;
and the matrix B = (2,0,---,0)" € Zim>>". This implies M/B = M/, z = —M/, - abc - n
and the k-th element of the vector is (M;B), = — M abcn,. Recall that, for each i € [{], we
have a,;) = af ;) +a oy te - My and Y5 = Y, + a Y o x M ;. Now, B implicitly
computes the vector ¥; == (¥;1,...,0;,,) as

Dig = e(rilope]r, Hi(p(i) [| w1 Z7))

n—1

= e([[ca;(i)//% ta Z(Cﬂg/ﬂi> ‘ Mgl,l]]lv [one + Z h1,E)‘k,E + R, pi) ) 2)

s€EX k=1

= [bealypyme/mi +ab Y (cpue/ ) - MLy, + <C@;(i)/ﬂi +a (cpe/m)- Mé,1) briklr

seX seX

where b1, = ZZ: hy 7\ T Py - We write by ; = (hi,p(i)u )ji—1- Thus, for each i € [(],
B sets Cy; = [¢/pi]1 and computes

Cri = [M;B+ 9]r

= [bear,;ym/pi + 0 Z (acpe/ i) - M 1m + (Ca;(i)/ﬂi + GZ(Cﬂg/Mz‘) : Mé,1> b7

seX\{3} ceX
_ e(gf/“i,gg)ap(i)" . H e(gtlzcﬂc/ﬂi7glz)>Mé’177 . e(gi/ﬂi’g2)a/)(i>hl,i . H e(gf/“i,gg“g)Mil"M
seX\{i} seX

Next, B computes C'3; ; . as follows. Recall that C's ; ;. is a product of two pairing operations.
Note that, M; ;= 0if j € {Sqax+1,. .., Smax}. Thus, for j € {2,..., 5y}, the first pairing
is computed as

e([M] jojli Ha(G Il e [| 7))

n—1
h, =\

= e([ML sl ()™ =i dos T gg>™ 5 - g0 )
k=1
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[[M x]kbnkd +M x],khQ,z,k]]

where cfr Zg 1 do; and by, = %: hy Az + hapiy- 15 € {2, ..., 5max}» the second
pairing 1s computed as

e(rilypy ], He (G || e || Z7))
n—1

Q h, <A hop(iy.e
= e([cypey /i + a > (cpe/ ) ML 11, (gh) ™ Zo=1 % - T g™ ™ - g™ ")

ceX Ty
[[(yp(z be/pi+b> (acq/p) M. ) medl + (cyp o/t +ay (cpe/pi) M. ) Bo.i k]
cseX ceX

Finally, foreachi € [(],j € {2, ..., Smax}, k € [n], the ciphertext component Cj ; ; x, is obtained
as

e(IM; 00, Ha(G [ e (1 7)) - e(rillypinilas Ha(G Il e 1 27))
= Wygoy mmd; be/p+b Y (acue/ i) ML i + i boine/wi+a Y (eue/p) M hainlr

sex\{i} seX\{i}
c/ g ro dJr QacClig / b - + C/ g i, Cls [ i L i
= e(gi™, gh) ™0 T e(gis/™, gh)Meama - e(gi/™, go)towatir T e(gis/h, gg)Meataer
ceX\{i} seX\{i}

which B can compute as a part of the challenge ciphertext. Now, if 7 € {Sqmax + 1,. .., Smax}>
recall that y,,;) ; are known is clear and hence B computes C'3 ; ; 1. as

Csijn = e([M; il Ho(G | e (| ) - e(rillyoe.la, Ha (G Il s | 27))
= e(ri[[yp(i),jﬂh [[hIZ,j,Lk]]Q)
6(95/;”7 gz)ypu),jh/z,j,bk

foralli € [{], k € [n].
Next, B computes
Cuij = [[M’L/jf] + Yp(i).Til1

= [—acM;; +y,, jolpi+ay M epc/ml
seX

:(gi/ﬂi)yp(i)’j H (gfc“‘/“")M;J
seX\{i}

if/i\E (0,7 € {2,...,5max}- Note that, M, f; = 0 and y,(;, are known in clear for j €
{Smax + 1, ..., Smax . Hence, B computes Cy ; ; as

Cuaj = [[Mi,,jfj + yp(i),jril]l = [[yp(i),jc/,ui]]l = (gf/“i)ypu),j

foreachi € [(],j € {2,..., Smax}. Lastly, B computes

. . *\ 7 &5 i Zg //a/.thé’, /i
C5,z‘,j = R((5(2) || J || T ) — (926()J - g5 ex J) m
= (5" 5505 - H (gachs/mi M}

seX”
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forall i € [{],j € [smax)- Notice that, i ¢ X" and ¢ < L, and hence the adversary /5 can com-
pute the ciphertext component C’ ; ;. Observe that, the elements B, «;, f; and r; are not properly
distributed. Thus, B re-randomizes the ciphertext components using the algorithm CTRand de-
scribed below before it sends to A.

Re-randomization Algorithms: The algorithms described below provides properly distributed se-
cret keys and ciphertexts even if the randomness used within their original version (inputted through
the algorithm) are not uniform. The algorithm uses only publicly available information to perform
the re-randomization. This algorithm is used to rectify the distribution of the secret keys and ci-
phertexts in our reduction.

SKRand(GP, t, SKgip,t,.,): The algorithm takes input the global parameters GP, an attribute ¢

and a secret key SKgip +.u = (GID, u, SK¢ 4, {K; ) }j€lsmax)> Zu)- The algorithm samples 7; < Z, for
each j € [Smax), cOmputes

SK},, = SKew - [[ Rt 115 | Z1)7 and Z§) = ZY) - [71]1V j € [max

j=1

and outputs SKg;p,,, = (GID, w, SK; ., {K" }je s T)-

CTRand((M, p), CT, PK): The algorithm takes input an LSSS access policy (M, ), where M =
(MU)ZXSmax (Ml, . M) € Z**m and 6 : [{] = Uy, a ciphertext CT = ((M, d), Co, {Ch,,

.....

S UB kE[m]
J ([5]) C Uag. The algorithm deﬁnes amap p: [6} — AU as before and proceeds as follows:

1. Sample
@) 71,...,1y < Zyg,
(b) B' = (2, b),..., b, )" €L,

©) ah,...,al, €Ll

Smax
d f3,...,fi € Zq

2. Compute C} = Cy - [2] 7.
3. Foralli € [(],7 € {2,..., Smax} and k € [n], compute

Ci,i — Cl,i . [[M,LB/ + ’19;]]7‘,
Cy; = Cyi - [,

(2

Céijk =Cs; k- 6([[Mi,j37;,k]]17 Ho(j [t || Zo)) - e(rg[[l/p(z‘),jﬂh Ha(j [t || Zo))
Clij; = Cuij - [Mijf; +yp) 7l

/

Céil =Cs,1-R(6() || 1] Zy)"

Clii=Cs5 R(6() |71 Zo)"

where 9} = (9. #,,,) and 9, = e(rl o)1, Hi (o) | 1 | 7).

AN

4. Output the ciphertext CT = <( p), C{),{C’“,Cgﬂ.,,Cgvi’jvk,Cz’“],Cg’i’l, 5”}j€{2 smachs I>

€ld) kelm]

Guess: If A guesses the challenge bit 5 € {0, 1} correctly, B returns 1; Otherwise B outputs 0.
Now, observe that z = —7 - 1 where [7]r is the L-DBDH challenge element. If 7 = abc, then
all the secret keys and the challenge ciphertext are distributed properly, in particular, the challenge
ciphertext is an encryption of the message vector v for 5 <— {0, 1}. Therefore, in this case, A
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outputs 5/ = [ with probability 1/2 + €(\) where ¢(\) is the advantage of A in the static security
game of the LMA-ABUIPFE scheme. On the other hand, if 7 is a random element of Z, then the
ciphertext element () is uniformly random in G, and hence from A’s point of view there is no
information of the challenge bit 3 in the challenge ciphertext. So, the probability of A outputting
p' = p is exactly 1/2. Hence, by the guarantee of L-DBDH assumption, .4 has a non-negligible
advantage against the proposed LMA-ABUIPFE scheme in the static security game. This completes
the proof.

References

ABB10.  Shweta Agrawal, Dan Boneh, and Xavier Boyen. Efficient lattice (H)IBE in the standard model. In Henri Gilbert, editor,
Advances in Cryptology - EUROCRYPT 2010, 29th Annual International Conference on the Theory and Applications
of Cryptographic Techniques, Monaco / French Riviera, May 30 - June 3, 2010. Proceedings, volume 6110 of Lecture
Notes in Computer Science, pages 553-572. Springer, 2010. 7

ABCP15. Michel Abdalla, Florian Bourse, Angelo De Caro, and David Pointcheval. Simple functional encryption schemes for
inner products. In Jonathan Katz, editor, Public-Key Cryptography - PKC 2015 - 18th IACR International Conference
on Practice and Theory in Public-Key Cryptography, Gaithersburg, MD, USA, March 30 - April 1, 2015, Proceedings,
volume 9020 of Lecture Notes in Computer Science, pages 733-751. Springer, 2015. 3,7, 11, 22, 31, 46

ABCP16. Michel Abdalla, Florian Bourse, Angelo De Caro, and David Pointcheval. Better security for functional encryption for
inner product evaluations, 2016. 3

ABG19.  Michel Abdalla, Fabrice Benhamouda, and Romain Gay. From single-input to multi-client inner-product functional
encryption. In Steven D. Galbraith and Shiho Moriai, editors, Advances in Cryptology - ASIACRYPT 2019 - 25th Inter-
national Conference on the Theory and Application of Cryptology and Information Security, Kobe, Japan, December
8-12, 2019, Proceedings, Part 111, volume 11923 of Lecture Notes in Computer Science, pages 552—-582. Springer, 2019.
7

ABKW19. Michel Abdalla, Fabrice Benhamouda, Markulf Kohlweiss, and Hendrik Waldner. Decentralizing inner-product func-
tional encryption. In Dongdai Lin and Kazue Sako, editors, Public-Key Cryptography - PKC 2019 - 22nd IACR Interna-
tional Conference on Practice and Theory of Public-Key Cryptography, Beijing, China, April 14-17, 2019, Proceedings,
Part II, volume 11443 of Lecture Notes in Computer Science, pages 128—157. Springer, 2019. 3

ABPT17. Shweta Agrawal, Sanjay Bhattacherjee, Duong Hieu Phan, Damien Stehlé, and Shota Yamada. Efficient public trace
and revoke from standard assumptions: Extended abstract. CCS ’17, page 2277-2293, New York, NY, USA, 2017.
Association for Computing Machinery. 3

ACGU20. Michel Abdalla, Dario Catalano, Romain Gay, and Bogdan Ursu. Inner-product functional encryption with fine-grained
access control. In Advances in Cryptology—-ASIACRYPT 2020: 26th International Conference on the Theory and Appli-
cation of Cryptology and Information Security, Daejeon, South Korea, December 7—11, 2020, Proceedings, Part 111 26,
pages 467-497. Springer, 2020. 3

AGT2la. Shweta Agrawal, Rishab Goyal, and Junichi Tomida. Multi-input quadratic functional encryption from pairings. In
Tal Malkin and Chris Peikert, editors, Advances in Cryptology - CRYPTO 2021 - 41st Annual International Cryptology
Conference, CRYPTO 2021, Virtual Event, August 16-20, 2021, Proceedings, Part IV, volume 12828 of Lecture Notes
in Computer Science, pages 208-238. Springer, 2021. 3

AGT21b. Shweta Agrawal, Rishab Goyal, and Junichi Tomida. Multi-party functional encryption. In Kobbi Nissim and Brent
Waters, editors, Theory of Cryptography - 19th International Conference, TCC 2021, Raleigh, NC, USA, November
8-11, 2021, Proceedings, Part I1, volume 13043 of Lecture Notes in Computer Science, pages 224-255. Springer, 2021.
3,4,5,6,7,11

ALS16. Shweta Agrawal, Benoit Libert, and Damien Stehlé. Fully secure functional encryption for inner products, from standard
assumptions. In Advances in Cryptology—CRYPTO 2016: 36th Annual International Cryptology Conference, Santa
Barbara, CA, USA, August 14-18, 2016, Proceedings, Part 111, pages 333-362. Springer, 2016. 3,7

BBGO5.  Dan Boneh, Xavier Boyen, and Eu-Jin Goh. Hierarchical identity based encryption with constant size ciphertext. In
Advances in Cryptology—-EUROCRYPT 2005: 24th Annual International Conference on the Theory and Applications of
Cryptographic Techniques, Aarhus, Denmark, May 22-26, 2005. Proceedings 24, pages 440-456. Springer, 2005. 5,
13, 50, 51

BFO1. Dan Boneh and Matt Franklin. Identity-based encryption from the weil pairing. In Advances in Cryptology—CRYPTO
2001: 21st Annual International Cryptology Conference, Santa Barbara, California, USA, August 19-23, 2001 Pro-
ceedings, pages 213-229. Springer, 2001. 5, 7

BLSO1. Dan Boneh, Ben Lynn, and Hovav Shacham. Short signatures from the weil pairing. In Advances in Cryptol-
0gy—ASIACRYPT 2001: 7th International Conference on the Theory and Application of Cryptology and Information
Security Gold Coast, Australia, December 9—13, 2001 Proceedings 7, pages 514-532. Springer, 2001. 15

BSWI11. Dan Boneh, Amit Sahai, and Brent Waters. Functional encryption: Definitions and challenges. In Theory of Cryptog-
raphy: 8th Theory of Cryptography Conference, TCC 2011, Providence, RI, USA, March 28-30, 2011. Proceedings 8,
pages 253-273. Springer, 2011. 3

BSW13.  Karyn Benson, Hovav Shacham, and Brent Waters. The k-bdh assumption family: Bilinear map cryptography from
progressively weaker assumptions. In Ed Dawson, editor, Topics in Cryptology - CI-RSA 2013 - The Cryptographers’

40



CGKW18.

CSG*1s.

DDM16.

DKW21a.

DKW21b.
DKW22.

FrelO.

Gay20.

GPSW06.

Guil3.

JLMS19.

JLS19.

JLS21.

Lewl2.

LKK*18.

LWI1.

NPP22.
O’N10.

OT20.

Track at the RSA Conference 2013, San Francisco,CA, USA, February 25-March 1, 2013. Proceedings, volume 7779 of
Lecture Notes in Computer Science, pages 310-325. Springer, 2013. 4, 6

Jie Chen, Junging Gong, Lucas Kowalczyk, and Hoeteck Wee. Unbounded ABE via bilinear entropy expansion, revis-
ited. In Jesper Buus Nielsen and Vincent Rijmen, editors, Advances in Cryptology - EUROCRYPT 2018 - 37th Annual
International Conference on the Theory and Applications of Cryptographic Techniques, Tel Aviv, Israel, April 29 - May
3, 2018 Proceedings, Part I, volume 10820 of Lecture Notes in Computer Science, pages 503—534. Springer, 2018. 6
Jérémy Chotard, Edouard Dufour Sans, Romain Gay, Duong Hieu Phan, and David Pointcheval. Decentralized multi-
client functional encryption for inner product. In Thomas Peyrin and Steven D. Galbraith, editors, Advances in Cryptol-
ogy - ASIACRYPT 2018 - 24th International Conference on the Theory and Application of Cryptology and Information
Security, Brisbane, QLD, Australia, December 2-6, 2018, Proceedings, Part 11, volume 11273 of Lecture Notes in Com-
puter Science, pages 703—732. Springer, 2018. 7

Pratish Datta, Ratna Dutta, and Sourav Mukhopadhyay. Functional encryption for inner product with full function
privacy. In Chen-Mou Cheng, Kai-Min Chung, Giuseppe Persiano, and Bo-Yin Yang, editors, Public-Key Cryptography
- PKC 2016 - 19th IACR International Conference on Practice and Theory in Public-Key Cryptography, Taipei, Taiwan,
March 6-9, 2016, Proceedings, Part I, volume 9614 of Lecture Notes in Computer Science, pages 164—195. Springer,
2016. 3

Pratish Datta, Ilan Komargodski, and Brent Waters. Decentralized multi-authority ABE for dnfs from LWE. In Anne
Canteaut and Francois-Xavier Standaert, editors, Advances in Cryptology - EUROCRYPT 2021 - 40th Annual Interna-
tional Conference on the Theory and Applications of Cryptographic Techniques, Zagreb, Croatia, October 17-21, 2021,
Proceedings, Part I, volume 12696 of Lecture Notes in Computer Science, pages 177-209. Springer, 2021. 3, 7, 15, 16,
18

Pratish Datta, Tlan Komargodski, and Brent Waters. Decentralized multi-authority ABE from NC! from computational-
BDH. Cryptology ePrint Archive, Paper 2021/1325, ePrint 2021. 3,4,5,7,8, 11, 16, 18

Pratish Datta, Ilan Komargodski, and Brent Waters. Fully adaptive decentralized multi-authority abe. Cryptology ePrint
Archive, Paper 2022/1311, 2022. 3,7

David Mandell Freeman. Converting pairing-based cryptosystems from composite-order groups to prime-order groups.
In Henri Gilbert, editor, Advances in Cryptology - EUROCRYPT 2010, 29th Annual International Conference on the
Theory and Applications of Cryptographic Techniques, Monaco / French Riviera, May 30 - June 3, 2010. Proceedings,
volume 6110 of Lecture Notes in Computer Science, pages 44-61. Springer, 2010. 4, 6

Romain Gay. A new paradigm for public-key functional encryption for degree-2 polynomials. In Aggelos Kiayias,
Markulf Kohlweiss, Petros Wallden, and Vassilis Zikas, editors, Public-Key Cryptography - PKC 2020 - 23rd IACR
International Conference on Practice and Theory of Public-Key Cryptography, Edinburgh, UK, May 4-7, 2020, Pro-
ceedings, Part I, volume 12110 of Lecture Notes in Computer Science, pages 95—120. Springer, 2020. 3

Vipul Goyal, Omkant Pandey, Amit Sahai, and Brent Waters. Attribute-based encryption for fine-grained access control
of encrypted data. In Proceedings of the 13th ACM conference on Computer and communications security, pages 89-98,
2006. 5,7

Aurore Guillevic. Comparing the pairing efficiency over composite-order and prime-order elliptic curves. In Michael
J. Jacobson Jr., Michael E. Locasto, Payman Mohassel, and Reihaneh Safavi-Naini, editors, Applied Cryptography and
Network Security - 11th International Conference, ACNS 2013, Banff, AB, Canada, June 25-28, 2013. Proceedings,
volume 7954 of Lecture Notes in Computer Science, pages 357-372. Springer, 2013. 4, 6

Aayush Jain, Huijia Lin, Christian Matt, and Amit Sahai. How to leverage hardness of constant-degree expanding
polynomials over R to build 0. In Yuval Ishai and Vincent Rijmen, editors, Advances in Cryptology - EUROCRYPT
2019 - 38th Annual International Conference on the Theory and Applications of Cryptographic Techniques, Darmstadt,
Germany, May 19-23, 2019, Proceedings, Part I, volume 11476 of Lecture Notes in Computer Science, pages 251-281.
Springer, 2019. 3

Aayush Jain, Huijia Lin, and Amit Sahai. Simplifying constructions and assumptions for Q. Cryptology ePrint Archive,
Paper 2019/1252, 2019. 3

Aayush Jain, Huijia Lin, and Amit Sahai. Indistinguishability obfuscation from well-founded assumptions. In Samir
Khuller and Virginia Vassilevska Williams, editors, STOC °21: 53rd Annual ACM SIGACT Symposium on Theory of
Computing, Virtual Event, Italy, June 21-25, 2021, pages 60-73. ACM, 2021. 3

Allison B. Lewko. Tools for simulating features of composite order bilinear groups in the prime order setting. In
David Pointcheval and Thomas Johansson, editors, Advances in Cryptology - EUROCRYPT 2012 - 31st Annual Inter-
national Conference on the Theory and Applications of Cryptographic Techniques, Cambridge, UK, April 15-19, 2012.
Proceedings, volume 7237 of Lecture Notes in Computer Science, pages 318-335. Springer, 2012. 4, 6

Joohee Lee, Dongwoo Kim, Duhyeong Kim, Yongsoo Song, Junbum Shin, and Jung Hee Cheon. Instant privacy-
preserving biometric authentication for hamming distance. Cryptology ePrint Archive, 2018. 3

Allison Lewko and Brent Waters. Decentralizing attribute-based encryption. In Advances in Cryptology—-EUROCRYPT
2011: 30th Annual International Conference on the Theory and Applications of Cryptographic Techniques, Tallinn,
Estonia, May 15-19, 2011. Proceedings 30, pages 568—588. Springer, 2011. 3, 16

Ky Nguyen, Duong Hieu Phan, and David Pointcheval. Multi-client functional encryption with fine-grained access
control. 13791:95-125, 2022. 7

Adam O’Neill. Definitional issues in functional encryption. Cryptology ePrint Archive, Paper 2010/556, ePrint 2010.
3

Tatsuaki Okamoto and Katsuyuki Takashima. Decentralized attribute-based encryption and signatures. IEICE Trans.
Fundam. Electron. Commun. Comput. Sci., 103-A(1):41-73, 2020. 3

41



PD21.

RW15.

Sho97.

SPI19.

SWO05.

Tom19.

Wat09.

Watll.

Wee22.

WWW22.

ZR18.

Tapas Pal and Ratna Dutta. Attribute-based access control for inner product functional encryption from lwe. In Progress
in Cryptology—LATINCRYPT 2021: 7th International Conference on Cryptology and Information Security in Latin
America, Bogotd, Colombia, October 6-8, 2021, Proceedings 7, pages 127-148. Springer, 2021. 3

Yannis Rouselakis and Brent Waters. Efficient statically-secure large-universe multi-authority attribute-based encryp-
tion. In Rainer Bohme and Tatsuaki Okamoto, editors, Financial Cryptography and Data Security - 19th International
Conference, FC 2015, San Juan, Puerto Rico, January 26-30, 2015, Revised Selected Papers, volume 8975 of Lecture
Notes in Computer Science, pages 315-332. Springer, 2015. 3,5, 7, 11, 13, 14, 16, 17, 18, 19

Victor Shoup. Lower bounds for discrete logarithms and related problems. In Walter Fumy, editor, Advances in Cryp-
tology - EUROCRYPT ’97, International Conference on the Theory and Application of Cryptographic Techniques, Kon-
stanz, Germany, May 11-15, 1997, Proceeding, volume 1233 of Lecture Notes in Computer Science, pages 256-266.
Springer, 1997. 5

Edouard Dufour Sans and David Pointcheval. Unbounded inner-product functional encryption with succinct keys. In
Robert H. Deng, Valérie Gauthier-Umafia, Martin Ochoa, and Moti Yung, editors, Applied Cryptography and Network
Security - 17th International Conference, ACNS 2019, Bogota, Colombia, June 5-7, 2019, Proceedings, volume 11464
of Lecture Notes in Computer Science, pages 426-441. Springer, 2019. 5, 7,9, 11, 15, 22, 31, 46

Amit Sahai and Brent Waters. Fuzzy identity-based encryption. In Advances in Cryptology—-EUROCRYPT 2005: 24th
Annual International Conference on the Theory and Applications of Cryptographic Techniques, Aarhus, Denmark, May
22-26, 2005. Proceedings 24, pages 457-473. Springer, 2005. 5, 7

Junichi Tomida. Tightly secure inner product functional encryption: Multi-input and function-hiding constructions.
11923:459-488, 2019. 3

Brent Waters. Dual system encryption: Realizing fully secure ibe and hibe under simple assumptions. In Advances in
Cryptology-CRYPTO 2009: 29th Annual International Cryptology Conference, Santa Barbara, CA, USA, August 16-20,
2009. Proceedings, pages 619-636. Springer, 2009. 11

Brent Waters. Ciphertext-policy attribute-based encryption: An expressive, efficient, and provably secure realization. In
Dario Catalano, Nelly Fazio, Rosario Gennaro, and Antonio Nicolosi, editors, Public Key Cryptography - PKC 2011 -
14th International Conference on Practice and Theory in Public Key Cryptography, Taormina, Italy, March 6-9, 201 1.
Proceedings, volume 6571 of Lecture Notes in Computer Science, pages 53—-70. Springer, 2011. 5, 7

Hoeteck Wee. Optimal broadcast encryption and CP-ABE from evasive lattice assumptions. In Orr Dunkelman and
Stefan Dziembowski, editors, Advances in Cryptology - EUROCRYPT 2022 - 41st Annual International Conference on
the Theory and Applications of Cryptographic Techniques, Trondheim, Norway, May 30 - June 3, 2022, Proceedings,
Part I1, volume 13276 of Lecture Notes in Computer Science, pages 217-241. Springer, 2022. 5

Brent Waters, Hoeteck Wee, and David J. Wu. Multi-authority ABE from lattices without random oracles. In Eike Kiltz
and Vinod Vaikuntanathan, editors, Theory of Cryptography - 20th International Conference, TCC 2022, Chicago, IL,
USA, November 7-10, 2022, Proceedings, Part I, volume 13747 of Lecture Notes in Computer Science, pages 651-679.
Springer, 2022. 3, 5,7

Kai Zhou and Jian Ren. Passbio: Privacy-preserving user-centric biometric authentication. /EEE Trans. Inf. Forensics
Secur:, 13(12):3050-3063, 2018. 3

42



APPENDIX

A The Proposed Small Universe ABUIPFE from DBDH

In this section, we describe the formal construction and security analysis of our small uni-
verse single authority ABUIPFE scheme. The construction is in prime-order groups and enjoys
succinct secret keys.The construction also makes use of hash functions which are modeled as
random oracles in the security analysis.

A.1 The Construction

Setup(l", Smaxs Uatt): The setup algorithm takes input the security parameter A, the maximum
width of an LSSS matrix supported by the scheme Syax = Smax(A), the vector length n in unary
and the description of the attribute universe U,. It first generates G = (¢, G, Gr, g, e). Consider
two hash functions Hy : U, X Z X Z* — Go and Hy : [Smax] X Z X Z* — Gs. Then for each
attribute ¢ € U,y, it samples the scalars oy, Y2, - . ., Yt smae < Zg, and outputs

KeyGen(MSK, S, u, Z,): The key generation algorithm takes input master secret key MSK,
a set of attributes S C U, and a vector u € ZZ with an associated index set Z,, C N. For each
t € S, it does the following:

1. Parse Z,, = {v1, ...,y and w = (u,, ..., u,,).
2. Foreach j € {2,..., Smax}, k € [n], compute K, , = [K; x]2, where K, + Z,.
3. Compute

SKew = (T H(t I e | Za)oe) - T TT(H2G 1l e 1| Z) - K)o
k=1 =2 k=1

.....

Encrypt(PK, (M, p), v, Z,): The encryption algorithm takes input the public key PK, an
LSSS access structure (M, p) where M = (M;y,...,M;)" € Z*™ and p : [{] = Uy,
and a message vector v € Z;'. The function p maps the row indices of M to attributes. We
assume that p is an injective function, that is, an attribute is associated with at most one row of
M. The algorithm proceeds as follows:

1. Parse Z, = {t1,...,tm}fand v = (v,,...,v,, ).

2. Sample {r; < Zg}icig and f = (fo, ..., fonn) < L5
3. Sample z,by,...,bs,,., T2, ..., Ty < Ly"

4. Set the following matrices:

T

Smax XM’

B:[Z,bQ,...b }

7 7 Smax

T
X = [mg, 3, ... ,a:smax] (Smax—1) X1

5. Compute 9; ;, = e(r;[ap@]1, Hi(p(9) || w || Zv)) and set ¥ == (Yi 1, ..., Vim).



6. Compute the following terms:

Co=[v+2z]r, Cii=[MB+9|r, Cs;=][ri,
OB,i,j,k’ = e(ﬂMi,jl"j,k]]h Hz(j H Lk H Iv)) (T.l[[yp(l ﬂb H2(] H Lk || 1z ))
Cuij = [Mijfj + Ypigrila

foralli € [(],7 € {2,...,Smax}, k € [m].
7. Output the ciphertext, CT = ((M ), Co, {Chis Coi,s Csijik, Cuig Vel je(2,... smacd ocm] s Lo ) :

Decrypt(PK, SKs ., CT): The decryption algorithm takes input the public key PK, a secret
key SKg,, for an attribute set S C U, and a vector u € ZZ and a ciphertext CT for an access
structure (M, p) with Ml € Z**m and an injective map p : [(] — Uy

Parse SKsu = (w0, {SK,()u}p(i)es Zu), Where i € [¢] and CT = (M, p), Co, {C1, Cs,
ngjk,042j}ze 01,7E{20 5m} o [m]» Lv ). Denote I = {i|p(i) € S} C [¢]. If (1,0,...,0) is not
in the span of M (i.e., M restricted to the set of rows from [) or Z,, # Z,, decryption returns
L. Else, when S satisfies (M, p), the algorithm finds {w; € Z,};c; such that (1,0,...,0) =

> _ics wiM;. It then computes

Smax N Wi -1
‘u- HH Uy, - O3k - €(Cuyj, M))
[[F]] :C - J=2 k=1
e 11 e (SKp(i)ur C2.:)

and outputs log, ([1]7).

A.2 Correctness

-----

vector (1 O O) e rowspan(M]) Correspondmg to the set of indices I = {i € I|p(i) =t €
St.
For each ¢ € I, we have the following:

(SK u7027, = He thl | L || I))'m p(i) Uiy, .
k=1
H( (g1, Ha(G ||t || T)) - e(g1, Kjp)) #¥ptonite
Jj=2 k=1

Forie I,j€{2,...,Smax}, k € [n],
U, Ok = e([Mi ], Ha( || e | Z))™* - (g1, Ha(j || tx || Z))"et0a"

ForieI,j€{2,...,5max},k € [n],
(C4vauLk) = e([M;;fili, Kjg)"* - e(gr, Kjp) Vet
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Finally, for each i € I, we have C ; = [M;B + 9;]r and so

Smax TN

Cu U - H H(Mk : CS,i,j,k: : 6(04,1'4‘7 K;Ll:))

=2 k=1

e (SKp(i)u: Ca)

Smax T

n (uLk : O3,i,j7k . 6(04’@]', KZZC ))
. =2 k=1
= [MB -l [T elgr. Hi(p(i) || o | Z))recoeors - 2
kl:[l € (SKp(i),ua C2,i)
= [MB - ulr - [ [T e(Mijialn, HaGi | o 1 )" - e([Mi £]1, Kja) ™
j=2 k=1

Since SKg, corresponds to a set of qualified authorities, 3{w; € Z,}icr such that
YicgwiMBeu = (1,0,...,0)0B-u = z-wand ), w;M;; = 0,Y] € {2,...,Smax}-
Hence, we have

Smax T

Crisw- ][] - Csig - e(Crizy KiE))

H [ =2 k=1
e (SKp(i)u: Ca.:)

el

= [[Z w,M;B +u]r = [z * u]r

el

Wy

Finally, the message is recovered as log,, ([/]) where

[Flr=(Coruw)/[z-u]r=[v-u+z-u]lr/[zu]r =[v-u]r

A.3 Security Analysis

Theorem A.1 [f the DBDH assumption holds, then all PPT adversaries have a negligible ad-
vantage in breaking static security of the proposed small universe ABUIPFE scheme in the
random oracle model.

Proof. We prove this theorem by showing that if there is any PPT adversary .4 who breaks the
static security of ABUIPFE then there is a PPT adversary B who solves the DBDH problem
with a non-negligible advantage.
Suppose, B gets an instance (G, [a]1, [¢]1, [a]z, [0]2, [7]r) of the DBDH problem where G =
(¢,G1, Gy, Gr,
g,e) + G(1%) is a group description, the elements a,b,c < Z, are random integers, and
the element 7 € Z, is either abc or a random element of Z,. The algorithm B works as follows:
On input \, A outputs Smax, U and queries the following.

Attacker’s Queries: Upon initialization, the adversary .4 sends the following to B:

(a) A collection of hash queries H; = {(t,tx,Z) : t € Uar,tx € Z,Z C N} and Hy =
{(Uyt, Z) - j €1{2,..., Smax}s tk € Z,T C N}.
(b) Aset Q= {(S,u,T,)} of secret key queries with S C Uy, u € Z*¢l and Z,, C Z.
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(c) Two message vectors vy, v; € Z; having the same index set Z*, and a challenge LSSS access
policy (M, p) with M = (M; )ixss = (My,...,My)" € ngs"‘ax and p : [{] = U,u
injective and satisfying the constraint that for each (S,u,Z,) € Q,, either p~1(S) C [/
constitutes an unauthorized subset of rows of the access matrix IM or the secret key vector
u satisfies the relation (vo — v1) + w = 0 whenever Z,, = Z*.

Note that Z* can be any subset of Z and w.1.0.g one can consider Z* = [n]’ for some n € N.
Inspired by the proof techniques of prior works [ABCP15, SP19], the reduction first compute a
basis of (vy — v1)* as {by,...,b,_1}. Then the set S = {vy — vy, by,..., b, 1} form a basis
of Z,,. For any vector u € Z;, if we represent it as the linear combination of the vectors in S as

n—1

u=C_C(vg—v)+ Z(kgk, for some ¢, (;, € Z,
k=1

then ¢ = 0 whenever it holds that (vy — v;) - u = 0. Let e, be the k-th vector in the standard
basis of Z{. We write e; for each i € [n] as

n—1
e, =1 (vo—v1)+ Z Aixbr  forsome n, A\ € Z,.
k=1

Generating Public Key: There are two cases to consider:

1. Case 1 —t € U,y \ p([4]) (i.e., attribute ¢ is absent in the challenge policy (M, p)) —
In this case, B executes the Setup algorithm according to the real experiment. It samples
Oty Yt.2, - -+ Ytsmae < Lg by itself, and computes the public key component corresponding
to attribute ¢ as ([au]1, [ye2li, - - s [Yesmad1)-

2. Case 2 —t € Uy N p([f]) (i.e., attribute ¢ appears in the challenge policy (M, p)) — In
this case, B samples o,y o, - - -, Yr s < Zg and implicitly sets oy = o + a - My-1(1
and y;; = y; ; + aMy-1(; for j € {2,..., Smax} (these are well-defined as p is injective),
and sets the public key elements w.r.t. attribute ¢ as ([a]1, [Ye2]1s - - -, [Ut.sma1)- Where the
elements [ou ], and [y ;]1 for j € {2,..., Smax} are computed as follows:

[addy = [l - Mp-1yalal[ye50h = Tyi il - Mp-100y50als (A.1)

for all j € [2, smax]. Note that, o, and {y¢; } jef2.... sme} are distributed uniformly over Z, and
hence each of these elements of the public key is properly distributed.

Finally, it sends the public key as PK = (G, {[ax]1, {[ve.j]1 }jet2,.. .smac} HeUas ) -
Answering Hash Queries:

1. Hy queries. If (1, € Z* AZ = I*), then sample uniformly random elements h1,Ea Pt
from Z, and set

n—1
h, =\

1 AA hl,t,L
Hi(t w1 Z) = (g5)™ - [ [ 92" " - 90 (A2)
k=1
Otherwise, if (1, € Z* V Z # T*), then output a random G, element, i.e., sample uniformly

W, ,
random element /) ,, from Z, and set Hy (¢ || ¢ || Z) = g, **. The reduction stores the
hash queries for future use.

7 In particular, we consider a map v : Z* — [n] and use y(k) = ¢ throughout the security analysis.
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2. H; queries. If (1, € Z* ANZ = I*), then sample uniformly random elements h, 7, hay,,
from Z, and set

n—1

, Q _ hy A hat,
Ha(j || 1 || Z) = (gh)meBe=toa - T g - g (A3)
k=1

where () denotes the total number of non-accepting key queries {(Sy, ug, Zu, ) } scjq) made
by the adversary in the case where Z,,, = Z* but the attributes in Sy does not satisfy the
challenge policy (M, p). Note that, for such secret key queries, there exists a vector dy =
(dg,1y- -5 dpsms) € Zi™ such that dy; = 1 and the inner product M; - dgy = 0 for all
i € p~(S), where M; denotes the i-th row of M.

Otherwise, if (1 & Z* V Z # T*), then output a random G, element, i.e., sample uniformly

ht ,
random element hf,, from Z, and set Hy(j || v || Z) = g,”"**. The reduction stores the
hash queries for future use.

Generating Secret Keys: For any (Sg,ug4,Zy,) € Q, B returns a secret key SKg, ., =

(U¢, {SKt u¢}t65¢7
{Kojktict2, . smats Lu ¢) where it computes each of its components as follows. For each t € S,
and Z,,, it has four different cases to consider:

1. Case 1 —(t € Sy \ p([¢])) (i.e., the attribute is absent in the challenge policy (M, p)) — In
this case, B simulates the secret keys according to the real experiment. It knows oy, y; ; for

all 7 € {2,..., Smax} in clear and hence can compute
SKotauy = (J T HaCt Il e 1l Zu ) s) - T T TT(H2G 1 ek | Zy) - Koig) e ee
k=1 j=2 k=1

-----

2. Case2 — (t €5,N p([f]) 7é Z*) (i.e., the attribute is present in the challenge policy,
but the associated index set does not match with the challenge index set) In this case, BB
extracts the corresponding exponents of the hash values from the list of hash queries and
computes

n Smax N

Koty = ([ THi(t e Il Zuy)* ) - [T TT(H20G 11 ea Il Ty ) - K)o

k=1 7j=2 k=1

where {Ky j r = g2 "} ie2, smachkeln] and kg ;1 ’s are sampled uniformly from Z,.

3. Case3— (t € Sy N p([{]) NIy, = I*) and p~'(S,) constitutes an unauthorlzed subset of
the rows of M (i.e., S, does not satisfy the challenge policy (M, p)).
Note that the inner product value (v — v;) * w4 can be either zero or non-zero in this
case. Since S, does not satisfy the challenge policy (M, p), there exists a vector d, =
(dg,1y- -5 dpsms) € Zim such that dy; = 1 and the inner product M; - dy = 0 for all
i € p~'(S,), where M, denotes the i-th row of M. B computes the secret key SK;,, as
follows.

It first samples k ; . < Z, and sets
’ —dyr kg 2J>
Kok = (g5)™ 2o'clanter o', gyt
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forall j € {2,...,Smax}, k € [n]. Note that the fact Ky ;, € G2 is randomly distributed
since kj, ;. is chosen uniformly at random from Z,. Next, it computes

Smax T

Koty = H Hu(t e | Zuy) ) - TTTT(HG o Z) - K)o
7j=2k=1
n Smax T
= (H(ggb)nk]\/fpfl(t),lum) . H H((ggb)ﬁk > 1 da; (ggb)nk S srelo (¢} —d¢/7j>Mp,1(t>’juLk gl
k=1 j=2 k=1
n Smax T
= ([T aghy ooy - TT T (gghymtoo Mot gyete?
k=1 j=2 k=1
Smax T
_ HH ab nkde ~1(g), gt Ly (a,b)
7=1k=1
n
= Ty Momrodo) . gheted)
k=1
Ly (a,b
_ gzqs(a )

where L(a,b) represents a linear function in a, b and hence gQL #*) can be efficiently com-

putable by B. The first equality follows from the definition of oy, y; ; (Equation (A.1)) and
the hash functions H; (Equation (A.2)) and Hs; (Equation (A.3)). The last equality holds due
to the fact that M,-1() « dy = 0 and the second last equality holds since dy; = 1.

4. Cased4— (t € SyNp([{]) ATy, = Z*) and p~'(S) constitutes an authorized subset of rows
of M (i.e., S satisfies the challenge policy (M, p)) — In this case, B samples £} ;, « Z,

and sets Ky ; 1 = gkgu%k forall j € {2, ..., Smax}. It then computes the secret key SK¢,t7u¢ as
follows:

n Smax N
Koty = (LMt 1 0l Zug ) - TT TR 1 ek 1 Tasy) - K)o
k=1 j=2 k=1
n Smax T
k=1 j=2 k:l
Smax nuy
= (ggb)nkMp71<t)’l ’ H(szzb)nk Z‘*?:ld“*erl(t),j -92L¢(a’b)
Jj=2
L ,b
=g ¢(a,b)

where the last equality follows from the fact that 17 - u, = 0 if the secret key query satisfies
the condition (vg — vy) * u, = 0 as Sy is authorized. Hence, in this case, B can efficiently
simulates the secret key as Ly (a, b) is linear in a, b.

Generating the Challenge Ciphertext: B implicitly sets the vectors

z = —abc-m = —abc(n,...,m) € Zy,
x; = —(ac,...,ac) € Zy, Vj€{2,..., 5max}

Firstly, B sets Cy = [vs + z]r where [ is the challenge bit for A. It also implicitly sets
r; = ¢, f; = —ac and the matrix B = (2,0,---,0)" € Zzm>>", This implies M;B = M; 2 =
—M;; - abe - np and the k-th element of the vector is (M;B), = —M, jabcny. Recall that, for
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each i € [{], we have a,;) = 0‘;(1’) +a- M and y,); = y;(i)d. + aM; ;. Now, B implicitly
computes the vector ¢9; == (J;1,...,U;,) as

Vige = e(rilope]n, Hi(p(@) || w1 7))

n—1

= e([eal +ac- MiaJu, [+ D hy Az + hpiue)
k=1

= [[bca @M+ M; yabeny, + (ca y tac- Mi,l)hl,z’,k]]T

p(i

where Oy, = Z; hy 7 Ae s T Pty We write by ; = (h1,p(3),0 ) i—1- Thus, for each i € [¢],
B sets Cs; = [c]; and computes
= [M;B + 9;]r
= [beal,ym + (caj,gy +ac- Mi)by]r

C

= e(g§, 5) 0" - e(g°, g) "o - e(g5, ga) Mt

Next, B computes C's ; ;1. as follows. Recall that C's ; ; ;. is a product of two pairing operations.
The first pairing is computed as

e([M; jxjk]i, Ho(j || e || Z7))
n—1
B <A ,
= o[Migial, (g Seades . T g2 % - g2
k=1

= [M; jajpbmd) + M; 5102417

where d} = Z 1dgjand by g = %:11 hy 2. % + M2 p(i),., - The second pairing is computed
as

G(Ti[[yp(i),j]]l, Ha(j || s | 7))
n—1

p1 j hg A h i),L
= 6([[034)(@-),]' + aCMil,j]]h (gg)nk: 2g—19e H 9 ek o> 2(0), )
k=1

= [be(Y,wy; + aMig)med] + c(ypu 5+ aMi )2 k]

Finally, foreachi € [(],j € {2,..., Smax}, k € [n], the ciphertext component C’5; ; ;. is obtained
as

Cigk = e([M;jxin]i, Ha(G || en | Z7)) - e(rilypeys]a, Ha (g Il en || Z7))
= [bey,s) ey + C?/pu) jh%i,kﬂ

med (),; 021,k

= e(gt, gh)Yrw e(g5, go) '

which B can compute as a part of the challenge ciphertext. The last remaining part Cy; ; is given
by

Cuij = IMijf; + Ypti)i7iln
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= [~acM;; + ey, ; + acM] ;] = (g5) o0

Therefore, for each i € [¢],j € {2,..., Smax}, B can simulate Cy; ;. Note that, the elements
B, x;, f; and r; are not properly distributed. Thus, B re-randomizes the ciphertext components
using the algorithm CTRand described below before it sends to A.

Ciphertext Re-randomization Algorithm: The algorithm described below provides properly
distributed ciphertexts even if the randomness used within the ciphertexts inputted into the al-
gorithm are not uniform. The algorithm uses only publicly available information to perform the
re-randomization and hence rectify the distribution of the challenge ciphertext in the reduction.

CTRand((M, p), CT, PK): The algorithm takes input an LSSS access policy (M, p), where
M = (M;)ixsmn = (My,...,M,)" € ngsmax and p : [/] — Uy, a ciphertext CT =
(M, p), Co, {Chi, Cois Ci s

rithm proceeds as follows:

1. Sample
@ 11, ....1) < Zyg,
(b) B = (2/,b),....b, ) e Zm=x",
) xy,...,x, €7y,

() fos s fopm € Zq
2. Compute C}, = Cy - [2] 7
3. Foralli € [{],j €1{2,...,Smax} and k € [n], compute

Ci,i - Cl,’i . [[MZB, + 19;-]]71,
Cy; = Cy - [,

]

Cyijn = Csigi - e([Mi g Jo, Ha(g | e | T9)) - e(rilypiy s]us Ha (G || e [ 7))
Chij = Cuij - IMijfi + Yoy i
where 9} = (0] ,,...,9;,,) and ¥}, = e(ri[oy@]1, Hi(p() || o || Z7)).

» Vi

4. Output the ciphertext CT = ((M, p),Cq, {C{ﬂ-, Cois C§7i7j7k, C;l’i’j}je{g ,,,,, smax}ﬂIv).
1€[f],k€[m]

Guess: If A guesses the challenge bit 5 € {0, 1} correctly, B returns 1; Otherwise B outputs
0. Now, observe that z = —7 - i where [7]r is the DBDH challenge element. If 7 = abc,
then all the secret keys and the challenge ciphertext are distributed properly, in particular, the
challenge ciphertext is an encryption of the message vector vz for 8 <— {0, 1}. Therefore, in
this case, A outputs 5’ = (3 with probability 1/2 + ¢(\) where ¢(\) is the advantage of A in the
static security game of the ABUIPFE scheme. On the other hand, if 7 is a random element of Z,
then the ciphertext element Cj is uniformly random in G, and hence from A’s point of view
there is no information of the challenge bit 5 in the challenge ciphertext. So, the probability
of A outputting 5/ = [ is exactly 1/2. Hence, by the guarantee of DBDH assumption, .A has
a non-negligible advantage against the proposed ABUIPFE scheme in the static security game.
This completes the proof.

B Generic Security of the L-DBDH Assumption

We prove in this section that the L-DBDH assumption is generically secure following the
generic proof template of Boneh, Boyen and Goh [BBGO5].
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Theorem B.1 The L-DBDH assumption holds in the generic bilinear group model.

Proof. We first fix the polynomials P, (), R, f according to the Definition A.4 of [BBGO05]
below:

P = (1757 C, {aﬂijc/ﬂi}ie[L] ) {C : ML/M,GC : ML/M}L,i,e[L],i;AL> = (pi)i>
Q - (17 a, ba {aﬂi}ie[ﬂa {CLC : “L//*Li}L,i,E[L],i#L) = (Qj)jv R= (1)7 f = abc

It is easy to see that there does not exist a set of constants {x; ;, y; ;, 2} C Z, such that
f= Z Tijpiqj + Z Yij%q + =
1] 1,]

Thus, f is independent of (P, (), R) according to the Definition A.4 of [BBGO5]. Forany L € N,
we see that P contains s = 3+2L+2L-(L—1) = 2L+ 3 tuples. The maximum total degrees of
P, Qaredp = 4,dy = 4 and hence d = max(dp+dg, 2dg, dr, ds) = 8. Therefore, by [BBGOS,
Theorem A.5], we have that any generic algorithm breaking the L-DBDH assumption with
advantage 1/2 must take time at least 2(1/q/d — s), where s = 2L* + 3.
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