Distributed Broadcast Encryption from Bilinear Groups

Dimitris Kolonelos'?, Giulio Malavolta**, and Hoeteck Wee>®

'IMDEA Software Institute
2Universidad Politécnica de Madrid
dimitris.kolonelos@imdea.org
3Bocconi University
“Max Planck Institute for Security and Privacy
giulio.malavolta@hotmail.it
SNTT Research
SEcole Normale Supérieure - PSL

wee@di.ens.fr

September 19, 2023

Abstract

Distributed broadcast encryption (DBE) improves on the traditional notion of broadcast encryption
by eliminating the key-escrow problem: In a DBE system, users generate their own secret keys non-
interactively without the help of a trusted party. Then anyone can broadcast a message for a subset .S of
the users, in such a way that the resulting ciphertext size is sublinear in (and, ideally, independent of)
|S]. Unfortunately, the only known constructions of DBE requires heavy cryptographic machinery, such
as general-purpose indistinguishability obfuscation, or come without a security proof.

In this work, we formally show that obfuscation is not necessary for DBE, and we present two
practical DBE schemes from standard assumptions in prime-order bilinear groups. Our constructions are
conceptually simple, satisfy the strong notion of adaptive security, and are concretely efficient. In fact,
their performance, in terms of number of group elements and efficiency of the algorithms, is comparable
with that of traditional (non distributed) broadcast encryption schemes from bilinear groups.
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1 Introduction

In a broadcast encryption (BE) scheme [14] a broadcaster encrypts a message for some subset .S of the users
who are listening on a broadcast channel. Any user that belongs to the set S can recover the message using
their own secret key. The security requirement stipulates that, even if all users not in S collude, they learn
nothing about the broadcasted message.

Broadcast encryption has been an active area of research since their introduction in the 1990s, where a
major goal is to obtain schemes with short parameters, notably ciphertext size that is sublinear in the total
number of users L, so as to minimize bandwidth consumption. In a celebrated work from 2005, Boneh,
Gentry and Waters (BGW) [4] presented a pairing-based broadcast encryption scheme with constant-size



ciphertext (ignoring the contribution from the set S). A series of follow-up works [5, 21, 11] showed
how to achieve constant-size ciphertext under the standard k-Lin assumption, improving upon the g-type
assumption used in BGW, while additionally strengthening the security guarantees from selective to adaptive
security. More recent works [2, 1, 10, 34], improving upon [6, 7], showed how to achieve poly(log L) total
parameter size under stronger, non-falsifiable assumptions.

All of the aforementioned broadcast encryption schemes suffer from the notorious key escrow problem:
the schemes require a central authority holding a master secret key, that generates and distributes keys for
all users of the system. Moreover, the central authority can decrypt any ciphertext ever encrypted using
this master secret key. Another security concern is that the central authority needs to remain online with a
long-term secret key, which constitutes a recurrent single point of failure.

Distributed Broadcast Encryption. To circumvent the key escrow problem [37, 7] introduced the notion
of distributed broadcast encryption (DBE),' where users choose their own public/secret key pairs, and re-
placing the central authority with a bulletin board of user public keys. This not only solves the key escrow
problem, but also captures many applications such as peer-to-peer networks, on-the-fly data sharing, and
group messaging.

Wu, Qin, Zhang and Domingo-Ferrer [37] (henceforth WQZD), present a pairing-based scheme for L
users with a transparent set-up where each user’s public key comprises O(L?) group elements, and the
ciphertext comprises O(1) group elements (more discussion on this in Section 1.2), however without a
security proof. Shortly after, Boneh and Zhandry [7] construct a distributed broadcast encryption scheme
with poly(log L)-sized public keys and ciphertext assuming indistinguishability obfuscation, in a stronger
model with a one-time trusted sampling of a common reference string (CRS). We stress that the trusted setup
only needs to be done once (e.g., with an MPC), that the same CRS can be reused across different systems,
and that there is no need to store any long-term secrets, thereby also circumventing the key escrow problem.
We regard this mostly as a feasibility result, given the state of affairs for obfuscation [26, 27, 8, 35, 20, 9].
In this work, we address the following question:

Can we construct simple and efficient distributed broadcast encryption with small ciphertexts?

In particular, we focus on pairing-based schemes, due to the increasing support (e.g., high-quality implemen-
tations with strong assurance and performance, on-going IETF standardization) and deployment of pairing-
based cryptography.

1.1 Our Results

We construct simple pairing-based distributed broadcast encryption (DBE) schemes where, for a bound of
L users:

* Ciphertexts comprise a constant number of group elements, like in BGW;
* Encryption to a set S only requires retrieving O(|S|) group elements from the bulletin board,;
¢ Users only need to store O(L) group elements for decryption;

* Both encryption and decryption take time linear in |.S|.

'In [37] under the name *Ad Hoc Broadcast Encryption’.



Assumption  |pp|  |usk;| [upk;[ |ct] IBB|  #Updates

Folklore PKE - 1 1 |S] L -
Folklore RBE logL logL 1 S| LlogL log L
Boneh-Zhandry 10 and OWF L 1 1 1 L L
WQZD BDHE L L L? 1 L? L
Scheme 1 BDHE L 1 L 1 L? L
Scheme 1 (Log. Updates) BDHE L 1 L log L L? log L
Scheme 2 k-Lin L? 1 L 1 L? L
Scheme 2 (Log. Updates) k-Lin L? 1 L log L L? log L

Table 1: Comparison with existing DBE schemes. The notation in the table ignores constants and factors
that depend only on the security parameters. |BB| denotes the size of the bulletin board, whereas L denotes
the maximum number of users allowed in the system. Encryption and decryption take time O(|S|) in all
cases. (First two rows are the “naive” constructions with O(L) ciphertext where we encrypt to all public
keys in the set.)

In particular, our schemes achieve similar efficiency as the state-of-the-art vanilla (non-distributed)
pairing-based broadcast encryption schemes (cf. Table 2).

Our schemes rely on standard assumptions in bilinear groups, such as the bilinear Diffie-Hellman Expo-
nent (BDHE) [4], or the k-Lin assumption [3, 24, 31]. Two of our schemes satisfy strong security guarantees,
which ensure that the message is hidden even against an adversary that adaptively corrupts honest users and
can register malformed public keys to the bulletin board. For the case of the BDHE scheme, this is achieved
by a generic transformation that turns any scheme that satisfies a very weak notion of security (that we refer
to as semi-selective) to an adaptively secure scheme, following the approach of [21].

Furthermore, we show how to achieve two strengthenings of DBE inspired by recent works on registration-
based encryption [16, 17, 22, 25, 12]:

* The first is that of dynamic joins, where users can register public keys and join the bulletin board
at any time, and secret keys may require to be updated once a new user joins. We show a generic
transformation (following [16, 22, 25, 12]) where users need to check the bulletin board for updates
at most poly(log L) times throughout the lifetime of the system, while increasing the ciphertext size
by a O(log L) factor.

* The second is that of malicious corruptions, where malicious users can register (possibly-malformed)
keys. We show that as long as public keys pass a simple validity check, then the presence of malicious
users do not comprise correctness or privacy of our schemes.

1.2 Discussion and Related Works

Prior works. Besides “trivial” schemes, where one simply encrypts the message in parallel for all users in
the subsets, the only DBE schemes proposed in the literature are from Wu, Qin, Zhang and Domingo-Ferrer
[37] and Boneh and Zhandry [7]. We present an explicit comparison of known DBE schemes, along with
their underlying assumptions in Table 1. We mention here that the conference version of [37] presents a
construction without a proof of security. On the other hand, the full version [36] presents a different con-
struction, along with a security proof. Unfortunately, we show that their argument is flawed by presenting an



attack against their full-version construction (see Appendix A for details). For completeness, we also pro-
vide a proof (although only for the weaker notion of selective security) for a slight variant of the conference
version [37] in Appendix A.

We shall mention here explicitly that neither work explicitly considered the settings with dynamic joins,
and therefore the resulting schemes also have a linear (in L) number of updates. However, we stress that a
similar transformation as the one that we present in this work can be applied also to their schemes to reduce
the number of updates to log L, while increasing the ciphertext size to log L.

Decentralized broadcast encryption. Phan, Pointcheval, and Strefler [30] put forth the notion of decen-
tralized broadcast encryption, which relies on interactive key generation to solve the key-escrow problem in
broadcast encryption. That is, upon a new user’s arrival, a subset of the users should be online to involve in
an interactive protocol with the new user, in order for the keys of the system—new user’s key and (part of)
the previous ones—to be updated. Furthermore, the ciphertext is not always succinct on the set size, it can
vary from 1 to O(|S|), depending on the structure of S. They provided efficient instantiations based on the
DDH assumption in pairing-free groups.

In contrast, the model of [37, 7] (which is also the one that we adopt in this work) insist on a non-
interactive key generation procedure, apart from a single write access to the public bulletin board and up to
O(log L) reads per user and it is required that the ciphertexts are poly-logarithmic in |.S| for every possible
broadcast-set .S.

Registration-based encryption. Another related (but different) notion is that of registration-based en-
cryption [16]. Also in registration-based encryption (RBE) users sample their own secret keys and there
is no key authority that knows a master secret key. However RBE assumes the existence of a semi-trusted
key curator that aggregates the public keys of the users and generates a short master public key that anyone
can use to encrypt with respect to identities. On the other hand, in DBE there is no key curator, but just an
append-only bulletin board (alternatively, one can think of the key curator as doing nothing). These settings
entail two different technical challenges:

* In RBE, the non-triviality of the scheme comes from the size of the master public key, which is
required to be sublinear, ideally independent, of the number of users. (No requirement on the size of
the ciphertext)

* In DBE, the challenge stems from the size of the ciphertext, which is required to be sublinear, ideally
independent, of the size of the set. (No requirement on the size of the master public key)

Because of the above differences the two primitives are formally incomparable, i.e., RBE does not imply
DBE and vice-versa. We also point out that DBE (and in fact broadcast encryption) does not support the
functionality of encryption “with respect to identity”” as in RBE, which is rather a property of identity-based
broadcast encryption.

Recently Hohenberger et al. introduced the relevant to RBE notion of Registered (ciphertext-policy)
attribute-based encryption [25] and, as Agrawal and Yamada [2] observed, CP-ABE implies broadcast en-
cryption. However, the same comparison with RBE applies; R-ABE’s objective is to have sublinear master
public key, which is orthogonal to sublinear ciphertexts. In fact, their ciphertext is linear in the size of policy,
therefore naively using the R-ABE as an DBE yields O(|S])-sized ciphertexts.



User identifiers. We discuss possible choices for assigning user identifiers to participants. For the static
settings, where all users are fixed at the beginning of the system, one can simply identify users in the set
by their lexicographical ordering. This is what is done in traditional (non-distributed) broadcast encryption
systems. In the dynamic settings, where users can post public keys on the bulletin board at different times,
one can envision different mechanisms. The simplest one is to identify users by their time of arrival: The
bulletin board specifies a counter corresponding to how many users have joined the system so far as well
as the identifiers of all the users who have joined the system so far, in order. When a user joins, it checks
the counter first, increments it by 1 to j and runs keygen with j and submits her public key, upk;, with its
identifier that also gets appended to the bulletin board; the identifier is now associated with index/time j.
When a sender comes along, it looks up the bulletin board to check the identifiers and the corresponding
indices, and uses that to determine a set S C [L]. When we say that our scheme supports poly(log L)
updates, we mean that a decryptor will only need to look up the bulletin board at most poly(log L) times for
public key updates, even if L users join the system.

Common reference string. We point out explicitly that, similarly to recent works on RBE [22] and R-
ABE [25] and R-FE [15], two of our schemes are in the common reference string model, where a reference
string must be sampled in such a way that the underlying trapdoor is kept secret. We argue that this assump-
tion is still substantially better than having a trusted authority distributing secret keys for all parties. This is
because the common reference string is sampled once and for all and there is no long term secret that needs
to be stored. Additionally, availability-wise, no trusted authority must remain online to send secret keys and
no secure communication channels are needed.

One way to sample a common reference string is to have a one-time ceremony, where a group of non-
colluding parties run a multi-party computation protocol to compute the common reference string, each
supplying their own randomness. Furthermore, the common reference string can be reused across differ-
ent instances of the scheme. We also point out that our first scheme has an updatable common reference
string [23] of the form

[a],...,[a"], [oFF2, ... [a?E]

for a secret scalar . This class of common reference strings can be easily updated using the techniques
in [23, 29], where each update can be verified via a simple proof of knowledge of discrete logarithm. This
highly mitigates the trust in the common reference string since anyone can update it and even one honest
update (the underlying update trapdoor is destroyed) suffices.

Efficiency comparison with non-distributed BE. In Table 2 we provide a comparison of our DBE with
traditional BE from bilinear groups. Although we compare primitives with different objectives and
functionalities, our objective is to show the cost of getting rid of the trusted authority in broadcast encryption.
For fairness, we compare with the variant of our schemes in the static settings, i.e., where the set of users is
fixed, which is the same as traditional BE. The conclusion is that in comparison to [4] and [21] we achieve
essentially the same efficiency properties except for a log L overhead on the size of the ciphertext (for the
variant with efficient updates). [33] achieves the best tradeoff between parameters that we do not achieve.
We note that in the case of DBE, due to absence of the trusted authority, we have a quadratic-sized Bulletin
Board.



Assumption Dist.  Security |Enc| |Dec| |ct| |BB| #Updates

BGWOS5 [4] BDHE No  Selective L L 3 - N/A
Scheme la BDHE Yes  Selective L L 3 L? L
GWO09 [21] BDHE No Adaptive L L 6 - N/A
GKWI18 [19] SXDH No Adaptive L L 4 - N/A
Scheme 1b BDHE Yes Adaptive L L 6 L2 L
Scheme 2 SXDH Yes Adaptive L L 4  L? L

Table 2: Comparison with existing BE schemes with O(1)-size ciphertexts from Bilinear Groups. The
notation in the table ignores constants and factors that depend only on the security parameters, except for
|ct| which is concrete in number group elements. |Enc| denotes the overall size of information needed to
encrypt a message (e.g. mpk or crs), and |Dec| the overall size of information to decrypt (e.g. usk; or sk).
|BB| denotes the size of the bulletin board (for DBE), whereas L denotes the maximum number of users
allowed in the system. We omit from the comparison schemes like [33] which achieves O(N'/3) parameters
but not O(1)-size ciphertexts. Recall SXDH = 1-Lin.

1.3 Open Problems

We view our work as opening a promising new line of research in pairing-based broadcast encryption. In
fact there is a number of problems that our work leaves open: For example, we ask what are the opti-
mal parameters for pairing-based DBE, and whether we can achieve similar tradeoffs as for the case of
vanilla broadcast encryption [33]. Furthermore, an outstanding open problem is whether we can construct
distributed broadcast encryption from other assumptions, such as lattice-based computational problems.

2 Technical Overview

2.1 High-level overview

Syntax for distributed broadcast encryption. We begin with the syntax for distributed broadcast en-
cryption in the simplest setting. There are L users in the system and a public parameter pp given to all
users.

» User j given pp, generates a public/private key pair (upkj, usk;) and posts upk; to a public bulletin
board.

* Encryption to a set S takes as input {upkj }jes and a message M and outputs a ciphertext ct.

* Decryption takes as input a set S, a ciphertext ct, the public keys {upkj }jes, and a secret key usk; for
some ¢ € S.

The basic semantic security requirement says that given an encryption ct of M for any set S, along with
{upk;}je(n) and {usk;};¢g, the message M remains hidden. The stronger notion of adaptive security
(where the adversary can choose .S after seeing some of the public keys) can be achieved with a semi-generic
transformation due to [21], which we adapt to the distributed setting. However, to keep things simple, in
this overview we focus on selective security, where the set S is fixed in advance.

Looking ahead, we present two constructions of DBE satisfying these basic requirements, one based on
DBHE and the second based on k-Lin. These two schemes constitute the basic building blocks for our “full



fledged”—enhanced with additional requirements described below—DBE schemes. We defer an overview of
both constructions for now, and proceed instead to describe the additional requirements for DBE and how
we achieve them via a series of generic transformations.

Malicious corruptions. Next, we strengthen our security requirements to allow for malicious corruptions,
where a user j controlled by an adversary may post an arbitrary, malformed upk;f to the bulletin board, as
long as upk; passes some validity check. We have two requirements: first, we want functionality to hold
even amidst malicious corruptions, namely an honest user ¢ should correctly decrypt an honestly generated
encryption for a set S where ¢ € S, even if S contains malformed public keys. Next, we require that
semantic security holds even if all keys outside S (i.e., [L] \ S) are corrupted. We note that, as typically
in Broadcast Encryption, it’s meaningless to assume corruptions inside .S; an adversary controlling a user
inside S can trivially decrypt.

We show that any scheme that is semantically secure without malicious corruptions is also semanti-
cally secure with malicious corruptions. The reduction is fairly straight-forward, crucially relying on the
fact that our syntax for encryption takes as input only the public keys of users in .5, and since we do not
allow malicious corruptions inside .S, malicious coruptions do not affect the distribution of the challenge
ciphertext.

Reducing the number of updates. It is typical in dynamic settings without a private key generator author-
ity that the users have to update their decryption keys. Following similar settings, such as Registration-based
Encryption, we put forward a generic transformation to any DBE scheme that allows users to update their
decryption keys only logarithmic number—in the total number of users, L—times throughout the history of
the system. We defer to section 4.3 for the technical details.

2.2 Scheme from BDHE

We rely on an asymmetric bilinear group (G, G2, G, €) of prime order p where e : G; XxGo — Gp. We use
[']1, []2, [-]7 to denote component-wise exponentiations in respective groups G1, G2, Gr. For this overview
we implicitly assume that all algorithms take the description of the group (together with corresponding
random generators) as input, (p, G1, Go, G, [1]1, [1]2, €).

BGW Broadcast Encryption. Our starting point is the BGW broadcast encryption scheme [4] which we
recap below:

PP = ([O‘]lv ceey [@L]l, [aa, ..., [aL]27 [OzL+2]2, o [aQL]Q)
msk = t, t g Z;
mpk = ([t]1)
ct = ([ st + 0 o) s 11701 | s T
JES

Ski = [tOéL—H_i] 2



Decryption by a user ¢ € S is based on the following equation:

e [st+ )l [

Jjes
Ski
—
—e [5]1, [taL—i-l—i]z [ Z aL—l—l—l—j—i]z [SOZL—I-I]T

JES,jFi

Observe that the secret keys of all users depend on the same secret value: the master secret key ¢. It is worth
noting that this is a technique that is common even among all subsequent broadcast encryption schemes.
The natural question when adapting BGW to the distributed setting is: who chooses ¢?

Our DBE. Our core technique is the following: let ¢ be t = Zie g t; where ; is chosen by the ¢’th user.
This transforms the above decryption equation to:

e <[S > i+, [aLH_i]z) =

1€S

—e [tiaLJrlfi + Z (tjaLJrlfi _’_aL+1+jfi>]1’ [8}2 [SaLJrl]T —
JESJFi
Skiﬂ' Sk7 i
—
—e [tiaLJrlfi]l H [tjaLJrlfi]l '[O[L+1+j*i]1 7 [8]2 [SaL+1]T
JESJFi

Now, as it is evident, the cross-terms tjaL“*i appear in the decryption equation. Therefore, in order to

make decryption possible, it is inevitable that the decryptor ¢ knows these terms.

This affects the efficiency of the scheme (making the user’s necessary information to decrypt linear
in L), but is very convenient for the distributed setting. The intuition is that each user 7 can be attached
to one distinct ¢; that she can sample locally. Then user ¢ publishes the cross-terms of all the other users
sk;; = tialt1=3, except of course for sk; ; = t;aL 1=t which is her secret key. In terms of correctness,
observe that sk; ; is only used in the decryption equation of i, i.e. it never plays the role of a cross-term.
Additionally, publishing sk; ; doesn’t affect security as long as sk; ; remains secret.

To summarize, our DBE is given as follows:

PP = ([a]b ) [aL]l, [04]2, e, [aL]% [OéL+2]2, e [QZL]2)
usk; = [tja" 7], tj s L,
upk; = ([tj]1, [tz - [t T g, [t Ty L at))
ct= [3]17[5(2753'—l—aj)]l,[saL“]T.M 7 s 2
Jes



It is worth noting that in terms of efficiency the public parameters and the ciphertext remain unaffected.
Futhermore, from the point of view of the encryptor the (asymptotic) storage overhead is the same as BGW:
In BGW (translated to asymmetric groups) an encryptor needs pp = ({[o']1 }ie(r)s { (]2 }icrp {r+13) and
[t]1 while in our case the same pp and [t1]1, .. ., [tL]1, therefore both are O(L).

Security Proof Sketch. The decision Blinear Diffie-Hellman Exponent assumption [4] says that [sa” 1]
is pseudorandom given ({[o']1 }ier), {[e']2}icrp fr+13) := pp and [s]1 := cty. The security reduction for
selective security given S* proceeds as follows:

* forall j ¢ S*, reduction samples ¢; “in the clear”;
* for all j € S*, reduction samples fj and implicitly sets ¢; := th — o,
Now, observe that
ct= | [s1, [s > &, [sa* o - M
jes
the reduction can simulate:
* the public parameters using the input of the assumption;
« the challenge ct given [s] and the target of the assumption.
e terms [t;al ™17, j ¢ S* and any i, we can simulate using ¢;
e terms [t;al ™17y, j € S*,i # j: we can simulate using ¢; and [aF 1],
e terms [tjalT177]y, j € S*: appear only in skj, which the adversary is not allowed to query

Interestingly, our modification described above allows us to prove our DBE scheme semi-statically se-
cure, something that is not possible for BGW. Semi-static security is a strengthening of static security in the
sense that the adversary still outputs the target set S* a-priori but at the challenge stage is allowed to ask a
ciphertext for any subset S** C S*. This security notion is interesting since Gentry and Waters showed a
generic transformation (in the Random Oracle model) from a semi-statically secure scheme to fully adap-
tive [21]. We adapt this transformation in the distributed broadcast encryption setting in section 4.2.

2.3 Scheme from k-Lin

Our k-Lin Distributed Broadcast Encryption conceptually follows the framework of Gay et al. [19] that
construct (plain) Broadcast Encryption from k-Lin. The [19] scheme itself conceptually holds similarities
with the Broadcast Encryption scheme of Gentry and Waters (GW) [21]. In order to ease the presentation,
first we give some context to the reader on the GW construction.



GW Broadcast Encryption. The GW scheme works as follows:

pp = ([wilt,...,[wrh),wi < Z,
msk = ([Oz]z,[wl]g,...,[wﬂz),a 3 Z;;
mpk = [a]p

ct = |[sh,[s> wli,[salp- M | s« Z}

jes
ski = ([ +wirila, [ril2, {[riwslo}jermngy) i < 2y
Decryption uses the fact that if ¢ € S, then:
ski sk,

——
e | [shu|la+rawila|- [ |lrawle

—
=€
JESJF1

[s > wil, [Tz‘b) [salr

1€S

GKW Broadcast Encryption. The observation of Gay et al. [19] is that one can ’push’ sk; ; to the param-
eters (sampling a-priori all r;’s). This makes the public parameters quadratic, but achieves constant-sized
decryption keys. This gives us:

pp = ({[wi]l}ie[ma {[Tib}ie[L]a {[Tiwj]Q}i,je[L],i;éj) , Wi, Tq £ Z;
msk = ([a]g,[wl]g,...,[wL]Q,rl,...,rL)
mpk = [a]r
ct = |[sh,[s> wjl[salr- M | s« Z;
jES
ski = [a+wirs

Looking ahead, GKW (almost) generically transforms the scheme to the k-Lin setting to achieve adap-
tive security (without the use of random oracles). For presentational purposes we postpone this to the end
of the section and continue with the traditional setting, stated above.

Towards our DBE. In the distributed case we crucially rely on the fact that sk; ;’s can be "pushed’ to the
public parameters, since there is no private key generator authority to sample r; on-the-fly to extract the
decryption key of the user 1.

However, we’re not done, there still remains the natural question: who samples «, or in more general,
how are the secret keys sk; formed so that they do not depend on a (universal) master secret key? We resolve
this as follows: As in our previous DBE scheme, user ¢ samples a fresh ¢; <— Z;,. Then, we replace w; in ct
with ¢; + wj, which yields

ct = | [sh[s Yt +wj)h, [salr - M
jeSs

10



Doing the same with sk; and the corresponding entries of the public parameters (the GW parts of sk; that
were “pushed’ to the pp) yields:

sk; = o + (w; + t)7i]
pp® = {[(t; + wj)ril2}; jernyivg

This leads us naturally to the following DBE scheme:

pp = ([odr, {{wili bie), {[ril2bicrny, {lo + riwila bicrny, {lriwsl2 i jern)izs)
USkj = [tj’l“j]g, t]' — Z;
upk; = ([t;]1, [tjre, - [Grj—1les [trjvale, - [tre)2)
ct = |[sh,[sD (t +wj),[selr- M| s Z7
JES

Regarding efficiency, the above Distributed Broadcast Encryption Scheme preserves the decryption and
encryption key sizes, O(L), of the GW scheme, but at the cost of having quadratic public parameters instead
of linear.

Security Intuition. To gain some intuition about security, consider an adversary that tries to recover [sa]r
by computing e([s >, g(t; + w;j)]1, [ri]2) and e([s], [a + w;r;]). Then notice that:

« if i ¢ S, it can’t cancel out [sw;r;]7.

« if ¢ € S, it can’t cancel out [st;r;]7 without usk;, which of course is not allowed to query in the
security game of a (distributed) broadcast encryption (otherwise it trivially recovers the message).

Final Scheme from k-Lin. To obtain a scheme under k-Lin following [11, 19], we sample A < ZISX (k+1)

and make the following substitutions:

srstA ez o ke ZE,
(k+1)xk
q )

tj — Tj S ng+1)><k,

[wjl1, ()7 — [AW;]1, [Ak]r

ijWjEZ

We defer further details to Section 6.

3 Preliminaries

Notation We write \ for the security parameter. By [N] we denote the set of integers {1,..., N} and,
more generally, by [A, B] the set {A,...,B} forany A,B € Z,A < B. With z <3 X we denote
the procedure of z being uniformly sampled from a finite set X. Throughout our work “PPT” stands for
probabilistic polynomial-time algorithm.

11



3.1 Bilinear Groups

A generator BG takes as input a security parameter 1* and outputs a description G := (p, G1, Ga, G, g1, go, €),
where p is a prime of O(\) bits, G1, Gy and G are cyclic groups of order p, and e : G; X Gy — Grisa
non-degenerate bilinear map. We require that the group operations in G1, G2, G7 and the bilinear map e are
computable in deterministic polynomial time in \. Let g1 € Gq, g2 € G2 and g7 = (g1, g2) € G be the
respective generators. We employ the implicit representation of group elements: for a matrix M over Z,,
we define [M]; := gM, [M]y := ¢M [M]7 := ¢}, where exponentiation is carried out component-wise.
We denote [A]; - [B]s = [A + B, for s = 0,1, T. We further define, for any A € Z3*™ and B € Z;,xs,

e([A]1, [Blz) := [AB]r € G**.

We recall two standard assumptions over Bilinear Groups, that we will use in the following sections. First,
the (decision) Bilinear Diffie-Hellman Exponent assumption introduced by Boneh et. al. [4].

Assumption 3.1 (Decision BDHE assumption). Let BG be a bilinear group generator, bg := (p, G1, G,
Gr, [1]1, [1]2, €) +¢ BG(1*), a, s ¢+ Z;, and define

b= <{[O‘jh}je[q] Al jepq g [5]1)
and T <—g Gr. Then for any PPT adversary A and any positive integer q:
Adv%BgB;:'E()\) = ‘PI‘[.A (bg,D, [saq+1]T) =1] — Pr[A(bg,D,T) = 1” = negl(\)
where the above probabilities are taken over the choices of bg, a, s and T'.

We also recall the k-Lin assumption [3, 24, 31] which belongs to the more general family of Matrix
Diffie-Hellman Assumptions [13]. Define the distribution £ outputting a matrix A € ZI(,]CH)Xk as:

aj 0 “. 0
0 az ... 0
A=1: oo
0 0 ... ag
1 1 ... 1
where a1, ..., ay g Zjp. The k-Lin assumption is stated below.

Assumption 3.2 (k-Lin assumption). Let BG be a bilinear group generator, bg := (p, G1, Go, G, [1]1,
[1)2, €) <s BG(1%), k any positive integer, v +g ZE, u <—g Z];H and A <—g Ly, Then for any PPT
adversary A:

Adv@'gLfZ,A(/\) := |Pr[A (bg, [A]s, [AV]s) = 1] — Pr[A(bg, [A]s, [u]s) = 1]| = negl(})
where the above probabilities are taken over the choices of bg, A, v, u.

We note that if s = 1 we have the k-Lin assumption for group 1 and similarly s = 2 for Go.

12



4 Definitions

We consider a model where the system is initialized with some public parameters, given an upper bound on
the number of users, L. Users are indexed by a unique identifier j € [L] which can be, e.g., their time of
arrival. Upon each user joining the system, they append their public key on a bulletin board that we assume
all users in the system have access to. Importantly, the bulletin board is append-only, and we implicitly
assume that all parties involved scrutinize that the public keys of the other parties are well-formed. If not,
the public key is simply discarded. By looking at the public parameters and at the users public keys, it is then
possible to encrypt a message for a subset S C [L] of the public keys. What makes the scheme non-trivial
is the fact that the size of the ciphertext must be sublinear (and ideally independent) of the size of S.

4.1 Distributed Broadcast Encryption

We present the formal definitions in the following. The syntax is canonical for broadcast encryption, except
that each user samples locally a key pair (usk, upk) and, consequently, the encryption and decryption will
take as input the public keys corresponding to the users in the set S. For starters, we define a minimal notion
of security, where the adversary is allowed to choose a set S* for the challenge ciphertext at the beginning
of the experiment, but it is otherwise not allowed to corrupt honest users. Later in this Section, we will show
how to generically lift this definition to the more challenging settings with adaptive corruptions.

To prevent the adversary from registering public keys that would sabotage the decryption of honest
users, we define a validity-check predicate that ensures that the keys are well-formed. Then the correctness
guarantee is that, if the check succeeds, then correctness must hold unconditionally.

Definition 4.1 (Distributed Broadcast Encryption). Let X be a security parameter and let Ml = {M, } xen be
the message space. A distributed broadcast encryption scheme with message space M is a tuple of efficient
algorithms Tpge = (Setup, KeyGen, Enc, Dec) with the following properties:

o Setup(1*,1%) — pp: On input the security parameter \ and the number of slots L, the setup algo-
rithm returns some public parameters pp.

* KeyGen(pp,j) — (uskj,upk;): On input the public parameters and a slot index j € [L], the key
generation algorithm generates a secret key usk; and a public key upk; for the j-th slot.

* Enc(pp, {upk;}jes, S, M) — ct: On input the public parameters pp, the public keys {upk;}jes, a
subset S C [L], and a message M € M, the encryption algorithm returns a ciphertext ct.

* Dec(pp, {upk, }jes; uski, ct, S, i) — M: Oninput the public parameters pp, the public keys {upk;} jes,
a secret key usk; a ciphertext ct, a subset S, and an index i, the decryption algorithm returns a mes-
sage M.

Moreover, the algorithms must satisfy the following properties.

s Correctness: Forall \ € N, L € N, j € [L], all pp in the support of Setup(1*, 1), all (usk;, upk;)
in the support of KeyGen(pp, i), all {upk;};x; such that isValid(pp, upk;,j) = 1, all M € M, all
S C [L] such that i € S, it holds that

Pr [Dec(pp, {upk; }jes, usk;, ct, S,i) = M : Enc(pp, {upk;}jes, S, M)] =1.
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* Verifiable Keys: There exists an efficient algorithm isValid such that forall A € N, L € N, j € [L],
all pp in the support of Setup(1*, 1Y), it holds that

(-,upk;) € KeyGen(pp,j) = isValid(pp, upk},j) =1

* (Selective) Security: Define the following experiment between an adversary A and a challenger,
parameterized by a bit b.

— Setup Phase: The adversary A sends a set S* C [L] to the challenger, who samples pp <
Setup(1*, 11) and gives pp to A.

— Key Generation Phase: For all j € S*, the challenger samples a key pair (usk;, upk;) <
KeyGen(pp, j) and sends {upk;}jes~ to A.

— Challenge Phase: The adversary sends a pair of messages Mg, M{ € M. The challenger
computes
ct” < Enc(pp, {upk;}jes+, 5", My)

and sends it over to A.

— Output Phase: At the end of the experiment, algorithm A outputs a bit b’ € {0, 1}, which is the
output of the experiment.

We say that a distributed broadcast encryption scheme 114rgE is selectively secure if for all polynomi-
als L = L(\) and all efficient adversaries A, there exists a negligible function negl such that for all
AeN:

Pr[b=10] - ;‘ = negl(A).

4.2 Semi-Selective to Adaptive

In the following we show a series of transformation that allow us to compile a scheme that satisfies a weak
notion of security into one that satisfies adaptive security. We proceed in three steps:

* First, we define a stronger notion of selective security, called semi-selective security.

* Second, we show how the transformation described in [21] allows us to build a scheme with adaptive
security, albeit only for honestly generated keys.

* Third we show how to handle maliciously generated keys.

Let us first define the notion of semi-selective security. The experiment is unchanged, except that the adver-
sary in the challenge phase can specify any S** C S* and the challenge ciphertext is defined as

ct® < Enc(pp, {upk; }jes, ™, My).

From Semi-Selective to Passive-Adaptive. Before showing the generic transformation, we provide the
formal definition of passive-adaptive security below.

Definition 4.2 (Passive-Adaptive Security). Define the following experiment between an adversary A and
a challenger, parameterized by a bit b.
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* Setup Phase: The challenger samples pp < Setup(1*, 1Y) and gives pp to A.
* Key Query Phase: The adversary A is provided with access to the following oracles.

— Key Generation Oracle: On input an index j € [L], check if this index was queried before to
this oracle, and return L if this is the case. Otherwise, sample (usk;, upk;) < KeyGen(pp,j)
and sent upk; to A.

— Key Corrupt Oracle: On input an index j € [L], check if upk; was sampled in the key gener-
ation oracle and return the corresponding usk; to A. In this case, we refer to the index j as
“corrupted”. Otherwise, return L.

* Challenge Phase: The adversary sends a pair of messages Mg, M| € M and a set S*. If there exists
some index j € S* such that j was corrupted, then the challenger aborts the experiment. Otherwise

it computes
ct* < Enc(pp, {upkj}jes* , 8%, My)

and sends it over to A.

* Qutput Phase: At the end of the experiment, algorithm A outputs a bit b € {0, 1}, which is the output
of the experiment.

We say that a distributed broadcast encryption scheme 114rgg is passive-adaptively secure if for all poly-
nomials L = L(\) and all efficient adversaries A, there exists a negligible function negl such that for all
AeN:

Pr[b=10] - ;' = negl(A).

We are now ready to state the intermediate result, which follows immediately by a transformation
from [21]. Although this transformation was originally presented in the context of (non-distributed) broad-
cast encryption, we observe that the same proof strategy works here.

Lemma 4.3 (Semi-Selective to Passive-Adaptive). Let IIpgg be a semi-selectively secure distributed broad-
cast encryption scheme. Then there exists a scheme Iy g¢ that is passive-adaptively secure.

Proof Sketch. The transformation is identical to [21] and we sketch it here only for completeness.
* Setup: Run the setup of the original scheme except that we double the number of users 2L.
* Key Generation: On input an index j € [L], the user generates two keys
(uska;, upky;) <= KeyGen(pp, 2j) and (uskg;—1, upky;_1) < KeyGen(pp,2j — 1)
then it flips a coin and throws away one of the two secret keys.
* Encryption: For all j € S, sample a random bit ¢;, then define two sets
So ={2j —tj}jes and S1 = {2j — (1 — t;) }jes-
Encrypt the message M/ with respect to both .Sy and S; and attach {t;} jes to the ciphertext.

* Decryption: Decrypt one of the two ciphertexts, depending on which secret key was kept.
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Remark 4.4. Observe that the compiled scheme has public parameters and ciphertext doubled, when com-
pared to the original scheme. Furthermore, the ciphertext is augmented with a string of |S| bits. As already
observed in [21], this can be reduced to X\ bits in the random oracle model.

Next, we show that the scheme is passive-adaptively secure. The proof proceeds in two steps, first we
switch the encryption of under the set Sy to encrypt a random message and then the encryption under .S;.
Since the argument is identical, we only outline the reduction for the first case.

+ Sample a random string T' = (t1,...,t1) < {0,1}%. Set S* = {2j — tj}jerr) as the initial set for
the semi-selective security.

* Receive pp from the challenger, along with the keys {upk} }je s
* Activate the passive-adaptive adversary on input pp.
* Answer the queries of the adversary on index j as follows:
— Key Generation Oracle: On input an index j, set ukaj_tj = upk;f and sample upk2j_(1_tj) with
the knowledge of the secret key.
— Key Corrupt Oracle: On input an index j, check if a key was created for this index and return
usky;_(1-,) in case.

* In the challenge phase, the adaptive adversary specifies a set S** C [L], which must be a subset of the
S* and furthermore must not include any corrupted index. The reduction sets Set Sy = {2 — t; };cg5+
and send Sy to the challenger, who responds with ct*. Then it samples the other ciphertext honestly
for the set S1 = {2i — (1 — ;) }ies++ and sends both to the adversary.

* In the output phase, return whatever the adversary returns.

Observe that the reduction perfectly simulates the view of the adversary and therefore they have the same
advantage. O

From Passive to Active Security. Next, we show that any scheme that satisfies passive-adaptive security
also satisfies active-adaptive security, which we define below. The difference with respect to the previous
notion, is that we now allow the adversary to register malicious keys, captured by an additional “Malicious
Corrupt Oracle”.

Definition 4.5 (Active-Adaptive Security). Define the following experiment between an adversary A and a
challenger, parameterized by a bit b.

* Setup Phase: The challenger samples pp < Setup(1*, 1%) and gives pp to A.
* Key Query Phase: The adversary A is provided with access to the following oracles.

— Key Generation Oracle: On input an index j € [L], check if this index was queried before to
this oracle or to the malicious corrupt oracle, and return L if this is the case. Otherwise sample
(usk;, upk;) < KeyGen(pp, j) and send upk; to A.

— Key Corrupt Oracle: On input an index j € [L], check if upk; was sampled in the key gener-
ation oracle and return the corresponding usk; to A. In this case, we refer to the index j as
“corrupted”. Otherwise, return 1.
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— Malicious Corrupt Oracle: On input (j,upk;) check if this index j € [L] was queried before to
this oracle or to the key generation oracle, and return L if this is the case. Otherwise Store upk;
and label the index j as “corrupted”.

* Challenge Phase: The adversary sends a pair of messages M, M| € M and a set S*. If there exists
some index j € S* such that j was corrupted, then the challenger aborts the experiment. Otherwise
it computes

ct® < Enc(pp, {upk; }jes+, 5™, My)

and sends it over to A.

* Qutput Phase: At the end of the experiment, algorithm A outputs a bit b € {0, 1}, which is the output
of the experiment.

We say that a distributed broadcast encryption scheme Ilyrgg is adaptively secure if for all polynomials
L = L(\) and all efficient adversaries A, there exists a negligible function negl such that for all \ € N:

Pr[b=10] - ;' = negl(\).

We now show that any scheme that is passive-adaptively secure is also active-adaptively secure. The
intuition here is that the challenge ciphertext cannot depend on public keys for which the attacker knows
the secret (since otherwise the scheme would be trivially broken), so the queries to the malicious-corrupt
oracles have no effect on the distribution of the challenge ciphertext.

Lemma 4.6 (Passive-Adaptive to Active-Adaptive). Let IIyrge be a passive-adaptively secure distributed
broadcast encryption scheme. Then Il4rge is also active-adaptively secure.

Proof Sketch. The reduction only forwards the messages of the adversary to the challenger, except for the
queries to the malicious corrupt oracle, which the reduction simply discards. Since the challenge ciphertext
is computed as

ct® < Enc(pp, {upk;}jes, 5™, My).

and the set S* does not contain any corrupted index, the distribution simulated by the reduction is identical
to the view that the adversary is expecting. Thus any advantage of the active-adaptive adversary immediately
carries over to the (passive-adaptive) reduction. O

4.3 Logarithmic Updates

One drawback of the current syntax for distributed broadcast encryption is that the decrypter has to con-
stantly check the public bulletin board for public keys, since every time a new user joins a new public key is
added to the system. It is desirable to minimize the number of updates that each user must receive, without
affecting the functionality. More precisely, in the current model, all users need to know {upk; : i € [S]}
in order to decrypt a ciphertext encrypted with respect to S. In the following we show that we can get
away with checking the bulletin board log L times, with a modest increase in ciphertext size. Before dis-
cussing how to turn a scheme into one with logarithmic updates, let us make the notion of update somewhat
more formal: We now define the notion of U-updates and we say that a scheme has logarithmic updates if
U = O(log L). The following definition implicitly assumes that users are indexed by their time of arrival.
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Definition 4.7 (U-updates). A DBE scheme with parameter L has U-updates if, for all i € [L] there exists

a series of subsets
Sy C---C Sy C[L]

such that for any T € [L] and for any S* C [T'] it holds that
Pr [Dec(pp, {upk; }jes;, usk;, ct, S*,i) = M : Enc(pp, {upk;}jes, 5%, M) = ct] =1.

where i is the largest index such that |S;| < T.

The Transformation. In the following we describe a simple transformation that achieves exactly this.
This transformation has been used many times in the literature [16, 22, 25, 12] and we report it here for
completeness. For convenience, we are going to assume that the total number of users in the system is

L=1+2+4+---+2°
which is without loss of generality, since we can always pad the number of users to that L is of this form.
Let us describe the algorithms of the scheme.
* Setup: Sample the public parameter pp for a distributed broadcast encryption scheme with parameter

L, and initialize k = £ 4- 1 “master public keys” {mpk; = 0} ,cf41]-

» Key Generation: When the user indexed by j joins the system, it runs the key generation algorithm
KeyGen(pp, j) as prescribed by the scheme.

» Update: Upon each user joining the system, we will assign a &k such that their public key is added to
mpk;. Let & be the smallest integer such that mpk;, = (), the update algorithm proceeds as follows:

— If k = 1, then we are simply going to assign mpk; = {upk;}.

— Else, we are going to set
mpk;, = mpk;_; U - Umpk; U {upk,}
and reset mpk;,_; = --- = mpk; = 0.

Note that, by construction, the cardinality of mpk, is either 0 or 2*~1. Therefore, each user will only
have to keep track of the master public key he currently resides into, along with its secret key.

* Encryption: Let S be the encryption subset and let us define { Sy = m‘ke[brl]- For each j € S, based
on the current number of users, we can derive the master public key where upk; currently resides,
which we denote by mpkkj. We then add S, U {j}. The encrypter computes £ + 1 ciphertexts as

{Ctk — Enc(pp, {upkj}j65k7 Sk: M)}ke[@Jrl] .

* Decryption: The j-th user decrypts the ciphertext corresponding to the mpk;, where their key currently
resides.

It is important to observe that each user only has to keep track of the keys inside of her master public key
(i.e., the bundle), so it will only have to update their keys whenever the public key is moved up to the
next bundle. Since there are at most ¢ + 1 ~ log(L) bundles, it follows that each user receives at most
logarithmically many updates throughout the lifetime of the system.

As for the correctness of the scheme, it suffices to observe that, by construction S = S1U---U Sy and
therefore correctness follow from the correctness of the underlying distributed broadcast encryption scheme.
Security also follows from a standard hybrid argument.
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5 Distributed Broadcast Encryption from decision Bilinear Diffie-Hellman
Exponent

In this section we present our first Distributed Broadcast Encryption scheme from the decision Bilinear
Diffie-Hellman Exponent assumption. For a more intuitive overview we refer to section 2.2.

5.1 Our Distributed Broadcast Encryption scheme

Below we describe our Distributed Broadcast Encryption scheme IIpge ;.

* Setup(1*,1%): On input the security parameter \ and the number of slots L, generate a bilinear group
bg := (p,G1,Ga, G, [1]1,[1]2, €) + BG(1*), sample o <—g Z, and output the public parameters as:

L] L} L+2]2’ . [a2L]2)

pp = (bgv [a]l""’[a 1,[0&]2,...,[0[ 2,[0&

We denote pp := (ppy, PPy, - - - ; PP3,) (defining ppyy, 41 = [0]2).

+ KeyGen(pp, j): on input the public parameters pp := (bg, {[aj]l}je[L] , {[aj]g}j€[2L]7#L+1) and
aslot j , sample the secret x; <—g Z,, and output:
e

usk; = [t; ]2

upkj = ([tj]h [tjoz]g, ceey [thzLJrlijil]Q, [thzLJrlijJrl]Q, ce [tjaL}Q)

* Enc(pp, {upk;}jes, S, M): oninput the public parameters pp := (bg7 {[aj]l}jE[L] , {[O‘j]z}je[zL},j;ﬁLH)’
te[L)eL+1—; for each
7 = e ([sal1, [a¥]>) and output:

a set S C [L], the corresponding users’ public keys upk; := ([ti]1, [tj0’]2)

j € S and a message M € Gy, sample s <—g Z*, compute [sa’*1]

ct= | [s],[s > _(t; + o), [sa" - M
jes

where [s Y (t; + )]y is computed as [ ;cq([st;]1 - [@/]1) using upk; and pp.

* Dec(pp, {upk, }jes, usk;, ct, S,i) — M: on input the public parameters pp := (bg, {[aj]l}je[L] ,
{[aj]Q}jepL],j;éLH)’ aset S C [L], the corresponding users’ public keys upk; := ([t;]1, [tjaf]g)ee[LM#LHij

L+1—i]

for each j € S, a slot index i € S, the user’s corresponding secret key usk; := [t;« 2 and a

ciphertext ct = (cty, ctg, ct3) output:

M =cty-e (Ct2_17 PP2L+1—Z‘) -e | cty, usk; - H (Upkj,L+1—i : PP2L+1+;‘—¢)

JES.j#i
where ppyy 4 1_; = [~ 17y, usk; = [tia" Ty, upk; g o= (a1
[aL+1+j—i]

2> PP2r414j—i =
2
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Remark 5.1 (Storage requirements for the encryptor and decryptor). Syntactically speaking, in DBE to be
able to encrypt and decrypt with respect to any arbitrary set S C [L] one needs to store all public keys
{upk; }jerr), of size O(L?) in the above scheme. However, concretely in our scheme it suffices to have linear
size of information from {upk; } je(r):

Encryptor: [t1]1, ..., [tr]h

L+1+1—i] L+2] ’ [tLOéL+1+L_i]2.

Decryptor i: [tloz Dyenny [tiflaL]Q, [tiJrla 2y e

To ease the presentation of the definition of DBE we do not formalize this aspect of our concrete scheme,
letting {upkj }jes to be the inputs of Enc and Dec in the formal description of the construction.

5.2 Correctness

As noted in the definition of DBE correctness, in section 4.1, to prove correctness we first need to prove
that there exists an isValid algorithm. We prove existence of such an algorithm for our scheme above by
concretely constructing it.

Verifiable Keys. We define isValid(pp, upkj, j) as follows:
» Parse upk;k» = (upk}io7 . Upk;,L+1—j—17 upk;’LH_jH, e upk;,L).

* Then if the following holds output 1.

*

€ (Upkj,o, [QL]2) =e€ ([aL_l]h Upk§,1) =...=¢€ ([Oéj]l, Upk}k*,LJrl—j—l) =
= e ([04‘7_2}1, upk;’,L—&—l—j—&-l) =...=¢€ ([1]1, Upk;L)
otherwise output 0.

Since upk} ;, € G2 (upkj € Gq resp.) and Gg (G resp.) has prime order, p, there exist uy € Zj such that
upk’ , = [ug]2 forall k € [L] (upkj o = [uo]1 resp.). From this and the above paring checks we get that:

[anL]T = [ulaLil]T =...= [Uj_laj]T = [uj+1aj72]T =...= [uL]T
Which gives us that:

L—j+2]

upk’ = ([uo]1, [uoa, . . ., [uoa™ ]2, [upa 2. [uga o) -

%) =1 'then upkj is in the support of KeyGen: (-, upkj) < KeyGen(pp, j)
for t; := ug € Z; and usk; = [ugaXt177],.

Therefore if isValid(pp, upk

Correctness Let arbitrary A\ € N, L € N, pp := (bg, {[aj]l}je[L], {[ajb}jeDL],jyéL—i-l) for some
o € 7% uski = [talt11,, upk; = ([tih[tiak]Q)ke[L],kyﬁL-H—i for some t; € Z, upk; such that
isValid(pp, upk;,j) = 1 and for all j € [L]. Furthermore, let S C [L] such thati € S and M € M. Then
Enc(pp, {upk;}jes, S, M) gives:

ct = | [sh,ls 3.t + a9, [sa** g - M
jES
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and Dec(pp{upk;}jes, usk;, ct, S, i) gives:

—1
M =ct3-e (Ctz aPP2L+17¢) we | cty, usk; - H (uPK; r41—i - PP2L414j—i)
JES,j#i

= ct3 - e (cta, [—al T T,) -

e | ety [tiOéL—H_i]z . [ Z (tjaL-i-l—i + OéL-‘rl-‘rj—i)]2 _
JES,jFi

= M- [sa"* e | [s Z(tj + o), [—al T,

jeSs
e [8]1 [ L+1— z+ Z L+1 i N+1+j—i)]2 _
JESJFi
=M - [sa™ M- [s > (t; +of) (=" )
jes
[ ( L+1— z+ Z L+1 z+aN+1+] Z))]T:

JES,j#i

=M - [salT! — SZ(théL+1_i ol sty

jeS
JES.JFi

[ L+1 CML+1}T _

M-
M - [ty
=M

In the above equations we used the fact that since isValid(pp, upk;, j ) = 1 the key upk; is in the support of
KeyGen (for some ¢;).

5.3 Security

For the security of our scheme we rely on the (decisional) Bilinear Diffie Hellman Exponent assumption [4]
(see section 3.1).

We prove our scheme semi-selectively secure (see section 4.2). Looking ahead, we can transform our
semi-selective DBE scheme to a fully adaptive using the generic transformation of 4.2 (which extends the
standard transformation of Gentry and Waters [21] to the distributed setting).

A more intuitive description of the security proof can be found in section 2.2. Below we formally state
our main security theorem together with its proof.

Theorem 5.2. If the decisional Bilinear Diffie-Hellman Exponent assumption holds, then 11pgg 1 is a semi-
selectively secure Distributed Broadcast Encryption scheme. More specifically for every PPT adversary A
against the semi-selective security of the above DBE construction, IIpgg 1, there exists a PPT adversary B
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against the decisional Bilinear Diffie-Hellman Exponent assumption such that:
IpgE, dBDHE
AdVL,DjE "(A) < Advig s(N).

Proof. Assume a PPT adversary .A that wins the semi-selective security of the above Distributed Broadcast
Encryption scheme with a non-negligible probability e > 1/ poly()). Moreover let B be an adversary to
the dBHE assumption. B plays the role of the challenger in the DBE semi-selective security game with .4
in order to win the game of the assumption (parametrized by ¢ = L).

B takes as input bg, {[aj]l}je[L]’ {[aj]Q}je[QL} it [s]1 and T. The adversary A sends to B the

target set S* and then B responds with pp = (bg, {la?]: }j el {lo? ]Q}j 2L AL +1), which is identically
distributed to an honestly generated pp.

Key Generation Phase: Recall that in our security definition (Definition 4.1) we are only concerned
about keys for j € S*, thus it is sufficient for B to simulate those keys. For each j € 5%, B samples
fj <3 Z,, and implicitly sets ¢; = fj — oJ (without knowing «). That is, using the assumption’s inputs [a/];
and {[aj]2}jefar) 4141, it computes:

upk; = ([fj — o]y, {[tja’ — aHj]?}Ze[LM#L“*j) .
([~ 11, (16— Dalebeeimesnnns) =
= (1 {0l beetpppas)

and sends upk; to A. Since fj is uniformly random so is t; := fj — o, therefore upk; is identically
distributed to an honestly generated one.

Challenge phase: A sends M}, M; € G and a new target set S** C S*. 3 samples a bit b <—g {0, 1}
and sets

ct* = [sh,[s > Ll T- M

jGS**

using the assumption’s input and the previously sampled th ’s. Note that since S** C S* all the corresponding
upk; are simulated by B. Thus [s > g.. il = [s Y jes(tj + a’)]; which means that ct* is identically
distributed to an honestly generated ciphertext. Finally, 15 sends ct* to \A.

At the end A sends her guess b'.

Note that if 7 = [sa*!]7 then the ciphertext ct* is perfectly indistinguishable from a real one so
Pr[b = b'] = €. On the other hand if T is uniformly random then the ciphertext leaks nothing about Mp, so
Pr[b = V'] = 1/2. It follows directly that 3 has advantage e in distinguishing between 7' = [sa*!]7 and a
random 7'. In conclusion:

AQVERLE() = o
which contradicts the dBDHE assumption. 0

After that, from lemmata 4.3 and 4.6 of section 4.2 we get a distributed broadcast encryption construction
with adaptive security. We summarize this result in corollary 5.3 stated below:

Corollary 5.3. Let HBBEJ be the Distributed Broadcast Encryption (DBE) scheme after applying the trans-
formation of lemma 4.3 to the llpgg,1 DBE scheme described above. Then HBBEJ is an adaptively secure
DBE scheme in the random oracle model, assuming that the decisional Bilinear Diffie-Hellman Exponent
assumption holds.
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Remark 5.4. As stated in Remark 4.4 we can instead achieve an adaptively secure DBE in the standard
model, at the cost of an |S|-bit overhead on the size of the ciphertext.

5.4 Efficiency

Here we describe the efficiency and the possible trade-offs of our scheme after the transformations of sec-
tion 4.2 (Lemma 4.3) to achieve adaptive security. Also we assume a random oracle is used to output the
S-sized bit-string and is given in the ciphertext.

The public parameters consist of 2L G; and 4L Gy-elements: |pp| = O(L). The secret key of a user is 2
Ga-element: |usk;| = O(1). The public key of each user is 2 G and 2(L —2) Ga-elements: |upk;| = O(L).
The ciphertext size is 4 G; and 2 Gp-elements, independently of the size of the set of users S that encrypts
the message for: |ct| = O(1). Finally both Enc and Dec run in time O(|S|).

The overall information that has to be stored in the bulletin board has size O(L?), dominated by the L
public keys {usk; } j¢(r) each of size O(L). The storage overhead of an encryptor and any decryptor i € [L]
is O(L) (see remark 5.1).

Concretely: |pp| = 6L - |G1], |usk;| = 2-|Ga/, lupk;| = 2-|G1[+ (2L —2) - |Gal, [ct| = 4]|G1| +2|Gr|,
|Encryptor| = 2L|G4|, |[Decryptor| = (2L — 2)|G2|, |BB| = 2L|G1| + L(2L — 2)|Ga].

Logarithmic Updates. As discussed in section 4.3, without further care, each decryptor needs to update
her view after each new public key is entering the system, which trivially results in O(L) updates. In
order to reduce the maximum necessary number of these updates to O(log L) we need to apply a standard
transformation [16], which gives an O(log L) overhead to the size of the ciphertext.

Concretely: |ct| = 4log L|G1|+2log L|Gr|, |Decryptor| € {0,2,6,...,2-28 —2 ... 2L/2 —2}|G,|
(worst case (L — 2)|Gz|) and the rest of the values remain as above.

Square-root trade-off. Another, standard in Broadcast Encryption, transformation [4, 18] that provides
a trade-off between ciphertext size and storage requirements (i.e. pp and upk; size) is to consider L€,

0 < e < 1 number of sets of users. That is *divide’ [L] = 1,..., L in B = L€ (assume wlog that B divides
L) sets
L L 2L (B-1)L
Ar={1,...,. s} Aa={=+1,..., =}, ..., Ap={—F-—"—+1,...,L}.
1 { ) 7B}7 2 {B + ) ) B }7 y LB { B + ) ) }

This results in O(L¢)-sized ciphertexts but smaller parameters and public keys, O(L'~¢). We note that,
interestingly for the case of Distributed Broadcast Encryption, this additionally results in O(L!~¢) num-
ber of updates for the decryptor. One can also consider a combination of both the above transformations
to reduce the number of decryptor’s updates to log(L'~¢) at the cost of increasing the ciphertext size to

O(Lflog(L'~9)).

Concrete numbers. For the sake of concreteness, we consider an example use case where we have a
relatively small number of users L = 1024 and the BLS12-381 curve instantiating the bilinear group. Then
our (logarithmic updates) variant has:

* |pp| = 288KB
« |usk;] = 0.19KB

* |upk;| = 191.9KB
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IBB| = 191.9MB
* |Encryptor| = 96KB

* |Decryptor| = 95.1KB (worst case)

|ct| = 13KB

* Number of decryptor updates: 10

6 Distributed Broadcast Encryption from £-Lin

Now we present our second Distributed Broadcast Encryption scheme from a static assumption, k-Lin.
We prove this scheme adaptively secure in the standard model using the standard “dual-system” methodol-
ogy [32, 28]. For a more intuitive overview we refer to section 2.3.

6.1 Our Construction

Below we provide the description of our second Distributed Broadcast Encryption scheme IIpge 2.

* Setup(1*,1%): On input the security parameter A and the number of slots L, generate a bilinear
group bg := (p,G1, Ga, Gr, [1]1, [1]2,€) < BG(1*), sample AT <—¢ Ly, k <—g ZET! and W <

Z,()Hl)Xk, rj g Z’; for each j € [L] and output the public parameters as:

pp = (bg, [A]1, {[AW 1 } ety {[rsl2} e
{IWerjla}ejein) e {k + Wirjla} e, [AK]T)
We denote pp = (pp'®, pp), pp®, pp®, pp®), pp(®), pp(©))
» KeyGen(pp, 7): on input the public parameters pp and a slot j , sample the secret T; <3 ZékH)Xk

and output:
usk; = [Tr;la

upk; = ([AT;]1[T;r1]a, ..., [Tjrj-a)e, [Tjrjtale, ..., [TyrL]2)

* Enc(pp, {upk;}jes, S, M): on input the public parameters pp, a set S C [L], the corresponding users’
public keys upk; for each j € S and a message M € Gr, sample s <—g Z]; and output:

ct=([s"Al,[s"AD (T, + W), [s"Ak]p - M
JES

where [s > . o(T; + Aj)]1 is computed as = Hjes([sTATj]l - [sT AW,]1) using upk; , and pp.

* Dec(pp, {upk, }jes; usk;, ct, S, i): oninput the public parameters pp, aset S C [L], the corresponding
users’ public keys upk; for each j € 5, a slot index ¢ € S, the user’s corresponding secret key
usk; := [T;r;]2 and a ciphertext ct = (cty, cto, ct3) output:

M =cty-e | ctyl,pp}” - usk; - 11 (upkj,z--ppgi)) 'e(ctz,ppf»g))
jES j#i
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where pp.”) = [k + Wiri]o, usk; := [Tir;J2, upk;; := [T;rils, pr) = [Wjr,], pp,” = [ril2

6.2 Correctness

Verifiable Keys We define isValid(pp, upk}, j) as follows:

* Parse upk} := (upkjg,...,upk;;_1,upk; 1,...,upk; ).

* Then if the following holds output 1.

e (upk}io, [rﬂg) =e ([A]l, upk}il)

e (upk, [rj-1]2) = e ([A]1, upk;;_;)

e (upkw, [erb) =e ([Ah, Upkj,j+1)
e (upkio, [rr]2) = e ([A]1, upk’ 1)

otherwise output 0.

It is easy to see that of (-, upkj) € KeyGen(pp, j) then isValid(pp, upk}, j) = 1.

On the other hand, if isValid(pp, upkj, j) = 1 then we get the following: Since upk} € G’;H (upkj €
G]ka resp.) and G (G resp.) has prime order, p, there exist u; ¢ € Z’;H such that upk;f,g = [u; ¢]o for all
¢ € [L],¢ # j (upkjo = [Uj]1 resp.). From this and the above paring checks we get that:

[Ujrilr = [Aujalr

[Ujrj_1]r = [Auj ;1]
[Ujrjialr = [Aujjnlr

[Ujrelr = [Aujr]r
Correctness Let arbitrary A € N, L € N,
pp = (bg, [Al1, {[AW;]1 }je(n). {[rjl2} je (),
{[Werjlabejerr) exs, {k + Wirjla} ey, [AK7)
for some A € Zlgx(kH), k e Z’;“ and W ¢ Z](okH)Xk, r; € Z’; for each j € [L], usk; = [T,rj]2

and upk; = ([AT]1, [Tire])seqr) ¢ for some T; € ZékJrl)Xk. Moreover, let {upk;} e[z, such that
isValid(pp, upk;,j) =1, S C [L] such thati € S and M € M. Then Enc(pp, {upk;};es, S, M) gives:

ct=([s"Al;,[) (s'U;+s AW,y [s' Ak]y - M
JjES
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where [Uj]; = upk; o, and Dec(pp{upk; };es, usk;, ct, S, i) gives:

3 _ 5 5
M =cts-e <ct2, ppg )) e | ct] 1, ppg ). usk; - H (upkjvz- . ppg.,i)) =
JES,jFi

=M. [STAk]T .e [Z(STUj + STAWj)h, [ri]Q
JjES

e | [-sT A1, [k + Wir]s - [Tiry]s - H ([wjilz - [Wyri]) | =

JES,j#1
=M -[s"AK|p - > (sTAuj; +sTAW;r;)] -
jes
. [—STAk — STAWiI‘z‘ — STATiI‘z‘ — Z (STAu]‘ﬂ' + —STAWjI‘Z'ﬂT =
JES,jF#i

=M -[s" AK]p - [-s" Ak]p =
=M

where in the above we used that U,r; = Au, ;, since isValid(pp, upkj,j) =1

6.3 Security

We base the security of our scheme to the k-Lin assumption [3, 24, 31], the statement of which is given in
section 3.1.

We prove adaptive security, following the techniques of [19, Section 6]. Interestingly, we achieve adap-
tive security without the need of the [21] transformation, therefore our scheme is adaptively secure (while
maintaining constant-sized ciphertexts) in the standard model.

Theorem 6.1. If the k-Lin assumption holds, then llpgg 2 is an adaptively secure Distributed Broadcast
Encryption scheme. More specifically for every PPT adversary A against the active-adaptive security of the
above DBE construction, Ilpgg 2, there exists a PPT adversary B against the k-Lin assumption such that:

. 1
Advgg?iil()\) < (2L +1) - AdviEl s(\) + >

Proof. We prove the theorem using a sequence of Hybrids: Gamey, Gamey, ..., Gamer. In Gamey we
switch to a “semi-functional” ciphertext. In Game; (1 < ¢ < L) we switch to “semi-functional” keys
usky, ..., usk; while maintaining the rest of the keys functional. In Gamej, we have both the ciphertext
and all the keys being semi-functional and it follows M} is information-theoretically masked (unless with a
negligible probability 1/p).

Hybrid 0. The Gamey is the same as the (adaptive) security game of definition 4.2 except we switch the
ciphertext to “semi-functional”. That is

ct=([c']n, [T Y (T + W)l [c'kr- M
jES
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where ¢ g ZET1.
It is straightforward to show that Gameg is negligibly close to the original game: Then there is an PPT
adversary By such that

[Adv,;SE2 (V) — AdvETTE, (V)] < AdvEED 5 (V).

Let By be an adversary to k-Lin, receiving (bg, [A "], [c]1), where [c]; is either [A Ts] (for some random
s € Z’;) or random. By will use an adversary A’ that can distinguish with probability ¢ > 1/ poly())
between Gameg and the original game. By samples W, r;, k, T; and computes the public parameters and
all the keys of the system according to IIpgg 2 honestly. Now if ¢ = ATs then By perfectly simulates the
original game otherwise if ¢ is random perfectly simulates Gameg, which means that by answering the same
bit as A, By gains advantage ¢ against the k-Lin game.

It will be useful for the next Hybrids to state that with probability 1 — 1/p over c: c lies outside the row
span of A, so there exists a non-zero a= € Z’;H such that A - a' = 0 and ¢ - a- # 0. Moreover, we can

efficiently compute a' given A, c.

Hybridi Game; is the same as Game;_; except we replace [k + W;r;]o with [k + W;r; + &;a']2, where
0; < Zp. We claim that hybrids ¢ — 1 and ¢ are computationally indistinguishable assuming k-Lin in Go,
which tells us

(A, AW, [W;r;]o, [ri]2, [W;Bl2, [Bl2) = (A, AW, [W;r; + d;a™ ], [ri]2, [W;B]2, [B]2)

where B Z’;Xk.z Then, as in the previous case, we build a reduction that reduces distinguishing between
Hybrid ¢ — 1 and Hybrid 7 to k-Lin. In particular:

AV (V) — AdvgdTs (V] < 2- AdviE 5, ().
We proceed via a case analysis:
* i ¢ S: the reduction samples c, k, Ty, ..., T at random, and for all j # i: samples W, T; < Z’;
and implicitly sets r; := Br;. In particular, it can
1. simulate the challenge ciphertext without knowing W since ¢ ¢ S
2. compute [rj]a, [T;rj]o for all ¢, j using [B]o, T, T;
3. compute [Wr;]2, j # 4 using [r;]2, W
4. compute [W;r;]2, j # i using [W;B], T;
5. compute pp, upky,...,upky,usky, ..., usky.

* i € S: the reduction proceeds as in the previous case, with the following changes:

Z},Hl)x}c (instead of T'; at random) and implicitly sets T; := ’i‘i - W;;

1. samples T; «
2. simulates c(T; + W) in the challenge ciphertext using cT;;

3. simulates [T;r;]y = [T;BF; — W;BT¥;]a,j # i using [W;B]a, [B] along with T;, ;.
In particular, we do not need to simulate usk; = [T;r;]2 since the query is not allowed.

Formally, the reduction guesses at random which case we will fall into, and abort if the guess is wrong,
incuring a factor 2 security loss. This step is essentially the same as [19, Lemma 6.3].

2k-Lin tells us that
[B]27 [ri]27 [tTB]27 [tTri} e [B}Qv [riba [tTB]27 [tTri + 62}
Now, the reduction samples a random W, and programs W; = W; +att.
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Hybrid 3. We complete the proof using an information-theoretic argument, which states that ck is uni-
formly random (and in turn perfectly masks Mp) given

A Ak, c.k+dat,i=1,...,L

This comes directly from [19, Lemma 6.4]. ]

6.4 Efficiency

We compute the efficiency of our scheme for £ = 1. As can be seen by the construction’s description, the
public parameters of our scheme are dominated by O(L?) vectors in (G2)?, upk; consists of O(L) elements
(1in Gy and L — 1 in (G2)?) and usk; is one vector of groups elements in (G2)2. The cipertext has size
O(1) independently of the size of the set S. The remark 5.1 of the BDHE construction applies here as well
giving O(L)-size storage for both the Encryptor and the Decryptor. Finally the overall information that has
to be stored in the bulletin board is O(L?), which is the L upk;’s.

Concretely: |pp| = (24L)|G1|+ (2L*+L)|G2|+1|G1|, lusks| = 2|Gal, lupk;| = 1G]+ (2L—2)|Ga],
Ict| = 3|G1| 4+ 1|Gr|, [Encryptor| = 2L|Gq| + 1|Gr|, |Decryptor| = 1|G1| + (4L — 1)|G2|, [BB| =
2L|G1| + L(2L — 2)|Ga|.

bl bl

Concrete numbers. We provide concrete sizes of the parameters of the scheme for L = 1024 number of
users and the BLS12-381 curve. Then our (logarithmic updates) variant has:

* |pp| = 192.2KB

* |usk;| = 0.19KB

|upk;| = 191.9KB

IBB| = 191.9MB
* |Encryptor| = 96.6KB

* |Decryptor| = 384KB (worst case)

|ct| = 7TKB

* Number of decryptor updates: 10
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A An attack on [36] and a proof of (a variant of) [37]

As we discuss in the introduction, WQZD presented a DBE scheme from Bilinear Pairings in [37] (pro-
ceedings version). They also provide a security statement that assumes the decisional BDHE assumption,
however without a security proof and a they point out to the full version of the paper. In the longer version
of the paper [36] they present a different construction with an alleged security proof.

In the section we first show an attack on the scheme of the full version [36]. Then we provide a security
proof for a light variant of the short (conference) version of the paper [37]. However the proof is only
for selective security and not semi-selective (and therefore it cannot be proven adaptively secure using the
transformation of [21]). To avoid confusion, we want to highlight that this is feasible because the two
constructions in [37] and [36] are not the same.

A.1 The attack

The Distributed Broadcast Encryption scheme presented in [36] (long version) is as follows:

pp:([l]u[h’l]’a[hL])’ {h<_$ Z;}l
usk ) = (=) ], D D), R Ao gz,
[y 0] =]
[x(j)]r
] 29 4Dy [0] r )
upk¥) = () ()
[y ha] [0] [ ho]
rh) o ... [2@+rPn)
ct= ([0 kil D aDr- M|, Y <5 Zy,
jES jES
Decryption for user ¢ € S is based on:
Sres@®+r{h) Sresh) e Thes 77t PTG
ell x+4+7h + Z rihy ], ) el —1“z ’yZh = [’YZI‘(J)]T
JES,j#1 jes jes

where & =3¢ 20 7= Sies T@(J).
Essentially the decryption by user 7 € S works as:

e uskZ@ H upkg? H uskg-i) H upkgkz)7 e uskéi) H upk(()];),cm = ct3/M
keS,k#i jES,jF#L keS,k#i keSk#£i

Attack. We show that anyone that has access to the bulletin board, i.e. the public keys of the users

{upk(j )}je[n]’ can decrypt any ciphetext and recover the message. The attacker does not need to be a
participant having a public/secret key pairs.
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The core observation is that ['yzz:(i)]T can be publicly obtained as:

heWlr = e [ 2@ +rPhe + S0 PN e (= S ny)
JES,jFAL* JES

=e upké?’z*- H upkgz*,ctl e( ké)f*,ctg)
JES j#L

which is publicly computable for any ¢* # i.
Therefore, applying the above method we can publicly compute all {[yz®]7};cs. Then by multlplymg

we get [ [, S[’ya:( )] = cts/M, which directly gives us a way to derive the message: M = m
A.2 Security proof of (a slight variant of) [37]
Below we show a variant of [37]. The index j* is the largest index in the set S.
pp = ([1]1, [r1]2,. .., [rL]2), {ri<sZ,}i
ct = [3]1,[3(ij+21)§7 ))]1,[32aj]T-M , s g Ly,

jes j'¢s jes
upk; = (o], [wilt, {[oi + wirgla, j # b AN, 0T, 05012, 5 # 5}

USkZ' = [Ozi —+ wﬂ’i]g

The main difference with the [37] scheme is that we substitute wJ(J ) |

now sampled independently and is part of the public key of user /.

in the ciphertext with fuj(f ), where v,(f)

Theorem A.1. If the decisional Bilinear Diffie-Hellman Exponent assumption holds, then the DBE scheme
presented above is a selectively secure Distributed Broadcast Encryption scheme.

Proof. Assume a PPT adversary A that wins the selective security of the above Distributed Broadcast En-
cryption scheme with a non-negligible probability ¢ > 1/ poly(\). Moreover let 3 be an adversary to the
dBHE assumption. B plays the role of the challenger in the DBE semi-selective security game with A4 in
order to win the game of the assumption (parametrized by ¢ = L).

B takes as input bg, {[O‘j]l}je[L]’ {[O‘jb}jepL],j;éLH’ [s]1 and T. The adversary A sends to 5 the
target set S*.

Recall that in our security definition (Definition 4.1) we are only concerned about keys for j( 6) S*, thus

i

it is sufficient for B to simulate those keys. Let i* be the last index of S* (the one that has the v ;-terms in

the ciphertext). 3 and implicitly sets:
o a; = agal T, where dg < Zyp and aj = &, where a; <—g Z,, for each j € S* \ {i*}.
o rj = oI 4+ 7, where 7; <—g Z7, for each j € [L].

. vj(-f*) =o' + 6§f*), where ﬁj(f ) g 7, for each j' ¢ S* and v(l = j3;, where 3 < Z, for each

jes”
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* wj = o + Wy, where w; <—¢ Z5, for each j € S*\ {i*}.

- (@) — ) = *
C U= ieqWit Y gy OTWis =U— D cg iz Wj— D igg Vs, Where @ <—g Zp,.

Public Parameters Explicitly B sets: r; = [aGgat177], for each j € [L]
B sets pp = ([1]1, {[ij}je[L}) and sends pp to the adversary A.
Notice that all the above terms are efficiently computable and that the simulated pp has the same distri-
bution as the one.
Key Generation Phase: Now, explicitly the public keys ¢ € S are simulated as:
(4) (4) (4)

e useri € S\ {i"}: First sample v;’ < Zj and sets all [v;"]1, [v;

j j ; ri]2 as in the construction.

Then set [w;]; = [a*]1 - [@]1, [oi]T = [@]7. And for each j # i

(i + wirjla = [@ila - (@' + @) (@oa™ ™7 + 75)]a

= [di]g . [doaLJrlijJri + fjai + EL()’(DZ‘()&LJA*]. -+ wjfj]g

e user ¢*: First sets

3

-l = [8;]1 for each j € S*

(
J
~ ol = (o7 4+ 37 foreach j ¢ 5.

I (8600 t1=), foreach i € [L], j € S*,i # j.

J
= Wl = [0 + 3 agal 1 = [aat = 4 5 agal 7], for each i € [L],
-/ * -/
jtE st g
And then .
e =la— 37 wi= 3 o
jes* j#it T
=[u— Z (o + ;) — Z (' +1~)](~%*))]1
jES*,j§éi* j/¢S*

[T = [Qu]T

And foreach k € S*\ {i*}:

i+ wirkls = [aoa™ 4+ [a— 3" (@ @) = Y (@ 05 ) | (@0t 4wl

JES* jF#i* J'¢S*
3 - B S B gy B
: = [apa T 4+ dagat R — Z (o +bj)agalTF — Z (o + v](f ))agaL+1 K
jesT A j'gs*
o — ~ g (g
+ PRl — Tk Z (o? 4+ wy) — 7 Z (o’ +v§/ ))]2
JES* jF#i* J'¢S*
— [ﬂdoaLJrl*k o Z &OO[L+17k+j _ Z ’L‘[}jdoalpklik
JES* j#i* k JES* jFi*
(i I — ~ g
- Z (altt=kts +v](-, Vo 1Ry ag + iyl — 7 Z (& +5) — T Z (o +UJ(-, N2
§'¢S* JES* jFi* j'¢s*
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Similarly for each k ¢ S™:

. B L L o
[ + wiry]o = [Gdga Tk — Z (abH1k+i Bl Mo — Z QR
JES* jF#£* j/¢S*,j'7ék:
~(7* —k~ ~ ~ ~ 1 ~ ~ i’ ~(7*
— Z v](., ) oLt Ko + Frt — T Z (&) +wj) — 7 Z (o + v](., ))]2
J'¢S* JES* jFi* j'¢S*

Notice that all terms are efficiently computable. Also all public keys are identically distributed to the real
ones. Bthen sends upk; to A.
Challenge phase: A sends M}, M € Gp. B samples a bit b <—g {0, 1} and sets

ot = [ [sh, [sal, T-[s Y aylo- Mg
JES* jF*

Finally, B sends ct* to A.

At the end A sends her guess b'.

Note that if 7 = [sa”*!]7 then the ciphertext ct* is perfectly indistinguishable from a real one so
Pr[b = b'] = €. On the other hand if 7" is uniformly random then the ciphertext leaks nothing about Mp, so
Pr[b = t'] = 1/2. It follows directly that 3 has advantage e in distinguishing between 7' = [sa’*!]7 and a
random 7'. In conclusion:

AQVERIE()) =

which contradicts the dBDHE assumption. O
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